AD=AD98 627

UNCLASSIFIED

DECISIONS AND DESIGNS INC MCLEAN VA F/6 15/4
INTELLIGENCE PREPARATION OF THE BATTLEFIELD: CRITIQUE AND RECOM==ETC(U)
FEB 81 L ADELMAN, M L DONNELLr» R H PHELPS MDA903-79-C-0275
PR=81=5-304 NL




""l .0 i e dz
= e
JlLL = =
= |l=
125 s oo
g 14 |lle

MICROCOPY RESOLUTION TEST CHART
INATIONAL HURESL F STANDARLS 106 3




¢ !/
- jﬁ z February 1981
FINAL REPORT PR 81-5-304 v/

lntelllgence Preparation of the Battlefield:
Critique and Recommendations
ABRIDGED VERSION

podt &9/

Leonard Adelman
Michael L. Donnell
Decisions and Designs, inc.

Ruth H. Phelps

THE VIEWS, OPINIONS, AND FINDINGS CONTAINED IN THIS REPORT ARE U.S. Army Research Institute
THOSE OF THE AUTHORS AND SHOULD NOT BE CONSTRUED AS AN OFFICIAL
OEPARTMENT OF THE ARMY POSITION, POLICY, OR DECISION, UNLESS SO
DESIGNATED BY OTHER OFFICIAL DOCUMENTATION. [

pecIsIionNs anc O2sIGNS, INC.

DT!C

e S e o

B
‘K{%‘;\ r\‘éA i 8 198 i

Contract MDAS03-79-C-0278




FINAL REPORT PR 81-5-304

INTELLIGENCE PREPARATION OF THE BATTLEFIELD:

CRITIQUE AND RECOMMENDATIONS

ABRIDGED VERSION

by

Leonard Adelman and Michael L. Donnell
Decisions and Designs, Inc.

and

Ruth H., Phelps
U.S. Army Research Institute

Prepared for

U.S. Army Research Institute
5001 Eisenhower Avenue
Alexandria, Virginia 22333

Contract MDA903-79-C-0275

February 1981

(

NEeCISIONS ano QESIENS, INC.

Suite 600, 8400 Westpark Drive
P.0.Box 907
McLean, Virginia 22101
(703) 821-2828

s N U DU S-SR - VSN ST




<
\ W 2e

SECUNITY CLASSIFICATION OF THIS PAGE (When Date Bntored)

REPORT DOCUMENTATION PAGE

. JOVY ACCESSION NO,
Iﬂ) ~HC 95027

_ NUGBER
R-81-5-304 |

READ INSTRUCTIONS
BEFORE COMPLETING FORM
3. RECIPIENT'S CATALOG NUMBER 1

. TITLE (and Subtitie)

JNTELLIGENCE PREPARATION OF THE BATTLEFIELD:
CRITIQUE AND RECOMMENDATIONS (ébtidged Version)e/

e

. TYPE OF REPORT & PERIOD COVERED

N t——

T NUTRONGS) T :
Leonard]kdelnan ' ,

” |Michael L. /Donnell g y
'Ruth H./Phelps "

] 8- CONTRACYT OR GRANT NUMBEN(e)

e aa e

- |woases-79-c-g275 |

,

9. PERPORMING ORGANIZATION NAME AND ADDRESS

Decisions and Designs, Inc.
Suite 600, 8400 Westpark Drive, P. O. Box 907
McLean, VA 22101

10. PROGRAM ELEMENT. PROJECT, TASK
AREA & vmgux_gmu:u
,AI

N A
' ¢

e

[ T4 MONITORING AGENCY NAME & ADDRESS(!! ditferent from Controlling Olfice)

11. CONTROLLING OFFICE NAME AND ADDRESS .
U. S. Army Research Institute : ]‘
5001 Eisenhower Avenue N
Alexandria, VA 22333

/[ Febraery 2951 |
73, NUMBER OF PAGES

58

15. SECURITY CLASS. (of this report)

UNCLASSIFIED

15s. DECL ASSIFICATION/DOWNGRADING
SCHEDULE

16. DISTRIBUTION STATEMENT (of this Report)

Approved for public release; distribution unlimited

17. DISTRIBUTION STATEMENT (of the sbatract entered in Block 20, i1 different from Report)

190. SUPPLEMENTARY NOTES

For an unabridged version of this report, see PR

81-4-304

19. KEY WORDS (Continue on reverse side If
Tactical intelligence
Combat intelligence
Threat evaluation
Decision theory
Battlefields

y and identify by block mumnber)
Decision analysis
Decision aids
Computer-aided analysis
Judgment (psychology)

Circular TC30-27
Circular TC34-3

20. ABSTRACT (Continue en reverse side If 1ty by Mloek ber)

y and

-

for correlating data with enemy intent.

within IPB.

Intelligence preparation of the Battlefield (IPB), outlined in Circulars
TC30-27 and TC34-3, represents a major step toward improving procedures

The purpose of this report is to
show how IPB could be improved by incorporating decision-analytic techniques
and computerized decision aids to improve the judgmental process inherent

The first section of this report describes the necessary dependence

473

EOITION OF 1 NOV 68 18 OBSOLETE

FORM
0D anm

UNCLASSIFIED

SECURITY CLASSIFICATION OF THIS PAGE (When Dete Entered)

ii
L

Bt - A, Sttt s $




SECUMTY CLASHIPICATION OF THIS PASEMhes Dato Bniesed)
“

~on human judgment. This section identifies the different types of
Judgment inherent in each of the five steps in the IPB analysis
process proposed in TC30-27 and TC34-3. The general conclusion 1is
that except for terrain analysis and weather analysis, these circulars
fail to tell intelligence analysts how they are to make the judgments
necessary to implement the proposed IPB analysis process.

The second section of this report describes the results of research
studying how well people make the judgments inherent in IPB. The
research strongly suggests that people's ability to make these
Judgments can be improved substantislly by training them in decision-
analytic techniques and by giving them access to computerized
Judgment aids.. Two judgment aids incorporating decision-analytic
techniques are described in detail, for they are designed to assist
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the graphic templating process proposed in IPB. Scientific research
will improve (1) the cognitive skills and, thus, judgmental accuracy
of intelligence analysts developing IPB templates, and (2) the
communication process for conveying the reasons for these judgments
to tactical commanders.
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INTELLIGENCE PREPARATION OF THE BATTLEFIELD:
CRITIQUE AND RECOMMENDATIONS

1.0 SUMMARY

The process whereby input, new intelligence data, is
translated into output, templates, necessarily depends on
analysts' judgments about the implications of multiple
pieces of potentially fallible data. This paper (1) pro-
vides a conceptual overview of the causal inference problem
inherent in intelligence analysis, and (2) identifies the
different types of judgments inherent in each of the five
steps in the Intelligence Preparation of the Battlefield
(IPB) analysis process proposed in Circulars TC30-27 and
TC34-3. The general conclusion is that except for terrain
analysis (step 3) and weather analysis (step 4), Circulars
TC30-27 and TC34-3 fail to tell intelligence analysts how
they are to make the judgments necessary to implement the
proposed IPB analysis process. This section (1) summarizes
the limitations in the other three steps of the proposed IPB

analysis process, and (2) describes two judgment aids recommended

for overcoming them and, thereby, improving the IPB analysis
process.

1.1 Judgment-Analytic Critique of IPB

The purpose of mission and threat evaluation (step 1)
is to review order of battle holdings so as to identify the
gaps in collected intelligence data, and thereby, guide fu-
ture collection efforts. Bowen, et al. (1975) point out the
judgmental nature of order of battle holdings. The intelli-
gence team must evaluate a large amount of incoming data,
much of which may be unreliable, in order to decide whether
it "knows" the order of battle holdings. 1In addition, they




must integrate the order of battle holdings, complete or
not, into a judgment of enemy intent. Although the proposed
IPB process uses templates to represent the output of this
judgmental process, it provides no means for representing,
pictorially or otherwise, the bases for the judgments under-
lying threat evaluation. Furthermore, TC30-27 and TC34-3
fail to provide an explicit representation of the probable
relations between actual enemy intent and the order of
battle holdings that represent indicators of intent; conse-
quently, it offers no explicit rules or heuristics describ-
ing how order of battle holdings are to be combined into
judgments of enemy intent. Scientific research on causal
inference strongly suggests that threat evaluation judgments
could be improved by providing general information about
probable cause-effect relations.

Tactical intelligence zone determination and evaluation
(step 2) is supposed to identify how the opposing forces
(OPFOR) threat evaluated in Step 1 should look in the battle-
field, in general. Circulars TC30-27 and TC34-3 accomplish
this, however, only to a limited degree. There is, for ex-
ample, no discussion of the general indicators for different
OPFOR threats. Yet research by Johnson, Spooner, and Jaarsma
(1977) suggests that this would be a valuable addition for
tactical commanders. They found that a sample of forty-
three captains in the Intelligence Officers Advanced Course
knew only nineteen of the forty-nine separate indicators
listed in Field Manual 30-5, Combat Intelligence, for four
of the OPFOR threats that are to be evaluated in Step 1. TI
zone determination and evaluation could be improved by
indicating (1) the relative accuracy of individual indicators
for different OPFOR courses of action, and (2) how to combine
individual indicators into a global assessment of threat.

The objective of the fifth and final step in the pro-
posed IPB analysis process is to relate "how the enemy would




like to fight" to a specific terrain and weather scenario as
the basis for determining "how the enemy might have to
fight" (TC34-3, p. 5-1). This is to be accomplished accord-
ing to both circulars, through the use of situation, event,
and decision support templates. These templates are pro-
posed as a means of helping commanders "visualize" enemy
capabilities in a particular combat setting. They require
intelligence analysts to make a number of different kinds of
judgments. Both circulars fail, however, to tell intelli-
gence analysts how to make these judgments. These different
judgments are identified below for each template, in turn.
In addition, limitations in the circulars are identified,
and suggestions are offered for their improvement.

The situation template shows how enemy forces probably
would look within the different mobility corridors under
consideration. Underlying the development of this template
is a complex judgmental process. We quote TC30-27 on this
point.

"Wwhile the enemy commander may not have unlimited
options as to possible courses of action, he will
probably have enough options to make the analyst's
job of determining probable courses of action ex-
tremely difficult. Situation templates are derived
based on the best military judgment of the analyst”
(p. 4-4).

TC30-27 and TC34-3, however, provide only minimal informa-
tion on how analysts are to exercise their "... best mili-
tary judgment ..." when developing the situation templates.
If the situation template is to reflect military judgment
about different OPFOR courses of action, it is not enough to
show analysts how to perform a terrain and weather analysis.
In addition, the circulars should identify the factors that
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are to be considered when making this judgment, for the
analysis team will have to incorporate judgments about
other, more ambiguous factors, such as perceived U.S. force
strength and risk, that an OPFOR commander would certainly
consider when selecting a course of action. Furthermore,
the circulars should discuss the trade-coffs that OPFOR com-
manders are likely to make when evaluating the utility of
different courses of action. Rarely will it be true that
one course of action is better than all others on every fac-
tor. Enemy commanders will be forced to differentially
weight aspects of their doctrine with the characteristics of
the situation immediately facing them. TC30-27, TC34-3, or
supporting documentation should indicate what these trade-
offs are likely to be under different terrain and weather
constraints, if the situation template is to accurately rep-
resent military judgment under different circumstances.

"The event template is a time and logic sequence of
enemy tactical indicators or events which are keyed to a se-
ries of situational templates" (TC30-27, pp. 1l-6). Although
TC30-27 and TC34-3 provide no example of an event template,
it appears that the template must identify the different
types of information necessary to confirm the adoption of a
particular course of action. Such information is, in fact,
required to complete the "events analysis matrix" (see
TC34-3, p. 5-7). To complete this matrix, analysts must in-
dicate those "event activities" they expect to see, as well
as when and where they expect to see them, for each avenue
of approach. 1In doing this, the analysts are essentially
making a series of conditional probability judgments. That
is, they must say something like, "If the enemy actually
took this particular course of action, then these indicators
and events have a higher probability of being observed than
others." The word "probability" must be emphasized because
there is not a perfect relationship between indicators,
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events, and actual enemy intent. The enemy will be expected
to use deceptive measures. In fact, "An integral part of
templating is the consideration of deception events associ-
ated with each course of action" (TC30-27, p. 4-11l). As a
result, the intelligence team will be forced to make condi-
tional probability judgments about what indicators and !
events they think are most indicative of the OPFOR adoption
of different courses of action. Neither TC30-27 nor TC34-3,

however, provide any information about the probabilistic
relations between different indications and different OPFOR
threats, a point made previously when discussing TI zone
determination and evaluation.

The third, and final, effort in threat integration is
development of a decision support template. This template
"... is used to illustrate enemy probable courses of action
as the basis for comparing friendly courses of action"
(TC30-27, P. 4-13). Described in this way, the decision
support template "... is essentially the INTELLIGENCE
ESTIMATE in graphic format" (TC30-27, p. 1-6). It repre-
sents the analysts' most up-to-date estimate about the

relative likelihood of the enemy's potential courses of
action. Again, however, TC30-27 and TC34-3 fail to indicate
how the judgments underlying this graphic representation are

to be made, or in fact are made, by individual analysts.
Psychological research suggests that this may result in

decision support templates that (1) are not as accurate as
they could be, and (2) do not facilitate communication
between analysts and commanders as much as they could otherwise.

Up to this point there has been no discussion of the
dynamic nature of the proposed IPB templating process. The
templating process is not supposed to stop with the first
support template. The decision support template at the end
of one cycle of the process represents the situation template




at the beginning of the next cycle. The event template
indicates the analysts' revised estimates about the likeli-
hood of different events for different OPFOR courses of
action. The event analysis matrix indicates what events
were observed, when they were observed, and where they were
observed during a specified time period. The decision
support template represents the analysts' new judgment about
the likelihood that the enemy is actually taking a particular
course of action on the basis of all previous judgment and
information. "Used properly, they (i.e., the templates)
provide for continuing integrative analysis of OPFOR capa-~
bilities, vulnerabilities and courses of action" (TC30-27,
p. 1-5). Figure 1l-1 provides a schematic representation of
this integrative process.

1.2 Aiding Judgment in IPB

The analysis process proposed for IPB can be improved
by incorporating decision-analytic techniques and computer-
ized judgment aids. This can be accomplished because the
process whereby collected intelligence data are translated
into IPB templates necessarily depends on analysts' judgments
about the implication of the data. Causal inference research
in other settings strongly suggests that decision-analytic
techniques and computerized judgment aids would improve (1)
the cognitive skills and thus the judgmental accuracy of the
intelligence analysts developing IPB templates, and (2) the
communication process for conveying the reasons for these
judgments to tactical commanders (see Adelman, Donnell, and
Phelps [1981] for a review of this research). By improving
the judgmental process inherent within IPB, and the means
for conveying the reasons for these judgments to tactical
commanders, the broader IPB analysis process should be
improved in turn.

As a first step in improving the development of a decision-
support (and situation) template, IPB should indicate what
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what factors are to be taken into account when developing

the decision-support template. As a second step, analysts
should have access to judgment aids that help them systemati-
cally assess each potential OPFOR course of action of each
of the factors. Toward this end, a prototype multi-attribute
utility assessment (MAUA) aid has been developed to help
intelligence analysts develop the initial decision support
template (see Patterson and Phelps [1980] for a complete
description). The judgment aid is called ENCOA, for Enemy
Courses of Action. ENCOA provides analysts with a syste-
matic procedure for evaluating each potential OPFOR course

of action on twenty-four factors affecting enemy intent.

The factors incorporated into ENCOA not only include the
order of battle, terrain, and weather factors discussed in
circulars TC30-27 and TC34-3, but other factors that any
tactical commander would consider when selecting a course of
action., These factors are grouped into the five categories
indicated in Figure 1-2.

When developing the initial decision-support template,
intelligence analysts can use ENCOA to assess each OPFOR
course of action on each factor within the five groups of
factors. Thus, each course of action would receive a score
on Terrain, U.S. Force Factors, OPFOR Force Factors, Weather
Factors, and Risk Factors, where the score represented the
utility of the course of action to an OPFOR commander.
Then, these scores can be differentially weighted to rep-
resent the trade-offs of the OPFOR commander. The scores
and weights can be combined to predict the overall utility
of each course of action to the OPFOR commander. 1In ad-
dition, ENCOA can be used to quantitatively and pictorially
present the scores, weights, overall utilities, and subse-
quent sensitivity analyses to the friendly commander.




1. Zerrain Factors I11. Opposing Force Factors

As related to mission accomplishment As related to mission sccosplishment and con-
and cousidering current OPFOR doctrine, score sidering current OPFOR doctrine, score gach OPFOR
each OPFOR course of action in terms of how course of action in terms of how well it exploits
well 1t or accommodates:

1.1 Exploits fisld of fire afforded by ter- 3.1 OPFOR current disposition.

train features.
3.2 OPFOR strength and condition.
1.2 Exploits cover and concealment afforded
by terrain festures. 3.3 OPFOR reserves.

1.3 Exploits mobility provisions due to ter- 3.4 OPFOR logistic support.
rain features.
3.5 OPFOR command and control capabilities/
1.4 Accomplishes rapid seizure or denial of vulnerabilities.
key terrain.
IV. Weather Factors
1.5 Exploits obaervation provisions of terrain.
As related to mission accomplishment, score

1.6 Exploits or accommodates natural and artificial each OPFOR course of action in terms of how well
obstacles. : it exploits:
I1. U.S. Force Factors 4.1 Observation/visibility conditions forecast

to exist due to weather.
As related to mission accomplishment and con-
sidering current U.S. doctrime, score each OPFOR 4.2 Cover and concealment conditions forecas:
course of action in terms of how well it exploits to exist due to weather.
vhat you know or estimate sbout:
4.3 Mobility conditions forecast to exist due

2.1 U.S. disposition. to weather,
2.2 U.S. strength and condition. 4.4 Effect of extrere conditions of forecast

weather on personnel and equipment ;
2.3 U.S. reserves. effectiveness. i
2.4 U.S. logistic support. V. Risk Factors |
2.5 Probable U.S. actions/reactions. As related to mission accomplishment, score

each OPFOR course of action in terms of:

2.6 VU.S. command and control capabilities/
vulnerabjilities. 5.1 Ability to cope with surprises in terms
of U.S. strength or U.S. actions/reactions. i

5.2 Freedon from depend on forces not
under own control.

5.3 Freedom from critical dependence on
surprise or deception.

5.4 Suitability under unexpected adverse
weather conditions.

Figure 1-2

FACTORS IN ENCOA



Information describing (1) how the analysts reached their
conclusions about the most likely OPFOR courses of action,
as well as (2) the implications of differences in opinion
between the analysts, represents an important adjunct to the
decision~-support template.

The iterative templating process proposed in circulars
TC30-27 and TC34-3 can be represented quantitatively by
Bayes' Theorem, shown in equation [1].

P(H,) x P(DlHl) = p(nlln)

P (H,) P(D|H,) P(H,|D)
(Prior (Conditional (Posterior
Probabilities) Probabilities) Probabilities)
Situational Event Templates; Decision
Template Event Analysis Templates

Matrices

The situation template is represented by the prior proba-
bilities, which indicate the relative likelihood of the
different OPFOR courses of action (i.e., hypotheses) under
consideration. The event templates and event matrices are
represented by the conditional probabilities, which indicate
the relative likelihood that certain events support par-
ticular courses of action. The posterior probabilities are
represented by the decision support template, which indi-
cates the revised likelihood of the courses of action (i.e.,
hypotheses) on the basis of observed data. This new esti-
mate of enemy intent is then input to friendly tactical de-
cision making and subsequent action.

Reviews of psychological research in which subjects'
final probability estimates have been compared with those
prescribed by Bayes' Theorem have shown consistently that

humans are suboptimal processors of probabilistic information.

10
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Although they typically revise their opinions in the same
direction as Bayes' Theorem, they do not revise them enough;
they are conservative. This finding could have great impli-
cations for IPB, for if analysts using IPB are conservative

information processors, then they are not drawing implications

from the data as fast as they could be with Bayes' Theorem.
Their estimates about enemy courses of action may well be
suboptimal because they will not have sufficiently revised
their opinions to take full account of the certainty in the
data. Consegquently, the entire templating process will not
convey as much information to commanders as it should. The
time available for friendly tactical decision planning and
implementation may be reduced considerably if intelligence
analysts are conservative information processors.

General judgment aids, called Probabilistic Information
Processing (PIP) systems have been developed to ensure that
human judgment is consistent with Bayes' Theorem for a num-
ber of intelligence problems (e.g., see Peterson et al.,
1976). Such a judgment aid is now being developed to help
tactical intelligence analysts revise their judgment about
the most likely OPFOR course of action on the basis of new
information. The aid will probably operate in the following
manner:

(1) the analysts define the n different enemy courses
of action (COAs) under consideration (i.e., enter
a brief [< 10 character title}l);

(2) the analysts enter a set of prior probabilities
(or odds) for the n potential courses of action;

(3) for a given datum, the analysts input a brief
title and the probability (or odds, in terms of a
likelihood ratio) of that datum conditional upon
each COA being considered;

11

e ittt e ittt ARttt




(4) the analysts inspect the posterior probabilities
(or odds);

(5) they revise any posterior probabilities that are
counter-intuitive; and

(6) the analysts report on potential enemy COAs based
on the probabilities after Step 5 or return to
Step 3 if there are additional data.

The ability to use a Bayesian framework to represent
the different judgments inherent in revising the IPB tem-
plates is illustrated in the above steps. Step 1l represents
the different OPFOR courses of action represented in the
situation template. Step 2 represents the relative likeli-
hood of these actions at the end of one iteration of the IPB
analysis process. Step 3 represents the judgments in the
event templates and event matrices, which indicate the rela-
tive likelihood of having collected the newly acquired data
on the basis of the enemy actually taking different courses
of action. Steps 4, 5, and 6 represent the intelligence
analysts' estimates of enemy intent, as represented graphi-
cally in the decision-support template.

The Bayesian aid is being designed so that it can be

readily integrated into the proposed, iterative IPB analysis
process. Consequently, it should help analysts implement the
template revision process outlined in Circulars TC30-27 and
TC34-3. The decision aid is scheduled for initial evaluation
during 1981.

12




2,0 INTELLIGENCE PREPARATION OF THE BATTLEFIELD:
DEPENDENCE ON JUDGMENT

2.1 Conceptual Overview

Figure 2-1 is a simplified representation of the judg-
mental nature of the intelligence process. The goal of
intelligence analysis is to predict enemy intent or capa-
bility (right circle in Figure 2-1). Because the enemy
intent is unknown (left circle, Figure 2-1), intelligence
analysts must base their predictions on information and
indicators that serve as cues to determining the unknown
enemy intent. Intelligence predictions are accurate to the
extent they match the unknown enemy intent as shown in
Figure 2-1. Accuracy is thus a function of: (1) how reli-
ably different cues reflect enemy intent and (2) the degree
to which analysts base their predictions on the most reliable
cues.

The identification and integration of these cues to
form the intelligence estimate depends totally on the sub-
jective judgment of the intelligence analyst. At a more
conceptual level, the task facing intelligence analysts is
one of causal inference. 1In fact, Figure 2-1 merely repre-
sents a minor modification of the "lens model," originally
developed by Brunswik (1952, 1956), to describe pictorially
the judgmental process of causal inference.

The subjective nature of intelligence analysis becomes
even more obvious when more realistic representations of the
intelligence process, such as those presented in Figures
2-2 and 2-3, are considered. In particular, there are three
factors complicating the analyst's judgment shown in Figure
2-2. First, the relationship between the information and
indicators is probabilistic; that is, indicators or information

13
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correspond to enemy intent less than 100% of the time,
causing the indicators to vary in reliability. Second,
intelligence analysts may fail to use reliable indicators.
Third, some information, not related to the enemy intent,
may influence the analyst's prediction. Analysts must be
able to perceive the relative reliability of indicators and
be able to use only the most reliable ones in their analysis,
ignoring the unreliable indicators.

Indicator unreliability is compounded when the indi-
cators are related to more than one enemy intent as depicted
in Figure 2-3. For example, some indicators can be used to
predict two or more enemy intentions, such as attack and
delay. As a result, the analyst must juggle the relative
reliability of the indicators in order to predict the rela-
tive likelihood of the possible enemy intentions. The more
ambiguous or unreliable the indicators and information, the
more the accuracy of the prediction depends on the sub-
jective judgment of the intelligence analyst.

Intelligence Preparation of the Battlefield, as de-
scribed in Circulars TC30-27 (1978) and TC34-3 (in prepa-
ration), represents a major step toward improving precedures
for correlating data with enemy intent. This is to be
accomplished through "templating," using a series of graphic
illustrations of an enemy capability drawn as an overlay
over a map. The process whereby input, new intelligence
data, is translated into output, templates, necessarily
depends on analysts' judgments about the implications of
multiple pieces of potentially fallible data, as represented
pictorially in Figures 2-1, 2-2, and 2-3. TC30-27 and TC34-3
however, provide little information about how intelligence
analysts should make these judgments. This omission may
limit the usability and accuracy of IPB as it is proposed in
these circulars, for scientific research strongly suggests
that the kinds of complex causal inferences required in
intelligence analysis tend not to be as accurate as they
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could be without explicit training about the relationships
between information and enemy intent. Furthermore, the
research suggests that systematic, decision-analytic tech-
niques and computerized decision aids would improve both (1)
the judgmental skills of intelligence analysts developing

IPB templates, and (2) the communication process for con-
veying the reasons for these judgments to tactical commanders.
By improving the judgmental process inherent within IPB, and
the means for conveying the reasons for these judgments to

tactical commanders, the broader IPB analysis process would
be improved in turn.

This paper describes the necessary dependence of IPB on
human judgment. It is part of a larger paper directed
toward evaluating the applicability of different areas of
decision research, different decision-analytic techniques,
and different types of computerized decision aids to IPB.
The larger paper is technically oriented and written primarily
for judgment researchers working with analysts in the intelligence
community. This paper, in contrast, is written at a more
general level, and for intelligence analysts, particularly
those developing IPB. Organizationally, it first identifies
the different types of judgment inherent in each of the five
steps in the IPB analysis process proposed in Circulars
TC30-27 and TC30-3; limitations in the proposed IPB analysis
process are identified by doing so. Second, Section 3.0
describes two decision aids for overcoming these limitations

and, thereby, improving the IPB analysis process.

2.2 The Role of Judgment in Each of the Five IPB Steps

"IPB is a continuous process of analysis and evaluation
which is the basis of intelligence operations planning....
The purpose of this analysis is to determine and evaluate
enemy capabilities, vulnerabilities, and courses of action
as the basis for friendly operations planning" (TC30-27,
p.iii). To accomplish this purpose, the following five
steps in IPB analysis are proposed in TC30-27: (1) mission
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and threat evaluation, (2) TI zones determination and evalu-
ation, (3) terrain analysis, (4) weather analysis, and (5)
threat integration. The next section of this report is
directed toward identifying the different types of judgment
inherent in each of these five steps, in turn.

2.2.1 Mission and threat evaluation - This is the

first step of the proposed 1IPB analysis process. Mission
evaluation establishes the area of operation and identifies
the general battlefield scenario. Threat evaluation of
doctrine, tactics, capabilities, and equipment includes a
review of the following order of battle intelligence holdings:
composition, disposition, strength, tactics, training,
logistics, and combat effectiveness. The purpose of this
review is to identify the gaps in collected intelligence

data and, thereby, guide future collection efforts.

Opposing force (OPFOR) doctrine is to serve as
the basis for knowing and understanding the potential adver-
sary and, therefore, implementing mission and threat evaluation.
Intelligence analysts are to develop "doctrinal templates™
that indicate how the enemy likes to fight. Figure 1l in
TC34-3, for example, shows a doctrinal template for a motor-
ized rifle regiment in movement to contact. Intelligence
anlaysts and tactical commanders "seeing"” an OPFOR motorized
rifle regiment in this disposition, therefore, should conclude
that the enemy's intent is to attack.

The doctrinal template thus represents a standard
against which order of battle holdings, such as disposition,
can be reviewed. If the intelligence team does not know, for
the above example, the disposition, composition, or combat
effectiveness of the OPFOR motorized rifle regiment in the
area of operation, then intelligence data must be collected
on the missing order of battle holdings. Once the data is
collected, the team can convey their evaluation of OPFOR
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threat to the commander in the form of a template or other-
wise. What Circulars TC30-27 and TC34-3 fail to point out,
however, is that the review of order of battle holdings is
a complex judgmental process. The intelligence team must
evaluate a large amount of incoming data, much of which may
be unreliable, in order to decide whether it "knows" the
order of battle holdings. 1In addition, they must integrate
the order of battle holdings, complete or not, into a judg-
ment of enemy intent.

The judgmental nature of order of battle holdings
is noted clearly by Bowen, Halpin, Russell, and Staniforth
(1975) in Tactical Order of Battle: A State of the Art
Survey. Judgment is required because there is simply no

alternative to it. We quote Bowen, et al. (1975, p. 45) on
this point:

“"Each OB Factor is defined in terms of a number of
information elements which indicate the kind of data
required to describe the status of that factor in
narrative terms. No specific rules exist, either
formal or heuristic, for the evaluation of factors or
elements, or their combination."”

In fact, the lack of "specific rules," or in terms of IPB,
"templates," for making Order of Battle judgments is repre-
sented in each of the following "key problems" identified by
Bowen et al. (1975, pp. 59-60):

"l. There are no standardized methodologies for esti-
mating OB factors....

2. There are no standardized methodologies for in-
corporating OB factors into the products of CB
intelligence.
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3. There is no methodology for estimating and reporting
reliabilities of OB factor estimates nor the sig-
nificance of levels of OB factors and their
elements relative to general descriptors of the

state of enemy forces, such as Combat Effectiveness.

4. There is no realistic and generally accepted
definition of the OB factor of Combat Effectiveness.
A serious ambiguity of rationale about estimating
enemy Combat Effectiveness derives from the point
of view of the estimator. (A G2 thinks in terms
of the enemy force, while the commander of G3 is
concerned with the enemy's net potential effective-
ness relative to friendly forces in the existing
circumstances.)

5. There is no indication in doctrine of the relative
importance of the OB factors, or of their inter-
relationships.

6. There are no consistent, validated indicators,
data aggregates, or data elements for the various
OB factors and their elements.

7. There is no methodology for relating the elements
of an OB factor to each other, or to the factor
itself."”

Nor does TC30-27 or TC34-3 offer a "methodology"
for making the judgment inherent in threat evaluation.
Intelligence analysts are still on their own to combine data
on order of battle holdings as they see fit. And, as point
#4 above notes, different analysts might combine the data
differently. While the proposed IPB analysis may use
templates to represent the output of this judgmental process,
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it provides no means for representing, pictorially or other-
wise, the basis for the judgments underlying threat evalua-
tion. In terms of Figure 2-2, for example, TC30-27 and
TC34-3 fail to provide an explicit representation of the
probable relations between actual enemy intent and the order
of battle holdings that represent indicators of intent (xi);
consequently, it offers no explicit rules or heuristics
describing how order of battle holdings (xi) are to be com-
bined into judgments of enemy intent. Scientific research
on causal inference indicates that the accuracy of causal
inferences can be improved by providing information about
probable cause-effect relations represented on the left side
of the model in Figure 2-2.

2.2.2 Tactical intelligence zone determination and

evaluation - This is the second step in the proposed IPB
analysis process. Circular TC30-27 proposes three TI zones
to help the commander at the company, battalion/brigade, and
corps/division levels, respectively, "... SEE the battle-
field" (TC30-27, p. 27). For, according to TC30-27, it is
the intelligence analyst's job to make sure that commanders

VSRR CEVWPET PRI 4

know what the intelligence collection and processing system
can and cannot do prior to combat. Toward that end, TI zone
determination and evaluation is proposed as a means of
telling commanders where to look for targets and indicators
of activities that confirm the enemy's adoption of a course

? of action; what to look for, that is, the critical indicators
that must be seen by a certain time; when in the battle
sequence to look for them; and what data collection tools to
look with. Circular TC34-3 also emphasizes these points,

0 but refers to the TI zones as "areas of interest/influence"
(see Chapter 3).

Step 2, therefore, is supposed to identify how
[ the OPFOR threat evaluated in Step 1 should look in the
battlefield, in general. Circulars TC30-27 and TC34-3

22




ST RS TE T TR My

ST WL TR R T R TR R TR ATV T

accomplish this, however, only to a limited degree. There
is, for example, no discussion of the general indicators for
different OPFOR threats. Yet research by Johnson, Spooner,
and Jaarsma (1977) suggests that this would be a valuable
addition for tactical commanders. They found that a sample
of forty~-three captains in the Intelligence Officers Advanced
Course knevw only nineteen of the forty-nine separate indi-
cations listed in Field Manual 30-5, Combat Intelligence,

for the four separate courses of action to be evaluated in
Step 1: attack, defense, delay, and withdrawal.

Just as in the case of threat evaluation, the
judgmental conceptualizations shown in Figures 2-1, 2-2,
and 2-3 represent the basic judgment problem facing analysts
during TI zone evaluation. Doctrinal templates could be
developed to help commanders visualize the general indica-
tors representative of different OPFOR threats at different
TI zones. In addition, decision aids could be developed to
assist in TI zone evaluation. Since individual indications
are not perfect predictors of enemy intent, analysts and
commanders must know the relative accuracy of individual
indicators for each of the different OPFOR courses of action.
Furthermore, they must know how to combine individual indi-
cators into a global assessment of threat. TC30-27 provides
no indication of how this is to be accomplished in TI zone
evaluation. Causal inference research indicates that ex-
plicit information about the left-hand side of the causal
inference represented in Figures 2-1, 2-2, and 2-3 greatly
improves the judmental accuracy of individuals.

2.2.3 Terrain and weather analysis - It is interesting
to note that Circulars TC30~-27 and TC34-3 do tell analysts
how to make judgments about the military aspects of terrain
and weather, the third and fourth steps, respectively, in the
proposed IPB analysis process. The determination of avenues
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of approach into the commander's TI zone is basic to terrain
analysis. To accomplish this, the IPB analysis team must
focus its analytical efforts on the following five military
aspects of terrain: observation in fields of fire, conceal-
ment and cover, obstacles, key terrain, and avenues of
approach. Toward this end, the circular contains a factor
and subfactor analysis matrix, and a list of terrain require-
ments. This information defines the relationships between
the physical aspects of terrain, such as surface configura-
tion, vegetation, rock types and soils, and specific military
aspects of terrain, such as observation and fields of fire,
cover, concealment, and obstacles. Thus, it shows the
analysts how to make judgments about the military aspects of
terrain. Such analytical efforts facilitate subseguent
"mobility analysis" and "line-of-sight analysis," the result
of which is a series of map overlays that identify the
possible OPFOR avenues of approach and the ..." one avenue
of approach (mobility corridor) more favorable than the
others" (TC30-27, p. 3-26). They also provide a retraceable
procedure for telling the commander how these judgments were
arrived at by the analysts.

As in the case of terrain analysis, the IPB
analysis process addresses the effects of weather on ground
and air mobility and line-of-sight. In a similar fashion,
Circulars TC30-27 and TC34-3 address in considerable detail
how the "weather factor analysis matrix" and "weather
parameter~user matrix" are to be used to relate weather
factors to a wide range of military operations. The result
of Step 4 is a set of overlays that integrate terrain and
weather data in a manner that conveys their possible inter-
active effects on the capability of forces to move, shoot
and communicate within the different mobility corridors in
the situation under consideration. The word "possible" is
underlined to emphasize the uncertain nature of weather; the
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best mobility corridor if it's dry can be the worst one if
it rainms.

2.2.4 Threat integration - This is the fifth and final
step in the proposed IPB analysis process. The objective of
threat integration is to relate "how the OPFOR likes to
fight" to a specific terrain and weather scenario as the

basis for determining "how the enemy might have to fight"
(TC34-3, p. 5~1). This is to be accomplished through the
use of situation, event, and decision support templates.

These templates are proposed as a means of helping com-
manders "visualize" enemy capabilities in a particular
combat setting. They require intelligence analysts to make
a number of different kinds of judgments. Both circulars
fail, however, to tell intelligence analysts how to make
these judgments. These different judgments are identified
below for each template, in turn. 1In addition, limitations
1 in the circulars are identified, and suggestions are offered
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for their improvement.

The situation template shows how enemy forces

probably would look within the different mobility corridors

' under consideration. The analysts developing the situation
template, therefore, must use the terrain and weather analy-
ses to modify the doctrinal templates for the OPFOR threat

4 evaluated in step #1. Underlying the development of this

' template is a complex judgmental process. We quote TC30-27
on this point.

"While the enemy commander may not have unlimited
1 options as to possible courses of action, he will

probably have enough options to make the analyst's job

‘ of determining probable courses of action extremely
difficult. Situation templates are derived based on

' the best military judgment of the analyst (p. 4-4)."
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Unfortunately, TC30-27 provides minimal information on how
analysts are to exercise their "... best military judgment ..."
when developing the situation templates. In fact, it does

not even identify the factors that are to be considered
explicitly when making their judgments.

If the situation template is to reflect military
judgment about different OPFOR courses of action, it is not
enough to show analysts how to perform a terrain and weather
analysis. 1In addition, Circulars TC30-27 and TC34-3 should
identify the factors that are to be considered when making
this judgment, for the analysis team will have to incorpor-

ate judgments about other, more ambiguous factors, such as

perceived U.S. force strength and risk, that an OPFOR com- l
mander would certainly consider when selecting a course of
action., Furthermcre, the circulars should discuss the
trade-offs that OPFOR commanders are likely to make when
evaluating the utility of different courses of action.
Rarely will it be true that one course of action is better
than all others on every factor. Enemy commanders will be
forced to differentially weight aspects of their doctrine
with the characteristics of the situation immediately facing
them. Circulars TC30-27 and TC34-3, or supporting documen-
tation, should indicate what these trade-offs are likely to
be under different terrain and weather constraints, if the
situation template is to accurately represent military
judgment under different circumstances. Said differently,
it should describe the left side of the lens model in Figure
2-1, which describes how the enemy tends to make judgments
of intent.

"The event template is a time and logic sequence
of enemy tactical indicators or events which are keyed to a
series of situational templates." (TC30-27, pp. 1=-6). This
is to be accomplished by identifying, on the situation
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template, "NAMED AREAS OF INTEREST (NAI's)... along each
route where the analyst expects to see certain events or
activities occur" (TC30~27, p. 4-4). In addition, the
analyst is to complete an event analysis matrix that "...
correlates WHAT IS EXPECTED (event/activity) to the WHERE
and WHEN (Geographical coordinates and time)" (TC30-27,

p. 4-6). The event template is to be a combination of the
situation template and the event analysis matrix.

Although TC30-27 and TC34-3 provide no example
of an event template, it appears that the template must
identify the different types of information necessary to
confirm or deny the adoption of a particular course of
action. To accomplish this, the analysts must make a series
of conditional probability judgments analogous to those
represented in Figures 2-2 and 2-3. That is, they must say,
“If the enemy actually took this particular course of action,
ﬁhen these indicators, and events (e.g., x2) have a higher
probability of being observed than others." The word "proba-
bility" must be emphasized because there is not a perfect
relationship between indicators, events, and actual enemy
intent. The enemy will be expected to use deception measures.
In fact, "An integral part of templating is the consideration
of deception events associated with each course of action"”
(TC30-27, p. 4-11). As a result, the intelligence team will
be forced to make conditional probability judgments about
what indicators and events they think are most indicative of
the OPFOR adoption of different courses of action. Neither
TC30-27 nor TC34-3 provides any information about the proba-
bilistic relations between different indications and different
OPFOR threats, a point made previously in the discussion of
TI 2one determination and evaluation.

The third, and final, effort in threat inte-
gration is development of a decision support template. This




template "... is used to illustrate enemy probable courses
action as the basis for comparing friendly courses of action"
(TC30-27, p. 4-13). Described in this way, the decision
support template "... is essentially the INTELLIGENCE ESTI-
MATE in graphic format" (TC34-3, p. 5-10). It represents
the analysts' most up-to-date estimate about the relative
likelihood of the enemy's potential courses of action.
Again, however, TC30-27 and TC34-3 fail to indicate how the
judgments underlying their graphic representation are to be
made, or in fact are made, by individual analysts. In terms
of Figure 2-1, they fail to describe the right side of the
lens model, the reasons for judgments of enemy intent.
Psychological research suggests that this may result in
decision support templates that (1) are not as accurate as
they could be, and (2) do not facilitate communication
between analysts and commanders as much as they could
otherwise.

2.2.5 Template Revision - Up to this point, there has

been no discussion of the dynamic nature of the proposed IPB
templating process. The templating process is not supposed
to stop with the first decision-support template. "They are
to be changed, deleted, or redone as conditions and situations
demand. Used properly, they provide for continuing integra-
tive analysis of OPFOR capabilities, vulnerabilities and
courses of action" (TC30-27, p. 1-5). This iterative
revision process is critical to friendly tactical decision
making. Friendly commanders will make particular decisions,
and take subsequent actions, on the basis of intelligence
analysts' estimate of enemy intent. This estimate will be
revised continuously upon the arrival of new information.
The faster the information can be correlated with enemy
intent, the more time friendly commanders will have for
tactical decision making and action.
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Template revision is represented pictorially in
Figure 2-4. Notice that the decision support template at
the end of one cycle of the process is the situation tem-
plate at the beginning of the next cycle. The event template
indicates the analysts' revised estimates about the likeli-
hood of different events for differenct OPFOR courses of
action. The event analysis matrix indicates what events
were observed, when they were observed, and where they were
observed during a specified time period. The decision
support template represents the analysts' new judgment about
the likelihood that the enemy is actually taking a particular
course of action on the basis of all previous judgment and
information.

The dynamic nature of the proposed templating
process is heavily dependent on a complex judgment process.
First, intelligence analysts using the proposed IPB analysis
process must identify the initial hypotheses regarding
possible enemy courses of action and, if possible, an ini-
tial estimate of the most probable course of action. As
discussed above, this requires consideration of how the
enemy generally makes judgments of intent, in addition to an
evaluation of how physical terrain and weather factors favor
different courses of action.

Second, intelligence analysts using the proposed
IPB process must indicate the events that are likely to be
observed for each course of action. The information within
each event template represents, in qualitative or intuitive
terms, conditional probabilities. If the enemy actually
took a particular course of action, then certain events have
a higher probability of being observed than others. The
information within all the event templates represents, again
in qualitative terms, likelihood ratios that indicate how
much more likely certain events are to be observed for one
course of action than another. While these probabilistic
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judgments are not being made quantitatively when analysts
develop the event templates, they are being made intuitively
in order to guide data collection in an uncertain environment.

Third, the analysts must use the many pieces of
potentially fallible data reported in the event matrices
(and other sources) to revise their initial hypotheses about
the enemy's most likely course of action. The data reported
in the event matrices also represent conditional probabili-
ties, for certain events have a higher probability of being
observed only when the enemy is actually taking a particular
course of action. As a result, subsequent decision support
templates represent, again in qualitative terms, the analysts'
most up-to-date estimate about enemy intent, as revised by
newly acquired intelligence data.

The three areas of judgment inherent in the
revision process can be represented conceptually by the
modified lens model shown in Figure 2-5. The situation
template indicates the analysts' military judgment about the
likelihood of different enemy courses of action. The event
templates indicate events the analysts expect to see in
support of each course of action. The event analysis
matrices indicate the events subsequently reported in
intelligence data. The events "seen” are matched with those
"expected" in order to develop a revised estimate of enemy
intent, which is represented in the decision support template.
The decision support template is now the situation template
for the next iteration.

There are different ways to represent quanti-
tatively the three areas of judgment inherent in the template
revision process. These procedures will be considered in
some detail in the next section when we consider different
decision aids for supplementing, and thereby improving the
proposed IPB analysis process. Suffice it to say for now,
that these procedures often rely on the principle of divide
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and conquer. First, the total problem is divided into a
series of structurally related parts. The intelligence
analyst is asked to evaluate each OPFOR alternative under
consideration for each of the independent, simpler components
that comprise the larger intelligence problem. Then, compu-
terized judgment aids combine all the judgments in order to
provide an overall evaluation of each alternative. Many of
the aids also provide sensitivity analysis, thereby permitting
intelligence analysts to observe the effects of changing

their judgments on the overall score for each alternative.
Thus, decision-analytic techniques and computerized aids
"conguer" the global decision problem by providing an analyt-
ical means of expanding the intelligence analyst's cognitive
skills.

2.3 Summary

The purpose of IPB is to improve procedures for corre-
lating data with enemy intent. This purpose is to be accom-
plished by templating, an analytical tool designed to help ‘
analysts and commanders visualize the battlefield. While
important, this advance does not go far enough, for it fails
to make explicit how input, new intelligence data (Xi), is
to be converted into output, templates. This translation
process necessarily depends on judgment. However, Circulars
TC30-27 and TC34-3 provide practically no information about
how these judgments are to be made by analysts.

Section 2.0 described the necessary dependence of iPB
on human judgment. In particular, it provided a conceptual
overview of the causal inference problém inherent in intel-
ligence analysis, and identified the different types of
judgment inherent in each of the five steps in the IPB
analysis process proposed in Circulars TC30-27 and TC34-3.
The general conclusion was that except for terrain analysis
(Step 3) and weather analysis (Step 4), these circulars fail
to tell intelligence analysts how they are to make the




judgments necessary to implement the proposed IPB analysis
process. The lack of, and need for, procedures for helping
analysts make the judgments in the other three steps of the
proposed IPB analysis process were discussed at length.

It is important to note that the proposed IPB analysis
process is a dynamic one, for the decision-support template
at the end of one cycle of the process is the situation
template at the beginning of the next cycle. Three areas of
judgment are inherent in the revision process. These areas
of judgment were represented conceptually within the causal
inference model presented in Section 2.0. Analytical
procedures and computerized judgment aids for assisting
analysts tasked with making these, and the other judgments
in the éroposed IPB analysis process, are described in
Section 3.0.




3.0 POTENTIAL JUDGMENT AIDS FOR ASSISTING
THE PROPOSED IPB ANALYSIS PROCESS

The analysis process proposed for IPB can be improved
by incorporating decision-analytic techniques and computerized
judgment aids. This can be accomplished because the process
whereby collected intelligence data is translated into IPB
templates necessarily depends on analysts' judgments about
the implication of the data. Causal inference research in
other settings strongly suggests that decision-analytic
techniques and computerized judgment aids would improve (1)
the cognitive skills and, thus, the judgmental accuracy of
intelligence analysts developing IPB templates, and (2) the
communication process for conveying the reasons for these
judgments to tactical commanders. By improving the judg-
mental process inherent within IPB, and the means for con-
veying the reasons for these judgments to tactical commanders,
the broader IPB analysis process should be improved in turn.

This section is divided into two parts. The first part
describes a judgment aid utilizing multi-attribute utility
assessment (MAUA) concepts. The second part describes a
Bayesian judgment aid. Utilization of MAUA aids is described
primarily within the context of developing the initial
decision-support template. Utilization of Bayesian aids is
described primarily within the context of revising decision
support templates on the basis of newly collected data
represented in the event templates and event analysis

matrices. These differences in emphasis are used here to
indicate the strengths of each class of judgment aid; how-
ever, both types of judgment aid can be used in initial
development and subsequent revision of decision support
templates.
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3.1 A Multi-Attribute Utility Assessment Aid
for Initial Template Development

As a first step in improving the development of a
decision-support (and situation) template, IPB should indi-
cate what factors are to be taken into account when devel-
oping the decision-support template. As a second step,
analysts should have access to judgment aids that help them
systematically assess each potential OPFOR course of action
on each of the factors. Toward this end, a prototype multi-
attribute utility assessment (MAUA) aid has been developed
to help intelligence analysts develop the initial decision-
support template; see Patterson and Phelps (1980) for a
complete description. The judgment aid is called ENCOA, for
Enemy Courses of Action. ENCOA provides analysts with a
systematic procedure for evaluating each potential OPFOR
course of action on twenty-four factors affecting enemy
intent.

The utilization of ENCOA, like all MAUA-based decision
aids, requires five basic steps. First one develops a
hierarchy of attributes (or criteria) that structure the
process of evaluating the different alternatives. Second,
one scores each of the alternatives on each of the attributes
at the bottom of the hierarchy. Third, one specifies the
relative importance (or weight) of the multiple attributes
within each level of the hierarchy. Fourth, one combines
the scores (step #2) and relative weights (step #3) to
obtain an overall value for each alternative. Fifth, one
performs sensitivity analyses to determine what conditions
will change the conclusion of the MAUA effort. Each step is
considered below at a general level and for ENCOA in particular.

A MAUA model is hierarchical in nature, starting with
the specified top-level factor for which an overall score is




desired. This factor is successively decomposed into
subfactors in descending levels of the hierarchy such that
each successive level is more specific than the one pre-
ceding. At the lowest level of the hierarchy are predict-
able or highly observable characteristics of the alternatives
under evaluation.

Figure 3-1 shows the MAUA hierarchy in ENCOA for
assessing the overall utility (or value) of the different
courses of action open to OPFOR commanders. There are five
major factors for evaluating the overall utility of each
alternative: Terrain, U.S. Forces, OPFOR Forces, Weather,
and Risk. Each of these higher level factors is decomposed
into more observable subfactors. Figure 3-2 provides the
definitions for these lower level subfactors. These sub-
factors are defined in a manner that permits intelligence
analysts to score each alternative on each subfactor, the
second step in using ENCOA.

ENCOA uses a relative scoring system. The best OPFOR
course of action on each subfactor is given a score of 100,
the worst OPFOR course of action on that subfactor is given
a 0, and other courses of action are given intermediate
values between 100 and 0 relative to the best and worst
alternatives, respectively. A relative scoring system is
used instead of an absolute scoring system because of the
difficulty, if not the impossibility, of trying to define a
true zero level on each subfactor. An absolute scoring
system necessitates defining a true zero level of perfor-
mance and then scoring systems proportional to how far they
exceed that zero level; a "relative" scoring system arbi-~
trarily selects the least desirable outcome on each cri-
terion as a relative zero, and then scores each of the cther
systems proportional to the magnitude of the difference
between that system and the one with the lowest score. A
relative scoring system is used in ENCOA because of the
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1. Yerrain Factors

As Telated to mission accomplishment
and counsidering current OPFOR doctrine, score
sach OPPOR course of action in terms of how
well it:

1.1 Exploits field of fire afforded by ter-
train features.

1.2 Exploits cover and concealment afforded
by terrain features.

1.3 Exploits mobility provisions dus to ter-
rain festures.

1.4 Accomplishes rapid seizure or denial of
key terrain.

1.5 Exploits observation provisions of terrain.

1.6 Exploits or accommodates natural and artificial

obstacles,

II. U.S. Force Factors

As related to mission accomplishment and con-
sidering current U.S. doctrine, score ssch OPFOR
course of action in terms of how well it exploits
what you know or estimate about:

2.1 U.S. disposition.

2.2 U.S. strength and condition.

2.3 U.S. reserves.

2.4 U.S. logistic support.

2.5 Probable U.S. actions/reactions.

2.6 U.S. command and control capabilities/
vulnerabilities.

Figure 3-2

FACTORS IN ENCOA

II1. Opposing Porce Factors

As zelated to mission sccomplishment and con-
sidering current OPFOR doctrine, score each OPFOR
course of action in terms of how wel)l it exploits
or accommodates:

3.1 OPFOR curreant dieposition.

3.2 OPFOR strength and condition.

3.3 OPFOR reserves.

3.4 OPFOR logistic support.

3.5 OPFPOR command and control capabilities/
wvulnerabilities.

IV. Weather Pactors

As related to mission accomplishment, acore
each OPFOR course of action in terms of how well
it exploits:

4.1 Observation/visibility conditions forecast
to exist due to weather.

4.2 Cover and conceslment conditions forecast
to exist due to weather.

4.3 Mobility conditions forecast to exist due
to weather.

4.4 Effect of extreme conditions of forecast
wveather on personnel and equipment
effectiveness.

v. Risk Factors

As related to mission accomplishment, acore
each OPFOR course of sction in terms of:

5.1 Ability to cope with surprises in terms
of U.S. strength or U.S. actions/reactions.

5.2 Freedom from dependence on forces mot
under own control.

5.3 Freedon from critical dependence on
surprise or deception.

5.4 Suitability under unexpected adverse
weather conditions.




difficulty in defining a true zero level for the attributes.
As a result, some caution is required in interpreting the
numerical scores, for while one can make relative comparisons
(e.g., better or worse), one cannot make absolute comparisons
(e.g., good or bad).

The third step in assessing the total utility of
alternative OPFOR courses of action is to specify the rela-
tive importance (or weight) of the attributes within the
hierarchy. The factors on each level are compared, by
proceeding from bottom to top, to determine the relative
importance of the range of variation across the options.
Since the options are scored on a relative scale, the weights
represent the importance of the range between the best and

worst options on each attribute at that level of the hier-
archy. For example, if the difference between the OPFOR
courses of action on fields of fire is the most important
difference among any of the terrain subfactors, it is arbi-
trarily given a weight of 100. The intelligence analyst
then must assign a relative weight to the second most im-
portant difference among the terrain subfactors, the third
most important, and so on, each weight reflecting the per-
centage worth of the difference under consideration to that
judged most important and assigned a weight of 100. After
weighting all the terrain subfactors, the analysts weight
all the subfactors within each of the other four major
factors or categories.

After all the above scores and weights have been entered
by the user, the final judgmental operation required is to
assign importance weights to each of the five categories.

To accomplish this, a set of five factors consisting of the
top-weighted factor from each category is presented. Again,
the intelligence analyst is required to judge the relative
importance of the magnitude of the difference between the




courses of action scored poorest and best on each of these
factors and to rank and weight these differences just as
before. This operation has the effect of adjusting factor
weights by the importance weighting of the category of which
each is a part. 1If, for example, the four factors under
weather had been assigned weights of 100, 80, 50, and 30 on
the basis of their relative importance within the weather
category, and the weight then assigned the weather category
was 50, the adjusted weights for the weather factors would
become 50, 40, 25, and 15.

As Kibler et al. (1978) discuss at length, the process
of assigning scores to courses of action (i.e., specifying
the one which is best on a factor, worst, and intermediate)
is found by most people to be an easy task. The process of
assigning importance weights to magnitudes of difference is,
however, initially an unfamiliar way of thinking for most.
Unless users of the aid are carefully briefed and prompted
in early trials, there is a tendency for many to slip into
the conventional (but, in this context, erroneous) pattern
of assigning weights to the generally perceived importance
of a factor, rather than to the importance of the difference
in value between the extreme courses of action on a factor.
With practice, the correct frame of reference for judging
importance weights becomes routine. Even then, however,
there remains an uncertainty band around the importance
weights entered into the model. The individual may have
entered a weight of, say, 70 for a factor but was really
uncertain as to whether that value might just as well have
been 60 or 80. When such uncertainty enters the picture (as
is usually the case), it is of great importance to know
whether variation of the judgmental inputs within the deci-
sion maker's band of error would shift the indicated course
' of action selection from one option to another--a matter of
sensitivity testing.
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In the fourth step, one combines the scores of step two
and the relative weights of step three to obtain an overall
utility value for each alternative. The utility values are
obtained by multiplying the bottom-level value score of each
option by its relative weight to obtain a score for the
option at the next level. This procedure continues until
each option receives an overall utility score at the top of
the hierarchy. Since the calculations are simple arithmetic,
they are readily performed by ENCOA. Assuming that the
scores and weights are valid and that the model captures the
salient factors relevant to the situation, the course of
action yielding the highest weighted score represents the
most likely enemy course of action in the opinion of the
participating intelligence analysts.

The fifth and final step in utilizing ENCOA is sensi-
tivity analysis. Different sensitivity analyses can be
performed to systematically test the sensitivity of the
total utility scores to variations in the weights assigned
to subfactors. Sensitivity analysis can be useful to a
group of intelligence analysts, for example, who have con-
flicting opinions about the importance of particular factors
in the hierarchy. The analysis would reveal whether the
differences in opinion significantly affect the resultant
total utilities of the options. By showing the implications
of differences of opinion, ENCOA reduces the emotional
aspects of disagreement by promoting a task-focus toward
evaluating which differences of opinion truly make a dif-
ference overall.

3.2 A Bayesian Aid for Template Revision

The iterative templating process proposed in Circulars
TC30-27 and TC34-3 can be represented quantitatively by
Bayes' Theorem, which is shown in equation [1].

s




P(H,) x P(Dlﬂl) = p(nlln)

PIHZS Plblnzi P Hz D
(Prior (Conditional (Posterior
Probabilities) Probabilities) Probabilities)
Situational Event Decision
Template Templates; Templates
Event Analysis
Matrices

The situation template shows how the enemy force would
probably look for different courses of action; therefore, it 3
specifies, at a minimum, the initial hypothesis for Bayes'
Theorem. If the situation template also provides an initial
estimate of the most likely course of action, as we assume
it will after analysts have developed the first decision-
support template, then it specifies the prior probabilities
for the hypothesis in some qualitative form.

The event template identifies the information required
to support each of the initial hypotheses. Conseguently,
the information within each event template represents, in
qualitative terms, conditional probabilities, for if the
enemy actually took a particular course of attack, then
certain events have a higher probability of being observed
than others. Furthermore, the information within all the
event templates represents, again in qualitative terms at
present, likelihood ratios [i.e., P(D/Hl)/P(D/Hz)] that
indicate how much more likely certain events are to be
observed than others for one course of attack than another.

Finally, the decision-support template represents the
intelligence estimate in graphic form. 1In order to develop
this template, the analysts must use collected intelligence
data to revise their initial hypotheses about the enemy's
most likely course of attack. Consequently, the decision-
support template represents, again in qualitative terms, the
posterior probabilities in Bayes' Theorem.
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Reviews of psychological research in which subjects'
final probability estimates have been compared with those
prescribed by Bayes' Theorem have shown consistently that
humans are suboptimal processors of probabilistic infor-
mation; see, e.g., Fischer, Edwards, and Kelly (1978) and
Slovic and Lichtenstein (1971). Although they typically
revise their opinions in the same direction as Bayes' Theorem,
subjects do not revise them enough; they are conservative.
This finding could have great implications for IPB, for if
analysts using IPB are conservative information processors,
then they are not drawing implications from the data as fast
as they could be with Bayes' Theorem. Their estimates about
enemy courses of action may well be suboptimal because they
will not have sufficiently revised their opinions to take
full account of the certainty in the data. Consequently,
the entire templating process will not convey as much in-
formation to commanders as it should. The time available
for friendly tactical decision planning and implementation
may be reduced considerably if intelligence analysts are
conservative information processors.

General decision aids, called Probabilistic Information
Processing (PIP) systems have been developed to ensure that
human judgment is consistent with Bayes' Theorem for a
number of intelligence problems (e.g., see Peterson et al.,
1976). Such a decision aid is now being developed to help
tactical intelligence analysts revise their judgment about
the most likely OPFOR course of action on the basis of new
information. This aid is being designed so that it can be
readily integrated into the proposed, iterative IPB analysis
process. Consequently, it will provide an important adjunct
to the development and utilization of IPB templates. The
decision aid is scheduled for initial evaluation during 1981.
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The Bayesian judgment aid will probably operate in the
following manner:

(1) the analysts define the n different enemy courses
of action (COAs) under consideration (i.e., enter a brief
{< 10 character title]);

(2) the analysts enter a set of prior probabilities
for the n potential courses of action;

(3) for a given datum, the analysts input a brief
title and the probability of that datum conditional upon
each COA being considered;

(4) the analysts inspect the posterior probabilities
(or likelihood ratios):

(5) they revise any posterior probabilities that are
counter-intuitive; and

(6) the analysts report on potential enemy COAs based
on the probabilities after Step 5 or return to Step 3 if
there are additional data.

Step 5 is necessary since any redundancy or facili-
tation in the data is not likely to be taken into account in
providing the probability estimates in Step 3. For the
probabilities in Step 4 to always be correct, without some
revision at Step 5, all data must be independent. An alter-
native to Step 5 would be to require that the probabilities
estimated in Step 3 be conditional not only on the hypoth-
esized COA but also upon all data that have come before.

This type of probability estimate is quite difficult, however,




and is most easily performed using a Bayesian hierarchical
(staged) inference (BHI) model rather than the simple model
proposed for use here.

The ability to use a Bayesian framework to represent
the different judgments inherent in revising the IPB tem-
plates is illustrated in the above steps. Step 1 represents
the different OPFOR courses of action represented in the
situation template. Step 2 represents the relative likeli-
hood of these actions at the end of one iteration of the IPB
analysis process. Step 3 represents the judgments in the
event templates and event matrices, which indicate the
relative likelihood of having collected the newly acquired
data on the basis of the enemy actually taking different
courses of action. Steps 4, 5, and 6 represent the intel-
ligence analysts' estimates of enemy intent, as represented
graphically in the decision-support template.

It is important to note that a Bayesian aid also can be
used even if there is no revision of IPB templates. 1In this
case, the prior probabilities are assumed to be equal for
each enemy course of action unless the analysts think cer-
tain actions are more likely than others (Step 2). The
analysts then either estimate (1) the probability of the
individual intelligence datum conditional on each of the
hypothesized courses of action as the datum is collected
(Sstep 3), or (2) the probability of all collected intelli-
gence data conditional on each action. 1In the former case,
Bayes' Theorem generates posterior probabilities after
collecting each datum; the posterior probabilities are then
the prior probabilities that are revised on the basis of the
next datum. In the latter case, Bayes' Theorem generates
the final posterior probabilities. The former case is
recommended in order to minimize conservatism in the ana-
lysts' final estimate of enemy intent. Notice that while




the posterior probabilities are constantly revised on the
bases of new information, the decision-support template is
not because it is not developed until the analysts have
collected the data necessary for the final estimate of enemy
intent.

ENCOA also can be used for revising decision support
templates on the basis of collected intelligence data.
During the next iteration, the analysts modify (1) the score
of each OPFOR course of action on each of the attributes in
the hierarchy to represent the implications of collected
data, and (2) the weights on the attributes at each level,
if the collected data has altered the relative importance of
going from the lowest to the highest scores on the attri-
butes. The scores and weights are then combined to indicate
the most likely enemy course of action. Again, sensitivity
analysis provides a means for determining the effect of
using different scores and weights on overall judgments of
enemy intent. The overall utility scores for each OPFOR
course of action can be readily represented in graphical
form in the next decision-support template.

An advantage of using Bayes' Theorem instead of multi-
attribute utility theory to represent quantitatively the
judgments inherent in template revision is that the pos-
terior probabilities can be readily incorporated into an
expected utility theoretic framework for friendly tactical
decision making. This framework is represented pictorially
in the decision tree shown in Figure 3-3. 1In this represen-
tation, the friendly commander can take either action #l1 or

action #2. Each action will have a particular outcome (or
consequence), depending on the course of action actually
adopted by the enemy. Furthermore, each outcome will vary
in utility (or value) to the friendly commander. Actual
enemy intent is, of course, assumed to be unknown at the
time of the decision.
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Bayes' Theorem can be used to indicate the probability
(or likelihood) that the enemy is taking course of action A
or B on the basis of collected data. This information can
be represented pictorially in the decision-support template
presented to the friendly commander. In addition, Bayes'
Theorem can be used to analytically revise the relative
likelihood estimates for different enemy courses of action
(e.g., A and B in Figure 3-3) on the basis of newly col-
lected data organized in the decision matrices proposed in
Circulars TC30-27 and TC34-3., Again, the relative likeli-
hood estimates can be presented to the friendly commander in
the decision-support template.

Expected utility theory provides an analytic procedure
for combining these relative likelihood estimates with the
friendly commanders' estimates of the utility of different

outcomes resulting from their and the enemy's actions. 1In
terms of Figure 3-3, the friendly commander should, first,
multiply the utility and probability estimate for each of
the four branches of the decision tree shown in Figure 3-3,
and then, sum the two resulting values for each action to

determine the expected utility of each action. The com-
mander then should select the action with the highest ex-
pected utility in order to ensure the greatest degree of
success over time. In this fashion, the posterior probability
judgments of enemy intent that are inherent in template
revision can be readily incorporated into friendly tactical
decision making through an explicit, retraceable analysis

b
process. y
3.3 Summary I

This section describes two judgment aids for improving
the judgmental process inherent in IPB. The first aid uses
’ multi-attribute utility assessment techniques in order to




facilitate the development of the initial decision-support
template. The judgment aid is called ENCOA, for Enemy
Courses of Action. ENCOA provides analysts with a syste-
matic procedure for evaluating each potential OPFOR course
of action on twenty-four factors affecting enemy intent. 1In
addition, ENCOA can be used to present quantitatively and
pictorially the scores, weights, overall utilities, and
subsequent sensitivity analyses to the friendly commander.
Such information describing (1) how the analysts reached
their conclusions about the most likely OPFOR course of
action, as well as (2) the implications of differences in
opinion among the analysts, represent an important adjunct
to the graphic decision-support template,

The second decision aid uses Bayesian assessment tech-
niques to facilitate the revision of decision-support tem-
plates on the basis of newly collected data represented in
the event templates and event analysis matrices. The iter-
ative process for revising IPB templates can be represented
quantitatively by Bayes' Theorem. Psychological research
comparing subjects' final probability estimates with those
prescribed by Bayes' Theorem has shown that subjects do not
revise their final probability estimates far enough; they
are conservative. Therefore, Bayesian judgment aids, called
Probabilistic Information Processing systems, should help
analysts draw better implications from collected intelli-
gence data. These implications, represented as probability
estimates, can then be incorporated into the event and
decision support templates. Consequently, such aids should
help analysts implement the template revision process out-
lined in Circulars TC30-27 and TC34-3,
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4.0 CONCLUSION

Intelligence Preparation of the Battlefield represents
a major step toward improving procedures for correlating
data with enemy intent. However, it can be improved, for
the process whereby input (new intelligence data) is trans-
lated into output (templates) necessarily depends on ana-
lysts' judgments about the implications of multiple pieces
of potentially fallible data. Except for terrain analysis
(Step 3) and weather analysis (Step 4), Circulars TC30-27
and TC34-3 fail to tell intelligence analysts how they are
to make the judgments necessary to implement theé proposed
IPB analysis process. Furthermore, they fail to describe
decision-analytic techniques and judgmental aids that are
available (or being developed) to help analysts make the
necessary judgments. Scientific research on causal in-
ference strongly suggests that such techniques and aids
would improve (1) the cognitive skills and, thus, the judg-
mental accuracy of intelligence analysts developing IPB
templates, and (2) the communication process for conveying
the reasons for these judgments to tactical commanders.
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