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EVALUATION

This is the final report under contract F19628-78-C-0118. The objective
of this program was the development of efficient methods for the automated
testing of microprocessors and other LSI circuits in radiation environments.
The program has resulted in a test system capable of detecting both transient
and permanent failures caused by radiation and also capable of recording the
errors all under the control of a reference microprocessor. The sysiem
compares the results of the device under test with a reference device and thus
is adaptable to a variety of circuits. The report covers the period from
May 1978 - June 1980 and summarizes the design of the test system which is
expandable up to 64 test lines. This effort was part of the radiation hardened

technology program under TPO R4D.

P lti Midfhecld |

WALTER M. SHEDD
Project Engineer




SECTION 1
INTRODUCTION

This is the final report for contract number F19628-78-C-0118 (contract dates 30
May 1978 - 30 June 1980). The objective of this program as stated in the contract was to
"perform an investigation to identify and develop efficient methods for the automated
testing and characterization of radiation hardened mieroprocessors and integrated

3".

circuits that will be functioning as components of C In this regard Spire has

performed the following tasks:

1. Set up, interfaced and debugged a Texas Instruments 92K magnetic bubble

. memory unit for use with a TMS 9900/100M microcomputer;

2. Set up, tested, expanded and interfaced as necessary, major components for
W the development of radiation testing programs and procedures of three
P microprocessors which were of interest: RCA 1802, TI 9900 and Motorola
- 6800;

(
-ﬁ,‘ 3. Developed test procedures based on limited, reasonable coverage in a specific
. logical sequence designed to test microprocessors for failure modes (after

radiation damage) and identify the problem areas in the hardware.

=

Designed, built and partially debugged a microprocessor test unit which is
capable of detecting and recording both transient and "permanent" upset
errors in operating processors during either pulsed or continuous radiation

exposure (8 channels currently, expandable to 64).

Ll 5. Designed and built the necessary interface hardware and developed the
'

necessary software codes to enable a test of the TMS 9300 microprocessor on #

the above system.

Section 2 of this report covers the concepts developed in the course of the
contract and explains how they contribute to the overall picture of the radiation testing
of microprocessors and other LSI eircuits. Section 3 summarizes the work performed
during the first vear of the contract. Section 4 reviews the past year. Finally, Section 5,

contains recommendations for the directions of future work.

-1-




SECTION 2
TESTING CONCEPTS

The approach taken to the radiation hardness testing of microprocessors and LSI
circuits was three pronged (see Figure 1). At the most basic level, to test any LSI eircuit
properly, no matter what the procedures, a familiarity with that circuit must be
developed. This was most easily done through working with the circuits in question.
Thus, one aspect of the contract was centered around setting up, interfacing, evaluating,

expanding and becoming generally familiar with the following components:

RCA COSMAC development/evaluation system

RCA CDP 1802 based microcomputer

Tektronix 4024 display terminal

RCA floppy disk memory

Texas Instruments TAS 9900/100M microcomputer
Texas Instruments TMS 990/302 development system
Motorola 6800 based microcomputer

Tektronix S-3260 LSI test system

Texas Instruments 92K bubble memory (BKA 0203A)

The second prong of the approach was to develop the concept for testing
procedures capable of finding faults in the hardware of funetioning microprocessors
induced by radiation damage. These procedures were to use the Tektronix S-3260 system
as the testing apparatus. The concept developed was to examine the processor, one
functioning area at a time, e.g. data bus buffer and data bus, then the data register, then
the seratch and register, ete. Thus, for example, in checking the data register, one
would be assured that any error was indeed from that register and not from the bus. In
this concept one would basieally "walk through" the processor from the outside in, that
is, from the most 1/O oriented hardware to the most internal registers and data paths.
After identifying this technique as desirable, a program flow chart to partially test the
RCA CDP 1802 microprocessor was developed to demonstrate the concept. The above
work, except for that dealing with the TMS 9900/100M and the TMS 990/302, was
performed during the first year of the contract. The second year was spent on the

concepts and work described below.
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Since the S-3260 system is rather large and immobile, the above test procedure

only has utility for permanent damage detection. That is, it is valuable for total dose
feilire tests wherein the device can be tested, exposed to radiation of a given quantity
and then tested again. It is not useful for transient error detection or bit errors which do
net involve permanent latehup, ete. Neither is it suited for testing for failures during
pu! ~d radiation exposure, since at present it has no hookup to the LINAC test arca. For

this reason a third prong to the total testing apprcach was necessary.

To test a microprocessor in the pulsed environment at the LINAC, a portable
hardware system capable of detecting and recording errors had to be developed. The
design used is based on comparing a device under test (DUT) to a reference device (RD),
pin for pin. Since the RD had to be a microprocessor itself, and since such a test system
would naturally be run by some sort of smart logie, it was decided to use the RD as the
controlling device as well. Thus, a comparator system was built, one which could
compare 8 pin pairs {expandable up to 64) and detect logie errors transient errors, and
parametric failures. However, the comparator svstem itself is not smart. Rather, the
RDD is incorporated into a microcomputer which controls the comparator system and
provides the test sequence for the DUT as well. This concept is depicted in Figure 2,
Included in this design is a good degree of flexibility in the comparator system. Thus, for
each microprocessor type to be tested, the comparator system hardware is modified
slightlv (mostly cabling), and a new RD/microcomputer and DUT are integrated into the
svstem. The comparator svstem, as described, was designed and built, and a TMS 9900

RD and DUT were chosen for the first testing. Debugging of the entire integrated

svstem has not been completed to this date.
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SECTION 3
REVIEW OF FIRST YEAR OF CONTRACT

As previously stated, the first year of the contract was spent in two endeavors.
One was to gain familiarity with the detailed workings of several microprocessors, the
Tektronix S-3260 system and a bubble memory through a hands-on development of the
hardware and software. The details of this process need not be included here, since an
insignificant amount of new knowledge was produced in this regard, although many minor
problems had to be overcome in the area of component interfacing. This work is

generally reviewed in more detail in AR-10059.

The second major endeavor was to define procedures to systematically test a
microprocessor (RCA CDP 1802 in particular), and identify malfunctioning regions of the
processor in a "comprehensive style" test (i.e., not exhaustive, but complete). The test
was supposed to take a reasonable length of time on the $-3260 system. It was decided,
through literature research and discussions, that it was best to use methods which rely
heavily on concepts like commonality of data paths and of functions and subfunctions.
For instance, if two registers of an on-chip register array can be shown to be able to be
loaded (separately, via a common internal data bus) into the accumulator, and if data
from one register can be shown to be properly added to the contents of the accumulator,
then the proper addition of data from the second register into the accumulator need not

be explicitly tested.

The subfunction approach recognizes the fact that execution of any of the
instructions of the microprocessor repertoire involves sequential and parallel usage of
some subset of the relatively small number of intermediate-level functional blocks or
subfunctions. Typical of these functional blocks are, for example, address and data
buffers, the ALU, scratch pad registers, the instruction register and decoder, the
accumulator register, etc. Thorough testing of some register, for instance, by multiple,
varied usage of any one instruction, and then testing all over again using another
instruction, is an example of the high redundaney of the "exhaustive" approach, which

can be readily eliminated.

The thorough testing of a register array brings up two further considerations

concerning simplification. Ideally, a register arrav should be tested with all possible




(i.e. 216

= 65,536) words, one register at a time (thereby ignoring possible, but hopefully
very slight, interregister interactions). One simplifying assumption is that in a particular
class (i.e. on-chip scratch pad) of registers, one is the same as any other as regards
radiation effects and hardness. Accordingly, only one register of each class need by
thoroughly tested. If different registers (or sets of registers) reside at different places
on the chip, long access paths to some but not other registers may vitiate the assumption

of identical registers.

A second, more extensive simplification concerns the ideal 65K-word test of one
or more of the registers. Semiconductor memory manufacturers are faced with the same
problem and resort to testing with various "bit patterns". Among the more than 100 such
patterns developed are all one/all zeros, checkerboard, walking ones, surround/disturb,
etc. A dozen or so well-chosen test words should provide fairly complete coverage.
Added to the above concepts is the additional comment that the most reasonable
approach in anv one processor would be to start with the functional bloeks which are

closest to the I/0O paths and to work "inward" from there.

As an example of these procedures, a partial test of the RCA CDP 1802
microprocessor which was specifically oriented toward execution on the Tektronix S$-3260
automated LSI test system was flow charted. It is in the form of a "dialog" between the

microprocessor and the LSI tester, typically in the form:

1. Microprocessor requests next instruction

jS)
.

S-3260 checks levels and supplies the next instruction

Microprocessor inputs this "fetched" instruction, decodes it and executes it

a2
. .

S-3260 supplies requisite "memory requests" and tests resulting output levels.

Preparation for generating this testing procedure involved analysis of available
techniecal literature on the 1802 internal architecture — to establish data paths, major
registers and functions, any temporary or "hidden" registers or "transparent buffers”, ete.
— as well as the explicit details of the complete instruction set, so as to determine what

can be or must be determined, and in what order.

The resulting test procedure was included as Appendix 1 of the annual report
AR-10059.
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SECTION 4
REVIEW OF SECOND YEAR Or CONTRACT

One major effort during the second year concerned the conceptual design, detail
design and fabrication of the portable, self-contained system capable of detecting and
recording transient upsets in microprocessors. The system concept is to compare a
device under test {DUT) to a reference device (RD) which is simultaneously controlling
the test system. As the system concepts developed, the block design of the system
changed from that given in Figure 2 to that shown in Figure 3. The more detailed design
of Figure 3 and the design of the comparator system shown in Figure 4 contain provisions
for the following characteristics: (1) parametric error detectors are included which will
detect transient upsets or output level errors; (2) the reference microprocessor is usec as
both the reference device and the controller of the test system; (3) the system records
each error as it occurs, resynchronizes the DUT and RD and proceeds with further
testing; (4) all pins of the DUT are tested; (5) the test instruction sequence is contained

in either ROM, RAM or both, and is thus completely flexible and not limited in length.

The main hardware hurdle was the buffering of the microprocessors in such a wav
that the reference microprocessor could serve both as the RD and as the system
controller. This was accomplished by having a bidirectional buffer for the RD and =
unidirectional buffer for the DUT. (See Figure 3.) The electrical termination of the two
devices is, however, equivalent, Also, the problem of resynchronizing the
microprocessors after an error occurrence without having to reenter a monitor program
had to be dealt with. This was achieved in a microprocessor-independent fashion by the
combined use of custom hardware and a well-defined software approach. The solutions
to the above problems and details of the svstem will be discussed in the next subsection
4.1. Subsection 4.2 deals with the adaptation of the test system to the intended radiation
testing of a TMS 9900 mircroprocessor through software. The test system control

software developed and written (in assembly language code) for the 9900 was the second

area of major effort during the last vear of the contract.
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4.1 THE MICROPROCESSOR TEST SYSTEM HARDWARE

The hardware which comprises the microprocessor test system consists of six
major elements: comparator system, reference microprocessor, test imieroprocessor,
bidirectional buffer, unidirection buffer and main microcomputer board. Figure 5 shows
this hardware, built for the system under this contract. Let us group these units into
three functional groups. The first group, the RD, the bidirectional buffor (BB) and the
main board (MM), make up a funectioning microcomputer. Peripherals, support boards,
additional memory, ete., can be added to the MM as desired in the usual fashion. The
buffer is transparent to both the RD and the MM, This complete microe o t¢r s the
controlling deviee for the system. The memory ROM and RAM cont: ; the monitor
and monitor sunport codes, (2) the program codes for running the test svstem ana (3) the
artual codes cesigned to exercise the DUT microprocessor. The cables connecting these
combponents are all 64 lines, so that anv microcomputer on the market todav can be
handled. To c¢convert the buffer from use with one microprocessor to uze with arcother, a
few control lires an the Bid must be reconfigured. These lines control the Hregkup of the
total 64 lines int~ input. output, power and I/O line groups. which of ccurse ~hange from
nrocessor to nrocessor. The present BB is configured for a TMS 9900, sinee this was the
maior processor of interest for testing, The eireuit diagram for th2 bidireetioral buffer
(Tffor Board A) and cables nre included in Appendix L

The unidireetionat buffer (UBY and the DUT make up the second finetion group of
the svstom. The UDL s transparent for the DUT receiving input from the V0 and also
terminates tre UL output. Beeause the UB is one-way, however, the M2\ never
receives ant ~ienals from the DUT. From the standpoint of the MM, the UR locks litv: a
constunt tnw. Thus, the DUT receives instruetions, memoryv fetehes, ete., from the MA]
in svnehronization with the RD, but its outputs are ignored by the test svstem fexeept in

the comparator), The Ub s included i Appendix | as Ruffier Board B

The third funetional group of the total system is comprised of the comparator
svstem circuits. The oloek dincram waes shown in Figure 4. As the DUT and the RD are
functioning 1. paraliel, the comparator svstem is comparing their outputs, pin for pin.
The nresent system is built up for 8 lines onlv, but the desirn includes expansion to 64
lines, For a DUT response to be considered correct, it must pass two tests. Firsto it

must be logically equal to the RD response. Thus, each line in the DUT ix logieally




FIGURE 5. TEST SYSTEM HARDWARE: Power Supply, Card Cage
With Backpanel Wiring, Cables, Processor Test
Box, and Comparator, Buffer and Control Boards




compared to the identical line in the RD. If the two are not in the same logic state for
the entire time for which the data is supposed to be valid, a logic error is flagged for
1 that line. The second test that must be passed is a parametric test. The logic level must
' be within certain voltage specifications for the entire data valid period for that line to

pass its parametric error test. If not, a level error is declared for that line.

The possible combinations of level and logic errors which can be detected are as

follows:

A. Svstem will detect +4 ns slew on normal logic pulse; e.g., if logi~ .ign or low)

is not present within 4 ns of edges of strobe, system declares a level error.

STROBE SIGNAL e |

TEST PIN SIGNAL

;4——[)»‘\'1}-\ SHOULD BE —y
VALID

B. Svstem will declare a level error if a "gliteh" of 200 mV with 10 ns basewidth

Is present.

(THIS 200 mV COULD BE AS
LITTLE AS~=20 = VL |1 1S

DIFFICULT TO SAY UL
| PROPER NOISE InC T ATION
1S WORKED OUT)

e LOoCIC LEVEL

4
10 nS I

C. System declares level error and logic error if "gliteh” reaches the opposite
g pp

togrin ntate,

HIGH LOGIC LEVEL




D. System will declare a level error for a logic signal deviating from the valid

regions by >20 mV for a large fraction of the strobe width.

E. System will declare a logic error if logic level is valid fer the entire strobe

width but is in disagreement with the "standard" logic state.

BUT "STANDARD" PIN SAYS
SHOULD BE LOGIC ¢.

EE—————

STROBE

$Saias

Once either a logic or a level error is flagged by the error detectors, that error
condition and the error conditions of all the other lines being tested is latched, and a
signal is sent to the control logic. The control logie then sends an interrupt to the
microcomputer signalling that an error has occurred. At this point, all further signals to

the comparator system are ignored, except control signals coming from the

B AT b A AL T I

microcomputer.

The response of the computer is a set of sequential signals which turns on the

tri-state buffers one at a time, along with the output buffer, so that the latched

:
>

condition at the time of the error is placed on the I/0O bus (for the acceptance by the
computer) in one byte segments. Then the computer resynchronizes the processors (to be
discussed), resets the comparator system and continues testing as desired. The entire
circuits for the error detectors, latches and buffers for eight lines and the control
functions are included in Appendix 1 as the comparator and control boards. The
expansion to more pins is simply a matter of copving the detector/latch/buffer circuits

as neeessary and tving into the control logie {which is only a few lines).

Syvnehronization of the microprocessors at the initial powerup and after error

detection proved to be a major difficulty, First of all, the TMs 9904 four-phase clock
was not eapable of driving two 9900 processors, Therefore. one 94904 was used to drive

two additional 9904 eleeks, one for cach processor. This is shown in Figure 6. This is all

right, except  at  powerup.  After powerup, the relative phases of  the two
processor-driving - Q9048 g5 arbitrarv,  The  two  eclocks  must  be  brought  into
3
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synchronization. This problem was solved by having a gate between the primary clocks

and the secondary clocks. Figure 7 shows the block diagram. The one-shots are adjusted
so that every time the momentary closure is pushed, one clock pulse is removed from the
OSC IN line going to one of the secondary clocks. This shifts the relative phase by 90°.
The synchronization is monitored by an LED, which turns off when the clocks are in
phase. The circuit for the powerup synchronization is ineluded in Appendix I, on the

buffer boards.

The second part of the synchronization problem arises when the DUT makes an
error. After this occurs, the DUT is in an unknown state. In order to resvnchronize the
processors, a reset must be used, since on most processors a reset signal is the only one
which is alwavs responded to on the next phase-one clock pulse, no matter what the
processor status. towever, upon reset, one does not want to go back to a monitor; one
wants to continue testing. The solution was to have the processor initiate its own reset
and simultaneouslv set a hardware flag on the control board. It then of course respnnds
to its reset, but before it goes to the monitor, it checks the flag. If this flag is set, it
does not go to the monitor, but rather, continues testing from the point of interrupt. The
circuitrv for this part of the control system is also included in Appendix I, on the control

board.

More discussion on the details of the subunits is inciuded in various quarteriv

reports,

1.2 SOFTWARE FOR THE TESTING OF THE TMS 9900

The software for the error detection, svstem control, error storage and test
sequencing for the TMS 9900 was written during the latter part of the vear, using the
990302 development svstem. The code consists of four modules (SETUP, SYNC,
ESCAPE. ERROR), the messare list for 1/0 and an addition to the resident monitor

called PSAON.  The purposes of the modules are as tollows:

SETUP - Does all of the initialization of the program: seis up workspaces, entoers
branch instruections into the interrupt vector locations, sets aside a stack
in RAM for storage of the error conditions of the DUT and handles the
proper entry or reentry into the test code. (The test code is that code,
vet to be written, which will be the actual sequence of instructions that

the DUT is beinr testeo with duringe exposure.)

aidoen,
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SYNC ~ Triggers the synchronization reset and setting of the self-reset flag.

Upon return from the reset the program returns to the test code at the

point of the error interrupt.

ESCAPE -Allows the escape from test code during exceution: Hitting the ESC

key causes a return to the monitor.

ERROR - Receives the interrupt when a DUT error occurs. It turns off the
comparator system, stores the error condition one bvte at a time on the
error stack, tests for overrunning the allowed stack spuce,
resynchronizes the processors through use of the SYNC moduie and

returns.

The PSAON addition to the resident monitor precedes the first instructions nor.nuily
executed by the monitor. This segment of code tests the {lag which is set wher (e
software issued reset is used. If the flag is set, the execution is transferred to the Y N
reentry point, If the flag is not set, execution is continued at the ‘op of the usuu:

monitor. This coce addition is to be resident in the monitor EPROM (jow addressas),

The memory map of the microcomputer for radiation testing is shown in Figurc &,

The assembly language codes for the above modules are included as Appendiy 1L
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SECTION 5
RECOMMENDATIONS FOR FUTURE WORK

5.1 STATUS AT THE CONCLUSION OF THE CURRENT CONTRACT

The status of the test svstem hardware and software at the conclusion of the

contract is as follows:

Hardware - All circuits for the testing of eight lines of a processor have been
built. The adaptation of the buffer boards for the TMS 9900 has
been completed, including the clock driver circuits. Cables for the
9900 board connectors have been fabricated. Board modifications of
the 990/100M computer to accommodate the [/0O, control and
inclusion of the PSMON have been made. The monitor has been
moved from 2708 EPROM's to 2716 EPROM's to ullow for EPROM
expansion with the relevant codes. The hardware is only partiallyv

debugged.

Software - All modules mentionced have been written and debugged. Further
testing must await the complete debugging of the hardware because
certain functions can onlyv be tested with real 1/0 or with hardware
emulation. The actual test code has not been written. and EPROM's

have not been burned.

Summarizing, to bring the totul svstem on line for testing eight lines of a TMS
9900 (four data lines, bidireetional: four address lines. output), the hardware must be
debugged as a system, the software must be tested with the real hardware and the codes

must be hurned into FPRON.

5.2 FUTURE FFFORTS

Once the svstem s ebeeked oat, the next major task woula be the writing of the
test code for the getual racintion testing, This could be aporonched {rom two possible
direetions.,  One would be to follow the concepts devised in this contract of "walkiwr
through™ the processor from the cut<de, To do trs, one wouln have to hecome maors
farmiliar with the QU000 and 1o o throursn g carefnl <studyv of the interal arehitecturs,

Apternativelv, one could Tirst aioe o more codest qpprecaeh of gefineng smadl exeeution




loops using only a few instructions at a time and testing these loop: individually. This
technique has been successfully adopted by Tom Ellis of the Naval Weapons Support
Center (IEEE Trans. NS-26, 4735 (1979)). Either way, with the completion of the system
developed under this contract, the combination of being able to do parametric testing as
well as logic testing during pulsed radiation expsoure should be a valuable and unique

capability.

Further efforts should include work on the expansion of the svstem to at least 32
lines and intensive testing on the system susceptibility to interference rom the LINAC.
Additionallv, one would want to be working on the software and har:w - il ealions
necessaryv to test other processors as well as the minor modifications ©  .ne I:L version

of the 9900 (SBP 9900) and, of course, to actually go ahead with radiation testing.




APPENDIX |
CIRCUIT DIAGRAMS FOR THE
MICROPROCESSOR TEST SYSTEM
(Including adaptation for the TMS 9900)
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APPENDIX I
B ASSEMBLY LANGUAGE CODES FOR THE
' 990/100M CONTROL OF THE TEST SYSTEM
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MISSION
of
Rome Avwr Development Center

RADC plans and executes nresearnch, development, test and
selected acquisition proghams in support of Command, Control
Communications and Intelligence (C31) activities. Technical
and engineering support within areas of technical competence
48 provided to ESD Program Offices (P0s) and other ESD
elements. The principal technical mission areas are
communications, electromagnetic guidance and contrnol, sur-
velllance of ground and aerospace obfects, {ntelligence data
collection and handling, Linformation system technology,
Lonospheric propagation, solid state sciences, microwave
physics and electronic reliability, maintainability and
compatibility.
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