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’ Preface

The purpose of this study was to design a digital communication
model and specific jamming techniques which, together or separately, 1

would be used to test the performance of various error correcting

codes. Much of my research was spent becoming familiar with current
models of communication channels in urban communities, learning about
convolutional codes, their implementation and performance, and

deciphering the Viterbi algorithm and the associated bit error rate

bounds. This research continued throughout every aspect of this
thesis. The list of references in the Bibliography contain very

good sources for topics in this area of communications and other

related areas.

‘. This report was limited in scope to two specific encoders and
four specific jammers for ease of model development and implementation
in a simulation program. However, the intent was not to restrict
the initial problem to just these components. The ability tc add
still another jammer or even the encoder-decoder operation exists.

The simulation program reflects the characteristics and statistics of

s an additive white Gaussian noise channel.
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Abstract

Electronic countermeasures (ECM), such as broadband, switched
broadband, continuous wave and multitone jamming, are designed to
disrupt communication systems. The subject of this thesis is the
effect of these ECM on the performance of error correcting codes in
an additive Gaussian noise channel. The channel is modeled with two
convolutional coders having a rate of % and constraint lengths of 2
and 6, an 8-ary FSK modulator and demodulator, and a decoder based
upon the Viterbi algorithm. Two measures of effectiveness are the
probability of bit errors Pb(e) for the waveform channel and the bit
error rate (BER) for the overall channel performance. It is shown
that both Pb(e) and BER are increased by the previously mentioned
ECM.

To aid in evaluating the performance of these coders, a
simulation program was written. In the program, the transmission
signal, the channel noise, and the jamming signal are independent
of each other. The basic conclusions for these two convolutional
codes are that the dual-three encoder with the longer codeword
performs better in the no jamming or in a Gaussian jamming environment,

wnile the CCl encoder with the shorter codeword performs better in a

CW jamming environment.
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1. INTRODUCTION

Background

Digital communications have grown more popular in recent years
for many reasons. One such reason is that digital transn..sions, as a
subset of digital communications, provides a greater flexibility that
is not available with analog transmission. Certain advantages of
digital over analog transmission are 1) for analog transmission the
receiver attempts to trade the original waveform with as high of
fidelity as possible; whereas, for digital signaling the receiver
decides which of a set of finite signals was sent, making the
probability of error the measure of effectiveness; 2) digital
regenerative repeaters reconstruct the message signal; whereas,
analog repeaters amplify the signal and noise; 3) digital represen-
tation is a more flexible form since all digital signals can be handled
the same way in a channel; and 4) a digital transmission system uses
digital integrated circuits, which have become cost effective in
electronic circuit design (19:703).

Two basic features of a digital communication system are its
signal detection ability and its estimation of signal parameters. The
probability of error in these estimated parameters is an adequate measure
of the system's performance. In signal detection, the receiver reduces
the received waveform to a set of numbers, each statistically independent
of the others. A correlation operation physically generates this set of

numbers invariant to the decision criteria. The second feature, estimation
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of the signal parameters, transforms this set of numbers, identifying
a point in the decision space, into an approximation of the transmitted
information. Therefore, once this set of numbers is formed the actual

received waveform is no longer important.

The major objective of any digital communication system is to
minimize the total probability of error. Receivers are designed based q

upon expected noise and other interferences to reduce the error probability

as much as possible. Suppose after the receiver operation is optimized,
an extraneous interfering noise is received. No longer is the receiver
optimized with minimum error probability. One major source of unwanted
signals in a military environment would be jamming transmitters. In
communications, electronic countermeasures (ECM) are designed to
disrupt the flow of communications from one point to another. This
disruption may be in the form of broadband or narrowband noise (25:17).
The effect this ECM noise has on the communication channel and
its operation are addressed in this report. The following paragraph
identifies this problem with a specific channel model and four jamming

environments,

Problem Statement

This thesis deals with the analysis o{ the effects that ECM has on
error correcting codes optimized for a non-ECM environment. The two
major portions of this problem are first, to construct an additive white
Gaussian channel model and identify four types of jamming, and, second,
to predict the performance of two convolutional coding schemes in each
of these jamming environments. The four types of jamming are identified
as broadband, switched broadband, continuous wave, and multitone

jamming. Bit error probability versus signal-to-noise ratio is the




major criteria for comparison of the two coding schemes. A simulation
program was written as an aid in evaluating the performance of this

channel model.

General Approach and Assumptions

The investigation of this problem began with research of published
literature describing noisy channel models (13:13, 20:11, and 21), the
development of both convolutional codes and the Viterbi decoding
algorithm, and ECM techniques. Two convolutional codes were then
selected, one for simplicity and the other for its longer coding
constraint size. The channel model was derived mathematically, assuming
that the channel noise was an additive white Gaussian process and that
this noise, the transmitted signal, and the jamming interference process
were all statistically independent. The 8-ary FSK modulation scheme
is a well known and well used scheme for transmissions of source rates
less than 2400 bits per second (30:1291). The demodulator used the
ideas of detection and estimation of transmitted signals to reconstruct
the coded data stream for the decoder.

The analysis consisted of looking at the effects of these jamming

signals on the probability of error and the coding bit error probabilities.

The basic parameter directly affected was the signal-to-noise ratio

which in turn affected the other quantities.

A simulation program was constructed from the mathematical derivations

of the channel model. The structured programming approach used in its
development allows for the use of various encoders, decoders, and
modulation schemes without adversely affecting the program. For simpli-
city and with no loss in generality, an all-zeroes input to the encoder

was used. A bit error out of the decoder was then a "1' (28:239).
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Presentation

The organization of this report follows the development of the
channel and jamming models and their analysis. In Cahpter II the
different components of the channel model are described. The
jamming characteristics are defined in Chapter III, and Chapter IV
deals with the channel performance analysis identifying the effects of
the jamming on channel model parameters. Chapter V contains a
description of the simulation program and the eight subroutines. The
conclusion and recommendations are discussed in Chapter VI.

In addition, three Appendices support the material discussed in
the report Chapters. Appendix A contains the mathematical derivations
in support of Chapter III. Appendix B accomplishes the same task
for the bit error probability discussed in Chapter IV. Finally,

Appendix C contains a complete listing of the simulation program.
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II. CHANNEL MODEL

Introduction

As an overview f digital communications, Figure 1 shows the
major components and their relationships with each other. Beginning
with the source, it provides discrete source symbols, whether digital
data or digitized analog data. The representation of these symbols
will be discussed later. The encoder takes these source symbols and
generates channel symbols in a particular manner to minimize the
effects of channel noise. At this point the modulator inputs the
channel symbols to the channel according to a predetermined modulation
scheme. The channel is the object through which it is possible to
transmit each signal during a specific time interval. The receiver,
on the far end of the channel, has three components: demodulator,
decoder and the destination. The purpose of the receiver is to recreate
the original source symbols. First the demodulator performs the
inverse operation of the modulator to arrive at an estimate of the
original channel symbols. The decoder then maps these channel symbol
estimates into source symbol estimates in such a way as to minimize
the effects of the channel noise (19:704).

To initially characterize the channel model for this thesis, the
source provides a string of binary digits (... bi’ bi-l’ bi-Z’ N
where each bit is a discrete symbol from the set {0,1}. The encoder
transforms these bits into codewords of length two or six depending

upon the encoder. The elements of these codewords are again from the

set {0,1}. The modulator is an 8-ary FSK system which selects one of




pRpees

NOILVNIILS3A

e b e e

...th.n ‘q

VIOVIG N0078 WALSAS NOILVOINANNOD TVLIOIQ ‘1 FundId
474n0S
aoW
¥300034a aowa ysd A1e-g N O e —
1 -T T T I-T P I 1 -1 . 1-1 PR
R-D..n .o-u.H .UR.U-. A“U-H ﬁ“v-m « e o A M M N n.ﬁ D AH
(2)u _
NETSERED _1 YLLINSNVYL
_;1 TANNVHD )
A 1 ’ - N - r‘ ."‘

R 2] ‘\I. - ﬂx}( o 5;

"'

®,
R

— .

Y T

tag.



eight signals for every three bits it receives from the encoder. It
then inputs this signal to the noisy channel. The noise component of
this channel is an additive white Gaussian noise (AWGN) random signal.
Together, this noise component and the transmitted signal form the
received signal. The receivef is a maximum a posteriori (MAP) receiver.
Its first component is the demodulator which based upon the received
signal determines which signal of the modulator's signal set {Si(t)}
was sent. Then it reconstructs the channel symbols, three bits at a

time. The decoder uses a shortest route algorithm by Viterbi and maps

the channel symbols into an estimated bit string for the destination.
The effectiveness of this channel model is to determine the number of
discrepancies there are between the estimated bit string and the original
bit string from the source.

The ensuing paragraphs discuss this channel model in more detail.
Both encoding schemes are discussed as well as the modulation-demodu-
lation process and the noisy Gaussian channel. To begin, the two

encoders will be discussed showing similarities and differences.

Encoder

The encoder observes the source bits at its input and generates a
sequence of bits or codewords at its output. This generation is
accomplished either by soﬁe form of block coding or some type of
convolutional coding scheme. The encoders in this medel are two types
of convolutional coders. Basically, convolutional coding attempts to
avoid exponential growth in the decoder complexity as the length of the
codeword increases (28:227). Convolutional codes can be analyzed by
several methods. However, the approach taken here will look at the

shift-register representation, the state table, and the state diagram




of each encoder. The shift-register diagram illustrates how the
individual bits are combined to arrive at a codeword. The state table
is a functional table that describes the operation of the encoder.

It contains the complete information about the present state, the input
bits, the output codeword, ana the next state. All possible inputs and
present state combinations are enumerated. The state diagram ié a
graphical presentation of the data in the state table. The circles
identify each state, and the directed lines between states show the
possible state transitions. Input and output data accompany the
transition lines.

The first of these two encoders is known as a convolutional code 1
(CC1) because of its simplicity (11:200). Figure 2a shows the shift-
register diagram, Figure 2b contains the state table, and Figure 2c
illustrates the state diagram. In the shift-register diagram the two
right most bits, bi-l and bi—2’ are the memory bits, and they identify
the four possible states of the encoder. Each new bit, bi’ contributes
to the generation of a codeword, then it shifts into position, i-1.

The bit, bi is shifted at the same time into position, i-2. Once

-1’
an information bit has occupied all three positions and has contributed
to the generation of three codewords, it is shifted out of the register
and is not used again. The state table for CCl shows the inputs and the
codewords for the possible state transitions. Note that only half of
the table is filled. This results from the fact that only one bit is
shifted into the encoder, but two bits identify the encoder state. In

the state diagram, the directed lines between states show the possible

transitions of the state table. If the transition line is dashed, then

the input bhit, bi’ is a '"1"; otherwise, it is a "0". The output codeword

4 e
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(clc2 i is in parentheses along each transition line. Therefore, this
encoder maps each new bit with the previous two bits to arrive at a
two-bit codeword.

The second convolutional encoder is known as a dual-three encoder
(2:42). Figures 3a, b, and c contain its shift-register diagram, state
table, and state diagram, respectively. Again, in the shift-register
diagram the right most three bits, bi-l’ bi-2’ and bi-S’ are the memory
bits. They also represent the present state of the encoder. Since
there are three bits, this encoder has eight possible states. The three
input bits, bi+2’ bi+1’ and bi’ contribute to the generation of the
2c3c4c5c6)i. Then they are shifted into positions, i-1,
i-2, and i-3, and become the next state of the encoder. Again, the

codeword,(clc

i-1’ bi-2’ o3 is over after they

usefulness of these bits, b. and b,
contributed to the generéiion of two codewords. They are shifted out
of the register and are not used again. Referring to the state table,
notice that all possible transitions occur. This is a result of
replacing all the memory bits with the input bit after forming each
codeword. The output codewords are in octal representation. The state
diagram for this encoder is very detailed. Since each state has eight
possible transitions, only those transitions from state "0l1" are shown.
However, every state has the same configuration.

This encoder is more complicated than the first one, CCl. The
three input bits and six-bit codewords create all 64 possible transitions;
whereas, in the CCl encoder one input allowed only half of the state table
to be filled. To sum up this operation, the encoder maps a discrete set

of inputs into a codeword of particular length. In the first encoder,

this discrete set was three bits and the codeword length was two; in the

10
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3a. SHIFT-REGISTER DIAGRAM
Present State (bi-l’ bi—2’ bi-S)
0 1 2 3 4 5 6 7
ol o0 11 22 33 44 55 66 77
1|12 03 30 21 56 47 74 65
]
-
sl ~, 2|24 35 06 17 60 71 42 53
wn| O
g2 336 27 14 05 72 63 50 41
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A
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3b. STATE TRANSITION TABLE

(all values are octal digits)
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001

1/21

2/17

011
4/70 3/05

3c. STATE DIAGRAM
(input/codewords are in octal digits)

FIGURE 3: DUAL-THREE ENCODER
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second, the discrete set was six bits and the codeword had six bits.

In both cases the codeword is sent to the channel modulator.

Channel

The channel can be thought of as the modulator, the transmission
media, and the demodulator. This channel is called a "discrete-time
memoryless additive Gaussian channel with an average power constraint’
(11:90). 1Its inputs come from the set of these binary digits, as do
its outputs. The noise components are independent, identically
distributed normal random variables with mean 0 and variance NO/Z. To
begin a discussion of the channel, the modulator is described and

characterized.

Modulator. The modulator tor this model is an 8-ary frequency-shift
keying (FSK) modulator. For every three bits it accepts, the modulator
generates one of eight orthogonal signals for transmission.

Associated with this modulator is a set of eight orthonormal signals,
{@i(t)};=1. An orthonormal set of signals over a time interval T seconds
long is defined in the following manner (22:33):

0 i#)
2-1

"

T
fo 0,(1) 0,(t) dt = 6,

where

2 .. . 2T .
Ql(t) = /—TSIH (1T—t) 1= 1, 2, o e 7, 8

Gij is the delta function, having two values as defined above.

The decision to pick one of these signals is based upon the three input

13
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bits from the encoder. Three bits generate eight octal digits, thereby

creating a one-to-one correspondence between the three bits and the

¢

orthonormal signal set, 15i(t)}§_1. Following terminology in detection

theory, each three-bit input can be thought of as a particular hypothesis,
Hj‘ For eight possible combinations of '1" and "0" in three bits, one
hypothesis identified each three-bit input. The subscript would be the
octal representation of the input, i.e., if the input were '100', then

H1 would be the hynothesis.

P
4

Based on the set, ‘:i(t)}i-l’ the three-bit inputs, and knowing

that all transmitted signals have equal energy, E, the modulator forms

the set of transmission signals, {Si(t)}?

{=1° These signals are:

Si(t) = //E—v = Sin (1 T t) i=1, 2, ... 8 2

(B8]

where
t belongs to [0,T]

The modulator's work is complete when it forms a transmission
signal from a three-bit input. As this signal is transmitted into the
noisy channel, the modulator accepts three more bits and begins forming
another transmission signal. Every T seconds an Si(t) is transmitted
into the channel. The noise in this channel is the subject of the next

paragraph.

Gaussian Noise Source. This noise source is a '""discrete-~time, memoryless

Gaussian source' where the source alphabet is the set of real numbers,
and the output is a sequence of independent identically distributed

normal random variables with mean 0 and vaiance 5N0 (11:94). The NO

14

e PRI U -




term is the noise spectral density. Two reasons for selecting an AWGN
source are: 1) it has minimum complexity and 2} it is an accurate model
for an important class of communication systems (28:50}.

The model is depicted by a summing junction (Figure 1) where n(t)
1s a stationary random Gaussian process whose power density spectrum is
constant over a bandwidth larger than the front-end bandwidth of the
receiver. To form the received signal, r(t), the noise process, n(t)

is added to the transmitted signal, Si(t).
r(t) = n(t) + Si(t) i=1,2, ... 8 2-3
The received signal, r(t), is the input to the receiver's demodulator.

Demodulator. Basically, the demodulator performs the inverse operation

of the modulator (see Figure 4). By taking r(t) and decomposing it over

the interval [0,T] with the set of orthonormal functions, @m(t), the
T coefficients become statistically independent Gaussian random
variables with equal variances, %NO (26:197). From this coefficient,
o the demodulator attempts to estimate the correct hypothesis, Hi’

in the presence of interfering noise. Then from this hypothesis, an

L ]

estimate of the encoded bit string is formed, three bits at a time.

s »

Therefore, the demodulator has two main operations. The first is to

-,
L4

decompose r(t) into eight random coefficients by using the orthonormal

s

8

j=1> and the second operation is to construct the

functions in {@i(t)}

estimate of the encoded bit string.

.*‘l" Ll -

To accomplish this first operation, recall Equation 2-3; the

received signal, r(t), is the sum of the transmitted signal and the

lﬁft"f.

channel AWGN signal. The transmitted signal set was formed from the

product of an orthonormal set of functions {cbi(t)};’=1 and the signal

15
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energy. This set {Qi(t)}i=1 is a system of basis functions which with
the property of Equation 2-1 span the entire range of values of r(t).
Therefore, this set of eight equally—likely, equal-energy and mutually
orthogonal functions, {Si(t)}§=1, partitions the range space of r(t)
into eight decision regions. 'Each decision region in the partitioning
has a one-to-one correspondence with the eight message signals; such
that, if r(t) is determined to be in one of these regions, then the
corresponding Si(t) is assumed to be the transmitted signal.

To find where r(t) is in its range space, eight coefficients are
calculated. These coefficients are like weighted values that indicate
how well r(t) correlates with each of the orthonormal functions, @i(t),
over the time interval [0,T]. The largest coefficient identifies a
particular basis function, Qi(t), which in turn corresponds to a decision
region and a particular transmitted signal, Si(t). These eight co-

efficients are formed in the following manner:

T
r = Io r(t) 6, (1) dt m=0,1, ... 7 2-4
T T
= I si(t) d>m+1(t) dt +§ n(t) q‘>m+l(t) dt
0 0
= “qui;m+1 My

where

r_ is the received random variable in the mth region

ny is the AWGN variable

8 is defined in Equation 2-1

i,m+1
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E is the signal energy

The T coefficient is now the sum of two components, each of which

(v

becomes a weighted value in itself of the correlation between ¢m+1
and the component signals, i.e., Si(t) and n{t). Since Si(t) and n(t)
are independent of each other and n(t) is an AWGN random signal, the
T coefficients are statistically independent Gaussian random variables
with a variance equal to %No. The mean of r depends upon 5i,m+1'
Equation 2-5 summarizes the probability density function of T given a
particular signal was transmitted, Si(t), or a particular hypothesis,
Hi’ is true.
N(/E, %No) m=i
r_H. = . 2-5
m| i N( O, N ) m#i
To finish this first operation, the demodulator selects the largest T
coefficient.

The second operation is to recover the estimated coded bit string
from the largest T coefficient. This specific T identifies the
particular ¢m+1(t) that correlated the most with r(t). From ¢m+1(t),
the decision region, the assumed transmitted signal, Sm+1(t), and the
particular hypothesis, H,, are determined. Since each hypothesis
identifies one octal digit, the demodulator can now estimate the three-
bit input to the modulator. These bits are held in a buffer until a
complete codev>: ' can be passed on to the decoder. This buffer is

necessary since codewords are fractionally prepared for transmission in

the modulator.

Probability of Error. The decision of choosing an hypothesis based upon

18




T will lead to a correct decision most of the time. Two measures of
( decision error and correctness are their respective probabilities, P(e)
and P(C). In choosing the largest rm, the receiver compares two
coefficients and retains the larger one. This pairwise comparison is
done until the largest T is found. Rather than trying to visualize an
eight dimensional space, one comparison will be analyzed. Figure 5
shows the T axis with the two probability density functions (Equation 2-5)
for ri and rk, given Hk is true. Let T, equal a (see Figure S5). Then,
for a correct decision, s must be in the interval Ic’ meaning r.<a,
and for an incorrect decision, r. must be in the interval Iw which means

r,>a. Equation 2-6a follows:

P(CIH) = P(rjel [H) = P(r;<aH) 2-6a
=JA f (x) dx
I ri[Hk

Likewise, the P(e) follows from the fact it equals 1 - P(C).

PlelH) = 1 - chfri‘Hk(X) dx =J}wfri|Hk(x) dx 2-6b

P(ri>a|Hk)

Moving from the binary comparison case to the problem of Jetermining the

...

g™ W P

P(C) and P(e), the P(CIHk,rk) for the 8-ary basis system means that every

coefficient is less than r, or P(rosr T

k k’ k)'

4 rm's are statistically independent and identically distributed, this last

1srk, e r7sr Since the

probability becomes the product of the probabilities of the individual !

inequalities, [P(ri<rk)]7. For eight equally likely, equal-energy signals,

by multiplying by the probability distribution function of T and

i
i o
=

B O

FEEEAY. ©.
anadh
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integrating over the range of T the P(CIHk} is calculated. Van Trees
(26:261-3) has the details for finding these probabilities. The results

for P(C) and P(e) are Equations 2-7a and 2-7b:

® . X
PC) = (2m) % f exp[-4(x-» ZE7N_)?] [(2m) 7 f e " 1a17dx  2-7a

-0

P(e) 1 - P(C) 2-7b

]

where

Returning to the explanation of the components of Figure 1, the
decoder receives the estimate of the codeword from the demodulator.
What happens to this codeword is discussed in the description of the

decoder.

Decoder

The basic function of the decoder is to reverse the mapping of the
coded message into the original bit string with minimum error. The use
of the Viterbi decoding algorithm in convolutional coding appears to be
the most cost-effective forward error coatrol technique for medium
accuracy requirements. The algorithm is relatively simple to implement
and is effective since it essentially implements maximum-likelihood
decoding (19:716). Maximum-likelihood decoding means that the decoder
compares the received codeword with all possible encoder state
transition outputs and selects the transition whose coded output most

correlates with the reccived codeword. This correlation is based upon

21




a bit-by-bit comparison counting the number of bits that differ in

4 both the received codeword and each transition output. The number of

. bits that differ is referred to as the Hamming distance between two
binary sequences.

Basically, this decoder attempts to simulate, with the received
codeword, the behavior of the encoder. With the help of the encc.  r's
state diagram, the encoder's behavior can be traced from state to state
traveling along the transition lines associated with the minimum
Hamming distances relative to the received codeword. Difficulty in
keeping track of each state transition occurs when the same transition
is used several times. A trellis diagram is a modified state diagram
that has included a dimension of time (11:207). Figure 6 illustrates
the construction of a general trellis diagram. Each row represents
each state in the state diagram, and the transition paths correspond
to the same transition lines in the state diagram. The input bits and
the output codeword accompany each transition path. Another version of
the trellis which is used later, contains, instead of each output code-

. word along the transition paths, the Hamming distance between the

received codeword and the transition output codeword. The transition

depth is the added time dimension making this diagram different from

the state diagram.
To traverse the shortest cumulative Hamming distance through the

trellis, the following algorithm is used {11:211):

L & & adl L& 2d
A . oL

First, the three basic variables are defined: |

uj(a) the cumulative Hamming distance at depth j and state a

Bj(a)

e

the cumulative output bit string at depth j and

I

"‘.'T’

state a
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Lj-l j(a,b) = the Hamming distance between state a of

depth j-1 and state b of depth j

1. Set uo(OO) = 0 and uo(a) = +o, for ac{01, 10, 11};

1]

. Set BO(OO) oand j =1
2. Only for the possible transitions to each state from the

previous depth level in Figure 6, determine the minimum

T R P TIOY, F g

value of

uj_l(a) + Lj-l,j(a’b)

3. Set uj(b) equal to the minimum value of Step 2 of each
state, b. Also, concatenate Bj-l(b) and the input to the
trellis to render the corresponding outputs.

4. Carry out the above operation for each trellis depth
until that depth equals the number of input bits (X) plus
tl'e number of memory bits in the encoder (M). The output
bit string is the first X bits in BX+M(OO)'

Applying this basic algorithm to the first decoder, the decoder
assumes that the encoder began and ended in the 00" state. Thus, to
finish in the "00'" state the encoder had to add two zeroes at the end
of the information bit string. Therefore, upon reconstructing the
information bit string, the last two bits can be discarded since they
were not part of the original information bit string.

Referring to the CCl trellis diagram in Figure 7a, a straight

forward way to decode codewords would be to calculate the Hamming distances

e A

for the received codeword on all paths through the trellis. The path

Ld T adhbad B LS

with the smallest distance would then be selected, and the information

bits corresponding to the path would form the decoder output. However,

o

. ‘
A . .
W e .wf
‘e

-’ M
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00

} 01
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|

11

Depth 0

a. CC1 TRELLIS WITH HAMMING DISTANCES

State

00

01

10

11

. oa

Depth 0 1 2 3 4 5 6
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Information
Bit String 1 1 0 0
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b. OPTIMUM DECODING PATH

FIGURE 7: TRELLIS DIAGRAMS FOR CCl
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the number of paths for an L bit information sequence is 2t For

et e,

large L this approach becomes impractical (9:839).

The Viterbi algorithm greatly reduces the number of paths to check
by taking advantage of the special structure of the trellis. Figure 7a
shows a definite periodic form after reaching depth 3. After this
depth, each of the four states are entered from only two preceding
states. The decoder then calculates the Hamming distance associated with
each of the two paths entering a given state and eliminates the path
that has the greater distance from further consideration. This decision
process is done four times during each trellis depth. After the decoding
process is complete, only one path remains leading to each state. The
decoder then proceeds to the next trellis depth and repeats this process.

For the trellis in Figure 7a, there are eight paths at depth 3.
Decoding at depth 3 eliminates one path entering each state. The result I
is that four paths are left. Proceeding on to depth 4, again the decoder
has to reduce eight paths to four.

Now, the assumption of finishing in the "00" state aids in selecting
a single most likely path having the shortest Hamming distance. Without
this assumption the decoder could never settle on one most likely path.

It always retains one path to each state after the decoding process.

There would be four more likely paths at any depth greater than 3.

Forcing the encoder to the '"00" state by inputting two zeroes to the

encoder after th- source input string is the way this decoder can select |
a single most likely path having the smallest Hamming distance. This

optimum path finishes in the prearranged state of '"00" (9:839).

Figure 7b shows the four more likely intermediate paths and the single

minimum distance path from depth O to depth 6. The information bit string

26




! for the optimum path is written below the trellis.
Applying this basic algorithm to the second decoder, this decoder
] assumes again that the encoder began and ended in the "00" state.

Referring to the dual-three trellis diagram in Figure 8a, a straight

forward way to decode the received codewords would be very involved
since between each trellis depth there are 64 transition paths after
depth 2. The number of paths grows exponentially from one depth to
another. Here the Viterbi algorithm can greatly reduce the workload of
the straight forward method. After depth 2 the trellis shows a
definite periodic pattern. Each of the eight states are entered from
the eight preceding states. The decoder then calculates the Hamming
distance associated with each of the eight paths entering any given
state and retains only the one path with the least Hamming distance.
The others are discarded. This seven-path elimination is done eight
times, once for each state, during each depth of the trellis. After
the decoding process is complete, only one path remains leading to
each state. The decoder then proceeds to the next trellis depth and

repeats the process, reducing 64 paths to 8.

IRy

Now the assumption of finishing in the "000'" state aids in

selecting a most likely path having the shortest Hamming distance.

.
; Without the prearranged finishing state, the decoder would always retain
?‘ eight paths from one depth to another. Figure 8b shows the eight more

N

likely intermediate paths and the single minimum distance path from
depth 0 to depth 4 (9:839). The information bit string for the shortest

path is written below the trellis.

.c‘fc,’p.dvjﬂ]f‘

Destination

The final portion of Figure 1, the destination, receives the
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reconstructed bit string. This bit string is the estimation of the
original input bit string to the encoder. The receiver is constructed
with a minimum probability error criterion and equal a priori
probabilities of the hypotheses (26:257). Since all eight signals
have equal energy, the receiver simply chooses and processes the signal
that is the most correlated with r(t). Processing and decoding

translate the most correlated signal into the estimate of the original

bit string.

30




ITI. JAMMING MODELS AND PERFORMANCE ANALYSIS

The strategy of a jammer is to confuse the receiver and make it
incorrectly determine the transmitted message. In creating this error,
the jammer operates at the frequencies of the communication system.

This Chapter discusses four types of jamming: broadhand, switched
broadband, continuous wave, and multitone jamming. The following models
consider all jamming signals as an additive interference. Figure 9

shows the additive jamming signal in the Digital Communication System

of Figure 1. The new parameter in this Figure is J(t), the interfering
noise process which is independent of both the signal and n(t). Depending
upon the type of jamming, J(t) is either deterministic or random. This

interference process is further characterized in the following sections.

Broadband Jamming

Broadband jamming is the simplest jamming technique to envision

when it has a uniform spectral density over a bandwidth greater than or

ot

equal to the bandwidth of the receiver. The effect in the receiver is

L

another additive white Gaussian noise, which is a zero-mean random

-+
.

process. In Equation 3-1, the received signal is the sum of the transmitted

signal, the channel AWGN signal and the jamming signal.

- oA

L~ e D

r(t) = VES (t) + n(t) + J(t) te(0,T) 3-1

where

nﬂfﬁ:’f_

E is the received signal energy

31




(3) 0 “HONTYIAYIINT FALLIGAY HLIM WILSAS NOILVIINAWAOD TVLINIA ‘6 FTINOII
NOILVNILSHIA JNOS
aon
-«——] dd0003a aowaa ¥sd Axe-g Y3IAOONT  |¢———
P
-1 -1 .1 -1 ‘1 1 -1 -1 -1 T
.-.aN .Qqﬁ Qa.ﬂ.-. ...AH .U .U... AHVH ﬁHv.w ...-H. .MM;.M .-o-N .Qa.— .Dn.n-o.
(Vr (Nu

Coa e -

R v -, N
o « Yeil. Wy - vy ¥ &\u.}d ,..!u...




. .

-ya~ s W, 2 s p. ..‘ .

'qftjftf

Si(t) is the message signal for hypothesis Hi-l
n(t} is the channel AWGN process
J(t) is the random Gaussian process

T is the signaling time interval

From this set of message signals, {Si(t)}, and from the fact that each
signal is equally likely and has equal energy, the minimum attainable
error probability, P(e), is easy to calculate. This set of message
signals is a particular set of eight orthogonal signals, or a system
of basis functions, having the property of Equation 2-1 over the
interval [0,T] and spanning the entire range of r(t). With these
eight equally likely, equal-energy and mutually orthogonal functions,
a decision region for each can be formed. Each decision region
identifies a partition of the range of values for the received signal,
r(t). Also, these regions have a one-to-one correspondence with the
eight message signals; such that, if r(t) is determined to be in one
of these regions, then the corresponding Si(t) is assumed to be the
signal transmitted.

To determine where r(t) happens to be in its range space, eight
coefficients are calculated. Each coefficient is like a weighted value
that indicates how well it correlates with each of the eight basis
functions over the time interval [0,T]. The largest coefficient
identifies a particular basis function which in turn corresponds to

a decision region and thus a particular signal, S.(t). These eight

coefficients are formed in the following manner:




” s i’ ":” -t
R M+ - a

T
Io r(t) s ., (t) dt m=0,1, ...7 3.2

a1
[}

T T T
IO 5, (S, (1)dt + .[0 n(t)s_ | (t)dt + J'O IS, (t)dt

: “Eoi,m+l oy In

where

r_ is the received random variable in the mth region

n_is the AWCN random variable

m
jm is the jamming random variable
pi,m+l is the correlation coefficient between Si(t) and Sm+1(t)

The T coefficient is a sum of three components, each of which becomes a
weighted value of the correlation between the component signal (i.e.,
Si(t), n(t) or J(t)) and the mth basis function. Since Si(t), n(t),
and J(t) are independent of each other and both n(t) and J(t) are AWGN
random signals, the ro coefficients are statistically independent
Gaussian random variables with a variance equal to the sum of the
individual variances: (No + JO)/Z. The mean of each T depends upon
which message signal or hypothesis is true. That is, if ro is calculated
and Si(t) is sent, then when m=i the mean is vE and when m#i the mean
is 0. Equation 3-3 summarizes the probability density function of L
given a particular hypothesis, Hi’ is true.

N(/E, N+ 3)/2) m=i

H'(x) = 3-3
i

fr _
N( 0, (No + Jo)/Z) m#L

!

With the receiver design described in Chapter II, the decision of
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{ cheosing an hypothesis based upon the received signal coefficients, r
[ for all m=0, 1, ... 7, will lead to a correct decision some of the time.
i This armount of time for being correct can be descriped by the probability

of correctness, P(C), and vice versa for the nrobability of error, P(e).

In choosing the largest T the receiver compares two ccerficients and
retains the larger one, only to be compared with the next coefficient
until this pairwise comparison process is complete. Rather than trying
1o visualize an eight dimensional space, one comparison will be analyzed.
Figure 10 shows the received cnefficient axis with the two probability
density functions for r and Ty given hypothesis, ”k’ is true. Let

r, equal a (see Figure 10). Then, for a correct decision, r. must be

in the interval lc’ meaning r.<a, and for an incorrect decision, r,

must be in the interval Iw which represents those values of r, greater

than LI Equation 3-4a follows:

P(CIH) = P(rieIClHk) = F(rj<alH)) 3-4a

= f (x) dx
flc i IHk

. : Likewise, the P(¢) follows from the fact it equals 1-P(C).

" P(e) =1 - J} fr.|H (x) dx = f} fr.]H (x) dx 3-4b
o c ik W itk

k

4 .

y <4 = P(rizalHk)

Moving from the binary comparison case to the problem of determining
the P(C) and P(e), the P(CIHk,rk) for the 8-ary basis system means

.. . . < . < )
that every cecefficient is less than r, or P(rosrk, TI<T s r7_rk)

R I

Since the rm's are statistically independent and identically distributed,
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this last probability becomes the product of the individual inequalities,
[P(risrk)]7. For eight equally likely, equal-energy signals, by
multiplying by the probability distribution function of ro and integrating
over the range of ro the P(C|Hk) is calculated. Appendix A has the
details for finding this probability. The results for P(C) and P(e)

are in Equations 3-5a and 3-5b:

1 o (x-v2E/(N +d. 2] 1
P(C) = —"'i{exp[- ° 0 ][ﬁ—_j}e'%azd%r dx 3-Sa
V2T 2o 2 V2T
P(e) =1 - P(C) 3-5b
where
Tx
X = —_—
N +J
o o]
2

Switched Broadband Jamming

This type of jamming is defined as the product of a periodic
switching function, z(t), and the broadband jamming signal, J(t) (see
Figure 11}. Again, Equation 3-2 applies; however, before evaluating
the third integral,

T

Jf 2(t) 3(t) s _(1) dt,
0

statistical information about z(t) is required. The average duty cycle,
d, is defined to maintain the average jamming power at JO/Z for any
time interval. The probability distribution function for z(t) is

P_(2) = d when z(t) = 1 and P_(z) = I-d when z(t) = 0. Then, Elz(1)} = d
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and the variance of z(t) is d(l1-d). Letting Jm equal the above

integral, its expected value and correlation function become

Fvj b=0 3.6
(4 d(d - ———— Sin( (m+1)4-nd) ) m=k
o 47 (m+1)n
K.(m,k) = d ' d( ——— Sin( (m-k)2-nd) 3.7
] 2m(m-k)
o Sin( (meke2)2mnd) ) m#k

2mn (m+k+2)

Appendix A contains the mathematical derivation of these parameters.
Figure 11 illustrates the subsystem that produces the interferencc.

z(t)J(t). Both functions, z(t) and J(t), are independent random

processes. This operation is a linear operation on a Gaussian random

process, J(t); therefore, the result is a Gaussian random process.

z{(t)

J(t) J(t)z(t)

——

FIGURE 11: JAMMING CUBSYSTEM

Letting jm equal the third integral in Equation 2-2 again, the
distribution of the coefficients, T is similar to the broadband case

where the covariance function, Kj(m,k), of Equation 3-7 is used.

(Y
N{ 0, gNO + Kj(m,k) ) mEk

i NGV, BN+ K).(m,k) ) m=k




To determine the probability of error, P(e), the same procedure

is used as for the broadband case. This is valid since the total

interference is a Gaussian process. The only difference between the
broadband and this switched broadband case is the covariance function,

Ki(m,k). In the latter case, the P(e) and P(C) are as follows:

—_— 7
© N 2 X
P(C) = -L—}ﬁexp o (x-/E/g%) 1 exp(-%az)da] dx 3-9
/7F;w 2 2T -
P(e) =1 - P(C)
where

r T.
a= —, g2 = 5N+ K. (m,Kk), X = _i

v’gz ° J /g2

Continuous Wave Jamming

This jamming is a signal at a specific frequency and phase angle,

k!

J(t) = (%JO) Sin (wjt + 9) 3-11

where

J is the jamming power density parameter

e »
=]

. is the jamming frequency

7 -
[

€
—

f 1is the phase angle

Referring back to Fquation 3-2, the third integral is equal to jm.

(t),

Depending upon whether or not mj equals the frequency of Sm+l

g S

i 1s:
Im
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r% VJOT cos 8 wj = m2mn/T
Ig = Q% _ﬂg 24y cos 8 sin (w.t) 3-12
T 0.2 - @2 J
3 m
+ sin 8 (cos ij - 1)] mj # m2mn/T

The mathematical derivation from jm is in Appendix A. The phase angle,
8, is a random variable assumed to be uniformly distributed over the
interval [-=,m]. With its mean equal to 0 and its variance equal to

7?/3, the expected value of jg is:

1
a(JOT)‘Z W, = w

e{jm} = 3-13

1.
3 2 9 2 _ 2 3
(0D o/ - ) sinwT)us £ o
The random variable, jm’ becomes deterministic once the phase angle is
known. Thus, jm becomes a parameter which affects the mean value of
the received signal, r - The probability distribution function for r

is N(/E Pim* Jp» N/2). Figure 12 shows the effect this jamming has
>

on the decision space to determine a correct or an incorrect received

signal.

The calculations for the probability of error and correctness are

straight forward and can be followed in Appendix A.

e o]

vE + j X 7
P(C) = —— j.exp (x - —— T2 -f —%: exp(-%a?)da| dx 3-14
/EF-_m /NO/Z 2
P(e) =1 - P(C) 3-15

Multitone Jamming

This jamming technique employs more than one continuous wave
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: jamming signal. The jamming random variable, jm’ is the average of the
individual signal contributions to the interference. Therefore, this

variable becomes:

1 N T 1 N
j=—.sz.(t)s (1) dt =L 5 v . 3-16
m N i-170 1 m+1 N i=] m, i
L3
where
N is the number of tones
Ji(t) is the ith jamming tone
Sm+1(t) is the m+lst orthogonal function ‘

Vo is the ith jamming tone random variable

Each Vi is define! as the continuous wave jamming random variable,

>
jm’ in Equation 3-1.. As in the continuous wave case, jm is a parameter
that affects on!:. the mean of the received coefficient, rm, once the
phase is known. Therefore, the probability distribution function for
r_is N(/E s j
n VE o o+ ]

n’ NO/Z), where jm is defined in Equation 3-16. This

jm has the su~. characteristics as the set of coefficients of Equation 3-12.

For the multi- -¢ case, Figure 12 also applies. It shows the effects

multitone jamr.w; has on the decision space and ultimately on the

correctness or error of the receiver output.
The calculations for the P(C} and P(e; are in Appendix A. The
results are the same ac in Equations 3-14 and 3-15, with the only

exception being the determination o: jm.

Probability of Bit Error

gp o v- -

-
—.— -

In the communication system diagrammed in Figure 1, the P(e) and

1M

P(C) are determined from the received signal converted to a 3-bit word
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(i.e., 000, 001, ..., 111). Thses bits are assembled for the decoder.
However, it is possible to have one or two of the three bits correct
when an incorrect decision is made in the demodulator. For instance,
assume the correct receive signal was '"101'. Any one of the other
seven channel symbols is a channel symbol error. Looking at only the
first bit, "1', it the incorrect signal were ''100", "110", or "111",
then the first bit would be correct. Therefore, the P(e) for the
received signal differs from the probability of error for each bit,

Pb(e). The calculation for Pb(e) in relation to P(e) is in Appendix A

and is the same for each of the previously discussed jamming techniques.

(2]
'

—

~J

Py (e) = ; )

]
—
1

P(e) 3-18

~1] 4=

P, (C)
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V. CHANNEL PERFORMANCE ANALYSIS

Introduction

The two previous Chapters have characterized the general model
of the digital communication system in Figure 1 and have identified
four types of jamming. The probabilities of symbol and bit errors
were calculated for the effects of each jamming type on the recovery
of source information at the destination. Specifically, how this
jamming affects the channel model is the subject of this Chapter.
First, the probability of bit error will be analyzed in relation to
the signal-to-noise ratio as it is affected by the jamming, and then
the bit error probability for the two pairs of encoder-decoders will
be bounded tightly. This bound will reflect the effects of the
jamming on the coding operation.

Before moving to the probability of bit error analysis some
specific characteristics of this channel are required. An 8-ary FSK
modulator-demodulator design is the basic choice of designers for data
speeds up to 2400 bits per second (30:1291). The rate for data transfer
will be 1800bps. To establish a bound on the signal-to-noise ratio of
the channel, signal and noise thresholds should be identified. First
of all, a system's noise threshold is the received signal level at
which the RMS signal is equal to the RMS noise at the input to the
demodulator. The signal threshold, for an FM system, is the received
signal level at which the signal peaks begin to exceed the noise peaks

consistently. At this point, modulation becomes a useful tool of
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communications (31:7). The FM threshold is measured 10 dB8 above the
noise threshold. For this channel model’'s modulation scheme, the

E
signal-to-noise ratio (QEJ will be greater than or equal to 10.

Probability of Bit Error Analysis

Figure 13 has a complete listing of the probabilities of bit
error for each jamming case. The forms are slightly different from
the ones in the previous Chapters to identify the susceptibility of
Pb(e) to signal-to-noise ratio changes (28:96). Since the main concern
is with bit errors, several of this channel's parameters will refer
to "per information bit' values. Normalizing the probability of
symbol error, P(e), to its "per information bit" value, Pb(e) equals

4 . .
7~P(e). Also, since E is the symbol energy, E, becomes its ''per

b
information bit'" value with Eb equaling %—ES (19:711). This follows
from three bits generating one channel signal of energy Es over an
interval of T seconds. For the no jamming situation, Figure 14

graphs the error probability for eight orthogonal signals (29:259).

Notice that the abscissa has two scales, 10 L°31055 and 10 LOgIOEE‘
N N

The relation between these ratios is 10 Log10 é—(-4.77 dB). Each
still identifies the same points on the two curves, Pb(e) and P(e).
For the no jamming case the noise is just No'

Turning to the broadband jamming case, compare the two equations
in Figure 13 for no jamming and for broadband jamming. Both equations
have the same basic form, but the signal to noise is smaller in the

broadband jamming equation since the noise, N, is now composed of both

E
the channel AWGN, No’ and the jamming AWGN, Jo‘ Let ﬁi equal 20
E o
(or 13 . Now as Jo increases, ﬁ—éj—-decreases, and the probabtiiity

o o0
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of error increases. Referring to Figure 14, as the signal-to-noise
ratio decreases the P(e) and Pb(e) increase. In fact, since both
noises are AWGN processes, the effect of broadband jamming on the Pb(e)
of this channel model will follow the curve in Figure 14. However,
when Jo equals No, 10 Log10 ;i is 10 dB, which is the modulation
threshold discussed earlier. Therefore, once Jo is greater than or
equal to No’ reliable communication is drastically reduced.

For the switched broadband jamming situation, compare the switched
broadband jamming equation in Figure 13 with the no jamming equation.
Again, they are of the same basic form. However, the noise in the
jamming case is the sum of No and K(m,n), which is the correlation
coefficient generated because the duty cycle is less a1 one (see

Equation 3-7). Using a duty cycle, d, equal tc¢ 9.5,

Jo/8 m=n

K(m,n) = 4-1
d=% 0 m#n

E

, Nz-of Figure 14

decreases and the Pb(e) increases. The same result as in the broadband

Now, the noise becomes No+%J0. As Jo increases

jamming case occurs. Only here more jamming power is required to
accomplish the identical result. That is, let 10 Log,q ;i equal 13 dB
as before. In order for this ratio to drop 3 dB, Jo must equal 4No.
Once J0 surpasses 4No, reliable communication is reduced. The
modulator is operating below FM threshold.

Turning to the continuous wave, or single-tone jamming, the CW
jamming equation of Figure 13 is compared to the no jamming equation.

These Pb(e) equations differ in one term where the jamming signal

corresponds to one of the eight frequencies of the modulator. In the
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demodulator, the received signal coefficients are pairwise compared

to find the largest one. Without jamming, Equation 2-5 shows that

one of the eight coefficients has a greater expected value (mean) than
the other seven. With this CW jamming the mean of one of these smaller
coefficients increases such that the probability distribution function

of Equation 2-5 becomes

N(VE+ j_, %) m=1i
m o
= i j 1. i -2
frmlHi(X) N( I ﬁVo) m£i or k 4
N(i/JOT, ENO) m=k

where k identifies the function ¢k(t) which has the same frequency as
the jammer and jm depends upon whether the jamming frequency eguals one
of the signaling frequencies or not. Figure 15 illustrates these
probability distribution functions. By increasing the jamming signal
energy, Jo, the mean of r, increases. This in turn increases the

k

probability of selecting r, over r  as the largest coefficient. Let
T equal A, as shown in Figure 15. With a mean proportional to /3;,

it is easy to see that

)

P[rk>A] > P[rn>A]

: 1 So T has a better chance of being the largest coefficient than any of
& the other six incorrect coefficients and thus disrupts the decision

:f process by forcing the demodulator to return the wrong channel symbol.
g: The term in the CW jamming equation of Figure 13 that identifies with
i; T is the term P[rk<A]. Remember Pb(e) = %[I-P(C)]. The probability

R

of a correct decision relies on the product of the pairwise probabilities.

(e o

The pairwise probability for r s P[rk<A]. So as J increases, from

P
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the jammer's point of view, P[rk<A] decreases which in turn increases
the Pb(e). If Jo were to increase such that % /3;T_ > VE, then the
expected demodulator output would be T most of the time.

Multitone jamming is very similar to CW jamming except it has
more than one jamming tone. In the equation comparison from Figure 13,

the difference between the no jamming Pb(e) and the multitone Pb(e)

are the k terms which identify with the following equation:

k 2F JOT k
R P[ri<A] =11 - Q(x + ~ N 4-3
i=1 o] (o)

where these ri's correspond to @i(t)'s, which in turn have the same

frequencies as the jammer. Again as Jo increases this product
decreases. As a result Pb(e) increases; in this case it would increase
more rapidly than with one tone. Should JO become greater than 4;5,
then the k jamming signals would dominate the decision process of the
modulator. The same three probability functions discussed previously
with CW jamming apply for the multitone jamming case. The difference
lies in the number of coefficients described by each distribution. With

k tones, fr IH (x) applies to each one. This makes more coefficients
m

more likely to become greater than T

Encoder-Decoder Bit Erroxr Probabilities

Appendix B contains the mathematical process of bounding the bit
error probabilities. These two probabilities are different from those
in Figure 13. The bit error probability, Pyo is defined as the expected
number of bit errors in a given sequence of received bits normalized by
the total number of bits in the requence for particular coders. The

results of the bounding for each coder is:
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)
where T(D,I) is a generating function which identifies the different
Hamming distances between an incorrect and correct codeword and the
nunber of decoder output bits that are in error (28:248). Appendix B
identifies T(D,I) for the dual-3 decoder error events which are two

or three branches long in the trellis of Figure B-4. The determination

E
of larger error events would not aid in the analysis, since D = exp-qi.
E "o
As Ni increases, D approaches 0, and as this ratio decreases D approaches
o
1. Figure 16 shows this exponential relationship between D and this

E
signal-to-noise ratio. For Wi = 10, D is essentially 0, and the Pb(e)
"o

is also 0 for both cases.

Figure 17 shows the results of bit error rate simulations conducted
by Viterbi (9:840) for a soft, 8-level, receiver quantization. Even
though he restricted his simulation to 32-bit paths, his results closely
approximated the upper bounds. (For low error probabilities, i.e.,

;E > 5 dB, the upper bound lies slightly below the simulation. [However,
tge quantization loss is on the order of 0.25 dB which appears to be the
approximate separation between his simulation and the upper bounds (28:248).)

With the above data, consider the broadband jamming case, and its
effect on the signal-to-noise ratio. The system noise is now the sum of
the channel AWGN N, and the jamming AWGN J,- Referring to the upper

bound equations of Pb, as Jo increases the Q(-) function and the exponen-

tial function of T(D,I) increase. The graph of Figure 17 better depicts
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what an increase in channel noise does to the communication system. As
signal-to-noise decreases (moves to the left), the Pb increases. This
effect also holds true for the switched broadband jamming case except
that, with a duty cycle of 0.5, four times as much jamming energy is
required to accomplish the identical effects of straight broadband
jamming.

The effects of CW jamming are probable in two areas. These are
noise energy per transmitted symbol and the effects of phase variations.
For the CW jammer, the average noise power affecting the receiver is
approximately ﬁJo or the average energy, considered as jamming noise,

J

.. . L O
15 approximately O

be Je,the effective noise energy of the channel is the sum of NO and Je.

Letting the average energy of the jamming signal

However, this now becomes nonwhite noilse interference. In the presence
of nonwhite noise an optimum receiver can be designed. However, the
effects on an optimum Gaussian noise receiver are in the spectrum of
the received signal. The nonlinearities would increase the noise in
the system, and the basic e¢ffect would be to decrease the signal-to-noise
ratio and thus increase the probability of bit error.

The second area of probable cause for system degradation would be
in the area of phase. The jamming signal has a phase component (see

Equation 3-11). In the coherent detection receiver know the phase of

4

a carrier in an FM system. Receiver component instabilities, uncompensated

)

signal shifts and noisy signals will allow less than uptimum phase

reference in some rececivers. In a correctly received signal, its energy

g =

component can be reduced by a factor of Cos € where & is the phase shift

'

[Re L0E

(9:844). Now suppose the CW jamming signal matches the one of the eight

signals that is carrving the intormation. With the proper phase
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manipulation this received signal-to-noise ratio (S/N) could be reduced,

i.e.:

[ay]

J

+ ﬁi cos B 4-4
o

“Z|w
!

“|

o lw

As - approaches %, this S/N approaches 0. The effect of phase problems
on P 1s critical because of the steep bit error probability versus

signal-to-noise ratio curves in Figure 17. A slight loss of ES may

increase Pb drastically.
Multitone jamming is an extension of the CW jamming problem. The
effects of multitone jamming could only amplify the effects of nonwhite
noise and phase variations. As morc of the bandwidth of the receiver
is. filled with multitone jamming signal frequencies, the effective
nonwhite noise approaches white noise with infinite jamming frequencies.
With each of the tones, an average energy value can be obtained. The
sum of all these average energy values then present the nonwhite noise
energy of the system. Again its effect on the communication system is
proportional to the use of the receiver spectrum. These nonlinearities
would increase the noise component in the signal-to-noise ratio. The
graph in Figure 17 illustrates that Pb increases when the noise increases.
The second area of phase variations increases the effects from the
CW jamming case since there are more jamming tones available to enhance
and degrade received signal energy. Let Jei be the average energy
available from the jammer at a frequency equal to the frequency of Si(t).
With a proper setting of the phase angle, 0, Si(t) can be made to appear
as the transmitted signal if Jei:Es' In the same light, if Si(t) were

the transmitted signal, then any one of the jaimming s gnuls with the

right phase and energy could cancel the signal's effect in the receiver.
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Conclusions in Performance Analvsis

This Chapter addressed the effects of four types of jamming on
the channel model characterized in Chapter II. This performance analysis
covered the effects on the probability of bit error and the coding scheme
bit error probability.

The broadband jammer affects the signal-to-noise ratio directly.
As an AWGN source, the noise of the system is the sum of JO and NO.
With increased jamming signal energy, the signal-to-noise ratio

decreases. The corresponding increase in probability of bit error, Pb’

can be followed with the change of signal-to-noise ratio in Figure 14.

The expected values of P would coincide with the graph.

b
In the coding bit error ratcs, as the signal-to-noise ratio

decreases the bound on the actual probabilities increases for both

coders. Figure 17 shows this relationship.

Switched broadband jamming has the same effect on the channel
model signal-to-noise ratio as the broadbhand ¢ se, except with a duty
cvcle of 0.5 the notise component is only LJO. llowever, it increases
Pb(e) in accordance with Figure 14. It also increases the bit error
probability bounds as shown in Figure 17.

Continuous wave jamming presents a different effect on the channel
model. It principally inhibits the demodulator's ability to make a
correct decision. It affects the pairwise comparison of the received
coefficients by increasing the probability that one of the seven wrong
coefficients will be greater than the correct coefficient. Figure 15
shows one of the coefficients having a different mecan based upon the

. . . . 4F‘s o :
energy in the jamming signal. If Jo > then the coefficient associated

with that jamming signal will become the expected output ot the demodulator.

ma ‘!uLA-:Eitl.ii;.andel..-* ; NS " -~—ih---lll----‘ii




The effect CW jamming has on the coders' bit error rate is twofold.
First, by virtue of the signal not being part of the message signal,
it adds noise to the channel. This additional noise decreases the
signal-to-noise ratio and, thus, incrcases the bit error probability.
Second, the phase of the jamming signal may cancel the intended
transmitter signal or enhance another signal to pose a coding problem
of two signals. In either event the signal-to-noise ratio is decreased,
and Figure 17 shows this relates to an increase in the bit error
probability.

Multitone jamming is similar to CW jamming except there are more

tones. An increase in the probability of the pairwise comparisons being
wrong results in an increase in the Pb(e). Figure 15 shows the result
of increasing the expected value of the incorrect coefficients. If

4AE
the jamming energy, Jo’ for each tone surpasses —=> then those are the

T
coefficients that will dominate the demodulator output. If the correct
coefficient is not one of these coefficients then this jamming has
successfully blocked the communication system.

Just like the CW jamming case, multitone jamming can affect the
bit error probabilities of the coders by presenting noise by their
existence to the channel model. This noise, being nonwhite, will
decrease the signal-to-noise ratio and increase the bit error
probability. It can also present enough phase variations to

significantly enhance signals not present and degrade the transmitted

signal.
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V. SIMULATION PROGRAM AND SUBROUTINES

Introduction

This Chapter Jescribes the simulation program for the communication
system in Figure 9. The following discussion will identify the basic
program elements, describe how they interact, and discuss program
validation, problems, and results. This program is coded in FORTRAN V
for the CDC 6600-class machine belonging to the Avionics Systems
Division of Air Force Systems Command. FORTRAN V was selected for two
reasons: J) effective string manipulations are possible and 2) the
simulation of this communication system 1s not time dependent. Such
languages as (PSS or Simula require a time dimension in their simulations.
A complete program listing is in Appendix C.

The organization of this Chapter begins with a few assumptions
needed for programming simplicity. These assumptions create no loss
in generality nor Jdeviation from the thesis objective. Next, Figure 18
shows how the main program is divided into its major operating blocks.
The initialization paragraph discusses parameter declarations and
initial parameter values. The Encoder section identifies the twc
encoders and describes the overall coding operation as bits in and
codewords out. The next part of the main program is the Modﬁlator.
In this paragraph the modulation scheme is described and explained in
terms of program variables. The Jammer section selects and calls the
particular jamming subroutines. The last section of the main program

discusses the operation of the Demodulator and the call of the Jdecoding
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subroutines.

The Jescription of the subroutines falls into three categories:

the Encoder, the Jammer, and the Decoder subroutines. Each subroutine
has a flowchart, identifies its function, and discusses its implementation.
The eight subroutines are:

ENCDR1
Encoder Subroutines
ENCDR2
BBJM |
SBJM
t  Jammer Subroutines
CWJIM
MWJIM
VITDC1

Decoder Subroutines
VITDC2

The final portion of this Chapter discusses the program validation
and simulation results. Expected error probabilities are compared with
empirical values.

In order to build this simulation model certain assumptions were

necessary. These assumptions are the first section of this Chapter.

Assumptions

These basic assumptions apply to the coding and operation of this
program.

1. The input data can be either a "1'" or a '"0". However, since
each bit is equally likely, the input array, INDATA, is initialized
to contain all 0's. With this input, no loss in generality occurs, and
a "1" at the decoder output constitutes an error.

2. The input block is limited to 100 bits.

3. The signal energy is unity. This preserves the orthonormality
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of the signals and simplifies the calculations. Thus, the signal-to-noise
ratio is the inverse of the noise power parameter, NO.

4. The encoders are assumed to start and stop in the 0 state, 1i.e.,
00 state for encoder 1 and 000 state of encoder 2.

5. Synchronization is assumed at all times. This means that the
beginning and ending bits of the codewords are known. No markers or
pulses are required to obtain synchronization. Assuming synchronization
were a problem, the correct path through the trellis will not emerge as
the path with the smallest Hamming distance. In fact, no path will
emerge as the best one. All cumulative Hamming distances will remain
relatively close together. Once this condition is identified, the
original starting bit can be changed to an adjacent bit. The number
of starting bit changes, or shifts, will be no greater than the codeword
length, n. Synchronization can then be achieved within a few hundred

bits when n is on the order of four (28:261)}.

Main Program

The main program is organized into functional areas of the
communication system in Figure 9. These areas are the subjects of
the following sections. The first of these sections is Initialization.

Initialization. To begin the program, all variables and arrays are

declared according to type and initialized. The program comments
identify each variable and array. The initialization of parameters
follows the variable declarations. Beginning at program statement

label 50, the random number subroutines have their seeds initialized.

Two library procedures are used to generate random numbers. The

variable SD4 is the seed for the IMSL uniform random generator, GGUBFS(:.).

The other three variables: SDI1, SD2, and SD3, are used in the normal
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random number generator, GGNQF(-), in the AWGN calculation and two
jamming subroutines. The initial values of these three seeds, when
used in parallel with the single random generator, create uncorrelated
random number strings. The seeds are initialized by the same number
to allow for comparisons of output data between different input
parameters.

Parameter and program variations are controlled by use of the
READ statement. Comments describe each input variable. The READ
statement has a free field format for simplicity. The Echochechk is
immediately after the READ statement and verifies that the values stored
in the input variables are the same as the ones read from the data cards.
The last portion of the initialization process 1s the recognition that
the source output bit stream (... bi’ bi-l’ bi-Z’ ...) contains all
zeroes. Since the probability of a '"1" or a '"0" is the same, by using
all zeroes, a "1'' at the destination is an error.
Encoders. The encoder block of this program takes the string of
zeroes and sends them to one of two encoder subroutines. The choice of
encoder is based upon the value of the input variable, ICC. If ICC
equals "1" then the CCl encoder (ENCDR1) is called; otherwise, the
dual-three encoder (ENCDR2) is called. The only restriction in calling
these routines is that 100 bits are used per input data block. These
subroutines are explained later in the Encoder Subroutines section.
From the encoders, the codewords are stored in the C array and are
passed to the Modulator.
Modulator. Figure 19 shows the 8-ary FSK modulator and how the signals
are generated. The C array elements are grouped into actual digits

(0, 1, ... 7) and stored in the transmission signal array, S(-V. The
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variable K, which is equal to 70, is the total number of transmission
signals created from the C array. Each octal digit represents one of
the actual modulator message signals discussed in Chapter II. (See
bquation 2-2.) For this program only the octal digit is necessary to
simulate the transmission signal and retain the message information.

Jammer. In this section of the main program, the variable JAMMER

specifies which jamming subroutine will be used. JAMMER is set in the
READ statement. For a value of 1, the broadband jamming subroutine,

BBJM, is called; for a value of 2, the switched Lroadband jamming
subroutine is called. Likewise, for values of 3 or 4, the continuous

wave jamming (CWJM) and the multitone jamming (MWJM) subroutines are
called, respectively. ECach jamming subroutine is discussed later in

the Jammer Subroutines paragraphs. A series of IF-THEN-ELSEIF

statements insure that only one jamming subroutine is selected. If
JAMMER does not equal one of these four numbers, then the program

assumes no jamming is present and proceeds with the simulation.
Demodulator. This portion of the program calculates the R(J) co-
efficients and determines which one is the largest. Within the trans-
mission medium the transmission signal is affected by the AWGN of the
channel and the jamming signal, if present. To simulate this interference
effect, each received coefficient is calculated based upon the transmitted
message signal, the AWGN, and the jamming signal. Figure 20 shows the
computation of the received coefficients R(J). This computation is the
one in Equation 3-2, allowing the array JN(J) to represent the effects

of any one of the jamming techniques. The integer I identifies the
transmitted signal, S(I); NO is the noise power parameter; WN is the

AWGN coefficient; GGNQF(-) is a normally distributed random number

64




e .

w’ W

- .

L X

FROM THE
ENCODERS

FROM
JAMMERS

FIGURE 19:

100+M

J =1

TRUE

J > 2*K

FALSE

J=J+1

4

TO JAMMERS

S(J)=4C(3J-2) + 2C(3J-1) + C(3))

8-ARY FSK MODULATOR
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gencerator, N(0,1); JN(J) is the jamming signal coefficient array; and
RHO(-,-) is the correlation coefficient matrix of a set of orthonormal
functions. The transmitted signal energy is ! to preserve the ortho-
normality and to make the calculations simple. Each time a coefficient,
R(J), is calculated, a comparison is made to find the largest R{J).
The final value of INDEX is the subscript of the largest coefficient.

The demodulator programming block transforms INDEX into a binary
number, three bits long. The range of values for INDEX is zero to
seven. With each received signal coefficient, a three-bit word is
concatenated with all the previous three-bit words to build the CH
array. This array is the estimate of the C array which contains the
coded bits entering the modulator. Once the CH array is filled, it is
ready for decoding.
Decoder. One of two subroutines, each using the Viterbi algorithm
(10:211), processes the CH array and constructs the output bit string
in B(0). Array element B(0) represents the state in which the encoder
finished its coding process with the input data block. More detailed
explanations of the subroutine operations are in the next few sections.
The final operation of the decoder is to print out all 100 bits obtained
in the decoder subroutines.

Finally, by means of the input variable, ISIZ, the basic program
determines whether or not there are more input data blocks. If so,
the program returns to the encoder input stage and begins processing
the next block of 100 bits. If there are no more data blocks, the
program jumps back to the READ statement to reinitialize some input
variables and begin processing from this point.

The program ends upon a no-input-data determination. The default
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jump is located in the READ statement by [ND=600. When the input data
are exhausted, the program jumps to the program statement label 600

and terminates the simulation.

Descrirtion of Subroutines

ENCDRI. This encoding subroutine is based upon the description of the
CCl encoder in McEliece, Chapter 9, (11:200). The input parameters are
the block size, I, and the input data array, IA. There are three outputs: ;
the coded bit stream, C; the convolutional coding transition matrix, CCM;
and the number of bits in the memory register, M. Figure 21 shows both
the matrix and the coding block diagram. Referring back to Figure 2,

the explanation of the transition matrix is straight forward. Either a

"1" or a 0" is at the input, thus not all transitions are possible. For
instance, given a 0 present state, in two-bit representation: 00, and a
"1" 1nput, the next state is 10 or a 2. Therefore, a 1 state (01l) will
never follow a 0 state (00). The output bits are within the transition
table. For continuity within the program, these output symbols are octal

numbers. Thus, each element of CCM is constructed in the following manner:

——————output symbol

CCM(6) = 3100 1.0 0 0
’ \\\ [ T —_second octal number
o ose next first octal number
.l state

This element represents the transition from the third state (11) to the
first state (01) with the output symbols: 0010002 or 108.

Figure 2a also shows the modulo-2 addition which calculates the
output symbols: CZi—ICZi' Figure 21b contains the subroutine block
diagram for this encoder.

ENCDRZ. This encoder came from the Mission Research Corporation report

(2:42) and is known as a dual-3 encoder. The inputs to this subroutine
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are the same as for ENCDRI: [ is the input block size and IA is the
input data array. The outputs are likewise the same: C is the coded
bit stream, CCM is the transition matrix, and ! is the number of memory
bits in the encoder. The transition table is already shown in Figure 3b.
tach element of CCM is constructed in the same manner as for ENCDRI!
above. An example of an element of CCM is the following with an
explanation:

CCM(35) =4 3 1 1 1 0 1 O
This element represents the transition from the fourth state (100) to
the third state (011) with the output symbols 1110102 or 728. All
transitions are possible by the nature of this encoding scheme.
Figure 3a shows how the individual bits are combined to form a coded
symbol and how they are shifted for each new three-bit input. Thus,

all possible transitions are allowed. The flowchart for this subroutine

is shown in Figure 22.

Jammer Suhroutines

BBJM. This subroutine represents the baseband jamming process. The

inputs are the random number generator seed, SD2, and the power parameter
in the jamming signal, JO. The output is the array, JN, which contains
the eight jamming coefficients, jm, from Equation 3-2. To arrive at

each jamming coefficient, JN(I), with a distribution of N(0,%J0), a
random number is obtained from the IMSL library routine, GGNQF(.), and
multiplied by the variance of JN(I). Eight of these coefficients are
calculated and returned to the main program to be used in the eight
receive coefficients in the demodulator.

SBJM. This subroutine, for the switched broadhand jammer, is more

complicated than the broadband case. Through the calculations in
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Chapter [I1 and Appendix A, the eight coefficients are normally
distributed with the variance and mean identified in Equation 3-8.
Figure 23 is the flowchart for this subroutine. The three inputs are
the random number generator seed, SD3; the power parameter in the
Jamming signal, JU; una “he average duty cycle, DC. The output is the
8-ary array, JN, containing the eight jamming coefficients. The
variable ALPHA 1is the signal's angular frequency used to calculate the
variance of the jamming random variable. Again GGNQF(.) is used with a
different seed from beforr to finallv calculate these coefficients which
are transferred back to the maln program.

CWJM. The continuous wave jammer subroutine is “lowcharted in Figure 24.
The four inputs are the random number generator sced, SD4; the power
parameter of the jamming signal, JO; the jamming frequency, OMECAJ or
wj; and the transmission time interval, T. The output is the eight

element array, JN. For comparison purposes, the signal frequeicy,

We
and wj are kept in Hertz until the subroutine determines whether they
are linearly related. No matter what the relationship is between .. and
Wes JN{I) is calculated according to Equation 3-12, where the phase is 0.
This subroutine handles one jamming signal. If there is more than one
tone, the subroutine MWJM, described in the next section, controls the
effects of multiple tones on the received signal.

MWJM. This is the multitone jamming subroutinc. The basic equation to
calculate JN, the jammingz coefficient array, is Equation 3-16. The
inputs to this subroutine are the random number generator seed, SD4;

the number of tones, NUM; the power parameter, JO; the transmission

interval, T; and the jamming tone frequencies, WJ{-). The output is the

JN array which has the cight jamming coeftficients. This subroutine calls




PI = 3.141592653
I=0 TRUE RETURN
- TO MAIN
1 > 7 FALSE PROGRAM
{'=I+1
ALPHA = 4 * PI % (I+1)
B J Sin(DC*ALPHA)
VAR = (DC) (59) DC - ALPHA
N(I) = GGNQF(SD3) * VAR **.5

FICURE 23: SBJM SUBROUTINE FLOWCHART
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FIGURE 24: CWJM SUBROUTINE FLOWCHART




the CWJM subroutine for cach tone to calculate the contributions of

these tones to the overall array JN,

Decoder Subroutines

VITDCl. The Viterbi algorithm is the basic procedure for this sub-
routine. Figure 25 is the subroutine flowchart. The inputs are the
array with the estimated coded symbols in binary form, Cl; the number
of elements in the CH array, K; and the transition matrix, CCM. The
lone output is the bit string in the array element B(0). This element

estimates the original input bit string from the source.

Internal variables and arrays are as follows:

BP "scratch-pad" character array
HMD the Hamming distance array

b the cumulative distance array
IFM present transition state

ITO next transition state

J, CNT, & ICH integer counting variables

1A § IB temporary storage locations

The HMD array is organized to have its first subscript represent the
present state and to have its second subscript represent the next state,
i.e., HMD(0,2) equals the Hamming distance between the encoder output
for the transition from state 0 to state 2 and the received codeword.
The D array cumulatively adds the Hamming distances to each node of the
coding trellis, see Figure 7.

The intrinsic function ICHAR(arg) returns the position number of
the alphanumeric argument in an intrinsic ASCII ordering list. This
ASCIT list has positions 16 to 25 occupied by the numerical characters

0 to 9. Recalling that the first character of an element in CCM 1s the




( l PARAMETER DECLARATIONS AND INITIALIZATIONS }
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FIGURE 25: VITERBI DECODER 1 FLOWCHART
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present state of a potential transition and the sccond character of an
element in CCM is the next state, IFM and ITO are set to the proper
state numbers after subtracting 16 from the ICHAR value. IFM and ITO
indicate which transition the subroutine will consider in calculating
the Hamming distances for entry in HMD. The received codeword
(CH(ICH),CH(ICH+1)) is compared with the remaining characters in the
element of CCM.

The final portion of this subroutine uses the fact that only eight
transitions are possible from one depth to another in the coding trellis.
However, only four transitions can be carried to the next trellis depth.
Since each state has two transitions entering it, this subroutine selects
the transition with the least cumulative flamming distance. This operation
is illustrated in Figure 7b. The program calculates the potential
cumulative Hamming distance for both transitions, i.e., IA and IB. The
smaller value becomes the next state'’s cumulative Hamming distance, and
the appropriate bit character, "0” or "I', is added to the previous bit
string, BP(-). This selection process is done for each state and each
codeword.

By initializing D(0,0) to O and the other first row elements to
999, the subroutine automatically assumes that the starting state of
the encoder was 0. At the output, the first 100 bits assembled in B(0)
are the estimated input bit string. The remaining two bits are a result
of the memory bits in the encoder. Thus, the substring, B(0) (6:105),
carries the output bit string.

VITDC2. This second Viterbi subroutine uses the basic algorithm tailored
to the second encoder discussed in Chapter II. Figure 26 is the subroutine's

flowchart. The inputs, identical to those of VITDC], are the array with
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FIGURE 26: VITERBI DECODER 2 FLOWCHART
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the estimated coded symbols in binary form, CH; the number of elements

in the CiH array, K; and the transition matrix from ENCDR2, CCM. Again,
the lone output is the assembled bit string in the array element B(0).

This bit string estimates the original input string to the encoder.

The internal variables and arrays are as follows:

BP ""'scratch-pad' character array
D the cumulative Hamming distance array
HMD the Hamming distance array

CNT, J, I, & ICH integer counting variables

Csv present state storage location

DM codeword storage location for comparisons
IFM present transition state

ITO next transition state

Recall that HMD(1,3) means that this location contains the Hamming
distance associated with the transition from state 1 to state 3. The
D array cumulatively adds the Hamming distances at each node of the
coding trellis. Also, the intrinsic function ICHAR(arg) returns the
position of the argument in an intrinsic ASCII ordering list. The
numerical characters, 0 through 9, occupy positions 16 through 25 in

this ASCII list. Therefore, by subtracting 16, this list position

“

number becomes the desired numeric value. The use of the character

.
4

variable DM distinguishes this subroutine from the previous one. DM

a

“

gathers the six bits that make up the transmitted codeword. By

comparing DM with each transition element of CCM, the Hamming distance

AN Y alk R

for those transitions are calculated.

Once the HMD(-,-) array is filled, the subroutine proceeds to

(e bt r

determine the transition to each state at thc next trellis depth. This
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means that for each state there are eight possible transitions. This
subroutine selects the transition which gives the smallest cumulative é
Hamming distance. Each transition then identifies the input that would
make it happen in the coding scheme discussed in Chapter II. In the
case of this subroutine, CSV saves this input and is translated into a
binary character string, which is concatenated with the previous input
binary character strings. Ultimately, the final bit string is in the

substring, B(0) (6:105), which is passed to the main program. The extra

character array, BP(-), saves the previously assembled bit strings for
each decoding state. This allows the formation of the actual array
B{.) without altering any values needed in completing the other seven

bit strings.

Validation of the Simulation Program

Before using this simulation program with the four types of jamming,
the program must be validated as a legitimate representation of an AWGN
digital channel. Three separate program runs were made to check this
simulation model. Data for the probability of symbol errors, probability
of bit errors, and the bit error rate were collected and compared with
the expected data from Chapter IV and Figures 14 and 18.

To find the probability of symbol error, the simulation program was
modified to count the number of times the parameter INDEX was not equal
to zero. By varying the noise parameter, and thus the signal-to-noise

ratio, the symbol errors werc counted. Figure 27 shows the expected curve

of values for the probability of symbol errors (29:259) and the plotted
simulation points (X) for various signal-to-noise ratios. There is close
agreement between the expected value and the empirical data.

In finding the probability of bit error, the simulation program was
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modified this time to count the non-zero bits placed in the CH array
by the demodulator. By varying the signal-to-noise ratio the bit
errors were counted. The same figure, Figure 27, shows the close
agreement between the expected and the empirical data (+).

To check the bit error rates of this channel mode, data was collected
from simulation runs varying the signal-to-noise ratio for each encoder.
The entire program was used for this check; that is to say, the
simulation was from the encoder's input to the decoder's output, assuming
AWGN as the only interference. The bit error rate for each simulation
was the ratio of the number of ones in the element B(0) to the total
number in the sample size. The sample sizes were only 1000 bits because
of limited computer resources. Figure 28 shows the comparison for each
encoder between the simulation results and the bounds for the bit error
rates found in Figure 18 of Chapter IV. In Figure 18 these bounds are
over a wider range of bit error rates. Figure 28 illustrates that as
the bit error rate decreases, the performance of the dual-three encoder
is better than the performance of the CCl encoder.

By showing that this simulation program models and AWGN channel in
probability of errors and bit error rates, the model is now ready to be

tested using the jamming techniques outlined in Chapter III.

Effects of the Jamming

Three of the four jamming types discussed in Chapter III were applied
to this simulation program. They are the broadband jamming, switched
broadband jamming and the continuous wave.

For broadband jamming problem, the AWGN was assumed to be part of
the jamming power paramecter, JO. Difficulties arose with the uncorrelated-

ness of the same random number generator operating in parallel with itself
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Lo generate nm and jm. Since both the AWGN n{t) and the jamming signal

J(t) are Gaussian random processes in the channel, their sum is also a

Gaussian random variable. By letting Jv contain NO, a constant for
these simulations, the signal-to-noisc ratio varies with Jo.  For this
case the bit error rate data collected tor channel validation were
duplicated.

For the switched broadband jamming case, the same results
occurred as did with the broadband jamming case. Only now, JO had to
be four times as great to produce the same magnitude of change as it
produced in the broadband case.

The CW jamming results is Iimited to testing three frequencies:
900, 1800, and 4800 Hertz. Two frequencies, 1800 and 4300, are from
the transmission signal set. The AWGN paramecter NO was 0.10 for this
test. Bit error rates were thc only performance measure of the CW
jamming. Recalling Figure 15, as JO increases, the mean of the incorrect
coefficient increcases. Once JO 1s greater than 4ES/T, the bit error
rate reflected that the demodulator output of this signal would dominate
the bit pattern. For instance, using the CCl encoder and wj equal to
1800 Hz, the expected output would be a "011" most of the time, when
JO > 4ES/T. Decoding a string of "011'"'s gives a string of "100"'s at
the decoder’s output. As JO increased, the demodulation and decoding
of 1800bps would dominate the nutput and the bit error rate would tend
towards .333. However, if the same type of reasoning is used for 43800bps,
the the bit error rate would tend toward 1. Therefore, the bit error
rates are dependent upon the frequency of the jamming signal. This
dependence is illustrated in Figure 28. The data for each jamming

frequency (i.e., 1800 and 4300bps) are plotted versus the expected
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1
mean of the incorrect coefficient, uj = %(JOT)j. As u_ increases the
J
bit error rate increases as expected., The reason the two frequencies
plot different curves is that the demodulator and decoder translate

each one into a different bit string.
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V1. CONCLUSIONS AND RECOMMENDATIONS

Discussion

The problem stated in Chapter I identified the need to determine
the effects that ECM has on error correcting .cdes optimized for a
non-ECM environment. The narrowing of the problem to two convolutional
encoders and four jamming models, aided in building a specific AWGN
channel with specific components. However, the generality of the problem
statement was not lost. Now that the channel is characterized, any
encoder-decoder operation or jamming technique can be added to this model.
The two encoders differed greatly from simplicity to complexity with
even their coding constraint lengths differing: i.e., 2 and 6. The
four jamming techniques were obtained from the literature search and
from discussions with others. Four jammers appeared to be a moderat:
number to use. The majority of work for this thesis centered about
two aspects: 1) the research and understanding of convolutional coding
techniques, Viterbi decoding algorithm, and the development of the
- probability of error terms; 2} the ‘mplementarion of the simulation

program on a limited computer =yvatem.

t

S‘ Conclusions

\ ORI AN

\ In the channel performance analysis (Chapter IV) the basic conclusions

¥ o : : A ‘

' are based upon the probability of bit error versus signal-to-noise ratio

'k. and upon the bit error rates for each of the encoder-decoder operations. 1In
bl

s . . . . N

Ly the no jamning case, 1t appears that the code with the larger constraint

length is the better perrorming code. In this casc since both encoders
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have a rate of Y, the dual-three encoder performs better than the CCl

‘ ' encoder (see Figure 18). With an additional noise source present, as

‘ indicated in Figure 9, the effects on the coding operation varies.

, For broadband and switched broadband jamming, J(t) is a Gaussian random
process similar to the AWGN of the channel. In this case, both encoders
were affected similarly and the dual-three still performed better. As

: with the two previous jammers, the continuous wave and the multitone
jammers affected the channel model similarly. Depending upon where
the jamming frequency lies in the transmission bandwidth, the effects
A on the coding performance vary. A single CW tone disrupts the decision
process of the demodulator, which in turn then passes an incorrect
message codeword to the decoder. Since the dual-three codeword is
longer than the CCl codeword, the decoding process of the dual-three
codewords is the more susceptible output to bit errors than the CCl
decoding process.

The simulation program (Appendix C) models the AWGN channel. By
means of input data, either encoder-decoder operation can be selected,
as well as one of the four jamming subroutines. This program was
validated by checking the probability of bit and symbol errors and the

coding bit error rate against known data. Chapter V discusses the

validation process. Simulation of broadband and switched broadband data
resulted in the same data as for the channel validation where the AWGN
parameter was varied to determine the system response. Figures 14 and
18 apply to these jamming techniques. The CW jamming results remain
inconclusive at this point because of the low sample size coullected.

Appearances indicate that the bit error rate is affected in the higher

I o
Lhe S M -

)

frequency ranges of the bandwidth as J0 becomes greater than 4ES/T.

A
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This is expected since the message when decoded correctly would have
no 1's. Thus, the signals representing those messages with 1's are
higher in the transmission bandwidth. Multitone jamming would enhance
this last point by giving the demodulator a choice in selecting the

wrong message signal representation.

Recommendations and Further Study

Since computer processing time became a premium these past few
months, the full characterization of the transmission bandwidth in a
CW jamming environment was not possible. Therefore, the first step
beyond this thesis would be to check the results of CW jamming when
various tones from the bandwidth are used for the CW signal. As JO
increases the bit error rate should stabilize at a particular value
representative of the decoding of the jamming signal.

In the spirit of generality, as was the problem statement before

the problem was narrowed, other encoders with different rates and

constraint lengths and other jamming environments can be made to fit
in this simulation model and analyzed with respect to one another.

Provided better computing facilities are available, the further
use of this simulation program should include the following changes.
The actual probability of symbol and bit errors and the bit error rates
should be calculated per input data block. This will save manually
counting the 1's and 0's. Also, the number of samples should be increased.
With 1000 saemples, the best bit error rate is 1073, Sample sizes should

be around 10 6 to be able to compare with data in the current literature.
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! APPENDIX A: DERIVATION OF ERROR PROBABILITIES
1
v This Appendix provides the background equation manipulations and
!
derivations to support the equations in Chapter III, Jamming Models and 4
: Performance Analysis. For each jamming type discussed the following /
information is basic:
Input Probabilities:
P(b=1) = P(b=0) = %
P(S, (1) = ¢
i © 8, i=1, 2, 8
Transmission Signal Set:
5.(t) = YZE/T Sin(i2nt/T), |
!
{
te[0,T] and i=1,2, ...8 :
- Modulator Orthonormal Signal Set:
2 3% ... .
@i(t) = ( T-) Sin(i2n/T), i=1, ... 8
[~ AWGN Probability Distribution Function:
I 2
i £ (x) = —L— exp(- 1)
. v N N
L o [0}
'1 Jamming process, independent of the AWGN and the transmission
4
%' signals, is J(t); see Figure 9 in Chapter III.
B
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Received Signal:

r(t) = Si(t) + n(t) + J(t), te[0,T]

Orthogonal Coefficient of the Received Signal:

T

r =f0 r(t) ¢ ,,(t) dt, m=0,1, ... 7

T T T
=[0 s,(1) 8 ()dt + [o n(t) ¢ (t)dt +f0J(t) o, (t)dt

T
= Epi,mﬂ +n+ fOJ(t) ¢m+1(t)dt

Broadband Jamming

. T L.
Let j =./.J(t) ¢m+1(t)dt. Then, jp's Gaussian Probability
0

Distribution Function is:

f. x) =

2

X
exp(- =) = N(0,%J )
In J Jo °

Therefore,

r =/E o, n_+j

+
m i,m+1 m m

To find the mean of T the expected value of T is found:
E{rm} = VE CH

,m+1

The variance of T is:

Var{rm} = E{rmz} - Ez{rm}




Therefore,
|
. ' rm2 = I‘:pi,m+12 * nm2 * J'mz + /E pi,m+1(nm+jm)
j ! nm(ﬁrpi,mi-l * jm) * jm(/-E_pi,ml * nm)
! Elry} = Ep; |12+ E{n 2} + E{j %)

Ep + igNo + %Jo

i,m+12

Var{rm}= %(No + Jo)

The probability distribution function of T given a particular hypothesis

is true follows:

N(WE,5(N_ +J)) m=k
£, [H () = ° °
m' 'k N(C O, %(No + Jo)) mEk

When Sk+1(t) is transmitted we have:

I, /F+nk+jk

r, =n, +j. ifk

i i i

Thus the probability of the correct T being selected as the largest is

- P(ClHk,rk) = P(r <1y, T <, ... To<Ty)
= 7
= [P(rm<rk)] mik
.
.‘F The last equality stems from the fact that all (nk + jk)'s are statistically

independent and identically distributed. Multiplying by f (x) and

T, lHk
integrating gives:
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where

let

therefore,

- [ "k ’
P(CIH) = [mfrklﬂk(rk-/t‘) [[_mfrmlHk(rm)drm} dr,

Ty 1 'rmz
P(r <r,) = .[ exp( ) dr m#k
m -k ~o V(N + J )7 No * 9o m
o o
T
as= da = N o3 dr
ZICER o o
T
k 2
X = ¥—-— dx = dr
R N_+J_ Tk
»5(No + Jo) o) o
X
P(r <r ) = f —— exp(~ %a?) da = 1-Q(x)
m k O

PClhy) = [mfrlek(rk-fE_) [1-Q0)]7 dr,

f: e | S ] [raw)] e

From the symmetry of the model:

Finally,

7
P(C) = I P(H) P(C]Hk) = P(C]Hk)
i=0
94
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: 1 * 2E 2 1 7
P(C) = — exp [-%(x- ) ][ exn(- %az)da] dx
! ' A el =T,
P(e) =1 - P(C)

} Switched Broadband Jamming

The jamming process, J(t), is the same as in the broadband case,
except there is now a switching function, z(t), that turns this jammer
on and off. The following information characterizes z(t) with an average

duty cycle of d:

P(z(t) = 1) =d
P(z(t) = 0) = 1-d
E{z(t)} =d
E{z%(t)} = d

Var {z(t)} = d(1-d)

J(t) and z(t) are independent; therefore,

T
r. = /Tfpi,m+l +no+ foz(t) J(t) ¢m+l(t) dt

":;. Let
[
k. T
£ ip = foz(t) I e (1) dt
£

i

T
E(j_} = E{ foz(t) J(t) o (v) dt}

-

i

/I E{z(t)} E{J(t)} ¢, ,(t) dt
0

RENT Y
1]
(=]
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T T
E{foz(u)J(u) d>m+1(u)dufoz(v)J(v) ¢k+l(v)dv}

¢ E{jka}

T
f fIE{Z(U)Z(V) JE(T(u)I(v)} <I>m+1(u) nI>k+1(v) dudv
070

T .T
%Jofofoé(u-v)E{z(u)z(v)} o1 &, (V) dudv ,

T
', fos{z(u)zcu)} By (W) &, (W) du
Since z(t) = 1 over [0,dT] and 0 elsewhere,

dT
E(ipin} = %9 d fo o, (W &, W du

Let m=k which means
- - - . 2
E(j 3} = E(j_?}

dT
j 2} %J d ¢, (t) dt
0

dr
= d fo T Sin? ((m+1)4nt/T) de

1 )
= %Jod [d - m Sln((m+1)4ﬂ'd)]

r,
4
if Now let mgk,
§ |
}_ﬁ dr ;
4 EGpdi) = ,d [ 3,(0) o, (0) at ;
¥ 0 ;
LI dT
a 2 -
g‘( =) d T Sin((m+1)4mt/T)Sin((k+1)4nt/T)dt

: 0

e

4

ESNY,
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1

1 :
= ;iJod l_ ET-\'(_m-_ﬁ Sln(27r(m-k)d)- m

lLet Ki(m,k) be the covariance function for jm.

.

5 d [ d - T%mm‘ Sin((m+1)47d) ]

. 1 .
{ liJod l m Sln(Z'ﬂ(m-k)d)

1

© TRy Sin(2m(m+k+2)d)]

L

Since J(t) is a randon Gaussian process, then z(t)J(t) is a random
Gaussian process. The probability distribution function of T given Hk

then becomes the following:

N(/E, BN+ K (m,k)) =k

£ (x) =
Tl Hy NC 0, N+ K (0,K)) m#k

Let g2‘=%mo + Kj(m,k). As with the broadband jamming, the P(C) is

calculated for the switched broadband jamming similarly,

P(CIHk,rm) = P(ro<rk,r1<rk, . r7<rk)
7
- Plr<r)] mék
At 7
P(C|H,) = _[ f (x) [P(r_<r,)] dx
[y o T [Py m ok
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From the model symmetry and the broadband jamming calculations:

P(C) = P(ClHk)

1 2 2 1 X _1532 7
s [ep [-ux - VIR ] [z e da]
Y 271 (] vZ2m -
where
I‘m rk
a=—, X = — , gz :%No+ Kj(m,k)
/g7 /g?

P(e} = 1-P(C)

Continuous Wave Jamming

Continuous wave (CW) jamming is a narrowband process where J(t)

represents the jamming signal:

J(t) = /%Jo Sin(wjt + 8)

wj is the jamming frequency and 6 is the phase angle. The received

signal coefficierc equals:

o]
L]

T
m qupi,m+1 * nm +-/; J(t) ¢m+1(t) dt

T
. 2 .
/Tfpi,m+1 £ +.[0 J!gJO Sln(wjt +8) V/g:51n(wmt) dt

where wo is the message frequency equal to (m+1)2n/T.

Let w. # w_, then:
j m

T
i =[0 J(t) ¢ (1) dt




T
=f /T JT Sin(w.t + 8) Sin (w_t) dt
o ©° J m

2w
= I JT [ ——— 11 %Cos6 Sin(w.T) + %Sing (Cos(w,T) - 1)]
wj? - w2 J J

m

For w. = w_,
] m

T
f /I 7T Sin (w.t + 8) Sin(w.t) dt
0 o j j

.
]

/JO/T %CosO T = /JOT }Cos8

The phase angle is uniformly distributed over [-w,7]. For this paper,
since throughout the problem coherent detection has been assumed, the

phase is 0, its mean value. Therefore,

1 -
. 1* vI, T w5 =ty
Im =
8=0 Zwm
. T .
3 /JO;T [ (-D—J—z_—wm'z' ] Sln(wj ) wa(Dm

The probability distribution function for Th given Hk is:

where jm depends upon whether wj equals w, OT not. The probability of

correctness and error follows from the model symmetry and the previous

Prvad? ke oty

? calculations:
P(C) = P(C[Hk)
"‘ Tk 7
.:;‘:" = fw 1 exp {- (rk : (/§+ jm))j[J No '1— exp(- Liaz) da drk
< Lo N, P~ =
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- E + X 2 7
= —— exp | -%(x- My 2 1 e g, dx
- Y21 /gNo - /27
where
T
‘oK
N
and

P(e) =1 ~ P(C)

Multitone Jamming

Since r(t) is the received signal, in this jamming case it takes

on the following components:
r(t) =5 ,;(t) + n(t) + v(t)

where v(t) is the composite multitone jamming signal.

v(t) =
i

L w34

X /Ejs Sin(mjit + B)/N

ugi is the ith jamming tone, § is the random phase which is assumed to be 0.

Let:

T
=f v(t) <I>m+1(t) dt
0

T N
=f0 ) %&50 Sin(mjit) /‘%—-Sin((m-l»l)Z‘n't/T) dt

i=1

N
AL /T'/I Sin(wjit) Sin((m+1)2nt/T) dt
= 0

|
Z|—

i=1  ©
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The argument of the summation is the same expression as in the CW

jamming expression with a single tone. Let

<
1}

mi

T
ANAS fo Sin('wjit) Sin((m+1)2mt/T) dt

td
L}
4

mi

[ e -4
<

i
The probability distribution function for L, given Hk is true is:

(x) = NOVE Ok ome1 * i %No)

. f
rmIHk 1 m

where jm is the composite average of the N jamming tones. This distribution

has the same form as the single tone distribution in the CW jamming.

Probability of Bit Error, P!(e)
For comparison purposes, it is necessary to normalize the probability

of symbol error, P(e), to its 'per-information-bit' errvor, Pb(e), (17:711).

N &~

Pb(e) = = P(e)

This relation holds strictly for orthogonal signals. The Pb(C) follows:

4
P(C) =1 - = P(e)

P(C) + % P(e)
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) APPENDIX B: BIT ERROR PROBABILITY BOUNDS

This Appendix determines upper bounds on the bit error probability
for each of the encoder-decoder pairs. For the CCl coding the discussion
is straight forward and follows Viterbi's discussion (28:239). However,
for the dual-three coder, a much more complicated derivation is necessary.
With approximations and published data, an upper bound on the bit error

probability is obtained

CC1 Encoder-Decoder

This encoder is characterized in Figure 2. Its constraint length,
K, is 3, and its rate is %. With no loss of generality and as an aid
in simplicity, the input source bits to the encoder are all zeroes. A
bit error now represents a '"1' at the decoder output. Figure B-1
illustrates the trellis diagram for the CCl coder showing the Hamming
distances for each path when compared with the all-zeroes path. The

decoding process creates an error event when it selects a branch that

i diverges from the correct path, i.e., the all-zeroes path, at node n-m
¢ and remerges with the correct path at some later node n, where m is an
g integer with some minimum value greater than 1 and some maximum value

3 ¢ of n. This minimum is based upon the characteristics of the trellis.
H
From Figure B-1 at node n a remergence of an error event, from state b,
with the all-zeroes path has a path three branches long with Hamming

distance 5 (i.e., state a at node n-3, ¢ at n-2, b at n-1, and a at

- node n); also at node n there are two error events four and five branches
S




a (00)
b (01)

¢ (10)

d (11)

NODES

n-5

1

~

1

~

Mo o o e m— em et > o e o Y o mm e e w mem mmem v e e e
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FIGURE B-1: CCI TRELLIS DIAGRAM
showing path Hamming distances in relation
to the all-zeroes path.
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FIGURE B-2: MODIFIED CCl STATE DIAGRAM
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long each with a Hamming distance 6 (i.e., a-c-b-c-b-a and a-c-d-b-a).

' For a larger n, more error events terminating at n become possible; the
number of error events is then limited by the number of ncdes.
Enumerating all these error events would be difficult and time consuming,
unless there was a way to genérate a closed-form expression to this
seemingly limitless progression of error events as n increases. Viterbi
modified the state diagram in Figure 2c by making two separate a states,
i.e., a receiving state and an initiating state. Figure B-2 is this
modified state diagram for CCl. Let D designate some abstract term
whose exponent corresponds to the Hamming distances of the trellis
diagram in Figure B-1. From this diagram, it is possible to develop
a closed form of some generating function T(D) which will identify the
different error events by Hamming distances. To find T(D), the following

set of equations describe Figure B-2:

vb = D% + Vc

V. =DV +DV,
Vg =DV +DVy
T(D) = [)2vc

Where Vi’ for all i = b, c, and d, is an intermediate variable for the
partial paths, or error events. The output of the initiating state a
is unity. Therefore, the closed form of the generating function becomes

DS + 2D% + aD7 + ... + 2KpK*S .

T(D)

1
1-2D

= D% ( )

This expression says that there is one path with distance 5, two paths
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{ with distance 6, etc. This result agrees with the initial observation

of error events terminating at node n.

Now that the events can be characterized, it is important to identify
how many bit errors are generated by each error event. In a similar
manner, the term I accomplishés this in Figure B-3. This Figure is the
same as Figure B-2 except along each dotted line an I term is added.

As the decoder simulates the actions of the encoder and follows one of
these paths, it will output a "1". This is a bit error for the all-zeroes
input to the encoder. Therefore, as the error event traverses Figure B-3,
the accumulation of I factors will indicate the number of bit errors.
Likewise the generating function takes on 