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FOREWORD

The Human Factors Technical Area of the Army Research Institute is con-
cerned with aiding users/operators to cope with the ever-increasing complexity
of the man-machine systems being designed to acquire, transmit, process, dis-
seminate, and utilize tactical information on the battlefield. The research
is focused on the interface problems and interactions within command and con-
trol centers and is concerned with such areas as tactical symbology, user
oriented systems, information management, staff operations and procedures,
systems integration and utilization as well as issues of system development.

An area of special concern is the development of procedures for effective
system control and utilization. The inevitable need for engineering tradeoffs
during system design often results in systems which are unmanageable or which
at best achieve only a small portion of their potential. Explicit attention
to the procedures to be followed by the user can compensate for some of these
problems, particularly if accomplished early enough in the development cycle.
The present publication is one of several from a project with an initial focus
on the Tactical Operations Systems (TOS) and an initial goal of the development
of procedures for managing the flow of information in TOS. The present report
reflects the redirection of the TOS development program, and provides guide-
lines for managing information flow in automated battlefield systems in gen-
eral. These guidelines and accompanying analyses establish the basis for
definition and implementation of management procedures in a variety of infor-
mation processing systems.

Regsearch in the area of information management is conducted as an in-house
effort augmented through contracts with organizations selected for their unique
capabilities and facilities for research in this area. The present study was
conducted by personnel from Vector Research Inc. under contract DAHC19-78-C-0027
and directed by Dr. Stanley M. Halpin and Mr. Robert S. Andrews. This effort
is responsive to requirements of Army Project 2Q163739A793 and to the Combined
Arms Combat Development Activity, Fort Leavenworth, Kans., and Communications
R&D Command (CORADOCOM), Fort Monmouth, N.J. Special requirements are con-
tained in Human Resources Need 80-305, Information Management Within the Tacti-
cal Operations System.

y“ﬁlk@
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GUIDELINES FOR MANAGING THE FLOW OF INFORMATION IN AN AUTOMATED BATTLEFIELD

COMMAND AND CONTROL SYSTEM

Requirement:

This part of a project to develop information management concepts and
procedures for automated battlefield command and control systems (ABCCS) was
intended to describe how design parameters of contemporary ABCCS can affect
other system management tasks, and to provide (a) procedures for managing
ABCCS and (b) methods and monitoring statistics needed to manage field
operations.

Procedure:

A congestion analysis of TOS (a specific command and control system) and
its supporting communications parameters indicated specific upper limits on
the utilization of any component (80% of full capacity). The analysis iden-
tified the most severe specific management and communications problems to be
expected in field operations. With data from the TOS example, management
guidelines were developed for controlling the demand on components and prevent-
ing or remedying an overload.

Results:

Management procedures effective in controlling excessive demands on com-
puter, communications, and user are (1) control of the number of incoming mes-
sage retrieval requests, (2) use of operating levels, (3) purging of useless
data, (4) removal of users from distribution lists, and (5) hierarchical review.

The system controller can detect a potential overload and avoid a system
crash by considering the interaction of (1) the responsiveness required of the
system, (2) the methods of measuring the utilization responsiveness threshold,
and (3) the procedures available to correct the problem.

Utilization:
These guidelines and accompanying analyses establish the basis for defin-

ing and implementing management procedures in a variety of information process-
ing systems.




PREFACE

This document is one of eight reports which describe the work performed
by Vector Research, Incorporated (VRI) and its subcontractor, Perceptronics,
Incorporated, for the U.S. Army Research Institute for the Behavioral and So-
cial Sciences (ARI) under the second phase of contract number DAHCl19-78-C-(027.
The work described was performed over 12 months of an anticipated 36-month
three-phased project. The overall objective of the project has been to pro-
duce procedural guidelines to be used by divisions in the field in developing
standard operating procedures for information management in the Tactical Opera-
tions System (TOS). As a consequence of the redirection of the TOS develop-
ment effort in November 1979, the objective of this work was reinterpreted to
include automated battlefield command control systems (ABCCS) in general, us-
ing TOS for an explicit example of the design, human factors, and management
control considerations which must be addressed.

The VRI study team for phase II was comprised of Dr. Robert W. Blum
(Project Leader), Ms. Cathleen A. Callahan, Dr. W. Peter Cherry, Mr. Mark G.
Graulich, Mr. Donald Kleist, Mr. Mark Meerschaert, Mr. Gregory Touma, and
Mr. Gary Witus. The Perceptronics team for phase II consisted of Dr.
Michael G. Samet and Dr. Ralph E. Geiselman.

The authors wish to acknowledge the helpful contributions of Dr. Stanley
M. Halpin and Mr. Robert Andrews, who were charged with monitoring the study
for ARI; and LTC L. Walker, MAJ A. Edmonds, and Mr. M. Carrio, who performed
a similar function for that portion of the study effort which was jointly spon-
sored with ARI by the U.S. Army Communications Research and Development Com-
mand (CORADCOM) .

The eight reports are as follows:
Blum et al., Information Management for an Automated Battlefield Command

and Control System: Executive Summary, ARI Research Report 1249 --
presents an overview of the project and the other seven reports.

Callahan et al., Guidelines for Managing the Flow of Information in an
Automated Battlefield Command and Control System, ARI Research Re-
port 1248 -- describes considerations in and procedures for the
management of contemporary ABCC systems.

Geiselman and Samet, Guideline Development for Summarization of Tactical
Data, ARI Technical Report 458 -- an analysis of procedures for the
extraction, summarization, and presentation of critical information.

Witus et al., Analysis of Information Flow in the Tactical Operations
System (TOS), ARI Research Note 80-12 -- describes the purpose,
approach, and results of a TOS analysis which focused on TOS when
integrated with a planned communications support system.

Witus et al., Description of the Tactical Operations System Information
Flow Model, ARI Research Note 80-13 -- describes the representation

of TOS used to develop the analysis package and the mathematics of
the model.,

ix




Witus et al., User's Manual for the Tactical Operations System Analysis

Package, ARI Research Note 80-14 -- explains the use and operation
of the analysis package.

Witus et al., Programmer's Manual for the Tactical Operations System
Analysis Package, ARI Research Note 80-15 -- describes the pro-

gramming details of the package to facilitate modifications or
transfer between host systems.

Cherry, WP, All Source Analysis System:

Design Issues, ARI Working
Paper HFB0~-XX -- a discussion of design issues associated with the
emerging ASAS concept.
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GUIDELINES FOR MANAGING THE FLOW OF INFORMATION IN AN AUTOMATED
BATTLEFIELD COMMAND AND CONTROL SYSTEM

1.0 OVERVIEW

This report of the project described in the preface is concerned with:
(1) revision and expansion of the provisional SOP guidelines and (2) evalua-
tion methodology and criteria. The methodology for evaluating the guidelines
was planned originally (1978) to use hardware and software prototypes in a
field test environment. When it became apparent that such prototypes would
not be available as expected, a generic automated battlefield command and
control system (ABCCS) was described in the form of a mathematical model. 1In
order to use that model to study the Tactical Operations System (TOS), its
parameters were quantified from the developing system design and assumed to
be representative of TOS as it might have been fielded. The evaluation cri-
teria were developed jointly with the TOS communications network model. As
a consequence of that research, the revised and expanded SOP guidelines were
directed toward managing and controlling the demands imposed on each of the
system components so as to avoid overloading any of them or, if one does
become overburdened, to reduce the demand to a tolerable operation condition.
The principal function of this overview chapter is to summarize the reasoning
which led to the guidelines assuming that orientation.

Automated battlefield command and control systems (ABCCS) of various
types are being developed by the army for fielding in the 1980s. Other than
TOS, whose development was arrested by congressional action in November 1979,
some prominent examples of contemporary ABCCS in varying stages of development
are TACFIRE I, ASAS, and ECSz. When imagining such a system, one might tend
to focus solely on its hardware and software, but such a view would be unfor-
tunately myopic. The degree to which the operational potential of any ABCC
system is achieved depends to a large extent on the degree to which a number
of extended system elements are recognized (by both the development and re-
quirements communities) to affect the system's operation and are treated
accordingly. These system elements are:

e users (operators, subscribers, and managers/controllers);

® hardware and software;

e supporting communications; and

® tactical and physical environments.
Exhibit 1-1 illustrates these elements of an extended ABCC system in which
the communications, hardware and software, and users are jointly embedded in

the tactical environment which, in turn, is embedded in the ambient physical
environment.




EXHIBIT 1-1:

ELEMENTS OF AN EXTENDED ABCC SYSTEM
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ABCC systems are characteristically automated, but not automatic. They
interact with humans (operators, system subscribers, and system managers or
controllers). Through those interactions, ABCCS pass information to these
system users and receive information and instructions from them. An inter-
face exists between the system and the system users. Part of that interface
may be deliberately designed during the development process, but some part of
it can usually, if not always, be expected to be an implicit consequence of
other design considerations and the operational environments.

An inevitable fact of life in any information system is that any of the
system components are subject to overload and subsequent impaired performance.
The overloads may occur for a number of reasons:

® a user/subscriber is overburdening some portion of the system;

® the tactical environment is degrading the system's capability to
perform;

e the physical environment is degrading the system's capability to
perform; or

e the system is overburdening some user-operator or user-subscriber.

Each of the above situations requires some form of management control and is
occasioned by the capacity of some component of the extended system being less
than sufficient to accommodate the demand being placed upon it. Since capacity
is a system characteristic resulting from its design and temporarily fixed by
its operating environment, it cannot be changed at will. Therefore, the burden
on the component (an ABCC hardware component, supporting communications compo-
nent, or user--either operator or subscriber) being overloaded must be altered
to bring demand into line with capacity so as to reduce the congestion at the
problem component.

Setting aside for the moment the manager's problem of identifying the
congested component needing relief and assuming that the identification has
been made, the manager must be judicious in selecting the means to relieve the
overload; any control procedure will inevitably alter the quantity of informa-
tion being handled by the congested component and, therefore, the quantity of
information available to the ABCCS users. The means for reducing an overload
should be carefully selected to ensure that the quality of information which
results is not unnecessarily degraded as the quantity of information is re-
duced. 1In fact, various techniques have been developed in the field of in-
formation science which can actually increase the quality of a corpus of
information by reducing its irrelevancies and other inherent obstacles to
its easy assimilation by a user.

For managing any type of ABCC system, alternative procedures can be de-
vised for controlling the quantity of information handled by a given system
component. Each alternative will have more or less effect in reducing infor-
mation flow because each alternative is fundamentally oriented toward alter-
ing the flow of information due to a unique cause. Some examples of such
causal agents in TOS would be excessive message input or output traffic at
a terminal (analogous to a Wall Street ticker tape running well behind the




floor transactions), numerous standing requests for information newly entering
the data base, very busy communications links, and undesirably rapid growth

in the size of the data base. Even though a particular procedure might have
the greatest capability for directly reducing the quantity flow of information
through an overloaded component, good professional judgment might suggest that
a less powerful indirect procedure or combination of procedures should be em-
ployed instead. Human judgment in situ is essential in choosing which alter-
natives are most desirable in a given situation for maintaining the quality of
both the information flow and the data base, therein making the tradeoffs be-
tween quantity and quality which are inherent to the management process. Be-
cause of the importance of quality to the overall worth of information, each
of the procedures for controlling information quantity in an ABCCS described
in this report is accompanied by a brief discussion of the general quality
considerations which may be attendant to a decision to employ that procedure.

Setting aside considerations on information quality, common sense tells
us that selecting a management control procedure for altering the flow of in-
formation through an overburdened system component requires that the respon-
sible manager be able to discern that a problem exists or, preferably, is
about to exist, where it exists, and why. If the existence of an overload
problem is not discernable until it becomes catastrophic or the manager re-
mains ignorant as to the location of the problem, it is likely that the system
cannot be controlled by management procedures. If the manager or controller
is kept unaware of the sources of the various demands which have accumulated
to the extent that they are causing a component to be unduly stressed, he will
be unable to choose, except by chance, the control procedure most appropriate
for dealing with that situation. Therefore, the status of the system, both
as a whole and for each of its components, must be monitored continually and
provided to the responsible manager. Proper provisions for monitoring the
status of ABCC system components, to include the network links of the support-
ing communications system, must be included in the ABCCS hardware and soft-
ware designs. That monitoring capability is the interface between the ABCCS
proper and the system manager. If it is not an explicit part of the design,
but is left to field expedients, the most clever of those ad hoc methods may
still be inadequate for tracking the status of the system. The extent to
which the management interface should be incorporated into the system design
is governed by two major considerations, the first a function of the design
of the system upstream from the interface and the second a function of the
downstream problem:

® the magnitude of the system control tasks which are left for the
manager to perform; and

e the availability of status information in the detail necessary for
effective performance of those system control tasks.

1

The disciplined field of decision theory contains structured methods which
can be applied to the problem of gquiding a manager in making tradeoffs be- |
tween quantity and quality. Situations in which such management decisions !
are required are characteristically changing, and dealing with changing situa-

tions satisfactorily often entails making continual changes in the value. sys-
tems on which decisions are made for managing in those situations.
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It seems clear that these two considerations are likely to change together;
if the magnitude of the management task becomes large, so will the amount
of status information to be monitored, and vice-versa.

The purpose of the work being reported here is threefold. It is to
describe:

® how hardware and software design parameters of the kinds of ABCC
systems and supporting communications under contemporary considera-
tion by the Army can affect the magnitude of the remaining system
management tasks;

® procedures for managing the system burden; and

e typical monitoring statistics necessary to system management in
field operations.

In helping to fulfill the purpose described above, it is helpful to use
an example which has relevance to an actual ABCCS. TOS, as it might have been
described in November 1979, is used here as the example of a contemporary ABCC
system. Extensions from that particular example are assumed (for example, a
freeze in a component design in such a manner that a given problem becomes
more or less prominent) when useful in explaining particular management pro-
cedures and the circumstances for their possible use.

This document is organized into three chapters in addition to this over-
view. Chapter 2.0 summarizes an analysis of the example TOS and its support-
ing communications design parameters. That analysis revealed that the upper
limit on the utilization of any component is characteristically 80 percent of
its full capability, identifying that 80 percent utilization level as the
gcapacity of the component if it is to operate within acceptable levels of
responsiveness. The analysis determines that the most severe management prob-
lem that could be expected in field operations is overburden of FM communica-
tions nets, a problem which is serious even in the presence of fairly modest
bit error rates and exacerbated when retransmission stations are used. 1If the
FM communications problem were to be relieved, the next two component over-
burden problems in order of severity could be expected on the multichannel
communications links and at the message and data disk controllers of the main
frame computer. The software design was nct sufficiently mature by November
1979 to determine the memory space that would be available for maintaining
data files and the space which would be dedicated to buffering the front-end
processor (FEP) or the remote terminals. In consequence, the analysis Adid
not extend to these areas, even though management procedures can be postu-
lated for controlling the burdens at those components.

Chapter 3.0 describes the management control procedures which have bheen
identified and investigated for controlling the bhurden of demand on various
system components. It discusses the possible causes for employing each of
those procedures, individually or in sets, and the expected marginal effects
on the system. As indicated earlier, it also discusses some ¢f the implica-
tions which considerations of information quality might have or selection of
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a given control procedure. Wherever applicable to the procedure being dis-
cussed, the TOS example developed in chapter 2.0 is used as a case in point.
Otherwise, plausible extensions to that example are assumed as needed to help
explain a management procedure in the context of a specific causal agent.

Chapter 4.0 discusses the need for the system manager/controller to be
able to monitor continually the status of the system as a whole and of each
of its components in order to identify when and where a problem is develop-
ing or already exists which might need management attention. The chapter
also summarizes the example monitor statistics described in chapter 3.0 which
could be expected to be helpful in diagnosing the status of the system and
in determining an appropriate management action to resolve an operational
problem. The reasons why those statistics must be made available by design
at the management interface of the system with its users and must not be
left to field expedient methods have been covered in this overview discussion,
but also become evident in the discussion of the example monitoring statistics.
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2,0 INFORMATION FLOW CONGESTION

Initial analysis of TOS, the example ABCCS, identified the likely areas
of congestion in the information flow, and provided the basis for the design
of management procedures to detect and reduce congestion in TOS. The analysis
identified traffic flow in communications systems as the major contributor to
congestion. The FM nets were identified as the primary critical components.
The Division multichannel net and the disk controllers in TOS proper were
identified as secondary critical components. These components will operate
effectively provided that their utilizations do not exceed 80 percent. The
analysis results_supporting these conclusions are summarized in the remainder
of this chapter. The software design was not sufficiently mature by Novem-
ber 1979 to determine the memory space required or available for data files
and front-end processor (FEP) buffers. 1In consequence, the analysis did not
extend to these areas, even though management procedures can be postulated
for controlling the burdens at those components.

2.1 ANALYSIS PURPOSE AND APPROACH

The purpose of the analysis was to determine the operational requirements
of TOS and to evaluate the capability of the proposed system to meet the re-
quirements. The analysis approach was organized into a series of objectives.
Three objectives addressed traffic flow congestion in the example TOS; the
others addressed design issues. The results summarized in this chapter relate
to the first three objectives and pertain to the example TOS:

(1) identify the critical system components; i.e., the components most
likely to become choke points and cause degradation of the system;

(2) establish operating guidelines which would prevent choking at the
critical components; and

(3) evaluate the impacts of the field conditions on the performance of
the primary critical components.

The primary tool used in the analysis was a mathematical model of the
steady state network performance based on a representation of TOS as a queue-
ing network. The network components are the FM nets, multichannel net, tacti-
cal computer terminals (TCTs), tactical computer system (TCSs), and the disk
controllers, front-end processor and data base processor in the division com-
puting center (DCC). The model used a set of inputs describing: (1) network
configuration; (2) the engineering characteristics; (3) the operational pro-
cedures; (4) the user demand; and (5) the electromagnetic environment. The
model computed three outputs for each component: (1) utilization--the frac-
tion of time the component would be busy; (2) expected queue length--the
average number of messages waiting for service; and (3) expected delay for

2The analysis is documented in four other volumes of the report which are
identified as ARI Research Notes 80-12 through 80-15. Full titles are listed
in the preface.
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a message—--service time plus waiting time. The level of detail of the model

corresponded to the detail in the A-level and draft B-level system specifica-
tions. Where alternative procedures were under considerations, alternative

sub-models were prepared.

2.2 CRITICAL COMPONENTS

A five stage procedure was used to identify the critical components:
(1) define a baseline case;

(2) examine the sources of delay in the baseline case;

(3) examine component utilization in the baseline case;

(4) examine the ability of the system to meet the user's delay require-
ments in the baseline case; and

(5) consider impacts of further degradation from adverse field
conditions.

The baseliire case consisted of the network configuration as shown in exhibit
2-1, the user'’s projected peak hour traffic rates, no voice competition on the
nets, no " retransmission stations, and a realistic range of error rates for
transmiss.on be:ween two network nodes (0 to 10 bits in error per thousand
bits ‘ransitted).

The chart in exhibit 2-2 shows the breakdown of the expected total delay
in transmitting and processing a message sent from a battalion in contact to
the Divis«ion Computing Center. The FM net accounts for almost 98 percent of
the delay at zero erro rate, and the percentage is larger at higher error rates.
The delay at the FM net consists of the time a message spends waiting to get
on the net, and the transmission time. The transmission time includes over-
head to establish the link and time to transmit the body of the message. As
the error rate increases, the probability that a message must be retransmitted
due to errors increases, and hence the transmission time increases. As the
transmission time increases, the fraction of the time the net is busy increases,
and consequently the waiting time increases.

A second approach to identifying the critical components is to examine
the fraction of time that the various components are engaged. A chart showing
the maximum utilization of various types of network components is presented
in exhibit 2-3. No components other than the FM nets are busy more than 10
percent of the time, while at a five bits per thousand error rate the utiliza-
tion of the Cavalry Squadron FM net exceeds 80 percent.

3System Specifications for the Division Tactical Operations System (DTOS),
CO~-SS-3000-TO, April 1979, and Computer Program Item Specification Network
Communications Processing for Division Tactical Operations ‘System (DTOS),

CR-CS=-0002-B12, 25 May 1979.

ERpNpee

W

RANTPREN




TACFIRE

N

[P PR |

NATO

SN

TCT 4

s

EXHIBIT 2-1: NETWORK CONFIGURATION
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The user's requirements statement referenced in the system specifications y
provided a range of maximum tolerable delays taking into account variations in
message length, network configuration, and traffic intensity. As shown in ]
. exhibit 2-4, the average delays on some of the FM nets exceed the upper limit
of the tolerable range at lower error rates than would cause the average multi-
channel delay to exceed the even lower limits.

Based on the foregoing analysis, the FM nets were identified as the pri- i
mary critical components. Furthermore, the performance of the FM nets can be
severely degraded by adverse field conditions. For example, the FM nets are }
to be shared with voice transmission and hence are not 100 percent available
for data transmission. In addition, retransmission stations are used to ex-
tend the range of some FM nets. The use of retransmission stations requires
a longer overhead time to establish a link, and the multiple transmissions
produce a compounded error rate.

LTS

The multichannel net is, like the FM nets, susceptible to transmission
errors. Due to the higher transmission rate (32 kbps for multichannel vs.
1.2 kbps for FM) and shorter link-up overhead (0.1 seconds for multichannel ;
vs. 1.5 seconds for FM without retransmission stations), the multichannel i
3 net is able to operate effectively at error rates much higher than could be ,
tolerated on an FM channel. The multichannel net does not become seriously
congested until error rates in excess of 15 bits per thousand are reached.

- 5 g

The congestion level at the disk controllers depends in part upon the
system software. The software design was not sufficiently mature by November
1979 to permit definitive analysis of the congestion at the disk controllers.
The disk controllers are slow devices and unless the software was designed
to minimize the demand on the controllers, the utilizations could easily be
as high as the 8 percent shown in exhibit 2-3. This potential for overload
motdvated the identification of the disk controllers, along with the multi-
channel nets, as secondary critical components.

2.3 OPERATING GUIDELINES

The provisional TOS standing operating procedures4 provide for system

control via control of the rate of user access to the system. By this means
the System Controller can control the traffic rate on any net. The FM nets i
exhibit a characteristic response curve relating the expected delay to the
traffic rate on the net. An example of this response curve for the CAV SON
FM net is shown in exhibit 2-5. The response curves for the other FM nets
differ slightly as a consequence of the different mix of messages travelling
over each net. The curves do, however, have some important characteristics
in common. Expected delay responds slowly to changes in the traffic rate
when the net is operated below 80 percent utilization, the curves exhibit a 3
knee beyond 80 percent utilization. Traffic rate is, therefore, a nearly

linear control for expected delay as long as the net is operated below 80

percent utilization. Similar response curves define the relationship between

4See ARI Working Paper HF79-1.
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expected queue length and traffic rate. The operational capacity of the net
may be defined as the traffic rate which produces a utilizaton of 80 percent.
A sharp guideline for avoiding performance degradation due to congestion on

a communication net is to keep the demand within the operation capacity.

2.4 FIELD CONDITIONS

Various field conditions affect the performance of the FM nets. Fore-
most among these are the presence of transmission errors and the use of re-
transmission stations. Exhibit 2-6 shows the effects of the transmission bit
error rate on the capacity of the CAV SON FM net without retransmission sta-
tions. The net can support the projected peak hour load up to an error rate
of approximately 5 bits per thousand.

It is likely that a cavalry squadron on a covering force or flank security
operation will use several retransmission stations to communicate with its
division headquarters. Retransmission stations increase the link-up overhead
time and produce a compounded error rate. Equipment tests and theoretical
computations indicate that at the error rates under consideration, "n-1" re-
transmissions produce a cumulative error rate of approximately "n" times the
error rate for a single transmission. Exhibit 2-7 presents graphs of the
CAV SON FM net capacity with zero and three retransmission stations. The
x-~axis is the error rate for a single transmission. The retransmission sta-
tions severely degrade the net's capacity: with the retransmission stations
the net cannot support the required traffic at error rates above one bit per
thousand. Exhibit 2-8 presents graphs of the CAV SON FM net capacity when
the net is occupied by voice 0 and 25 percent of the time, and demonstrates
the reduction in operational capacity as a result of voice competition.

-

2.5 SUMMARY

It is clear : 'om this analysis of TOS that the information flow must be
carefully managed if such systems are to be kept operationally viable in the
field. Most of the attention of the System Controller will be directed to
controlling the traffic flow over the various links of the supporting communi-
cations system, and attempting to ensure that the quantity and quality of
information which flows to the various users as a result of that control
process continues to meet the tactical information needs of the division.

The following chapter provides a set of procedural recommendations which, if
implemented, will supply the necessary tools to allow such traffic control.

15
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3.0 PROCEDURES FOR MANAGING A TOS SYSTEM OVERLOAD

At the termination of its development, the Tactical Operations System
(TOS) was being designed as a computerized battlefield information system to
be used by the division commander and his staff in support of tactical de-
cisionmaking. The large volume of information available to such a system
through use of modern data collection technology poses the potential of hard-
ware and software overloads, particularly given necessary constraints in size
due to considerations such as need for mobility and low vulnerability. Coup-
ling this potential system constraint with the possibilit