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PREFACE

This document constitutes the Executive Summary of the IDA

Critical Technologies Project for FY 1980. The project is

reported in its entirety as follows:

Report R-258

The Critical Technologies Project (U),
Executive Summary

Summarizes the work of IDA, the Technical

Working Groups {(TWGs), and those who other-

wise participated in the IDA project.

Sketches the overall Department of Defense

(DoD) project of which the IDA project was

a major part.

Technical Working Group Reports

These constitute the complete report of the joint IDA/DoD/

Industry TWGs.

viewed by the TWG Chairmen.

Sections I and II of each were written and re-

mendations were produced and reviewed by each TWG as a whole.

Study S-521

Study S-522

Chemicals and Materials

Report of Technical Working Group 1 of the

Critical Technologies Project (U)

John E. Hove, Chairman

Transportation

Report of Technical Working Group 2 of the

Critical Technologies Project (U)

Volume I

Volume II: Intelligence Assessments of
Adversary Capability

Frederick R. Riddell, Chairman

iii

The substantive analyses and recom—
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Study S-523

Study S-524

Study S-525

Study S-526

Telecommunications

Report of Technical Working Group 3 of the

Critical Technologies Project (U)

Volume I

Volume II: Appendix-—-Adversary Capability

Thomas A. Prugh, Chairman

Emil F. Paroulek, Deputy Chairman

Avionics, Navigation, and Naval Equipment

Report of Technical Working Group 4 of the

Critical Technologies Project (U)

Volume I

Volume II: Appendix B--Assessment of Adver-
sary Capability for Inertial
Equipment

Lawrence R. Dausin, Chairman

Semiconductors and Electronic Components

Report of Technical Working Group 5 of the

Critical Technologies Project (U)

Volume I

Volume II: Intelligence Assessment

John K. Boidock, Chairman*

Electronic Instrumentation

Report of Technical Working Group 6 cf the

Critical Technologies Project (U)

Volume I

Volume II: Intelligence Assessment

Edwin N. Myers, Chairman

*On leave from the Department of Commerce under the Intergovern-

mental Personnel Act mobility program.
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Study S-527

Supporting Papers

Computers
Report of Technical Working Group 7 of the
Critical Technologies Project (U)

Volume I
Volume II: Adversary Capability

Thomas A. Prugh, Chairman

These papers report on related work performed in support

of the project but addressing somewhat different topics.

Note N-878

Paper P-1548

Paper P-1549

DTIC ; P

ELECTE

Software Technology Transfer and
Export Control

Seymour E. Goodman et al.

The Role of DoD in Export Control as
Defined by the Export Administration
Act of 1979

Forrest R. Frank

Directed Energy

Edwin N. Myers

e

Acresction Fep

e
SR _#‘
I SN M

U ]

Pomr
N8

1
AVl it roces

vilsor

4

ry v

LN = W

© e—




-

;
|
|
|
|

CONTENTS
Preface iii
EXECUTIVE SUMMARY I-1
Introduction I-1
Limitations I-2
Objective 1-2
Organization and Staffing I-3
TWG Activities I-6
Objectives, Terms, and Procedures I-11
Operation of the Technical Working Groups I-17
Results I-21
APPENDIX A--Membership - IDA Critical A-1
Technologies Project
APPENDIX B--Cross-Reference List - B-1
MCTL to 1DA TWG Reports
APPENDIX C--Cross-Reference List - c-1

CCL to MCTL and IDA TWG Reports

vii

LT TP T A W IO YRR R

~

~—— -




B

3

ﬁ_~<
N our—r:
PRI

=i

| g o

PEN) I ey e Y Gy e

EXECUTIVE SUMMARY

Introduction

The IDA Critical Technologies Project was undertaken by
request of the Deputy Under Secretary of Defense, International
Programs and Technology, in December 1979. The objective was
to develop a list of recommended entries for the initial
Militarily Critical Technologies List (MCTL), which the Export
AMministration Act (EAA) of 1979 required the Department of
Defense (DoD) to publish in the Federal Register by October 1,
1980. Organized and managed by IDA, this effort was to be
national in scope, making full use of the military, technical
and intelligence resources of the military Services, U.S. in-
dustry experts, and the intelligence community, as available.
Also, the effort was to make full use of information and
expertise developed during the preceding three years of effort
to develop the critical technologies approach to the export
control of dual-use technology. At the same time, because of
the rigid time constraints placed by law upon completion of
this initial effort, certain compromises in scope and approach

were recommended by IDA with concurrence by DoD to assure timely

completion. In parallei with this IDA effort, there were other
activities carried out by the Services or contractors to
address issues or technology areas outside the specific scope
of the IDA task. These efforts are not discussed in this

report.
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Limitations

The major compromises referred to above were:

1. 1IDA was given the flexibility by DoD to organize the
project into technology areas best suited to the needs for
effective management so long as uniform consideration was given
to the entire range of technologies studied. As detailed later
in this report, we chose to organize into seven technology areas,
defined so as to be directly relatable to the State Department
Technical Task Groups {(TTGs) and the earlier industry associa-
tions' Critical Technology Expert Groups {(CTEGs).

2. Three technology areas were excluded from the study
because IDA felt it could not deal properly with their special
expertise or information access requirements within the time
frame of this study. These were photographic equipment, mili-
tary eguipment, and atomic energy.

3. Consideration was limited to technologies which support
products on the Commodity Control List (CCL) for national secu-
rity reasons. This served to sharply focus the effort, assure
that the legal requirements of specificity could be met, and
assure maximum relevance of the recommended entries to the
basic issue underlying the EAA--the possibility of replacing
export controls on some portion of the products on the CCL
by corresponding controls on the underlying militarily critical
technologies.

These compromises are explicit in the formal task order

under which IDA agreed to undertake this project.

Objective

The basic objectives of the IDA Critical Technologies
Project was then, within the foregoing constraints, to develop
a list of recommended entries to the initial MCTL which the DoD
was required by law to publish by October 1, 1980. Full support
in the form of data and rationale was also to be provided

for each such recommended entry.
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As required by law, emphasis was to be given to:

(a) Arrays of desian and manufacturing know-how,

(b) Keystone manufacturing, inspection, and test

equipment, and

(c) Goods accompanied by sophisticated operations,

application, or maintenance know-how,

which are not possessed by countries to which exports are

controlled and which, if exported, would permit a signifi-

cant advance in a military system of any such country.
For this study, policy guidance from the DoD was to restrict
our consideration to Bloc countries, especially the USSR.

It was also a specific requirement of the EAA that the list
entries should be sufficiently specific to guide the determina-
tions of any official exercising export licensing responsibili-
ties.

Organization and Staffing

The overall organization of the DoD Critical Technologies
effort is indicated in Fig. I-1. As shown, the military Serv-
ices, intellicence community, and other agencies participated
in several ways, simultaneously, through the DoD Steering Group,
in the Mission Technology Task Force, and by direct participa-
tion in the IDA Critical Technologies Project. Overall policy
guidance and coordination were effectéd by the Director, Tech-
nology Trade, Dr. Oles Lomacky. This report deals only with
that portion of of the overall effort which was under IDA
management.

The organization of the IDA Critical Technologies Project
is indicated in Fig. I~2. Basically the effort consisted of a
small, full-time resident team which carried out all project
management and detailed technical direction. This team also
organized and directed the activities of the seven Technical

Working Groups (TWGs). 1Its members were carefully selected for
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their broad experience in the pertinent technology areas, with
emphasis on experience in technology transfer matters or in
the relationship between technology and systems‘performance.
Four of the TWG chairmen and deputy chairman were brought in
from outside IDA on a term or consulting basis.

Working with industry and the Services, each of the TWG
chairmen organized a team of experts from industry, the military
Services, the intelligence community and other agencies to pro-
vide the broadest possible range of in-depth expertise on leading
edge technologies, military use of advanced technologies and
knowledge concerning Bloc capabilities. FEach chairman was also
assisted by expert consultants, resident part-time at IDA.
Finally, a small amount of supporting effort was carried out by
local companies on a subcontract basis. Strong support was
provided by ODUSD (IP&T) in making these staffing arrangements.
In addition, a large number of individuals within 0SD, the
Services, Defense agencies, other Government departments, and
industry served in a liaison role to provide the fullest
possible interchange of information and reports on progress.

The study effort was critically reviewed by the IDA Advisory
Panel of senior outside experts at the beginning, middle and end
of the project. These were individuals with high level technical
management experience in government and/or industry, who had
long familiarity with the complex problems of military R&D,
technology transfer or assessment of adversary capabilities.
Finally, an organizationally independent internal IDA technical
reviewer was assigned to monitor quality and progress, reportina
to the President, IDA.

A listing, which we hope is complete, of all significant
technical participants is given in Appendix A. The total

number is in excess of 300.
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TWG Activities
Figure I-3 exhibits the schedule of activities for the task.

The activities of the various TWGs began in February, in time-
phased fashion, and continued through July. The typical program
of activities for each TWG consisted of a series of six working
group meetings at IDA lasting for three days each, spaced at
four-week intervals. At each meeting there was presentation

of work accomplished since the prior meeting, intensive discus-
sion of technical issues at hand, and determination and assign-
ment of work to be accomplished for presentation at the next
meeting. Members were expected to contribute about one-third

of their time between meetings to these activities and to make
full use of available support from their home organizations.
These responsibilties were taken quite seriously so that the
total amount of effort, by military Services and industry alike,
far exceeded that directly supported by the Project, about 10
man-years. Thus, the Critical Technologies Project was orga-
nized as an orderly process of utilizing uniformly the best
in-depth judgments of the U.S. community of military, intelli-
gence and technical experts to identify the candidate militarily

critical technologies.
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Table I-1 shows the resource material available to the TWGs
resulting from prior DoD and interagency activities relating to
export control or prior work on the development of the critical
technologies approach. The availability of this extensive
source material allowed the project to get under way expeditiously.
It was also very useful in identification of available exper-

ienced experts to participate in the study.

TABLE I-1. RESOURCE MATERIAL FOR TWGs

DEFEMSE SCIENCE BOARD REPORT OF 1976

PRIOR 0SD AND SERVICE TECHNOLOGY COMPLLATIONS
CTER REPORTS

TAC REPORTS

1979 TTG REPORTS

CocoM LT

COMMOBITY CONTROL LIST

NAVY TECHNOLOGY STUBY

AR FORCE STUBY

DRAFT CTES REPORT, MARCH 1979

Table I-2 displays the links between the various technical
groups, critical technology lists, and CCL items and shows how
they relate to the TWGs.

In July DoD finalized its policy decisions as to the scope
and structure to be adopted for the published MCTL. It was to
include all of the technology areas covered by the IDA task as
well as some technologies not directly related to the CCL or not
covered by the TWGs. These additional technologies were identi-
fied by the Services. Also, the decision was made to organize the
MCTL by the 18 critical technology areas earlier identified by
the DoD and to structure the format precisely to the three
technology categories specified in the EAA. The organization
of the TWG-recommended entries was by working group and the

structure was significanctly different for technical reasons.
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The merging of the Service and the then available IDA in-
puts was carried out in a series of intensive discussions led
by IP&T and Service technical personnel with the support of the
IDA TWG chairmen during early August to produce the draft MCTL
by August 8., After DoD review and a later draft, DoD coordina-
tion of the MCTL and publication of its table of contents was
accomplished by October 1, 1980. Security review considerations
have delayed publication of the actual list.

The IDA report on this project deals only with work actu-
ally accomplished by IDA. To facilitate the use of the support-
ing analyses in the TWG reports by licensing officers and others,
a cross-reference list has been prepared, for attachment to the
MCTL and appropriate IDA reports. This cross-reference list
indicates for each entry in the MCTL where supporting analysis
may be found in the TWG reports, if it was within the scope of
IDA effort. A similar cross-reference from the CCL to the MCTL
has also been prepared. These cross-reference lists are given
here in Appendices B and C, and are also included in the TWG
reports.

Objectives, Terms, and Procedures

Examining "technology" to see what in it is critical to a
military system and what is not must be a strictly disciplined
process from the very beginning unless an inordinate amount of
time is on hand. For this task, the time limit was severe.
The approach, therefore, was to take every advantage of the
information and experience that had been gathered over decades
in COCOM negotiations, and over the last three or four years
in DoD examinations of significant and critical technologies.

Every bit as important, but perhaps more difficult, the
project had to come to early agreement on definitions of terms
used. Because the terms and concepts involved have broad
general meanings and are used in many different ways to suit
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many different situations, they are imprecise. It was neces-
sary for the TWGs to agree on the same specific meaning for
the terms early in their workx and stay with these definitions
all the way through. While some were refined with experience,
most stayed firm. They had to be useful for the analysis
process as well as reasonably consistent with prior available
literature and with the provisions of the EAA.

The judgmental analysis went through stages of selecting
significant technologies, determining their military utility,
and adversary capability, so as to arrive at a militarily
critical technology and associated transfer mechanisms. Also,

to the extent data were readily available, assessment of foreign
capability was made and reported. Assessment of foreign avail-
ability within the meaning of the EAA was not addressed by the
TWGs.

With regard to both adversary and foreign capability assess-
ments, it should be emphasized that the data were generally in-
complete. Furthermore, it should be pointed out, in the coatext
of the EAA, that while adversary capability is clearly a compo-
nent of the definition of militarily critical technology,
foreign availability is not. Rather, it would appear from the
EAA that assessment of foreign availability (which includes
consideration of capability to develop and produce in quantity
and quality as well as national willingness to export) is a
factor to be taken into account by the Secretary of Commerce or
the President in determining which goods or technology shall be
subject to export controls, i.e., included in the CCL. Thus, a
distinction is made between the MCTL, which is not a control
list, and the CCL, which is. 1In this study, foreign capability
assessment is given as a best judgment on the part of the TWGs
from information available to them and for the information of
licensing officers. It is not and does not imply an assessment
of foreign availability. Note that the EAA requires DoD to pro-

vide such information, if available.
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For specificity in the analysis, the technologies assessed

are divided into three stages of development, production, and

utilization.
The elements of militarily critical technology so selected

were then aggregated for presentation as arrays of technical

information and know-how, keystone equipment, keystone materials,

and goods accompanied by sophisticated technical informati 1
and know-how.

The origin of the latter set of terms lies in t!» Bucy Re-
port, the Sec Def Policy Memorandum of 26 August 1877, and in
the EAA. Aggregation of the critical technologies i: < the
previously underlined categories provides a form which might
lend itself to specification and control, which is the ultimate
intended usage of the MCTL.

Definitions of Terms

Militarily Critical Technology--Technology not possessed
by our principal adversaries that specifically contrib-
utes to the superior characteristics (performance, relia-
bility, maintainability, and cost) of a military system,
a significant component thereof, or a related strategic
product of any such adversary.

Terms Used in The Assessment of Technology

Significant Technology--Technology that specifically con-
tributes to the superior characteristics (e.g., performance,
reliability, maintainability, cost) of a system, a signif-
icant component thereof, or a related product.

Military Utility*--The specific contribution of a tech-
nology to the superior characteristics (e.g., performance,
reliability, maintainability, cost) of a military system,
a significant component thereof, or a related strategic
product.

*Some TWGs found the information on the military utility of
a technology to the Soviet Union insufficient to support

judgment of its value and used as a surrogate military utility
to the U.S.
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Foreign Capability*--The mastery or ability to effec-
tively apply or produce a significant technology pos-
sessed by organizations outside the United States but
not including those of our principal adversaries.

Adversary Capability--The mastery or ability by our
principal adversaries to effectively apply or produce
a significant technology from indigenous sources.

Transfer Mechanisms--Any means, whether document, equip-
ment, or activity, through which the substance of a
militarily critical technology can be conveyed.

Terms Used in Describing Significant
Stages of Technology

Technology--The process of development, production, and
utilization that translates an application concept into

a useful product. Technology consists of technical infor-
mation and know-how (including technical data and computer
software), and the equipment and materials necessary to
effectively apply them. Nuce that technology does not
include the research or store of scientific knowledge on
which the application concept is based, nor the end useful

product; however, such useful products as tools, for example,

may be part of the technology to make other products.

Development--The process of design, fabrication, and
experimental work that translates an application concept
into a set of specifications, models, and design data
necessary for the effective production of a product.

Production--The process of production design, manufac-
ture, inspection and test that translates specifica-
tions and design data into a serially produced product
meeting acceptable quality standards.

Product Utilization--The process of application, opera-
tion, and maintenance (including reconstruction) that
translates a product into a useful capability for meet-
ing a need.

*In contrast, foreiqn availability in the context of the EAA

would be the availability without restriction to principal

adversaries from sources outside the United States of signif-

icant technologies in significant quantity and comparable
quality to that available or produced in the United States.
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Terms Used in Aggregating Technology Elements

Arrays of Technical Information and Know-How (including
Arrays of Design and Manufacturing Know-How)--The inter-
related collection and organization of services, processes,
procedures, specifications, data, criteria, and training
aids and/or instructions which individually may or may

not be significant but bi:cause of their mutual effect on
each other must be specified and mastered as a group to
achieve a significant development, production, or utiliza-
tion purpose.

Keystone Equipment (including Keystone Manufacturing,
Inspection, and Test Equipment)--Equipment specifically
necessary for the effective application of significant
arrays of technical information and know-how.

Keystone Materials--Materials specifically necessary for
the effective application of significant arrays of tech-
nical information and know-how.

Goods Accompanied by Sophisticated Technical Informa-
tion and Know-How (including Operation, Application,
or Maintenance Know-How)--Goods for whose utilization
the provision (disclosure) of significant arrays of
technical information and know-how, and/or keystone
equipment or materials is essential.

To define a technology element too broadly would place so
much under the umbrella of “significance" as to render it un-
workable. To define a significant technology element too
narrowly would run the risk of missing too much. Mindful that
"significance" was limited to the ability to make a concrete
product, not simply understanding how to do it in principle,
each TWG broke down "making something” into the three stages
of: development, production, and product utilization.

As an indication of the level of detail produced in the
project, Table 1-3 presents an example of the elements of Tech-
nology. Fvery attempt was made to consider each element of the
middle level of aggregation. The many elements in the third

and lowest level of aggregation were used primarily as a
check list,
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When the above process of analysis was complete, the
results were aggregated in the manner indicated in the FAA for
potential inclusion in the CCL as:

e Arrays of technical information and know-how

e Keystone equipment

® Goods accompanied by sophisticated technical

information and know-how.
The result of the above process was the identification of
some one thousand specific militarily critical technologies.

The requirement of sufficient specificity in the descrip-

tors for licensing purposes, together with the military

criticality requirement mitigated against any effort to reduce

this list to a small number.

Because of the diverse nature of the militarily critical
technologies, it turned out that the most effective transfer
mechanisms were not the same in all cases. Therefore, in each
case the TWG made a collective best judgment as to which trans-
fer mechanisms were most effective and should be agiven first
priority if controls were to be implemented. See Table I-4.

The reasoning in each case is given in the TWG reports.

Operation of the Technical Working Groups

Each working group basically had the same initial input
instructions. A set of CCI, items were assigned and the TWG was
asked to identify the significant underlying developmental,
production and utilization technologies for each item and to
evaluate their military utility and adversary capability. A
similar request was made for assigned technologies previously
identified by the DoD efforts (including those of the CTEGs).

: However, the method of operation for each TWG tended to
differ somewhat from the others. Wwhile partly influenced by
the chairmen's individual tastes, these differences were mainly
due to a variety of intrinsic differences between the seven

technology areas. Thus, TWG 1 (Materials and Chemicals) had
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TABLE I-4. TECHNOLOGY TRANSFER MECHANISMS LISTED IN
DESCENDING ORDER OF EFFECTIVENESS

JOINT DEVELOPMENT, PRODUCTION, AND DISTRIBUTION PROJECTS
© Between Westem and Communist Orgenizations
o Netiongl B i Projects or Muinetions! 7

PLANTS AND KEYSTONE EQUNPMENT WITH TECHNICAL ASSISTANCE
© Negotistions, Visits, and Sales Support
 Technical Support and Training

STAND-ALONE KEYSTONE EQUIPMENT WITH TECHNICAL ASSISTANCE FOR OPERATION
 Negotitions, Visits, and Sales Support
© Proprietary information

UCENSES WITH TECHNICAL SUPPORT
 Licenses for Potential Products or Processes
o Liconses for Processing Know-How

CONTRACTUAL SERVICES (independertt of Sales)
 Technical Advisors and Consultants
 Tutorial Services

JOINT RESEARCH PROGRAMS

TRAINING AND EDUCATIONAL PROGRAMS (independent of Sales)
* Programs in the U.S.
 Programs outside of U.S.

TECHNICAL VISITS AND DISCUSSIONS (independent of Sales)
o Visits in the U.S.
o Visits outside of U.S.
SALES OF PRODUCT THAT PROVIDES SIGNIFICANT DISCLOSURE OF:
 Technical Information on Designs and Materials
© Technical information on Processing or Fsbrication Procedures
PUBLIC INFORMATION
o Litersturs, Documents, and Presentations
© Tochnical Information Services
SALES OF PRODUCT THAT 00 NOT PROVIOE SIGNIFICANT DISCLOSURE OF TECHNICAL INFORMATION
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to deal, say, with the technology of making and using a commod-
ity such as steel alloys or, as another example, the technology
of manufacturing and using numerical-controlled machinery.
These particular items can be used for just about anything and
the evaluation of military utility entailed broad aggregation
of users, but the technology itself was quite narrowly defined.
On the other hand, TWG 2 (Transportaticr) had to deal, say,
with the technology of design, production, and utilization of
an aircraft. Even excluding avionics (which is in the province
of another working group), this is a very complex system and
it was essential to first break it down into subsystems, sub-
assemblies, and components. Because there is such a large
number of these parts, it was simply not feasible to analyze
each one in detail and major subjective decisions had to be
made early in the game as to which parts really were the most
significant. validity was given to these decisions by virtue
of the best pooled experience of the various government and
industrial members of the working group. Having identified a
more tractable number of subassemblies or components, the proc-
ess of identifying the critical technologies underlying these
products could take place by the general methodology used by
all TWGs. TWG 6 (Instrumentation) found that the utility of
its elements depended on how and where they are used. There
is nothing critical or noncritical about an oscilloscope, say,
by itself; it dep