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SUMMARY

A key goal in planning/designing future WWDSA/DSN/DCS architectures/
systems is to provide their A subscribers, under varying environments/
stress levels, an acceptably high probability of reliably completing their
required information transfers within a time required for mission
accomplishment. In support of this goal, a measure of effectiveness (M.0.E.)
is formulated as the probability given an environment/stress level that a
subscriber to subscriber information transfer is completed, reliably, within
an acceptable delay. The M.0.E. is described for a general case but is only
applied to two special cases assuming: a digital path; no queuring delays;
all failure events are Poisson distributed; and all times to recover from
failures are exponentially distributed. Furthermore, failure events include
long term outages (=60 seconds) as well as short term (<60 seconds)
degradations of bit error rate which fall below an acceptable threshold for
the mode used (voice or data).

In the first case studied, which is similar to AUTOVON overseas,
probabilities are explicitly modelled for conditions where successful
information transfers are prevented by failures (long/short) or delayed by the
time needed to restore the path. Mean rates of short term failure and
"repair" are developed as a function of bit rate (B) and average error
probability (P). The parameters of the M,0.E. are shown to be long and short
term average path "failure" and "repair" rates, as well as the average
information transfer duration (1/M), (Information transfer durations are
assumed to be exponentially distributed.) The M.0.E. parameters are changed
to emulate the effects of increasing stress, and the endurabiiity enhancements
of faster acting tech control. In the context of DCS-tactical paths, the
additional effects of changing P and B are also evaluated. Relative
robustness of higher B for voice under degraded P is shown, and the need for
higher data reliability. ITSTEC is shown to be a substantial improvement, but
effectiveness will still be severely limited by short term reliability, for
reliability averaged over the information transfer (average duration, 1/M) is
shown to be asymptotic to M/(M+F +Fg), where F| and Fg are the mean
long and short term failure rates.

The search for a more endurable system next considers the second case,
dynamic "repair"”, of the form where information transfer attempts which fail
are repeated, until reliably completed. Here, reliability (R) (neglecting
undetected errors) is asymptotic to 1. Analysis of the case with long and
short term parameters and variable information durations requires conversion
from s to Z transforms for explicit time domain solution, and is not presented
here. However, evaluation of the M,0.E. for this case is mathematically
equivalent to finding the impulse response of an infinite impulse response
(IIR) digital filter. Instead, the M.0.E, is derived for a constant
information transfer duration with short term failures and "repairs", with and
without dynamic "repairs". As the delay approaches infinity, Pr[delay < t] x
R approaches 1, with dynamic repair, and approaches R without it, Performance
variation as a function of error probability, P, and measurement interval are
studied, for data and voice, with and without dynamic repair. For voice the
useful range of P is shown to be the same with and without repeats.




Finally, assuming short term Poisson failures and exponentially
distripbuted repair times, and an n packet message of constant duration, an
expression for the M,0.E. (Pr(delay< t) x R) is derived and physically

interpreted. The response time improvements of packetizing data are also
shown.

In view of the poor reliability of no dynamic repair, and the intoleraole
delay of dynamic repair via repeat for voice, dynamic repair via fast
switching deserves study and consideration.




I. [INTRODUCTION

The purposes of this paper are to present a conceptual measure of
effectiveness (M.0.E.) and o demonstrate that the M.0.E. can provide (a) a
framework for imbedding mary currently incoherent architectural bits and
pieces, and (b) a focal point for measuring the contribution of a piece and
viewing it in relationship to that of other pieces. Tnis effort was done in
support of the DCS Plan FY 90-95, and is intended to contribute to improved
planning of future DCS and WWDSA architectures.

I1. BACKGROUND

In support of tne effort of recommending a future DCS architecture,
current relevant architectural studies were reviewed and summarized,
including: WWMCCS (1,2,3], WWSVA [4], WWDSA [5,6,7], DSN [8,9], ITSEC [10],
IASA (11,12], EISN [13], and MILSATCOM/DSCS (14,15,16,17]. In attempting to
summarize individually interesting features of each system, one rapidly loses
sight of the forest for the trees. Therefore, it was decided to approach the
problem of summarizing key architectural features by first constructing a
picture of the forest (the M.0.E.) from its trees (elements of the M.0.E.),
and then relating the architectural features observed to the M.0.E. elements.
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[IT. TECHNICAL DISCUSSION

An architectural description of a system is viewed as a description
sufficient to allow one to trace representative subscriber-to-subscriber(s)
information transfer (i.t.) paths across subsystem and management boundaries.
It should also permit an evaluation in some sense of the goodness of the i.t.

Consider that the fundamental purpose of a communications system is to
provide transfer of information subscriber-to-subscriber(s), within a
timeliness consistent with subscripber mission accomplishment. For if
timeliness were not the key requirement, slower physical transport of the
information could be employed.

At this point, a measure of goodness for a representative subscriber
pair (or conference group) could be the probability that the information is
transferred between (among) them within an acceptable delay. Such a
probapbility could be estimated from a sample of representative subscriber
pairs {groups), and over a suitable span of exogenous stress
environments/stress levels. Other important factors such as gquality/accuracy
and security could be implicitly included in the sense that a sample is not
scored as successful unless thresholds required for these factors are exceeded.

We obtain a guantitative expression for probability that the
subscrioer-to-subscriver information is reliably transferred witnin an
acceptable delay, D, given an environment, Ei, explicitly modeling the
probabilities that successful information transfers are either prevented by
failures/accuracy degradations or delayed by time to restore. At this stage,
we have omitted queueing effects in the explicit evaluations, but do indicate
how such effects could be included using the distribution function of gueueing
delay, given tnat the path is available. In the following derivation, to
simplify notation the given environment will oe implicitly contained in the
probability values assigned.

Tne initial model includes two mutually exclusive compound random
events, namely,

(ar a(re)) (W) Tr (1

Here, a is the event that the patn is available at the instant of demand, a is
the complement of a, re is the event tnat the path 1s restored/repaired within
some time delay given it was not availabnle (3}, r is the event that the path
is reliable over interval T + W given it was available, where T is the
information transfer interval and W is the waiting time on queue.

To obtain the prebability of reliably completing the information
transfer within acceptable delay D, one can find the probability density
function {pdf) of tne total delay for each of the compound events and
integrate the pdf from 0 to D.




One can partition the availability, reliability, and repair events into
Tong (L) and short (S) term components, i.e., > 1 minute and < or = to 1
minufe, in accord with current engineering practice. Tnhis partitioning
results in the following four compound events leading towards potential
success:

fa. + (al) (ret)] (&S + (aS)(reS)] WT(rL)(rs) (2)

Oynamic repairs, ij.e., repairs taking place during the information transfer
interval, are discussed later in this TN. Two forms are: (a) Automatic
Repeat Reguest (ARQ); and (b) use of redundancy with fast switching to enhance
retiability/availability by sensing degradation on the path and switcning in a
replacement element prior to potential path failure. Only the ARQ case is
discussed in this paper.

By way of physical explanation of a sampie term from equation (2},
consider the final term, which is

- rel a5 reS WT (rL) (rS)

Thic 1s the event tnat tne path is not long term availaole (al), it is
repaired {rel) thereby oecoming available, but is not available short term
{aS). 1s repaired (red), being now availaole waits on a queue a time (W), is
of duration {7), and stays reliable long term (rL), and given that condition
stays reliable snort term {rS). The resulting delay incurred in completing
sucn an event 1s rel + reS v W v T, where these are random variables, and by
assumpltion are independent.,

Since the total time delay to completion of the inforimation transfer is
the sum of a numder of (by assumption) independent random variables, the
probability density function {pdf) of the total time delay to completion is
the convolution of the pdf's of the individual random varianles. One can then
obtain the corresponding probabiiity that the total delay to completion is <
D, 1.e., tnhe cumulative distripution function (CDF) by integrating the pdf
from tme 0 to D. Finally, multiplying the COF by the probability that the
path does not tail over tne nformation transfer interval T will result in a
joint provanility function which measures the probability that tne information
is complersly transferred within time D, and the path does not fail over the
information transfer interval T, We will let the queue wait W=0 in the
ensuing analysis, in order to keep it more analytically tractabie. We note
that given a density function for the gueue waiting time, and if independence
still nolis, queuzing effects could be included.

Cunsider next term-py-t2vin events and provabilities involved 1n the
delay computation, omitting queue d2lays and excluding for now the reliability
teras wnich are a comnon multiplier, The first such compound event in
gquation {2) 1s {al)aS(T). Assuming the duration T is exponentially
distriguted with mean of [ = 1/M, the propability density function for this
event 15 (AL)CAS i Maxp(-MT)dT]. Here AL is the probability of event al, or
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fong term ( = or = 1 minute) availability. AL is estimated as 1-(sum total of
outages =>or = to } minute duration divided by the total measurement
interval). (Under a stress environment such outages could include those
produced by enemy attack, hence survivability is implicitly included.) AS,
the probability of event aS, is the short term (<1 minute) point
availability, estimated as 1-(sum total of outages < 1 minute duration divided
by a4 total measurement interval which excludes outages whose duration are =

or > 1 minute). Thus AS is a measure of the propability of obtaining
acceptaole quality (i.e., for voice) or accuracy (i.e., for data) given the
path is long term available. Integrating the pdf from T=0 to D produces a
contribution to the CDF of (AL)(AS)[1-exp(-MD)].

The second compound event in equation (2) is aL(reL)aS(T), with a pdf of
(1-AL) U (t-1/60)[ML exp{-ML(t-1/60))dt] AS [Mexp(-MT)dT]. Here U(t-1/60) is
a unit step function, value Q for t < 1/60 hour, value 1 for t >or = 1/60
hour. ML is the average repair/restoral rate of outages > or = 1 minute,
i.e., ML is 1/MTTR, where MTTR is the mean time to repair/restore the patn 1in
hours. The probability that the delay t+T is < or =0, found by integrating
the joint pdf over the region of the t,T plane bounded by t=1/60, T=0 and the
lTine t+T=D, is

U(t-1/60) (1-AL) (AS) [1/(M-ML)I(M(1-exp{-ML(D-1/60)] - ML(1-exp[-M(D-1/60)]]

The third compound event in equation (2) is aL(aS)reS(T). The resulting
contribution to the COF of delay is:

AL(1-AS) [1/(M-MS)] [M(1-exp[-MSD])-MS(1-exp(-MD]) .

where an exponential pdf for short term repairs/restorals, mean rate MS, has
peen used. Strictly speaking, the conditional pdf for short term repairs <1
minute should be of the form

{V/(1-exp(-b/60))Jb exp(-bt) 0O<t <1/60 hour,

0 for t ~ 1/60 nour, which produces an average short term repair time (in
nours) of 1/b -{1/60) exp [-b/60]/(1-exp[-b/60]). For tne average short term
repalir times subsequently derived and used in this report, which are at most a
few seconds, 2xp {-b/60) (< 1/b and 1. Hence, using the density function
MSexp(-MSt) Q0 <t ¢ = for values of 1/MS up to a few seconds has negligible
effect on tne results,




The fourth compound event in equation (2), aL(reL}aS(reS)T, produces a COF of

U(0-1760) (1-AL) (1-AS)(1/[MS-ML J[M-ML ][M-MS]) «x
(ML (M-MSIMS( 1 -exp[ -ML(D-1/60)])~(M-ML)ML(1-exp{-MS(D-1/60)])] +
MUMS(MS-ML) (1-exp[-M(D-1/60)])] .

Addiny tne four contributions to the COF derived thus far produces the
desired probability of delay to completion of tne information transfer. At
D=o, the COF=1. For a given nformation transfer of duration T, the
probability of compound event rLrS is assumed to be exp(-FLT) x exp (-FST).
Here, long term failure rate FL is (1/mean time to fail) given tne patn was up
at tne start of any sample interval and counts only failures > 1 minute.
Short term failure rate FS is similar but counts as failures only trase
involving measurement intervals { or = 1 minute. Since the probaoility of
occurrence of T lying between T and TrdT is Mexp(-MT}dT, the average
probability of not failing over interval T 1is

oc

Mexp! -MT )exp[ - (FLFFS)T]dT =M/ (MrFL+FS).

]

In most of the following derivations and curves we shall employ this average
reliabitity value.

Figure | shows some representative plots of the product of tne probapility
that the total delay ¢ or =D, and the probability (averaged over T) that the
patn does not fail over 1ts information transfer duration., The abscissa Shows
time delay in hours. The ordinate is the product of the probability that the
information transfer is completed in a time { or = D and s reliable over its
duration., The top curve 1s perfect performance, and is the Pr [d = D] =
1-e-MD, tne (DF of an exponentially distributed information transfer, mean
duration of 1/M. Tnis curve is a very useful benchmark against which to judge
system performance. Noting that AL = }/(VFL/ML) and As=1/(1+F$/MS), and
average reliability, R, 15 M/(M-FLFFS), perfect performance occurs at
FL=FS=0. As F approaches = , i.e,, zero mean time to failure (MTTF), the
worst possiple performance occurs, Pr(d = u]=0, which is the abscissa in
Figure 1. Another noteworthy point is that, assuming highest precedence
subscrivers suffer no queueing delay, elimination of queueing delays in the
current model makes it representative of delays to completion seen by highest
precedence subscriders (for systems which do not repair/restore during the
infornation transfer interval).

Next, using bath experience and calculable theoretical models, values for
FL, ML, S and MS are derived. These values can be associated ~ith various
enyviranments dand system designs.  Tneir impact on performance 1$ examined Dy
plotting the Prid <D} » P. Let us start with a model for a current overseas
drgrtar AUTOVON OCS. Consider first the long term pdarameters FL and ML,

5
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Assume an MTTR = 1/ML of 0.5 hour, counting only reported outages » 1/60
hour. Further, assume AL = .99 produces FL = 0.0202/hour. Consider next the
short term failure rate parameter FS., By definition, a short term failure
occurs when, given the previous interval was acceptable, the numoer of error
bits abserved over a short {(i.e., < or = 1 minute) interval t equals or
exceeds an unacceptable threshhold. Let PU pe the unacceptable error
probability and let P be an error probability as averaged over 1 minute
intervals while the path is in use,

We further assume, for this initial model, a purely random channel in
whicn the number of error Dits arriving in any interval t is Poisson
distributed [18]. The probability of no short term failures over interval t,
i.e., exp(-FSt), is also the Poisson COF.

(PU)Bt-1 j
S exp(-PBt)(PBt) /j!
3=0 (4)

where B is the bit rate, PU is the unacceptable error probabiijity threshhold,
and (PY)Bt-1 is the maximum number of error bits allowed in interval t if a no
failure event occurs. For the voice mode, we assume PU = 10-2, and t = §
seconds, hence, (PU)Bt-1 = 119 error bits at 2.4 kb/s or 799 error bits at 16
kb/s.

The Poisson cumulative distribution function is tabulated in reference
[19] as a Chi squared distribution with V degrees of freedom, Q(X2/V), where
X2 corresponds to 2PBt and V corresponds to 2(PU)Bt in our problem. For V)
100, Q(XZ/V) {which we associated with tne probability of acceptable
reception) is approximately equal to Q(X1) = 1-P(X1), with

X1 = 2(pt)1/2 - (4(py)Bt-1)1/2 (5)

where P(X1) (the short term probability of unacceptable reception) is the
cumulative distribution function of the normal distribution with mean 0,
variance 1. Using the normal approximation, P = 10-2, and the
aforementioned parameter values, we find P(X1) is 10‘99-29 at B = 2.4 kb/s,
and 10-998.96 at 8 = 16 «b/s. The conditional probability that the path
does not fail over short interval t, i.e., exp(-FSt), is the same as the short
term probability of acceptabla reception, 1-P(X1). Hence, FS = -(1/5) Ln
(1-P(X1)). Since -Ln(1-P{X1))} is nearly equal to P(X}) for P(X1)} < 1, FS
(per 5 seconds) is about P({X1)/5 sec; hence the failure rate ger hour values
of FS are 720 P(X1), or 3.7 x 1097 at 2.4 xb/s and 7.9 x 10-637 at 16

kb/s.

To compute MS, the conditional mean short term repair rate, first consider
the compound event: acceptaole at time 0, unacceptanle for the next j
intervals (duration jt), acceptable over interval (j+1). Using P(X1) =
probability of being unacceptable over interval t, then the compound event has
a joint pronability (1-P(X1)) P(X1)J (1-P(X1)). Dividing this joint
probability by the joint probability of being acceptable at time 0 and

7




acceptable over interval j*1, produces the conditional probapility of being

unacceptable (i.e., undergoing "repair") for a continuous duration jt as
P(X1}J. Hence, P{X1)}) = exp(-Msjt) = exp({-MSt)J and MS can be computed

for the voice case under discussion, as M§ =—(1/5) Ln (P(X1)). Results using

t=5 seconds and P=10-5 are MS = 1. 65 x 102/hour at 2.4 kb/s and 1.092 x
106/hour at 16 kb/s.

Since MS =—(1/t) Ln (P(X1)) 1mpl1es P X]& 'MSt and FS = -(1/5) Ln
(1-P(X1)) implies (1-P(X1)) = e~FSt  then e-MSt + e-FSt = 1 which says

that over interval t the probab1]1ty that the channe] is in a failed or .
non-failed state is 1.

AS = 1/(FS/MS +1) is nearly 1 for B D> or = 2.4 kb/S when we use the
| previously derived values of FS and MS at p = 10-5.

e

_ Tne curve in Figure 1, labeled current overseas AUTOVON, peacetime

) environment, voice (P = 1072 at 2.4 kb/s) was plotted using the parameters
just derived, i.e., AL = .99, ML = 2/hour, FL = .0202/hour, FS = 7.2 x 10-97
MS = 1.64 x 109/nour, AS =1. The Pr(d = D] x R is close to ideal
performance. The next curve, labeled current overseas AUTOVON, wartime
environment, uses FL = 2.0202, ML = 2/nour, AL = .4975, and the same short
term parameters. The next curve, labeled mid-term overseas DSN, wartime
environment, uses the same assumed wartime FL (and the same short term

l parameters) but the long term mean time to restore/repair has been reduced

from 30 to 3 minutes, producing ML = 20/nour, AL = .908. This last curve is
intended to show the endurability enhancement of a faster acting tech control
sucn as ITSTEC.

Next, noting that the 1 minute error probability P could increase
substantially, particularly where tactical circuits might pe part of the path,
Table I shows how FS and MS vary with P at B = 2.4, 16 and also 32 kb/s.




TABLE 1

VARJATION OF SHORT TERM VOICE MEAN FAILURE RATES (FS)
AND REPAIR RATES (MS) WITH ERROR PROBABILITY (P) AND BIT RATE (B)

B = 2.4 kb/s B = 16 kb/s B = 32 kb/s
P FS in MS in FS in MS in FS in MS in !
hours™ hours~! hours™! hours=! hours-! hours-!
- ,f
Lo 10-% | 3.69x10-97 1.65x10° 7.89x10-657 _ 1,09x106 10-1306 f2.17x1086
' 10-4 7.7x10-8%  1.43x103 2.44x10-564 9 ,39x105 10-1128 |7 .88x106 ;
i
10-3 5.2x10-48  8.31x10% 1.28x10-324  5.42¢10° 10-654 ,1.09x106 |
10-2 512.3 486.1 504.2 494.0 495.5 502.7

!
i

A large increase in FS occurs somewhere between P=10-2 and 1G6-3 at all of

the bit rates, i1.e., a threshhold effect is evident. Recalling that averaged

e




over T, R = M/(M+FL+FS), one can define an onset of the threshhold effect, by
setting FL = 0 and choosing that value of FS which produces M/(M+FL+FS) = 0.99.
Using M = 10/hour, FS at threshhold = 0.101010, and since FS = -720 InQ(X1),
Q(X1) is .999859718, where X1 is about -3.632679. Using this X1 value in
equation (5) with PU = 102, T = 5 seconds, and choosing a bit rate B gives

a value of P corresponding tgo FS at the onset of thrsshhold. The threshhold
values of P are: 9.11 x 10-3 at 32 kb/s; 8.75 x 10-3 at 16 kb/s; and 6.94

x 10-3 at 2.4 kb/s. One can get a feeling for relative robustness of the
various bit rates, by plotting P (d < D) x R for each_bit rate as P degrades
from 102 to 6.94 x 103 to 8.75 x 10-3 to 9.11 x 10-3. Some of these

curves are shown in Figure 1, as indicated, and also include the effects of
the previously assumed wartime long term failure rate FL = 2.0202/hour and
ITSTEC long term repair rate = 20/hour,

Just above the lowest curve is one labeled computer data 2.4 kb/s at
P = 10-5. Parameters used were Fs = BP = 86.4/hour and MS = -BLn(1-exp(-P))
= 9,947 x 107/hour. These parameters were derived using a 1 bit measurement
interval in equation (4), hence t = 1/B, using an unacceptable error
probability threshold of 1 bit in error. Note that 1/Fs = 1/BP is the mean
error free interval.

The performance curves of Figure 1 for digital voice confirm the decisions
of TRI-TAC to operate at higher bit rates such as 32 or 16 kb/s, from the
standpoint of relative robustness as average errcov rate degrades. For
similar, i.e., quality reasons, the WWSVA study recommended retention of a
higher quality 16 kb/s rate. The performance curve for computer data reflects
the need for more reliable network transmission, which has led to development
and operation of a separate network for data, as exemplified by AUTODIN I and
the forthcoming AUTODIN [I. The key feature of such data networks from our
model viewpoint is the ability to dynamically restore the information which
has failed., One also notes (from Figure 1) that although ITSTEC with its
higher assumed mean restoral rate (ML = 20/hr) was a decided improvement over
the current system (ML = 2/hour), eifectiveness will be severely limited by
the short term reliability.

Therefore, in our search for more endurable systems, we next consider the
performance of systems which can dynamically repair during the information
transfer interval.

In the section which follows, we will show that for systems employing
dynamic repair, the joint probability that the information transfer is
completed within a delay < or = D, and that the path stays reliable over the
information transfer duration, approaches 1 as delay D approaches infinity.
In the circuit switched case previously considered, the corresponding
probability that the path stayed reliable as averaged over the assumed
distribution of information transfer lengths was M/(M+FS+FL). It is only fair
to point out that in the circuit switched case, we have implicitly assumed
impatient subscribers who give up in the event of an information transfer
failure. Conversely, if one assumed patient subscribers, who are willing to
keep repeating their information transfer attempts whenever failures have
ncrurred, they too would ultimately get through.
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Derivation of the case which is comparable to the circuit switched case
considered, i.e., both short and long term reliability and a 1 minute delay
before repairs begin, requires conversion to Z transforms before transform
inversion and is not presented in this paper. However, we present two
mathematically simpler cases where closed form analytical solutions can be
readily obtained.

First, we consider the case of constant information transfer duration T.
A successful event occurs when the path is available, or if not available it
is repaired and the duration is T and the path is reliable (over duration T);
or if not reliable the path is repaired and stays reliable; or if it doesn't
stay reliable, it is repaired and stays reliable; or if . . . and so on ad
infinitum., Symbolically, this event can be represented as

(a+a re)T(r+r re(r+r re(r+r re( . . . )

which equals

(atare)T (1+Tre+ (rre)2+ (rve)d+ .. )r

(a+ta re)Tr/(1-r re)

where, as before, a and a are, respectively, the events that the path is
available and not available, re is the event that the path is
repaired/restored given it was in a failure mode, and r and ¥ are the
respective events that the path stays reliable and not reliable over interval
T. The probability that the delay to completion is exactly t seconds and the
information transfer stays reliable over T seconds will be, assuming
independence,

AR(P(T) + R P(T)*Re + R2P(T)*Re*Re + R3P(T)*Re*Re*Re + . . .)
+(1-A)R(Re*P(T) + R Re*P(T)*Re + RZ Re*P(T)*Re*Re + . . .)

where the * is the convolution process involving only those probability
elements introducing time delay. To be consistent with previous notation, let
AS = P(a), AS = 1-AS = P(a), P(T) r?{ where §(t-T) =1 if t = T, s(t-T)
=0 if t =T, and Re = P(re) = MSe- is the probability that the path is
repaired/restored in exactly t seconds. Finally, RS = P(r) and (1-RS) = P(r).

Following the basic theory discussed in reference [20], if one Laplace
transforms only those probability elements which contribute (additively) to
the time delay, i.e., those which are convolved, the product of the Laplace
transforms when inverse transformed will produce the probability density
function of the sum of the time delays. Furthermore, to obtain the joint




probability that the total delay < or = D and that the path stays reliable
over interval T, one need only multiply the product of the Laplace transform
of the probability density function and reliability by 1/s and then invert the
Laplace transform. For multiplication of a Laplace transform by 1/s, and
inversion will produce the integral from O to t=D of the original function.
We now carry out the process step by step, first deriving the joint
probability that the delay = t and that it stays reliable over duration T, and
then deriving the product of the cumulative distribution function and R(T).
Using L[P(T)] = L{®(t-T)] = exp(~sT) and L[Re] = L[MSexp[-MSt]] = MS/(MS+s) in
the closed form event probability equation

[P(a) + P(a)P(re)] P(T) P(r)/[1-P(r)P(re)]

= [AS + (1-AS)Re] P(T) R/[1-(1-R)Re]
produces

L{Pr{detay=t]] x R = [AS + (1-AS)MS/(MS+s)] exp(-sTIR/(1~(1-R}MS/(MS+s)]
which after simplification produces:

LEPr{delay=t]] x R = [(ASs+MS)/(s+MSR) T [exp(-sT)]R.
Writing the term ASs/(s+MSR) as AS - AS MSR/(s+MSR) produces

L{Pr[delay=t]] x R = [AS + MS(1-ASR)/(s+MSR)] [exp(-sT)IR.
Inverting the above transform produces

Pr{delay=t] x R = ASR&(t-T) + MSR{1-ASR) exp[-MSR(t-T)] U(t-T).
One alsc notes for future use that

L{rfdelay=t]] x R = ASR exp(-sT) [1+ MS({1-ASR)/(AS(s+MSR))] (6)

L{Pr{detay <or = t1] x R = {1/s) ASR exp(-sT) [1+MS(1-ASR)/(AS(s+MSR)}]

which after inversion produces the result of interest:

Pr{delay - or = t] x R = U(t-T) [1~ (1-AS R) exp(-MSR{t-T))]. (7)

bserve that as t —sw, Pr [delay << or = « ] x R = limit as t—w of
U(t-T); t.e., the information is ultimately reliably transferred with
probability = 1, Also, using R = exp(-FST) where F3 is the average short term
failure rate, and recalling that AS = 1/{1+FS/MS) and at FS=0, AS=1, R=1,
results in Pridelay < or =t] x R = U(t-T). In other words, perfect
performance is achieved at AS=), R=1, the only delay being that due to the
messaqe interval T,




For purposes of comparison, a system without dynamic repair during the
information transfer interval would have

L[Pr[delay < or = t]] x RS = (1/3)[AS + (1-ASIMS/(s+MS)] exp(-sT)RS
which upon inversion yields
Pr[delay <or = t] x RS = U(t-T) [1-(1-AS) exp[-MS(t-T)]IRS. (8)
Equation (8) also produces Pr[delay< or = t] x RS = U(t-T) at AS=1, RS=1,
as did Equation (7). However, as t approaches = , Prldelay < or = t] x RS

approaches RS for equation (8).

Using equation (7), one can express the time behavior of the dynamic
repair case as

t-T = =(1/MS RS)In[(1-Pr[delay < or = t] RS)/(1-AS RS)] (9)
where t >or = T and 1-Pr [delay <or = t] x RS or = 1-AS RS,
It will be easier to study the tradeoffs on t-T if we express AS, RS and

MS, which are not independent, in a more fundamental way. Recall, from
equation (4) and subsequent developments, that

(PU)BL*-1 )
jib exp (~PBt*) (PBt*)J/jt = e=FSt* = Q(x2/V) (10a)

RS = @ -FST = ¢ =FSt*¥(T/t*) = rQ(x2/v)3-T/t* (10b)
o-MSt* 4 o=FSt* - (10c)
MS = -1/t* In[P(X2/V)] (10d)
AS = 1/(FS/MS +1) (10e)
Q/X2/V) = 1-P(X2/V) (10f)
x2 = 2p Bt* (10g)

v = 2(py) Bt* (10h)

13




I'lll-llIIIIllIlllll!!lIlllIllIllllllIIIll-u-l-l-nL aoee— S

Y S

where P(XZ/V) 1S the cumulative distribution function of a chi squared
distribution witn V degrees of freedom. Using these relationships, equation (9)
can be expressed as

(£-T) = [t*/7(Q(x2/v)) T/t 1a(P(x2/¥))] x

In Jl(1-Pr(delay { or =t) x RS){In[Q(X2/V) P(X2/V]

In[Q(X2/v)] + [1-(Q(x2/V))T/L*] x In(P(X2/V)]

By similar substitutions, one can also rewrite equation (8) as
Pr(delay < or =t] x RS = U(t-T) % 1-[1nQ(X2/V) /1n(Q(X2/V)P(X2/V))]

x expl (t-T){In[P(X2/v)])/t*] l'Q(XZ/V)T/t*. (12)

Using equations (11) and (12) and relating P(X2/V) and Q(XZ/V) to the
measurement interval t* and error propability P, Tables I1 and III were
constructed to show how performance varies as a function of P, t* and system
category (dynamc repair using repeat vs no dynamic repair).

Taole I, the data case, uses a constant information transfer duration of
7=300 seconds; 1 bit or more in error over the measurement interval is
unacceptanle, i.e., (PU)Bt* -1 =20, B=2400 b/s, and t* = 1/8 as well as
t* = 1 second. Performance for the dynamic repair case using repeat is shown
in terms of the value of t-T from equation (11), i.e., the delay minus the
constant message interval T due to path outages and "repairs”, at a "probability
07 success" = .99, Here, "probapility of success" is Probability (delay  or
=t) x RS(T). For comparison, the corresponding "probability of success" for the
non-dynamiz repair case is also shown as derived from eguation (12).
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Parameters:
Measurement interva

T
1

TABLE 11

DATA PERFORMANCE AS A FUNCTION OF ERROR PROBABILITY P

=*6 minute message duration; Bit rate B = 2400 b/s;
t* = 1/2400 sec (1 bit) or 0.8333 sec (2000 bits).

PS, probability of success, is probability [(delay to completed transfer

-T) { or = delay, t] x R(T). Here R(T) is the reliability, or probability the
path does not fail over message interval T.
| ] |
p | ! DELAY, t (secs) at PS
; ’ t* (secs) ; PS = .99, Dynamic No Dynamic
= Repair via Feedback Repair
.
1073 12400 . 4.7x10377 6x10™375
1074 : 6.9x1053 3x10™38
10748 ; 153.7 11078
10749 ‘ 9.0 1.9x107"
107° .94 1.8x10™"
1078 \ 2.9x10"" 42
1073 .8333 4.5%10376 sx10™37"
104 7.5x10%7 3x10-38
1070 5531.5 1.8x107°
1070 884.0 1x1073
1075-2 204.1 4.3 x 1073
10723 63.1 1.3x1072
10724 28..6 3.2x1072
10725 1.5 6.5%10"°
1072+P 6.2 N
10727 3.7 18
1078 2.5 .25
10729 1.7 .3
10-% 1.3 .42
1077 y .23 .92
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For the case of dynamic repair via repeat, the delay increases sharply
with increasing path error probability. A shorter measurement interval
appears to be less robust in that for a given decrease in error probability
the increase in delay becomes greater. However, shortening the measurement
interval, t*, at a g1ven error probab111ty shortens the delay. For example,
Table II shows at P=10-5 , and Bt* = 1 bit (t* = 1/2400 seconds), a .94
second delay, while at Bt* = 2000 bits (t* = ‘8333 seconds) the
corresponding delayv is 5531.5 seconds. This effect is primarily due to
changing the average path repair rate, MS., For, recall that for the data
case, 1 bit in error per measurement 1nterva1 results in an 1nterva1
reliability RS = Q(x2/v) T/t* = exp(=PBt), which is independent of t*.
However, MS = - 1/t* In(P(XZ/¥)) = =1/t* 1n (1 - exp(-PBt*); thus
decreasing t* increases MS, thereby shortening the delay. Increasing the
bit rate while holding the number of bits per measurement interval constant is
another way of shortening the measurement interval.

For the data case without dynamic repair, the right hand side of equation
(8) approximately equals U{t-T)RS, where RS = exp(-PBT). As such, for T=360
seconds, B=2400 h’s, P=1. 16 X 10 -8 is required for PS=.99,

Next, the voice case is considered. The delay and accuracy requirements
for voice differ from those of data. Voice telecommunications should emulate
natural conversation. This requires very short total delays, of the order of
a smail fraction of a second, to avoid the adverse psychological effects of
long delays in replies. Conversely, data telecommunications do not have such
real time requirements. Accuracy reguirements for voice are much Tess
stringent than for data; e.g., relative threshholds of acceptable error rates
are of the order of 10-2 for voice vs 10-9 to 10-10 for computer data.

Table [I! essentially shows, for the case of dynamic repair using repeat
and assumiag a & minute call duration, how the delay at a prespecified
accuracy level varies, as the error probability P averaged over the indicated
measurement interval t* changes. Additionally, it shows an associated
measure of accuracy performance for the case without dynamic repair at t* =
5 seconds, and the average number of "failures" per call duration at both t*
=5 and t® =1 second. A fa11ure is defined to occur when the P averaged
over t* equalq or exceeds 10~7, The tabulated values were derived using
equatinns (10Y, (11), and (12}.
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Choice of a 5 second measurement interval provides 31 point of reference
for voice, based upon the criterion_a call fails on y wnen the error
probability P equals or exceeds 10-2 over a 5 second interval. As such, the
failure rate is no higher than it need be for voice. However, the time to
detect a failure (5 seconds) far exceeds the short delay requirement for
voice. In effect, the useful range of P values is essentially the same for
both the dvnamic repiir with repeat and no dynamic repair cases.

The 1 secondg measurement interval was chosen because it is close to the
packet interva® for AUTGDIN 1 data at 2400 b/s. The relative delay
performance 27 dvnamic repair using repeat becomes even worse because
shortening tho measurement interval increases the number of failures per
call., Note tnat using equations \10a g and (10h), the failure rate per
call of interval T, FS x T = =(1/t%) 1n[o (x2/v) ] w1th x? 2 PBt* and
V‘7/PU\Bt* increases for th1< case where the number of bit errors per
measurement interval, (PU)Bt*-1, exceeds zero. By contrast, recall that in
the data cas=, (EU)Bt = 1, zero bit errors were allowed, and FS is
independent ~7 t

One major problem encountered thus far in using dynamic repair with repeat
for voice is the delay caused by the long measurement interval., As a logical
next step, we investigate the dynamic repair with repeat case where the
measurement interval, say 100 bits at 2400 b/s, is very short. We also
investigate the behavior of the measure of effectiveness for the repeat case
when the information transfer is broken into n shorter packets. This requires
a generalization of equation (7), which represents the case for n=1,

In Appendix A, we derive the foll ow1ng expression for an n packet
information transfer of duration T=nt*, under the assumption of independence
from packet to packet.

Mo
—

Pridalay =7 « ~= = ] ¥ RS(nt*) = [ASRS)N g (M) (ASRS)N=J(1-ASRS)J

n
J
”: o -MSAST (MSRSE X /k! (13)

a5, RS, and MS are, respectively, the short term

n eouat1wr T“B)
bility, and average repair rate as measured over the packet

availabilit reil
interyal ¢ The exgeassion {71 = (nl/{({n=3)%3!) is the number of
combinstinns 0F 4 packels taken j at a time, and represents the number of
mutuall s oexcl 7o wdys 1Y which n-j packets are available and reliable, and j
packa2ty r2 rt o 3viitabls ard reliable, The term

o= BT ase

is sateroretes 3t 13 0 opability that j oor greater events occur in interval
. Thaege eyanto o ompan rate 35, consist of repair of the failed path and,
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given the path is repaired, it stays reliable over the packet duration. One

j =1
also notes that (1 - 3 e-MSRSt(MsRSt)K/k!) is the cumulative

distribution function of a chi squared distribution, P(Xz/v) with X2 =

2MSRSt, and V = 2j degrees of freedom. For n=1, equation (13) reduces to
equation (7) (with T=0).

In numerically evaluatirg equation (13), we have been limited to a
maximum of n=256 packets because (? ) = 0.5788 «x 1076 at n=256, j=128 is

just about at the maximum of 0.7327 x 1076 allowed by the IBM 370 employed
in the calculation.

Figure 2 shows curves of equation (13) for a constant message length of
25,600 bits at an error rate P=10-4, as one successively quadruples the
number of packets per message, up to a maximum of n=256 packets. We have
uniformly applied the criterion that a packet is reliable if it has zero bits
in error, The improvement in response time for data with increasing the
number of packets per message, or equivalently shortening the packet length,
is striking.

Although not shown in Figure 2, the corresponding graph for voice
without dynamic repair at P=10'4, B=2400 b/s and T=(25600/2400)s can be
computed using an appropriate transformation of equation (8) as
Prldelay - T = t] x RS(T) = U(t) [1-(1-AS)e-MSt]e-FST,

Using the corresponding values of MS, FS From Table I, results in
Prldelay - T  t] x RS(T) = U(t) [1-1.76 x 10-84),

which is very close to ideal performance (value U(t)) and for practical
purposes is still better than employing dynamic repair.
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IV. SIGNIFICANT FINDINGS AND CONCLUSIONS

A measure of effectiveness {M.0.E.) was formulated in terms of the
product of the probability (delay <« t) x probability (the information 1s
reliably transferred over its interval) given an environment/stress level.
Partitioning into long and short term parameters allowed accounting for
gquality/accuracy effects in terms of short term parameters, using a Poisson
model, which were related to average error probability, bit rate, unacceptable
error probability threshold and measurement interval,

The M.0.E. was evaluated, omitting queueing delays, for two basic cases:
(1) no dynamic repairs (during the information transfer interval), and (2)
dynamic repair via repeat. For the no dynamic repair case, with an
exponentially distributed information transfer interval of average duration
1/M, the reliability (part of the M,0.E.) is asymptotic to M/(M+FL¥FS) where
FL and FS are the mean long and short term failure rates. Such reliability
effects are illustrated, by the relative robustness of nigher bit rates for
voice and by poor data performance. ITSTEC is shown to be a substantial
improvement, but will still be severely limited by short term failure rates.
In tne dynamic repair via repeat case, the M.0.E. was derived for a constant
information transfer duration with short failures and repairs. As the delay
approaches infinity, Pr{delay < t] x R approaches 1 with dynamic repair, and
R without it. Performance variation as a function of error probability and
measurement interval is studied for data and voice, at 2.4 kb/s based on a
random channel model. Dynamic repair via repeat functions well for data, but
delays inhibit its utility for voice.

Finally, assuming short term poisson failures and exponentially
distributed repair times, and an n packet message, an expression for the
M.0.E. (Pr[delay < t] x R) is derived and physically interpreted. Response
time improvements of packetizing data are shown.

In view of the poor reliability of no dynamic repair, and the intolerable

delay of dynamic repair via repeat for voice, dynamic repair via fast
switching deserves study and consideration.
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al

AL

ARQ

AS

COF

Giossary of Terms

event that the path is available (in a nonfailed state) at the
instant of demand t.

event that the path is not available (in a failed state) at the
instant of demand t (complement of a).

event that the path 1s long term available at the instant of demand
t; i.e., counting only failures > 1 minute duration, it is in a
non-failed state.

event that the path is not long term available; i.e., counting only
failures > 1 minute duration, it is in a failed state.

event that the path is short term available, counting only failures
where the measurement interval is { or = 1 minute duration at the
instant of demand t given event al.

event that the path is not short term available at the instant of
demand given event aL, counting only failures involving a
measurement interval { or = 1 minute.

long term availability, the probability of event alL, estimated a 1 - i
(sum total of outages > 1 minute duration divided by the total '
measurement interval). AL = ML/(MLFFL).

Automatic Repeat Reguest,

snort term availlability: the probability of event aS, estimated as

1- (sum total of onutages involving { or = ) minute measurement

durations divided by a total measurement interval which excludes

outages wngose duration are ¢ 1 minute). AS = MS/(MSHFS).

Dit rate, in bits/time.

Cumaiative Distribution Function: the probability that a random
variavle is Cor = some specified value.

tine Jelday, ased a5 a random variable,
tine delay, used as a specified value,

Envicronmont/stross level 1.




FL

FS

i.t.
ITSTEC
In

L

M

ML

M.0.E.

MTTF

MTTR

pdf
Pr

PU

Conditional average path failure rate, given tne path was availaple
at ége start of any measurement interval. Estimated as 1/MTTF. F =
FLYFS.

Conditional average path long term failure rate, given the path was
long term available at the start of any such event and counting as
failures only those outages > 1 minute. Estimated as the reciprocal
of the mean conditional time to a long term failure.

Conditional average short term failure rate, given the path was long
term available at the start of any such event and counting as
failures only outages involving measurement intervals {or =]
minute.

information transfer

Integrated Switching and Tecnh Control

natural logarithm

long { > 1 minute)

average rate of 1.t. duration, or 1/average message length,

average rate of long term path restoral, i.e., reciprocal of the
average time to repair/restore, including only outages > 1 minute.

Measure of Effectiveness

Conditional average rate of short term path restoral, given event
al, i.e., reciprocal of the average time to repair/restore,
including only restoral times associated with measurement
intervals ¢ or = 1 minute.

Mean time to failure, measured from a time when the path was in a
non-failed state.

Mean time to repair/restore, measured from the time of path failure.
nunber of packets,

probability of a bit error

pronability density function

probability

Unacceptable bit error probavility threshold, e.5., 10-2 for voice.




P(X1)

Q(X1)
Q(x2/v)

Rl

re

reL

reS

rL

rS

=

Cumulative distribution function (COF) of the normal distribution,
mean 0, variance 1, at specified value X1. As used in this report
it is also the short term probability of unacceptable reception.

1-P(X1)

1- cumulative distribution function (COF) of a chi-squared
distribution function with V degrees of freedom.

Conditional event of the path stays reliable (does not fail) over a
specified interval, given it was available at the start of the
interval.

Conditional event that the path does not stay reliable (does fail)
over a specified interval, given it was available at the start of
tne interval,

Conditional event that the path is repaired/restored, given it was
in a failed state.

Conditional event that the path is repaired/restored, given it was
in a failed state lasting > 1 minute.

Conditional event that the path is repaired/restored, given it was
in a failed state lasting ¢ or = 1 minute.

Conditional event that the path stays long term reliaole (does not
fail, including only outages > 1 minute) over a specified interval,
given it was long term available at the start of tne interval.
Conditional event that the path stays short term reliaole (does not
fail, counting only failures with measurement intervals ¢ or = )
minute duration) over a specified interval, given it was available
at the start of the interval.

Reliapility, the probability of conditional event r.

1-R

Laplace transform variahle.

short term, i.e., ( or = | minute.

time

duration of information transfer 1nterval.

Unit step function, value 0 for t {0, 1 for t=0,.

Waiting time due to queueing.

Unit dmpulse function, value 0 for t}0, 1 for t=0.




APPENDIX A
DERIVATION OF THE CDF OF DELAY X RS FOR AN N PACKET CASE

From equation (6) in the main body of the report, the Laplace
transform (of probability density function of delay due to repairs) x the
reliability over a packet interval t* is

L[PR[delay=t JxRS(t*) = AS RS(t*) [1+(1-AS RS(t*)MS/(AS(s+MSRS(t*))](A1)

for an information transfer interval T=nt* consisting of n packets. If the
probabilities are indepengent from packet to packet, the corresponding result
is, using RS(t*)N = RS(nt*). Equation (A2) uses the fact that

L{Pr[delay=tIx RS{nt*) = [AS RS{t*)I" [1+(1-AS RS(t*))
MS/(AS{s+MS RS(t*)) 0 (A2)

since the density function of the sum of n independent, identically
distributed delays is their n fold convolution in the time domain, or
equivalently their n fold product in the Laplace transform domain. Expanding
(A2) via the Binomial theorem, and for simplicity of notation, using AS=A,
RS(t*)=R, MS=M, and 1-ASRS=AR produces

. n ARM 1 n ARM . 1 .
L{Pridelay=t xR(nt™)=(AR)P[ 1N+ (5 ) (TAT) TSFR) + (j ) (TA)) (S¥MR)J

(M) (B (A3)

where (9 ) = ni/l(n=j)ijt].

Multiplication of the right side of (A3) by 1/s is equivalent to integration
from 0 to t in the time domain. Hence, the contribution to the L{Pr{delay <

or =t]IxR(nt*) of the jih term from (A3) will be (AR)"(? ) (E%M)j 1
]

. S
(s+MR)J. Expanding this term in terms of a partial fraction
expansion produces

n ARM

(AR) (5 ) (A )1
- (M) =2 : ces -1

TsMR}d ™! s+IR
Inverting the above transorm to t time domain yields

. “ARM\ . .
()i = (AR)n(5 ) (B <,m;_>1[1 -[gu_z,’)é-;
S s+

()" (gg )J [U(t) - (Rt)i-le=MRt _ (MRt)i-2e-MRt _ | |
J G- G-2)"
(Mt)el-Mt _e-MRt]

T A-1




- J:]
R .
which is of the form (A1) (5) (FRI |1 - e-MRE (MRt)¥

k=0 —
Therefore,

Prdelay ¢ or =t]R(nt*) = (AR)N + X (] ) (AR)1-3 (1-AR)d
’ A
(1« xi:eO‘MRtiMRt)“ (A4)

e

One notes for n=3, (A4)'reduces to equation (7) with T=0. For n=2

prldelay < or =t] x R(nt*) = (AR)2 + 2AR(1-AR) (1-e-MRt) + (1-AR)Z
(1-e~MRE(1eMRt) ). (A5)

The (AR)2 term, which is also the initial value {t=0), represents the
probability both packets are available and stay reliable over their respective
intervals, t¥. The second term represents the two possible events that the
first {or second) packet is available and stays reliable (AR), and that the
second (or first) packet is not available and reliable (1-AR) and is repaired
within time t and stays relianle (1-e-MRt). The third term represents the
event wnhere both packets are not available and reliable and are repaired
within interval t and stay reliable.

A-2
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