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1.

I. EXECUTIVE SUMMARY

REVIEW ELEMENTS AND TERMINOLOGY

a. Introduction--This study is intended to inform the

Defense Nuclear Agency (DNA) about available computer models

that can help evaluate physical security systems for nuclear

weapons (at fixed sites and in transit). It also assesses the

possible utility of the models as an aid to DNA in making

security-related decisions. This report updates the find-

ings of previous RDA surveys prepared for the Navy Surface
Weapons Center (NAVSWC) (Ref. 1) and for the Nuclear
Regulatory Commission (NRC) (Ref. 2). Like the NAVSWC

study, the present review concentrates on computer models,

but also examines other techniques that might support

similar evaluations of physical security systems. We

have attempted to consider all information available to

us Hn March, 1981.

b. Nuclear Weapon Physical Security Systems--Present

DoD systems for security of nuclear weapons are basically

similar to NRC and DoE systems for the security of special

nuclear material. They are based on the Department of

Defense nuclear weapon security directive (Ref. 3) and

Davidson, R.B., and Rosengren, J.W., An Assessment of
Current Physical Security Models, R & D Associates,

RDA-TR-111500-001, October 1979.

Gref, L.G. and Rosengren, J.W., An Assessment of Some
Safeguards Evaluation Techniques, R & D Associates,
NUREG~-0141, RDA-TR-5000-002, February 1977.

Department of Defense, Security Criteria and Standards
for Protecting Nuclear Weapons, Directive 52140.41,
30 July 1974.
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manual (Ref. 4). Both the military and the civilian systems
involve the same types of subsystems and components. The

main features are:

® Exclusion areas, special access areas,
restricted areas.

Barriers and locking systems .

Intrusion sensors and alarm systems.
Surveillance systems (e.g., closed circuit TV).
Guard forces.

Duress alarms.

Security communications.

Back-up response forces.

Both types of security systems also share common types of rules

and procedures. These include:

Two-man rule for access to nuclear material.
Personnel reliability program.

Control of access authority.

Use of exchange badges for exclusion areas.

Defined response to hostage situations.

c¢. Actions to be prevented--A nuclear weapon security

system needs to be prepared to prevent a variety of malevolent

acts. These include:

® Theft of nuclear weapons.
® Capture of on-site control of a nuclear weapon

(which could permit its use for blackmail).

@ Disablement or destruction of nuclear weapons
(which could be accompanied by dispersal of
plutonium) .

® Nuclear explosion on site.

4. Depariment of Defense, Nuclear Weapons Security Manual,
Unpublished.
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® Launch of nuclear-weapon-carrying vehicle

by direct unauthorized action or by indirect

action, e.g., by alteration of control circuits.

d. Adversaries--

(1) Adversary action modes--Several different

modes of "attack" can be used by an adversary who seeks
to carry out a malevolent act involving nuclear weapons.

These can be categorized as employing:

® Force--action that is overt and that
involves or threatens physical violence
against people or property.

® Stealth--action designed to be covert, to
avoid detection.

® Deceit--action designed to deceive, such
as the use of false identity or false

authorization.

(2) Potential adversaries--Adversaries can be

divided into two general categories--insiders and outsiders.
Insiders are persons authorized some participation in
facility operations, possibly including security operations.
An outsider attacker is one who has no legitimate partic-
ipation in facility activities. Various motives may

prompt an attack on nuclear weapons. They include:

e Terrorism.
e Psychological disturbance.
e Paramilitary objectives.

Criminal greed.

e. Computer models--We here summarize some general

categories into which existing codes for modeling security

systems can be divided. We also note some features that

distinguish the various codes.




(1) Basic types of models--I1t is useful to dis-

tinguish between two basic types of security models--
those that examine a security system's performance in a
specified threat scenario and those that attempt a global

evaluation of the system.

A coongnio-vrieited model simulates the attack speci-
fied by the user in more or less detail, tracing its

progress and predicting its outcome.

A global model evaluates a security system morc system-
atically. 1Its operation beyins with generation of a
set of scenarios which test the security system in a par-
ticularly stringent way. It then estimates the probability
of attacker success in those optimized scenarios, identi-
fying attacks to which the security system sccms particu-

larly vulnerable.

(2) Model components--It is a common and useful

practice to divide the security system evaluation process
into separate functional tasks, which are often accom-
nlished by relatively independent computer codes--modules

or subroutines within the modeling system. These include:

(a) Target identification routinecs--These

perform some sort of fault tree analysis to determine,
for example, which facility entity or entities must be
attacked to successfully injure a nuclear fuel system

installation in a particular way.

(b) Pathfinding routincs-=-These codes con-

sider all members of one or more classes of adversary paths
in a facility and identify thosc paths that are in some

sensc best.

(c) Path simulation routines--These trace

the adversaries' progress along their chosen path through

O e b ansbad




the areas, portals, and barriers of the facility. They
may also follow the movements of the quard force. They
determine whether or not (or with what probability) the
attackers are confronted by the security force or succeed

in achieving their goals.

(d) Collusion analysis rcutines--These codes

identify combinations of personnel who can use their

insider privileges to carry out unauthorized activities

directed against the facility.

(3) Treatment of probability--Many of the pro-

cesses that physical security system models simulate are
of a partly random nature. Typically, the system to be
modeled includes several such random elements. These
processes receive different statistical treatment in

different models.

One approach to this problem, uses mean values in
deterministic calculations. Another approach uses Monte
Carlo techniques to produce a distribution of outcomes that
is properly averaged over the various component distri-

bution functions. A third, less satisfactory, approach

utilizes a single random draw (from the appropriate dis-

tribution) for each stochastic variable.

(4) Transport models--Security systems to protect

nuclear weapons in transit must be mobile and seclf-
contained. Several groups have written or adapted models

to deal with this special situation.
2. DESCRIDPTIONS OF EVALUATION TECHNIQUES

The report describes cach of the physical security

evaluation techniques listed in Table 1.

We have generally divided the descriptions of major




TABLE 1. DESIGNATIONS OF SECURITY EVALUATION METHODS

DESIGNATION

TITLE AND ORGANIZATION

"GLOBAL" EVALUATION

SAFE

SSEM
PANL

VISA

ASM

SURE

MAIT

SVAP

SSNI

SAA

SCENARIO EXAMINATION

SSPAM

FSNM

PROSE

SNAP

FESEM

Safeguards Automated Facility Evaluation
(Sandia National Laboratories)

Site Security Evaluation Model (TRW)

Path Analysis
(Sandia National Laboratories)

Vulnerability of Integrated Safeguards
Analysis (Science Applications, Inc.)

Aggregated Systems Model
(Lawrence Livermore Laboratory)

Safeguards Upgrade Rule Evaluation
(Sandia National Laboratories)

Matrix Analysis of the Insider Threat
(Science Applications, Inc.)

Safeguard Vulnerability Analysis Program
(Lawrence Livermore Laboratory)

Sensor System Nullification by Insiders
(Sandia National Laboratories)

Structured Assessment Analysis
(Analytic Information Processing and
Lawrence Livermore Laboratory)

Security System Performance Assessment
Method (Mission Research Corporation)

Fixed Site Neutralization Model (Vector
Research, Inc., for Sandia Laboratories,
Albuquerque)

Protection System Evaluator (John E. Lenz
University of Wisconsin at Oshkosh)

Safeguards Network Analysis Procedure
(Pritsker and Associates for Sandia
National Laboratories)

Forcible Entry Safequards Effectiveness
Model (Sandia National Laboratories)

10
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TABLE 1. DESIGNATIONS OF SECURITY EVALUATION METHODS

(continued)

DESIGNATION

TITLE AND ORGANIZATION

NEWMOD

. | i GPPLT

SOURCE

SABRES
SAS

SAM

ISEM

GTS

| NWSSBG

SKIRMISH/
AMBUSH

BOARD GAMES

(Technical Support Organization, Brookhaven
National Laboratory)

Generic Physical Protection Logic Trees
(Sandia National Laboratories)

(Sandia National Laboratories)

(Sandia National Laboratories)

Stand-0ff Attack Simulation (Jaycor)
Security Analytic Methodology (Los Alamos
National Laboratory for Air Force Weapons

Laboratory)

Insider Safeguards Effectiveness Model
(Sandia National Laboratories)

Guard Tactics Simulation
(Nuclear Regulatory Commission)

Nuclear Weapon Storage Site Board Game
(Booz-Allen and Hamilton)

(Sandia National Laboratories)




techniques into a few standard sections, typically including:

Brief introductory overview.

Situations examined (for scenario methods).
Pathfinding (for global methods).

Adversary description.

Guard force description.

Facility description.

Combat engagements.

Mathematical approach and performance measures.
Presentation of evaluation results.
Computational requirements.

Documentation and applications.

Assessment.

Bibliography.

The descriptions appear in the same order as the entries

in Table 1 except for the descriptions of board games

(the final entries of Table 1).,which the reader can

find in Appendix B.
3. DISCUSSION OF EVALUATION METHODS

a. Tabular comparison of the methods--A series of

tables summarize some of the properties of the evaluation

systems.

Table 1 indicates the designations used to identify
the methods. Table 3 records the state of development
and documentation of the various techniques as of April
1981. Table 4 provides a rough indication of com-

putational requirements.

Table 5 summarizes the range of coverage and capa-
hilities of the evaluation aids. Table ¢ and 7
provide more detail, respectively, about the adversary
attributes and the adversary activities considered by

: cach method. Table 8 compares the guard force




descriptions. Table 9 cxawines representation of the

e

facility and its security system hardware. Table 10

lists the security system activities each method considers.

L Table 11 compares treatments of stochastic elements,

L and Table 12 characterizes the data base provided in

} some cvaluation systems. Finally, Table 13 indicates

the naturc of the reports each method provides on security

system performance.

b. A physical-security-system evaluation tool kit--

No currently available evaluation technique meets all
criteria for an ideal assessment aid. Moreover, no single
current method provides all of the available capabilities
‘ that a security system evaluator or planner could profit-
ably empioy in a facility examination. Complementary i
technigques are separately available that toaether can ,

provide considerable insight into the adequacy of a physical

security system. We suggest some possible choices for a

useful mosaic of methods.

(1) Global evaluations--To obtain an overview of

the vulnerability of a security system to physical assault,
the model of choice at present is probably SAFE. 1Its
recently documented provicions for automated input assis-
tance have made it much casier to use. SAFE's criterion
for critical paths is as sound as any now in use. Its
preliminary cexamination of critical paths using EAST and

BATLE provides a good starting peint for further cvaluation.

SSEM 13 a close competitor for the global ecvaluation
function. It offers some advantages over SAFE in certain
applications, particularly thosc in which unusual circum-
stances cast tabulated component performance data into

doubt. Many required data arec built into the code for

user sclection.




To provide a global examination of the security
consequences of insider privileges, we would choose
MAIT. It is relatively easy to use, conservative from
the point of view of the security system, and thorough

within its range of concern.

(2) Scu~ario examination techniques--If a simple

trecatment is adequate, as is often the case, the EASI/BATLE
combination is as good as anything currently available.

It is sound, well documented, and treats--in some way--

all the basic processes in the physical protection problem
(detection, adversary progress and delay, guard force
response, and combat engagement). It is as easy to use

as any current evaluation tool.

The more detailed scenario simulation models continue
to present difficult choices. SSPAM is not quite complete,
and will require more testing and documentation before it
can be used with confidence. FSNM has had some limited
tests but is not yet entirely debugged. It cannot now
be used on most computer systems, and there are no imme-
diate plans for further development. Both SSPAM and FSNM
require human factors data that are not now available,
and that may prove difficult or impossible to obtain.
SABRES II, which shares this problem, Zs complete and
documented. Unfortunately, it treats only the combat

engagement phase »f a scenario.

SNAP is the only currently available, adequately
documented modeling system that can carry out general
detailed scenario simulations. Because it is uniquely
flexible, it almost certainly belongs in the standard
security system modeling kit. It is not, however, a
convenient substitute for more rigidly defined modcls
like SSPAM and FSNM, which should require less user

attention to completeness and validation.




(3) Special purpose models--Two models we have

examined attempt to address survivability within the
context of security problems--Sandia/Livermore's SOURCE
and Jaycor's SAS. They have differing strengths and weak-
nesses, which makes a choice between them difficult (and
perhaps inappropriate). SOURCE deals with the road

convoy ambush problem. SAS treats the entire transport
problem, but considers some convoy characteristics in a

less convenient way than SOURCE. Both could be useful.

(4) Hardware for security system modeling--A

tentative consensus in the modeling community favors

the use of high performance minicomputers with virtual
memory operating systems (especially the Digital Equipment
VAX 11). Most modelers now consider a graphic tablet

attached to an interactive data entry system (with built-

in display capabilities) almost essential for accurate, cost

effective preparation of input for the more elaborate
models. Most modeling groups prefer TEKTRONIX 4050
series microcomputers, with various compatible tablets,

to support this part of the system.

c. Observations on security system modeling--It is

impractical (if not impossible) to:

® incorporate 271l relevant features in a security
system simulation or;

® definitively validate a security system model.

Many of the data required for very detailed scenario simu-
lations are unavailable (and likely to remain so).
Greater detail does not necessarily imply either great

accuracy or high credibility. Problems of practicality

15




and validation <o not excuse the modeler from his responsi-

bility to:

® create practical models that include the
most important relevant features to produce
suggestive, useful and demonstrably plausible
results and
® select data and submodels that reflect the
realities of the security systems as closely
as the state of the art will allow.
"™wo useful aids in fulfilling the model designer's responsi-
bilities are trial sensitivity studies--in which simulation
runs are compared with one another to see if the results !
reflect changes in parameters and data in a reasonable way--
and test examinations of real-world facilities--which allow
evaluations based on modeling to be compared with conclusions

of security system professionals.

Much has been learned in each attempt to produce a new

generation of physical security system evaluation algorithms.
An important part of the learning process takes place when
model developers make a serious attempt to identify and
correct the deficiencies of the previous generation's

methodology.

d. Observations on _security system evaluation--The

comprehensive requirements of an adequate simulation can

structure the initial data-gathering phase of a security

system evaluation in a particular fruitful way. 1In fact,
a significant fraction of the benefit of such an evaluation
is often realized in this phase, as "obvious" weaknesses

are uncovered.

Because computer models can be unusually thorough, they
may uncover vulnerabilities that would elude a human

evaluator. However, because no model or ygroup of models

is likely to consider the more imaginative attacks




a creative professional might suggest, computerized pro-
cedures can constitute only part of a sound evaluation

process.

Models can provide a framework within which experts
can reach consensus decisions on security system adequacy.
It should be much easier to reach agreement on parameters
and methodology in the abstract than it would be to blend

personal judgements of tnt- | systems.

An assessment thit compares the performance of two
candidate security cv-tem de=zigns against unrealistically
capable adversaries 1 likely to find both systems seri-
ously wanting. M»oro m. jnt be learned in a comparison
that includes a variety of adversaries with varying
capabilities (perhar. over a range that cuilminatccs at

human limits).

Examination of a security system for adeguacy against
insider threats is important, because insiders are potential
adversaries and because a secirity system that defeats
insiders is likely to perform well against outsiders who

use deceit.

Some plausible adversary activities are much more
difficult to model than others. The evaluator of a security
system has a special responsibility to consider separately,
outside the context of automated assistance, any activities

that are difficult to simulate.

Code originators, who know all the peculiarities of
a given model (including the precise meaning of the numbers
that go in at the beginning and come out at the end)
are important--if not essential--members of teams that
use the model in a security system evaluation. Similarly,
site personnel should be actively involved in data gathering

and analysis.

17
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e. Observations on the uses of physical sccurity

: system evaluation methods--Policymakers and researchers can

use security system evaluation techniques to identify and
i understand factors that determine the success or failure
of security systems. Managers and system designers tend
to focus more sharply on specific systems, often within
a relatively narrow range of excursions from a base case.
Both sets of users will take advantage of whatever capa-
bilities their chosen methods provide to screen many
options economically. The evaluation method's basic
function in this process ({(whatever its object) is to

rank alternatives in a systematic and consistent way.

18




I1. REVIEW ELEMENTS AND TERMINOLOGY

1. INTRODUCTION

The object ot this study is to provide the Defense Nuclear
Agency (DNA) with current information on the capability of
available computer models to evaluate the performance of physi-
cal security systems for nuclear weapons, at fixed sites and
in transit. It is also to provide an overall assessment of
the models with regard to their possible utility to DNA as an
aid in making security related decisions. This report updates
the findings of previous RDA surveys prepared for the Navy
Surface Weapons Center (NAVSWC) (Ref. 1) and for the Nuclear
Regulatory Commission (NRC) (Ref. 2). Like the NAVSWC study,
the present review concentrates on computer models, but also
examines other techniques that might support similar evalua-
tions of physical security systems.* We have attempted to

consider all information available to us in March, 1981.

In the past two years there have been no revolutions in
the state of the art of physical security system evaluation.
There has, however, been steady evolutionary progress {and
some change of emphasis in the major programs). Many of the
models examined for the NAVSWC report are now better tested
and documented. Several of the models have become easier to
use, with automated assistance in input preparation and

extensive use of interactive graphics. There is increased

*

We do not discuss methods for evaluating materials control

and accounting systems in this report. Such techniques .erc
examined in RDA's NRC Survey (Ref. 2) and in two recent assess-
ments prepared for the Department of Energy (Refs. 5, 6).

5. Dowdy, E.J., and Mangan, D.L., A Review of Safequards and
Security Systems Effectiveness Evaluation Methodologies,
Office of Safeqguards and Security, Department of Energy,
January, 1980.

6. Paulus, W.K., Survey of Insider Safeguards Effectiveness
Evaluation Models, Sandia National Laboratories, SAND 80-
2580, October, 1980.
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emphasis on techniques which attempt to accomplish the goals
of computer modeling without (necessarily) using either
computers or models. There seems to be less emphasis on
elaborate high-detail scenario simulation models. This
report reflects these trends in its coverage, and in its
discussions of the models affected by the trends.

We have revised all of the NAVSWC report's model descrip-
tions--some extensively, some less so. We distinguish old
documentation--used in preparation of the NAVSWC review--from
new in the bibliographies associated with the models by a non-
standard type style. We include new discussions of techniques
not considered in the previous RDA surveys. We concentrate
on those tools that seemed most promising as aids to DNA, and
generally treat only briefly techniques which would require

extensive modifications to be of interest to DNA.
2. NUCLEAR WEAPON PHYSICAL SECURITY SYSTEMS

Present and contemplated arrangements for security of
nuclear weapons are generally similar to NRC and DoOE systems
for the security of special nuclear material. They are based
on the Department of Defense nuclear weapon security directive
(Ref. 3) and manual (Ref. 4). They share domestic safeguards
systems' objective of "deterring potential adversaries from
initiating or continuing acts involving the illegal acquisi-
tion or malevolent use of nuclear materials, and preventing
the completion of such acts by detecting” them "and responding
so as either to preclude theft or sabotage or to recover

nuclear materials taken (Ref. 5)."

All of the systems--military and civilian--involve the
same types of subsystems and components. The main features
are:

® Exclusion areas, special access areas, restricted
areas.
® Barriers and locking systems.

20
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Intrusion sensors and alarm systems.

Surveillance systems (e.g. closed circuit TV).
CGuard forces.
Duress alarms.

Security communications.

Back-up response forces.

DoD security procedures and rules also have much in

common with those of other security systems. These include:

® Two-man rule for access to nuclear material.
Personnel reliability program.
Control of access authority.

Use of exchange badges for exclusion areas.

Defined response to hostage situations.

3. ACTIONS TO BE PREVENTED

A nuclear weapon security system needs to be prepared to

prevent a variety of malevolent acts. To be comprehensive,

a computer simulation system would need to be able to consider

any of them. Possible hostile actions include:

® Theft of nuclear weapons.

e Capture of on-site control of a nuclear weapon
(which could permit its use for blackmail).

® Disablement or destruction of nuclear weapons
(which could be accompanied by dispersal of
plutonium or U-235}).

® Nuclear explosion on site.
Launch of nuclear-weapon-carrying vehicle by
direct unauthorized action or by indirect
action, e.g., by alteration of control circuits.

4. ADVERSARIES

a. Adversary action modes--Several different modes of

"attack" can be used by an adversary who seeks to carry out

-




a malevolent act involving nuclear weapons. These can be

categorized as employing:

® Force--action that is overt, which involves
or threatens physical violence against people
Oor property.

® Stealth--action desiygned to be covert, to avoid
detection.

® Deceit--action designed to deceive, e.y., the
use of false identify or false authorization;

the creation of false impressions.

These terms can be used to describe the activity by which an

attacker may enter a facility and carry out his plans.

An action may involve a combination of modes. For example,
1f the action begins as deceit or stealth, it may shift to
force if an alarm is sounded. One general mode of action can
be a combination of the above modes--for instance, the extor-
tion of assistance from an insider, possibly someone in high
authority. This could involve blackmail, the use ¢f hostages,
or some threat of violence. For example, a weapon cofiicer's
family could be held hostage, under threat of death if the

adversary action is not successful.

b. Potential adversaries--Adversaries can be divided

into two 4general categories--insiders and outsiders. Insiders
are persons authorized some participation in facility opera-
tions, po<sibly including security operations. The Jdesigna-
tion "insider" is used for all such persons; their possible
access and authority can range from very limited to verv
great. The insider adversary may be a determined malefactor,

or he may be a person whose assistance is extorted or bought.
An outsider attacker is one who has no legitimate partici-
pation in facility activities. Attacker groups planning

actions against nuclear wecapons will probably require some
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advance inside information, supplied by a past or present

insider.

c. Other attributes--Attacker attributes of possible

interest in computer modeling efforts include:

® Possible division into component groups.

e Numbers in those groups.

® Knowledge of facility, weapons, and security.
e Weapons.

® Barrier penetration aids.

e Disguise.

e Transport.

e Communications.

o

Personal attributes--dedication, intelligence,

physical capabilities, etc.

d. Possible attacker motivation--There are various

motives that may prompt an attack on nuclear weapons. It 1is
conceivable that differences in motives may lead to differences
in attributes that should be taken into account in modeling.

In any event, some motives may make certain scenarios - r-
esting that might otherwise appear unlikely. The motives

are often implied by the labels that are given to possible
attacker groups.

® Terrorist—--A central goal is to make a political
statement that receives great attention. The
theft of a nuclear weapon and the threat of its
use or its actual detonation would attract
tremendous attention to a political cause.

e Plaramilitary--The object may be to acquire nuclear
weapons for some military activity, or to acquire
intelligence information on U.S. weapons.

® Psychological--The malevolent action is motivated

by psychological maladjustment, disaffection,

mental aberration, etc.




@ Criminal--The main motive is simply a desire
to acquire wealth. This might be done by selling
a stolen weapon or by extorting money through

the threat of a nuclear explosion.
5. COMPUTER MODELS

We here summarize some general categories into which
existing codes for modeling security systems can be divided.

We also note some features that distinguish the various codes.

a. Basic types of model--It is useful to distinguish
between two basic types of security models--those that examine
a security system's performance in a specified threat scenario

and those that attempt a global evaluation of the system.

A scenario-oriented model simulates the attack specified
by the user in more or less detail, tracing its progress and
predicting its outcome. If the analyst has sufficient skill,
experience, and imagination, exami-3ation of a relatively
modest number of scenarios using such a model may provide an
adequately comprehensive and stringent test of security
system--but this is in no way guaranteed. Evaluation tech-
niques that do not involve simulation, but consider snecific
situations freely chosen by the analyst, arc discuzscd in the
section of this report which deals with scenario simulation
{(Section III, 2).

A global model evaluates a security system more system-
Aatically. 1Its operation begins with generation of a set of
scenarios which test the security system in a particularly
stringent way. It then estimates the probability of attacker
success in those optimized scenarios, identifying attacks to
which the security system seems particularly vulnerable.
Often, a global modél will identify »articularly weax clements
of the security system. The analyst may choose to examine

the most interesting scenarios in greater detail, with a more
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elaborate scenaric-oriented model than the one which is
embedded in the global model. Evaluation techniques which
do not involve simulation, but provide detailed guidance in
choosing a set of situations to be considered, arce discussecd
in the section of this report which deals with global simu-

lations (Section III, 1).

b. Model components--It is a common and useful practice

to divide the security system evaluation process into separate
functional tasks, which are often accomplished by relatively
‘ndependent computer codes--modules or subroutines within

the modeling system. These include:

(1) Target identification routines--These perform

some sort of fault tree analysis to determine, for example,
which facility entity or entities must be attacked to suc-
cessfully injure a nuclear fuel system installation in a
rarticular way. These entities are thereby identified as
more or less significant targets for the security system's
hypothetical adversaries. Such routines may well be of
interest to designers of nuclear weapon systems, to help
them identify sets of circumstances that could lead to some
particular sabotage objective such as unauthorized launch.
Any important sabotage of the weapon system is, of course,
a concern of the security system. However, the application
of this type code to a complex weapons system is more the
province of the weapon system designer than it is that of
the security system designer or evaluator. These codes are

not discussed further in this report.

(2) Pathfinding routines--These codes consider all

members of one or more classes of adversary paths in a
facility and identify those paths that are in some sense
best. They may seek paths that are shortest in distance,
shortest in elapsed time (including time required for pene-

tration through barriers), along which intrusion is least
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likely to be detected, etc. The path may be optimized all
the way to the target (e.g., the nuclear weapons), to the
target and out, or to some other position. For example,

some codes determine paths that minimize probability of
detection up to a distance from the target than can be
traversed in less than the minimum response time of the guard
force. (This maximizes the probability that the attackers
wlll reach the target before being intercepted by the guard

force.)

(3) Path simulation routines--These trace the adver-

saries' proyress along their chosen path through the areas,
portals, and barriers of the facility. They may also follow
the movements of the guard force, sometimes at a different
level of detail from that which is used to characterize the
attackers' movements. Tactors which may be taken into account
by such routines include adversary and quard capability
levels and equipment, performance parameters cf security
system hardware, operational and environmental conditions,
mean times required to perform various tasks, etc. They
determine whether or not (or with what probability! the
attackers are confronted by the security force or succeecded

in achieving their goals.

(4) Combat engagement routines--Thesc routines predict

the outcome of a confrontation between guards and attackers
and estimate 1ts duration. Factors which typically influence
those predictions include numbers of combatants, weapons
available to cach side, level of competence/dedication/
training, degree of tactical advantaye, etc. Different
examples of such routines allow for vastly different levels

of tactical complexity. 3ome routines simulate the engagement
in considerable physical and psycholouvical detail; others
translate the initial conditions into attrition rates for

use in a system of differential equations that describe the

development of the engagement.
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(5) Collusion analysis routines--These codes identify

combinations of personnel who can use their insider privileges
to carry out unauthorized activities directed against the
facility. Such acts might range from tampering with vital
components of the alarm system to actual acts of sabotage

or theft.

c. Treatment of probability--Many of the processes which

are simulated in physical security system models are of a
partly random nature. Stochastic features must therefore

be included in those models. For example, times to complete
tasks such as penetration of a barrier may be randomly
distributed about some mean value according to a certain
distribution function; less than perfect intrusion detectors
are activated with less than unit probability by adversaries
who pass them; etc. Typically, the system to be modeled
includes several such random elements. These processes

receive different statistical treatment in different models.

One sound approach to this problem, used in some of the
simplest models, uses mean values in deterministic calcula-
tions. Probabilities and uncertainties introduced by random
variations are propagated into well defined uncertainties
in the results. Another sound approach, suitable for models
of any complexity, repeats the simulation many times while
randomly drawing values from appropriate distributions for
each of the stochastic variables. If carried out a sufficient
number of times, this Monte Carlo procedurc produces a distri-
bution of outcomes that is properly averaged cver the various

component distribution functions.

A less satisfactory (but more economical) approach
utilizes a single random draw (ivrom the appropriate distri-
bution) for each stochastic variable. It is difficult to
sce how this could be valid in any context but that of a

simulator to be usced for training purposes.




d. Transport models--Security systems which must protect

nuclear weapons in transit are somewhat different than fixed
site protection systems, and face a somewhat different threat.
] Most obviously, they must be mobile, which limits them in

3 many ways. (They cannot employ thick reinforced concrete

A barriers, for example.) They have less control over their
surroundings in that they generally cannot effectively exclude
either people or equipment from their immediate vicinity. 3
They must be more or less self-contained. (Response forces i
that do not travel with the convoy are unlikely to be avail-~
able for assistance on the time scale of a typical ambush
scenario.) Because mobility can be a key to security system
success, the vulnerability of convoy vehicles is typicaily

much more important than the vulnerability of equipment in

i : a fixed site physical security system. Adversary tactics are
likely to be different. (Stand-off attacks may be particularly

effective.) Several groups have written or adapted models to

deal with this special situation.
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III. DESCRIPTIONS OF EVALUATION TECHNIQUES

1. GLOBAL EVALUATION MODELS
a. Safeguards Automated Facility Evaluation (SAFE)
(sandia National Laboratories)--SAFE, Sandia's global

evaluation modeling system for fixed site physical security
systems, is composed of several relatively independent
subsystems. In carrying out its part of the evaluation,
cach subsystem provides data for the next stage of the
analysis. Together, these modules test an installation's
ability to prevent access to, acquisition of, or removal of
protected assets. This is done in a manner that is compre-
hensive in the sense of considering all critical attack paths
(of the type that can be treated by the model). The tests
are as stringent and conservative as the analyst chooses to
make them through his specification of security system and

adversary force performance measures.

Most of the computer codes which comprise SAFE can be
run independently. Sandia has incorporated several of
them (with more or less modification) into other models.
We will discuss them under subheadings corresponding to
the part of the problem which they address. This will
facilitate cross-reference elsewhere in this report, and
will allow easier access to discussions of codes which

may be of interest in their stand-alone versions.

(1) Facility Characterization--The pathfinding

procedures of SAFE require an extensive listing of points

of interest within the installation (called nodes),
accompanied by an exhaustive description of their inter-
connections (called arcs). Each location or connection must
be characterized by type, average (and standard deviation)

of the adversary's delay time, and probability of alarm

activation. Since the previous survey, Sandia has developed




new sections of SAFL of these data to the computer (and
in preparing them for further processing). (They were
not included in some early versions of SAFE distributed

to other organizations).

(a) Graphical Representation Interactive
Digitization (GRID)-~GRID helps the user identify and

characterize the facility's significant points (nodes),
including targets, penetration points, portals and stair-
cases. The analyst also uscs it to specify the positions
and types of barriers such as walls. Because S5AFE's
automatic arc gencrating procedure considers only

straight line paths, the usecr centers special extra points--
called pscudo-nodes--to provide routes which go around
obstacles rather than through them. GRID runs on a
Tektronix 4051 desk-top microcomputer. An attached
digitizing tablet provides a convenient means for recading

node locations from a facility blueprint. Whencver the

user wishes, GRID can display the data which have been
entered, presenting a simplified facility drawing on the
4051'3 screen. This allows the analyst to examine them
for accuracy nd completeness and to correct them if
Jdosired. When he is satisfied, he can send a data file
sultable for subsequent SAFE processing (listing node
noistions and types) to SAFE's host main frame computer

over telephone lines.

(b) Automatic Reqgion Extraction Algorithm

(APEA) --For simple facilitics, the analyst can identify
yooluspection the ares to be concidered in further
uroconsing,  For more complex facilities, SAFE provides

1 auatonated procedure to [dentify and heln characterize

signiticant arcs.  AREA takes the gseot of node data provided
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by GPRID and (with some assistance from the user) definces

the abstract facility graph (nodes and arcs) that is used
in later parts »f the evaluation process. To usc AREA, the
analyst must digitize the facility guite precisely (which
should not be difficult with GRID). AREA can identify
certain unreasonable or imprecise entries to help climinate
erronecous data early in the analysis. It also helps the

user modify a data set before further processing.

(c) safeguards Engineering and Analysis Data

Base (SEAD)--To complete SAFE's system specification, the

analyst must specify such data as the delay time ani
detection probability associated with each barricr
penetration node, the security force response time to cach
target node, the adversary velocity, and thc probability
that the sccurity force is alerted when an alarm is acti-
vated. SAFE's designers suggest that the analyst use data
appropriate to the specific security system components

in their actual operational environment (a counsel of

perfection!).

The modules of the SEAD system will cventually help
the analyst prepare SAFE facility descriptions. lle will
be able to call component performance data from the datu
base interactively, either one component at a time or
by tyose. The S5EAD modules were designed to serve as
dynamic, computerized handbooks of data on the performanco
of physical security hardware. They can producr answers
to usecr inquiries, provide up-to-date hard copy compilations
of the handbook data, and could scrve as a modeling <data
basc for other codes as well as SAFE. Information f{rom

the Sandia barriecr data hase (Ref. 7) was incorporated in

7. Intrusion Dectection Systems lHandbook, SAND76-0554, Sandia

National Laboratories, October 1977.

Entry Control Systems liandbook, SAND77-1033, Sandia
National Laboratories, §€f>'t?:?5er 1977.

Barrier Technology lfandbook, SAND77-0777, Sandia National

Laboratories, April 1978.
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the one completed SEAD module. Sandia is developing inter-
faces with SAFE and experts to complete them in FY 1981.

Sandia has suspended development of additional SEAD modules,
at least in part to avoid needless publication of safeguard ®

component vulnerabilities. ’

(2) Pathfinding routines: KSPTH, MINDPT, PATHS,

ADAPTH, POST--Several procedures are (or soon will be) avail-

able in SAFE to identify those adversary paths through the

facility which most severely test the security system. With

one exception (discussed below) they are unidirectional: they -

optimize paths from one node (exterior or target) to another
(target or exterior), but not round trip paths. Identifica- ]
tion of one or several critical paths can be requested, and )
three different measures of system stress can be employed.

Most of the procedures discussed here are deterministic: they
use a single average value for each facility parameter and

identify optimal paths that correspond to those fixed average

values.

In older versions of SAFE, KSPTH identified one or more
paths which minimized, as desired, either the time required
for the adversary to reach each significant location in the

facility or the probability that he would be detected along

e B N b ¢

the way. In the current standard version of SAFE, MINDPT, i
which has replaced KSPTHS, identifies a most critical path

that minimizes time, detection probability, or a third figure

of merit: the probability that the adversary will de detected

while the security force still has time to respond before

the adversary reaches his target. Both KSPTH and MINDPT use

an efficient search algorithm designed by E.W. Dijkstra (and
modified by J.Y. Yen) to identify their optimal paths.

SAFE's second generation PATHfinding Simulation (PATHS)
generally uses MINDPT's minimization-of-probability-of-timely-
detection scheme (including the Dijkstra-Yen search)} but

applies it in Monte Carlo fashion to sets of facility
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parameters chosen in accord with distribution functions

specified by the analyst. Like the other pathfinding routines,
PATHS ranks the routes it explores and identifies those it
considers most critical. It also identifies those adversary
{ activities which occur with highest frequency in the set of
paths which are most critical. Such a list could be a valu-
able aid in improving an installation's security system.
It is most often used after MINDPT has already established

that there are interesting vulnerabilities to be explored.

Most recently, Sandia has developed a code called ADPATIH,
which will replace MINDPT in the standard version of SAFE
sometime in FY 1981. Like MINDPT, ADPATH is a deterministic
algorithm. It differs from other Sandia pathfinding routines
in three major respects: it uses an improved search algorithm
devised by L.R. Ford, Jr., it handles both the entry and the
exit phases of theft paths in a single run, and it allows
for different treatment of the two directions of travel along
a path or through a barrier. The latter improvement is rather
significant, since it allows a somewhat more realistic treat-
ment of escape after theft. (ADPATH cannot account « . zmicarl-
for degradation of security system elements during the entry

phase--an extremely difficult mathematical problem!)

For installations in which the adversaries must visit
several targets to accomplish their mission, Sandia has

developed a pathfinding code called POST to find optimal

paths (by repeated application of ADPATH).

(3) Path evaluation: EASI, BATLE--Those paths which

have been identified by SAFE as especially likely to defeat
the physical security system are examined further to obtain
additional measures of the installation's vulnerability to
attacks along them. The intent is to provide a conservative
global assessment of the system to be used in design trade-

of f studies and --perhaps--regulatory certification. Because

the number of critical paths to be examined is relatively
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small, the path evaluation codes that follow could, in prin-
ciple, be quite elaborate. To preserve the option of carrying
out sensitivity studies at moderate cost, however, Sandia

uses fairly simple models to follow adversary progress in the
current standard implementation of SAFE. (Sandia is develop-
ing an option which would perform more elaborate path exami-

nations using the SNAP simulation system described elsewhere

s AP s

in this report.)

Up to the point at which the adversaries are confronted

by the guards (or the hostile act is accomplished without
such an encounter), SAFE employs a procedure called Estimate
of Adversary Sequence Interruption (EASI). Two versions of
EASI essentially similar to the one in SAFE are available

for stand-alone use. Sandia has implemented one of them in
the instruction sets of several hand-held programmable calcu-
lators. The other requires more substantial computational
facilities but can accept its input from a time sharing
terminal. It can also present part of its output as a useful
set of two- or three-dimensional graphs that portray the
sensitivity of the results to the performance of elements of
the security system., All the versions of EASI treat the
adversary path as a sequence of tasks, which might include
travel from one point to another, penetration of a barrier,
etc. Associated with each task is a mean performance time,
its standard deviation, and a probability that the alarm
system will detect the adversaries once they have performed
the task. EASI also requires estimates of mean guard force
response time (which includes alarm assessment time), its
standard deviation, and the probability that the existence of
an activated alarm will be communicated to the guard force.
EASI combines these data to produce a cummulative probability

that the guard force will confront the adversaries before

they have succeeded in their objective. 1In Sandia's tests,




EASI values for this measure-of-merit were similar to results
obtained from more elaborate models such as FESEM, IS.M, and
FSNM. EASI carries the scenario to the amount of confrontation
of guards and adversaries. In SAFE, a code called Brief
Adversary Threat Loss Estimator (BATLE) assesses the likely
outcome of the ensuing struggle. BATLE is a small-scale
engagement model that uses estimated average attrition rates
rather than carrying out a detailed simulation of the events
of the encounter. BATLE estimates these attrition rates from
user-specified assumptions about combatant characteristics
and circumstances, including posture, cover, weaponry and
firing proficiency, using empirical relationships based on
military weapons effectiveness data. BATLE's attrition rates
differ for participants who defend or mount an assualt.
Circumstances (and attrition rates) can change--and additional
guards or attackers can arrive--at any time during the course
of an engagement. The engagement terminates when specified
"absorption states" have been reached. (In practice this
almost always means that either the number of guards or the
number of adversaries has become zero.) BATLE calculates a
probability that the security force will win the battle.

The product of this probability and EASI's probability of
interruption is SAFE's measure of overall security system

effectiveness for a given critical path.

(4) Computational requirements--SAFE offers consider-

able evaluation capability. To provide that capability, SAFE
requires substantial (but not extraordinary) computational
resources. In the current standard version, a fairly elaborate
microcomputer system supports data entry and verification.

Such systems have become more common recently, but they are

not so universally available now that they can be considered
standard equipment. The rest of SAFE runs on a standard

large main frame computer, using resident graphic display

software in addition to a Fortran compiler, and up to about
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35,000 words of storage. For a fairly complex problem, a
single run through the SAFE procedure redquired about two

minutes of central processor time on the Sandia CDC 6600.

(5) Documentation and application--Sandia has pre-

pared an extensive collection of documents about SAFE and
its components since the previous RDA survey. New entries
in the bibliography for this scction include a multi-volune
SAFE user's manual containing an overview, and extensive
methodological discussion, a detailed example and listings
of the computer codes. Rather complete current descriptions
of BATLE and of several of the pathfinding routines have
also been added to the list, as have a set of directions for
tiie application of SAFE to a reactor and a report of parallel
applications of SAFE and other Sandia evaluation techniques
to a reactor and a fuel cycle facility. SAFE is as well

documented as any technique we have examined.

SAFE has been actively applied by Sandia since the last
EDA survey. Major recent applications included examination
of four nuclear reactors and a generic Navy ship. Typically,
such an application considered a large number of sabotage
targets (including some which had to be visited in sequence),
and included sensitivity studies leading to recommendations
for security system apgrades. Various versions of SAFE have

been transfered to five non-Sandia users.

(6) Assessment-~SAFE, like other global evaluation
techniques we have examined, falls somewhat short of providing
either a definitive or a truly comprehensive security system
evaluation. Certain system elements are treated in a simpli-

fied, sometimes artificial way*. Only paths corresponding to

*

Some examples: Random guard patrols are treated by averaging
~uard response time over the entire tour of duty, including
time spent in the guard house; insider assistance is considered
by arbitrarily degrading performance parameters for each alarm
judgyed to be susceptible to tampering by an insider.
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very straightforward adversary tactics are examined as
candidates for critical paths, and only a single threat and
a single system condition are considered in a given evalua-

tion run.

Nevertheless, SAFE's evaluation of an existing or planned
facility can be very helpful to the analyst--quite likely
as helpful as any currently available modeling system. SAFE's
capabilities, some of which are unique among available evalua-
tion procedures, have been continually refined during the

course of its development and are impressive.
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b. Site Security Evaluation Model (SSEM) (TRW)--SSEM

is TRW's global physical protection system evaluation
code. 1t was developed in the early 1970s, reaching its
mature form by the end of 1974. Since then, the only
major change in the model has been the development of an
improved input system (by TRW and Informatics) in 1978.
S5S5EM was discussed in both of the previous RDA surveys
of security system evaluation models. Despite its age,
1t is guite competitive with more recently developed

global models. As a result, it is still in active use.

SSEM considers attacks on a protected facility by a
single group of adversaries intent on performing a male-
volent act at some target within the facility. The
attackers approach the target along an optimized route
from the outer perimeter (in the case of outsiders) or
from some point of legitimate access (in the case of
insider adversaries). So long as deceitful outsiders
are judged to have successfully deceived the access con-
trol system, they are treated as insiders. SSEM selects
routes that minimize the probability that the attack is
recognized before the adversaries complete their activities

at the target.

(1) Adversary description--SSEM describes attac-

kers in terms of their abilities to defecat or cevade each
type of impediment which might be placed in their path by
the security system. These capabilities include insider
privileges, and skills useful in penetrating barriers,
defeating alarms, opening locks and entering controlled

portals by deceit.

(2) Guard force description-~--Guards have one main

function in SSEM scenarios: they may detect the attackers.

(Presumably, they also operate parts of the independently




modeled access control system.) For use in estimating

adversary detection probability, the guard force description

¢ includes details such as visual and aural acuity, and time
schedule, duration, coverage, and composition of any patrols

1 or guard post details. To aid in estimating response

times, the input information also specifies guard locations,

procedures, and travel speeds.

(3) Facility description--SSEM superposes a

rectangular array of grid points on a scale drawing of

each floor of the facility, spaced so that each element of
the security system which is to be modeled is unambiguously
located between two adjacent grid points. Grid points

occur at each intersection of a two- or three-dimensional

mesh of orthogonal lines. The site is described by specify-
ing what barrier type {(if any) and what alarm type (if any)
occur between each grid point and each of its neighbors
along the grid lines. (Interior points have six neighbors
in a three-dimensional facility, four in a facility which
has only a single level.) In addition, SSEM defines the
lighting level at the grid point, and identified any targets
or volume sensors which may be present there. An extensive
data base of performance parameters for walls, doors,

locks, alarms, and CCTV systems simplifies entry of this

information.

The code examines each direction of motion from each
point to an adjacent point along a grid line and assigns
a probability of successful adversary penetration (passage
through any obstacles without detection, as a function
of time spent) to each motion. The bulk of the computer
time used by SSEM is spent in optimizing these point-to-
point journeys. SSEM can save information about the

optimized path segments for future usc (in sensitivity




studies, for example). 1In examining these path segments,

SSEM employs a barrier submodel (to provide raw probability
of penetration), an alarm submodel (to provide probability
of alarm, given penetration), and the guard submodel (to
provide probability of detection, given an activated alarm).
An unusual feature of SSEM is its use of detailed physical
models for most of the security system's detection processes,
mechanical and human. (Any advantage of this approach

over use of empirical performance measures may be accom-
panied by uncertainties introduced by simplified physical

descriptions of the detection processes.)

(4) Pathfinding and path evaluation--SSEM simul-

taneously identifies and evaluates critical paths to each
potential target. It does this by applying dynamic program-
ming techniques to the successful penetration probabilities
--described above--for each journey from grid point to grid
point., SSEM can carry out the optimization so as to max-
imize a success probability. SSEM's designers' early
experience with the method led them to conclude that a
total time constraint has little impact on adversary
success. This, and the much higher cost of the constrained
optimization, led them to remove the time constraint in all
recent applications. SSEM's global measure of security
system effectiveness is the adversaries' overall success
probability, computed as a function of the time available

to them for completion of all their activities.

(5) Auxiliary models--Associated with the sub-

models which carry out the evaluation described above are
other, essentially independent, submodels which treat
various aspects of security system operations. They include
a Key, Combination, and Document Control Model (which

keeps records, compiles inventories, and calculates com-

promise probabilities for those entities), an Access




Control Model (which simulates typical operations of an
access control point and estimates probability of evasion
by an unauthorized person), a Bomb Damage Model (which
estimates the effects of an explosion on people and
barriers), a Mob Action Model (which simulates confron-
tations between a hostile crowd and the security system),

a Cost Model (which estimates the annualized cost of a

g g =

specified physical security system), and an Emergency

Destruction Model.

(6} Computational requirements--As expected for

a global assessment model, SSEM's demand for computational
resources is substantial. Examination of a real fuel
cycle facility, described in terms of 605 grid points,

required about 4 minutes of central processor time on

an IBM 370/195, a reasonable time expenditure for such . F
an examination. Storage requirements, however, were
formidable: about 800,000 bytes or 100,000 double preci-

sion words. Data collection, entry and verification were

rather burdensome in the original version of SSEM. To
alleviate that burden Informatics (in collaboration with
TRW) wrote a new data input package, which uses a Hewleott-

Packard 9800 series desk-top microcomputer to assist in

the process. A digitizing tablet helps the analyst locate
grid points and security system elements at the correct
positions on a facility blueprint. A plotter provides dis-

plays of the information entered on digitized maps (for

checking and editing). The package produces a tape con-
taining the SSEM input information which used to bhe pro-

duced by hand; it can be edited if desired.

(7) Documentation and applications--Most SSEM

documentation is classified Secret. This reflects the
original sponsorship of the model rather than the sensi-

tivity of the publications, which are similar to the
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unclassified model documents that describe other models.
Those with access to the classified SSEM documents can
consult a user's guide (with the most complete description
of SSEM output), a summary, two volumes of detailed des-
criptions of the submodels, and at least one document that
discusses an application. One unclassified discussion of
the model we found particularly useful is contained in a
summary dated 31 March 1976. Likec other available unclas-
sified SSEM discussions (most of the rest are collections

of TRW briefing charts), it is unpublished.

SSEM has been applied to as many real facilities as
any global model. These include two facilities belonging
to the original client, three State Department office
buildings, a nuclear fuel cycle facility, and three nuclear
weapon storage sites of interest to the Defense Nuclear
Agency (DNA). Most recently, TRW has examined two NASA
office facilities and a generic satellite tracking station.
One of the State Department evaluations was carried out
by personnel of that department. TRW has aiso transferred
the SSEM code to the Nuclear Regulatory Commission and to
DNA (which plans to modify it to produce a new model
called Security Integration and Technology Evaluation of
site-X--SITEX).

(8) Assessment--SSEM's pathfinding scheme is a
good one, as are the criteria it can use in selecting

critical paths. SSEM's capabilities which compare favor- r

ably with that in more recent models. Some of the indepen-
dent submodels of SSEM are particularly attractive because
they treat elements of security systems which are slighted
in other evaluation schemes. SSEM's only scrious omission
is its inability to reevaluate its critical paths (including

any combat engagements which may occur along them) once they
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have been identified.

TRW has plans to remedy this omission
by acquiring models developed by other organizations
(including SABRES II for combat engagements) .
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c. Path Analysis (PANL) (Sandia National Laboratories)--

PANL was developed for Sandia (by TRW) as part of a global

. evaluation methodology in which the analyst plays a much

b larger role than he does in the more highly automated pro-
cedures described previously. PANL estimates the adversaries'
probability of avoiding a confrontation with the security
system. Together with a compatible version of another Sandia
code called BATLE (described in section III.1l.a (3) of this
report}, PANL can also estimate the adversaries' probability

of mission success.

(1) Situation, adversary, and guard force descrip-

tion--PANL considers attacks on the facility by any of four-
teen predefined types of groups, characterized as insiders or
outsiders, with particular modes of transportation (in and
out), possibly carrying metal tools, weapons, or explosives.
If the analyst plans to consider combat engagements in evalu-
ating the security system, he must provide BATLE information
about numbers of adversaries, numbher of members and response
time for each guard group, illumination level, and weapons
type, level of training, and cover factor for each side. The
adversaries may attempt sabotage (in which reaching the target
to perform a malevolent act is the main concern) or theft

(in which removal of protected material is as important as

gaining access to it.)

(2) Pathfinding and performance measures--PANL shares

the pathfinding task with the analyst, who may well bear the
heavier part of this burden. First, the analyst prepares an
Adversary Sequence Diagram (ASD): a schematic chart of generic
path segments within the facility, for cxample outer fence to
inner fence, or inner fence to building portal. Next, the

analyst constructs a set of fault trees corresponding to the

path segments of the ASD. Each fault tree is a description
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of what must happen for the adversary to traverse the corre-
sponding path segment. Finally, the anlayst uses the fault
trees to derive expressions for minimal detection probabilities
and minimal adversary delay times for each segment. (For
attempted theft, the adversary delay for a given segment can
be different on paths (. the target, on paths “rom the target
where the adversaries traversed the segment on their way in,
and on paths [ror the target where the adversaries . - .o
traverse the segment on the way in.) If he chooses, the
analyst can provide sets of delays corresponding to several
alternative security system configurations, for comparison

later in the analysis.

PANL uses the detection probabilities and delay times
to find optimal paths through the ASD. It considers paths
for which the adversary has chosen to minimize detection
probability up to each stage of the ASD (in turn), and to
minimize time to the objective thereafter. The PANL/BATLE
combination calculates the probability that the adversary
completes his mission (even if one or more guard groups con-
front him) via each such path through the ASD, and identifies
and ranks those paths for which the completion probability ‘s
unacceptably high. Alternatively, PANL alone (without BATLE)
can identify and rank paths through the ASD with unacceptably
low probability of timely detection (early enough for a secu-
rity force to confront the adversaries within some prespecified

response time).

(3) Documentation and Application--A classified TRW

report on nuclear weapon storage site security systems con-
tains the best published description we have encountered of
PANL and the evaluation scheme in which it is used. Sandia

has published a PANL user's guide with detailed instructions

for use of the code on Sandia's computers. Sandia has used




PANL in examinations of several DciZ facilities.

(4) Assessment--The PANL or (combined PANL/BATLE)
codes are probably easier to use than either of the global
evaluation codes discussed earlier in this report. Because
an analysis using PANL depends critically on the quality of
the Adversary Sequence Diagram and the evaluated fault trees
produced by the analyst, however, a PANL facility examination
comparable to a SAFE or SSEM examination may reguire more
analyst skill and could require a comparable amount of analyst
effort.
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d. Vulnerability of Integrated Safequards Analysis

(VishA) (Sciecence Applications, Inc.)--SAlI's VISA methodology

has evolved considerably since it was described in the pre-
vious RDA survey. To distinguish the more recent version
of this technique from its predecessor, SAI calls it
VISA-2. Compared to the original VISA, VISA-2 places less
emphasis on simulation (as opposed to judgement) as an
evaluation tool. It also considers societal risk (as
defined by NRC and DoE: attempt frequency times success
probability times consequence) rather than just security

system effectiveness when possible.

(1) Overview--VISA-2 evaluates a small number of
key scenaricos--involving a few key threats--to rcach a
guantitative estimate of security system effectiveness.
First, the analyst chooses a few plausible "primary"
threats (from a longer list of possibilities) on the basis
of their higher risk. Next, for each primary threat he
chooses one or more scenarios that are plausible and that
present a high probability of adversary success. For each
such scenario, the analyst determines some guantitative
measure of security system effectiveness (MOE). He then
aggregates the MOEs for all the scenarios associated with
each primary threat. Finally, he combines aggrcgate measures
of effectiveness for the various primary threats to produce

a single global figure of merit for the security system.

Depending on the nature of the application and the
resources available to him, the analyst can use a varicty
of techniques for each of the analytic and synthetic
parts of the procedure. In analysis, he can use either
estimation (simple or detailed) or simulation (again at
various levels of detail, employing either available compu-
ter codes or field tests). In synthesis, he can choose
worst case measures of effectiveness, or any of several

welghted averages.
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(2) Threat screening--VISA-2 establishes a collec-

tion of threats for screening by considering each of the

malevolent acts to be prevented and each type of adversary

likely to attempt such an act. The analyst identifies i
L the most plausible combinations of adversary type and act,

and screens those threats according to the risk they pose.

: When he can estimate each factor to his satisfaction, the

analyst considers all of the three gquantities whose product

defines risk: probability of attempt; probability of

success, given an attempt; and consequence, given a

successful attempt.

(3) Scenario screening--For each of a set of

- primary threats chosen for their high score in the risk
screening, the VISA-2 analyst constructs a number of
scenarios. He does this by considering a range of possible

target characteristics; adversary capabilities and tactics;

and threatened system conditions. From these, the

analyst selects those combinations which would be most
attractive to the potential adversary. SAI suggests the
use of several possible techniques for this screening,
including gaming exercises, field tests and "global"

modeling.

(4) Scenario evaluation--VISA-2 asks the analyst

to assign a quantitative measure of security system effec-
tiveness in each of the primary scenarios selected in the
screening process. The MOE, defined as the probability
that the adversary fails, ranges from a value of one for

a perfect security system to zero for a system which is
non-existent or totally ineffective. SAI suggests a
correspondence between adjudged levels of sccurity system
effectiveness (e.g., "very high," "moderate,” "low") and
quantitative probability values which they feel is neutral

as between defense- and offense-conservatism. The analyst
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is to divide the scenario into segments (e.g., entry for
theft, weapon acquisition, weapon removal); separately
estimate the adversary success probability for each secg-
ment--considering both covert and overt attempts; and
combine these success probabilities with detection proba-
bilities to obtain an overall security system MOE for the
scenario. Alternatively, SAI suggests that he might use
gaming, a field test, or a scenario cvaluation model to
determine an MOE. 1In the near future, SAI plans to extend
the scenario evaluation to consider security system
actions to mitigate the consequences of the malevolent

acts.

(5) Scenario _and threat synthesis--The VISA-2

analyst combines the primary scenario MOEs in a systematic
way to deduce a global measure of effectiveness for the
security system. First, he aggregates all scenario mecasures
associated with a given primary threat. He can choose the
lowest MOE or an average (possibly weighted by plausibility)
of MOEs for the various scenarios. Then he averages the
figures of merit for the various primary threats, possibly
weighting the figures according to consequence or risk

involved.

(6) Documentation and applications--VISA-2 was

only recently developed, and is still somewhat fluid. Its
only published documentation is an abstract of a paper

to be presented at a meeting. We found somewhat more
detail in unpublished collections of SAI briecfing charts.
ViSA-2 has had two applications, both concerncd with
nuclear weapon sitce security. They were carried out

by a team consisting of VISA-2's developer, a site

expert and a former mcmber of the Spccial Forces.




evaluations very

evaluations (SAI
and the ultimate
Less experienced

find other, less

; ‘7) Assessment--VISA-2 is more accurately described
as a framework for evaluation than as a model. The large
L measure of flexibility that VISA-2 provides may allow a

team of experienced analysts to carry out useful facility

economically. The analysts should care-

fully rccord their assumptions and judgements during such

did this in the example we examined),

user should carefully
or less knowledgeable
flexible tools better

needs. (Such analysts could use these

examine them.
evaluation teams may
adapted to their

tools vicnir the

analytical segments of VISA-2 if they desire.)
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e. Aggregated Systems Model (ASM) (Lawrence Livermore

National Laboratory and Applied Decision Analysis)--LLNL devel-~

oped ASM to help the Nuclear Regulatory Commission evaluate
and choose among alternative systems to protect against possi-
ble diversion attempts in facilities that handle SNM. ASM
combines information about safeguards component effectiveness,
adversary characteristics, diversion consequences and safe-
guard costs. The ASM analyst collects performance data from
facility personnel. The data can be subjective, for use in
preliminary assessments, or they can be results from detailed
subsystem analyses, for use in more elaborate studies. ASM
attempts to provide a global evaluation of a candidate safe-
guards system by considering several analyst-specified diver-
sion strategies, and choosing and examining the one that most
seriously threatens the facility. ASM considers adversary
deterrence more explicitly than any of the other evaluation

techniques we surveyed for this report.

ASM consists of several components. The ones that deal
with security system effectiveness treat possible adversary
activities leading to theft of SNM; they treat safeguard system
provisions for detecting these activities and identifying their
perpetrators; and they treat interactions between adversaries
and the safequards system. (As was noted by a previous review-
er in reference 6, an additional planned code section that
would provide specific component cost and performance infor-
mation for consideration in designing safeguard system improv-

ements is not yet documented.)

The ASM analyst considers standard classes of potential
adversaries, who may be insiders or outsiders and may have
major or minor equipment. The adversaries may include persons
who exercise authority over elements of the safeguards system,
and the adversaries may enjoy assistance from colluding

insiders. They may seek enough SNM for a weapon or less than
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that. They may carry out their mission all at once or over a
period of time. ASM adversaries have analyst-specified proba-
bilities (per unit time) of attempting a diversion. After
carrying out a preliminary ranking based on some of these data,
the ASM analyst considers only a few (most threatening) types
of adversary in subsequent evaluations. Tor each adversary
considered, he chooses several generic diversion paths express-
ed as lists of safequard system elements that might detect the
adversary. ASM uses a set of parameters for each type of
adversary to describe the adversary's level of aversion to
detection and capture, and his eagerness to carry out the

diversion.

ASM derives a measure of performance for each diversion
path by considering up to six detection events. The detec-
tion events can involve single detectors or can reflect aggre-
gate performance measures for several components. Events may
include electronic detection (by quantity estimators, process
menitors, personnel monitors, procedure monitors), visual
detection (by stationary guards, roving guards, two-person
rules), or detection by means of records (the accounting sys-
tem, physical inventories). Performance measures (at any level
of aggregation) can reflect experimental data or judgement.
ASM often groups detection processes to simplify subsequent

analysis.

The ASM analyst examines interactions between adversaries
and the system's detection elements by considering decision
trees that include facility design choices, adversary stategic
and tactical choices (within a limited range of options), and
stochastic events associated with adversary detection, identi-
fication and capture. ASM pays particular attention to adver-
sary tactical decisions, in which, at the outset of each
action, the adversary decides if he should continue or be
deterred. 1In making these decisions, the adversary balances
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his desire to carry out diversion against the probability that
he will be identified. The end events of the decision trees
can include successful diversion, partially successful diver-
sion, partially successful diversion, deterrence, or capture.
ASM uses these trees (carrying out a Markov "lottery" over the
stochastic events) to identify the adversary's preferred
choices and to evaluate the safeguard system's expected per-
formance given those choices.

LLNL has published several documents describing evolving
versions of ASM, each adapted to a particular application.
These publications use non-standard definitions for some safe-
guards terms, which is an unfortunate distraction. None of
the publications we examined would provide an analyst who had
not participated in ASM's development with sufficient infor-
mation to use the technique in a facility evaluation. (One
particular area of ambiguity is the exact role of the ASM
computer codes vis-a-vis that of the analyst.) LLNL has
applied ASM in examinations of two nuclear material fabri-
cation facilities, and has used the results to advise NRC

on more general regulatory matters.

The capabilities ASM provides, particularly with respect
to treatment of adversary deterrence, may well be useful in
some facility examinations. LLNL plans to publish an ASM
user's manual shortly. This should make assessment and
exploitation of ASM's potential easier.
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e. Safeguards Upgrade Rule Evaluation (SURE) (Sandia

National La'»ratories--Sandia developed SURE to help the
Nuclear Regulatory Commission implement a proposed set of
performance-oriented regulations (10 CFR 73.45) for licensing
of fuel cvcle facilities. SURE consists of an elaborate
series of questionnaires concerned with performance of indi-
vidual security system components, together with a set of
rules for aggregation of the responses based on a decomposi-
tion of the performance reauirements. SURE evaluates
predicted nverall system performance relative to required
pverformance. SURE uses a computer for scoring of the gues-

tionnaires, and for aggregation of the responses in accord

with SURE's rules. SURE does not utilize modeling techniques.

It treats adversary capabilities and strategy only implicity.

The current version of SURE consists of 97 component
cffectiveness aguestionnaires to evaluate specific detectors,
barriers, portals, guards, guard procedures, pieces of guard

“11pment, and design features. It also includes four system
cvaluation questionnaires to examine combinations of components
acting together to perform a given task, or systems that
operate in ways that makes simple formulas for aggregation
of component data inappropriate. 1In particular, the system
questionnaires examine alarm assessment, alarm reporting,
security system communications, and penetration sensing,
making reference to appropriate component questionnaires when

necessary.

Each component gquestionnaire consists of about ten to
fifteen questions concerned with equipment operation and
design factors such as environmental conditions, reliability,
vulnerabilities, and maintenance activities. Procedure
questionnaires are similar in length, and inquire about
conditions of performance (including site conditions), train-

ing and proficiency levels of performers, and vulnerability

considerations.
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SURE aggegates responses to the questions in a five-
level hierarchy: to component performance measures, then
low-level task performance measures, then sub-function meas-
ures, then system function measures and finally to the
performance capability measures required by 10 CFR 73.45.
(If several areas are to be protected at an installation,
the analyst must carry out a further aggregation of perform-
ance measures for the separat