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I PROBLEM STATEMENT

A. Interactive Consistency

The initial goal of this program was to assess the applicability of
interactive consistency to Dbattlefield communications. Interactive
congistency i8 defined as follows:

# Suppose a node in a network has a datum that is unique to it., It is
desired to transmit that datum to every other node in such a way
that every node either knows the originator's correct datum, or
knows that inconsistent values were transmitted by the originator to
different nodes. The object is to ensure that every node reaches a
conclusion about the originator's datum that is consistent with the
conclusions reached by the other nodes--hence the term.

* The difficulty of the problem arises from the assumption that some
nodes, including the originator, may be faulty, perhaps maliciously
i ' 20. The originator can send different values to 1its various
; ' neighbors., Other nodes can misrelay messages they have received,
misrepresenting to a neighbor the message they are relaying.

f ! # To avoid being confused or misled by faulty nodes, copies of the
. original message are sent by various routes. A node can receive
F many copies of a message via different routes. By comparing these
. copies, the node tries to conclude either that the originator is
faulty and its message ignorable, or that some particular value
<hould be used for the originator's datum.

* It should be carefully noted that the foregoing does not state that,
if a node knows that the originator is faulty, it will always ignore
the message. It can do so only if can also be certain that every
other nonfaulty node can conclude the same thing. It must reach a
conclusion that i3 consistent with that of all other nonfaulty
nodes. Therefore, if some nodes are unable to determine that the
originator is faulty, those that know it must ignore the fact.

* An algorithm for interactive congsistency will specify what routes
3 are to be used for the various copies of a message, and how the
copies received at a node are to be evaluated. The exact conditions
that must be met to obtain interactive consistency are as follows:

(1) If the originator and node X are both noniaulty, X must find
the correct value for the originator's datum.

(2) If nodes X and Y are nonfaulty, then whether the originator is
faulty or not, X and Y must reach the same conclusion about
the originator. They either both conclude that the originator
is faulty and ignorable, or they must both conclude they
should use jidentical values for the originator's datum.




The first condition implies that the datum of any nonfaulty node is
correctly identified by every nonfaulty node. The second condition
implies consistency in the conclusions reached by all nonfaulty
nodes, Note that we are not concerned with what conclusion may be
reached by any faulty node.

Prior to the program, we had proved [1] that, in a complete network of N
nocdes in which as many as M nodes may be faulty, interactive consistency can
be ensured if and only if N > 3M. The proof was constructive in the following
sense:

* The sufficiency of the condition was established by specifying a

particular algorithm that would be applicable when N > 3M and that
would ensure interactive consistency.

* The necessity was established by specifying a strategy that the
faulty nodes could follow if N were not greater than 3M and that
would disrupt consistency.

ARO's interest in interactive consistency arose, in part at least, within
the context of battlefield communications. Of particular note was the
potential application of this technique ¢to the synchronization of
spread-spectrum transmitters and receivers to eliminate or reduce the need for

cross—correlation in the acquisition of a communication.

In the battlefield environment, we must gquard against the possibility of
the enemy's capturing one or more nodes, or creating nodes that may be
accepted as nodes in the network. Th. enemy could then attempt to
desynchronize the network. The interactive consistency requirement is an
explicit statement of what i3 necessary to prevent the enemy from using a

strategy of deliberate desynchronization.




B. Interactive Consistency in an Incomplete Network

In the battlefield environment, the communication network will usually
link a great many nodes, but only incompletely. That is, we cannot expect
that every node will be able to communicate directly with every other one.
The original work on interactive consistency assumed that the network was
complete. One of the problems of concern to us, therefore, was how the
algorithm should be modified for an incomplete network.

This problem was solved by D. Dolev, then of Stanford University,
subsequently at IBM Laboratory [2]. He showed that the key property of an
incomplete network is its connectivity and that the main theorem should be

expanded to include conditions on it.

The connectivity between nodes S and X in a network is the number of
node-dis joint paths from S to X. A path from S to X is an ordered sequence of
nodes such that the first node in the sequence is S, the last node is X, and
the graph has an edge between every two successive nodes in the sequence. In
addition, we assume that no node appears more than once in a path, so that a
path does not contain any loops. Two paths from S to X are node-disjoint if

they bave nc nodes in cocmor except S and X1. A set of paths is node-disjoint
if all pairs of paths in the set are node-disjoint. The connectivity of a

network is the minimum connectivity that exists between any pair of discrete

nodes in the network.

Dolev showed that, if a network contains N nodes of which as many as M
ray be faulty, and if the connectivity of the network is K--then interactive

consistency can be ensured if
(1) N is greater than 3M, and
(2) K is greater than 2K.
The first condition is the same as that found before. The second is the

additional condition that takes account of the network's incompleteness.
Dolev showed that, under these conditions, interactive consistency could be

VIf there is an edge between S and X, the path S-X is considered to be
unique, and can be included only once in a set of node~disjoint paths from S
to X.




obtained by using an algorithm that is very similar to the one developed in

our original work,

This result showed what is needed for applying interactive consistency to
the types of networks that occur under battlefield conditions. 1In addition,
it demonstrated the importance of the connectivity property.
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C. Distributed Connectivity Algorithms

In considering the connectivity of a commurication network in the
battlefield environment, we must take account of several conditions. One is
that the network will change as vehicles move ani as other events occur.
Furthermore, the changes cannot be accurately predicted or immediately
identified. The network is likely to change, however, at a rate that is
sufficiently slow .to make it useful to invest some effort into finding the
characteristices of the network. Although the available connectivity between a
given source and sink changes with time, information about the existing
connectivity and corresponding node-disjoint paths can be expected to be valid
for a sufficient period to be useful.

Given, then, that we wish to determine the connectivity between nodes S
and X (where, for example, S may be a command post and X a subordinate one),

there are some special requirements on an algorithm to find the connectivity:

* The algorithm should be distributed so that its operations are
executed in the network itself rather than in some central unit.
This 1is necessary to avoid having to transmit the required
information to the central unit, an action that would itself depend
on the availability of reliable communications.

# The algorithm should lead to at least a reasonably efficient set of
paths--i.e., to paths of the minimum lengths consistent with the
connectivity requirement. In addition, execution of the algorithm
should not require excessive message passing that would itself be an
inordinate load on the network's resources.

# The algorithm should be protected to the maximum extent possible
from malicious interference. We cannot prevent a faulty node from
being incorporated into one of the paths. A faulty node can hide
its faultiness during execution of the algorithm, misbehaving only
when the path is used for communication purposes., Because we are
using node-disjoint paths, however, the effect of a hidden fault is
limited to at most a single path (assuming the faulty node is not S
or X, the terminal nodes on the path). Therefore, the interference
of greatest concern occurs when a faulty node can affect execution
of the algorithm, preventing the discovery of potential paths that
are actually fault-free.

The issue of efficiency is not as straightforward as it may seem. To
make maximum use of the available connectivity, we may be required to use
paths all of which are of greater than minimum length. This is illustrated in
the network of Figure 1.

In the network of Figure 1, the shortest path from S to T is S-E-C-T.
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Figure 1

A Network Illustrating the
Efficiency Issue

However, the use of this path makes it impossible to find any other. To
obtain the full connectivity of the graph, we must use the paths S-A-B-C-~T and
S-E-F-G~-T, both of which are longer than the minimum path.

We might also be tempted to depend on the use of a broadcast mode, e
at the cost of some additional message traffic. The simplification of :
control problem might justify the traffic penalty. However, the network
Figure 1 can also serve to illustrate the fact that using a broadcast mode

not a suitable answer.

Consider what happens in Figure 1 with a broadcast mode. Broadcasting
requires that we limit the propagation of messages some way so that they will
not ring indefinitely. A common way of doing this is to let a node accept a
message only once. Any copies it receives after accepting the first one are
ignored. Suppose we use this rule in the network of Figure 1. Suppose, also,
that the only delays are transmission ones, and that all 1links exhibit the
same delay. Under these conditions, S, seeking to send a message to T,
broadcasts copies to its immediate neighbors, A and E. These two nodes
rebroadcast it: A 2ends a copy to B and E sends copies to C and F. B tries to
rebroadcast the message but is rebuffed by C, which has already seen a copy.
F does manage to send a copy to G, and C and G send copies to T. Thus, two
copies are received at T, but they did not come via node-disjoint paths. One
message was transmitted along the path S<E-C-T, the other along S-E-F-G~T. If
node E is in fact faulty, ii: has the opportunity to alter both messages
identically. T, consequently, cannot discover that E is faulty by comparing
the two copies it received.

In examining the literature, we found that much work had been done on
algorithms that could be adapted to determining the connectivity of a network.
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However, the Known algorithms were neither distributed nor protected against
malicious or accidental interference. We therefore recognized the problem as

eritical for the maintenance of reliable battlefield communications.
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II RESULTS

A. Interactive Consistency

A new paper on interactive consistency entitled "The Byzantine Generals
Problem,"” by L. Lamport, R. Shostak, and M. Pease has been accepted for
publication in TOPLAS. This paper, due to appear shortly, acknowledges that

the work on which it reports was supported in part by the present contract.
B. Distributed Connectivity Algorithm

The first attempt to handle the connectivity problem led to a distributed
algorithm that is reasonably efficient, but vulnerable to certain types of
mal function. In particular, under especially adverse conditions, a single
fault might possibly prevent the algorithm from finding any fault-free paths,
regardless of the actual connectivity of the network. The algorithm is a
distributed version of Dinits's max-flow algorithm (3, 4].

This algorithm bhas been developed in detail in Technical Report CSL-127,
entitled "A Decentralized Algorithm for Network Connectivity," by M. Pease,
J. Meseguer, and D. Dolev, distributed in July 1981. The report discusses the
background of ‘the problem, and surveys the related work described in the
literature. It presents a detailed exposition of the algorithm and proves it.
It also documents an event simulation program that allows the user to apply

the algorithm to an arbitrary network.

The vulnerability of the algorithm arises as follows. An process that is
executed periodically during application of the algorithm develops an acyclic
subnetwork rooted in S that is consistent with the link and node capacities
and with any known flows. During this process, each node finds what it
believes is its minimum distance from S and informs its neighbors of the fact.
When each node has established a distance that is consistent with the
distances reported to it by its neighbors, the desired acyclic subnetwork has
been identified. The algorithm searches for a new flow in this subnetwork
that can be used to augment any known flows. Dinits proved that this process
would lead to the maximum possible flow after some finite number of
iterations,.

The algorithm is vulnerable to a fault that may cause a node to misstate
its distance from 3. If node X asserts that its distance is smaller than it




actually is, X's neighbors may be led to believe that their shortest distance
from S is through X, and that, consequently, their minimum distances from S
are less than they actually are. False information can be propagated. Under
worst-case conditions, the algorithm can fail to find any path from S to T
that does not pass through X, regardless of the actual connectivity of the
network.

The algorithm has a number of desirable properties, but the vulnerability
identified above does limit its usefulness for battlefield networks that are
potentially subject to enemy interference.
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B. Safe Paths in a Faulty Environment

To avoid the vulnerability of the algorithm cited above, we have
developed a second algorithm. A paper describing the latter has been accepted
for the ACM SIGACT-SIGOPS Symposium on Principles of Distributed Computing, to
be held in Ottawa, Canada, August 18-20, 1982. This algorithm can be
described as a distributed form of the Ford-Fulkerson max-flow algorithm [5]
using authenticators [6, 7] to ensure that a message cannot be altered
undetectably before relay.

This algorithm, using messages that record the routes each has followed,
develops paths back from the terminal towards the sink. These messages are
protected by authenticators--public-key cryptosystems that are presumably
unforgeable. Node X, for example, may receive a message from node Y that
claims a route from the terminal T to Y. This message includes both the
message Y that claims it received and Y's authenticator. By using Y's public
key, X can strip Y's authenticator and obtain the message that Y claims to
bhave received. If this message was presumably received from Z, it will
contain Z's authenticator and the message claimed by Z. And so on, back to
T. Node X, by using the public keys for the various nodes, can verify the
messages at all intermediate nodes, and therefore--up to a point--the route
from T to itself.

A faulty node can create trouble. Node Y may claim that the message it
is relaying came from Z. Perhaps it actually received the message from U which
received it from Z. During the decoding process, Y recovered an exact copy of
the message U received. It can forward this message to X, claiming that
message to be the one it received. Hence, while a faulty node cannot falsify
the route of a message, it can excise one or more nodes at the end of the
claimed route from T. This is the only way a faulty node can introduce an

undetectable error into the information being disseminated.

The effect, proved in the paper, is that M faulty nodes can, at worst,
prevent the algorithm from finding 2M fault-free paths from S to T--i.e., two
for each faulty node. 1In particular, if Y is faulty, it can cause S to
believe there i3 a path to T through Y symbolized as S-(p1)-Y-(p2)-T where
(p1) and (p2) are subpaths. The acceptance of this path can prevent S from
finding one fault-free path that uses a node in (p1), and another that uses a
node in (p2). We have proved that this is the worst that can happen; the




11

algorithm sharply limits the damage a faulty node can do.

To illustrate the worst-case effect of a faulty node, let us consider the

simple network shown in Figure 2.
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FIGURE 2

Network Illustrating the
Worst-Case Effect

Consider what can happen, first, if X is not faulty--or, at least, does
not misbehave during execution of the algorithm. On the first pass through
the algorithm, S might find the path is S-A-X-B-T. (Although this is not the
shortest path, it might still be the first one found.) On the next execution
of the inner loop of the algorithm, we could find any one of S~X-A-T, S-B-X-T,
and S-B~X-A-T. (The path S-X-T, which might appear to be possible, violates
the node-capacity limit by creating two flows through X.) The first of the
possible paths would cancel the flow from A to X in the initial path, leaving
the two paths S-A-T and S-X-B-T. The second would cancel the flow in X-B,
leaving the two paths S-A-X-T and S-B-T. The third would cancel the flows in
both A-X and X-B, leaving the paths S-A-T and S-B-T. In any case, we could
then proceed to find the third path in a third pass through the algorithm's
inner loop. The algorithm will find the three paths, S-A-T, S-X-T and S-B-T.

On the other hand, if X is faulty, it can prevent any one of the three
new paths from being found during the second execution of the inner loop. It
can do this simply by refusing to relay any messages. The algorithm stops on
the second pass after bhaving found only the S-A-X-B-T path, which is not
fault-free. It bhas failed to find the two fault-free paths that are
available. Of the two fault-free paths that were not found, S-A-T uses A&,
which is in (p1), S-B-T uses B in (p2).
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It is proved that this is the worst that a faulty node can do to disrupt
the algorithm.

] The paper discusses the details of this algorithm, its formal proof, and

its complexity.
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