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ABSTRACT

This thesis represents an analysis of the effects of
Blectronic warfare (EW) on the outcome of a battle froam the
high resolution combat simulation model STAR (Simulated
Tactical Altarnative Responses). The analysis was performed
on data generated by the STAR model. An overview of the STAR
model and an explanation of the EW model used is included to
provida a good background with which to understand the
analysis performed. Conclusions resulting from the analysis
and enhancements to the EW model are presented along with

racommendations for future anaiysis of the EW model.
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I. INIRODUCTION

The area of combat modelling has evolved over the years
from simpl2 board games to highly sophisticated combat
simulation models. The awareness of the complexity of the
combat process in developing a combat simulation model is
very important. Early amodel developers coancentrated their
efforts on homogeneous, force on force engagements, however,
+the nea2d to understand the effects of different force sizes,
torrain changes, doctrine, and the increased technological
advances in weaponry and electronics, forced model
developers to- expand the scope of the models Dbeing
developed.

Because of a lack of operational data, effectiveness of
veapons systems has often been estimated for use in combat
simulations. Of-en ailitary planners rely upon these
simulations to provide guidelines for the decision process.
Howevar, at +he same time, military planners must be careful
no%* %0 utilize <+hese simuylations to predict the precise
outcome of a particular battle.

As combat amodelling has aevolved, various wmodelling

techniques have been atilized to sinulate the
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characteristics of the combat process. Also, analysis has
been performed on the results generated by these nodeis.
This analysis has resulted in improved models that aore
realistically simulate the combat process. The Simulation
of Tactical Alternative Responses (STAR) Model is an example
of the evolved combat simulation model. Over +he years,
STAR has been developed through the efforts of many graduate
students and faculty at the Naval Postgraduate School.
Until recently, however, one important aspect of combat
warfare, namely Electronic Warfare (EW), had not been
incorporated intc the complete version of the STAR model.
STAR, like many combat simulation models, ' regarded
communications as a guaranteed process and therefore ignored
the concept of electronic warfare. The military planner cana
not afford to neglect the impact of impaired communicaticas
on <+the Dbattlefield, United States <forces rely almost
antirely upon some *ype of radio communications for command
and control during battle and therfore must protect
communrica%ions links against electronic warfare measuress and
learn to operate in ar active EW environment. IYrhreat forces
concentrate on training and research into the active use of

EWN. The use of chaff Qduring the 1968 invasicn of

1
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Czechoslovakia to confuse European radar operators, and the

various BEW neasures used in the Arab-Israeli Wwar of 1973

demonstrate the intentions of the Soviet forces to actively
use EW on the modern battlefield.

At the present time, a model of electrcnic warfare has
been developed for incorporation into the coaplete version
of the STAR Model. The purpose of this thesis was to
analyze <+he BEW module and its interaction with the STAR
model <to determine EW's effect on the outcome of the
simulation. Several experiments were designed to help in
the analysis and will be discussed in Chapter Vv, VI, VII,
and VIII. Experiments involving position changes of the EW
alements, and varying the EW tactics employed were performed
“0 generate data for +the analysis. The intent of this study
was to better understand EW effects in combat and the impact

cf th

o

addition of EW to a high resolution combat siamulation

model, as well as to validate and suggest enhancements to

the curcent operating electronic warfare module.
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II. OQVERVIEW OF THE SIMULATION OF TACTIGAL ALIERNATIVE
RESPONSES_HMODEL

The Simulation of Tactical Alternative Responses (STAR)
Model 4is a high resolution, next event sinmulation of a
comnbined aras battle between Blue and Red forces at Brigade
level and lower on a conventional battlefield. The model is
currently under development at the Naval Postgraduate
School, The STAR model was developed to provide an event
sigulation model to aid in evaluating weapons and tactics.
The model is written in the Simscript computer 1language,
level II.5, to take advantage of the powerful statistical
and simula*ion *ools this language can provide, Siascript
is d2signed for use in the simulation of discrete events and
its free form syntax makes programs easily understandable by
+he user. Internal to the Simscript 1language is an
antity~attribute structure whereby a single entity can be
described using numerous attributes that are designed to
dascribe +<ha* en<ity throughout the simulatiecn. This
provides for easy access of these attributes during <thse

simulation.
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The STAR model contains many subdivisions("modules®)
that are a result of the combined efforts of the faculty and
students at the Naval Postgraduate School. The major
subdivisions of the mcdel are:

e Air

e Air Defense Artillery

e Communications and Electronic Warfare

e Dismounted Infantry

e Field Artillery

e Ground Battle

e Tactical Movesment

e Terrain.
The level of resoluticn runs the eantire facet of the modern
battlafield down to the individual weapon. The STAR Model
provides a great deal cf flexibility through user input data
for the model. For example, as was performed in this study,
<he electronic warfare elements were given the ability to
perform different types of EW actions against specified nets
by a@anipula*ting EW.CREATE, the rcutine 4in which these
attribu*es were read. This will be further discussed in
Chapter III in <+his thesis. Output for the STAR model is

equally flexible and can be manipulated by the user. This

14
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lends itself to easier data analysis because the user c;n
control the noutput, which consists of a detailed listing of
indirect and direct fire, aircraft data, communication
attempts, <2lectronic warfare missions and periodic updating
of the status and position of all units in the simulation.
Terrain in the STAR model is represented functionally as
a series of hills which are ellipsoids in +the horizontal
cross section and have the characteristic Gaussian
bell-shaped curve in *the vertical cross section. Bach hill
has seven parameters which result in a parametric terrainm
surface represented at every point in the battlefield.
Rivers, buil*-up areas, and foliage are also modelad. The
communications module of <the STAR has +the capability <¢o
decrsase the guali+y of communicaticns through propagation
loss due %o foliage. HYowever, the assumption was made that
frequency modulated coamunications (30-76 Mhz range) are not
significantly influenced by foliage and thus propagation
loss calculations were not included. The height of terrain
plays an importan+ factor in the calculation of iine of
sigh* between two entities. In the STAR model the amaxiaus
height at any point on the ¢terrain is the maximum height of

all hills <+<hat have an influence at that point. Line of




sight (LOS) 1is computed beginning at the top of the observer
or radio antenna. The wmaximum fraction of the target
visible due <*o defilade is first computed and then every
hill 1s checked between the observer and the target to
determaine whether any hill has further decreased target:
visibili+y. TIf the target visibility fraction decreases to
zero, then LOS does not exist and any action concerrnang the
appropriate entities is cancelled. For a more detailed
description of +errain modelling in the STAR model, see
Reference 1.

Events within the version of the STAR Model employed for
this thesis, are dependent upon discrete <time intervals.
7or example, the event STEP.TIME incrementally updates the
position of every element on the battlefield and then checks
line of sight between each pair of opposing forces.
However, “he most current version of the STAR model no
longer depends upon the STEP.TIME concept, but rather the
events are sequenced for each eleaent. If LOS exists, then
a time *o detection 1is scheduled dependent upon numerous
factors on the battlefield. If the time to detect is less
that thirty seconds, a detect 1is scheduled, and an

assessment is made to determine if <the detection has




resul+ted in a lucrative target acquisition for either side.

If a detect is not scheduled, the detector will try again
within the next thirty second time interval to make a
detection. Once all actions are coapleted within the
scheduled +ime period, the internal time clock of the
simulation 1is advanced and the detection process is
initiated again.

Tactical movement within STAR is simulated by the ground
movement routines which are responsible for updating the
position of vehicles which are moving on the battlefield
during the simulation. The nwnovement routipnes are designed
*o allow a variety of different movement modes to interface
with the <+2rrain mod=el. Reference 2 contains a detailed
description of th2 ground movement routines utilized in
STAR.

The STAR model was initjally developed by Wallace and
dagewood [Ref. 3]. 1In their thesis, "Siamulation of Tactical
Al-ernative Responses", Wallace and Hagewood set up the
ini+ial STAR mod=1 which played a blue ccmpany in the
defense under a+tack by a red battalion. The first addition
to the original model was a field artillery module, the

basis for this module provided by a thesis written by

17




Starner (Ref. 4]. In <his thesis, Starner developed a
+wo-sided fiald artillery stochastic simulatior of both the
red and blue battalion artillery.

Another wmodule added to STAR was a route selection
module vhich was based on a thesis by Kramer [Ref. 5]. 1In
his work, he developed a deterministic simulation model for
dynamic tactical route selection based upon the route
selec~ion tachnique used in the DYNTACS simulation model.

In his thesis, Broussard developed a dynamic model for
the tank commander's target selection process, based on a
survey of numerous tank guanners in the fields [Bef. 6].

Initially, communications oh the battlefield was assumed
+0 ba of little consequence and a guaranteed presence on the

battlafield. In separate, bDut related, efforts Haislip

[ Ref. 7] and Olson [ Ref. 8] developed communications
routines for addition to the STAR model. Single channel,
frequancy modula<ted (FM) comaunication toutines were

developed which now serve as a basis for the coamunicatioas
modul2 which has been incorporated into the STAR model. In
order for units to communicate, radios must be created for
the entities within the model at the same time that they are

creatad as battlefield -entities. Haislip's thesis also




providad a hasis for the electronic warfare routines which
have beer Jeveloped fcr the STAR model. These routines are
discussed in devail in Chapter III of this thesis.

Current limitations of the model include the lack of
sengineer support and logistical support activities. These
functions are considered as essential elements within the
battlafield arena but to date have notr been simulated witbin
the model, however, <they are currently under development.
Another limitation to the STAR model 1is the lack of dynanic
coute selection by elements on the battlefield. Presently,
units are assigned specified wmovement routes and with no
flexibil*y to alter from these routes. Also included in the
limitations of +he model is +the inability of the electronic
warfars 2aodule +o simulate swveep Jjammimg. A detailed
description of <this electronic wvarfare module will be

covered in ~he next chapter.

19




L et act s R A Vi e m e e e e e e

IIT. DESCRIPIION OF IHE ELECTRONIC WARFARE HNODEL

A. BACKGROUND

The use of electrcnics on the battlefield affords the
commander the capability to coantrol and maneuver his forces
with grea: flexibility during battle. Therefore,
communications have become especially importart and
essential in the <command and control of elements Oor <the
battlefield. For example, when a target appears to be
lucrative to several different field artillery weapon
sys*eas, a commanrd decision must be made to allocate a
particular wveapon system upon tkhe target. Information
concarning this target must be transmitted to a decision
maker, and in turn, after a decision is made, an allocation
of the weapon system to be wutilized against the target nust
be transmitt2d to the weapon user. These allocations are
usually transamitted via some communications link.
i Through the utilizaticen of specialjized equipment,
communication transmitters can be intercepted and analyzed.
Listening to and locating the source of tha opposing forces

comaunication devices can provide <the tactical coamander

20
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vith irndicators about <¢the eneny. These indicators pnay
include <the magnitude of <the eneay forca, the aneay'’'s
intentions, technical information for disrupting the eneay's
electronic devices, and other information that may be useful
in developing the order of battle. Intelligence derived

from information obtained through the utilization of such ?

specialized equipment, called Signal Intelligence (SIGINT),
is an indispensible dinput to the commander’'s estimate.
Directicn finding equipment can provide approximat2 loctions 1
of enemy radio and radar antennas, as well as artillery aad

rear e&chalon postions. This information can assist in

determining enemy movements, disposition, and targeting data
[Ref. 9]. This is but a small exaaple of the capabilities
and flexibili+y provided by that aspect of the battlefield
called electronic warfare.

The increased dependence on communications at each level

of coamand has created a strong concern for the
survivabili+y, dependability, and accuracy of any
comaunications system. To properly safequard ccazmunications
from 2xploitation, electronic wvarfare measures must also be
amployed. Electronic warfare can be defined as any military

action involwvang the use of electromagnetic energy to

21
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explois, reduce, or deny the enemy use orf the
electromagnetic spectrum. Terrain obstacles, transamission
time and power output of the communications device employed,
antenna directior, and movemeat all play iamportant roles in
+he employmant of electronic wvarfare (Ref. 9]. Electroaic
warfars can be divided into three categories:

1. Blec*ronic Warfare Support Measures (ESY)

2. Blectronic Countermeasures (ECHN)

3, Electronic Counter-Countermeasures (ECCHM)

These three categories are the fundamentals of
electronic wvarfare doctrine and must be considered by the
commander while making decisions on the Dbattiefielid.
Electronic Warfare Support Measures (ESM) are the actioas
taker *o search, intercept, locate, and identify radio
«ransmissions. These actions are taken to provide the
commander with *hreat recognition dinformation and to assist
him with the %tactical employment of his forces on the
battl=afield, The routine EW.ROUTINE, whick will Dbe
discussed in detail lJater in this chapter, passes the
variables £fr-om the communications nmodule to the various

routines that simulate ESHM.
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Table 1: Fundamentals of Electronic karfare
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Interception

Identification

Analyzing informaticn gathered
Locating thzough direction finding

2. ECM

Jamming
spot -
barrage
Sveep

Physical destruc=icn
Deception

3. ECCH




EW.ROUTINE also provides the interface for +the secczd
fundamental of EW, Electronic Countermeasures (ECM).
Electromagnetic counter measures are the actions taken to

preven* or reduce the enemy's use of the electromagne<tic

spec=runm, This is accomplished through jamming =2nemy
transmissions, disruption of enemy transmissions by
destroying the comnunications device, and deception.

Howevar, in the EW module only jamaing is simulated. The"
third fundamental of EW, Electronic
Counter-Countermeasures(ECCM), which is defensive electronic
warfar2, 1is not played in the module since it entails the
uss of e;ectronic mea sures to counteract offensive EW [Ref.
10, 11]. Hence, ECCM is not discussed in this thesis.
Tabl2 1 contains a summary of the fundamentals of electronic
warfare and which fundamentals are siamulated in the aodule.
The following section will discuss in detail how they are

simulated in the electronic warfare module.

B. DESCRIPTION OF THE ELECTRONIC WARPARE MODULE

Th2 elec=ronic warfare (EW) wmodule is a collection of
Simscript L2vel 1IX.S5 programs <that provides the necessary
routines and e;ents used to simulate electronic warfare in

“he Simulation of Tactical Alternative Responses (STAR)

R




wodal. The module contains several routines, events, and
functions, however, these may be categorized in the
following manner:

1. Ini+tialization of entities.

2. Interface and electronic warfare functions.

3. Ou+tput.
A complete description of the routines and events in the EW
module is contained in Appendix A. Appendix D contains the
block diagrams associated with the routines and events in
Aapperniix A.

Routine ZEW.INITIALIZE defines the nature of the EW

characteristics +t+hat are to be used in the model. In this

coutina2, “he +echnical <characteristics of the egquipment
simulating +he electrcnic varfare entities are defired. PFor
2xample, the jammer frequency bandwidth and the sweep rates
of the frequency modulated scanners are read at this point. H
Furthar inputs to <*his routine are the decision parameters
for *“he EW actions to be takemn by the EW elanments.
Specifically, *ke tyre nets to ke jammed or *he eleasn%ts to

be located are input. Although not directly called by this

routine, the communications rou+tines within the

communications module have a great deal of interface with

25




the EW module. This interface is generated by the creation
of +the radio communication nets as entities in the STAR
model. The communications module provides the communication
nets to support the EW functions. Routine EW.INITIALIZE in
Appendix A has a descripticn of the assignment of electronic
warface actions against specific nets. The other
initialization routine <called by this module is EW.CREATE.
In this routine, the individual electrornic warfare elemants
are d2fined and assigned their technical attributes. Table
2 lists the Adifferant EW element types and +heir functions
ut:lized by the EW rcutine. In the senario generated for
this +hesis, two identical electrornic warfare platoons were
created. BEach ccnsisted cf three intesrcept stations, thre2
direction finding stations, one Jjamming pesition and one
analysis position. Thus these two EW routines, interfacing
with routires and events from the communications nmodule of
the STAR model, were used to create the electronic warfare

2lemen+s and assign them their characteristics.

26
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Aralysis

DF Cn=1l

Intercept

Jamrmer

Table 2: Flectronic Warfare Elements

Bupcticns
maintains a list of EW targets.

accumulates ne: type identification data to be
used for planning EW actioms.

accumulates the repcrt of successful aissions
from the DF control stationms.

assigns jagming Bissions after the net type has
been "identified.

intercepts nets that have been identified as DF
targets.

receives missions from the DF Control station.

attempts to locate a transmitting station whose
net type has been identified.

reports DF mission results to the DF Control
station.
assigns DF missions to the DF stations.

reports DF mission results to the analysis
2lement.

receivas DF mission results form the DF
alements.

performs the same actions as the DF elements.

intercepts transmissions and reports to the
analysis eleaents.

receives jamming missions from the analysis
alement.

intercapts nets for the purpose ¢f jamaing
~he net.

reports jamming mission results to the
analysis element.

27




Table 3: EW Punctions and Their Related Routines and Events

+he table below lists the routines / events associated wvith
the electronic warfare functions simulated in the E¥ module.

JAMNING DIRECTIION EINDING INIZRCERTION
EW.ROUTINE DF.ASSIGN.MISSION BUS.PROB
Jan DF.CALL EW,ROUTINE
JAN.ASGN. MSY DP.PIX NEW.COMINT.RPT
JAMLOOK DF.MON PICKUP
LOOKTHRU DF.REPORT
TACDECIDE DF.SHOT

EW.ROUTINE

LOB

TRIG

To interface the routines that simulate elec:ronic
varfare with the commurication routines in STAR, the routiae
EW.ROUTINE is used. This routine provides the initial l.nk
betwean the communications and all the other routines in
wvhich the basic fundamentals of EW are simulated. Routiae
EW.ROUTINE is called whenever a commuanications transamission
is att2mpted within the communications module. Table 3 is a
summmary of *+he routines involved in the simulation of the
fundamentals of EW,

Initially, EW.ROUTINE checks for jaamming, which will
cancel all other EW functions. This is based on the
assuaption <ha* while a jammer is active, 4in%ercapt and
direction finding attempts are rendered ineffective since
“heir receivers will also be Jjammed while they are

atteapting *o wuse the same frequency as the transmitting
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station, EW.ROUTINE initially calls the routine JAMLOOK
which determines if the net being used for transaission
passed to the EW.ROUTINE is curreantly being jammed. If this
is tzue, then JAMLOOK returns to EW.ROUTINE. However, if the
net 1s not on the active target 1list of a jamaer, the
routine de+termines if the transaission is on a type net that
has bzen identified and cleared jamaing. If no Jjamming
action is cleared for the net, the routine ernds. However,
if the transmaission 1is communicating on a jammable
frequency, *hen JAMLOOK determines if a jammer is available
in the ©range of the +transmission and able to tune to tae
frequancy prior to coampletion of the transmission. If so,
+hen a JAM event is schedulad by JAMLOOK and the routine
returns to ZIW.ROUTINE. If no Jjammer is available, or the
net is a ¢ype not cleared as a jamaiag missican, or if the
jammer cannot "hear" or tune to the transaissioa fregquency,
or tune prior to transmission <ermination, +then the routine
JAMLOOK ends with the appropriate messages.

Upon r2+urning fres JAMLOOK, S94.ROUTINE determines the
status of ¢the <“ransmission in relaticn tco ¢the Jamming
routines, and ends if the transamission is being Jjamaed.

Otherwise, EW.ROUTINE checks other EW actions that could be

eaployed agains* the transaission.
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If the transmission 3is on a net type that has been
iden+tified, then EWN.ROUTINE calis the routine DF.MON to
determine if any DP stations are tuned to the frequency of
+he transmission, awaitirg a ccamunications attempz. If
not, then DF.MON returns to EW.ROUTINE. However, if any DPF
station is *uned to the transmissiocn's frequency, then event
DF.SHOT is scheduled for that station before returning to
EW.ROUTINE.

EW.ROUTINE +*hen compares the transmission's frequency
with each in+*ercept station's frequency. If the
*ransmission's frequency is within the intercept band of any
intercep* station, EW.ROUTINE determines stochastically how
long it will *ake the intercept station to detect thae
transmission. If the length of the intercept is longer than
“he transmission length, <then no intercept action will take
place and the routine ends. Hcwever, if the transmission's
length is 1less “han the time it takes to detect, then an
intercept can take place and the routine PICKUP is called.
The routine PICKUP is used %o simulate <+the intercep:
function of electronic warfare.

The rou*ine PICKUP first determines whether the

«ransaission has been previously intercepted. If the
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tranmission is a previous intercept, then the routine checks
to sea2 if the type of net over which the traansmission is
communicating is known or unkaown. If the net type is
unknown, then the routine compares the transmisson's length
to a cutoff value. The purpose of this comparison is to
simulate the interception of a transaission while it is in
prograss. Thus if the transmission's length is sufficiently
long, then *he transmission is intercepted and intelligence
concerning the enemy can be collectead. In this routine,
+his intelligence is equated to the number of times <the net
is intercepted. Eventually, as the aumber of the times tne
et is intercepted, this value increments t¢ a threshold
value, This threshold value is generated from the net <ype
input of *h2 routine EW.INITIALIZE. Once a threshold value
is reached, “he net type becomes "known" which is the second
comparison the PICKUP routine makes. The ability of an
analysis station ¢o identify a net type based on a certain
amount of intercepts is based on the assumption that each
combat entity which communicates on the battlefield has an
electronic signature that characterizes *he net over which
transaissions are attempted. For exaaple, if communications

are a+tempted from a centralized source near the forwvard
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elements of the enemy to friendly rear forces, it could be

assumed that a forward observer is sending targeting data to
the ar+tiller forces in the rear. Thus, information
concerning the nature and location of the artillery forces
could be obtained by intercepting the trarsmissions and
locating the transmitters antennas. This information could
be used to identify the net type.

If, initially, the net type of the target is known, the
routine PICKUP determines whether direction finding actions
are planned for *he net type. If this is true and the DP
stations are idle, then ¢the routine calls the routine
DPCALL, which is used to simulate <+the communication qf
orders to *he DF sta<ions. The routine DPCALL 1is used to
send mission cancellations and mission assignments to the DF
elements. When <the net type is identified, the PICKUP
routine increasss the value of the appropriate variables and
‘erminates, When the net type has been identified for the
first *ime, <the routine NEW.COMINT.REPORT is called. The
coutia2 NEW.COMIYT.REPORT is used to simulate the actions of
the direction finding control station.: This routine checks
+he naster target 1list of the analysis tank and if the net

type has been intercepted for the first <time, <the routins




adds the ne~ to the target list. However, if <he net is
already on the target list, then the routine ends. When the 1

net type is identified for <the first <time, <the routins

TACDECIDE is called. This routine siamulates the actions of
+the commander of +the coatrol station. In TACDECIDE, <the
eligible EW actions planned against the net are deteramined.

1f the nat is to be jaamed, the routine calls

JAM,.ASSIGN.MISSION to simulate the «control station's
assignmen* of a jamming mission to the jammer. If the net

is not 2ligible for jamming, TACDECIDE ends and control of

“he simulation returns to the —routine PICKUP. The routine
PICKUP then ends with the appropriate messages and returns
control of +he simulatien to EW.ROUTINE. EW.ROUTINE
terninates at this point.

The final routine called from the EW module controls the
EW output that is generated by the simulation. This routine
is EW.DATA.2CHC and it basically prints a summary of the
jamming, intercepting, and direction finding amissions

smploy=2d Juring *+he simulation Por a more detailed

description of all EW routines, see Appendix A.
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Iv. IEST _METHODOLOGY

A. SCENARIO

The scenario utilized for the tests conducted in
Chaptears Vv, VI, VII, and VIII was executed on a 10 kilometer
(north/south) by 15 kilometer (east/west) terrain box. The
vestern half of the terrain is covered with rugged hills and
the 2astern half of the terrain consists of flat desert
which 2ventually slopes into the hills. Refering to Figure
1, +*he only avenue of approach to the hills i{s an east-west
pass “hrough which red forces are expected to attack. The
environment utilized is day wvith wunlimited wvisibiliey.
Smoke, dqust and other bat+lefield conditions that 1limit
visibility ware not modellszd.

The scenario has a blue battalion task force defending
against a reinforced red Motorized Rifle Regiment. The blus
battalion task force was organized to include a mixture of
diffarent weapon systeas. The red force not only consists
of a variety of force mixes, but includes several different
electronic warfare elements. Chapter III has a description
of the electronic warfare capabilities wutilized in the

scenario.
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The scenario has the blue force defending <the mountain
pass against the r=2d force as it attacks from the east. The
blue force has a company deployed on the forward slopes of
each side of *he pass. A third blue company is located in
<ha center of <*he pass approximately two kilometers behind
~he forward coapanies. The aviation company deploys from an
airfi=sld in ¢he blue rear area. The forward observers are
located on the high ground above the two forward companies
on each side of the pass.

The red forces advance in a two prong attack. The first
force a%tacks the northern side of the pass while the second
force ;ttacks the southern slope. Bach force consists of a
Tank Company, *hre2e Motorized Rifle Ccmpanies, ané a
Electronic Warfare Platoon. 4 Tank Battalicn follows the
second force, ready to exploit a breakthrough.

The battle begins with a red artillery preparaticn as
the r2d £forces start moving towards their objectives and
both blue and red artillery continue to fire throughout the
sngag=2men*. lthough varying frona run to rur, the
2lactronic warfare elements usually engaged the blue forces
with Jamming actions approximately 700 seconds into the
bat+tla, Electronic warfare actions continued throughout the

battle, and +erminrated upcn simulation termination.
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B. DESIGN OF EXPERIMENTS

FPour experiments were selected to analyze the impact of
jamming various blue forces coamunications assets. The first
two experiments involved jamming the artillery
communications. The artillery nets were chosen as targets
due +o0 the dependence of artillery on their FM
éommunications to accomplish its aission. The first
experiment involved jazming the forvargd observers!

_ communications and the second involved jamming the fire
direction canters.

The third experiment vas designed to test the
susceptibility of the movement coantrol ne;s to jamming. In
this experiment, <*he blue forces were required to receive
permission to move on thei: FM communications nets. Jaaming
was then conducted on these nets.

The final experiment was designed to amalyze the effect
of re2locating ¢the EW elements in differeant positioas.

Terrain analysis wvas conducted and new EW positions were

chesen  thaz provided batter Jamming capability £or tae

jammers. !
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V. ZEZFPSCI _OF JAMBING BLUE_FORCES ARTILLERY FORWARD
QBSERVERS NEIS

A. DBESCRIPTION OP THE TEST

In *his first test, aunalysis was performed to determine
the 2ffec* that targeting the blue force's forward
observers' radios with spot jamming has on the outcome of a
simulated battle. Red forces jamaing assets were directed
at the blue forces forward observers because of the high
volume of communications traffic that occurs on thes2 nets.
The measure of effectiveness(MOE) initially selected for
this axperiment vas red forces survivability. The red force
wvas composed of thirteen different systems which include
«anks, armored personnel carriers(BMP), individual soldiers,
anti-aircratt, and aircraft. The current STAR aodel
compu*es percen* sur :vors by dividing the total aumber of
surviving systems after a simulaticr by the total number of
systzas thast b2gan the siaulation. This percentage has very
little value because it assumes that each system is of equal
importance to the commander on *he battlefield which is not

true. For example, if air battles are not being played,
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+hen an air defense system is of little valuwe +¢0 the

commander. Therefore, the determination was made that a
systen of assigning a military worth to each system must be

used.

In an aggregated combat model such as STAR, there are ‘
many weapon systems *hat make up the force structure. A
judgmen+tal assessment of each weapon system must be made to
give the analyst a better idea of what the actual outccme of
a particular battle really means. Several methods used to
arrive at assessments of the military worths of thess weapon
systems are field tasts, gquestionnaires, and experience of
*he analyst. The technigue used in *his thesis was
Juestionnairces

TWO students, Maressa and Rozman, distributed
questionnaires +*+o Army students at the Naval Postgraduate

School asking for a subjective analysis of the amilitary

worth to *he military commander of <the various fighting
systems us2ad in the simulated battle. 2ron\ +hese
quastionrniires, a @military worth was assigned <0 each
system-weapon type used in this analysis. Table 4 contains
+he Red Porces ccmgosition and their assigned military
worths. Table 5 con*ains the Blue Forces composition and

*heir assigned military worths.
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Weighting is defined as a judgmental process in whica a
relative value is given to each system under examination
according %o the assessed value orn the battlefield.
Weighting is useful in that it is easy to apply *to analysis
of th2 outcomes of combat model simulations. One major flaw
in the weighting system 1is that it fails +tc¢ consider
syrnergism, In our test, each system is given a relative
worth at <+he be7inning of the battle and this wvalue never
changes. It does not account for the fact <that a
combination of two weapon systems in a battle may increase
the 2ffectiveness for both systems. Also, as systems are
destcoyed during a battle, the vaiue of the military worths
of surviving systems cculd increase or decrease. However,
changing the military worths during the course of the battle
is a very complex “ask. Although the technique of weighting

is no: universally accepted, it provides the analyst with a

valuable <tool *o do the analysis without adding excess

e2ffort, time and expense.




Table 4: Red Forces Structure and Military Worths

Sys+em Systenm Description Total | Military

Weapon W2apon Beginnipg Worth

Type Name Strengtn Per S-w

1-7 T-80 Tank 50 775

2-8 BMP Armored 60 250
Fersonnel
Carrier

3-3 SA-7 Short-Range 12 400
Air Defense
Weapon

3-13 RPG Anti-Tank 54 50
Weapon

3-14 AK-T74 Individual 288 150
Weapon

3-15 RPK=-T74 Machine 108 100
Gun

4-1 Forward 8 600
Observer

4-2 BE-W 16 200
Element

4=5 Mortar 24 200

4-6 Mortar 6 450

4-7 ) Artillery 6 750

5-4 HIND Attack 24 999
Helicopter

6—-9 2s0-X Air defense 6 725
Weapon
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Table 5: Blue Forces Structure and Military Worths

S-W S-W Description Beginning Military

Type Name Strength Worth

1-1 1PG Mobile 16 77¢
Protected Gun

2-3 HMMWYV Armored 26 250
Personnel
Carrier

2-4 TOW Anti~-Tank 10 800
Weapon

3-2 tinger Short Range Air 6 700
Defense Weapon

3-6 Dragoen Medium Range 24 400
Air Defense
Weapon

3-10 M-16A2 Individual 102 50
Weapon

3-1 M60 Machine Gun 24 150

3-12 1203 Grenade 24 100
Launcher

4=-1 FIST Porvard, 10 6Q0
Observer

4-2 81an Mortar 9 200

{ 4-3 107mn Mcrtar 6 450

4-4 155anm Actillery 8 750

5-1 AAH At*tack 10 999
Helicopter

5-2 Asd Sugport 6 500
Helicopter

6-5 LADS Li%ht Air -3 725
Defense Weapon
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As a result of the weighting system, the choice of MOE

was changed *o percent remaining military worth. To ccmpute
percen* remaining military worth, the total military worth
and *he remaining military worth must be computed. The
following example demonstrates that computation. Suppose the
red force is ccmposed of 3 systems: tanks, armored personael

carrisacs (BMP!'Ss) and anti- aircraft weapons(RPG's). The

ini«ial strangths are given in Table 6. Refering to Table 6
for computations, the initial military worth equals 56450.
If after a simula*ion *he number of surviving system weapon
types are: 10 tanks, 10 BMP's, ard 2 RPG's, then the
ramainiag military worth is 10350. The percent remaining

military worth equals 18K.

Table 6: Computation of Military Wocth

MIL WORTH INITIAL TERMINATION
SYSTEYM PRER UNIT # IN UNIT MIL WORTIH & IN UNIT MIL WORIH
TANK 775 50 33750 10 7750
BMP 250 60 15000 10 2500
RPG 50 54 2700 2 100
Total ¥ilizary #orth = 3 (# in unit) x (Mil Worth pez unit
Milicary Wor+th(initial) = 56450
Military Wor+h(*eraination) = 10350

Remaining military worth = MW(initial)/Mu (termination
Remaining Military Worth = 10350/56450 = .18
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If the weigh*ing system had not been used the percentage of
survivors remainiang would be 22/164 which equals 13%. a
PORTRAN program was written which will take the outcome of
any number of simulationms and convert the survivor

percentages to remaining military worth rercentages.

B. RESULTS AND CONCLUSIONS

If the radio transmissions of tae blue forces forwvard
observers are jammed, this would infer that the number of
calls for ar*tillery fire would decrease, therefore causiag
the red force's casualties to decrease. To analyze the
actual effect of targeting the forward observers, a two
sample inference test was used., The null hypothesis is that
+he mean of a sample of ten zuns with no Jjamming action
occuring is a2qual to the mean of a sample of ten runs wit
spot Jjamming directed at the forward observers. The
alternate hypothesis 1is +hat the mean of the spot jamming
sample is gre2a+er *than the mean of the no Jjamming sample.
Data used for this test is included in Table 7. The results

infarance test ar2 included 4inr Table 8. The test is

~
-

thy

<h2
analyzad at several levels of significancs. A FORTRAN

program was written to compute the T~statistic and test the

hypothesis a: any designated level of significance.
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Appendix B contains a detailed description of the two saaple
infersance tast procedure.

At the level of significance of .10, we can conclude
that implementation of Jamming against the blue forces
forward observers increases the remaining military wvorth of
+he red forces. The application of the nonparametric U-Test
substantiataes this clainm. See Table 9. 4 detailed
description of the non-parametric U-Test is included in

Appendix C.

Table 7: Percen* Remaining Military Worth Red Forces

Run # 33?3%@ ggnming
Observers
1 36.7 38.2
2 37.7 37.2
3 43.2 37.2
4 40.5 36.3
5 37.7 38.9
6 37.7 36.6
7 38.5 34.1
8 37.2 38.6
9 38.5 38.0
10 35.5 36.4




Table 9: 1Inference Test Forvard Observers Jamamed

Using lata from Table 7, the following two sample inference
ces8t was conduc+ed:

1. Ho9: utsu2
2. H1: utd>u?

3. «=1.439

4. +(.95,18) = 1.734
£(.90,18) = 1.330
+(.85,18) = .862
+(.80,18) = .53

5. At the .05 level of significance, we cannot
reject the hypothesis +hat the means of the two
sampleas are equal, hovwever, at the level of
significance of .10, we can_reject the hypothe-
sis <ha+ the means are equal.

Tabl2 9: U-Test for the Forward Observer Data

1. Ho: ul=u2
2. H1: u1du2
3. Czitical region: 2<-z(.05) = =-1,645
4, Computations
g01=84.5=-(10x11) /2 = 29.5
B(01) = S0
var(U1)=(10x10x21) /12 = 175
z=(29.5-50)/ Y(175) = -1.55
5. At *his level of significance, -23.05)=-1.6u5,
5 is_less than -1.55 therefore we 310 not reject
=22 null hyvpothesis, Houevgr, -2(.10) = =-1;282
is QJgfeater ,than -1.55 which means_that at
the level of szgnlficance °§ «1) vwe would_ reject
the claim_ that the means of the two samples’are

equal and conclude that jamming affects € per-
cgnt remaining nilgtary 3o:th gf the red %orges.
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The result expected was a definitive increase in the

remaining military worth of the red forces. The statistical
analysis demonstrates a change in the remaining military
worth, but the amount is not as much as anticipated. There
are some contributing factors to <this result. In this
sczuario, +he blue artillery is not the major combat threat
to the red forces. The artillery was very active but it was
called into the battle too early and it's impact was less
than 2xpected. The scenario was set up for am air, air
defense battle, therefore, priority was given to the air and
air Adefense systeams. Since air powver was <the primary
killing vehicle, air and air defense actions were initiated
early 1in the Dbattle. The combination of.these factors
contributed +*o the decreased effectiveness of the artillery

in the simula*tions used in the analysis. ’
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VI. EFPECT OF JAMMING THE FIRE DIRECTION CENTERS

A. DESCRIPTION OF THE TEST

In this <+est, <the target of spot jamming is <the Fire
Direction Cen+ters(PFDC). There is a very high volume of
comaunications traffic at each of the FDC's because of the
volume of <the number of calls for fire made by the blue
forcss artillery forward observers. This fact makes the
FDC's prime targets for spot Jjamming. Since jamming should
decrease the number of «c¢alls for fire processed at the

FDC's, then the mnumber of red casualties should decrease.

B. RESULTS AND CONCLUSIONS

Again, 2 ¢two sample inference test is usad to tast the
effectiveness of targeting the FDC's for spot jamming. The
two samples used were ten runs with no Jjamming action
occuring and ¢en runs with spot jamming directed at the
FDC's. The expected results are an incresase in the number of
r2ad suzvivors and an increase in <%“he remaining ailitary
worth. Data used in this *¢est is included in Table 10. The
rasults of the T-test and the U-test are included ir Tables

11 and 12.
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From the inference test, we can conclude that Jjamming
the Pire Direction Centers does not affect the percent of
remaining military worth of the red forces. The raw data
suggest tha* there are small changes in the percent
remaining military worths and by further investigation, it
was da2termined that the means of the two samples were equal
at the third decimal place. In applying the U-test we also
conclude that the means of the two samples are equal.

These resul:s are not surprising since the Jjamming was
targeted against the radioc transmissions coming out of the
Fire Direction Centers. Since the FDC's are not required to
respond to all calls for fire before scheduling J:tillery
fire, the artillery actions wvere not impeded by the jamming
and tha number of casualties and military worths were not
affected, Also, the FDC's have a wire net available that is
not susceptible to jaamming.

It appears that Jjamming was ineffective ir these rums,
however, vwhen the output from each rurn is examined, it is
discovared that *he Jamming was very active but it 4id not
atfect the outcome of the battle in teras of overall red
casualties and remaining military worth. In the runs where

no jamming was conducted, very few casualties were incurred
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as a direct resul® of the artillery, therefore,

artillery aets would have

cutcome 0of the battle.

Table 10:

little effect

on the

jamaing the

overall

Percent Remainirg Military Worth Red Porces

Run #

O ® b A U FE W N -

-
o

Jaaming
Fire °
e
38.2
36.9
36.7
36.3
37.1
37.2
36.3
37.6
37.9

36.4

No |
Jamaing

38.2
37.2
37.2
36.3
38.9
36.6
34.1
38.6
38.0
36.4




Table 11: Inference Test Fire Direction Centers Jammed
Using data from Table 10, the following
two sample inference test was conducted:
1. Ho: ui=u2
2, H1: utd>u2
3. « = -.,182

4, +(.95,18) = 1.734
£(.90,18) = 1.330
+(.85,18) = .862
£(.80,18) = .534

5. W2 cannot <treject the hygothesis that
the means of the_ two_samples are, equal
a* any of the levels of significance.

Table 12: U-Test For The Fire Direction Center Data

1. Ho: ul=u2

2. H1: uid>u2

3. z =.794

4. =z (.05) = -1.645

5. Since the =z statistic computed using
the U test rocedure is positive, it
vill alvays be gieater than -z(aipha)
therefore” w2 Wwill never be able to
r294ect the nypothesis that the means
are equal,
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VII. EFFECT OF JAMMING THE_MOVEMENT CONTROL NETIS

A. DESCRIPTION OF THE TEST

The purpose of <the next test was to analyze the effect
of jamming the movement control nets. In this test, two sets
of runs were used. 1In the first set of runs, jammiag was
direct2d at *“hese nets. Since the movement of units was
restricted, all commanders must radio their coamander and
ask for permission to move any units. Disruption of these
re+s by jamaing should impair <the communications ability of
+*he bplue forces and possibly 1leave <the blue forces
vulnerabla “o an attack. If the jamming is successful, thsre
shculd be a decrease in the blue forces wmilitary worth and
an iacrease in the <red forces military worth. Table 11
contains the 3ata used for this experimeant. Results of the

inference *+es* are included in Table 14.

B. RESULTS AND CONCLUSIONS

Waen *hea T-+es*t was applied ¢o <+he data for thes=z rumns,
i» was discovered that there was no justification to reject
the hypothesis *that the mean of the sample, when jamaming was

conducted, vwas egual to <the mean of the sample wnen no
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jamming was cornducted. However, when the raw data was
analyzed, a peculiar result was noticed. When the movement
of the blue forces was restricted and the movement control
nets were jammed, the blue units nevexr obtaineé permission
0 move, Hence, the blue forces remained in their initial
positions. Th2 red forces, ignoring the position of the
blue forces, continued to move to their phase line beyond
the blue force position.‘ This left tke <red forces in a
precarious postion because +the surviving blue forces
remain=d on +*he high ground and those units had terrain
superiority over the red fcrces. The red force tanks moved
into a position where the blue forces had excellent fields
of fire. The result was a near complete destruction of the
ted force tank assets. The T-test proved to be irnconclusive
becaus2 <he number of BMP's surviving increased and <:he
number of *anks decreased thus causing direct tradeoffs in
“he surviving military worth. When the raw da*ta is looked
at, there is no basis for saying that the blue forces
milizary worth decreased as was expected. There are sonme
small changes in the actual blue survivors but the

differances are so small that no conclusion can be drawn.

These results do show that the effect of restricting
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movement of *he blue forces is scenario dependent. TYf the
initial positions of the blue forces had not been as
*actically sound as they were, the non-ability to move their
units could have be2n disastrous. Since the positions chosen
ware bet%er *han <the secondary positions, the opposite

resul* was obtained.

Table 13: Percent Remaining Military Worth Red Forces

Jamming No |
Run # Movement Jamming
Control
Nets
1 32.1 36.1
2 34.8 34.3
3 31.4 32.5
4 32.5 40.5
5 37.8 31.7
6 31.7 31.7
7 43.5 42.1
8 32.3 37.4
9 4.0 37.0
10 30.4 31.5
54
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Table 14: 1Inference T- it Movement Control Nets Jammed

Using data from Table 13, the followirng
two sample inference tes+t vas conducted:

1. Ho: ut=u2
2. H1: utd>u2
3. ¢+ = -,827

4. +(.95,16 = 1.736
£(.90,18) = 1.330
£(.85,18) = .862
+(.80,18) = .534

5. We cannot reject the hyiothe51s that
the means of the_two_samples are equal
at any of the levels o s;gnlf-cance.
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VIII. EEESCT OF REPOSITIONING THE JAMMING STATIONS

A. DESCRIPTION OF THE TEST

Positioning of <the jamming stations can have a great
impact on “he effectiveness of the jamming. To analyze the
effect of repositioning <+he jammers, new positions were
chosen for the EW elements. The initial positions chosen
for the dJamming stations were <forward in the battle area,
+herefore, new positions were chosen that were a greater
distance from their jamming targets. The expected results is
that <+he jamming should be 1less effective at the second

positions and the rad forces' military worth will decrease.

B. RESULTS AND CONCLUSIONS

The analysis performed compared the spot Jjamming
directed at ~he forward observers in the initial positioas
with “he spo+t jamming directed at the forward observers with
the jammers repositioned. Data for the test is included in
Table 15, Resul*s of the T-test are included in Table 16.

When the T-test was perforhed on the repositioned data,
+he null hypothesis that the means are equal is rejected at

the level of significance of .05 which iaplies that jamaing
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from the new positions decreases the military worth of the
rad forces, The number of directiorn finding fixes was
greater at the first position, therefore, the number of
potential *targets for artillery £fire was higher. When the
blue forces survivor information was analyzed, i+ was
discovered that +their strength totals also did not chaage
appreciably, however, if the direction finding fixes were
passed on to the rtillery  units, there would be a
significant decrease 1in the blue force remaining military
worth. The conclusion can be drawn that the «correct
positioning of ¢he Jamming stations and the interactiorn of
~he direction finding module with the artillery amodule are
important for the EW module to have an effect on the outcoame

of +*he battle.,
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Table 15: Percent Remaining Military Worth Red Forces

Jaasmin Jaamin

Run # Porwar Forwar
Observers Observers
Pirst Second
Location Location

1 36.7 35.7

2 37.7 36.3

3 43.2 35.9

4 40.5 37.1

5 37.7 36.1

6 37.7 36.0

7 38.5 37.2

8 37.2 38.4

9 38.5 34.8

10 35.5 38.4

Table 16: Inference Test Jammers Repositioned

Using da+a from Table 15, the following
+wo sample inference test was conducted:
1. Ho: ul=u2
2. d1: ui>a2
3. * = 2.234
4, %(.95,18) = 1,734

+(.90,18) = 1,330

~{.85,18) = .862

+(.80,18) = .534
5. We can reject the hypothesis that the

means of the two samples are egual a*
the .05 level of significance.
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IX. SUMMARY
The scenario used for the simulations in the course of
+his thesis was a blue forces hrigade defending against an
attacking red forces regiment. The blue forces were in
defensive positions in a mountainous area and the red forces
were attacking across a flat, open area. The outcome of the
battle was never in qgquestion because the blue forces

defensive positions were excellent against the red forces

attack routes.

The purpose of this thesis was to analyze the efifect of
impl2m2nting EW against the blue forces coamunications nets.
The first n2ts jammed wvere the blue forces artillery forward
observer nets. When these nets were jammed, <he forward
observers had grea+ difficulty ¢transmitting their calls for
fire, +*herefore causing less red casualties to occur and
ultimately an increase in red forces amilitary worth.
Statistical *esting ccnfirmed this result.

The second test involved Jjamming the fire direction
center nets. Prom subjective analysis of the data from the
+en replications and coagariscn with the ten runs where no

jamming was conducted, the conclusion is that Jamaing the
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fire direction nets was not an effective tactic for the red
forces to use to affect the outcome of the battle in the
desert scenario.

In the third test, movement of the blue forces was
restricted. When jamming was conducted against the movement
control nets, blue forces coamanders never received
permission to move their units. This proved to be disastrous
for <+the red forces tank assets because the blue forces*
initial positions were excellent for a tank engagement with
*he red forces. The result was an almost complete
destruction of the red forces' tank assets.

In +*he nex+ test, the |positions of <the jammpers was
analyzed. New positions that vwere not as far forward were
chosen and BW was corducted at these positions. The resuit
vas that -he jamming ccnducted from the second positions was
not as effective as the jamming conducted at the positions
closest to “he EW targets.

An overall analysis of the direction finding capability
reveals +that this portion of the EW module is very active,
Many 1location fixes were performed by the red forces,
hovwever, the DF module is passive in nature, i.e. there vas

no interaction with other portions of the STAR model. To
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analyze the effect that the direction finding module has on
the outcome o2f the battle simulation, location fixes must be
passed to the artillery module for possible scheduling of
fire missions. If this action is accomplished, the directior
finding capability would greatly affect the cutcome of tke
battle and further enhance <+the jamming portion of the EW

aodule.

Overall, in the desert scenaric, the EW module of STAR
has very little effect on the outcome of the simulation. The
modula, however, does perform jamming and direction firding
in a systematic manner, and, in a different scenaric, the
module may produce Jifferen* results. Further enhancement of
*ha model to allow for interaction of the direction finding
locatiorn fixes with the artillery wmodule will greatly
increase the im.sct of EWN on the outcome of the simulated

battle.
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ARPENDIX A

ELECTRCNIC WARFARE BRQUIINES

This appendi contains a summary of <the Electronic
darfare routines utilized by the EW module +to simulate the
EW actions 2mployed on the battlefield. Eack routine is
described in detail, accompanied by a block diagram of the
flow of 1logic ir the rcutine. Alsc included in the
description of the routines are input and output variables,
routines called by the routine being described, and a list
of routines and events that utilize the routine described.

The rou*ines COMMO.ATTEMPT and RCV.SIG are routines
utilized by many of the routines in the EW @module. These
routines originate in the communications wmodule and
therefore are no* discussed in this appendix, hovever, a

brief descripticn of their purpose is provided.

A. COMMUNICATION ROUTINES

COMMO.ATTIMPT is an event that simuia%tes the attempt by
a transmitter to transait a aessage. Before a message can
be transmi+ted, the 1line of sight between the transmitter

and “he receiver pust be deterained, as well as the power
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output of the +transmitter and the propagation loss due to
terrain (when applicable). If any of these ccmputations are
determined to be insufficient, then the COMMO.ATTEMPT is
cancelled. The routine RCV.SIG is used to deteraine the
ability of the receiving station to hear <the transaitting

station.

B. ROUTINE BUS.PROB

This routine provides EW.ROUTINE with a value with which
<o compare a probability generated by an uniform (0,1) random
number genera+or. EW.ROUTINE uses this value to determine

if th2 interceptor is busy.

INPUT YARIABLES

PR.BUS The probability that the interceptor operator is
busy.

CALLED EROM EVENTS SCHEDULED ROUTINES CALLED

EW.ROUTINE none none

Yo bloack diagram is provided for this routine.
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C. EVENT DP.ASSIGN.MISSION
DP.ASSIGN.MISSION is an event that is used to simulate
*he initiation of a new DF pission or the acknowledgment of
a cancella*tion of a DF mission that has exceeded its alloted
*ime +o be ccmpleted. Initially, DF.ASSIGN.MISSION
determines 3if +the mission passed to the event as the
variable DFMISSION is a new, old, or cancelled mission. If
the DF nmission passed to this event is new, ¢then event
DP.SHOT is scheduled in exponential time units. Whenever
the DP mission passed to the routine is an old mission, <the
event ends because the mission is already assigned to the DF
szations. If the DF mission is a <cancelled mission, the
even* ackno;ledges this and passes the information *o the DF
elemen<ts by calling the routine DF.FIX with special values.
The 2vent re2*urns *o LFCALL upon termination.
INRUT VARIA3LES
DPSITE Pointer used to identify the electronic
warfare entity that is simulating <the d4f
ac*ion.
DPMISSION Pointer used to denote the current
transmission being evaluated in the routine.

QUIRUT YARIABLZ

none
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CALLED FROM EVENTS SCHEDULED ROUIINES CALLED
DFCALL DF.SHOT none

Figure 2 is a block diagrams of this event.

D. ROUTINE DFCALL

The routine DFCALL is called by the routire PICKUP to
determine the <current disposition of the DF stations.
DPCALL de*=srmines if the DF stations are idls or currently
working on a mission. If the elements are idle, then DFCALL
assigns a mission *o the “ransmission passed to it by PICKUP
by scheduling a DF.ASSIGN.MISSION. After this scheduling, a
COMMO.ATTEMPT is scheduled to simulate the assignment of a
DF aission by the DF control station to its subordinate
units. However, if the DF stations are working on a
mission, *hen DFCALL compares the current simulation time to
the scheduled erd <+ime of the mission. I1f the current
aission has a scheduled end time exceedirg <the simulation
“ime, “hen the current mission is still in progress and must
continue to be executed. Therefore the DF mission that has
baan pass2d zaniot Dbe assigned and the <TCoutine terainates.
However, 3if the scheduled end time is less than than the
current time, then the DF stations cannot successfully

complete the mission in progress because the +transmission is
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DF.ASSIGN.MISSION

i DF missiOne

agsiziifig?’

réturn DF.SHOT

cancel

DP.FIX

Figuze 2: Block Diagram (Routine DF.ASSIGN.MISSION)




" S —— —————— -—u-----?!

completed. Thus the mission in progress is cancelled and a

new mission is assigned in the same manner described above,

The routine DFCALL ends and returns back to the routine

PICKUP.

INPUT YARIABLES

DFMISSION Pointer used to denote the current transamission
being evaluated in the routine.

OOTPUT VARIABLES

none
CALLED EROH EVENTS SCHEDULED BQUTINES CALLED
PICXUP DF.ASSIGN.MISSION none

COMMO.ATTEMPT

FPigure 3 is a blcck diagram of this routine.

Z., ROUTINE DP.PIX

This routine is wused <o accumulate and coordinate
direction firding atteampts. The routine accumulates the
Line of Bearings (LOB) taken by each of the DF stations in
“he pla+toon. When sufficient LOB's have been <+taken, the
cou=ine cails *he -outine TRIG +¢ <calculate an estimated
position for “he 4+ramsmitting station. After a position is

calculated, the routine schedules a COMMO.ATTEMPT o

simulate the transmission of a successful direction finding
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DFCALL

yes re the DF no

- st;&i:zj/ig}e

s the
\ 4 current time G
DF\iii(iigg? Lo
create a DPF
mission
Lgturn
yes
__’,ﬁlash the D

net

< CF.ASSIGN .HISSIOD

, 28

‘COHHO. ATTEMPT ’

réturn

Pig1re 3: Blcck Diagram (Routine DFCALL)

68




attempt. This message is usually sent ¢to the analysis
position in the platoon. This event is simulated by calling
*he routine DF,.REPORT, after vhich <the routire DF.PIX
terminates. Howevar, £ enough LOB's are not obtained <the

routine ends.

LOBMSG Pointer used to represent the current direction
finding mission and direction find elememt being

evaluated.

QUIRUT YVARIABLES

none
CALLED EROH EVENTS SCHEDULED BOUIINES CALLED
DFCALL COMMO . ATTEMPT TRIG

DP.REPORT

Figure 4 is a block diagram of this routine.

F. ROUTINE DF.MON

This routine is called by the routine EW.ROUTINE ¢to
verify the monitoring status of the DF elements. The
routine termina“es with messages that report the status of
the DP station in relation *o the transaission passed to the

routine. The DF stations will be reported to be in one of
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DF.FIX

sufffé::::\::;E'ons o

yes T n
calculate DF
target locatio
ufficient Lo
LOBS?
eturn

‘COHHO.ATTEH?E)

DF.REPORT

Figure 4: Block Diagraa (Routine DF.FIX)
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three modas: monitoring, not mcnitoring, or tuning to the
*ransmission's frequency. If the transmission attempt is
made on a net +type that has DF actions planned but no
mission is presently assigned, a DF.SHOT is scheduled prior
o the termination of the routine.

INPUT VARIABLES

DFSITE Pointer used to denote the electronic warfare
element whose monitoring status is being verified.
TGTRT Pointer used to represent <the transmitting

station.

———m ks s -

aone
CALLED EROM EVENTS SCHEDULED ROUTIINES CALLED
EW.ROUTINE DF.SHOT none

No block diagram is provided for this routine.

G. ROUTINE DF.REPORT

This routine is called by the routire DF.FIX to simulate
+he receipt of a successful DF mission froama +the DF control
stazisn by *he analysis s+tation. Ini+tiaily the routine
checks to see if the transmitter, in the form of *he pointer
DFRPTNSG, 1is «contained on the master target list of the

analysis 2lement. If the transmitter is on the list, the
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routine terminates. If not, the routine adds the transmitter
to the target list, terminating the routine.

INPOT VARIABL

i

ANLSET Pointer used to 4ipdicate the DF station that
located the transmission's source.

DFRPTMSG Pointer used to indicate <the DFMISSION that was
sucessfully teraminated.

QUIPUT VARIABLES

none
CALLED EROM EVENIS 3CHEDULED BOUTINES CALLED
DF.FIX none TACDECIDE

No block diagram is provided for this routine.

H. EVENT DF.SHOT

This event is used to simulate <+he direction finding
attempt by <+the DP stations and the subsequent ‘analysis'
perforaed by the DF elements. Initially, the status of the
variable DPMISSION is checked to determire if this ‘aission
has been previously coampleted, initiated too late, or
azzignabla, If <he 1ission is coumplete, <the event ends
because the mission had been completed, and therefore no
nead to reassign the mission exists. If the DF station is

in an idle mode, this is an indication that the DP station




attempted %o locate the transmitting station after the
transmitting station had completed its transmission, and,
thus, <the DF station was too late in its DF attempt and the
toutine ends. However, if the transmitter is still active,
event DP.SHOT calls the routine RCV.SIG to determine if the
DF station has the ability to intercept the transmission.
If this occurs, then the zoutire LOB is called to siamulate
“he line of bearing obtained by the DF statioan. The routine
then simulates the <transmission of a wmission coaplete
message by scheduling a COMMO.ATTEMPT and calling the
routine DF.PIX, after which the routine ends. Had the DF
station béen unable to intercept the transmission, the event
DP.SHOT would have been terminated.

INPUT VARIABLZES

DPSITE Pointer used to denote the DF element that is

being called upon to locate a transmission.

DPMISSION Pointer used to indicate the transmission.

QUIPUT YARIABLES

none

CALLED ERQM EVEINIS SCHEDULED BOUIINES CALLED
DF.ASSIGN.MISSION COMMO.ATTENPT RCV.SIG

DF. MON LOB

Piqure 5 is a block diagras of this eveat.
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DP.SHOT

hag’:zza::;§1on yes
been completed?
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is+.the DF station yes
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the transmission? ~ 3
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DF.FIX
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! Pigure 5: Block Diagraa (EVENT DF.SHOT)
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I. ROUTINE EW.CREATE

The routine EW.CREATE reads
*he =2lectronic warfare elements and
functions. Initially, the number of

This is used to define *he
by *he EW entities. For each
element is read along with a 1 or 0 in

indicate “he clement's EW capability.

the technical attributes of

anount of storage space required

EW elemgnt,

T

4TAL T e ———

assigns their EN

EW elements is read.

the name of the
a specific coluan to

A example of a line

of input for each EW type element is provided in Table 17.

This type of data structure generates flexibility for the

data input. If necessary, an EW element can be given the

capability to simulate more than one EW function.

Table 17: Electrcnic Warfare Element Data

Station EW Element Intercept Jaam DF DP Cntl Analysis
Intercept 931 1 Q 0 ] 0
Jam 937 0 1 0 Q 0
DF 934 0 0 1 0 0
DF Cntl 936 Q ] 1 1 0
Analysis 938 0 0 0 0 1
High Low Configuration
Prequency Band Radio Antenna Channels
30000 75000 1 1 2

Af+er the EW function is read, the technical
characteristics of the EW element are read. This includas
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+he upper and lower bounds of the operating frequency of the

EW element as wvell as the radio and antenna configuration of

that EW element. These configurations define the power

output of the vradio utilized by the EW element and the

e W v yeag -1

height of the antenna. Based on the elements EW capability,
additional data is read. FPor exaaple, if the element is a
DF con“rol s*ation, the elements controlled by the station
are read. Similiarily, the eieients which report to the
analysis station are also read at this point. Cnce all the
EW elsments have been read, the routine terminates. Figure
6 contains a sample of the data set, NEWTHES (EWDATA) ,
utilized by “he siaulation for this thesis.
INPUT VARIABLES

variablas that represent the attributes of <he EW

elepents are read into the simulation in this routine.

QUTRUT VARIABLES

none

CALLED ERoOM EVENIS SCHEDULED BQUIINES CALLED
3IG.MAIN aone EW.DATA.ECHO

No block diagram is provided for this routine, however

Pigure 6 is an example of the input data set utilized.




16 NUMBER OF EW.POSITIONS
INT gOSﬁTION 1

1 0 0 0 0
30000 75000 1 1 2 EC CHAR
932 1 0 0 0 0 IN POSITION 2
30000 75000 1 1 2 TECH. CHAR
933 1 0 0 0 0 INT POSITION 3
30000 75000 1 1 2 TECH. CHAR
934 0 0 1 0 0 DF POSITION 1
30000 75000 1 1 TECH. CHAR
935 Q 0 1 0 0 DP POSITION 2
30000 75000 1 1 TECH. CHAR
936 0 0 1 1 0 DF POSN 3/DF CNTL
30000 75000 1 1 TECH. CHAR
10 3 931 932 933 NET AND INICP STA'S
FOR_DF CONTROL
9373 934 ; 985 836 0 DF STATIONS }gaggg
30008 75000 3 1 TECH. CHAR
0 0 0 9 1 ANALYSIS POSITION
5 931 932 933 936 937 REPORTING STATIONS

Pigure 6: Data set NEWTHES (EWDATA) : Routine EW.CREATE

J. ROUTINE EW.DATA.ECHO

This routine provides a summary of the EW actions that
have occurred during the simulatioan. Upon termination of the
simula-ion, +the routine initially provides a suamary of the
EW elements capabilities and the electromagnetic frequencies
against which the EW elements performed EW actions. The
routine also provides a summary of the intercept, direction
finding, and jamming actioas.
INROT YABIABLZS

none
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QUIRUT VARIABLES

none

CALLED PRON EVENTS SCHEDULED ROUTINES CALLED
STOP.SIMULATION none none

EW.CREATE

No block diagram is provided for this routine.

K. ROUTINE EW.INITIALIZE

Routine EW.INITIALIZE defines the specific EW actions %o
1 be employed against specfic type nets. Initially, the
routine reads +the values of the variables that define the
paramaters of the different EW functions. This includes the
maximum number of DF missicns that a DF station can operate,

+he “uning times for DF monitoring, and times for the length

of jamming. Then the routine reads in the net type and the

specfic EW action that is planned for that ret. Figure 7

has a sample of the data set utilized by this routine. The
first tvwo rows indicate the average number of times the net
must be intercepted in order for the net to be interpreted
as that specific type nret. These values are utilized by the
PICKOP routine as the parameters of various randoa number
generators used to simulate intelligence gatheéered. The next

three rows are the preplanned EW actions that are assigned




o the specific <+ype net, Thus when a net is identified,
+he disposition of the EW actions planned against the net is
determined by this routine, The routines employed by
EW.ROUTINE refer to these values when determining the EW
functions *o be employed by the EW elements. In the data
set, +he columns refer to a specfic type net. A one (1) in
+he corresponding row of that coluan indicates that the EW
action should be initiated against that net type. A zero (0)
indicates no EW action is planned for the net. Por example,
the one (1) in the first ©row of column five (5) 1indicates
that a jamming action against net type 5. The zeros in the
next two rows denote that no intercept or direction finding
actions are planned for this net type. After the EW actiomns
are -2ad, the routine reads the sweep rates and fraquency
bandwidths of the jammers and terminates.

INPUT VARIABLES

aone

CALLED EROH EVZNTS 3CHEDULED RQUIINES CALLED

CE.STRUCTURE none none




No block diagram is provided for this routine, however

figqure 7 is a sample of the input data.

1 3.0 15.0 180.0 180.0 300.0 180.0 0.60
8 10 10 10 10 10 10 10 10 10 10 10 INTID(I,1

24 30 30 30 20 20 20 20 20 20 20 20 INTID{I.2
00 0 0 0 1 0 0 "0 "0 "0 "o Jamacr(i
11 1 06 10 1 1 1 1 1 1 COMACT(I
1 1 1 0 1 0 1 1 1 1 1 1 DFACT(D)
2 5 15 SWEEP RATES
3 100 500 2000 JAMMER BANDWIDTHS IN KC

Figure 7: Data se+ NEWTHES (EWDATA): Routine EW.INITIALIZE

L. ROUTINE EW.ROUTINE

This routine is the heart of the electronic warfare
mcdule. ’ EW.ROUTINE is called each time <there is a
communica%ions attempt <ZIrom the event CONMO.ATTENPT.
Ini+ially, 3W.ROUTINE calls the routine JAMLOOK to determine

if *he transmission passed to the EW.ROUTINE is on a net

curren“ly beirg jaammed. If this is the case, then all other
EW actions are bypassed and the EW.ROUTINE ends. However,
if JAMLOOK de+ermines that no active jammer is prasently
assigned %o “he net, EW.ROUTINE next determines whether the
transmission is on a net type that is 'friendly*, and if so,

*he net is not eligible for EW actions and the routine
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terminates. If +he net is eligible £for EW actions,

EW.ROUTINE calls the routine DF.MON to determine if a DF
station is monitoring the transmission's frequency.
EW.BOUTINE then determines the eligibility of the net for
interception. TIf the net can be intercepted, then a time of
interception is generated dependent upon whether the nst is
known or unknown. If the net type is known the +time of 3
interception will be 1less than the time of interception if 4
+he net is of unknown type. If the net type is known, <the

routin2 MON.PROB is called to provide a probability that the

DP station is monitoring the transmission's frequency. If
the transmission is monitorable, the rout;ne RCV.SIG is
called <o determine if +he EWN station can hear the
transmission. Whenever this is true, EW.ROUTINE calls the
Routine PICKUP to complete the EW actions against the target
nat, If *the +transmission had been on a net ¢type that was
unknown, EW.ROUTINE would call the Routine BUS.PROB to
detarmine if +he interceptor was busy. If the interceptor
was n5t busy, then a *ime of interception would he generated
and compared to the 1length of the transamissiorn. If the
transmission vas interceptable, then RCV.SIG and PICKUP are
callald. Upon recturn fzom the routine PICKUP, EW.ROUTINE

terpinates.

81




EW.ROUTINE

J AMLOOK

is jammer activez yes
no
DF.MON eturn
is the net eligible no
for interceptjion?
yes return
is the frequency no
w/in intercépt” band?
ye;:ziz:f rétuln
yes is _the net type no
MON.PROB no BUS,PRO
ishe net bejngd— is the intercept
m@d?} I busy? P
b4
no retyrn
rgt;kn RCY.SIG
caﬁ/the int?cegt no
hear the net?
yes rétuzn
PICKUP
rétuin

Figure 8:

Block Diagram (Routine EW.ROUTINE)
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INPUT VARIABLES

MSG Pointer used to denote the transaission
investigated for possible EW ac=ions.

CALLRT Pointer used to denote the element that is
atrempting *o communicate.

RECRT Pointer used to denote the receiving station of
the transmission.

QUIBUT VARIABLES

none

CALLED EROM EVENIS SCHZDULED BQUIINES CALLED

COMMO.ATTENPT  nore BUS.PROB JAMLOOK
DF . MON RVC.SIG
MON.PROB PICKUP

FPigure 8 is a block diagram of this routine.

M. EBVENT JaM

The event JAM is scheduled in the routine each time a
jammer is available and the jamming station can tune to the
net's frequancy prior to termipation of the transmission,
Initially the jam mission is assigned to an available jammer
and added +to the Jamming mission target list. Then the

avent determines if the jammer dis utjilizing spot jamming or
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barrage jamming. If the Jjammer is wutilizing barrage
jamming, the event terminates. However, if the janmnmer is
utilizing spo+ jamming, then the event schedules a LOOK.THRU
to determine a length for the Jamming mission and the event
ends with the initiation ¢f a jamming mission.

INPUT VARIABLES

TGTFR Pointer used to denote the <frequency of the net
over which a communications attempt is being made.

JAMSTA Pointer used to denote the jamming station
assigned the jamming mission.

QUIRUT VARIABLES

l1one
CALLED EROM EVENTS SCHEDULED ROQUIINES CALLED
JAMLOOK LOOK. THRU none

No block diagram is provided for this event.

N. ROUTINE JAM.ASSIGN.MISSION

Routine JAM.ASSIGN.MISSION is called by the routine
TACDECIDE to simulate the assignment of a jamming mission to
+he janming elements. In this routine, <the net type over
wvhich the transmitting station is atteapting to communicate
is added to the target list of the appropriate jamaing

eleaent and *he routine terminates.
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JAMSET Pointer used to denote the jamming element to
which the mission is being assigned.
OLD.TGT Pointer used to denote the net to be added to the

target list of the jamming element.

none
CALLED F3RON EVENTS SCHEDULED ROUTINES CALLED
TACDECIDE none none

No block diagram is provided for this routine.

0. ROUTINE JAMLOOK

The rou-ine JAMLOOK is called by the routine EW.ROUTINE
to detrermin2 if a jammer is jamming the frequency of the net
over which the *ransmission is attempted or if the frequency
is identified as a Jjamming target. If a Jammer is
available, thern KJAM is set =qual to one (1), d=noting
jamming, and the routine ends since all other EW actions are
masked by th2 dJam mission. If there is no jamming in
progr2ss, *hen the routine deteramines if the transmission is
on a net that has beer identified and has a jamming as the
E¥ action planned against the net. If the net is jammable,

then the routine determines if <there is a jamaing station
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available *o be assigned a jamming mission. If no jammer is
available, then the routine returns to EW.ROUTINE. However,
if a jammer is available the routine RCV.SIG is called +o
determine if +he Jamming element has the ability to
intercept the transmission. If the jamming station can hear
the transmission, then an event JAM is scheduled and the
routine terminates returning the value of KJAM to

EWN.ROUTINE.

INPUT VARIABLES

CALLRT Pointer used to dencte the scurce of the
transmission.
MSG Pointer used to denote the transmission passed to

JAMLOOK from EW.ROUTINE.

QUIPUT VARIABLES

KJAM Variable used to denote the status of jaaming with
rasprect to the transmission. This variable can be
set in two modes:

no jannzng in progress or scheduled.
aunzng progress or a JAM has been
Schedu ed.

0
1

CALLED EROY EVENTS SCHEDULZD RQUIINES CALLED
EV.ROUTINE JAN RCV.SIG

Pigure 9 is a block diagram of this routire.
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JAMLOOK

yes f?lgz::;?\\>
Jamming net?

no
etuln
assign
RCV?EIG
can jammer no

ickip net?

;:%:)::j/ e o1}

is the janmg no
er idle?

zéryrn

do the bandwidths yes

overlap? z
no réturn

retuzrn

Pigure 9: Block Diagram (Routine JANLOOK)
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P. ROOT
The

of beari

INRUT VA

CALLRT

DPSITE

QUIRUT ¥

CALLED E
DF.SHOT
No block

equation

WHERE IXT
T

1D
YD

e AR 1T BRSNS T e e, aite

INE LOB
routine LOB is used to simulate the taking of a line
ng from the DF station to the transmitting station.
RIABLES

Pointer used to denote the transaitting station

vhose locaticn is being sought.

Pointer used to denote the DF element taking the

line of bearing (LOB).
ARIABLES

Pointer used to denote the value of the LOB

calculated in the routine.

ROM EVENTS SCHEDULED ROUTINES CALLED

none nore
diagram is providad for this routine, however the
s used to calulate PHI are provided in figure 10.

THETA = ARCTAN.F( (YT-YID), (XT-XD))
PHT = THETA + NORMAL.F(0.,EROR,23)

CURRENT X-COORDINATE OF THE TRANSMITTING STATION.
CURRENT Y~COORDINATE OF THE TRANSMITTING STATION.
CURRENT X-COORDINATE OF THE DF STATION.
CIRRENT Y-CQORDINATE OF THE DF STATION.
OR = error factor that the DF station cannot
co-ractly de+ermine the exace location
of the transmitting station.

(G N

Pigure 10: PHI Eguations (Routine LOB)
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Q. EVENT LOOK.THRU

The event LOOK.THRO is schedule in the event JAM to
simulate the actions of a Jamming station while it is
actively jamming a net. Since the no coamunications are
possible during a jamming action, the Jjammer has 1no
knowledge of the effectiveness of the jamming. Heace the
jammer must stop jamming long enough to determine wvhether
the transmit*ing station is still attempting *o communicate.
Initially, LOOK.THRU determines if the jammer has exceeded
the jamming «ime, then the event shuts the jammer down and
terminates, however if the jamming time is not exceeded, the
avent <checks the target 1l1list to determine if there are
jammihg *argets available. A target is considered available
if the net has been identified and the net has jamming as
the EW action planned against it. If there is a target
available event JAM is scheduled. If no target is available
the jammer is shutdown and the event terminates.
INRUT VARIABLES
JAMSTA Pointer used to denote the jamming station being

checked.

QUIRUT VARIABLES

E none
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LOOK.THRU

N\

s the gamme;_______yes

on too long?

are there
targets?

no shutdosan
—»

assign

fetidrn

Pigure 11: Bleck Diagram (Event LOOK.THRU)
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CALLED FBOM  EVENTS SCHEDULED  ROUTINES CALLED

JAM LOOK. THRU none

Figura 11 is a block diagram for this event.

R. ROUTINE MON.PROB
This routine is called by EW.ROUTINZ ¢to provide that
routine with a value to compare a probability that the net

can be intercepted.

PR. MON Pointer used to denote the value of the monitoring
probability.

CALLED EROM EVENTS SCHEDULED ROUTINES CALLED

EW.ROUTINE none none

¥o block diagram is provided for this routine.

S. ROUTINE NEW.COMINT.REPORT

Routine NEW.COMINT.REPORT 4is called by the routine
PICKUP to simulate <the actions of <the parent analysis
station of <the EW platoon. Initially, the routine
determines whether the net type is on the master target list

of the <the analysis statior. If the transmitting net is
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intercepted for the first time, then the net is added to the
master target list of the analysis station and the net
becomes an EW.TGT. Then the new EW targsts, as well as the
*ransu_ssions that were determined to be 0ld targets, have
their number of intercepts identified compared to the INTID
value assigned in the routine EW.INITIALIZE. These
comparisons are utilized to determine whether the net is
identified or not. If the net is identified for the first
time, the routine TACDECIDE is called to determine the
appropriate jamming action to be initiated against the net.
After NEW.COMINT.REPORT determines whether the net type is
known or unknown the routine passes this infofhation to the

Routine PICKUP and terminates.

INPUT VARIABLES

INTSITE Pointer used to denote the intercept statiom that
has intercepted the transmissiorn.
ZNTGT Pointer used to define the <transmission as a

specli fic BW target.

GALLED ERON EVENIS SCHEDULZD BOUIINES CALLED
PICKOUP none TACDECIDE

Pigursa 12 is a block diagram for this routine.
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NEW.COMINT.REPORT

yes 'és\ﬂ S e IO

create a
target

Figure 12:

‘ update the
L_’!:agget list <4-

2

is this a 1st ne
intercept?

Block Diagram (Routine NEW.ASSIGN.MISSION)
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T. ROUTINE PICKUOP

The routine PICKUP is called by the routine EW.ROUTINE
*o simulate *he dintercept and analysis functions of
2lectronic warfare. Initially, PICKUP determines whether
*he net type o¢f the transmission is known or unknown. If
the net typ2 4is unkncwn, <the routine creates an EW target
and adds the ne* to the target list. The routine then
+zansfers to an analysis section that simulates attempts to
gather information concerning the net. The fraction
determined by the +time of interception of +the transmission
and *ime length of the transmission is compared to a cutoff
value. If the fraction is greater than the cutoff value,
then enough of the transmissions was intercepted *o gather
some informa*icn concerning the net. This information
increments <+he rnumber of tji =3 this net is irntercepted.
When “he number of intercepts is sufficient, the net is
considered identifiad and the routine NEW.COMINT.REPORT is

called %o add <the net to the master target list. If,

th

aowever, <+ha Ifrac+tion was less than the cutoff value, then
*he “ransaission was too short to provide any information,

and the routine would terminate.
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If the net *ype of the transmission was initially known,
then the PICKUP routine determines if the net is cleared for
direction finding actions. If the net is not cleared for DF
actions, then %he routine transfer to the analysis section
described in the previcus paragraph occurs. If the net is
clear2d for DF actions, then PICKUP determines if the DF
stations are idle or busy. If <the DF stations are busy,
analysis is again performed and the routine terminates.
However, if <+the DF stations are idle, then the routine

simula*tes the assignement of a DF mission ty scheduling a

COMMO.ATTEMPT to assign the mission and calls <the routine

DPCALL *o assign *he missiocn.

MSG Pointer used to denote the transmission
intercepted.

CALLRT Pointer used to denote the transmitting station
being intercepted.

INTCRT Pointer used to denote the intercept station that
intercepted “he transission.

TOI Pointer used to denote the time of intercepticn of

the transamission.

QUIRUT YARIABLES

none

R
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Pigurs 13:

DFCALL
COMMO.ATTENMPT

<§EH.COHINT.REPORT’
:&n

Block Diagram (Routine PICKUP)
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CALLED EROM EVENIS SCHEDULED BOUIINES CALLED
EW.ROUTINE COMMO .ATTEMPT DFCALL

NEWN.COMINT.REPORT

Figure 13 is a block diagram of this routine.

U. ROUTINE TACDECIDE

Routine TACDECIDE sisulates the decision process of the
analysis position's ccamander when determining whether a rnet
should be jammed or not Jamsmed. The routine initially
determines the disposition of the EW actions planned against
the nat, If jamming actions are planned against the net
then the routine JAM,ASSIGN.MISSION is called to assign the
jamming mission and the routine terminates. If the net type

has no jamming actions planned, the routine terminates.

ZNRUT VARIABLES

OLD.TGT Pointer used to denota the net type to be
assigned or not assigned jaaming ac<ions.

PROC.SITE Pointer used to denote the EW element.

QUIRUT YARIABLES

none




A i g e o

CALLED EIROHN EVENTS SCHEDULED BQUIINES CALLED

DF, REPORT none JAM.ASSIGN.MISSION
NEW.COMINT.REPORT

No block diagram is provided for this routine.

V. ROUTINE TRIG
This routine is used to simulate the calculation of the

location of a transmitting station after sufficient lines of

bearing had been taken.

INPUT VARIABLES

1, 11, X2, Y2 Values used to represent the «x and
y-coordinates of the transaitting station
and the DF station, respectively.

PHI Value used to represent the line of bearing
determined in the routine LOB.

MU Value used to denote the number of lines of
bearing calculate in the routine DF.FIX.

QUIROT YARIABLES

X.DP, Y.DF The calulated position of the transmitting
tation.

GALLED IROH EYENTS SCHEDULED RQUILEES GCALLED

DP.PIX none none

No block diagram is provided for this routine.




ARRENDIX B

IHE RARAMEIRIC I-IESI

This appendix outlines the statistical procedure for
testing if the nmeans of two populations are equal vhen the
variance of the populations is unknown but assumed egqual.

The statistic to be used is the T-statistic and is
defined by the following forsula: |

T=(X1-X2)/(sp x 1/N1 + 1/¥2)

In this formula X1 equals the mean of the first sample and
X2 equals the mean of the second saaple. SP equals the
pooled standard deviation of <the two sanples; N1 is the
nuaber of observations in the first sample and N2 is the
nuaber of observations in the second saaple. The null
hypothasis to be tested is U1=U2 vhere U1 is the actual mean
of the first population and U2 is the actual mean of the
second population. The alternate hypothesis is that 01>U2.
At the desired level of significance the actual value of the
T-statistic can be found in a T-statistic table.

The null hypothesis is rejected if T of 1-alpha with degree
of freedom of (N1+N2)-2 is less than the ¢test T-statistic

coaputed froa the data.
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ARRENDIX €

IHE NON-RARAMMEIRIC U-IESI

The nonparametric U-Test is used as an alternative to
the tvo sample t-statistic. In this test, the assumption
that the two populations sampled have normal distributions
is not made. Instead, the null hypothesis is that we are
sampling iden*ical continuous populations and the
alternative hypothesis is that <the <two populations bhave
unequal means.

In +the *es* invelving different remaining military
worths, the U-test procedure would be as follows: there are
two sets of data representing remaining military worths for
10 runs with no jamming initiated and 10 runs with jaamming
conducted against the blue forces artillery forvard
observers.

Jaaaming 38.2 37.2 37.2 36.3 38.9 36.6 34.1 38.6 38.0 36.4
No Jamming 36.7 37.7 43.2 40.5 37.7 38.5 37.2 38.5 37.7 38.2

Pirst, arrange the data in increasing order as if the

two samples vere one sample. Assign a rank to each piece of

da%a. If there are ¢ties, assign to each of the tied
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observa*ions the mnmean of the ranks which they Jjointly
occupy. In this exanmple, there are several ties. To
illustrate the procedure for ties we observe that the
percentage 37.2 occurs 3 times and would occupy ranks 6,7,
and 8. The mean of these ranks is 7 therefore each of the
37.2 percentages would be assigrned the rank of 7. The
jamming sample occupies ranks
5,7,10,10,10,13.5,15.5,15.5,19, and 20. The no Jjamming
sample occupies ranks 1,2,3,4,7,7,12,13.5,17, and 18. W1 is

defined as the sum of the ranks of the no jamaing sample and

| W2 is defined as the sum of the ranks of the jamming sample.
W1=84.5
W2=125.5
U1=W1-n1x(nl+1) /2
U2aW2-n2x (n2+1) /2
In this calculation, n1 and n2 represent the nuaber of
observations in each sample. Under the null hypothesis, the
means and the variances of U1 and U2 are:
E(U1)=E(U2)=n1xn2/2 and
var(U1) =var (U2) =ni1xn2x (nt+n2+1) /12
Using the data in this example, the test is as follows:

1. Ho: ul=u2

2. H1: ui1<u2
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3. Critical region:
2<-Z (. 05) =~1.645 where z=(U1-E(U1))/ Var (01)
4. Computations
U1=84,5=-(10x11) /72 = 29.5
E(U1)=n1xn1/2=10x10/2 = 50
Var (01)=10x10x21/12 = 175
z = 29.5-50/ Y175 = =1.55
Since z=-1.55 is greater thanm -z(.05), ve do not reject
the null hypothesis and must conclude that at the level of
significance of .05 the means of the two saaples are aqual.
Purther analysis at various levels of significance shovs

that a+ levels of significance greater than or equal to .10,

+he null hypothesis will be rejected.
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