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problem in distributed database fields.

aintalning the data integrity has become a critical

-

The problem requires

a clear and precise view; 1t needs an early determination for
meeting user requirements for integrity, since each organiza-

tion has its own prioritiles.—

(_This thesis examines integrity in general and presents
some considerations and strateglies to be spaced through
different system levels, such as design, management, and
operation and communication. The main idea of such approaches
is to avoid the threats, or to reduce the risks.
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ABSTRACT

The overall objective for dlistributed databases is that of
sharing of data among several nodes. Increasing the number of
users and the size of communication are two factors associated
with distributed database systems. These factors, with others
such as hardware, software and operations, are major factors
which could originate threats to the distributed database
integrity. Some discussion about these factors 1s presented.

Maintaining the data integrity has become a critical
problem in distributed database flelds. The problem requires
a clear and precise view; 1t needs an early determination for
meeting user requirements for integrity, since each organiza-
tion has its own priorities.

This thesis examines integrity in general and presents
some consideratlons and strategies to be spaced through
different system levels, such as design, management, and
operation ang communication. The main idea of such approaches

is to avoid the threats, or to reduce the risks.
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I. INTRODUCTION

Distributed database technology is a comparatively
recent development within the overall database fileld. The
greatest advantages of distributed database systems are:

- Efficiency of local processing for most operations.

- Data sharing between different computers (nodes) in

the distributed system.
However, inherent in the distributed database system are
the basic problems of a centralized database (e.g., security,
concurrency control and integrity). These problems are more
critical in the distributed database environment due to
several factors such as the large domailn of users, the
multitude of interactions possible between programs of
heterogenous computers, and the multiple coples of a database
in the different sites.

Preserving the integrity of a distributed database s not
an easy task, particularly when all or part of the database 1is
replicated at different nodes. An update of such a database
is subject to a number of problems concerned with coordinating
a series of updates entered at different sites and insuring cor-
rect entry of updates into all coples of the database. Rellable
communication between such nodes 1s vital so that no entry or
communication message (broadcast, acknowledge) can ever be

lost.

11




This thesis discusses the problem of database integrity
from a broad perspective. Such a problem needs a clear view
for understanding the means and causes which threaten
distributed database integrity. Approaches for resolving .
this problem are examined with respect to data classes,

database configurations and systems applications.

This thesls is divided into two main parts. Part one
consists of the introduction and the nature of the problem.

It sets the scene by explaining the nature of the problem and
gives a background for aspects related to distributed database
integrity. These aspects define the scope of such integrity
and serve as a terminology reference for the following
chapters. Chapter III, Distributed Database Integrity Threats,
1s a brilef study of some of the major factors which threaten
data integrity. These include hardware and software
malfunction, operational and user errors, and communications
fallures.

Part two consists of Chapter IV which contains a detailed
discussion of the different methods and approaches which have
been proposed for maintaining the integrity of distributed
database systems. These include: design considerations,
management considerations, operations strategies and
communication strategles. This part ends with Chapter V

which contains conclusions reached by the author.

12




II. NATURE OF THE PROL .FM

A prerequisite to solving a problem is a clear under-
standing of the problem itself; the integrity of distributed
database 13 no exception. This section will present a

background and some of the characteristics of this problem.

A. BACKGROUND
1. Preliminary Definitions

Database can be defined as a collection of inter-
related data 1tems that are processed by one or more
applications programs. These programs which control the
data contalined in the database are called a Database Manage-
ment System (DBMS) [Ref. 1]. This system is composed of
several internal functional areas, e.g., a record management,
a lock scheduling and recovery control, allocation of data to
transaction, and insurance of data sharing and recovery over
the database. A Distributed Database Management System (DDBMS)
is a. collection of sets of data in a network. Each site in
the network is a computer running a local DBMS. The network
consists of two or more nodes, interconnected with a computer-
to-computer communication system. Another important term 1s
the Database Administrator (DBA). This refers to the person
(or group of people) responsible for overall control of the
database system, using a number of utility programs to help

with database control. Examples of utllity programs include

13
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loading routines, data dictionary and recovery routines.
Users interact with DDBMS by entering transactions (from
different sites); this means a program or on-line query

which accesses the database.

2. Transactions

a. Types of Transactions

A request to a DBMS or DDBMS system can take
any one of the following forms:

(1) An inquiry. This type of request does not
update the directory; or, the database processing is required
in order to access the directory and the database. An
example is read only.

(2) An _update. This type of request changes
the status of the database but does not necessarily require
that the directory contents be modifled. Processing 1s
required for accessing the direectory, possibly changing the
contents of the. directory, and.for changing the contents of the
database. Examples of this type include read, write, change,
delete, and file manipulation.

The first type of request is the simplest
form because it does not imply any change in database status;
the other types include changes in the status of the database.

b. Transaction Handling Methods

The way a DBMS or DDBMS handles any type of
transaction depends on the characteristics of the distributed
system. Davenport [Ref. 2] defined some ways of handling

transactions by a distributed database system:

14
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(1) Application job chaining. The transaction

is split into a number of components with each component
executing application programs and accessing data within a
database sectlion within the confines of a single computing

facility (node). Wwhen one component finishes, it passes

intermediate results to and activates the next component in

a remote computing facility. When all components have
completed, the final results are transmitted back to the
computing facility where execution of the first component
took place. Theose results are passed back to the terminal
that originated the transaction. Application Job chaining
can be summarised as moving the process to the data.

(2) Transparent access. The transaction

executes application programs within one computing facility
but accesses data within database sections which are held
on remote computing facllities. Transparent access can be
summarised as moving the data to the process. The rate of
change in database depends on the classes of data.

3. Classes of Data

A DDBMS 1is concerned with the types of data
(residing in each node). One criteria for differentiating
between data is the update mode. Different types of data
have different types of updating. There are five classes
of data [Ref. 3].

a. Class 1l: Unchanging Data

This is data which is never or only infrequently

changed, e.g., town names and streets; historical information.

15
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b. Class 2: Simple Update Data
This 1s data which 1s updated by simple replace-~
ment, such data which is performed twice with no harm done,
or data which 1is upgraded by adding new and separate records,
e.g., airline timetables; price lists.
¢. Class 3: Nonrepeatable Independent Update Data
This 1s data with an update which cannot be
applied twice, but which 1s independent of any other update.
The update can take place at any time (within limits), e.g.,
bank account balances.
d. Claas 4: Time-Critical Update Data
If this type of update 1s reapplied at different
times (e.g., after a restart), its effect may not be the same.
Its effect is tied to other events or to other updates which
occur independently, e.g., alrline reservations.
e. Class 5: An Action Triggered Update
When this data is updated it may trigger the
updating of different data or other actions in a different
machine, e.g., an inventory balance with automatic recording
done on a different machine 1f the balance falls below a
certain level.
A DDBMS is concerned about transa.tlon types,
transaction methods, and classes of data. It 1s also
concerned about the configuration of data distributlon

between sites.

16
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4. Distributed Databasé'Systems (DDBS)

A distributed database (DDB) can be implemented by
storing some subset of the entities that maké up the database
at each site. Reference 4 gavé the following formula to
describe data distribution:

S=n
DB = :E:: Es
S=1
The formula is a distributed implementation of database where

1 stored at Site S; DB is the

Es denotes the set of entities
Set of all entitlies that make up the database.
There are many ways in which the entities that comprise
the database may be divided among the wvarious sites. They
can be characterized as follows:
a. Fully Redundant DDB
Every entitiy is stored at every site. See
Figure la on page 18.
b. Partially Redundant DDB
Some entities are stored at more than one site.
See Figure 1lb on page 19.
¢c. Partitioned DDB.
No entity is stored at more than one site. See
Pigure lc on page 20.
Each type of organization has its advantages, depending on

the nature of the database and its use,

laon entity 1is the unit of data which is controlled by DBMS.

17
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Certain areas of the background have little or no
concern with integrity problems. These would include Class 1
in Classes of Data, and an inquiry (read only) transaction
in partitioned DDB. Other areas are within the integrity

scope.

B. SCOPE OF DISTRIBUTED DATABASE INTEGRITY

The scope of data integrity can be as wide and as com-
plex as the database system is desligned in order to protect
its status. It can range from enforcing a simple semantic

1 on data entry to the use of sophisticated

constraint
hardware (e.g., database machines), software, and automatic
recovery techniques. Techniques also include communication
strategies and concurrent control mechanisms.

The range of the scope is based on the class of the data,
the type and method of transactions, and the configuration
of data distribution.

There are many points of view in defining data integrity.
From a DBMS viewpoint, integrity could be defined as the
ability of DBMS to preserve the status of the data elements
in the database from any threat32 leading it to an inconsis-

tent state. The generality of this view includes other

related terms, e.g., consistency of database. Maintalning

lThere are different types of semantic constraints.
Generally, it can be defined as an arrangement of values
beyond which the input data should not go.

2

Discussion of the types of threats is in Chapter III.
21
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the integrity of the database can be viewed as protecting
the data against invalid alteration or destruction.
Integrity 1s thus distinct from security, although the

two 1ssues are closely allied. Indeed the same mechanism
may be used to achieve the preservation of both, at least to
some extent. Reference 5 presents examples for such
mechanisms. In discussing the integrity of distributed data-
bases 1t is helpful to divide the previocus view of data
integrity into the global view and the local view. The
first view is concerned with the integrity of the whole
system (global); the second view is concerned with the
integrity o the system in the site (node) level (local).

In this thesis the assumption of the approach is the global
DDBMS with heterogeneous or homogeneous local DDBMS.
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III. DISTRIBUTED DATABASE INTEGRITY THREATS

The purpose of this chapter is to identify the threats
which are likely to affect consistency of database. These
threats could change information, destroy the whole database
or a subset, or give an inaccurate state of the database.

Studying these threats and their origins assists the
designer in planning for countermeasures to decrease the
probability of threats occuring, or to decrease the impact
of the threat should i1t occur. Such study needs to be taken
in a general view so that the developed solutions will be
easy to adopt for various systems in different situations.
Some solutions have been proposed [Ref. 6 and Ref. 7].
However, they focus on a very limited area of the whole
problem or are limited to a speclal type of database.

This chapter will examine the distributed database threats
in order to see which 1s most and least critical for data
integrity. Chapter IV will discuss different practical tech-
niques which can be used to maintain the distributed database
integrity. The importance of these techniques varies from
one DDBMS to another according to its application.

DDBS integrity 1s threatened by several factors including:

- Hardware malfunction. This can result in failure of
protection activities, disabling the memory read/write protec-
tive devices, and unknowing interruption of priviledged mode

processing.




- Software errors. DDBMS application programs may
contain undetermined errors which will arise over a period
of time. These errors coﬁld also come from OS or utility
programs.

- Operational problems. These happen during the
transaction handling and data manipulation. For example,
concurrency conflicts can induce improper sequences of
operations and lead to inconsistenciles.

- Communication fallures. These result from abnormal
conditions in the distributed environment and may lead to
slte crashes. A site crash in any node may prevent the
completion of database updating in other nodes.

- User errors. These result from human interaction
with the system, e.g., user update errors or a bad entry
which introduces inconsistent data elements.

Other indirect errors may contribute to the DDBS threats.
These include physical security of the computer system and
the quality of DP management. Other than management and
human errors, the DDBMS is responsible for realizing these
problems and for ensuring the suitable strategy for resolving
them. The remainder of this chapter will describe and analyze

the above problems.

A. HARDWARE MALFUNCTION
Hardware fallures can cause unintentional relevation,

destruction, or scrambling of data elements in the database.

24
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These failures can result from device deficiencies or from
worn out parts. The limitation of using conventional
computer architecture for database application increases

the possibility of fallures. Current computers are well-
suited to scientific and traditional business applications.
However, they are not well-suited to information storage and
retrieval. Information storage and retrieval applications
require addressing by content; while conventional computers
are designed for rereréncing by physical address [Ref. 8].
This mismatch between conventional computer architecture and

application regquirements for information retrieval introduces

inefficlencles in both the processor and storage areas. Data

access tends to become computer-bound and tables required to

locate data can consume more storage than the data itself.

B. SOPTWARE MALFUNCTION

The difference between intended and actual behavior is
caused by "bugs" (program errors). Most large software
systems are error-prone; these errors are supposed to be
corrected during debugging. However, debugging is often
considered a problem for three reasons: (1) the process
is costly (takes too much effort); (2) after debugging the
software still suffers from bugs; and (3) when the software
is later modified, bugs turn up in completely unexpected

places. Software faults account for approximately 20 percent

of all failures. An analysis of software errors and theilr

el e
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causes 1s discussed thoroughly by Endres [Ref. 9] and by
Schneidewind and Hoffman (Ref. 10].

Fallures may be introduced into software at any stage of

its development. These may include the following:

1. During Specification

The analyst may omit to specify what a program should
do under certain circumstances. The program may either do
the wrong thing, or not do anything at all.

2. In Design

The processing algorithms chosen to do a particular

Job may be wrong in that they fail to reflect real life.
3. In Implementation

Through carelessness, misunderstanding, or lack of
testing the program may not code what 1s required.

4, In Maintenance

This 1s the most critical stage because while
enhancing the program or correcting new faults, new faults
may be introduced as unexpected side effects.

Errors in any level of DDBMS software or in the lower
layers of software systemsl could change the status of
database to an inconsistent state. The difficulty here 1s
that all of this can take place without notifying DDBMS.

Types of real-time software errors are given in Appendix A.

lAccording to Lorin ([Ref. 11], the software layers which
usually come underneath the DDBMS and DBMS are the extented 0S
and the kernel.

26
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C. OPERATIONAL ERRORS

Inconsistency in a database may occur temporarily as an
inevitable consequence of an operation on the database.
For example, if a data element 1s moved from membership of
one set to another, there will be a brief period when it is
attached to both or to neither. Conflict may occur in
concurrent access to distributed database such as two users
both attempting to modify the same data element.

Each modification of an entity (or data element) creates
a new version of that entity. There exist two types of
concurrency conflicts which can appear when actions simultan-~
eously create new versions:

l. Lost Operation

This occurs when the new version of an entity 1is
created by a transactlon which utilizes obsolete versions
of entities to produce the new one.

2. Inconsistency

Inconsistency appears when an integrity constraint

is violated.
Simultaneous executions of transactions must be scheduled

in order to prevent lost operations and inconsistency.

D. COMMUNICATION PAILURES
If each node in the distributed system network has a
(direct/indirect) path to every other node (partitioned),

communication link fallures do not create any difficulty

27
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since the partition which has a majority of nodes in the
network can s8till continue operating and treats the nodes
in the other partitions the same as if in crashed sites.
This 1s a special case 1f only one partition is allowed to
operate; but generally inconsistency among databases 1in
different partitions may occur.

It 1s necessary to guarantee transaction atomicity in

order to be sure that either all the transactions updates are

o ety ks

committed in all the sites, or none of the updates are
committed. For thls purpose, some approaches have been
proposed, e.g., two-step commitment protocol [Ref. 12].
Such approaches depend heavily on reliable communication
between nodes (sites).

Communication link fallures and site crashes are
fundamental problems in distributed processing and local

networking. !

E. USER ERRORS !
There are different types of errors in user-computer

interface. This difference comes from several factors such

Ll e

as error revising, error origin, or unethical access. The

degree of destruction in data is dependent on the type of

R

-~

data class. The actual causes of the error may come from

unspecialized user or unintentional entry (bad entry). The

upgrading in the degree of access authorization in distribu-

ted database environment tends to be less strict in the

s i £ AR AT IR A
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ordinary database if there 1s conflict between the global
and local access authorized administrations.

To prevent such errors 1t 1s desirable that tocols be
supplied to DDBMS in order to detect, investigate, and

correct or avoild user errors; and to improve the mechanism

for access authorization.
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IV. MAINTAINING THE INTEGRITY OF DISTRIBUTED DATABASE

Distributed database systems pose problems of integrity

much greater than thoseof'centralized database systems, due

v - ———— PR

to the multitude of interactions betwen different application
programs, from heterogeneous nodes and concurrent updating
the distributed database.

These programs must be prevented from interfering with
one another. In addition, when updates occur in one site of
the redundant DDB, this update should be read directly to the
other copies in order to prevent inconsistency of database.
Also, in the absence of effective communication, a crash site
in one of the local databases may prevent the continuity of
distributed database operations. Crash site or communication
link failures need to be handled in such a fashlon that
gracefully degraded service 1s permitted. Moreover, the
problems of long transmission delay and narrow bandwidth of
most communications networksl exists in distributed systems.

There is considerable research contalning reasonable
solutions to some general problems of database systems; for
example: database integrity, concurrency control and recovery

techniques. Such approaches frequently work poorly in a

1Due to the internal system delays that result from
secondary storage, main memory and CPU characteristics [Ref.13].
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distributed environment because of the significant differences
in hardware and software configuration.

Maintaining the integrity of DDB 1s not an easy task.
In order to reach such an ocbjective, careful, revised
planning for this should start from the early stage of imple-
mentation of the distributed system through the system
maintenance stage. Of course there 18 a limit to the extent
to which this objective can be reached; in particular, human
mistakes.l Apart from limitations of this or a similar
nature, however, it should be possible to maintain a high
degree of integrity in distributed database by implementing
integrated planning.

This chapter contains some considerations and strategles
which need to be taken in account in planning for the integrity

of distributed database.

A. DESIGN CONSIDERATION
In designing distributed database, integrity issues
should be the prime objective. The following factors need
to be considered in order to achieve the first stage of the
objective:
- An efficient hardware: speclal machines to suit
database applications (database computer).

lThe mistakes that can be made by the human operator
include errors such as using the wrong versions of programs
or damaging data volumes by careless handling.
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= An effective network communication: to handle the
data distribution gracefully.

- Reliable software: to cope with abnormal situations,
over which the software designer has little or no
control.

l. Efficient Hardware

In Chapter II it was seen that the limitation of

using conventional computer architecture for database appli-
cation 1s one of the hardware malfunction causes which
threaten the integrity of database. There are different
approaches to computer architectures which are more efficient
for information storage and retrieval applications, specifi-
cally in database computers.
a. Database Computer

The database computer can be incorporated into
a system in one of four ways [Ref. 14]:

- Back-end processor for a host.

= Intelligent peripheral control unit.

- Storage hierarchy.

= Network node.
Each of these approaches 1s independent and a system may
include more than one of the architectures in its list.
Each will be considered separately.

The back-end processor approach is usually

though of as a master-slave configuration where the host

passes high level access requests to the back-end. The
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back-end 1s a general purpose computer which performs all

of the database activities including access validation,
storage management, update lockout, response formatting, and
I/0 operations. When the back-end processor has completed
the access, 1t passes the response back to the host. The
communication link between the host and back-end i1s usually
an I/0 channel, but it may be a telecommunication link.

The back-end processor can provide several
benefits to the local database. Hardware specialization 1s
possible, for example, leading to more efficlent data and
interrupt handling on a dedicated basis. Long register
lengths, high speed floating, point, double-precision,
muitiplication and division hardware can be omitted.
Furthermore, software speclalization can reduce the overhead
in handling interrupts and task switching.

The intelligent peripheral control unit approach

moves out the highly repetitive aspects of data access to a
mass storage controller in order to avold the high overhead

of the geaneral purpose host hardware and software. The

basic functions of device scheduling, head positioning, data
recovery, searching, sorting, and error correction are
implemented at this level. In addition to the usual I/0
function, sequential associative access can also be implemented
because of the close coupling between the intelligent control
unit and the mass storage device. If the mass storage device

is a disk, parallel read may be implemented to obtaln storage
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search speeds. The mass storage can also be a charge-
coupled device (CCD) storage or bubble storage depending on
the size and speed required. The controller is connected to
the general purpose host through the normal I/0 channel.

The storage hierarchy approach is a specialized

architecture which can make database operations more

efficient. The essence of this approach 1s that the same

characteristic which makes a cache attractive for main
storage access can also be used to improve access to mass
storage. A wide variety of applications exhibit considerable
locality of data reference. This 1s true of data reference
by a processor to main storage for many applications, and

has been exploited in the form of a cache, or high speed
buffer. When the processor needs a word from main storage,
the request 1s first made to the cache. If the desired word
is8 in the cache the access is completed typically in 50 to
150 nsec. If the request is made to main storage it is
typically completed in 800 nsec. A database cache is inserted
in the system between main storage and disk.

The network node approach is a general purpose

computer which communicates with several other nodes in the :
system; most frequently using data communication protocol

and serial channels, but possibly using I/O channels. The
benefit of this configuration is that several nodes (hosts)
can access a single shared database. The network node can

be implemented using a general purpose system only (which is
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current practice), a general purpose host with a back-end
processor, or a general purpose host with an Intelligent
control unit.
b. Integrity of DDB in Database Computers

From the viewpoint of integrity, the back-end
processor approach 13 more beneficial than the other approaches.
Using the back-end approach will improve the database integrity
at local level. The back-end provides a single path to the
database. This eliminates "back door™ paths to the data

through use of the same mass storage subsystem for both the

database and normal system filles. Application programmers
can be prevented from programming the back-end computer and
thus possibly introduce "sneak" access paths. Integrity

at the local level 1s also improved by a single access path

because locks on updates can be strictly enforced.

Site recovery can presumably be improved because

| a fallure in the host computer wlill not compromlise the data-

base. Also, presumably the back-end computer has much leas
hardware and much simpler software than the host, thus

‘ extending the time between system faillures. The host and
back~end can check on each other's sanity, including keeping

separate audit trails.

However, there are trade-offs in this approach.
é ' The second processor and the software will add cost and

complexity in initial development and in maintenance. Two

hardware systems and two software systems must be maintained,
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thus increasing training and support costs. The reliability
of the system will be degraded because having a second

system will increase the fallure rate which will threaten the
integrity of data in case of partitioned DDB. In the other
types of distributed database systems this failure has less
threat (in cases of partially redundant DDB), or no threat
(in cases of fully redundant DDB), since the entities are
stored at more than one site.

Another advantage for the back-end processor,
which 1s relevant to DDB, is the ability of this processor
to decouple the database from the host to ease conversion
or interface multiple heterogeneous hosts.

2. Effective Communication Systems

The communication system describes the way in which
the links énd nodes of a computer network are connected.
Because no specific definition of the precise composition
of computer networks exists, several methods of characteri-
zation can be used. One characterization involves the
reasons for which a network is used. This includes computer
resource sharing, database sharing, program sharing and
program segmentation. The geometrical arrangement of
system resources could be viewed from two points of view:
in terms of topology, and in terms of communications
structure [Ref. 15].

Network concepts can be classified according to how

they contribute to the design of a distributed system or
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distributed database. The manner in which work is partitioned
in a computer network essentially determines how effectively
the resources of the network are utilized.
a. Computer Network Message Techniques
In a computer network the techniques for routing
messages from source to destination are generally classified

as circult switching, message switching, and packet switching.

Through one or more of these techniques many computer networks
provide packet switching capability and virtual circuits. A
computer network performs a set of well-defined functions,
uses a set of network components, and adheres to a collection
of rules and protocols. A protocol 1s a set of conventions
between communication nodes that governs the procedures and
format of message transmission.
b. Network Management

Network management 1s the process which determines
through what facilities a message will travel from its source
to its destination. It 1s also concerned with the management
of network resources--communication links, switching nodes,
and communications processors. There are two baslic types of
network management systems:

- Master-Slave or "hierarchical,"

- Distributed or "horizontal."
The two types will be discussed separately.

The master-slgye{nétwork management refers to

the use of one or more master stations or processors that
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control a plurality of slave processors or nodes. The routing
of a particular message 1s directly controlled by the slave
processors, but the general management 1s controlled by the
master station or processor.

Distributed network management refers to the use
of decision making facilities at each node (processor) with
no one node given control over another node. Depending upon
the type of network and the number of nodes, data communication
networks are typically designed using one of these two types
of network management systems.

Some of the issues that must be considered 1n
determining the type of network management system for a given
application are:

- Hardware and software avallability.

= Reconfigurability and flexibility,

- Susceptibility to communication failures.

From the above issues, it can be pointed out that master-
slave systems are much more structured and accountable,
more avallable, in more widespread use, and often more
.lexible than distributed configurations. Distributed
networks are more reconfigurable and may offer less suscep-
tibility to communication failures.
