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CHAPTER 1
INTRODUCTION

The purpose of this thesis is to develop a computerized method
which aids the operators of complex dynamic systems to detect failures
and to locate the causes in real-time. This method is designed to
eliminate the necessity to preprogram the possible system failure-modes.
The displays interfacing the method with the human operators include

probabilities of system failures calculated by a statistical model.

The increasing complexity and size of systems like chemical plants,
power stations (fossil or nuclear), ships, and airplanes impose on the
human operators high cognitive work load. This load is increased further
when the system malfunctions because then the operato;s are required to
take corrective actions rapidly and promptly. Under such imposed stress
the operators' reliability is decreased [1], and as a result severe
accidents may occur [2]. This has been recognized by many researchers,

who suggested that somehow operators be aided by computers.

-; Many of the existing failure detection methods rely on prepro-

ff gramming the possible system failure-modes, all of which cannot prac-

%f — tically be considered. Therefore, a method which avoids this require-

ﬁ ment is advantageous.

E' i Displaying the probabilities of failures has been found to be

* I

- very helpful to the operators [3]. Therefore displays which include

fﬁ these updated probabilities are advantageous.
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During the last three decades many computerized on-1ine methods
have been developed for failure detection and location. One of these
methods is based on a fault/event tree analysis. Here the potential
significant failure modes, their logical interreiations and their con-
sequences are preprogrammed and stored in a computer. The computer
checks the system status and compares it with the stored failure modes.
When one of these modes' is activated an alarm is triggered and the op-

erator is informed.

In 1968 Patterson [4] and Welbourne [5] designed a computerized
alarm and display system for a nuclear power plant. But this was not

used because its cost was prohibitive.

In 1980, with the advent of cheaper computers, Frogner and
Meijer [6] and Bastle and Felkel [7] developed a failure detection
and Tocation system which they call Disturbance Analysis System (DAS).
Recently, it has been recognized that DAS should be desicned to allow
real-time modification and extension of information, which will enable
the operators to test unconsidered failure modes. This concept is
currently motivating the development of DAS in a second generation:

Disturbance Analysis and Surveillance System (DASS).

Another method which implements the fault/event tree analysis
was suggested by Gimmy and Nomm [8]. They constructed the preprogrammed
failure modes into special tabulated forms. These tables can easily bemedi-

fied to include unconsidered failure modes in the fault/event tree.

A system that poses a high degree of redundancy can be diagnosed

using Voting Techniqués. In the standard voting scheme the outputs of
-18-
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three or more identical instruments are compared and simple logic is
|l utilized to detect and eliminate faulty instruments. Deckert et al. [9],
i Gilmore and Mckern [10]}, Pejsa [11], and Broen [12] have developed voting

schemes, and Louie [13] discusses the method's different applications.

Ray et al. [14] proposed a voting scheme which includes analytic re-

dundancy to test the consistency of the different system outputs.

Nicholson and Lanning [15], and Lind [16] have independently pro- E
posed to use the model of the system normal operation mode to diagnose
system failures. Here failures are detected when the measured system
outputs diverge from their corresponding model values. This method is

o advantageous because a single model is compared with the physical system.

R W - USRIy

Its disadvantage is that it does not locate the causes of the failures

because a system-model disparity does not unique'y locate the causes.

ll To obtain the location capability, it has been proposed by Sheridan
(1] and Hassan [17] to break the aggregated model into swmodels, each of which is

UGS S) YR IP R

forced by the appropriate system measured variables. The outputs of

!! these submodels are compared with their corresponding system outputs. :

A deviation of the outputs of any submodel indicates that its corres-

ponding subsystem has failed. The disadvantage of this method is that

. e
W PR VETRIN,

- it does not specify the compared system-model outputs. In practice,

only a partial set of the many system-model outputs is compared. This

e,
b Al Al

chosen set of outputs does not necessarily detect all possible system

failures. -

A method that disaggregates the model of the system's normal
operation mode and specifies the compared system and model outputs is

-19-

1 ls e PO 2 e A= —— = U PR P U S ok e atiia s e mmiaa e ate atmoiaftamtiaia.taaanw. a3




required. This method has to be able (1) to detect system failures by
comparing several system and model outputs, and (2) to locate these ‘i

failures quickly and reliably.

The objective of the Failure Detection and Location Method (FDLM) rj

presented in this thesis is to meet these requirements. -

The thesis is organized as follows. Chapter 2 defines a system
failure and describes the new Failure Detection and Location Method iJ
(FDLM). The advantages and limitations of FDLM are discussed in
Chapter 3. Chapter 4 describes more complex applications of the method.
Human factors, considerations and experimental determination of human ;i
operator/FDLM interface are discussed in Chapters 5 and 6, respectively. .
An example of the method's application is described in Chapter 7. The

conclusions and the proposed future work are summarized in Chapter 8.

et
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CHAPTER 2

DESCRIPTION OF THE FAILURE DETECTION
B AND LOCATION METHOD (FDLM)

2.1 Definition of System's Failure

The definition of failure applies to systems that operate by trans-
ferring power between adjacent subsystems in order to produce a desired
rate of work. A fossil power plant is an example in which coal or o0il
is burnt to generate steam. The steam is expanded through turbine stages
which rotate generators to provide the desired electric power. The vélue
of the transferred power between two adjacent subsystems is denoted by

Eﬁ re P, and its reference value under normal conditions of operation by P,

. The system is said to have failed if the absolute value of the difference

between P and P" 1ies outside preset limits, . To locate the failure

causes the system's causality should be considered.

2.2 A System's Causal Description

In 1960 Paynter [18] introduced the concept that power in physical

systems flows in communication channels named "energy bonds". According

Yol e o o
LA R A

to the number of independent variables, which determine the transferred

power in these bonds, one can categorize the energy bonds into three

E;

-~ classes:

¥ 1. Bilateral energy bonds.

é L; These bonds are characterized by two variables: effort, e, and

f? 3 flow, f. The product of these variables is the transferred power, P.
G P = e - f (2.1)
R )

A

: ) '2]‘

| (R B + A
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The effort and the flow variables of various systems are summarized in
Table 2.1. In electrical systems, for example, voltage and current are

the effort and flow variables, respectively.

TABLE 2.1: EFFORT AND FLOW VARIABLES OF VARIOUS SYSTEMS

SYSTEM EFFORT (e) FLOW( f)
_Force Velocity
Mechanical Torque Angular
Velocity
Hydraulic Pressure Volumetric
Flow
Electrical Voltage Current

In thermal systems the effort is the temperature and the flow is the
entropy rate which can be. evaluated by indirect temperature measure-

ments.

The concept of energy bonds leads to causal descriptions of physi-
cal systems. The causal description of a system consisted of bilateral
energy bonds is constructed as follows. Consider two interacting sub-
systems, 51 and 52’ shown in Figure 2.1, in which the effort is supplied
by subsystem Sy. This effort causes the flow to achieve a value which
depends on the impedance of subsystem 52‘ Hence, a means of communi-

cating the impedance of S, back to 51 must be provided. In this example,

the effort is determined by subsystem Sl and communicated to 52, where

i
|

the flow is determined by subsystem 52 and communicated to 51. This bi-

lateral causal description is shown in Figure 2.1.

Sl

An example of an hydraulic system which can be described using the
bilateral energy bonds is the two-tank system shown in Figure 2.2. The

causal description of this system is shown in Figure 2.3.
~22-
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Fiqure 2.1 Causal description of system (S1 Sz) with bilateral
bonds. from reference 18.
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2. Unilateral bonds

These bonds are characterized by a single independent variable,
either effort or flow, as shown in Figure 2.4. The covariable of
the unilateral bond's independent variable is, in most cases, constant
in its value. The modified two-tank hydraulic system shown in Figure
2.5 can be described using bi-lateral and uni-lateral. energy bonds.
The causal description of this system is shown in Figure 2.6. This
description indicates that the energy bond connecting valve A and tank B
is uni-latéral. The independent variable of this bond is the flow FZ’

and its covariable is set to be a constant atmospheric pressure.

3. Multilateral bonds

When the number of independent power variables exceeds two, the’
energy bonds are categorized as multilateral bonds. These bonds are
used to simulate thermofluid systems in which the power of single phase
matter is a function of three variables. Paynter [19] has shown that
pressure, flow and temperature form an advantageous set of variables.
These power variables are shown in Figure 2.7. Paynter has decomposed
the thermofluidic power into two terms: fluidic power, which is A
dominated by the pressure and the flow variables, and thermal power,

dominated by the flow and the temperature.

The causal descriptions of systems with multilateral bonds are dis-

cussed in Section 4.4.

2.3 A Failure Detection Method

The detection of a system failure can proceed as follows. A

computerized mathematical model of the system is established. The sys-
-25-
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Figure 2.4 Causal description of a system (Sy Sp) with unilateral
energy bond. In 2.4a the independent power variable is
e and in 2.4b it is f.
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Fiqure 2.6 Causal description of the modified two-tank hydraulic
system shown in Fiqure 2.5.

-27-




------

—\ P
S feg- F
- T

Figure 2.7 Causal description of a system (S
energy bond.

] SZ) with multilateral




tem and the model are excited by the same input. The power trans-

ferred between two adjacent subsystems, i, andjP.. is measured and

. i3
;! u compared with its corresponding model value P?j. JIf the absolute
value of the difference between Pij and P?j exceeds prespecified
limits, 6", then a failure is detected. This system-model setup de-
picted in Figure 2.8, detects failures but does not locate the causes.
Clearly, a malfunction in either of the subsystems could result in the
observed power deviation. Furthermore, in the case of a multiple
system failure, Pij might not deviate from its normal value, P, al-

1J
though the system has failed.

2.4 Failure Detection and Location Method (FDLM)

The method developed in this thesis is called Failure Detection
and Location Method (FDLM). This method is designed to overcome the
described difficulties and its applications to bi-, uni-, and multi-

lateral energy bonds are as follows.

2.4.1 Bilateral Enerqgy Bonds

The independent variables, e_ and fs. of the power transferred

s
from subsystem 1 to swbsystem2, P12, are measured. Amodel of each of the

two subsystems (submodel 1 and submodel 2) is constructed, as shown in

Figure 2.9. According to the causalities of these submodels, the

'
Ef _ measured system effort and flow variables are used as the model inputs.

f < In Figure 2.9 it is assumed that the causalities of the submodels
are such that e, and fs are the input variables of submodels 1 and 2,
respectively. The complementary variables, fh and €’ calculated by

Mo the model are the model output variables. Hence, the input to each
-29-
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Figure 2.8 Comparing the system transferred power values, l’12 and
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a vector of the system's input variables.
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Figure 2.9 FDLM system-model setup where the system power, P12’ is
compared with its model values, Pn and Pn .
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submodel is a measured system variable, the covariable of which is
calculated by the submodel. The product of the input and the output -

of each submodel is the submodel calculated power. In Figure 2.9 the

power values of submodel 1 and 2 are B

Pn] = e fm (2.2) T]

| -

By comparing these values with the system power p12’ system
failures can be detected and the location of their causes can be ;l
identified. If the model is reliable and P , differs from P]Z’ the ‘
cause of the failure is located in subsystem 1, and if Pn2 differs 5
from P12 the cause is located in subsystem 2. A multiple system
failure causes both Pnl and Pn2 to differ from P]Z' Thus, FOLM is
capable of both detecting multiple system failures and locating their

" s}

causes.

A comparison of the system and model power values is equivalent

LA

to the comparison of the corresponding effort or flow variables. The

S P

comparison of fm and fs (Figure 2.9) is equivalent to the comparison

of Pn] and P12, and comparison of en and e, is equivalent to compari-

"W g

Y
]

son of Pn2 and P]Z' In most applications the effort and flow compari-
son is advantageous. However, in applications where the efforts and j

flows change their values rapidly, the power comparison is advantageous.

b 2 e e i N3

ot s L
Gt
. S

This is true since the power in these cases is relatively constant. j

Ty

Electrical alternating current (ac) machines belong to this class of ]

jf; systems.
s
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2.4.2 Unilateral Enerqy Bonds

The system power variable, e_ or fs’ is measured and a model of

s
each of the subsystems (submodel 1 and submodel 2) is constructed, as

shown in Figure 2.10. According to the causalities of these submodels,

the measured system variable is used as an input to one of the submodels.

In Figdre 2.10 it is assumed that the causalities of the submodels
are such that fs is the input of submodel 2. fm is the model output
which is compared with the measured fs variable. If the model is
reliable and fs differs from o the cause of the failure is located in
subsystem 1. Thus, in theunilateral energy bond, the failure causes
are located in the subsystem which is on the tail side of the causality

armw .

2.4.3 Multilateral Energy Bonds

The scope of this thesis is limited to applications of FDLM to
multilateral energy bonds in which there are three independent power
variables. Here the three system variables pressure, mass flow, and
temperature (Ps’ Fs’ and Ts, respectively) are measured at a point
in the system. A model of each of the two subsystems (Submodel 1 and
Submodel 2) is constructed, as shown in Figure 2.11. According to
the causalities of the submodels Ps’ Fs’ and Ts are used as the model

inputs.

In Figure 2.11 the causalities are assumed to. be such that Fs’ and
TS are used as input to submodel 1 and Ps is used as input to submodel
2. The complementary variables Pm’ Fm’ and Tm are the model output
variables. By comparing Ps’ Fs’ and Ts with the corresponding model

-33-
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Figure 2.10 FDLM application to a system with unilateral energy bond.
If fm differes from fs the failure is in subsystem 1.
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Figure 2.11 FOLM Application to a system with multilateral energy

bonds (3 independent power variables). If P, differs

from P the failure is in subsystem 1 and if F_ or Ty

differs from Fs or Tg, respectively, the failure is 1in
subsystem 2.
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variables Pps Fm’ and T failures can be detected and the causes can be
located. If the model is reliable and Pe differs from P_ the failure
is located in subsystem 1, and if Fs differs from Fm and/or TS di ffers
from Tm it is located in subsystem 2. Similarly to the bilateral en-
ergy bonds, a multiple failure may cause all the three variables to

differ from their corresponding model values.

2.4.4 Refining the Failure-Causes Location

In order to refine the location of a failure cause, one has to
divide the system into smaller subsystems and to perform a number of
comparison tests as described in Sections 2.3.1 - 2.3.3. These tests
can be performed in simultaneous or sequential FOLM modes. The FDLM
simultaneous mode applied to bilateral energy bonds is shown in Figure
2.12. Here, all the available system measured variables are utilized
simultaneously. This results in refining the locations of the failure
causes at the expense of increasing the simultaneous scanned system
and model output variables. The FDLM sequential mode applied to bi-
lateral energy bonds is shown in Figure 2.13. In this mode, the FDLM
tests are performed sequentially. In each test the system and model
outputs of a single measurement point are utilized. Here, the locations
of the failure causes are refined at the expense of a longer search
procedure. The trade-off between simultaneous and sequential FDLM

modes is discussed further in Chapter 3.

2.4.5 Updating the Model Using FDLM

In the described Failure Detection and Location Method it is as-
sumed that the model is reliable and a discrepancy between the system
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[ ] Figure 2.12 FDLM simultaneous mode. Al1 the available system measured
g variables are utilized simultaneously and the model is
disaggregated into small submodels.




Figure 2.13 FDLM sequential mode
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. The system measured outputs of
each point are utilized sequentially (test 1, test 2 ...
to pinpoint the system failure.
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and the model outputs is used to indicate a system failure. However,

if the system has been readjusted, or new components have been installed,
one can use the FDLM in a reverse way to tune or update the model.

This is done by modifying the parameters of the submodels in which the
causes of the observed system-model disparity are located. Such modi-
fications should be in a direction to reduce this disparity, and the

procedure repeated several times until the disparity is insignificant.

Thus this method can be used either to detect system failures, or
to update the model components, depending on the circumstances of

its application.

2.5 An Example of FDLM Applied to Bilateral Energy Bonds

Consider a simple hydraulic-mechanical-electrical system, shown in
Figure 2.14. This system has been simulated on a computer and its
model is depicted in Figure 2.15. A system failure in the hydraulic
motor has been simulated by changing its coefficient. We assume that
measurements can be taken at five different locations in the system,
points 1-5 in Figure 2.14. We apply FDLM using three single tests
as shown in Figure 2.16. The outputs of the various submodels and the
corresponding measured variabies are shown in Figure 2.17. The variables
of point 1 (Figure 2.17a) indicate that the failure is in the right
subsystem. The variables of point 2 (Figure 2.17b) indicate that the
failure is still in the right subsystem. The variables of point 3
(Figure 2.17c) indicate that the failure is in the left subsystem. Thus,

the failure is between points 2 and 3, namely it is the hydraulic motor.
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Figqure 2.14 A description of an hydraulic-mechanical-electrical

system. There are 5 measurement points available
(Points 1-5).
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. Figure 2.17a FDLM test 1. Pressure and flow measured at point 1 in

- the system compared with the values predicted by the
model. Since FS and FM are different the failure is in
the right subsystem.
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Figure 2.17b FDLM test 2. Pressure and flow measured at point 2 in
the system compared with the values predicted by the

model.
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8 dicted by the model. Since TS and TM are different the
: failure is in the left subsystem.

3

i
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CHAPTER 3
ADVANTAGES AND LIMITATIONS OF FDLM

3.1 System/Model Comparison

An advantage of FDLM is that it utilizes a single model of the
system's normal operational mode, and eliminates the necessity to
preprogram the system's possible failure modes. FDLM is capable of
detecting and locating all system failures which result in significant
output deviation§. However, in order to apply the method successfully
the location task has to be completed before the variables of the
failed system wander too far from the normal range such that the model
of the system's normal operational mode is no longer valid. This can
be achieved by two means: (1) early failure detection (2) efficient

failure location.

3.1.1 Early Failure Detection

FOLM is proposed to be applied to systems which are continuously
monitbred by human operators or computers during the operation. By
continuously comparing the outputs of the system, 55, with their
corresponding model variables, X system failures can be detected
sooner than would have been possible by observing 5S<nvssing its preset
safety 1imits. To clarify this statement consider the simulated sys-
tem and model outputs shown in Figure 3.1. Here, the system failed at
time t,. This failure causes X to deviate from x, and at time tj, the
system-model difference (xs - xm) exceeds the preset allowable thres-

hold, 6? indicating a system failure. Here, the failure is detected
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while Xg is sti11 in its normal range. x_ crosses its safety limit only

s
at time t,. Hence, a system-model comparison can result in early failure
detection which has to be followed by an efficient location procedure to

obtain a successful FDLM application.

3.1.2 Efficient Failure Location Procedure

The simultaneous mode of FDLM, depicted for the bilateral energy
bond case in Figure 2.12, results in locating the system failures while
the detection task is performed. In this mode, failures are detected
and defective subsystems are located simultaneously. However, this mode
requires scanning of many system and model outputs. In large scale
systems there may be thousands of outputs which have to be tested.

These tests cannot be performed simultaneously unless it is done auto-

matically by computer.

The sequential mode of FDLM requires testing of only a few system
and model outputs simultaneously, so that the cognitive load applied
to the human operator is minimized. In this mode, it is important to
apply an efficient failure location procedure which will identify the

defective subsystems soon after a system failure has been detected.

The model state variables turn out to be an important factor in
obtaining an efficient location procedure. State variables are as-
sociated with storing energy components which introduce time delays
and dynamic effects into the model's performance. In order to obtain
an efficient location procedure, the relative position of the model's
state variables should not change. In the simplest case, this can be
obtained by disaggregating the model into at least n submodels, such that
each submodel contains a single state variable at the most. This statement

is clarified subsequently. _48-
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Consider a third order system, as shown in Figure 3.2. Three single
sequential FDLM tests (tests 1-3) are applied utilizing the measured
outputs of points 1-3. The state variables are marked as S]-S3, and it
is assumed that one of the system components has failed. The defective
component is marked by an X in Figure 3.2. The outputs of test 1,shown
in Figure 3.4, indicate that the failure is located in the right sub-
system. These outputs are obtained using the electric network shown
in Figure 3.3. To locate the failure one can apply the FOLM tests 2
or 3, shown in Figure 3.2. In test 2, the relative positions of the model state
variables are the same as in test 1; Sy is in the left submodel and Sy
and S3 are in the right submodel. The outputs of test 2, shown in
Figure 3.5, indicate immediately that the failure is still in the
right subsystem. However, in test 3 the relative positions of the mode] state

variables are changed; S. and S2 are in the left submodel and S3 is

1
the right submodel. The outputs of test 3, shown in Figure 3.6, in-
dicate that the failure is still in the right subsystem only after the

left system and model outputs coincide.

Thus, transferring of energy-storing components from one sub-
model to the next introduces transient modes into the model perfor-
mance and results in a long failure location procedure; whereas by
transferring components which do not store energy, immediate results

are obtained and the location procedure is efficient.

To avoid the necessity to transfer energy-storing components from
one submodel to the next, FOLM should be applied by cutting the

aggregated model into at least n submodels, such that each submodel

-49-
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Figure 3.2 A sequence of three single FDLM tests applied to a third
order model. S,-S, are the state variables, and X is a
defective syste& cgmponent.
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Figure 3.4 The system and model outouts of the left and right
submodels. These outputs are obtained by applying the FDLM
test 1 and indicate that the failure is in the right subsystem.
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F RM - Right submodel output variable
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[ a 4 ) 8 40 42 414 416 BB

Figure 3.5 The system and model outputs of the left and right sub-
models. These outputs are obtained by applying the FDLM
test 2 and indicate immediately that the failure is still
in the right subsystem.
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The 'system and model outputs of the left and right sub-
models. These outputs are obtained by applying the FDLM
test 3 and indicate that the failure is in the right sub-
system only, after the Jeft system and model outputs

coincide,
-54-
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contains one energy-storing component at most. This will result in an

Lata

efficient failure location procedure.

——

3.2 FDLM and the Disaggregated Modei Technique .%

The idea of detecting and locating system failures by cutting the %
aggregated model into submodels, and comparing the outputs of the system

with their corresponding submodels' values is not novel. It has been 1

utilized in the disaggregated model technique discussed in [17]. How-
ever, FDLM is distinguished from the disaggregated niodel technique by

specifying the compared system model outputs. In general, there are

many system outputs which could have been compared with their model

j 4

values. It turns out that a system failure does not necessarily cause

all of these outputs to deviate from their normal values. Since the

Sk

number of outputs of a system is usually large, the disaggregated

model technique has to be applied by comparing only some of

ALl

the system and model outputs. This may lead to a situation where a

Saaa g

failure has occurred, but the compared system and model outputs will not

reflect it. ?

The following example demonstrates the situation described. Con-

sider the system shown in Figure 2.14, where its model is disaggregated E

at point 4, and the right submodel is shown in Figure 3.7. The right K
submodel input is “’54 and its outputs are Tg» Wgs Tgo E6 and 16 as "

shown in Figure 3.7. The mathematical transfer functions of these

é_»
3

& 4
; variables relative to input “s4 are sumarized in Table 3.1. These

‘fffv
. 4

functions show that Tg and 16 do not depend on the bearing friction

coefficient, b, that E6 is not a function of the resistor RL or b, and
'55' -
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Bearings Generator Resistor
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—a = =
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Figure 3.7

The right submodel obtained by applying FDLM to the system
shown in Figure 2.12 utilizing measurement point 4. The

submodel input is “54 and outputs are Tgs Tg» w5, EG’ IG'

The subsystem components are the bearings (b), generator
(6), and resistor (RL)'
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TABLE 3.1: THE TRANSFER FUNCTIONS OF THE QUTPUTS
OF THE SUBMODEL SHOWN IN FIGURE 3.7
QUTPUTS TRANSFER FUNCTIONS
2
G
/W :
78, R
we/W 1
5 Ss
E./w G
6 s4
G
I1./w
875 LY
GZ
1.’4/\#54 (b + -R-E-)
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that wg equals the input variable, W s and does not depend on b, RL or
4
the generator coefficient, G. Thus, these outputs will not reflect

failures located in the named components.

FDLM, on the other hand, compares the power variables of the cut
submodels. These variables reflect all system failures as defined in
Section 2.3. The power of the right submodel, shown in Figure 3.7, is
14'”54 and this variable depends on the bearing friction coefficient, b,
the generator constant, G, and the resistor, RL’ which are all the sub-
model components. Thus, comparison of the power variables at the measure-

ment point is sensitive to failures iocated anywhere within the system.

3.3 Sensitivity Analysis

Sensitivity analysis is performed by measuring the resultant
deviations of thg system outputs due to a known change in one of its
parameters. The sensitivity of the system shown in Figure 2.14 is

analyzed as follows.

The values of the seven parameters of this system have been in-
creased by 20%, and the deviations of the steady-state outputs have
been observed. This analysis has been performed while applying FDLM
using measurement points 1-5. The results of this analysis, summarized
ifn Table 3.2, indicate that:

1. The steady state deviation of the different outputs, due

to a change in the inertfa, J, is zero. A change in J
influences the outputs' transient responses, but does not
affect their steady state values. As a result, failures

of the shaft's inertia values are difficult to detect, unless
it is fata) faflure like a broken shaft.

-58-
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TABLE 3.2:

A 20% increase

THE RESULTS OF SENSITIVITY ANALYSIS APPLIED

TO THE SYSTEM SHOWN IN FIGURE 2.12

Deviations FDLM Steady-State Outputs in Percentage

:‘:tz{:tem Pard- | Measurement | Measurement | Measurement [Measurement|Measurement
Point 1 Point 2 Point 3 Point 4 Point 5

Tank Capacitance

C .17 18..5 18.5 0 0
Hydraulic Motor
Constant  k 28 30.6 ® 20 17
Bearings Friction.
Coefficient b 15 16.6 26.6 19.9 0
Shaft inertia 0 0 0 0 0

J
Generator
Constant G 0.3 0.3 0.3 0.3 30.6
Resistive
Load RL 0.1 0.1 0.1 0.1 17
Valve Resistance

Rv 2.3 2.6 2.6 0 0

-59-




2. The deviation of the outputs at measurement point 3 due to a
change in the constant of the hydraulic motor, k, in steady-
state conditions in infinity. This is due to integration
effects of the deviations of the system model outputs with
respect to time. This integration phcaomenon may cause
false alarms, because any small imperfections of the hydraulic
motor coefficient, k, will result in large output degiations.

Therefore, measurement point 3 should not be used to apply
FDLM.

3. FDLM will not detect all system component failures when
the outputs of a single measurement point are used.
By using measurement point 1 or 2, failures of the
tank, hydraulic motor and the bearings can be detected.
Measurement point 5 detects failures of the generator and
the load resistor. Thus, one can apply the FDLM using
measurement points 1 and 5 or 2 and 5, simultaneously.
In this way, failures located in the tank, hydraulic motor,
bearings, generator and load resistor are to be detected,
where malfunction of the valve, Rv’ and the shaft, J, are
not easily detectable using this method. However, these
two components may be tested using fault/event tree analysis,
or other available methods.

Thus the system's sensitivity can limit the performance of FDLM
in detecting system failures. It has been shown that the sensitivity
of some system components may be low or even zero, and as a result
failures located in these components are very difficult to detect. On
the other hand, there are over-sensitive components, imperfections of
which will cause large deviations in some of the FDLM outputs. This
over-sensitivity results in false alarms, and therefore measurement

points which cause ihis phenomenon should not be used. It seems that
~60-




FDLM best results are obtained by utilizing few of the system measure-
ment points simultaneously. This results in a fast location procedure

(Section 3.1.2) as well as in overcoming low components' sensitivity.

3.4 Sensor Failures

FOLM is designed to detect and locate system failures based on a
real-time simulation and measured system outputs. The measured outputs
are assumed to be validated, and sensors' malfunctions are assumed to
be detected separately using the available techniques discussed in
[9] and [14]. However, the FDLM sequential mode can detect sensor

failures and distinguish them from the system's failures.

A sensor failure causes FDLM to provide inconsistent results when
it is applied to two different measurement points. Consider two single
FOLM tests, shown in Figure 2.13. Assume that one of the sensors

measuring the outputs of point 1 has failed, and as a result, test 1

indicates that the right subsystem is defective. To locate this failu-e,

test 2 is applied, and assuming that there are no sensor failures at
point 2, it indicates that the system is operating normally. This
inconsistency between the results of point 1 and 2 implies that there

is a failure in the sensors of point 1.

Thus, inconsistent results of FDLM sequential tests indicate

a sensor failure.
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CHAPTER 4
MORE COMPLEX APPLICATIONS OF FDLM

4.1 Applications of FDLM to Non-Linear Systems

So far, FDLM applications included simple, linear and deterministic
applications. Here, the method is extended to non-linear applications and
it will be shown that the non-line&r dynamic systems can be modeled by a
set of linear differential equations if certain system outputs are measured

and used as the model inputs.

The mathematical description of a non-linear system can be expressed

as:
x = [AMx)]x + [Bly (4.1)

where x is an n-dimensional vector of state variables, u an r-dimensional
vector of input and, [A(x)] and [B] are nxn and nxr matrices, respectively.
This set of n non-l1inear differential equations can be solved numerically
using the Trapezoid rule, Runge-Kutta, or any other available method
discussed in [20].

However, in order to obtain a stable solution, the integration
time-step of the non-linear differential equations has to be signifi-
cantly reduced, compared to the linearized one [20]. This may result
in a non-linear simulation which cannot be implemented in real-time.
Therefore, the following transformation, which enables one to apply FOLM
to non-1inear systems by solving a 1inear set of differential equations

is useful.
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Equation (4.1) can be transformed into

x = [A']x + [Blu+ [B']x (4.2)
h' where [A'] is an nxn matrix, Xg is an r' dimensional vector of measured

system outputs, and [B'] is an nxr* matrix.

il Since [A'] does not contain state dependent terms, equation 4.2 is
‘ a linear state-space description, where the non-linear system character-
jstics are introduced through the measured outputs, X Thus, FOLM
computer simulation is supported by selected measured outputs of the
system, which enables one to model the non-linear system using a linear
set of differential equations. This is fllustrated in the following ex-
ample.

Consider the fifth-order electric network shown in Figure 4.1, where
the transformer coefficient G is a non-linear function of the current,

I]. G can be expressed as

. G = k cos(I]) (4.3)

where k 1s a constant. The non-linear [A] matrix can be written as:

& ki PR ER PLOY 35(1)
'fi 32 22 23 254(1y) 25|, 0
B = ey i a3 () ag(ny)
| 347(1))  ag,(1)  ag5(1)  ay, 0
& 0 0 0 2, -
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Figure 4.1 A non-~linear fifth order electric network. The trans-
former coefficient G is a function of the current 11.
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where the states are the voltages of the solenoids L]. LZ’ L3, and L4

and the current of the capacitor C] . By measuring the system voltage Es

1

and current Is]’ one can transform the non-linear differential equations

into a linear set where:

[A'] =
0
0
and
(8'1x,

F'a1 1

42

0

0

bsz

bsa]

355

(4.5)

(4.6)

The linear and non-linear simulations have been implemented and their

performances are depicted in Figure 4.2-4.4,

gration time step is 0.05 seconds.

In Figure 4.2 the inte-

The third and the fourth state vari-

ables of the non-1inear simulation (s3 and 54) diverge fromtheir systemvalues,

where, in Figure 4.3 the simulation is 1inear and for the same integration time

step, these state variables (s3 and 54) follow their system values. Figqure

4.4 demonstrates that by reducing the intearation time step to 0.005 sec,

R Sy P SR SR W
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Figure 4.2 The system and model state variables of the electric

PP P R R

network shown in Figure 4.1. The model state variables

M3 and M4 do not follow their corresponding system state
variables S3 and S4. The inteqration time step is 0.05

seconds. -66-
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the unstable characteristics of the non-linear simulation are eliminated.

4.2 Multi-Connected Systems

multi-connected sytems.

Systems that their power flow descriptions contain closed loop are

An example of such a system is depicted in

Figure 4.5. In Figure 4.6 FDLM is applied to this system utilizing the

measured outputs of a single measurement point.

fully partitioned.
eliminated.
simultaneously, the multi-connected model is partitioned into two sub-

models, as shown in Figure 4.7.

However, by utilizing the outputs of two measurement points

By using a single measurement point, the aggregated model is not

As a result, the location capability of FDLM is

By comparing the outputs of these

submodels with their corresponding system variables FDLM is able to de-

tect and locate failures of multi-connected systems.

4.3 Dependent Energy Storing Components

storing components, applying FDLM may result in calculated model outputs

When the model of a physical system contains dependent energy

which are functions of the inputs' time derivatives.

When the system

includes stochastic processes the model inputs are fast changing signals

that cannot be differentiated.

4.8.

The model output Em. can be written as:
= LI + RI
E"'1 $1 51
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To clarify this statement, consider the submodel shown in Figure

(4.7)
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When the system involves stochastic processes, the measured current
Is] is not a smooth function and therefore it cannot be differentiated.
As a result, the voltage Eml cannot be calculated, and FDLM is not

applicable.

This problem can be overcome by changing the submodel's causality,
which results, on one hand, in adding state variables to the simulation,
and on the other hand, in eliminating the necessity of calculating
derivatives. In Figure 4.9 the causality of the submodel shown in

Figure 4.8 is changed, and the model output, Imj,can be expressed as:

/2551 - Ez)dt
Im1 = r (4.8)

where Es is the model input and E2 and L are defined in Figure 4.9.

1
Thus, in order to detect failure in a system which contains dependent

energy storing components, the model causality must be set such that the
model outputs are not functions of the inputs' derivatives. This requie-

ment may add state variables to the existing simulation.

4.4 Thermofluidic Systems

Consider a general thermofluidic component, shown in Figure 4.10.
The volume, V, of this component is a constant. Fluid is assumed to
flow in and out with mass flow rates F1 and F2' respectively. This com-
ponent is subjected to heat flow Q and rate of work N. It is assumed

that the well-stirred tank and the fdeal gas assumptions are valid.
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Figure 4.8 The causality of the submodel is such that I is the sub-

model input and E is its output. 5
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Fiqure 4.9 The causality of the submodel is such that E is the sub-
model input and I is its output. 5
™
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Figure 4.10 A general thermofluidic compohent. Fluid flows in and out
with mass flow Fy and Fo. E is the energy and M is the mass

of fluid in the component. Q and W are the heat and work
rates, respectively.
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Fiqure 4.11 The input and output variables of the system shown in Figure
4.10. E and M are the system state variables.
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The mass and energy conservation laws applied to this component

can be written as:

:
h -
"
E
!

= F] - FZ ’ (4-9)

dE_, - o

where M is the mass and E is the internal energy stored in the component.

Using the well stirred tank assumption, the pressure and temperature at
the outlet P2 and Tz. respectively, can be related the pressure and
temperature inside the component, P and T [20]. This can be written

mathematically as:

2 = ¥p(P) (a.11)
T, = (T (4.12)

where wp and Yy are some known functions. Here, to simplify the

analysis, it is assumed that

T, = T (4.13)

P, = P (4.14)

Modeling the fluid inside the component as an ideal gas, its state

L equation can be written as:

[ P = pRT (4.15)
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ere R is the gas constant. The internal energy, E, and the specific

;hthalpy can be expressed as:

E = CVM T (4.16)
h = CT .
Cp (4.17)

By substituting equations (4.15) - (4.17) into equation (4.10) the

energy conservation law can be recast as:

c
de_ ., - E o
& G R G rd-w e

where Cp is the specific heat at constant pressure. Thus the two state
variables of the general thermofluidic component are E and M, the values
of which are obtained by solving equations (4.9) and (4.18). In order
to solve these equations, the following variables must be measured: F],
FZ’ T]. d, and W. The calculated model outputs are Py, and TZ’ which can

be expressed as:

Pt e E (4.19)
. 1 E
T, ol (4.20)

where V is the volume of the component. These model inputs and outputs

are depicted in Figure 4.11.

Another useful element is the choke flow resistor, shown in Figure

4,12. The flow, F, can be expressed as:
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Figure 4.12 Choke flow resistor. F is the flow, Py and P, are the
input and output pressures, A is the nozzle area.
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Figure 4.13 The input and output variables of the éhoke flow resistor.
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(4.21) —

F - Y R 2o]aP] sgn(Pl - Pz)

[:-;‘
= where AP {s the pressure drop Py - P,. Utilizing the ideal gas assump-

tion equation (4.21) can be recast as:

F o= —2— san(py - PP, 757 (4.22) .

/RT
where T is the average temperature and R is the gas constant. In the
case where P]>> PZ’ the flow F can be expressed as: .
5
F=Ap (4.23)

Thus, by measuring the pressure, P1. and the average temperature, T, the

flow, F, can be calculated using equation (4.23). This is depicted in

Figure 4.13.
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Figure 4.14

FOLM method applied to a simple thermofluidic system.
Deviations of P, from Py and T, from Tn indicate that
the tank has failed, and deviations of Fg from Fp in-
dicate that the valve has failed.
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The following example demonstrates how the models of the general
thermodfluidic system and the choke flow resistor can be used to detect
and locate system failures. Consider the pressurized tank, showr in
Figure 4.14, where gas flows out to the atmosphere through a valve.

The pressure, flow, and temperature (Ps, Fs. and Ts, respectively)
are measured, and the system's model equations are constructed as

follows:

—3’2— = -F (4.24)

c
dE -E
T = -Fs ._C;L (T) (4.25)

where E and M are the two model state variables. Assuming that Ps>> Pat

and Ts >>Tat’ the mass flow, Fm’ can be calculated as follows:

P (4.26)

The model pressure and temperature can be calcualted using equations
(4.19) and (4.20). This system model setup is depicted in Figure 4.14.
By comparing the measured pressure. flow, and temperature with their
corresponding model values system failures can be detected and located.
If, for example, Ps deviates from Pm or Ts deviates from Tm' the tank
has failed. On the other hand deviations of Fs and Fm indicate that the
valve has failed.

Thus, the causal description of systems is utilized by FDLM to

locate system defective components.
-81-
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CHAPTER 5
HUMAN FACTOR CONSIDERATIONS

5.1 Aiding the Operator Detecting System Failures

FOLM is designed to aid the human operator to detect and locate
system failures. The operator decides whether or not the system has

failed based on:

(1) the size of the discrepancies between the system and model
outputs, and .

(2) the length of time during which these discrepancies have
exceeded the allowable thresholds.

To determin2 whether criteria 1 and/or 2 are violated, the time
history of the system and model outputs are displayed to the operator.
In most applications the compared system and model outputs are noisy.
This fact complicates the comparison task, since it involves checking
the expected value of the difference between the system and the model
outputs and the variance of the system output. This comparison can be

expressed mathematically as:

Ixg = Xpl = 1% = x| < & (5.1)

2

. (5.2)

Var(xs). < ©

where is and im are the expected values of the system and model outputs
over time, respectively, A an allowable threshold, Var(xs) and cnz the
variance of the system output and its normal value, respectively. The
expected values should be evaluated over a fraction of the system's

smallest time constant based on at least 10-15 samples.
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One way to perform the monitoring task is to display to the human-
operator the time history of the values of Xg and Xpe 3S shown in Figure
5-1. The length of time viewed in this display is At, and the current
values of X and Xy are displayed on the right hand of the window, as
shown in Figure 5.1. It is desired to set At to be three times the -

P
ap 4 iad

Dn e CLAAAR A At AL Ly ‘T""',"-' -
PR ot e
B TR T PP PR
V. . T, e .

system associated time constant, such that the system dynamics are

captured in the display.

.
|

The performance of the human operator, monitoring the system and B
model outputs and using the display shown in Figure 5.1 turns out to be
poor. In an experiment conducted in the M.I.T. Man-Machine Systems 51
Laboratory and discussed in Chapter 6 using the display shown in Figure |
5.1 the human operator had 13.75% false alarms and 11.25% misses. To

improve the operator's performance, various analog and digital (numerical)

3
displays were considered. These displays, included Raw and Averaged gt
Variables, Percentage Error, Standard Score and Probability Display. 1
These displays are discussed and evaluated below: )

B

5.1.1 Raw Variables Display

To demonstrate the difficulties involved in the monitoring task
using the display shown in Figure 5.1, outputs having different noise
levels are -hown in Figures 5.2 and 5.3. In these displays the measured
and modelled output variables are displayed in their raw form. The sig-

nals of Figure 5.2 and 5.3 are generated by simulating the outputs of

aa

point 4 o? the system shown in Figure 2.12, and superimposing on them a

Pa

random signal which represents the measurements' noise. The standard
deviation of the noise in Figures 5.2 and 5.3 is 0.15 and 0.55, respec- }j

tively.
y -83-
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Figure 5.1 FDLM system and model outputs for a single
measurement point. The system output is

. . noisy. The left submodel output is smooth,

whereas the right submodel output is noisy.
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Figure 5.2 Raw variables display. The standard derivation
of the noise is 0.15 in the output units. In -
5.2a the failure located in the richt subsystem
and in 5.2b in the left subsystem.
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Figure 5.3 Raw variables display. The standard deviation of
the noise is 0.55 in the output units. In 5.3a
the failure located in the right subsystem and in
5.3b in the left subsystem.
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In the side-by-side windows viewed in Figures 5.2 and 5.3 the
system and model flows (fé’ fh) are displayed in the left window,
and system and model efforts (es. em) in the right. Since the left
subsystem contains state variables and the right does not, the left
model output is smooth and the right is noisy. Furthermore, in case
of a failure the left submodel output diverges from its corresponding
system variable only after a time delay of Sy (12 sec in Figure 5.2b
and 5.3b), whereas the right submodel output diverges almost immediately
(Figure 5.2a). When the noise level is low, the Raw Variables Display
can be used for detecting system failures quite successfully (Figure
5.2). However, with a high noise level (Figure 5.3) the Raw Variables
display does not seem to be helpful. In the case where the submodel
does not contain state variables, failures are not detectable, as

shown in Figure 5.3a.

As noted earlier, one way to enable the operator to detect failures
of noisy systems is to smooth the output variables. A simple smoothing
technique used in this work is averaging the system and model outputs,

as discussed below.

5.1.2 Averaged Variables Display

By averaging'the raw system and model outputs one smooths the
noisy signals. This enables the operator to detect discrepancies be-
tween the system and model outputs. The failure of Figure 5.3 is re-
simulated and the corresponding Averaged Variables Display is shown in
Figure 5.4. Averaging the system and model outputs has been suggested
by Shackel [21]. The averaging technique enables one to detect fail-
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f‘ . and in 5.4b in the left subsystem.
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ures of a noisy system, but the information of the system noise level
is lost. To retain the noise level information and still enable de-
tecting system failures is proposed to average the model outputs only.
This will result in a display where the system output is noisy and the
model output is smooth, as shown in Figure 5.5. In the experiment dis-
cussed in Chapter 6, the effects of the Raw Averaged and model Averaged

Variables displays were examined.

Instead of displaying the time history of the system and model
outputs in their raw or averaged forms, one can display some of their
related functions, which might help the opeator in his monitoring task.
These functions can be some statistical measures which might reduce the
operator's cognitive load and help him perform the comparison task ex-
pressed in equations (5.1) and (5.2). The measure of Percentage Error

is one candidate index, and its display s discussed in the next section.

5.1.3 Percentage Error Display (PED)

The Percantage Error is defined as the difference between the

averaged system (is) and model (x_) outputs divided by Xns 1.€.,

PE = —3 L (5.3)

Equation (5.3) and the comparison test of equation (5.1) are directly

related. The threshold A (equation 5.1) can be expressed as: IPE-:'(m]< A.

Thus, Percentage Error Display seems to be helpful in applying
the test of equation (5.1). However, it eliminates the possibility of

checking the noise level of the system outputs. Furthermore, PED does
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Figure 5.5 Raw system and averaged model outputs display.
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not show the values of the system and model variables. Therefore it is
coupled with the Raw Variables Display as shown in Figures 5.6 and 5.7.
The standard deviation of the noise in Figures 5.6 and 5.7 is 0.15 and
0.55, respectively.

The Percentage Error is a measure that helps the operator to moni-
tor the differences between the expected values of the model and system
outputs but it does not consider the system noise level. A measure that
takes into account the difference between is and ’.‘m’ as well as the system

noise level is the Standard Score Display.

5.1.4 Standard Score Display (SSD)

The Standard Score, Z, is defined as the difference between the
averaged sfstem and model outputs divided by the value of the standard

deviation of their difference Z can be expressed mathematically as:

7 = m (5.4)
cd//r't

where n is the size of the samples, the averages ()'(s and im) of which
are calculated, and o d/./rT is the standard deviation of the difference
’.‘s - ’.‘m’ during the system normal operation mode. ¢ 4 can be expressed

adzso 2+c 2-20 (5.5)

xS xm xle'l'l

where oy and o, are the standard deviations of the system and model
3 m

outputs, respectively, and Ty x is the covariance of the system and

s'm

model outputs. o d is measured for the normal operation of the system

off 1ine. This value is used to calculate the Z score value in real-time.
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Figure 5.6 Percentage error and raw variables display. The standard
deviation of the noise is 0.15 in the output units. In
5.6a the failure is in the right subsystem and in 5.6b
is in the left subsystem.
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Similar to PED the Standard Score Display does not show the values
of the system and model outputs. Therefore, SSD was coupled with the
Raw Variables Display, as shown in Figure 5.8 - 5.10. The standard
deviation of the noise in Figure 5.8 - 5.10 is 0.15, 0.55 and 1.0,
respectively, and the thick 1ines in these graphs indicate that the Z

score value is beyond the display scale.

The Z score is a function of the sampled values of Xg and X the
sample size, n, and the noise level of the system normal operation mode.
The Z values for the simulations shown in Figures 5.8 - 5.10 are sum-

marized in Table 5.1.

Thus, the Z score is sensitive to the noise level of the normal
operation mode of the system, but it is not directly related to the cur-

rent system noise level. As a result, this measure does not help the

operator perform the variance comparison-test described in equation (5.2).

Another measure appearing useful and of help to the operator per-
forming the comparison test described by equations (5.1) and (5.2) is the
probability measure. This measure has been suggested by Moray [23]. In
order to estimate the probability that the system has failed, a statis-
tical model has been incorporated into FDLM. This model is discussed in
Section 5.2 and a description of the Probabilities Display follows.

TABLE 5.1: Z VALUES FOR DIFFERENT NOISE LEVELS
OF SYSTEM MEASURED OUTPUTS

NOISE LEVEL Z VALUES OF Z VALUES OF SAMPLE SIZE
UNFAILED SYSTEM | FAILED SYSTEM
g = 0.15 1z]. < 2.0 |z| > 5.0 20
g = 0.55 [z} < 1.8 Iz} > 3.0 20
g=1.0 1Z] < 1.5 1z| > 2.0 20
-94-
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5.1.5 Probabilities Display

By using the Bayesian Statistical model discussed in Sectfion 5.2.2
one can calculate the probability that the system has failed, based on:

1. A sampled difference between the system and model outputs,

- _
X4 % X5 7 Xy
2. An allowable difference threshold, A, of ’-‘d

3. The standard deviation of the sampled difference in normal
operation mode.

This probability is denoted as p (Failure li&).

A measure that might be useful in drawing the operator's attention
to a possible system failure is the ratio of probabilities of failure
to no-failure, or, as it is called in the Bayesian theory, the odds

ratio, Q. Q can be expressed mathematically as:

p(Failure |§a)
. — (5.6)
P(No Failure |x,)

The odds ratio seems to be a useful measure because it is a comparative
measure that people apply when the probabilities of two events are es-
timated [22]. In Figure 5.11 it is shown that the values of p(Failure
lié] 1ie between 0 to 1, whereas the corresponding odds ratio varies
from 0 to =, By setting a critical odds ratio value, Q., and calcu-
lating the current odds values, Q in real-time an indication of system
failure is generated. The system is suspected to be failed when Q ex-
ceeds Qc. Therefore, it is proposed to display the current Q values.

In addition, the time it exceeds Q. is displayed as well. Because of
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system dynamics and noise effects Q2 might exceed . for a short period
of time. This, however, should not be considered to be a system failure.
Thus the combination of the Q value and the time {t exceeds nc indicates

whether or not a system failure exists.

The Probabilities Display coupled with the Model Averaged Variables
is shown in Figures 5.12 - 5.15. In this simulation Q. was set to be
unity.

In these figures the odds ratios are displayed in a digital (numer-
ical) form, and the system and model outputs in an analog form. This
display is useful in determining the expected values (equation 5.1)
as well as making the variances comparison tests (equation 5.2). In
the case where a2 failure results in increasing the system noise level
only the calculated odds ratio, 2, will swing frequently below and above
the critical odds value, nc. In this case it might be useful to dis-
play the time history of the odds values. It is the capability to
compare the expected values and the variances (equations 5.1 and 5.2)

which makes the Probabilities Display very promising.

5:2 Incorporating a Statistical Model within FDLM

In Chapter 5.1.5 it has been shown that calculating and displaying
the probability of a failure might help the operator perform the moni-
toring task. To calculate these probabilities, a statistical model has
to be incorporated into FDLM. To construct this model it is assumed
that Xg and X, are the outputs of the system and the model, respec-
tively. The standard deviation 94 of the difference, Xg = Xps for the
system's novmal operation mode can be estimated. For a sample of n
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observations from equation (5.1) the expected value of the sampled dif-

ference between the system and model outputs is i& and its standard

deviation is ad//i.

If the sample size, n, is chosen to be large enough, the probability

density function of ia can be approximated as a Gaussian distribution.
This is a result of the Central Limit Theorem [23]. The Gaussian
assumptioﬁ is valid if the n sampled system and model outputs are inde-
pendent, identically distributed random variables with a finite exﬁected
value and a finite variance. This is regirdless of the form of the
probability density function of the individual Xg and X variables.
In practical applications the probability density function of ia calcu-
lated by 15 observations can be assumed to be Gaussian. There are two
mutually exclusive, collectively exhaustive hypotheses one has to con-
sider.

Null Hypothesis H: ié = x no failure exists

0
Alternative Hypothesis Hy:- 2; > |x,| failure exists

where X, in this application is zero if no prior lies between system and
model is assumed. Two basic statistical models can be constructed to
test the H° and H1 hypotheses. These two models are discussed as

follows.

5.2.1 C(Classical Hypothesis Testing

Using the Classical Hypothesis Testing one can calculate the
rarity of the obtained sampled difference, xé. assuming that the null

hypothesis, Ho’ is true.
-105-

-
=4

-—




L8k 28 S0 AR S 2 b 204 30 40n A 4 L du
ISR O S AMEARREARA

TETEY
[

ERCle B ¢Sl B
, -

Pty

LA 495l

|
’.
L .

The assumption that Ho is true implies that the probability

density function is centered on the x_ value, as shown in Figure 5.16.

o
The probability that the difference X4 exceeds the absolute sampled
value, ’.‘:j’ is represented by the crossed area shown in Figure 5.16.

If i& is far enough out in either tail meaning p(ia > IidllHo) is Tow
(less than 0.05 by convention), the null hypothesis, Ho’ is rejected,

which implies that the alternative hypothesis, H1, is accepted.

Classical Hypothesis Testing does not evaluate the alternative
hypothesis directly. H.I is either accepted or rejected based on
testing the H° hypothesis. The difficulty to test H] directly results
from the fact that the value of the population mean of the difference,
id’ cannot be specified when H1 is assumed to be true. In this case
i& can get a range of values. This is in contrast to the Ho gssumption

that sets i& to be a single value, x.. The difficulty to apply the

o
Classical approach to test the hypothesis that the system has failed,
has been recognized by Gai and Curry [24] who suggested ways to over-

come it.

5.2.2 Bayesian Approacl.

Using the Bayesian statist.. ' model one can calculate the
probability that the system has failed based on a sampled averaged
di fference, i&. This Probability is denoted as p(Failure|x;). The
probability density function of id in this model is centered on the
sampled i& value as shown in Figure 5.17. By setting an allowable
di fference between the system and the model outputs, the p(Fai1ureli&)

can be calculated. This probability is represented as the crossed
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area in Figure 5.17.

When the system fails, the observed ié value deviates from the X
value and the calculated probabilfty that the system has failed is

increased. This is shown in Figure 5.18.

The ratio of the probability that the system has failed to the
probability that the system has not failed is the odds ratio, 2. Q can

be expressed mathematically as:

P(Failure|xy) P(Hq|x4)
P(No Failure|xy)  P(H |x))

Q = (5.7)

The advantages of displaying the odds ratio to the operator are dis-
cussed in Section 5.1.5. The odds ratio can be calculated based on one
or more samples of n system and model outputs. For the case of two
samples of size n the expected value of the difference can be expressed
as:

1 2n
“ngd A Uy %) 58)

- 1 "
X4 * b (xsi
and the standard deviation of this id value is cd//Zi. Combining the
information of two samples of size n is described graphically in Figure
5.19. Tzelgov [25] has shown how this property can be used to combine
the operator's subjective belief in calculating the probability of a

system failure.

In applying the Bayesian statistical model, accumulating sampled

information might cause midleading results. Consider the case where a

-108-

v

A




) L Pt aar)
PR SN et AT

;4 Tl

AP A RN

A

O AR

AREEA 3 DEDRY

R SR TS SN R R M

Probability
Density
Function

X4
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Figure 5.18

function on Xd. The crossed area is the probability
that the system has failed.

% P(H] I’-‘é)

The Bayesian model centers the probability density
function on Xx4. The crossed area is the orobability
that the system has failed.

p(failure) is increased when ia increases.
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system failure occurs after a long time of normal operation. By
accumulating the non-failure information, the calculated odds ratio

and the standard deviation are both small numbers, reflecting the _
certainty that the model gained by having the system operating normally.
As a result, it will be long before the "belief" that the system has not
failed is overcome, and the statistical model! will indicate that the
sysfem has failed only long after it has occurred. Therefore, non-
failure information is not accumulated. On the other hand, infor-
mation which indicates that the system has failed is accumulated. This
structure of not accumulating non-f@ilure, and accumulating the failure
information, results in minimizing the chances that a failure will not
be detected shortly after it has occurred.

5.3 Computer/Human-Operator Interaction in Applying FDLM

FDLM is intended to run continuously during the system operation,
waiting for significant discrepancies between actual systems and model
outputs. The task of monitoring the system and mddel outputs, if
performed by a human operator, is boring and has high cognitive load.
For these reasons the routine monitoring task should be performed by
a human operator, is boring and has high cognitive load. For these
reasons the routine monitoring task should be performed by computer.
The computer would examine all available system measurement points
simultaneously, as shown in Figure 2.12. According to this examination
the computer, if necessary, will alert the operator and locate the
defective subsystems. When the operator is alerted his task then is

to confirm the evidence of a system failure and to identify the failed
-111-
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components of the defective subsystems. These components can be
identified either by using the operator's knowledge and experience,

or by applying simple fault/event tree analysis to the suspected
defective subsystems. By identifying the defective subsystems, the
required fault/event trees are drastically simplified. Therefore the
combination of FOLM and the fault/event tree analysis seems to be very

promising.

A suggested FOLM computer/human operator interface is shown in
Figure 5.20. In this interface a schematic description of the system
is displayed together with the odds ratio, calculated by the computer.
When the odds ratio of a particular point exceeds the critical value,
Q.» the operator is alerted, and his task then is to confirm the evi-
dence of a failure by checking the corresponding system and model out-
puts viewed on a separate CRT display.

Five different displays were described and evaluated earlier in

this Chapter. To determine the most powerful display, an experiment

was conducted in the M.I.T. Man-Machine Systems Laboratory. In this
experiment eight subjects were asked to monitor the system and model
outputs in real time and to detect possible system failures. The

experiment and its results are discussed more fully in Chapter 6.
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CHAPTER 6
EXPERIMENTAL DETERMINATION OF AN OPTIMAL DISPLAY

6.1 Experimental Goals

The display interface between FDLM and the human operator can be
constructed in various ways. Five different displays were discussed in
Section 5.1. The most useful displays should enable the operator to de-
tect system failures shortly after they have occurred, and to minimize
the two possible errors of false alarms and misses. For this reason,

the five displays were compared experimentally.

Informal observations have indicated that the probabilities combined
with the averaged or raw variables display results in short failure de-
tection time and low miss and ;alse alarms rates. The failure detection,
referred to also as the subject's reaction time, was measured from the
time a system failure has been introduced to the time the subject has

detected it.

The performance of the human operator, monitoring real-time system
and model outputs and using the Probabilities Display, was determined
experimentally. The experiment was conducted in the Man-Machine Systems
Laboratory in M.I.T. The goals of the experiment were to determine how
the performance of the human operator is affected by:

1. Incl*ding/not including state variables in the referenced sub-
models.

2. Displaying raw noisy/averaged system and model outputs.

3. Displaying different digital (numerical) calculated measures
in addition to the analog signals of the system and model
outputs.
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To meet these goals the experiment was designed as follows.

6.2 Experimental Design

To explore the effects of including/not including state variables
in the referenced submodels the experiment was performed in two sessions.
In one session the referenced submodel contained state variables, and in
tt}e other session it did not. There were 240 experimental trials in each
session. The types of analog output and digital displayed information in
these trials are summarized in Table 6.1. There were 20 experimental
trials for each combination of digital and anmalog information.

TABLE 6.1: THE COMBINATIONS OF ANALOG AND DIGITAL DISPLAYED
INFORMATION EACH HAVING 20 EXPERIMENTAL TRAILS

L1

Digital No digital odds ratio| the time Q Qaty
information Q exceeds 1, tn
Analog
Raw system & 20 20 20 20
model outputs
Raw system &
smooth model 20 20 20 20
R outputs
Smooth system &
> mode1 outputs 20 20 20 20
&
-

The effects of displaying noisy/smooth system and model outputs were
explored by changing the type of the analog information. The analog out-

puts were generated in three forms:

1. Raw system and model outputs.
2. Raw system and smooth model outputs.

3. Smooth system and model outputs.
-115-




These three types of outputs are shown in Figure 6.1 and 6.2 for
the state variable and non-state variable cases, respectively. Although
the displays of raw system and model outputs and raw system and smooth
mode! outputs }n the state variable case are similar, these two types of
analog outputs were included in the experiment to balance the non-state

variable case.

The effects of displaying different digital (numerical) measures
were determined by combining the described analog outputs with the
following digital forms:

—h
.

No digital information displayed.
The odds ratio, Q, is displayed.

Q.

2
3. The time Q exceeds 1 is displayed, t
4. The odds ratio, 2, and the time it exceeds 1, tg, are displayed.

These four types of digital information combined with the raw
variables display are shown in Figure 6.3. Eight subjects participated
in this experiment. The subjects were Mechanical Engineering students
who had some background in control and modeling. The experiment was per-
formed in two sessions consisting of 240 experimental trials each. The
reliability of the simulated system was assumed to be 0.5. That is,
in 50% of the experimental trials (for each analog and digital combin-
ation), a system failure was introduced early in the trial, by changing
one of the system parameters stepwise. The failure occurrences were
randomly ordered. Each trial lasted 35 seconds, unless it was inter--
rupted by the subject detecting a failure.
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There were four independent variables associated with this experiment:

A. State-variable-included in model no-state-variable-included.
This is an within-subjects variable, where Al is the case
where the compared model output is generated by a submodel
which contains a state variable, and A2 is the case where
the submodel does not contain a state variable. To balance
this effect, a session order variable was introduced.

B. Sessions order. This is a between-subjects variable where, Bl
is starting with the state-variables session and proceeding
with the no-state-variable-session, and B2 is starting with the
no-state-variable session and proceeding with the state-vari-
able one. This variable was balanced by assigning Bl to the
first four subjects, and B2 to the second four.

C. The type of analog outputs.

Cl1 = Raw system and model outputs.
C2 = Raw system smooth model outputs.

C3 = Smooth system and model outputs.

D. The type of the displayed digital measure.
D1 = No digital information is displayed.
D2 = The odds ratio, Q, is displayed.
D3 = The time, tQ » the odds exceeds 1 is displayed.

D4 = The odds ratio, 2, and the time t., it exceeds 1 are
displayed.

Each experimental session contained four blocks, standing for the
four digital information displays D1 - D4. The type of the analog
outputs changed within each block in a random order, where the digital

information was balanced using the latin square technique discussed in

[26].
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Both C and D are within subjects-variables.

6.3 Experimental Method

The subjects participating in this experiment were asked to monitor
in real-time the system and model outputs. The simulated system is
described in the experimental instructions in Appendix A. The subject's
task was to use all the available information displayed on the CRT screen
to decide whether the system in any particular trial was or was not de-
fective. The system time constant as well as the threshold size were

specified to the subjects. There were two control buttons:

1. Start
2. Alarm

Each trial was initiated by pressing the Start button. The alarm was to
be pressed when a system failure was detected. The subjects were told
that their reaction time and accuracy were of equal imprtance. Therefore,
immediately after they were certain that the system had failed, they
pushed the Alarm button.

In order to establish a certain level of familiarity with the simu-
lation, the subjects had practice trials in which they were notified
whether or not they made the right decision.

6.4 Experimental Results

The effects of the expeimental variables described in Section 6.3
can be explored by analyzing the experiment in the light of:

1. The accuracy of the subjects decisions.

2. The subject's reaction times for detecting system failures.
-121-




The results of this analysis suggest the "best" digital/analog
display combination by which fast and accurate system failure detec-

tions are obtained.

6.4.1 Accuracy Analysis

The percentages of false alarms and misses are summarized in Tables
6.1 and 6.2 for the state-variable and no-state-variable-cases, respec-
tively. These values are based on 160 observations for each combination

of analog and digital displayed information.

In the no-state-variable case (Table 6.2) the percentage of false
algrms and misses was reduced from 13.75 and 11.25 to zero either by
displaying smooth analog outputs, or by adding digital information.

In the state-variable case (Table 6.3) these percentage values do not
exceed 2.5%. This reflects the fact that the model outputs in this case

are smooth in their raw form, which makes the detection task easier.

6.4.2 Analysis of the Subjects' Reaction Times

The average reaction times of the subjects are summarized in Tables
6.4 and 6.5 for the state-variable and no-state-variable cases,
respectively. These data have been subjected to a four-way analysis

of variance. The results of this analysis are:

1. The displayed digital information causes the reaction times
to change significantly. Applying the F test results in an
F(2, 18) of 5.02 which is significant for probability P< 0.02.
The averaged reaction times for the different digital displays
are shown in Figure 6.4. The Newman-Keuls test [27] indicates
ifnsignificant differences between the reaction times for
displaying no digital information versus displaying the time
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TABLE 6.2: PERCENTAGES OF FALSE ALARMS (FA) AND MISSES (MS)
FOR THE NO-STATE-VARIABLE CASE
Digital No digital Q EL Q& to
Analog FA MS FA MS FA MS FA MS
Raw system & 13.75 |11.25 0.0} 0.0 | 3.75| 0.0 0.0 0.0
madel outputs
Raw system &
smooth model 5.0 1.25 0.0} 0.0 | 1.2 0.0 2.5 1.25
outputs
Smooth system & '
model outputs 0.0 0.0 0.0 | 0.0 0.0 0.0 0.0 0.0
TABLE 6.3: PERCENTAGES OF FALSE ALARMS (FA) AND MISSES (MS)
FOR THE STATE-VARIABLE CASE
Digital No digital Q tg Q& tQ

Analog FA MS FA | MS | FA MS FA MS
Raw system & 0.0 0.0 1.25 | 0.0 | 0.0 0.0 0.0 0.0
model outputs

Raw system &

smooth model 1.25] 1.25 | 1.25) 0.0 1.25{ 0.0 | 1.25 0.0
outputs

Smooth system & )

mode] outputs 2.5 0.0 0.0 0.0 2.5 0.0 2.5 0.0
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TABLE 6.4:

SUBJECTS' AVERAGE REACTION TIMES FOR THE

STATE-VARIABLE CASE.

TIME IN SECONDS

Digi tal
No digital
Analog information g ts‘z s tn
Raw system &
model outputs 17.12 17.90 16.30 16.15
Raw system &
smooth model 17.72 17.90 16.77 16.77
outputs
Smooth system &
model outputs 17.10 16.8 17.17 16.02
TABLE 6.5: SUBJECTS' AVERAGE REACTION TIME FOR THE
NO-STATE VARIABLE CASE. TIME IN SECONDS.
Digital
No digital
Analog information & tfz 2 &tn
Raw system &
model outputs 11.72 8.85 7.70 8.70
Raw system &
smooth model 11.35 9.22 9.35 8.70
outputs
Smooth system &
mode] outputs 8.62 7.25 6.97 8.90
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over which Q exceeds 1, ty- Furthermore, the reaction time
differences between displaying Q and Q plus tQ are not
significant, as well. However, displaying either Q or the
combination of Q and.t9 is better than displaying t‘2 alone
or not displaying digital information at all. This is true
for both state-variable and no-state-variable cases.

2. Changing the type of the analog outputs results in significant
differences of the reaction times. The analog outputs variable
turns out to have interactions with the state-variable/no-
state-variable. To analyze this relation the Newman-Keuls -
test was applied and the results are swmnarized in Table 6.6.

The A1-A2 and C1-C3 variables are defined in Section 6.2.

TABLE 6.6: THE INTERACTION BETWEEN THE DIFFERENT ANALOG
OUTPUTS AND THE STATE VARIABLE/NO-STATE
VARIABLE CASES

Cl1 vs C2 Cl vs C3 C2 vs C3

Al no significant not not
significant significant

A2 not significant significant
significant P . < 0.01 P < 0.01

These indicate that in the case of a state-variable-included in

the model, reaction times are not affected significantly changing the

ﬁ‘r"u
et

T,‘w.ﬁ.r

2 F OAROAMAORG IF AOAERRNCRDF

K P a0t P
; .. :
, . .

analog outputs display. However, in the no-state-variable case they are
affected significantly by changing the analog display. The reaction
times for the state-variable and no-state-variable cases, as a function

of the types of the analog outputs, are shown in Figure 6.5. The best
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results are obtained using the smooth system and model outputs, where
the raw and smooth model outputs (C1 and C2) do not differ significantly

in their effects on reaction time.

6.5 Summary and Conclusions

The experimental results described in Sections 6.4.1 and 6.4.2 show
that:

1. The failure detection task is easier when the calculated model
output is generated by a submodel which contains state-
variables. In this case, the rates of false alarm and miss
are low, regardless of the type of analog output and digital

, information displayed. For this case, however, failure causes

g = the model-associated output to deviate from its system value

S only after a time delay as discussed in Section 5.2.1.

s ! 2. Displaying additional digital information improves the op-
. erator's performance. In particular, the odds ratio, Q,
and the odds combined with the time it exceeds Qs tQ, give
the best results.

3. Displaying the smooth model and system output results in the
best operator performance. In the no-state-variable case, the
operator's reaction time is decreased significantly. Since
the smooth system and model outputs display eliminates impor-
tant system noise level information, the raw system and
smoothed model output display is preferred. This is used in
the Ship's Engine simulation described in Chapter 7.
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CHAPTER 7
SHIP'S ENGINE SIMULATION

7.1 A Description of the Ship's Engine Simulation

In the following example, FDLM is applied to part of a ship's en-
gine. The engine's simulation includes a gas turbine, which rotates a
three phase ac generator. The generator produces electric power, which
forces the ac motor to spin the ship's propeller. This system is de-
picted in Figure 7.1, and its model is shown in Figure 7.2. It is as-
sumed that the power variables can be measured at four different loca-

tions in the system (points 1-4 in Figure 7.2).

The input variables of the simulation are the pressure and the
temperature of the gas at the turbine's fnlet. The turbine is simu-
lated as a transformer, as constructed by Markunas in [28]. The three
phase ac motor and generator are simulated using Paynter's models dis-

cussed in [29] and [30].

The model of the ship's engine has been implemented on the PDP11
computer system of the Man-Machine Systems Laboratory in M.I.T. To
interface FOLM with the human operator, a schematical description
of the engine is displayed on the Lexidata's screen, as shown
tn Figure 7.3. The four available measurement points and their
correspondence calculated probability ratios are displayed, as well.
When one of the calculated probability ratios exceeds its critical
value (1 in our case), the time in seconds during which it has happened

is displayed below the over-critical probability ratio value.
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The four measurement points and the calculated
probability ratios are displayed. When Q ex-
ceeds 1, the time during which it has haopened
is displayed as well.
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By touching the Lexidata's touch sensitive panel, the operator con-
trols which of the measurement points are utilized by FDLM. The system
and model outputs of the activated measurement points are displayed as

two side by side graphs on the Megatek's screen.

The ship's engine simulation demonstrates that a non-1inear system
can be traced solving a linear set of differential equations forced by
non-linear inputs. This is discussed in Section 7.2. In Section 7.3
it is shown that, when the model includes dependent energy-storing
components, the submodels causalities can be set such that derviative
calculations are eliminated at the expense of increasing the model's
order.

In Section 7.4 it is shown that the ac system and model power
comparison, is advantageous on comparing their corresponding effort or
flow values. The sequential and simultaneous failure location procedures

are demonstrated and evaluated in Section 7.5.

7.2 Tracing the Non-Linear Ship's Engine Simulation by Solving a
Linear Set of Differential Equations

The ship's engine is an eighth order non-linear simulation, the
state equations of which are written in Appendix B. Ti -on-linear
terms of the [A] matrix (equation4.1) are iunctions of the angular

velocity Wy which can be expressed as:

w = -1%)—- ~ (7.1)

where Y(7) and Jy are the momentum and moment of fnertia of the shaft
connecting the turbine to the generator, respectively. By utilizing

measurement point 1, FDLM results in a linear set of differential
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differential equations which are written in Appendix C.

The non-linear simulation has been successfully traced by the
linear equations. The simulated outputs, obtained by increasing the
integration time step by a factor of 10, are satisfactory, as shown in

Figure 7.4.

Since utilizing the outputs of measurement point 1 results in a
linear FDLM model, measurement points 2, 3, and 4 have been applied
together with point 1, as shown in Figure 7.5a, for measurement point 1

and 2.

7.3 Eliminating Derivative Calculations When Dependent Energy Storing
Components are Incliuded in the Model

Utilizing measurement points 2 and 3 are examples which require
derivative calculations, as discussed in Section 4.3. Since the simu-
lation includes stochastic processes, these time derivatives cannot be
calculated. To eliminate time derivative calculations, the causalities
of the submodels obtained by utilizing measurement points 1 plus 2 and
1 plus 3 are to be set as shown in Figure 7.5. This increases the
mode1's order from 8 to 14, and the state equations of FDLM utilizing

point 1 plus 2 are written in Appendix D.

7.4 Comparing ac Power Versus Its Corresponding Effort and Flow
Variables

The system and model effort and flow variables of measurement points
2 and 3 are oscillatory in nature, as shown in Figure 7.6¢c (for the voltage
of one of the phases at point 2). These oscillations cause difficulties

to the operator to perform the system model comparison successfully.
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Figure 7.4 The system and model outputs of FDLM utilizing measurement
point 1. The non-linear system is traced by a linear model.
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Therefore, it is proposed (section 2.3) to display to the operator the
system-model power values, as shown in Figure 7.6b which are relatively

constant.

7.5 Different Fajlure Location Procedures

The ship's engine simulation enables demonstrating the sequential
and simultaneous failure location procedures, discussed in Section 2.3.
A sequential and simultaneous location procedures of a single system
failure are depicted in Figures 7.7 and 7.8, respectively. The three
FDLM sequential tests shown in Figure 7.7a-c indicate that the switch
has failed. This failure was located 227 seconds after it had been in-
troduced. In contrast, the simultaneous FDLM application (Figure 7.8)
results in locating the defective switch 5 seconds after it has failed.

The FDLM capability to locate a multiple system failure is demon-
strated in Figures 7.9 and 7.10. The sequential FDLM tests (Figure
7.9a-d) indicate that the ac generator and motor have failed. The re-
results of these tests are obtained 109 seconds after the system failures
were introduced. These results do not clearly determine whether is or

is not defective.

However, by utilizing the FDLM tests simultaneously, 4 seconds
after introducing the failures it becomes clear that the ac generator

and motor have failed, and the switch's status is nommal.

These two examples demonstrate that the simultaneous FDLM appli-
cation identifies the failure locations soon after they have occurred.
Furthermore, in multiple failures, ambiguous results of the FDLM

sequential tests are resolved by applying simultaneous FDLM mode.
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Figure 7.10 FDLM simultaneous test application. There is
a multiple failure between points 1 and 2 and

points 3 and 4.
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CHAPTER 8
CONCLUSIONS AND FUTURE WORK

A new method which detects and locates system failures in real time is
introduced in this thesis. This method is called Failure Detection and
Location Method (FDLM). Significant deviations of the measured system
power variables from their ndnmal values cons;jtutes the definition of a
system failure. FDLM detects a failure by comparing the measured
variables with the outputs of a computerized model of the system's normal
operational mode. To locate the causes of the failure the model is
disaggregated and according to the causalities of the resultant submodels,
the measured system outputs are used as the submodel's inputs. The power
covariables of these inputs are the submodel outputs which are compared
with their corresponding system measured variables. Only the outputs of
the submodels in which the failure causes are located deviate from their
corresponding measured system variables. This enables FDLM to detect and
locate system failures by utilizing a single computerized model of the system's

normal operational mode, and its measured system outputs.

FDLM can identify m+1 system failure locations, where m is the number
of available measurement points. Thus the number of measurement points
determines how fine the locations of system failures can be identified.
This is similar to the Failure Sensitive Filter technique, where the number
of measurement points determines the number of failure modes which can be

detected by a single filter.
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FOLM can be applied to two distinct; sequential and simultaneous
modes. In the sequential mode, FDLM utilizes the outputs of each measure-
ment point sequentially. Here the number of compared system model out-
puts is minimized, but the location procedure is extensive. The simul-
taneous FDLM mode utilizes all the available system measurement points at
once. This results in fast location but requires a comparison of many
system and model outputs. In practical applications a combination of the
simultaneous and sequential FDLM modes is recommended. An advantage of
the FDLM sequential mode is its capability to distinguish between systgm
and sensor failures. To detect system failures, one has first to validate
the measurements, and use the validated signals to detect and locate
system failures. FDLM assumes that the measured system outputs have been

validated by other available techniques.

Where systemfailure is defined to be a process which causes the
values of the system transferred power to deviate from the normal values.
Such deviations can be detected by comparing the system with a single
model of its normal operational mode. Constructing only one model is
an advantage which requires the completion of the failure location task
before the failed system outputs wander too far from their normal ranges.
This can be achieved by early failure detection and efficient location
procedure.

To obtain early failure detection FDLM is proposed to be applied to
continuously monitored dynamic systems such as power plants, airplanes
and ships. This system is to be continuously compared with a computerized

model during their operation. Failure detection, based on deviations from
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a model is in contract to fault/event tree analysis where failure is de-

tected when measured system outputs reach their safety 1imit or abnormal
range.

To obtain an efficient failure location procedure, it is proposed
to cut the model such that the relative positions of its state variables
during the location procedure will not be changed. This requires that the
mode]l be cut into submodels such that each submodei contains a minimum
number of state variables (one if possible). It is shown in this work
that the multiple cut approach also overcomes the problem of low sensi-

tivity of system parameters.

Sensitivity is a measure of the size of a detectable failure. It
depends on the noise jevels of the measured system outputs, and the
quality of the compared computerized model. In practical FDLM applications,
a detailed model may detect small system model deviations but might require
lengthy calculations and as a result, would not be implemented in real time.
The questions of how detailed the model has to be, should be addressed in

every FDLM application.

FDLM determines the status of a physical system by testing relatively
few of its outputs. Therefore, FDLM is a promising candidate of the
desired Nuclear Plant Surveillance and Diagnostic System (NPSDS) [15],
which is under development now. NPSDS is designed to reduce the number

of displayed variables in nuclear power control rooms.

FDLM, when utilizing certain system measured outputs transforms a

non-1inear model into a linear set of differential equations, forced by
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non-linear inputs. This approach results in capabilities to detect fail-
ures of non-linear dynamic system by solving linear set of differential

equations.

~ Calculating time derivatives of measured system outputs cannot be
performed when the outputs are changing their values rapidly (not smooth
functions). These derivative calculations can be eliminated by setting
the causalities of the submodels promptly. This is achieved at the ex-

pense of increasing the number of the model state variables.

FDLM was successfully applied to multiconnected physical systems with
bi- and uni-lateral energy bonds. It is shown how to expand FDLM to be
applicable to systems with multi-lateral energy bonds. In the future, it
is planned to apply FDLM to part of a fossil power plant, where the multi-
lateral FDLM applications will be tested.

While FDLM was designed to detect system failure, it can also be used
in a reverse way to update the model when the system is readjusted and

model calibration is required.

A Bayesian statistical model was incorporated into FDLM and evaluated.

This model calculates the probability that the system failed. This
probability was found to be very useful. By displaying the probability
to human operators as an odds ratio (failure/nonfailure), their miss and
false-alarm rates, as well as their reaction times can be improved sig-
nificantly.

The probability display can be used as a computerized alarm system

which will call the operator's attention, once the odds ratio exceeds
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2' : a preset critical calue. The operator's task will be to use FDLM and

:l l to confirm the location of the failure causes. The location can be identi-
o fied up to two adjacent measurement points. To identify the system's

: defective components, inbetween measurement points, a simple fault/event

ﬁ' = tree analysis of the defective subsystem, and the operator's experience
ol

should be utilized.

In the future it is recommended to apply FDLM to a real thermo-
fluidic system. In this application FDLM should be coupled with the
available diagnostic methods which will be used to validate sensor
signals, and detect failures between components between measurement points.
The efficiency and reliability of this combined diagnostic system should
be tested, and its sensitivity to a choice of measurement points, noise

level, and model simplifications should be analyzed.
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APPENDIX A
INSTRUCTIONS TO THE EXPERIMENTAL SUBJECTS

Purpose

This experiment explores what information should be displayed

to an operator of a plant such that plant failures can easily be de-

. tached.

Background

You are participating in an experiment in which your task is
to detect failures in a hydroelectric plant system. The system, shown
in FigureA.1, utilizes hydraulic power to generate electricity. To de-
tect failures in t'his systerp, measured system outputs and their corres-
ponding model variables are to be displayed on a CRT screen as a func-

tion of time. In our case the measured variables are the torque and

the angular velocity of the generator's shaft (as marked in Figure A.1).

HIDRAULEC
#eTIR

Figure A.1 A description of the hydraulic-mechanical-
electrical system.
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ﬁ The measured system outputs are noisy in nature, whereas the model
. outputs are either noisy or smooth. That is, the model angular

velocity is smooth wheras the torque is noisy. When the model output

is noisy, a system failure results in a discrepancy between the system
and the model outputs immediately. On the other hand, when the model
output is smooth, the discrepancy appears only after a time delay.

The time delay in our case is about 15 seconds. The experiment con-

sists of two sessions, one devoted to smooth model output, and one to

;E noisy output.

f! To explore the effect of noise on a failure detection task different
kinds of output can be displayed:

1. Raw output variables.
2. Averaged model output.
3. Averaged system and model outputs.

Averaging the output is a simple way to smooth out the noise. In this

experiment these three displays will appear equally in random order.

The effect of providing additional digital information is to be
determined. Two kinds of digital displays will be tested.

pRe

1. The ratio of failure to no-failure probabilities [P(Failure)/
p(No-failure)]. This ratio is smaller than 1 when p(Failure
is smaller than 0.5, and larger than 1 when p(Failure) is
larger than 0.5.

. L B A aat
AR ]
.o SRS e ¥

T

2. The time during which the ratio of probabilities exceeds 1.

%‘ Each session will consist of four combinations of the digital

displays:
=157-




1. No digital information provided.
2. Ratio of probabilities is displayed.

3. The time during which the ratio of probabilities exceeds
1 is displayed.

4. Ratio of probabilities and the time during which it exceeds
1 are displayed.

The type of digital information provided will be written on the

screen.

In this experiment it is assumed that the hydroelectric plant is
still being tested and, as such, is very unreliable. The probability
that the system has failed is 0.5. Thus in 50% of the experimental
trials the system is defective.

Using all the information displayed on the screen, you have to de-
cide whether the system in any particular trial is, or is not defective.

Experimental Details

The experiment is to be performed in two sessions. Each session
consists of 4 modes, differing in the digital information displayed.
There are 60 experimental trials in each mode. To establish a certain
level of familiarity with the system each one of the modes will start
with 10 practice trials. In these trials you will be notified whether
or not you made the right decision.

There are 2 control buttons:
1. Start
2. Alarm.
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Each trial is initiated by pressing the Start button. The

Alarm button should be pressed as soon as a system failure is detected.

a4 A
A R
1
adinacd

ﬁf The total time for each trial is 35 seconds. Pressing the Alarm after 1

- the 35 seconds does not count. Attempt to avoid false alarms. That is, ;
do not press the Alarm button unless you detect a failure. Speed and B
accuracy are of equal importance.
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APPENDIX B: SHIP'S ENGINE SIMULATION

The bond graph description of the ship's engine is depicted in
Figure B.1. This is an eighth order non-linear simulation, and the state
equations can be written as:

G100
a2

L
) = (3 ) - — ) - y @)/ + 12

L
3(2) = (3= - — v - SpE e/ )

2R + R2

L
33 = (F- v - —— () - y(@)/0 + 72

6200
J2

y(a) = (2L Gz‘ y(7) -

y(4) - GZ;O

y(8)/(1 + -r)

B.1
. 630 R G300 L, (8.1)
y(5) = (—Jl ¥(7) - —1_———)'(5) 5, ¥(8))7(1 + —)

2R + R

L
3(6) = (=5 (1) - —I—-v6) - %;lym))m + )
b
J) = xy = V) - ((1)-610 + (20611 + y(3)620 + y(4)e21 +

y(t)G30 + y(6)631)/1,

¥(8) = y(1)6100 + y(2)G110 + y(3)G200 + y(4)G210 + y(5)6300 + y(6)G310-

b, K
—— ¥(8) - I, y(8)
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where:

610 = v, cos(L7L+)

G11

G20

G21

G30

G31

G100

G110

G200

G210

G300

G310

%
V. m (_ZSZL_ t)
1 J]
v, cos(—-L‘(JlLt + 2; )
1

J1 3
v cos(—ﬂlL t+ 3" )
1 J1 3
v, sin(XZL ¢ & 4r
1 J1 3
v cos(ﬂ)— t)
2 J1 .
V ﬁ(.lill_ t)
2 J1

z$72 2r
V2cos( J; t+ 3)

v, ,a<~4,11>- t + 45
v, cos(l%)—t + i;—)
v, sin(-ﬂa-]?-)—t + %—-)
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8
t is the current time and Tin is the torque applied to the gen- ‘\
erator's shaft. Tin is calculated using Markunas's model of gas tur- ,1
bines [31]. This model can be written as: -
T B
s /1 2 R
(F/—P—')('l - T)
Tin = P Cp —
y(7) ")
J] T .
i
. P BT 0.7 y
o= 1.00601 - (—8%) ) 3
g
™4
3
BT = 3.1 + 1.62/(——4(7) (8.3) ;
J] "r_wdesignm‘zs)
-9
-4
T P X
_.I?_= 1 - EFFT(1 - ( %t){ﬂ -y
. g
- F1-ET__ 2
EFFT = 0T(1 - (1 - /355pp) )
T = 1 - 0.8(—L) .
Jl' ! "‘design =
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APPENDIX C: UTILIZING MEASUREMENT POINT 1 IN
¥ APPLYING FDLM TO THE SHIP'S ENGINE =
y - 4

FDLM cut model using measurement point 1 is shown in Figure C.1. The

- state equations of this model can be written as: -’
o i

' 2R, + ¥
oy . 14 R - £l0 :

y(1) (w, 610 - —L—.Y(n 3, = y(8))/(1 + —[-—) P

3

+ i

52) = (i@l - L2 y(2) - e+ -c—) 3

. . R R 6200 L 5'5:

& y(3) = (w620 - —L—-—y(3) - y(8))/(1 + —[1—) 3
. . 2R + | szm
y(4) = (w621 - ——|_—y(4) 3 ¥(8))/(1 + —E—)

- . ZR L ";
y(5) = (w, 630 - —r——y(S) - 6320 ¥(8))/(1 + le—)
- (c.1) %
. 2R, +R L ]

. J6) = (w631 - ——E-y(6) - S v@)(1 ) k;
. b'l :

W7 = vy, - Ty(7) ", 1

_ 1

y(8) = G100-y(1) +610-y(2) + 6200y(3) + 6210-y(4) + 6300-y(5)+
= b, ) B
- 6310-y(6) - ?y(B) - 'JE'.Y(s) B
2

R

1

N i
::1
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where:

G10 = V, cos(wy t)
1 .‘ls

€1 = Vv, s*in(w.l t)
s
VAl
620 = V, cos(w]st +-5)

G21

u
-3
o

2w
sin(w.lst + T)

4n
G0 = V, cos(wlst +— )

G31

]
-
p—

, 47
si n(w.l st + —3—)

(C.2)
G100 = V, cos(w.lst)
_ G110 = V, sin(w.lst)
Ei 2m -
.
* - 6210 = V, s1n(w1st + 40
T G300 = V, cos(w, t + —1)
» 2 1g 3
4
G310 = V2 sin(w]st + —3_)
and T, is calculated by using equations (B.3).
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APPENDIX D
R UTILIZING MEASUREMENT POINTS 1 AND 2
' H IN APPLYING FDOLM TO THE SHIP'S ENGINE

The FDLM cut model using measurement points 1 and 2 is shown in Figure

7.6a. The state equations of this cut model can be written as:

R
R N AL
. R]
y(2) = WG -V, - —E]—-y(z)
L] Rl
y(3) = W 620 - Vpq - —[]—y(3)
* R]
y(8) = W 621 -V, - —LTy(4)
j(5) L ys)
y(5) = W, 630 -V, - ——y(5
L] R]
y(6) = N15G31 - VZGS - ?y(ﬁ)
. ymn = t, - Tr-y(?) - T
J
o y(8) = (6100-v(9) + Gl1a-y(10) + 6200 y(11) + G210-y(12)
X b
R + G300-y(13) + 6310-y(14)/L2 - -:,—:—y(S) - -J—kz—y(B)
H < R +R
N J(9) = V. - —L2—y(9) - 6100/d, y(8)
. y 2s - T Y 2 Y&
E:: . . R.|<I~R2
E! ! y(10) = VZZS - Ty(]O) - 6100/\]2 y(8) .
g -167-
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JON = Vg - _ngz_,(m e
y(12) = Vo - —R]-:—:z—y(n) --93—;0—)!(8)
y(13) = Vogo - —R’-gz—ym) - Sy
9(1«;) = Vpgs - 'ﬁ%—-y(m - B310_ y(g)

where Tin is calculated by using equations B.3, and G10-G310 are

calculated by solving equations (C.2).
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