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I. Introduction

This final report to the Naval Research Laboratory for

work performed under Grant No. NU0014-S0-K-093S consists of a

summary, eight technical notes, and the Ph.D. thesis of Dan

Avidor.

The purpose of this research was to analyze anti-jamming

waveforms and receivers for the High Frequency Intra Task Force

(HF ITF)" network. Our main focus was on point-to-point communi-

cation between a fixed pair of HF terminals with either a ground-

wave or skywave propagation path. Since there is little dif-

ference in degradation due to worst case partial band noise and

multitone jamming, we limited our analysis to worst case partial

band noise jamming. Also if the jammer propagation path has

Rayleigh fading then a jamming tone appears as narrowband Gaussian

noise at the receiver.

Because of limited bandwidth at HF frequencies and random

variations across this band (i.e., frequency selectivity) the

natural choice of waveforms is noncoherent MFSK with frequency

hopping (FH). Rather than consider several other alternative

waveforms, we chose to examine MFSK/FH in greater detail in this

research. In addition, to avoid repeat-back jamming, hop rates

should be chosen as fast as the coherence bandwidth of the HF

channel will allow. Here 2400 hops per second is a natural choice.

With this choice of hop rate multipath problems are not impor-

tant with either skywave or groundwave (whichever is stronger)

can be used. In our analysis we treat these two cases separ-

4 ately as channels with and without Rayleigh fading.
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Before summarizing the work done on this contract we briefly

review the essential features of the HF ITF network in the next

section. This is followed by a general discussion motivating

our choice of the MFSK/FH waveform. This is next followed by

a tutorial on the generation of pseudo random (PN) sequences

that are used in spread spectrum systems. A summary of the work

done on this grant is then presentedfollowed by recommendations

for further studies.

If

4-
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11. The HF ITF Network [1]

At a particular time, the HF ITF network would have a topo-

logical structure akin to the simplified example given in Figure

1. The nodes represent task force units (surface ships, sub-

marines and aircraftJ, while the branches represent one or more

HF channels for communication between the connected nodes.

There may be up to 100 nodes covering an area of 300 nautical

miles. Individual HF channels are represented by lowercase

letters on the branches; for instance, there are four HF channels

available between nodes B and C. These channels may be coded

spread spectrum signals using code division multiple access

together with an overall TDMA format. Each of these channels

could, for example, be a 2400 bps HF channel. The overall HF

communications facility must efficiently handle vast amounts of

information and be adaptable to a wide variety of applications

including serving as backup for long haul UHF/SHF satellite links.

Aircraft and submarines will typically have no network

control responsibilities such as the relaying of messages.

Submarines may also use low probability of intercept (LPI)

waveforms to avoid being detected. In periods of stress anti-

jamming requirements will also be imposed. Our approach to the

HF ITF network waveform design is to optimize for stress conditions,

not for normal (unstressed) conditions. This principle, which

should be a bedrock for the design of tactical military systems

is too often eroded by the "natural" tendency of designers to

fashion a system that performs efficiently under normal conditions.



S
4 9

3

a

/E

-o0

KEY: S Surface Ship

*9 SubmarineI o Aircraft

Figure 1: Simplified Example Showing the Possible
HF ITF Network Topology at Some Instant.
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The HF communications network will function as the primary

Extended Line of Site (ELOS) (20 tO 600 miles) communications

in the intra-task force environment where platforms move about

at different speeds creating a time-varying network topology.

Propagation conditions, jamming, and node disappearance (equip-

sent failures or combat losses) are changing with time in this

network which forms a subnet of the total HF communication

system for the Task Force. Within the HF 1'iF network there may

be several smaller subnets where often each subnet serves a

common function such as submarine support. A Node may belong

to more than one subnet at a time.

The primary goal of the signal waveform design for the HF ITF

network is robust performance in the presence of severe jamming.

Modes of operation are

* point-to-point

0 broadcast

* conferencing (up to 10 users).

There are also severe precedence levels for recording traffic

including:

0 Flash

* immediate

* Priority

* Routine

A mix of voice (digitized) and data traffic with variable

maximum allowable bit error rate requ2rements* must be handled

by the network. As an example, the total ELOS traffic for a

* pa 10" 3 to 0 S for voice while computer data requires less
tfan 10. Some coding is obviously required here.
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a Task Force of SO ships is estimated (2-4] for 1985 at 200

Kbps where 70% is voice traffic and the remaining 30% data

traffic. bach voice circuit requires 2400 bps rates. During

times of stress the traffic tends to increase while jamming

and possible loss of nodes will cause overall network dagradation.

The network should degrade gracefully under stress conditions

with high priority messages suffering less degradation than

low priority messages.

There are several constraints on the communication net-

work imposed by the HF ITF platforms and the HF propagation

channel. Besides jamming, locally generated interference is

common and with limited platform space, large directive array

antennas are not practical. In the case of submarines low pro-

bability of intercept (LPI) operation is required. Half duplex

operation and adaptive interference cancellation techniques

(AIC) will likely be required to lower the level of the inter-

ference in the colocated wideband receiver. Care must be taken

to avoid interference due to intermodulation terms caused by

multiple signal in nonlinear components.

The HF radio channel can occur via both ground and skywaves.

An effective signal waveform design must be able to handle the

special characteristics of this channel over the 300 nautical

mile diameter of the HF ITF network. Daytime skywave signals

are often negligible while at nighttime they can exceed the

groundwave signal in power for relatively short distances (180

miles or more). Much of the research proposed here will inves-

tigate the detailed nature of the HF radio channel and the inter-
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ference/jaming environment. Generally man-made interference

such as jamming will be handled by assuming the worst type of

jamer waveform. Because of limited bandwidth and poor spatial

discrimination of antennas jamming is difficult to combat at HF

frequencies.

For the HF ITF network the HF radio band (214Hz to 30 MHz)

is divided into sub-bands with bandwidths from 1 Hz to 5 11z.

Hence there are anywhere from 6 to 28 possible non-overlapping

spread spectrum channels available in the HF 1TF network. The

lower frequency channels will tend to use groundwave propagation,

while for longer distances and higher frequency channels sky-

wave propagation may be more effective. The relative strength

between groundwave and skywave propagation between two points

depend on distance, frequency, and time of day.

Suppose we define the terms

W - spread spectrum channel bandwidth in Hz

R - data rate in bits per second

J - jammer power at the receiver

S - signal power at the receiver

Here typically W ranges from 1 MHz to 5 MHz while R ranges from

75 bps to 2400 bps. The "processing gain" (PG) is defined here

as

WPG=

Thus we have the range of processing gains from a minimum of

* W * 1 MHz, R - 2400 bps

PG = 416.67

a 26.20 dB
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to a maximum of

* W - S M4z, R - 75 bps

PG = 66,666.07

= 48.24 dB

Throughout this research we define the effective energy-per-bit

to noise ratio, Eb/No, as

Eb PG

0

This definition is used regardless of the particular form of the

jammer and signal waveform as long as J and S are long term average

power values. This is discussed in detail in Note No.2 titled

"Conventional Jamming Analysis". If to obtain acceptable bit

error probabilities we require

Eb
boo 15 dB
0

then we can operate effectively for J/S ratios up to 11.20 dB in

the smallest processing gain case and up to 33.24 dB in the best

case with W = 5 MHz and R = 75 bps. The actual picture is

considerably more complex and is described in detail in the

attached notes. This shows roughly the amount of jamming we can

tolerate in the HF ITF network.



8

III. Choice of Anti-Jamming Waveform

There are two basic techniques for spreading a signal band-

width to combat intentional Jamming. These are direct sequencing

(DS) and frequency hopping(FH). Although there are hybrid spread

spectrum signals that use both spreading techniques, most spread

spectrum signals use either DS or FH alone. DS is typically used

with BPSK and QPSK modulations with coherent receivers. FH is

usually used with orthorgonal MFSK modulation with noncoherent

receivers. Coding, interleaving, and diversity are important

additional signal design techniques that should be used in any

spread spectrum system.

Here we compare DS and FH techniques from several view-

points. These include performance, bandwidth, synchronization,

sensitivity to propagation, robustness, hardware complexity, and

network aspects where many spread spectrum signals must share

the total bandwidth available. These different aspects of

spread spectrum signal design have some interdependencies and

are generally difficult to quantify. Complexity, for example,

is a time-varying notion that strongly depends on the rapidly

changing solid state technology. Here we compare DS and FH

techniques in a qualitative manner from these several viewpoints.

A. Performance Against Worst Case Jamming

Since there are many possible types of jammers we compare

DS and FH against the worst possible type of jammer waveform

against a DS system and against an FH system. In addition, we

assume that each system, whether DS or FH, takes full advantage

of coding, interleaving, and diversity.



B. Bandwidth

The DS systems have total bandwidth proportional to the

chip rate of the pseudo random (PN) code g~nerator. Today

this typically means the DS signal bandwidth is limited to

below 100MHz. This, of course, is a soft limit that depends

on technology. By contrast, FH systems have total bandwidth

that does not strongly depend on the PN code chip rate. The

PN code chip rate is a function of primarily the signal hopping

rate which does not depend on bandwidth. Today FH signal band-

widths greater than 2 GHz are possible. The hop rate, however,

is limited by complexity and frequency synthesizer design. The

hop rate of 20 K hops or more per second is possible today. If

the signal bandwidth is not required to be above 100 MHz then

both DS and FH techniques can be used. Beyond 100 MHz, some

form of FH is required.

At HF the primary advantage of FH is that it does not require

a contiguous frequency band. Unlike the DS signal an FH signal

can skip over parts of the channel that are corrupted by exces-

sive noise or have poor propagation conditions. By carefully

selecting the hopping bands the PH technique can allow consider-

ably more total effective signal energy to reach the receiver.

.L
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C. Propagation Path

Multipath can cause problems with most communication systems.

Spread spectrum signals, however, have a natural anti-multipath

capability. DS receivers, for example, do cross correlation at

the receiver and hence at the correlation output multipath com-

ponents can be resolved as distinct signals. The resolution for

DS signals is roughly the chip duration which is inversely pro-

portional to the total spread bandwidth.

For FH systems if the multipath delay exceeds the hop dur-

ation then multipath has no harmful effect at the receiver.

Since the DS signal continuously occupies the total spread

bandwidth dispersive channels with frequency selective fading

can cause severe degradation in performance. To combat such

distortions due to dispersive channels complex RAKE-like receivers

have been proposed. These, however, are too complex for current

applications.

By contrast, FH systems occupy a narrow band at any instant

of time and thus the FH signals are not distorted by frequency

selective fading, at least compared to DS signals. Indeed,

frequency selective fading helps IH systems by providing inde-

pendent fading in each hopped time duration.

D. Synchronization of PN Code

Acquisition of the PN code at the receiver, is the most

critical problem for spread spectrum systems. The difficulty

in acquisition is mostly tied to the PN code rate. For DS

signals this rate is proportional to the total spread bandwidth
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whereas, for FH signals, it is primarily proportional to the

hop rate. Since PN code rates are much higher for DS signals

than for FH signals, the acqui-ition for DS systems is generally

much more difficult.

E. Robustness

FH systems are generally much more robust than DS systems.

For FH systems PN code acquisition is easier, there is less

sensitivity to dispersive channels, a contiguous band is not

required, and wider bandwidths can be achieved. Also,since FH

systems are noncoherent there areno carrier acquisiton problems.

Oscillator frequency drift and doppler shifts can also be handled

using wider spacing between tones and wider tone filter bandwidths

at some loss in performance.

F. Network Aspects

In the HF ITF network there will be many spread spectrum

signals similtaneously transmitting in a spread spectrum channel.

Since each FH signal would instantaneously be a narrow band signal

only interference in this narrow signal bandwidth would cause

degradation. Thus PH systems can handle better the "near-far"

problem associated with several mobile transmitters using the

same total spread bandwidth. Overall network timing requirements

are also easier to maintain with FH waveforms due to its easier

PN code synchronization. Finally as described in Note No.1

titled, "Impact of Spread Spectrum Signals on Multiple Access

Design" there is a natural way to maintain separate overhead,

data and network restructuring channels using an FH system.
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G. FH/MJFS] Waveform Choice

For most applications and particularly for the HF ITP net-

work the spreading technique ought to be frequency hopping.

Although there are many advantages of FH over DS techniques, the

most important one for the HF ITF network is the fact that the

FH technique can hop with non-uniform probability across the

spread spectrum channel. Indeed it can altogether avoid certain

narrow signal bands that have poor propagation and/or interfer-

ence conditions.

To avoid repeat back jamming the frequency hopping rate

should be as large as the coherence band of the HF skywave will

allow. Also as is shown in this research, the hopping rate must

be chosen to provide enough diversity at the receiver. Since

the highest data rates are most vulnerable to jamming (assuming

fixed signal power S), the hop rate must be high enough to provide

some diversity at the high data rates. The natural choice for

the HF ITF is the hop rate

Ph - 2400 hops/second

Thus with the highest data rate of R = 2400 bps we have

Rh
L f 1 hop/data bit

which is barely enough diversity. (See Note No.8 showing perfor-

mance). At the low rate R = 75 bps there is

L - 32 hops/ data bit

which is more diversity than necessary. However, this exces-

sive diversitV at the lower data rates is compensated for by the
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increased energy per data bit available or equivalently more

processing gain.

When we have hop rate greater than or equal to the data

rate, we must use noncoherent receivers. This is primarily

due to the fact that maintaining phase between hops is diffi-

cult particularly in HF skywave paths. Also, channel character-

istics result in the loss of phase information. This leads us

to the natural choice of noncoherent MFSK signals as the basic

waveform.

i

I1
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IV . Results of This Research

A detailed description of the work conducted on this grant

is reported in the eight technical notes and the Ph.D. thesis

of Dan Avidor. In this section, we summarize the main results

and relate them to the HF ITF network. These technical notes

are:

Note No. 1. IMPACT OF SPREAD SPECTRUM SIGNALS ON MULTIPLE
ACCESS DESIGN

Note No. 2. CONVENTIONAL JAMMING ANALYSIS

Note No. 3. FACTOR OF ONE HALF IN ERROR BOUNDS

Note No. 4. A GENERAL ANALYSIS OF ANTI-JAM COMMUNICATION
SYSTEMS

Note No. S. FADING DISPERSIVE CHANNELS

Note No. 6. ANTI-JAM ANALYSIS OF FH/MFSK SYSTEMS IN
RAYLEIGH FADING CHANNELS

Note No. 7. VARIABLE DATA BIT RATES WITH A FIXED HOP RATE
NONCOHERENT FH/MFSK SYSTEM

Note No. 8. PERFORMANCE OF CONVOLUTIONALLY CODED NON-
COHERENT FH/MFSK SYSTEMS

Avidor's Ph.D.
Thesis: ANTI-JAM ANALYSIS OF FREQUENCY HOPPING MIARY

FREQUENCY SHIFT KEYING COMMUNICATION SYSTEMS
IN HIGH FREQUENCY RAYLEIGH FADING CHANNELS

An overview of the two basic spread spectrum techniques,

coherent DS/BPSK and noncoherent FH/MFSK, are discussed in Note

No.2 titled, "Conventional Jamming Analysis". Here we motivate

the definition of an equivalent energy-per-bit to noise ratio

Eb PG

0

which we use regardless of the signal or jammer waveform used.

This definition is useful since it allows comparison of different

types of anti-jamming systems. Figure 2 illustrates the over-
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all system parameters. Here we also emphasize our design approach

of always assuming the worst possible type of jamming waveform.

For coherent DS/BPSK and DS/QPSK the worst type of jammer is a

pulse jammer with the worst case duty cycle chosen. Partial band

jamming is worst for FH/MFSK systems where the fraction of the

band jammed is chosen to do the most damage. For FH/MFSK systems

with no diversity, Figure 3 shows how much this worst case partial

band jammer can degrade performance compared to broadband noise

jamming. Note that at 10.6 bit error rates, there is about a

SO dB difference in effective jammer to signal power ratio.

This is shown for the no fading or groundwave propagation case.

In Note No. 2 we also introduce the use of Cbernoff bounds

to simplify the generally complex form of the bit error prob-

ability to the point of being able to numerically evaluate them.

Such bounds must, however, be reasonably accurate. Figure 4

compares the Chernoff bound with exact bit error probability

for FH/MFSK where M-2 and broadband noise jamming. There is

about a 1 dB difference. Later in Note No.3 titled, "Factor

of One Half in Error Bounds", we show that the Chernoff bound

can be tightened by a factor of one half. Throughout the rest

of these notes we used the Chernoff bounds to evaluate bit error

probabilities since exact expressions are difficult to derive.

Although diversity and coding are often treated separately,

diversity is a special case-of coding. One of the key points

we make in Note No.2 is that the huge SO dB loss of worst case

partial jamming compared to broadband jamming can be recovered
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with diversity and coding. Figure 5 shows this with just conven-

tional diversity chosen to minimize the bit error bound. Here

we assume the worst case partial band jammer and the optimum

diversity which depends on the value of Eb/No. Figure 6

illustrates further improvement when coding and optimum 
diversity

are both used against worst case partial band jamming. 
These

results are all for groundwave propagation and an ideal 
receiver

that non-coherently combines chip energies to make decisions.

In the HF ITF network it is likely that the hop rate will

be fixed at say Rh - 2400 hops per second and various data rate

sources will all be using this same hop rate. Thus, rather than

use some optimum diversity, each source will have to 
live with

the diversity characterized by the parameter
RhL a h

where R is the data rate. For the same conditions discussed

above we have Figures 7 - 9 showing uncoded FH/MFSK for

M-2,4,8 and a range of values for L. These results are discussed

in Note No.7 titled, "Variable Data Rate with a Fixed Hop Rate

Noncoherent FH/MFSK System". Recall that for R=75 bps and

Rh - 2400 hops per second we get L-32 which is the maximum

diversity parameter value for the HF ITF network. In Note No.8

ltitled, "Performance of Convolutionally Coded Noncoherent FH/MFSK

Systems" we examined constraint length 7 optimum convolutional

codes and obtained the coded cases shown in Figures 0-13.

All the results shown above in Figuresll-13 are for an ideal

receiver that knows exactly when a signal MFSK chip hops into

the part of the band where the jammer's partial band noise exists.
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This receiver also non-coherently combines the chip energies to

make any decisions. Since the chip energy terms are not quantized

we refer to this as a soft decision receiver with channel state

knowledge. A fundamental question now arises: How do we evaluate

the degradation from the results shown in Figure 3-13 for other

receivers such as hard decision receivers without channel state

knowledge? In Note No. 4 titled, "A General Analysis of Anti-Jam

Communication Systems" we present an answer using the cutoff rate

parameter.

Figures 14-16 show curves of the cutoff rate versus Ec/No,

the energy-per-chip to noise ratio, for cases given by:

(1) soft decision and known jammer state

(2) hard decision and known jammer state

(3) soft decision and unknown jammer state

(4) hard decision and unknown jammer state.

All these curves are for the worst case partial band jammer.

wo cases with the same value of the cutoff rate will also have

the same coded or uncoded bit error bound. Thus using case (1)

as a base line with bit error probabilities shown in Figures 3-13

we can see how much degredation we encounter with other cases.

To illustrate this further consider the following examples:

Example: UncodedM=2, L-5, Eb/No=l7dB

For case (1) we see from Figure 7 that the bit error is

Pb=3X10 " . Here, however, Eb=SEc, and thus Ec/NoUlOdB. From

Figure 14 we see the cutoff rate is Ro=.8. For case (2) to

achieve the same bit error probability we keep Ro-.8 fixed and

find that Ec/Noull.3 is required which is a degradation of 1.3dB

from the ideal case (1). Similarly for the same bit error bound
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case (4) requires 18.2dB and has a degradation of 8.2dB relative

to case (1). For hard decision receivers the jammer state

knowledge is worth 6.9dB in performance.

M-4, L-10, Eb/No-lldB

For case (1) we see from Figure 14 that the bit error is

Pb-ZxlO"4 . Since Eb-10Ec we have Ec/NonldB. From FigurelS we

see that Ro=.2 and the corresponding values for case (2) and (4)

are the same E c/No-2.3dB. This is a degradation of 1.3dB for

both case (2) and case (4) relative to case (1). For hard

decisions at this operating point the jammer state knowledge

is unimportant. Also there is only a 1.3dB loss due to hard

decisions.

Note that case (3) has Ro-O for all hc/No. This is because

without jammer state knowledge the soft decision receiver against

worst case jamming has a bit error probability that cannot dec-

rease exponentially with any code block or constraint length.

For cases where Ro > 0, there exists codes where the bit error

bound can be made to decrease exponentially fast with increasing

code lengths.

By using cutoff rates,which we can numerically evaluate,we

can now determine the relative degradation various receiver

structures have relative to the baseline receiver that assumes

jammer state knowledge and noncoherently combines unquantized

chip energies to make decisions. In Note No.4 we considered only

the four examples described above. Other possibilities include

receivers that use three bit quantization on chip energies
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before combining or various clipped energy detector outputs.

Some sort of list decoding scheme is another possibility. Varying

degree of channel state knowledge may be available at the receiver

as well as only partial jammer state knowledge. Channel knowledge

may include propagation conditions and interference levels across

the HF band measured every 30 minutes using sounders. This low

data rate information can be provided throughout the HF ITF net-

work using an overhead channel.

Up to this point we have only discussed ground wave propa-

gation where there is no fading assumed. Also we assumed uniform

propagation conditions across the spread spectrum channel band.

For sky wave propagation we now encounter Rayleigh fading and

non-uniform propagation conditions across the spread spectrum

channel band. In Note No. 5 titled, "Fading Dispersive Channels",

we present a somewhat tutorial discussion of models for fading

channels and some basic performance analysis. An important

concept introduced here is the tradeoff one can have between

hop rates and interleaving. If, for example, the hop rate is

too slow to provide adequate diversity then the desired diversity

can be achieved by making several chips per hop and interleaving

these among different hop intervals.

A complete study of the fading skywave HF channel was done

by Ph.D. candidate Dan Avidor. His Ph.D thesis is attached here

along with partial results presented in Note No.6 titled. "Anti-

Jam Analysis of FH/MFS Systems in Rayleigh Fading Channels". Here

we consider a general model where each MFSK slot in the spread
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spectrum band can have different fading and noise parameters and

the jammer is allowed to distribute his power in any manner across

the spread spectrum band. Hence each MFSK slot is characterized

by an average chip energy, noise spectral density, and jammer

noise spectral density. We allow, however, the frequency hopping

pattern to be non-uniform across the available MFSK slots.

For the special case of no noise and uniform propagation

condition across the spread spectrum channel, with Rayleigh fading

the worst case jammer is the uniform or broadband jammer. Here

the hopping pattern is also uniform. For the general case we

assumed a minimax strategy where the frequency hopping pattern

or probability distribution for the MFSK slots was chosen to

minimize the error bound that is first maximized by the worst

case jammer power distribution.

Huristically, the worst case jammer power distribution is

such that the jammer places its jammer power primarily into the

MFSK slots that have good energy-per-chip to noise ratios. In

this way it attempts to make all MFSK slots uniformly bad. Of

course when there are lots of good MFSK slots available to the

anti-jam system then all the jammer can do is degrade all these

slots uniformly. Basically it attempts to use its power to de-

grade the channel slots with the highest Ec/N 0 first until many

of the better channel slots have the same degraded Ec/No values.

This means some of the worst slots may never have jamming power

since it already has smaller E c/No than the jammed slots.

Taking into account the above worst case jammer strategy,

the minimax frequency hopping probability distribution for the

LI

- -.- ..----"--
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MFSK slots is based on the expected E /No on each slot. This

strategy is conservative since any other jammer power distri-

bution cannot degrade performance further.

The skywave HF channel is considerably more complex due to

the non-uniform conditions across each spread spectrum band.

For the uniform condition special case the only difference

from the ground wave results is the addition of Rayleigh fading.

These cases are covered in Notes No.7 and No.8. Note No.6 exam-

ines the evaluation of the cutoff rate parameters for a variety

of receiver types when we have a Rayleigh fading channel. Al-

though we assume a uniform channel here, it can be easily gener-

alized to include non-uniform channels. Most of the non-uniform

channel results are in Avidor's thesis. For the case of identical

independent Rayleigh fading in each MFSK band, Figures 17-23 are

the results corresponding to the non fading results of Figures

7 -13.

'I.
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Figure 11 Fading N-4
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Figure 19 Fading M-8
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Figure 23 M4-8, 1, Fad ing
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V. Recommendations

The HF channel is a complex channel with ground waves and

fading skywaves. There are also strong interferences due to

distant thunderstorms and man-made radio signals which have both

short term and long term random variations. These natural

channel conditions together with intentional jamming and other

local user simultaneously transmitting in the same frequency

band makes the task of evaluating performance difficult. In

addition, there are no obviously good receiver designs and so

we must evaluate a variety of different types of detectors and

decision metrics of a receiver.

In the current NRL supported grant we examined the perfor-

mance of various coded frequency hopped MFSK waveforms for HF

channels with jamming. Here we developed a useful analysis

technique based on a generalized cutoff rate parameter which

allows us to easily compare the performance of a bariety of

point-to-point coded HF communication systems. This included

various types of jammers and receiver structures but not the

problem of other users simultaneously transmitting in the same

frequency band. We recommend that this work be extended to the

network environment where there are many users simultaneously

using the same spread spectrum HF frequency band. In addition,

one should examine new forms of receiver detectors including

those with erasures, lists, nonlinear weighting, and any quan-

tization together with a variety of associated metrics for making

decisions. Groundwave and skywave (Rayleigh fading) channels

should be assumed along with the partial band Gaussian noise

jamming and multitone jamming.
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APPENDIX: Generation of PN Sequences for Frequency Hopping

Patterns

We briefly sketch a standard way of generating pseudo noise

(PN) binary sequences using linear feedback shift registers (LFSR).

Consider the three stage LFSR shown in Figure A-I. Here the adder

denoted * is a modulo-2 addition. For this LFSR we have two

cycles where if we start with any non-zero sequence of 3 bits in

the register and we periodically cycle through all possible

seven non-zero sequences of three bits. The other cycle is the

trivial all zero cycle that always exists.

Figure A-2 illustrates another LFSR example but with four

stages. This example has the trivial all zero cycle and three

non-zero cycles. In general for n stages there are several

LFSR's with only two cycles, the trivial all zero cycle and a

non-zero cycle. Since the non-zero cycle must include all possible

non-zero sequences of length n once and only once this cycle has

period

Period - 2n - 1

These LSFR's are call maximal length LFSR's and their non-trivial

binary sequences are call maximal length sequences. Note that

Figure A-1 shows a three stage maximal length LFSR while the four

stage LFSR in Figure A-2 is not a maximal length LFSR.

Note that during a single period of a maximal length sequence

there are 2n -1 one's out of 2 binary symbols. For n large
this is approximately half the bits. Indeed, for large n the
maximal length sequence looks like a purely random binary sequence.

Naturally, if two such identical LFSR's are started with the

initial n register bits and synchronized in time then they would

generate identical "random like" binary sequences. _or n - 64

for example, the period would be 1.89xlO 19 binary symbols.

Suppose these LFSR's are clocked at 10 MHz rate, then one period

would last l.89x101 2 seconds or 58,409 years.

In a spread spectrum application it is important to have PN

sequences with a long period, easy implementation, and be diffi-

cult for anyone to predict future parts of the PN sequence with

observations of the past of the sequence. The maximal length

LFSR's are easy to implement and can have long periods. However,
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by observing only 2n bits of the PN sequence and using the

Berlekamp-Nassey algorithm [5], the LFSR can be known exactly

and all future parts of the PN sequence can then be generated

or predicted. Hence LFSR's cannot be used without some nonlinear

modifications. An example of a popular nonlinear modification of a

maximal length LFSR is shown in Figure A-3 where nonlinear output

logic (NOL) is used. The NOL makes the sequence difficult to

predict [6].

Let us now examine how a PN sequence is used in the FH/MFSK

waveform proposed for the HF ITF network. Figure A-4 shows a

hypothetical 3 1.3z spread spectrum channel (10 MHz to 13 MHz)

where we have divided this sub-band into many narrow MFSK signal

slots. Each MFSK signal slot is roughly

M
B Mc Hz

c
where Tc is the MFSK "chip" duration or equivalently

T 1Tc 1
h

where Rh is the hop rate. Here we assume the hop rate Rh is

always greater or equal to the MFSK symbol rate. Each hopped

MFSK signal is referred to as a "chip" A single MFSK signal may

be hopped several times and thus consist of several chips. In

Figure A-4 we show how the energy-per-chip to noise ratio (Ec/No)

might vary across the 3 MHz spread spectrum sub-band.

- If Ec/No is uniform or constant across the sub-band then a

natural frequency hopping strategy would be to hop with equal

probability into any slot. Hence if there were N - 2 o slots

then every Ko bits of the PN sequence can be used to select the

slots that are hopped into in a time sequence. The PN generator
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would generate bits at KoRh bits/seconds.

If, on the other hand, E c/N is not uniform as sketched in

Figure A-4,then we would require some sort of non-uniform frequency

hopping strategy. This can be accomplished by choosing Q - 2q

to be much larger than the number of available slots. Then every

q bits of the PN sequence can be used to select one of the Q values.

By assigning the Q values in varying numbers to the N 2Ko slots

you can achieve a non-uniform hopping strategy.
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IIWACT OF SPREAD SPECTRIM SIMMS

ON KJLTIPLE ACCESS flSIGN

In this note, we coment on some impact spread spectrm signals can have
on multiple access design for a network of users such as the HF ITF Network.

I. Spread Spectru Signals

Spread spectruw signals are designed to combat intentional jamming. Sup-
pose the point-to-point single user to single receiver requirements are to trans-
mit R bits per second with total available bandwidth of W Hz The "processing
gain" is thus defined as

If the signal power is S and a jammer of power J exists, then the jammer-to-signal

power ratio is denoted (WS). The equivalent energy per bit-to-noise ratio is

b T

N0  JS)

equivalent

This is sketched in the following figure:

TRANSMITTER - RECEIVER

W - IINYWT PO
I- SPTATE (BrV'SEC)
S a POWER J/S JAMMER TO SIGNAL RATIO

JAMMER
EQUIVALENT

J u JAMMER POWER

The bit error probability depends on the type of spread spectrum signals,
coding and interleaving, and the jammer signal waveform. For the worst case
jamer waveform of average power J the bit error probability has the fo--

Pbu-F( )
equivalent

Here F(-) depends on spreading technique, interleaving, and coding. In general
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there is at most a 3dB difference between the two basic spreading techniques

. Coherent direct sequencing (DS)

. Noncoherent frequency hopping (ffi)

There is, however, a big difference in pseudo random code synchronization re-
quirements. The HF approach generally requires much less accurate time refer-
ences and lower speed pseudo random (PN) sequence generation than the DS approach.

In a network of many bursty users timing and P1 code syncronization require-
ments wil neaviIly favor the use of freeny oping as the prM "read
spectrum t 2 e. We shall assume here that F. is used throughout the network
to provide anti-jamming protection.

II. CWA, TEMA. and FRI4A

Spread spectrum signals are designed to combat intentional jamming. For
this same reason, they are also designed to perform well with many other signals
in the same signal band. For example, if a spread spectrum signal is designed
to perform well against a jammer-to-signal power ratio of

J
30dB

= 1000

then having L - 100 other users in the same signal band with equal power S results
in an increase of equivalent jamner-to-signal power ratio of

1000 + 100

equivalent a 1100

- 30.41 dB

This additional .41 di would have small impact of the performance of each user
and yet allow many users to siultaneously use the total spread bandwidth.

This code division multiple access (C1WA) is a natural bye product of
spread spectrum signalling designed to combat jamming. From a practical view-
point, however, if all L users wish to conmmicate to one central receiver then
that receiver must have L pseudo random sequence generators to extract each of
the L transmitted signals. Hence at first it seems that conventional T114A would
be the natural multiple access technique. Conventional MIA reduces the effective
spread spectrum signal bandwidth of each user and th s reduces the anti-jamming
effectiveness. Hence for spread spectrum, CAP and TIM are the primary candi-
dates for multiple access. An exception to this is a nonconventional FI4 tech-
nique we discuss next.

III. Control and Data Channels

In a network with a mix of many types of users including some having bursty
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traffic, dedicated channels on a fixed assignment basis is impractical. Hence
there is a need for control signals between users and various control centers
or nodes. How should this additional commication requirement fit together
with the regular data transmission requirements?

We now have a hierarchy of amltiple access systems as shown in the follow-
ing figure. First we need to provide separate data channels and control channels.
This might be done using any of the multiple access techniques.

Provide
-Data Channels
- Control Charnmels

Data Chanels Contr-ol Channels
-T MWI M i lkR

.~ F, FFM

RIA

Next for each of the separate channels (Data or Control) another multiple access
scheme is needed to handle the umny users of these channels. Typically control
signals have lower data rate requirements and request for data channels fro&
users arrive as low duty cycle single bursts. For this reason, random access(RA)
is also a possible technique here.

A. Providinz Control and Data (hannels

Control signals require as much or more antijamning protection as data
chanels. Thius we should not set aside a separate narrow band channel for
control signals as is often done in commercial systems. Control channels must
use the total available signal bandwidth to maintain protection against jamming.
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An obvious approach is to use TDM to separate the total channel into con-
trol channels and data channels. This is simple but reduces the channels that
might be available for data. CEA allows for no reduction of data and control
channels with only negliable degredation in performance. Unfortunately, separate
pseudo random codes would be required to simultaneously receive both data and
control signals at a receiver. One approach that has the advantage of both
TIM and CDLA without any of their disadvw-tages is a modified FMIA technique
shown below.

data data

Noncoherent

control ilH Transmitter -

control

Hopped frequency

data tf ,

PN Generator ONFrequency
Synthesizer

Here each transmitter uses the same frequency hopping sequence for both data and
control information transmission except for a fixed frequency off-set fo. In
a noncoherent IH system fo can be a very small shift relative to the total
bandwidth N and still allow for no mutual interference between data and control
signals. This is essentially an F94A technique. The receiver needs to have
only one PN generator to simultaneously receive both data and control signals.

B. Data Channels

The simplest multiple access scheme for the data channels is Trt. In a
network, however, where users are grouped into separate subnets, each subnet can
use different PN sequence generators and operate in a CiVA mode relative to other
subplets. Within a subnet the users might typically use TM on a demand assignment
basis.

C. Control Channels

If a user wants to join a particular subnet he can transmit in the control
channel mode using the particular PN generator for that subnet. If he receives
no response or is not given any data channel assignment due to saturation of
that subnet data channel then he can attempt to access another subnet. This
he does by transmitting with the particular PN generator of this next subnet.

..... ... .... .... ...1 1....F-'1... ... .. .-.. .. .t.... nl 1 i....



Since control signals are typically low duty cycle short bursts of trans-
mission, slotted random access for these channels seems the best. Also since
any subnet control node may not apriori know which users may enter its subnet,.
fixed assigned TIDIA slots are impractical for control channels.

TM~ within
subnet

CMtl among subnets



Note No. 2

CONVENTIONAL JAMING ANALYSIS

to

NAVAL RESEARCH LABORATORY

(Contract Award No. N00014-80-K-0935)

for

HF CCG1JNICATION NETWORK SIGNALS

USING CHANNEL EVAUJATION DATA

Principal Investigator

Jim K. Qiura
Professor

System Science Department
University of California

Los Angeles, California

November, 1980



Conventional Jamming Analysis

This note stummarizes the main results of conventional janing analy-

sis. Although the details may differ for each spread spectrum system

against each type of jammer signal, the overall behavior illustrated here

is essentially unchanged. Our purpose here is to illustrate techniques

for combatting intentional jamming which will serve as background for the

specific application to the HF ITF Network.

I. Introduction

How can we overcome the effects of intentional janing particularly when

the jammer has a lot more power than the transmitted signal? Classical com-

munication theory is based on the additive white Gaussian noise channel where

this interference is spread over all frequencies with infinite power. Here

good performance is achieved whenever the signal-to-noise ratio "in the signal

coordinates" is large. Following this example we arrive at the basic key to

combatting intentional jamming.

SELECT SIGNAL COlORDINATES SUCH THAT THE JX41ER CANNOT ACHIEVE LARGE JAM4ER-

O-SIGNAL POWER. RATIO IN ThESE COORDINATES.

If there are lots of signal coordinates available and only a small subset

of them are used at any time which the jamer does not know, then the janmer

is forced to jam all coordinates with little power in each coordinate or jam

a few coordinates with more power in each of the jammed coordinates.

The signal coordinates used are determined by a pseudo random (PN) sequence

which is assumed to be unknown to the jammer but known at the intended receiver.

The more signal coordinates available the better the protection against jam-

ming. For signals of bandwidth W and duration T the number of coordinates is

roughly

JwT coherent signals
4 N a noncoherent signals

-1-



To make N large W is most commonly made large by (See References)

o Direct Sequence Spreading CDS)

o Frequency Hopping (IRH

Hence the term "Spread Spectrum" signals. Various hybrids of these two spreading

techniques are possible but their performance does not significantly differ
from these two basic ones. (Low probability of intercept (LPI) requirdnents and

vulnerability to repeat back jamming often lead to hybrid designs.) Therefore,
this note is limited to these two systems.

Throughout this note we assume the basic system of Figure 1 where the

following system parameters are fixed:

W - total spread spectrum signal bandwidth

R - data rate in bits per second

S - signal power'
J - jammer powerI at fiput to intended receiver

Regardles3 of the signal and jammer waveforms we define an equivalent bit

energy-to-noise ratio as

b WS

where typically the names are given to

W = processing gain

and

- janr-to-signal power ratio

In terms of dB we have

-dB
0

-2-
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W - BANDWIDTH W

It BIT RATE (3ITssECo
S - POWER J/S - JAM 4ER TO SIGNAL RATIO

JAMMER ~- 7
EQUIVALENT

J - JAMMER POWER

Signals Jamers

• MSK/FH (Noncoherent) Types

" BPSC/DS (Coherent) --Noise
" Coding/Interleaving/Diversity --Miltitone or CW

Modes

--Broadband

--Partial Band

-- Pulsed

Vigure 1. System Overview
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where

[PG] dB =10 lOg1 0 *W

[isJ1 dB 10 log10 Wii

In this note we present bit error bounds as a function of this equivalent

Eb/No for various DS and FH waveforms and various types of jamming waveforms.

II. Jming Waveforms

A. Broadband and Partial Band Noise Jammers

A broadband noise jammer spreads noise of total power J evenly over

the total spread bandwidth W as shown in Figure 2a. This results in an

equivalent single-sided noise power density.

No J

Since the signal energy per bit is STb where Tb = /R we have

S
Eb = I

Thus in this case

is exactly the bit energy-to-noise ratio.

A partial band noise jamner shown in Figure 2b spreads noise of total

power J evenly over some bandwidth W i, which is a subset of the total

spread bandwidth W. We define p as the ratio

-4-
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which is the fraction of the total spread spectrum band that has noise of

power density

J J W

. No/p

B. CO and bbltitone Jammers

A CW jammer has the form

J(t) mvhJ Cos 1 +I

while multitone jammers using L equal power tones can be described by

L
J (t) - F, 2-i/F cos [w tZ+ e jt

Z=1

These are shown in figure 3a and 3b.

C. Pulse Jammer

Pulse jamming occurs when a jammer transmits with power

J

p

for a fraction p of the time, and nothing for the remaining fraction 1-p
of the time. Airing the pulse transmission noise or tones can be transmitted.

D. Repeat-Back Jammers

A repeat back jammer first estimates parameters from the intercepted
4 ~ spread'spectrum signal and then. transmits jamming waveforms that use this

information. Such jammers are primarily effective against Fi systems when

the hop rate is slow enough for the repeat back jammer to respond within

-6-



the hop duration. In this summry we assume hop rates are fast enough to

resist repeat-back jamming.

III. Direct Sequence System

Direct sequence spreading is used with coherent BPSK and QPSK modulations.
The direct sequence spreading at the transmitter and despreading at the receiver

reduces any jamming signal to equivalent white Gaussian noise. The specific

form of the jaming waveform does not change the accuracy of the equivalent white

Gaussian noise model. However, to be most effective the jammer should concentrate

most of its power at the carrier frequency. After despreading at the receiver

this mximizes the jamner signal power in the signal band. (There may be up to
3dB additional jamner advantage for ideal CW jamming).

A. Continuous Jauing/Uncoded

With continuous jamming the bit error probability of both BPSK and

QPSK direct sequence spread signals without coding is given by

Pb -Q (i)

where

Q(x) = 1 dtf ~e
X . X2

X i

This is the usual BPSK and QPSK bit error probability except here

(dB) - [PG]dB - JSldB

B. Continuous Jamming/Coded

Coding can be used here just as any conventional BPSK or QPSK modula-

tion with a white Gaussian noise channel. Standard constraint length X

convoluitonal codes of rate r has the error bound

-7-



N (2r W-k)k w dmin

where Nk is the number of data bits corresponding to paths at Hamming
distance k from the transmitted path. Two common examples are as follows:

Example: K -.7, r - 1, din - 10

N10 - 36 N14 = 1,404

Nll - 0 N1 5 - 0

N1 2 - 2fji/ N16 - 11,633

N13 = 0 N17 - 0

Example: K - 7, r - 1/3, d n  14

N14 - 1 N18 - 53

N1 5 - 0 N19 = 0

N16 , 20 N20 =184

N17 m 0 N21 - 0

Figure 4 shows these standard coding curvers along with the uncoded case.

C. Pulse Jamming/Uncoded

At first it appears that jamming signals can do no worst than a white
Gaussian noise channel of the equivalent Eb/No. Pulse jaming, however, can
degrade performance by much more than expected. Indeed pulse jaming can
make the channel look like a Rayleigh fading channel.

Assume a pulse jammner with parameter o _s p S 1. Then the uncoded

bit error probability is

Pb (P) P Q (4 p y)
-8-
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Figure 4. Continuous Jazmming TW/BPSK
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The worst case choice of i is [6]

" 0.709 b 0.709

1 , Eb < 0.709

This wrst case yields (7)

Pb" ( N 9

0.08285

for Eb/No > 0.709. Note that this error probability behaves much like the
performance in a Rayleigh fading channel (see Ref. E1)).

It will be computationally convenient to use upper bounds on the error
probabilities and then choose the pulse parameter that minimizes the bound.
For example using

xl
Q(x) < e 'y

we have the bound
EDPb (p) < toe-P o

By direct differentiation we see that this bound is maximized by the choice

1 Eb > 1

Eb < 1

When there is no jaming pulse we assume negliable bit error probability.

Also the pulse duration is assumed larger than the data bit duration.

-10-
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This yields the bit error bound
-1

- 0.18394

In figure S we compare the exact expressions and the bounds for p - 1 (no

pulse jaming) and the worst case pulse jamming. We see that the bound

is tight in both cases and we are justified is working with its simpler form.

Also note the tremendous impact worst case pulse jamming can have on the dir-

ect sequence uncoded system. At Pb = l0 ' we have almst 40 dB of degredation

due to worst case pulse jamming.

D. Pulse Jaming/Coding

The combination of coding and interleaving can effectively neutralize

the impact of pulse jamming.

Suppose we assume convolutionally coding and ideal interleaving of the

coded bits so that each coded bit is janned with probability p independent

of other coded bits. We also assume that the receiver knows perfectly when

a jamming pulse occurs during a coded bit transmission. This system serves

&s an ideal performance limit. Less optimum receiver structures will be

examined later.

Consider a path that diverges from the correct path in the trellis

diagram that has distance k coded bits during the unmerged span, The Viterbi

algorithm may incorrectly select this path if all k coded bits are jammed and

the correlation of the received sequence with the incorrect path is larger

than the correct path during the unmerged span. This occurs with probab-

ility

Pk S P k Q (J~r?,oT_

In general it is very difficult to find the worst case pulse jaming

parmter here. By using the upper bound on Q(x) we have the bit error

union bound
-11-



Figure 5 Pulse Jamming DS/BPSK
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k

Pb (o): No-e

By differentiation we maximize the bound with the choice

Eb

Fb <

Ths for E b/No > 1/r we have

"b ~~ Nk r ]

Figure 6 shows this worst case pulse jamer for the K-7, r-i

convolutioal code.- Also shown is. the no pulse (p-I) cases

with the bound on Q(x). Note the irnact of pulse jaming is

effectively neutralized with coding and interleaving.

It is clear from this analysis that lower rate codes (r small) tend

to force the worst case toward continuous jauming. Since we use direct

sequence spreading there is no bandwidth penalty for using low rate codes

in this application. Also it should be noted that without interleaving

coding would do no good.

-13-



Figure 6 Coding/Interleaving T1S/BPSK
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IV. Frequncy Hopped Systm

Frequency hopping is typically used with noncoherent mSK modulation where

we take

This modulation technique is also a fom of orthogonal block coding where K data

bits determine one of 2K orthogonal codewords or waveforms to be transmtted over
the channel. Spectrum spreading is achieved by shifting the carrier frequency of

the M4SK pulse by a pseudo random amount determined by a PN generator.

Since CK tones look like the MFSK signals, this type of jamming waveform can

place the most energy into a noncoherent MFSK detector. This, however, is not

significantally worst than the worst case partial band noise jammer. For ease of

analysis we shall assume the jammer uses Gaussian noise waveforms.

A. Broadband Jamming

For broadband jamming the performance of noncoherent MFSK signals is

that for the additive white Gaussian noise channel with single-sided noise

spectral density

N J
o =W

-Here-we have the symbol error probability

P ( :) (-1)k+ 1 .e .- ()
and the bit error probability

Pb"i M  Ps
M-1

K-1 2K-1
21 K \ ~4l1 IK

This is shown inFigure 7 for M - 2,4,8,16 and 32. Also shown here is the

coherent I1S/BPSK uncoded bit error probability with continuous jamming.

We again find it convenient to use simpler to evaluate upper bounds

especially for the analysis of more complex systems. Here we note the

parwise error probability
j - Is-



Figure 7 Broadband IWMSK
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0
P(s --s t e s°

%here P(s vs;) is the probability that the detector output of symbol s# is

greater than that of the transmitted symbol sm. Here

Es-KE b

The umion bound gives the symbol error bound

k 0Ps (-1 e-K (' )

and bit error bound

-K _K b)

Me

= , e-[X ) 2

Figure 8 shows the actual bit error probabilities (dotted lines) and the

corresponding union bounds (solid lines)for various values of M = From
this it seems we are justified in using the simple union upper bounds.

B. Partial Band JammingNo Diversity

The impact of partial band jamming on FH systems is analogous to the

impact pulse jamming has on direct sequence systems. The result is mch

like a Rayleigh fading channel.

Assue a partial band noise jammer with parameter 0 1 P - 1. The

probability of error is given by

2K- 1  ( 2 - 1  (Eb O

P '2- 1 L ' T e P 0

This is generally difficult to work with so we examine the union bound

-17-



Figure 8., Union Bound, Broadband FH/MFSK
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Pb (o):5 ,m Pe P- o)C

This bound is minimized by

o Kb

EF b < 2

This yields the bit error bound

pb< -l -

when Eb/No > 2/ K.

Here we see that as K increases the worst case bit error bound increases.

These are shown in figure 9 where we compare the union bounds for broadband

noise jamning and worst case partial band noise jamming. As with pulse jam-

ming against uncoded DS systems, we see that worst case partial band noise
jamming has a tremendous impact on the performance of FH systems. At P-106

we have at a 40 dB degredation due to worst case partial band jamming compared

to broadband jamuing.

C. Partial Band Jamming/Diversity

As noted above MFSK modulation is also a form of orthogonal coding.

To use this coding effectively we need to "break up" the impact of jamming

into independent components much like the way we can combat Rayleigh fading.

This can be done using "diversity" which is dual to interleaving used in cam-

-19-

I mlmm~m~A



Fgr9.No Diversity FI/MFSC- --

-- 7

jo-I

-7

io-4-

107

. 0

77----

1-20-

7' 7



batting pulse jaming of DS systems.

We take the original MFSK pulse of duration Ts seconds and divide it
into aMFSK chips of duration Tc - Ts/m seconds. Each MSK chip is then

independently hopped where independently hopping each MFSK chip means that

we lose phase information among the m MXSK chips that make up the original FK

signal. Here we assume the receiver noncoherently combines the m chip energy

detectors for each of the M de-hopped signal frequencies. This is a sub-

optimum but convenient receiver structure. We also assune the ideal receiver

that knows exactly when a particular MSK chip is jammed or not. That is,

the receiver knows when the hopped frequency falls into the portion of the

band that is being jammed.

In this situation we need to use a Chernoff bound with parameter
0 _< X:51 where [] P/ m

e ( oE~

where

5E

c m M."

This Chernoff bound can be compared with the exact result for P 1, m 1,

and K- 1 where
E

P(sm- s; e N4,

for 0 S X:5 1. Mfinimizing the Chernoff bound with respect of A C [0,1] we

compare the Chernoff bound with the exact bit error probability for this

case in Figure 10. Again we see that the bound is fairly tight.

Returning to the general expression if we maximize the bound given above

with respect to 0:< p:5 1 and minimize it with respect to 0< < 1 we obtain Ai,

-21-



Figure 10 Broadband Jammner FU/BISK
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miid

P =(s ) ) -[ ]
e(EC /N0 )J

r 1 m
1. 4m
2[ eK(Eb/No)

The worst case bit error bound then becomes

M2K2 4m m

Although the diversity parameter m is an integer we can to a good ap-

.proximation minimize this bound assuming m is real valued. Choosing the

minimizing value

we obtain the bound
I Pb <-~ .eKkW'-) -1ln21

Pb

This also yields

3- T

Figure 11 shows this optimn diversity performance compared with no diversity

against worst case partial band jaming for M-2 and M-S. Note the optima

diversity case against worst case partial bandjamming is only 3dB worst than

tho broadband noise javer case.

-23-



1OFigure 11 otima Diversity FH/IISK
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Although *SK signals can be viewed as orthogonal coding we can also

further code the MFSK symbols using more conventional codes. For conven-

tional binary convolutional codes with BFSK we have the bit error bound

Aere

EC - b

r - code rate in bits/channel bit

Hence maximizing with respect to 0< p:51 and minimizing with respect X and m

yields

1

P n3PT

SILI

and the bound

This bound is 6 dB worst than the bound for the same code with coherent

BPSJ/. Figure 12 compares the uncoded BFSK with the K - 7, r a standard
binary convolutional code.

For M-ary alphabets we can use orthogonal convolutional codes of con-
straint length K where M a 2 and also dual -K codes.

-25-



Figure 12. optimtum Piversity FH/BFSK
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Moosing the mximizing

3

and minimizing

where j* is the optimzn diversity per data bit we have

uaal-3:

Pb:5 2D4 3m~ (%)[l 2D-SD' -e

Dual- 5:
Pb <5 8Dn e 5w _

2 0

Orthogonal:
Pb: 1-2D-] 2 V-e8 lo

[1_ 2D)2 e' o

These bit error bounds are shown in Figure 13 along with conventional NpSK.
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Figure 13. optium Diversity FH/MSK

~~-A-

8 _ 
-

('10-

97M

FE 77

3 4 2 6__ 0 1 1

(dB)77

828



V. conclusion

Without coding and interleaving (or diversity) jmiing signals can do can-

siderably more harm than a white Gaussian noise channel with the saw effective

Eb PG

effective

At Pb = 10", for example, there is a difference of approximately 40 dB between the

ideal white Gaussian noise channel and the worst case jmmer against uncoded DS and

RH systems. With coding and interleaver (or diversity), however, this large differ-

ence is effectively eliminated.

The above results assumed ideal receivers that could detect when pulse or

partial band jamming is in effect on a particular transmitted symbol. In this

grant work we are currently investigating various receiver types including those

that have channel measurement data. At HF frequencies we feel this is an important

factor to consider. Various general types of receiver characteristics include

a Omnel Output

• Hard Quantized

• Soft Quantized

-Threshold

* Jammr State

" Un

0 Decision Rule

* Maximu Likelihood

* Ma'hm Metric

* Channel State

e Udkomwn

• Known Noise Distribution

• Known Propagation Distribution

* Skywave/Groundwave

- 29-



The analysis of more complex systems such as those with complex channel

characteristics and suboptimum receiver structures, becomes extremely difficult.

To simplify this task we will use union Bhattacharyya bounds for maximum likelihood

receivers and Chernoff bounds for suboptimun receivers. In this note we have dem-

onstrated the use of these bounds and how they can be effectively used for the

analysis of complex comumication systems.

Although in theory the coherent DS/BPSK systems seem to perform better than

the noncoherent FH/MFSK systems, practical implementation considerations strongly

favor the noncoherent FH/MFSK approach. Most important of these practical advan-

tages are:

" easier synchronization

" wider spread bandwidths

• does not require a contiguous band

Most important is the robustness of noncoherent FH/MFSK compared to coherent

DS/BPSK systems. Low probability of intercept (LPI) requirements and vulnerability

to repeat-back jamming may, however, lead to hybrid designs usually in the form of

frequency hopping of (direct sequence, orthogonal, or Gold code) binary BPSK

sequences with either coherent or noncoherent reception.

-30-
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FACTOR OF ONE HALF IN ERROR BOUNDS

This note shows that the commonly used error bounds, Bhattacharyya and

Chernoff bounds, can be reduced by a factor of one half. For this reason most

of the bit error probability bounds used in this grant research will include

this factor which tightens the bounds.

I. INTRODUCTION

Jacobs [1] gave sufficient conditions for reducing the standard Chernoff

bound by a factor of one half. We rederive this result here and give less re-

strictive but harder to verify sufficient conditions. We also present some

related results of Hellman and Raviv [2] which Ahows that all Bhattacharyya

bounds can be reduced by a factor of one half.

Let Z be a continuous random variable that can have one of two probability

densities:

H fl(z) < z < CO

H2 f 2 (z) , < z < M

where we have a-priori probabilities for these two hypotheses denoted

-I " Pr{H1 } and 7r2 - Pr{H2 Y.

We assume an arbitrary deterministic decision rule characterized by the following

decision function: Given an observed value z of the random variable Z let

1 , decide H1*(z) - (2)
0 , decide U 2

In terms of this decision function we have conditional error probabilities

PE- Pr{decide 12 1H11

- / '[-(z) ]fl(z)dz (3)
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and

P2- Pr{decide g 1iH 2 }

# j *(z) f 2 (z)dz (4)

The average error probability Is

PE " + W2 PR2

' { f(z) [I-f (Z) I + 2f2(z) #(z) dz (5)

Often error probabilities are difficult to evaluate and so easily computed

bounds are often used. In the following we examine Bhattacharyya and Chernoff

bounds for various decision rules.

11. MAXDIM A-POSTEIORI (MAP)

The decision rule that minimized P. is the MAP rule,

*(z)" : I l (z) 1 > 1 2 f 2 (z) (6)
( 0 1 f1(z) < Wf 2(z)

which satisfies the Inequalities

*(z) _<) I2C, (7)

1!2 f2(z ) "

[-r(z) f< .12zz )  (8)

for any a > 0, 0 > . These inequalities are typically used to derive the

bounds

< -2 f 2 (z) f 1(z)dz

.(f2 ) f (lz)lBi.of (z)odz (9)
Vrd 1.2



and

?2  roo r f 1) f f 2 (z)dz

-- Q'dz(10)

J' f11(z) ' 2z

Next define the function
'B(a) f/ f1 () 'f 2(z) 1-Qdz Z

Then the average error probability is

PZ- 7r1
1 "Ti r (1-B) + , 1,r- (C) (12)

for any a : 0, 0 > . In general we would choose a and B to minimize these

bounds. The special case where

! a- -1

results in the Bhattacharyya bound

since
PE,2 _< j F2(14)

2

In most cases of Interest such as when

fl(z) - f2(-z) for all z (15)

1
we have a - minimizing the function B(a). When fl(z) and f 2 (z) are conditional

probabilities of a comunication channel model, this is usually the case.

Let us now reexamine the general form for the average error probability

using the MAP decision rule. Note that

tH



P1 u W/ 1wifi(z)[1-4(z)J + 12f2(z)#(z)} dz

m in/ u {Irf I(z) , i2f .(z)}) dz (16)

FollowingHellmanaud aviv [21 we note that for any a >O, b > 0 and 0 < 1

we bave

in.{a,bi < abl2. (17)

This yields the upper bound on the average error probability

,,-< [ ., ,, ,.]o [W,,.,]l "-z
- 12'%(1) (18)

If the minimizing choice of a is in the unit Interval [0,1] then this bound is

always a factor of one-bald smaller than the bound given in (12). In particular
1

for the Bhattacharya bound where O -1 , this bound due to Hellman and Riviv

shows that there Is always a factor of one-half,- _
PE f 1.f(z) f2z) dz (19)

Thus the comonly used Bhattacharyya bound particularly in transfer function

bit error bounds for convolutional codes can be tightened by a factor of one-

half.

II". MAXIMUI( LIKELIHOOD (ML)

The ML decision rule,

1 , f 1l(z) f2(2)

# (z) - (20)0 ,f l(Z) < f 2()

tends to keep both conditional probabilities closer in value but only minimizes

PE when w1 - w2 - 1/2, the equal a-priori probability case. In general we have

Inequalities

A 4



*(z)z (21)

a n d r14 z 1 f 2 ( z ( 2 2( [.I.z).(2

resulting in conditional error bounds

P _< B(1-0) (23)

and
PE2 _3 B(a) (24)

The average error probability is simply

Ps < w,(l-0) + i2S(a) (25)
1

while the choice a = 8 =  which often minimizes this bound yields the usual

Bhattacharyya bound

E 2 :S B(26)

Again using the inequallty (17) we can show a tighter bound as follows:

P1 ft]' {Wf1(z) [1-04(z)] + 7r2 f 2 (z) O(z)jdz

max { 1 1 "r2 Lf f f1(z) 14(z)]I + f 2(z) 4(z) dz

- "a {ir, 2 I .1 minIf 1 (z) , f 2(z) 1dz

max { ww 2})f f1(z) Ozf2(z) 1"adz

W .. , },(M) (27)

for 0 < a < 1. For the case
1

w1 =2 "2

and .a -.1 we again have a factor of one-half. Most cases of interest have2

equal a-priori probabilities.
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Iv. )AxII )rT C AND CHEROF BOUNDs

Ve now aamme that Z in some sort of metric used to make the decision when

Z - X.
z > 0 choo se R, 28-> (28)
z < 0 choose i2.

The decision function Is then

- L : ::0(29)
and conditional errors are

p' "11 - 4 ( z ) If, ( z ) dz

1 0~

f 1(z)dz (30)

and

P 2 " W2(z)dz

f 2 (z)dz (31)

0

For a > 0 and 0 > 0 we have the standard Chernoff bounds

PEX / ' f1 (z)dz (32)

and
P 2 < z 1 2(a)dz (33)

Thus, the averaged error probability Is

ez  IC,(a) + 7r2 C2 (0) (34)

where
Cl(t) e-e2f 1 (z)dz (35)

and C2 () =/ ekf2 (z)dz (36)

6
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Note that in general if P aend P2 are less than .5 then the Chernoff bounds

are minimized by non-negative parameters a and B. Seac, the Cbemnoff bounds

apply for all real values of a and 0.

Jacobs [1] considered the conditions

f 1 (-z) a fl(z) all z < 0 (37a)

and

f 2 (-z) 2 f2(z)  all z > 0 (37b)

Then using the Inequality

2i - Foh o w

> 1 all W (38)

and change of variables of Integration he shoved the following inequalities,

C1 (0t) I m e-=fl (z) dz

o,'e"f 1 (z)dz +]i' e'f 1 (x) dx
- 0

-! Oe -e f l (z)dz +/ e fl(-z)dz

0 -... Fe
> e- f (z)dz +Jef (z)dz

- 2Pcosh az.f 1(z)dz

0

S2/ f1(z)dz (39)

ox

1(40)
31

and similarly

2 2 2

0

II 7
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Thus, the often satisfled conditions given by Jacobs In (37) results in a fac-

tor of one-half in the usual Chernoff bounds.

Less restrictive but more difficult to prove conditions are that

f M. f (z)dz > Oa'1%f1 (z)dz (42a)
0 -

and "0 eeZf 2(z)dz > ' e zf 2(z)dz (42b)

where e' mininizes C1(ct) and B* minimizes C2 ( *). Note that for the special

case of e  0 we have

.0
f l1 (z)dz f 0

0 ""

- P11  (43)

which is always satisfied when

P <1
zl 2~

Indeed, conditions (42) are also true for some non-negative range of a values.

We assume it is true for the minimizing choices of the Chernoff bound para-

meters. Note that conditions (42) are less restrictive than those of (37)

since (37) implies (42). Nov consider the inequalities,

Cla > C1(c*)

= o e-a*z f1 (z)dz

-0 e f(z) +/e 'z f1(z)dz

0

Oe*2 f 1 (z)dz +/0 a*Zfl(z)dx

- 2f comb a*z.f 1 (z)dz

.. 48



0 .. .

-2 PE (44)

o r • p 1  (_< - (4a)  1 5)

and esiiarly

1E (46)2  2 2()(6.

Next for the special case vhere

1

and and a* = B*

sufficient conditions can be given by

/af 1z) dz > a f 2 (z)dz ( 4 7a)

and O _ 0 * z

J ef 2 (z) dz > f I~ Zf(z) dz (47b)

Note that these conditions are always satisfied if our decision rule is a maxi-

ium likelihood decision rule where

f2(z) " fl(z) for all z > 0 (48a)

and

f2 (z) > f1(z) for all z < 0. (48b)

Assuming conditions (47) we have

C .(cL + C2 (1)

> Cl(L *) + C2(c*)

a *

a f2G _ zZf(z)dz

9
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f 0Oe..Uf* Z)z +feC -* zfl W dz

0m

W0 . z +J m f7Wd-m 0
LI -Gz,, . f " ,OZ €

2 0 6-C*z_ a f (z)dz -- ,fz~

- 0

% Zf,(z)dz +/' *zf 2 (z)dz

-m 0

S2Jcosh a zfI()da

+ 2i cosh Qezf2(z)dz

0

2PE1  PE2  (49)

or 1 1
P =  s +.I  P

R 2 1 2E2

1 C (0) +1 C (50)

which is again a factor of one-half less than the original Chernoff bound on
1

the average error probability (34) for w1  T2 --

For the special case where Z happens to be a maximum likelihood metric,

f'l(Z 1Z - Ai L- .TU (51)

then the conditions (47) hold and

C1(a) -f eaZzf (z)dz

rf(z) f 1(z) dz

- 3(1-a) (52)

10



*1 and
, C2 (B) 0£( * z (z)dz

- .afTl(. J f 2 z Wd

-jr (z f2 (z) d,

- B(O) (53)

where B(.) is given by (1). Recall that BOD is the Bhattacharyya bound.

V. APPLICATIONS

In most applications of interest we consider two sequences of length N,

,11 _2 (5

that can be transmaitted over a aemoryless channel with input alphabet X and out-

put alphabet Y and condition probability

P(yJx) , xci , ya. (55)

This is shown in the following figure.

Meoryless

xcx Channel yE Y

-2 P(ylx)

N
P N(YI') - 'r P(Ynjxn)

n-i

The receiver obtains a sequence

ze N (56)

from the channel and must decide between hypothesis

Ri: -1  is sent

(57)
a2: E2 is sent

which have a-prori probabilities

W( - Pr(H1 ) and W2 - Pr(H2).

11
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The receiver will typically use a metric

R(yx) xXi, ycY (58)

and the decision rule where if and only if
N N

> yE (Ynu,,x2n) (59)
n-l n-I

then choose R1 . By defining
N

Z - T [m(yn'x n ) - m(ynl2)] (60)
ni-1

we have the basic problem considered in previous sections.

Por M sequences of length I denoted 7, 2 , . we have the decision

rule: Given Z9Y? choose the sequence . that has the largest total metric
N

u(y n xI  ) (61)

for . .xP2 xm) , The union bound for each conditional error

probability is,

- FP - (error [1
m

_<,Pr{decide .xIxm} (62)

a - 1,2,..., 1.

Here we have

Pr{decding 3%Ixm < P(xz) (63)

where P(x-a1) is the probability of deciding 4 when x is sent assumingt x-- m

and x are the only two possible sequences. That is,

P("X '-. )Pr{ [m(y 'x)d m(Ynx)] 0 jx ~ (64)
tn-i n n S a

which is the two hypothesis error probability. Here we apply our two hypothesis

results discussed earlier.

12
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A GENERAL ANALYSIS OF ANTI-JAN CCGIJICATIOU SYSTD1S

by

Jim K. Omura

Department of System Science

University of California

Los Angeles, California

1. IN TRODUCTION

The performance of conventional uncoded communication systems for the ideal-

ized additive Gaussian noise channel is vell understood [1,2]. For these cases

closed form expressions are known for the bit error probabilities. When coding

is used, however, exact bit error probability expressions are difficult to obtain

and upper bounds are typically used to evaluate performance [3]. This is also

often true in evaluating uncoded bit error probabilities when we have any of the

following more complex signals and channels:

Onew bandwidth efficient modulations

* intersymbol interference signals

O multipath signals

* interference due to other signals

* channel nonlinearities

*suboptiaum receivers

0 fading channels

In general once we consider more complex signals and channels, bounds on the bit

error probabilities are usually required to practically evaluate bit error prob-

abilities. Obtaining exact bit error probabilities for these sore complex coam-

munication systems, especially those using coding, is often unrealistic.

In this note we shall consider the general anti-jam communication system

illustrated in Figure 1. We will derive a general error bound which will serve
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as the basis for evaluating the performance of all such complex coamunication

systms. The key feature of this approach Is the decoupling of the coding aspects

of the system from the remaining part of the comunication system. Specifically

we compute the cutoff rate parameter [3,4,5,61

R ( - f bits/channel use (1)

which represents the practically achievable reliable data rate per channel use.

This cutoff rate will be a function of the equivalent channel signal energy to

noise ratio

y-a b (2)

which is shown here to be directly related to the energy-per-bit to noise ratio
usually given by-(assuming Jaming limits performance)

No  J/S

Here r is the data rate in bits per channel signal and we have the usual Jaming

parameters
U

PC = , processing gain

S - signal power

J - jamer power (4)

W - spread bandwidth

R - data rate in bits per second.

For conventional coded direct sequence (DS) coherent BPSK signals E is the

energy per coded bit while for a diversity frequency hopped (FR) noncoherent IFSK,

Ic is the energy of each diversity "chip" signal.

For any specific code we then derive a bound on the coded bit error prob-

ability of the form*
1eb <1 2 0(O (5)

The factor of one-half appears in most of the Chernoff bounds. This is discussed
In another note.



which is only a function of the cutoff rate R0, Since the function B(R0) is

unique for each code and the cutoff rate parameter, l0, is independent of the

code used we are able to decouple the coding from the rest of the commnication

systm. Thus to evaluate various anti-jam communication systems we can first

compare then using the cutoff rate parameter. Codes can then be evaluated

separately.

The use of diversity and conventional MFSK modulation can be viewed as a

form of coding. Here too bit error bounds will be expressed in terms of the

cutoff rate R0. For some special cases where we know exact bit error probabili-

ties we compare them with these general bounds and show that the bound is about

1 dB off in Eb/N0 for bit error probabilities of 10
- 3 or less.

II. EQUIVALENT HOWRYLESS CHANNEL

The general AJ commanication system is modeled as shown in Figure 1. Here

we consider the subsystem sbown inside the dotted lines as an equivalent miory-

less channel available for sending coded data. We assume ideal interleaving

which creates the memoryless property. Various types of receiver characteristics

include:

* Channel Output

0 Hard Quantized

0 Soft Quantized

* Threshold

4DJanmer State Information

* Unknown

*Known

0 Decision Rule

* Maximzm Likelihood

*Mixm= Metric

4



*Channel State Information

lotse Level

0 Signal Power

In some cases where channel characteristics may change slowly channel probes and

measurements say be used to enchance communicat ion. On a short-term basis a

receiver may detect vhen the particular transmitted symbol is Joed or not.

These are all Included In the general communication system of Figure 1. Later

we shall compare various special cases.

III. CUTOFF RATE AND BIT ERROR BOUNDS WITR NO JAMMER STATE INFORMATION

We assume the receiver does not know when a jmming signal is present

in the channel output. For each example AJ system we have an equivalent

memoryless channel as shown In Figure 2 with input symbols from alphabet X

and output symbols from alphabet Y. We also assume that the receiver uses

a metric m(Y,x) to make decisions. The maximum likelihood decision rule

corresponds to a particular choice of m(y,x).

Memoryl ess
x OF X Channel y

P(ylx)

Metric m(y,x)

Figure 2 EQUIVALENT MEMORYLESS CHANNEL

5
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Consider two sequences xz X and the pairwise error probability of

the receiver choosing x when z to transmitted assuming these are the only two

possible transmitted sequencs. This probability is denoted P(Z * z). Using

the Chernoff bound with paraeter X > 0 we obtain

P Pr M(yi)- )(~ ] I}

m ufEe)[~nhxn) I- I3(YnCn l

Defining

Dz^; - E teA [m(yix)-m(y.X)]Jx} (7)

we have the Chernoff bound,
N

P(x x) < n D(x n;n ;A)(
n-1

where

D(x,x;X) - 1 all x c X. (9)

Suppose all the components of x and x are independently chosen according

to the probability distribution

q), x C X. (10)

The cutoff rate is generally defined as,

R0 o mIx max Ro(q;X) (11)
_o q

VIre R0 (q,A) is given by the relation

2 - I

- Z q(x)q()D(x, ;A) (12)

x x

6



Throughout this not* we consider SYeINtric channels where for alphabet size,

N- XI (13)

weehave

q(x) x (14)

and

D(xZ.;)3 j * m.()

For this case

Z E q(x) q(2) D(x,I;X)

1 + (mi-1) DQ~ (16)

and the cutoff rate is simply,

R- 1052 M - 1052 (1.(m-l)DJ (17)

where

D min D(X. (18)

Note that here there is a simple one-to-one onto relationship between D and R.-

For this symetric case the pairvise error probability f or two sequences

C~ x has the bound
N

D(A 0(we9a)

P ) * DJ < (20)

Uhan using a specific code which consists of many sequences the decoded bit

7



error probability can be union bounded by pairvise error probabilities which

result In bit error probabilities of the form

b _I c ( ) (21)

where G( ) depends on the specific code. Since D can be expressed n terms of

the cutoff rate Ry we also have the equivalent bound

b  (R ) (22)

where again B(.) depends on the specific code wheres the cutoff rate R0 depends

only on the umoryless channel.

If the metric happens to be a axlmum liklihood metric which has the form

a(yx) - an p(yix) + b (23)

where a > 0, we have

)E [ [(yx) - M(y.Xx)
- : • pyJ

-yXa(I p(y ) - mp(yx)I)
y

-E p(Yz)I pSLL AR (24)

This is usually mnaimized by %a - 1/2. Thus

ain D(x, ;X) - Ev/(y x)p yT) (25)

which is the Dhattacharyya function [31. The optimized Chernoff bound for the

maximum liklihood metric results in the usual Bhattacharyya bound.

For all metrics of interest including the maximum likelihood metric, the

genral bound Iven in (22)can be reduced by a factor of one half. In another

note we show that under a difficult to check, but easily satisfied condition we

have

2 (Ro). 
(26)

Throughout this paper we assume this factor of one-half applies.

48



IV. CUTOFF RATS AND BIT EIRR BOU WITS JAMER STATE INFORMATION

We now sum that the Jmming signal is present at the channel output with

probability p. Thus for each use of the channel the Jammer state is characterized

by the random variable

Z , with probability p
Z 0, with probability 1-p. (27)

Assuming ideal Interleaving and/or diversity we assume this random variable is

independent of the other uses of the channel.

The equivalent memorylesa channel with the receiver having Jammer state

information is shown in Figure 3. Here now the receiver uses metric m(y,x z).

z

Z f X C hannel v E Y W

p(ylx,s)

Metric (y,x I z)

Figure 3 EQUIVALENT M ORYLESS CRANNEL

Consider tvo sequences x, e XN , Jamer state sequence z, and the pair-

vise error probability of the receiver choosing x vhen x is Lransnitted assuming

these are the only two possible transmitted sequences given z. This probability

is denoted P(x x [z). Using the (Cernoff bound with parameter A > 0 we obtain

N N
P(x-- I, Pr i 2(y,1 z) < Z -nY, I Z_) Ix,_}

i n{ n n n nin

N
Pr zt{ [myiI) (yn xnIZ)30 ,

n-1

< E ( 12(y ' I z ) - m(ynxn I

N A[ (y ,i 1 zu) - 2(yn n  I2 )(
IT Ef{ p nn, }  (28)

Now averaging over the sequencez = (z a s2# .... zn ) we have

9



II A

p(_j I1 Ei. n i[3(yn- Ian) -- (y.,,z a.d]j (29)

Def.nin). s {,[(yr. I Z) - ,(YjXl z)] IZ) (30)

we have the Chernoff bound
I

P(_- i)< ;( a ;;) (31)
n-l

where

D(x,z;A) 1 all x X . (32)

The rest of the analysis is identical to that of the previous section.

In fact when we have the special case,

u(y,z I z) - m(y,X) (33)

we obtain all the results of the previous section using the channel probability

P(y I x) - (1-0)p(y I XZ - 0) +PP(y 1 x,z- ). (34)

V. DS/BPSK MAHLES

The use of direct sequence (DS) spreading reduces the jamming signal to

an equivalent white Gaussian noise term after despreading at the receiver. If

the Jamer uses pulse jasming with fraction of Jamming time p then the equivalent

discrete time channel is modeled as shown in Figure 4. Here we assume ideal

nterleaving so that the channel is memoryless. The quantizer determines the

choice of channel outputs being hard or soft decisions. We now examine several

special cases.

10
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:: with probability 1/29 with probability 1/2
1 with probability C

Z 1

0 , with probability 1-P

Figure 4. EQUIVALENT DS/BPSK CHANNEL

WITH PULSE JAHING.

A. Soft Decision and Known Jamer State

Ideal performance is achieved when the receiver has complete channel

output Information, knovs the Jammer state for each use of the channel, and

uses the naximum likelihood metric

m(y,x I Z) - in p(y j x,). (35)

This yelids the Shattacharyya bound

D(x,x; 1/2) - E { IVp(y Ixz) p (y ii) dylx
(36)

a 6 IA I .11



or

D No (37)

For the uncoded case where N 1 1 and = we have the bit error bound

i 1. 0

= g(38)

wheras the exact bit error probability ie

Pb " PQ( ) (39)

For continuous Jaming where p - 1 we have the exact bit error probability and

the bound shown in Figure 5. For the worst case value of p that maximizes the

bit error probability we obtain the worst case pulse Jaming curve for the

exact bit error probability also shown in Figure 5. When p is chosen to max-

uze the parameter D we have the corresponding worst case pulse jammer bit

error bound shown in Figure 5

Using a binary code of race r bits per channel use we have the bit error

probability bound

< G(D)
b 2 (40)

where

D pe NO  (41)

and o.mrb (42)

N NO

again choosing p that maximizes D we obtain the bit error bound shown in Figure

6 for the K - 7, r 1/2 convolutional code which has parameters

G(D) - Nk Dkdmin

- -(43)... sin W 10

12
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figure 6 Coding/ Interleaving MS/DPSC
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and

N10 36 114 1,404

Due 0  313 0
(46)

512 20 
116 11,633

'13 0 N17 0

Note that since the cutoff rate RO and D are related by

I0 - 1 - log2 (14D) bits/channel use (45)

or

D - 2(1"Ro )- 1 (46)

we have for this code
1

Pb - 5 2 B(%O) (47)

where

B(RO) k Nk (2(1-RO)l) k (48)
- i mdmtn i

B. Hard Decision and Known Jamuer Satate

The hard decision quantizer of Figure 4 results in a binary symmetric

channel (ISC) with crossover probability

E (z) " "(49)
0 z 0

where

p (- V 2_k (50)
No

Suppose the receiver knovs the jamer state and uses the maxlmum likelihood

metric. Then we have the Bhattacharyya bound

15



1C

D(x,x; 1/2) - E(y,0 Vp(ylx,z) p (ylI,")}

; ~ (51)

P Y4p(1-p) X^ x

or 

Zor D r- (701k /~~) (52)

Observing that in Figure 5 for E IN of interest we have

Q(V;211,) 2 e 1 a
No 2 NO (53)

and
D T 2 - 02- o  (54)

D V1 0C 2N.

which is approximately 10 log10 2 - 3 dB in E IN 0from the soft decision

channel. This is expected based on the conventional additive white Gaussian

noise channel.

C. Soft Decision and Unknown Jmer State

We assume the receiver does not know the Jammer state and uses the metric

m(y,x) - yx

which would be a maximum likelihood metric if we had a simple continuous

Jammer where p - 1. Then

D(x,Z;X) - E {eIy(; - x)]/ 0lxix}

- E e(x + )( - x)/No

e )(^ - x)/N o Eezn(x -x)2/P

e 0 -/ {l-p+Pe

or

D(A) -2),E~c/No lP+Oe4 A2Ec/(pNo) (55)

16



Note that if

4X 2 INIC(56)

the derivative of D(A) with respect to p is negative suggesting 0 should be

chosen as small as possible to maximize this function. In general regardless

of the choice of X by decreasing p ,D(l) will exceed one and we have either a

poor bound and/or this soft decision receiver without Jamer state knovledge

yeilds poor performance. To check this actual performance consider two

sequences X, x I

where

w - w(z, j). (57)

Then

P * X) -Pr {(Z.^ - A) > 0 Ix.
N

Pr InE1 y,(x, -x )>o I
w

Pr { Vr (-V + zn) > 0}-1 C ii

- r zn{ i w C

1 Pr{ K Z zifli>V VE IiZ z ifZ}Pri i Z, ,

w~ () P ( 1 -P)v- Q(2 w

< D(A)w  (58)

Instead of choosing P to maximize P(x " x) choose
1

2w2 4L) 
(59)

NO
and note that

> Q(l) (60)

17j .__ _ _ __ _ _ _ _ _ _ _ _ _ _ _



Then

P_ * () > () t(1 -0 ) -1 Q()

- [I- (1-0)'I QM

- [1- (1- 2 ) ) Q(1) (61)

This shovs that for the worst case choice of p P(x Z z) cannot decrease

exponentially fast vith w and hence the soft decision channel with no Jammer

state information yeilds poor performance.

D. Hard Decision and Unknown Jamer State

For the hard decision channel the memoryless channel becomes a BSC with

crossover probability

C)Q z P (~ ) (62)
No

A receiver that has no Jammer state knowledge uses the metric

=(y,x) - -w(y,x) (63)

and has

(1 - , xmin D(x,*X;X) M ___ (64)

D - oQ( [1 - OQ(p-7E)] (65)
0 0

which when compared with the hard decision channel with known jammer state

differs by roughly Vp-. Against the worst case pulse jammer the hard decision

resoiver with no Jammer state knowledge does much better than the soft decision

channel with no Jammer state knowledge. This is because here

D < 1 (66)

and

P(x * ) <  
_(67)

18



decreases at least exponentially with w(x, ) wheres this is not true for the

soft decision channel with no Jammer state knowledge.

9. I Vluation

The cutoff rate for each coded bit In the worst case pulse Jamming environ-

sent is given by

R 0  1-1o92(l4+) bits/channel use (68)

where D is a function of the equivalent coded bit energy - to - noise ratio

Ec I where

E sT (69)
c c

where T is the coded bit duration or BPSK modulation pulse duration and
cJ

N-jo W. (70)

Here D is given by

(1) soft decision and known Jammer state

1" 0<.< Pe-() (71)

(2) hard decision and know jmuer state

2 oc<i~ No No0) (72)

(3) soft decision and unknown Jamer state

D3 - ain {1,D*} (73)

• ~~where 4 2 F_

D m n e'2X( No l- +e (74)

(4) hard decision and unknown Jamer state

4 4O<VP ~) No i- (75)

These four examples are shown in Figure 7. Figure I shows the maximizing values
of 0. For each of these cases for a specific code characterized by a function B(')

we have the bit error bound
1Pb --< 2 ().7).

The 1 - 7, r a 1/2 convolutional code inple was given by (43) and (44). Here

RO and D depend on Ec/NO where Ec - Lb/ 2 .

19
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VI. FH/MFSK EXMPLES

We next consider several examples of noncoherent MPSK signals that are

frequency hopped to combat jamming. We assume a partial band noise Jammer

that Jam@ bandwidth WJ with noise spectral density J/Wj. Defining No as J/W we

have

J J. W

- /p (77)

where
P j (78)

is the fraction of the total band W this is jammed. During each hop of duration

T we assume one HFSK "chip" is transmitted resulting, after dehopping, in an

equivalent additive noise channel with noise Zn(t) where

I i, with probability 0

0, with probability 1-P (79)

and n(t) is a white Gaussian noise process with power spectral density N0 /P.

A. Soft Decision and Known Jamer State

Ideal performance is achieved when the receiver has complete channel out-

put information, kiowledge of the Jamer state for each use of the channel, and

uses the msxi mzu likelihood metric. The maximum likelihood metric, however,

involves a zeroth order Bessel function, I (.), which is not convenient as the

simple energy detector outputs. We consider here the input alphabet X-{1,2,...M}

the channel output symbols y e Owhere

(y(1)y( 2 ),..y(M) (80)

where

y (t.) Zth chip energy detector output

1 ,2,...,M. (81)

22
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The metric ve consider has the form

6y.zIs) -) (g) 7 (z) (82)

Men a channel Input sequence of symbol*

S .(xl~z2 ... zl,)  (83)

is transmitted the total metric Is simply

m ym Iz ) a E V(z ) y (Zn )
n (" n-1 (84)

which Is a weighted noncoherent sun of the chip energy detector outputs corres-

ponding to Input sequence x. Here A(z ) Is some function vhich incorporates

the Chernoff bound parameter which we examine next.

For this case we have for x 0 x
p) (z),()(,
P A W 1 -- Y l i x

D(x,t;X) - E fe No
2 - (i)- E Wze NO Y x,z}

. N0 y(,) yW

I xz Ix) (85)

where(

E{e 0  Ix,z =1 , z-1 (86)

-PA(o) W NO z 0" y (x)j t .z-)

_14 )1+ a1 za 1 (87)

1 - (88)

I
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Choosing " m ve have for X = 1

D(z')- a- (89)

for 0< < I

o < < 1
This is a sy=etric case where

, Zx

1+X NO(90)

so that - (F

D(X) e (91)

For the BFSK case (H 2) where we have no coding and Ec = Eb, the true bit

error probability and the bound based on D(A) is as follows for the p - 1 broad-

band jaming case: 1

2e X
1

<~ - D n(A)

1 1-- (92)

This exct bit error probability and the bound minimized with 0 < X < 1 are

shown in Figure 9. There is roughly a one dB difference.

In general for the worst case p and minimixing X.given by

;No

3 No
(E-)  (93)

2o
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and -/ f k

X 1/2 if No-(4

we have

SR 1 - k)

No

B. Hard Decision and Know Jammer State

The bard decision channel has output alphabet Y - X { 1,2,3,...9,41

where

0 * yOX, Z'0
p(yJx,z) -(96)

where 
-k -P

£-r( )(-l) ke "i N

m(Y,xZ[) - -X(Z) v(Y,z) (98)

where A 0

(Z) (99)

and we take the limit

~0 (100)
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This results in the Bhattacharyya bound for 0 z,

" E . Vp(ylx,1) p(yTl)
y

p12.E(i-C) + (M-2) Me (101)

where C depends on P and %IN, as shown in (97).

C. Soft Decision and Unknown Jammer State

For the soft decision channel where the receiver has no knowledge of the

Jammer state the metric is simply

U(y,x) - y(=), (102)

th (x)
the x energy detector output y). When X# x we have

, -P- >.Iy(X)- y(X)]
D(W E{ •N°  Ix)

-_X o( .E- ) X) 1-P) a (103)

where

0 < X<i1 , 0 < P < i

Note that from the lower bound -X (-k)

D(A) > (1-p) e (104)

by choosing p arbitrarily small regardless of X we have

ax D( ) > 1. (105)

0<P<l

The bound using D) is thus useless and we would expect that in general against

the worst case partial band Jammer, this soft decision receiver with no jamer

state knowledge results in very poor performance.

D. Hard Decision and Unknown Jammer State

The hard decision M-ary channel has input and output alphabets

27



x- Y- (,0,3,.. .,6} 06)

and conditional probability

p(yl~x) - (107)

where

M-k P
. (M-1)(_)k+1 1 "k (N)
C ek (108)

Without any Jammer state knowledge the receiver uses the metric

M(y,X) - -w(y,x) (109)

This is a maximum likelihood metric based on the unknown Jammer state conditional

probability. Here we have

(x, ) - - Vfp(y Ix)p (y I )
y

1 , x x

D x (110)

Where

Dh i si to the bar + (m-2) (111)

M- M-2

which is similar to the hard decision example with known jammer state differing

by roughly V.

E. R Evaluation0

The cutoff rate for each coded bit in the worst case pulse Jamming environment

is given by

R0 - 102 M - 1082 [1+(M-1)D] (112)

where D is a function of the equivalent MFSK chip energy-to-noise ratio E/N ° where

E " STc (113)

28



where T is the MFSK chip duration and

o 0 1 (114)

Here D is given by

(1) soft decision and known jamer state

)t Ec
1 1- A No <

Dl= 4e- 1 E

k ; r~3> (115)
o0

(2) hard decision and known jamner state

2  - (116)

where k
E -1 _l)(_lk+l 1 e k o (17C C)(1 - r ~(117)

kZ-( k k+l

(3) soft decision and unknown jamer state

D 3  (118)

(4) hard decision and unknown Jamumer state

D 0 {/P1(0- ) + (m-2) (119)D4 =0<0_ M-1 )M-1

where c is the same as in the hard decision case with known Jammer state.

These four examples are shown in Figure 10 for % and Figure 11 for the

maximizing value of p. For the special case of M-2 we can use binary convolutional

codes characterized by a function B(.) in

-1 B (Ro). (120)
The K - 7, r - 1/2 convolutional code example was given by (43) and (44). Figure

12 also shows this code bit error bound for D-l and the soft decision receiver.

F. Diversity and Coding

In the previous analysis the parameters D and R related by
0

R 0 lo02 M - 109211+(M-1)D] (121)

29'I - ~ . -- --- - -
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and

M- 1. (122)

are given In terms of E/N 0 , the energy per EFSK chip - to - noise ratio.

To euphasize this we write

D - D (Q) (123)
NO

and

0 0 t) (124)

Conventional MFSK modulation has symbol error probability bound

Ps <1 .1 (N-1)D 1F
2s <2 (125)

and bit error bound 1

Pb =  M Ps

-4 NO (126)

Since here for K - log2H we have

Ec KE b (127)

we can express this as

Pb < 2K- 2 D( T- o )
(18

For the special case of boradband noise jamng (0 1) with a soft decision

receiver having jammer state knowledge

D= 0 <mn1 l-_A 7 (129)

whereas the exact bit error probability expression is

Pb .2 k-1 i
2bi k_ I ( 2k- ) (-1) X 1 - K( A)

2 +1 (130)

The difference between these exact bit error probabilities shown in Figure 12

and the bounds given by (128) is exactly the same as the binary case (K-1) shown

in Figure 9.
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KPSK modulation can be regarded as a form of coding. Certainly with

diversity it is also a form of coding. For a diversity MFSK modulation we have

symbol error bound

1P <  - (M-i) D t) (131'

and bit error bounding using K - log2M and
K

c - b,  (132)

given by

b- 2 - 2 D( ())) (133)

For soft decision with known Jammer state and no diversity we have the results

shown in Figure 13. This is compared with the optimau diversity in Figure 14.

Next we can consider more general codes that use M-ary alphabets. Conven-

tional MFSK with a diversity is merely a block code with M sequences of blocklength a.

(1) Orthogonal Convolutional Codes

An orthogonal convolutional of constraint length K with a diversity

generates a M-2 Kvary symbols per bit and has the bit error bound

1 Ei mK
Pb DI(134)

1 Eb% a2i ~~2 [l-2Dq(ml-'()) 2

(2) Dual - K Rate ] codes

a

A dual - K code has two K bit registers which is a total constraint

K
length of 2K bits or 2 2 luary data symbol. Here H consists of mo distinct outputs

at time n of the form

X(9). inG)gtin 1 ; I 1,2, (135)

KK

! whiere in ande in_ are 2 K "ary data symbols belonging to the Calois field GF(2 )

iI consisting of {0,i,2,. .. ,2 -11 and g2. are distinct nonzero elements in this field.

Thus a < 2K
. Letting

# =  of repetitions of the Zth symbol (136)

L, 1, 2, ..., 0

we have
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5 1 + .2 % (137)

The bit error bound is given by

Pb e0jM,$_ 2K-2 D a

since

derive a parameter
SN ( (Y.-)-my,-)] (1)

for the worst case Jammer. This includes arbitrary decision metric a(y,xlz) which

may or may not depend on Jammer state information characterized by the random

variable z. The cutoft rate is given by

Ro = lo82M-los2 [1+(14-1)D] (142)

in bits per channel M-ary symbol and thus

D = 2 (143)
M-1

Both R and D are expressed in terms of Ec/N o , the equivalent channel

symbol energy - to -noise ratio. If a code of rate r bits per channel M-ary

symbol is used then

diving a bit error bound of the form

eb 1_ G (D)
B (R E (145)

45
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The use of D and Ro allows us to separate the channel characteristics given by

D or Ro and the code characteristics given by the function G(D) or B(l o ) . lence

for a given Ic/No we can choose the type of system that yeilds a good value of

% and then consider coding for this channel separately.

4
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FADING DISPERSIVE CIWIIU,

This is a tutorial note on fading dispersive channels, partly

based on Kennedy 11]. Our goal Is to derive as simply as possible -oe

of the basic parameters associated with such channels and exmine their

relationships to basic signal parameters. We then evaluate the use of

diversity and interleaving for two digital communication signals.

1. Introduction

Assume a narrow band signal

x(t) - A(t) coon Iv 0 t +O(t)J

is transmitted through a fading dispersive channel as sketched in Figure 1.

Basic parameters of this signal include signal duration,

T seconds,

and signal bandwidth

W RZ

We can approximate such a signal with the Fourier series expansion

X(t) f~a k cos wit + bk sin V}t
k

Since a fading dispersive channel is linear we can now consider the impact

of the channel on each component.

A. i-h Scatterer on Cos wt.

Consider the signal at the receiver due to a single scatterer when

the tranitted component is corn wt. This is shown in Figure 2. The

V7scatterer has parameters r.~, wi, Pi and 1defined as follows in terms

of the scatterer's Impact on coo wt:

[1l R. S. Kennedy, Fading DispearsveCiulno hant, Wiley-
Interscience, 1969.



x(t) -Wz

Figure 1. Fading Dispersive Channel

x(t) z(t)

Figure 2. Signal off it Scatterer



coo Vt

I timedelay by r

cos [v(t-r )]

I doppler frequency shift by wi

I amplitude p1i
P i c o *( w -v i ) ( t -r ) ]

I phase e, (include vir,)
Pi coe[(w-w ) t-wr Yi

Thus the response to cos vt due to the ith scatterer is

z (t;v) - Pi cosI(%-vi)t-wri+ oil.

Typically pi and 6 are random variables that are independent of each

ocher and characterized as

0 % uniform over 10,270

and

0i % Rayleigh

Also, these random variables are assumed independent for each scatterer.

B. Response to Cos wt.

The total signal at the receiver due to all scatterers when the

signal is cos wt is thus

zt;v) - E i cos [(w-wi)t-wr ±]
i

where

E {z(t;w)} - 0

since for any fixed t,wwi, and ri ,
E {,os[(w-wv i)t-wr +-) - 0

The autocorrelation of z(t;w) is

2



R(t1 ,t2 ;v) - E{zCt1 ;V) s(t2;v)

- r EfP 1 Efosfji-v )t -wr,+Gl

• cou[(w-vi) t 2 - vri4.ei]I

. E p. O 21 co.[(v-v,)(t 1 -t 2) ]
i

Next define the index set for scatterers,

I(r,f) - (i:ri-wvi-2If}

and the scatter function

a(r,f) - E E{p 2}

icI(r, fy

The scatter function evaluated at r and f denotes the average energy

contribution at the receiver due to scatterers at delay r having doppler

shift f. With this definition we have

S(tit 2:M) - ;fJo(rf) cosl(w-21rf)(t 1-t2jdrdf

C. Total Response

For the general narrowb--ad signal

x(C) - A(t) cosw 0 t + *(t)

where A(t) and 0(t) are "slowly varying" compared to the carrier

cos wot, the i-h scatterer signal at the receiver is

PiA(t-r i ) cos[(wo-wi)t-wowr + V(t-r i ) + ei ]

resulting in the total signal due to all scatterers,

o(t) sA(t-rs) co.[(w -w )t-w ri + ,(t-r 1 ) + E) ]

with autocorrelat ion

R(t1,t2) - E{z(t 1)z(t2)I

= E E{P2 ) A(t-r )A(t2r

-coS [(V -Wi)(t 1-t2) + *(tl-ri)-P(t2-ri) ]

* ffo(rf)A(t -r)A(t 2 -r)

-cOs I(wo-2wf)(tl-t 2 ) + I(t 1 -r) - *(t 2 -r)]drdf

3



11. Scatter Function air.)•

Two example sketches of the scatter function are shown in Figure 3.

Figure 3(a) shows an 7-layer scatter function at BF frequencies while

Figure 3(b) shows a scatter function due to dipple needles used In Project

West Ford.

We next consider two basic parameters of the scatter function O(r,f).

Let

a -ff a(rf)drdf

be the total average energy due to all scatterers.

Delay Scatter Function

The delay scatter function is

a(r) - fa (rf)df.

This is the average energy due to scatterers at delay r. Associated with

this function is the "multipath spread" parameter
o2L w 7a2(rdr "Multipath Spread"

Figure 4(b) shows a sketch of a(r) and the multipath spread parameter.

Generally L is a measure of the range of delays due to scatterers.

Frequency Scatter Function

The frequency scatter function is

a(f) - fa (rf)dr.

This is the average energy due to scatterers at doppler shift f. Associated

with this function is the "doppler spread" parameter
o2

B 2  "Doppler Spread"

f0(f)df

Figure 4(a) shows a sketch of a(f) and the multipath spread parameter.

Generally B is a measure of the range of doppler shifts due to scatterers.

For the uniform scatter function the parameters L and B are indeed

4
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(a) Doppler Spread Function

(b) Multipath Spread Function

FIGURE 4. Spread Funct-io



the range of delays and doppler shifts. For this uniform scatter function

case we have
B

a 0<r IL, IfI I S
a(r,f)- 

-

esewhere,

elsewhere

ll ,< r< L
10 elsewhere

0 jOelsewhere

Typical range of values for L and B are shown in Table 1 for various

radio fading dispersive channels. Generally the actual scatter function

for these channels are time varying and difficult to measure. Prom a

practical viewpoint we can at best have approximate measurements of the

basic parameters B and L. Namely, we can at best, measure the range of

doppler spread and multipath delays.

I1. Relationships Between Channel and Signal Parameters

The signal x(t) is characterized by two basic parameters

T second (duration)

W Rz (bandwidth)

while the channel is characterized by a scatter function o(r,f) with basic

parameters

L second (mult ipath spread)

B Hz (doppler spread)

We now exaalne the signal distortion caused by the channel for various I

relationships between signal parameters T,W and channel parameters L,B.

Nondispers ive Channel

For the case where

B-O, L-O

we have the channel output signal

, ,. . . . • . , - -. . .
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zW - Z 0A(t) cos[w0 t + *(t) + ]

I
- P A(t) cos[Vot + *(t) + 0]

where p and 0 are Independent random variables with

6 ' Uniform over [0,2w]

P ' Rayleigh

Here we have the condition that smltipath delays and the doppler spread of

the channel is negligable and only a constant (random) amplitude and phase

shift of the signal occurs. This is the case referred to as "flat-flat"

fading since there is no time or frequency variation of the fading channel.

Dispersion in Time Only

Next suppose

B-0, L>0

and consider a simple example where the component cos vt is transmitted

and this signal is received together with a delay of L seconds. The

received signal is thus,

z(t;v) - cos wt + cos[w(t-L)]

- (1 + cos wL) coo wt + sin wL sin Vt

- A(wL) Cos[vt + *(vL)]

where

A(x) a (1+ cosX)2 + sin2x

OW - tan ( 1+ coo x
Figure 5 shows Ax) versus x. For 4L < 1 we have

1.76 a A(1) < A(vL) < A(0) - 2

and the approximation

cos [w(t-L)] - cos wt

Thus in general if wL < 1 we have the approximation

6
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z(t;w) - Pi cos Iwt - yr1 + e1J±

- E Pi Cos iwt + el
±

- Cos [Vt + e]

Here we take r < L so that wr t < 1 too

In general if

x(t) - A(t) coB [wot + *(t)]

has signal bandwidth W Hz where

7rWL < 1

then we have the approxiuation

z(t) - p.i A(t-r i) cos [w(t-ri) + (t-r ) + E)]

Z p i A(t) cos [w 0 + *(t) + e

P A(t) cos [wot + 4)(t) + 0]

which is again the "flat-flat" fading case.

Next consider the response to cos w1t denoted

z(t;w1 ) = Z pi cos(w 1t - wr i + er j

and the channel response to cos w2 t denoted

z(t;w 2 ) z Z O co8[w 2t - w 2ri + il
i

The cross correlation between these two different frequency components is,

C(t;wltw2) - E{z(t;w1 ) z(t;w 2)}

S Z E{P i2} cos [(w1 - w2 )t - (w1-W2)r ]i1

Suppose Wlw 2 satisfies

(w1-W2)L - 2r

and as shown in Figure 6(a) {ri) are spread uniformly over [O,L]. That is,

A 0 <0<r<L

0 ,otherwise

7
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C t1 -i 2) ;IA con [NwI-v 2 )t - (w-v 2 ) r dr

Cos [(v1-v2)t - r~d

0

This correlation is equal to zero for all sine and cosine signals

separated by - Hz. This motivates the definition of

1

C L

as the channel coherence frequency.

In general if a signal of bandwidth W has

21rWc

we have "flat-flat" fading while for

V >W-- C

we have "frequency selective" fading where the fading due to the channel

depends on the frequency components of the transmitted signal. Roughly

speaking, if we have a signal of bandwidth W > Wc then the frequency con-

ponents of the received signal spaced apart Wc Hz or more will have uncor-

related effects due to the randomness of the channel. Figure 7 illustrates

the cases for this "frequency selective" fading due to channels with dis-

persion in time only where B - 0 and L >O.

Dispersion in Frequency Only

Suppose next

B > 0, L - 0

and again consider the example where component cos wt is transmitted. The

received signal is assumed to be the transmitted signal plus its frequency

shift by B Hz given by,
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:(t;w) - to& wt + cos[(v-2wB)t]

- A(2Iwt) cos[wt + 0(2it)]

Again A(3) is given by Figure 5. For

213t < 1

we have the approximation

cos[(w-2nB)t] Q cos wt.

Thus in general if

x(t) - A(t) cosivot + *(t)]

has duration T seconds where

20BT < 1

then we have the approximation

z(t) - P pi A(t) cos I(wo-w)t + *(t) + oi]

E oi A(t) cos[w t + *(t) + ]
i

- A A(t) cos[w + *(t) +GJ

which is again the "flat-flat" fading case.
fie

Consider now two time samples of Achannel response due to cos Vt

denoted

z(lt;w) - P coS I(w-W)tk + o i ]
i

k - 1,2.

The correlation

C(t 1 ,t 2 ;W) = E{z(t1 ;w)z(t2 ;w))

- z E{P2 )cos[(w-w ) (t-t

- £ E{}cosw(tt )-Wl(tl-)]
i

Now suppose t 1 and t 2 satisfy

B(t 1-t 2 ) . 1

and as shown in Figure 6(b) ({w} are spread uniformly over [-rB, rB1].

9
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That is,

0 ,otherwise

Then .

C(t 1 ,t 2 ;V) - f A cos[w(t -t 2)-2W (tl-t 2)] df

B
2

" /fcosv(tl-t 2 )- 2- f ] df
B

-0

This correlation is equal to zero for all sine and cosine input signals
1

whose channel outputs are correlated with timne delay - seconds. This

motivates the definition
1

T -I seconds
C B

as the channel coherence time.

In general if a signal of duration T has

T6T < X- - .1 6Tc

21r c
we have "flat-flat" fading while for

T >T- C

we have "tine selective" fading where the fading due to the channel

varies with tine. Roughly speaking, if we have a signal of duration

T > T then tine samples of the received signal spaced T seconds or more

will have uncorrelated effects due to the randomness of the channel.

Figure 8 illustrates the cases for this "time selective" fading due to

channels with dispersion in frequency only where B > 0 and L a 0.

10
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Dispersion in Time and Frequenc,

In general with

B > 0, L> 0

-we have both time and frequency fading. Figure 9 suearize the

various relationships between the signal parameters T,V and the channel

parameters L,B or equivalently

V 1

and

TcI

IV. Diversity and Interleaving

In general a signal x(t) with bandwidth

and duration
1

T>T =--
c B

has roughly

D

- (BL) (WT)

independent variations or diversity. That is, there are roughly D samples

of the signal where the randonness of the channel are independent. A good

receiver would exploit this available diversity in the received signal.

DS/PS

For direct sequence spread coherent BPSK signals an optini receiver

consists of a time varying matching filter realized by a tapped delay line

with adaptively adjusted (using recursive filters) weighing terms. This

is the "Rake Receiver" mystem and is very complex.

• 11
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Frequency hopped noncoherent HFSK signals can achieve good perform-

ance if diversity is used. If each WFSK diversity chip Im of duration

T -T €

and bandwidth

W<W c

than we can have independent flat-flat fading of each diversity IPSK chip

by sending only one MFSK chip in each cTc bandwidth and time rectangle.

Since independence of each diverstiy chip applies to each MFSK signal

with say a diversity, diversity chips of different MFSK signals can share

the same WcT c bandwidth and time rectangle. This may be necessary if the

hopping rate is less than - hops per second. To achieve this sharing ofTc
the Wc T rectangle, interleaving is required. Figure 10 illustrates an

example where T - 3T and three 4 -ary FSK chip sequences are interleaved

in time to insure independent diversity chip fade for each MFSK diversity

chip sequence. This illustrates the natural tradeoff between hopping

rates and interleaving to achieve the advantages of diversity. The same

principle applies with partial band jamming when we want to achieve

independent Jaming statistics in each MFSK chip.

V. Analysis of Noncoherent MFSK Signals

We analyze here the performance of MFSK signals using m diversity

chips where we assume each chip has independent flat-flat fading. The

transmitter selects symbol

£ c {l, 2,. ... M!

where

M- 2K

This symbol t is sent using m MFSK diversity chips corresponding to symbol

12
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1. Each MFSK chip has energy I so that we have

Z- M 2, energy/bit.

For each diversity chip the receiver examines the received chip

energy at each of the N detector outputs. Denote

yk M energy of the i- received chip interval of the Ith

symbol

1 1, 2, ... - 2K

k - 1, 2, ... , m

Each MFSK chip ends up at the receiver as a Gaussian process (Rayleigh

fading with uniformly distributed phase) with energy denoted E. Assuming

additive white Gaussian noise with single sided spectral density of N0

also at the receiver we have

1 N

0 
0

P (yOe)1yk[

C 0 C
0 C

y > o
k -

When n chips are sent the receiver has N Mn chip energy detector

outputs

where

* (1) (2) (m))Z-k " Yk ' Yk ' ''Yk

k 1, 2,...,.

Since all chip statistics at the receiver are assumed independent we have

13



P1N(zi) ki PM (kIt)

h H Ykt)

Definingk- 1
(Y-) 7k # --. No

k-i -iN

we have

PN(Z1 2) "PN(Y-) J7rl o N NOEc

PN(IL) -a (tL ()k-i ow c

(No (No+Ec)) k k
(z) (o-k k

- PN •N04E e

The maxiiu likelihood metric is thus

¢z~t)- y(t)

k-1 k

If each chip had a different average energy at the receiver and

the noise level was also different for each chip interval (noise is flat

in each MFSK band but possible different from band to band) then

y(Z)

1 eNok

ok
tyo) L

Nok+ ck

k-

Here the maximum likelihood metric is then

14



iW

k I 1''k Nok

where

Eck

k Nok

Returning now to the case where

Eck - C

Nok - N0

k = 1, 2, ... , a

we astme the maximum likelihood receiver and use the Bhattacharyya

bound on the pairwise error,

P(14) <f J (y Lt)P,, (yI)dz

-7 flP(.I )P.(.L t)d.

21 N 1 Ti + N -]y 1
17e dyok f (No+ Ec -)

{ + 2J j

!i The symbol error is union bounded asE¢
+ _T--

{E1+_]2I
pE < 4(M-1) o

15



For MFSK with K - lo$2M the bit error is

Pb M IfM P E

S141

or using the above bounds

1+ =.-)

0

Figures 11, 12, and 13 show those bounds versus E,/N 0 for various choices

of diversity m. Note that with Rayleigh fading there is little combining

loss due to large values of diversity a.

VI. Coded BPSK - Partial Interleaving

To illustrate the impact of diversity and interleavins further we

next consider coded coherent BPSK signals. This does not include any

direct sequence spreading and we assume ideal phase coherence.

At any time let R denote the random fade envelope due to scatterers

in a flat-flat fading case. Here p - R /'! is the envelope of the
c

received signal for each coded BPSK symbol. Here we assume each BPSK

symbol has duration

ST< T
c

and bandwidth

C.

and make the assumption that each BPSK signal experiences flat-flat fading.

The phase variations due to the channel is assumed to be slow enough to

be tracked perfectly.

1

16
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Without any coding we have b - Ec and for a given R

eb(R) = Q(R/W3)

2 Eb

Averaging this over the Rayleigh density

fR(r) - 2r a-  r >0

where we normailzed to have
E {R 2 } ,

we have

- {Pb(R)l

N
0

For coded BPSK signals we take the K-7, r-1 convolutional code

where the bit error bound without fading is given by

E b
-r(--) k

Sb S k_ 7 d N k e 0

dM! n

where

N 1 0  36 N14 -1404

N a N1  011 1 o
N =211 N16 - 11633

12 1

N13 = 0 N1 7  0

17



Suppose all the coded APSK signml experience independent flat-

flat fading characterized by Independent Rayleigh random variables

_Then the conditional bit error probability is bounded by

2 Zb

k-Odwj 1-1

Averaging this over the same Rayleigh statistics we have

kind
-'bL (k l+rc(%/No) ,)

or definin4

D(z) -

for the specific K-7, rm convolutional code,

1036G Ebl12  E 1 4  161.
b < 36D(.5 0 211D(.5 o.12+ 1404D(.5 +11633D(.5 N

000 No

Suppose next each pair of symbols experience the same fade. That

is, Rl-R 2 ,R3 -R4 ,RS-R 6 , etc. Then Averaging over the fade statistics yeilds

P b 36D 5+211D j-)6+ 14O4 D(W )' 11l633D() 8.
00 00

Next if each group of three symbols experience the same fade where

R1 - R2 s R3. R4 a R5 - 6 etc. then the average bit error bound becomes

. 36D(l.5 3D(.5 + 211D(l.5 + 1404D(l.5 ) D(E-)+ l1633D(l.5 (.5

Here we assume each group faiee independently. This is an approxi-

mation to time selective fading chanels where Tc=l is equal to the
i

time to transmit a group of symbols that we assume experience the same

fade. Figure 14 shows the uncoded 3?SK bound which is the same as uncoded

18



DUPSK. Also shown are the bounds on the K-7, r-h canvolutionally coded

bit error probability where we assm

Tr M LTs

wbere

T - coded symbol time

L 1, 2, 3, 4, 5, 6

19
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APPENDX: A Filter Approach

Suppose the signal x(t) is a narrow band signal at carrier frequency

fo - of the general form
o02w

X(t) - A(t) cos Not + (t)]

- Re {X(t) jioti

where

X(t) - A(t) a*(t)

is the complex envelope which is slowly varying compared to the carrier

evot .

We think of the fading dispersive channel as a filter with impulse

response

h(t;r) - impulse response at time t due to those scatter
points at delay r.

where

h(t;r) = Re {2H(t;r)ejw o'}

H(t;r) - complex envelope of the Impulse response at time
t due to those scatter points at delay r.

Here H(t;r) is due to many scatter points and can thus be taken as a

complex Gaussian process. Also, assuming scatterers are independent

E{H(t 1 ;r1)H*(t 2 ;r2)I = 0 all r1  r

We also let for r1 M r2 = r

E{H(ti;r)H* (t2 ;r)) - 8(tl-t 2 ;r).

This is the effect of the same scatterers at different times.

The total signal out of the channel is

z(t) - Re {Z(t) jwot

where

Z(t) f fH(t;r)X(t-r)dr

I i, ., " o -' "£



and E {H(t 1 ;r 1 )U(t 2;r2) (r1-r 2)(t 1-t 2;r)

Next consider

R R (tl;t2) E{z(t 1)z(t2)

- RelffEIH(t 1;r l)H(t 2 ;r 2)]

Vt X -1 r )x *(t 2  2 )r .rJvo(tl-t2) }

h Re{8(t 1-t 2; r)X(tl-r) X*(t2 -r)dr-eivo(tlit2)}

Define scatter function

a(r,f) - !B(t;r)e+ 2 ifdt

and so

0(t;r) -fi(r, f)e2 7r4 ftdf

Hence,

a for,f)X(tl-r)X (t 2-r0e~low) (tl-t 2 ) 1drdf

or

R z(t1,t 2) Re{fa(r,f)X(t 1-r)X (t2-r) eJ (wo-w)(tlt2)ildrdfl

Define

~Cr,f) - fB(t;r)e +2 rjftdt

and so

6(t;r) -fc(r,f)e 2-ifdf

or

R (t Re{ fjorjf)X(t -r)X*(t r) e~o-w)tl-2) drdfj

z l' 21 1 2
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ANTI-JAN ANALYSIS OF FS1/NFSK SYSTEMS IN RAYLEIGH FADING CH iELS

by

Dan Avidor
Jim Omra

Department of System Science
University of California
Los Angeles, California

I1. INTRODUCTION

In this note we examine several cases where we have FH/FSK signals in

Rayleigh fading channels. In all our cases we assume the worst case partial

band noise jammer where we define

N3 J

where J is the total jammer power and W is the total spread spectrum bandwidth.

The jammer has the option of distributing this power in any way across the

bandwidth W.

An MFSK chip of duration Tc seconds occupies one of H tone positions in a

sub-band of bandwidth roughly M/Tc . Each of the

w c

c

M tone sub-bands is assumed to have independent Rayleigh fading. Thus assuming

each chip is frequency hopped independently among the r tone sub-bands, any se-

quence of M4SK chips experiences independent fading and jamming noise in each

chip. In each sub-band the fading is assumed to be slow and uniform across the

sub-band. Since we have Rayleigh fading a multitone jammer also experiencing

the same type of Rayleigh fading will appear as Gaussian noise at the receiver.

Thus we feel that the worst case partial band jamming is close to the worst type

of jamer among all Jamming waveforms.

For the above assumptions we consider several channel models with parameters:



*Average received signal power distribution across the bandwidth W.

*Jammr propagation loss distribution across the bandwidth W.

0 Noise power and interference signals distribution across the band-

width W.

The simplest channel that we examine first, has no background noise and both

the average received signal power and Jammer propagation loss are uniform

across the band. Then we proceed to consider more realistic channel models

that allow arbitrary distribution of these parameters.

We assume that the channel parameters mentioned above can be measured

using "long-term observations." We also consider "short-term observations"

which depend on the ability of the receiver to detect the presence or absence

of the jammer signal during each chip time-interval, and modify the metric,

used by the decoder, accordingly. Receivers having channel parameter infor-

mation will be referred to as having "Channel State Information" (C.S.I.],

whereas receivers having also "JaSMeT Presence Information" will be referred

to as having jammer state information [J.S.I.]. For receivers/transmitters

having C.S.I. we introduce the option of using nonuniform frequency hopping

among H tone sub-bands. Coded comunication systems will be discussed which

use this information for establishing the optimal hopping strategy and also

in the decoding process.

Out of many possible receiver structures, that may seem appropriate, we

will examine the following:

*Hard decision with J.S.I.

CHard decision with no J.S.I.

*Soft decision with J.S.I.

o Soft decision with no J.S.I.

Note that all 4 receivers are assumed to have C.S.I.

mm2



Several examples vill be presented to illustrate the potential advantage of

providing C.S.I. and having j.S.I. In this note we consider noise Jaming

only. hen considering a uniform channel, we will assume partial-band jam-

ming. In this case we denote by V the band "covered" by Jamr noise, and

define:

(1)
V

where p is the jammed fraction of the total spread spectrum bandwidth W.

Alternatively, we could regard p as being the duty cycle of a pulsed Jammr.

Performance-wise these two methods are equivalent due to the ideal inter-

leaving that we asume. For nonuniform channels p can only be viewed as the

duty cycle of a pulsed jamer. For each receiver considered, we carry out

the analysis for arbitrary p, and finally find the performance under the

"worst case p." (Recall from note 4, that for non-fading channels, the

worst case p is in general lower than 1.)

II. DEFINITIONS

We consider conventional MFSK signaling over a Rayleigh fading channel

with additive white Gaussian noise of single-sided spectral density N0 . Let

HL be the hypothesis that the tth tone is sent and assume the average signal

energy at the receiver is E . The square roots of the M energy detectorc

outputs:

YlOY 2 ." "YM

are independent random variables with probability density functions:

2y1t 2
P(y/I) - N GNP + No+ECy (2)

and

/. 2yi (Yi (3)

3



For such a receiver we have:

P(L .1 YI/8N) .. + (4)

which is the symbol (chip) error probability for M - 2. For general M we

have:

P1 1 (5)

8 k

Next we introduce a set of parameters Indexed by the L sub-bands. The re-

ceived signal at the Ath sub-band is:

AIcos(Wt t+eOi) ; Ll...,L ; i-1,...,M (6)

where AL is a Rayleigh distributed random variable:

PA(a) a e ; I-lZ.L(7)

which implies:

E {. - 2 (8)

and

(1 0O < 27
peRa, ,;e-,., (9)

0 ; elsewhere

Hence, the average received energy per chip, when the Ith sub-band is used is:

E I *2Tc (10)

when T € is the chip duration. The noise distribution is given by:

- (N 'N2,""NL)

where Sk is the single-sided spectral density for the kth sub-band.

4
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The jamer distributes total power J over the L sub-beands with distribution:

i l(J2*...9JL)

where

t - J. (11)

The Jammer's propagation loss, c., also depends on Z. Hence, the contribution

of the Jammer to the noise power density of the & sub-band, denoted 'it is

" Jit 6 J C (12)

Whether pulsed Jamming or partial-band Jamer is assumed, some received chips

will be hit by the Jammer and some will not.

The binary sequence:

Z 
-

where
0 , the i thchip is not hit

1 , the ith chip is hit by jaer

specifies the Jammed chips.

When hopping across the band, the hopping pattern will be defined by

the vector L:

L 1 1 2 Y

where

. j {l,2,...,L} ; j=,...,m.

i.e., A specifies the sub-band used for the j chip. Note that for any

transmitted sequence x, consisting of a HFSX chips, and denoted:

x - (x(1), ( 2 ) ,...x )

there will be a sets of energy detector outputs:

) ( • . (y.~(1) , (2) . .,.( )
z - Y



where

(n) (a) (a) (a(" (Y I Y 2 , .. P• -9 on71; ' I . .

and i( n )  s the kth detector output at the end of the nth chip time.

I1. UNIFORM CHANNELS WITH NEGLIGIBLE BACKGROUND NOISE

A. Soft Decision Receiver with J.S.I.

Our basic assumption is that the receiver is capable of detecting

Z and is using it in the decoding process. Let J denote, in this uniform

case, the total received jamer power, and let:

a (13)

Then, the conditional density function of y given x and Z is:

P.(y/xZ) 1 P,((n),x(n),z) (14)

and M
PM(z /x ( Z) - H (n) 1 ) (1.5)

where2 .(n) (a)Z~~kI,;x (- k

(J/P4E N Ip+k
2I2y kxezn-l) =- 

(16)

2 (n)(
exp{Nj/O ;

(n). ()) Nil I
p.)y k  /- Ec ; k (16)

Next define: u M ; ( n) k

an 2y n)(n) 2 n .EY kec-

( (a) /x-, oo) p c n (18)

n-i Nj/P+Ec k-i N/op N /
n:z NJ/

6



A(1;x'z) 2 (n) (19)

U:Z -1
n

n _ (n)2
" -qi zn'y (n)  (20)

where c

I NT (21)

U/pl

Also let

m Z~ (n) (n) k

7:Zn-O O kx k

nUO

Then

Pmm(y/x,Z) - G(,z) exp{&(y;x,Z)}. F(Z;x,Z). (23)

The maximum likelihood (H.L.) receiver uses the total metric:

m(Z;x/Z) - n PmM(/x,Z) - (24)

Zn G(Z,z) + A(y;x,Z) + in F(Z;x,Z). (25)

But G(y,Z) does not depend on x. Furthermore, for all -R such that

(n) + x(n): ( n )  (n)2
27 ;(n) (n)')

k+ (n)

Hence, it suffices to compute:
(Zx/) a (n) 2 m~ L

__ . Zay~ + 1:n k 6 (,kn)) (26)

nal n Xn l kni k-i
nen :Z-o0 n

!7

IJ



for every sequence AeC to determine the maim. likelihood sequence.

To find the performance of the receiver, we start with the Chernoff

bound:

P (I g ) :1 4exp IXt aZ()I)/ n) .( ()n ]

n=,-l

E- LGX /Zn - ;x /Zn)

m I D(S n ) , (n));1) (27)

n-1

where
D(^ ( n ) . (n ) ;,) 4 ECexp (AXm(y.(n);i(n)/Z ( (n) x)]/x .

(28)

Since the M.L. receiver uses the metric:

U(Z( h I ;x /Z n) - n PM(Z() /x(n),Zn) (29)

we obtain

D( ,x ;A) = E(exp{ X[Ln I ,Zn ) - n M] /

rPc(n) x(n)Z)] xn)

rPM( ) ZA PZn) (n)

E2 "(n )X()

Hence: M D Z ; D( n ) ,() (n) (n.) =

Oc A

8

E, f .. p,(,(n)/x------------x--------1--.-----

0 0 n..- (30)-



-P( ynlo /ff Vz(I(). 3 (S) ) dyj() ... dy(n)/ x(01}
00 (31)

which is the Dhettacharyya bound.

out Since

; k-i

(k)
a 1-p k-0

this can be further reduced to:

1 ;x(n)( n )

D(i () s 1 { D ; (32)

where D -

- -)f.f Vpz()/f( 0) ) ( o) (n)(...(n) 
( "

00
0 0

Substituting the conditional probabilities that we have in this case, we

obtain:

D2

U41 r" 4I / (n) (-) y (n) 2 (n)2

'Y (.) .,€n>( n y (n)
0 0 -' x2 x - -!_ x

(,) i ((n)) (U) ... o,-(n) +

k . .. .. III IIInI



Y(U,) Y +7 n) (n)z a)Y() (a) y- n(I ()2

(143 /E) N/p/ Wi -V /PxI
acJp c I .Ik+x (n)

2. (n) 1_ (n) 1 (

A 13p dy'/ .dy (34)

J+R,

The first integral is clearly zero. The second can be integrated over (n)
i-1,...,M ; i+.(n)  ; i-j(n)  i

and finally reduces to:
2 2 2

exp 
+;1 -dyNq MJT(2 /p+Ec 3

- 1 (~/+) 4(

-~(2N J/ p*4c) 2 -~(2 + E )2 (35)

Therefore

P(x - ^) < DW(x; -P)

..... 1 (36)

(2 + 4c)

It is easily verified that 0 - 1 maximizes this bound, i.e., continuous jam-

ing (broadband-Jamming) is the wora case jamming for this receiver.

or

DW max D 2 (37)

2 + Nc

10



B. Soft Decision Receiver with no J.S.I.

Since we have just seen that continuous Jamming is the "worst cage

jamming" for the receiver analyzed in A, and since the receiver we presently

consider does not have J.S.I., we are tempted to try the simple metric:

n 2
M(Y;A_) - E (n)(n-I (38)-1 x (n )

which is just an equal weight summation of the energy detector outputs, which

correspond to a sequence x.

Hance

. (P~x-  < E xp x n (=.y(n)-Yx(n) x

-: I' (n  x n2} xn

(y (n) 2_(n) xn) (39)

. V((n),x (n);X)- ELxp ,Y (n)-Y x (n)j/x - (40)

" (2 2(n) (n

x x

Hencen)or (n)+ x'n)
, ( ) (n) (n) ' 0]n  ; ,X) n 2 n") ( ) , . ]

(1-E)E exp X (n-Y (n )  ]x Z, E- exp (n) )

(n) .(n)...Cn) i(

andZ ri)yfl

y(n) & are statistically

independent.

Hence; for i (n) + x(n),
(~n) (n)

D(x ,x ;))

-M (1-p) E [expIXY(Tn) I x (n),z.] Z {.e xy ())/ x~), 0zuo+

i ()f 0. 1 (n

+ E[expXy (n) x(n 9Z 10 E rexp Ay()2 (nZal41
R (n) - Y() t (41

Not,"



We now use the fact that for a Gaussian random variable zN(-D

Ejexp{Az2 l]a I 1 2

2a

2 1 1

zc,+ J]V 1-2;Akc"! ; <  -
E[exp{_-,x]., ; ) _

Sinceh
()2 (n 2  2

•tiSim~e y(n). (-)2 + r(n) !
k kk sk

r(n ) & r(n ) being Gaussian and statistically independent (see Figure 3),
ck sk

we obtain:

E~sxp{y~n)}l EI[exp{(r W2 I r ()2)f]

E Xr (n) 2 fl .E [expXr (n)} (42)

, .'. D ( .(n ) , ( n ) ;A ) -

D x ,x X

S1-p + DX) (43)" ~ ~~(I-XEc  (1-;XN /P) [] X( (j/P+E)]

0 < X <

Now we want to find the worst case D by taking the maximum over p, 0 < p < 1

and the minimum over X: 0 < X < PN j;

i.e.,

DWc- max miin D(X). (44)

0<P<l 0 X<-
-- Ni

Note, however, that the condition:

Nji

12



implies that for any allowable value of X, the first term, namely:

C

approaches 1 as p 0 0, and therefore,

mi Dn 1)-01 (45)

We expect that in general, the soft decision receiver using this metric has

poor performance under a low duty cycle Jammer. Recall that the same conclu-

sion was stated above for the non-fading channel.

Although the receiver now considered does not have J.S.I., it may still

know p. In such a case the receiver can use the 1L metric. We want nov to

find this metric and to analyze the performance of a Soft Decision receiver

using the ML metric. The conditional probability of y given the transmitted

sequence x is:

rm~~yl_) = nlI H (~n Ix(n) -

- nL=m rk PHZ/x 0() + P n ( ) ,

" wi LPM(y  ",X(-o yn i ""(n) x(n) )/x'~n' lJ (46)

. n2

(a) (n) /x (n

(n/x n,0) = eP .- l k1 k (7

P~tZ c I k'

c c gx n

and

Y Yx(n) /n (in4

mMZn/() - (n)J/ (n) -P +j P1( (n) /x"T e nJ,] (46)

k=(x (n
(n) () -~ n x (n ____ 2yk~n j (48

k-* (n)

13



fene:

2. (n) ()2

Cu) 7(e) )

x My+

i C te It

k+2c) )

It -0 "x~) xp Y (n) 2 (ny)n)+

(n M (n 2 ~u

ic1'jp Nk 1/j(/j cc+Nj/p)I k-i NJ/ /

Let

(n) k )k

Then p (ylx)

(n) 2 ( (n) 2

1 -P) -- n 6(< (n) + where
n=L(' (n k-i N I Q+Ec N J/P (EcfNj/

k(50)

Nov we take:
-~;! in PM.M(Y/X)-

y (n (n) 2  
/ (n)2

m .x ./..J¢Mz(n)n) 6 ( (n)n) dy j P n) .. (n)

In (1P -Y( k () k+ G (y e~cpC

n-iL ~i k-1 ' N E+'j/ h N j/p(E +N J/0
(51)

i.e., the receiver uses the M.L. metric. Therefore, as we have seen above.

the Chernoff bound reduces to the Bhattacharyya bound:

P (x < )~DWXI where

0 0

14
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Substituting 1P N (Z() )  i, PM(y(n))/2(0)) we obtain:

_ (a)2  (n) 2

)( ) _ (a),()
P j P:-c G( ) .XP 2 Nj/P(Nj/P*:Ec)}4 .. d

0 0 JPE (52)

Carrying out the integration over 7, 1' ""

±4x(.); i+(n)

we get the double integral:

Di y ( E 12D - 2Z exp y 2 c ly2=

f~ PAIrE NI/P +2NJIP(NJI.icJdY/

-/O( )  - +  dyJy2

N(53)

2 + TE- j/P )

This is exactly the value of D obtained above for the Soft Decision receiver

having J.S.I. We conclude that a Soft Decision receiver with no J.S.I., but

knowing p, performs exactly as well as a Soft Decision receiver having J.S.I.,

provided the background noise is negligible.

As before, the worst case p is p a 1, in which case:

4( + "

max D - 2 (54)
O<D<I 2 + 2

C. Hard Decision receiver with J.S.I.

The input and output alphabets of the channel are:

15



a = Y (l,2,....K1 (55)

and the conditional probability

0 y x Z 0

P(y/x,Z) - 1- y z Z 1 (56)

+z z 1

where

C(P) k : : (57)

Since the channel is emmoryless

P (v/x,Z) " P(yn/xn' Z n).

nvs

We choose the metric

m(y n;x nZ) - n P(y n/x n,Z n)

which is the M.L. metric.

Hence, the Chernoff bound reduces to the Bhattachar)ya bound:

P(x - i) < DW(x;8)

where

D it E VP(yn/x^,Zn)PYn/xnz) T/ x

-(1-p)E  ,P(y /nO)P(Y /x ,O) + 0 E4 'P(y / n l)P(y /x ,1) (58)

Y n nn nn' '

yx n .

But, for in+X

P(Yn/xn,O) O->P(yn/9n,0 ) 0.

16

~ ~----.,-.----- - -



.. D a E p V P(Y /g ,l)p(y Ix .1)-

PEl-C )IC(P) M- 2 ) (59)

It is easy to verify that p - 1 maximizes this bound, i.e., continuous jamming/

broadband Jamming is the worst case jamming for this receiver also. Substi-

tuting p - 1 in the bound above, we obtain:

D - 2+ IL_ (60)

where E denotes c(l).

D. Hard Decision Receiver With No J.S.I.

The input and output alphabets are:

x - YE{1,2,...,M)

but the conditional probability function is now:

P(y/X) ~ -c ;(61)

y xM-1 ~

where

c(O) - 2.: -)k1

k-i +k (l + c

In this case we use the simple metric

m(yn;xn) =-W(Yn ,xn). (62)

This is in fact the M.L. metric, since it can be written in the form

m(yn;x n ) -a.n P(Yn/xn) + b; a > 0

hence, we can use the Bhattacharyya bound

P (x _) < DW(x;9)

I 17



where

D - /P(y/x G)P(YI 3) X ;~
7

W 2 0) ,-,(P)I + M-2 (P) (63)

It is easily verified that p - 1 maximizes D for this receiver also i.e.,

Dw - asz D-2- e + !t (64)

where
C - c(l).

Clearly, the results of receivers C & D should coincide for P - 1, and indeed,

we see that the corresponding bounds are also the same.

IV. NON-UNIFORM CHANNELS

In this section we assume the following: The jammer uses pulsed noise

(duty cycle p) and non-uniform distribution over the "slotted channel." At

the J th sub-band we have background noise of one-sided spectral density NJ

and, in addition, jammer generated noise denoted N /p when the japer is
J

on.

As defined earlier, the hopping sequence is: L - (Lilt 2,...,t), where

Ln is the index of the sub-band used in the nth chip time, 1nc{l,2, ...,I.

We assume that the random variables L , n-l,...,m are statistically independent

discrete random variable, having the common probability distribution P(Z).

A. Soft Decision Receiver with J.S.I.

The conditional density function of y, given x, L and Z is:
a

PeQ/xL,z) " f Pl(Z(n)/X (n), EZ) (65)
nul

and M

PM( ( n) /x n Ln Z) = P yk 1 L ,Z ) (66)
kal

18



where 2n)(n)2
2 k k . i(nl)k

I n Jn 
1 n n a

k(y(n)/x(n) ,nZ -) 2

yik (n)+ k

Nx I-Ni N L +NJLn/I (67)

and

(-) (n)2)
_ exp 1k x (n) k

N n + E I Nn  + E£ n

]?(~n)x n) tZ _0) _
k (n)

yk k x()+k68)

n n

Next defining:

m N +N t /P3 m 2y (n) 
k(n)2

G(y_,LZ) _n__+N_ _. 7p e+xj /
-- n-1 N. +E2 +N /P k n ni

n:Z -I n n n n fnn

E n (n) 2

n

m (n)2
- E Zna,. y (n) (69)
nl n x

where

a n (70)
n N~ +Ni Et+ t/

A lso, let mN zM2,)y( )2

n n kk-- n-1 N. +1 k=1 Na tl

n:Z =0 X n n nn
n

19



-- _ -M Y (n)"

na.-O n a

- (1-Z )b ((1

where

K Ln
b_ L A (72)n N % +E L

U U

Then A( x,L,Z) AO( 2 ;x,L,Z)
=A(,xL,Z) (LZ)e (,LZ)e (73)

The ML receiver uses the total metric:

_l - Ln P (ZIx,LZ) (74)

- in (,L,Z) ,+ + Ln F(,L,Z) +

But, since G(ZL,Z) and F(yLZ) do not depend on x, it suffices to compute

,(Z;xIL,Z) - 1(Z;x,L,Z) + 0 (z;x'LZ)-

[z a +(l-Z 
)b (

n-L n L n  n InJX (n)

for each sequence xeC to determine the maximum likelihood sequence.

Again we use the Bhattacharyya bound to compute the performance of this

receiver

P(x - i) C D

where

0 0
D E ..f v'( Inzn X 1n' "'" d "y 1,dy

0 0

20



+ PE~f. n .1)y (n) A (n) , ) dyln.. *dYMn)/ (nl) (76)

0

Substituting the corresponding conditional probabilities and Integrating over

(n) YI -i,...., ; i+x(") ,i "

we are left with 2

D - (1-0) E exp 2 d((n)

2 (n) )(n) (n)

()x ) 1(n

0 201 i I )

+ 1 ) (77)
N +E +N it /l

N z+E 1/12

- l-QN)E N(N ++E ) I )

o- ' /J dy exp Uv 2  n n n (

EI() N(NL nn/) + In) (Nt +N /)("E +IsEI n )

.t<.l -o +) a ) 4 (J (+

(2(2 L (2 ) 2/

21



- > L(2 + + +2+,,

+

a" + ) P 2 + 2 (79)

It can be easly sho w hat p - 1 m 1iies :his bound over the interval

0 < p < 1. Hence, continuous Jamming is the worst case jamming in this case

also.

N 4( + Ni +N Jj  (80
D - max D- P(j) (80)

O<<, J'1 (2 + |

B. Soft Decision Receiver with no J.S.I.

The jamr uses pulsed noise (duty cycle p) and nonuniform distribu-

tion over the slotted channel (Figure 1).

We have shown before that when the background noise is negligible and

the channel is uniform, a receiver using the simple total metric:

m(Y;x) - ' (n)
2

am- z(n)

results in an unacceptable performance under low duty cycle Jamming. Having

the choice between this receiver and the Hard Decision receiver, the latter

should of course be preferred. This is also the case when the channel is not

uniform and the background noise not negligible. Still, as discussed above

for the special case, the receiver, not being able to detect the presence of

22



the jamer for each chip time, my still be able to make a reasonable measure-

sent of p. In this case the ML metric can be used. We follow this idea below.

The conditional probability of the channel output is now

P, . - I. P .7. /,in) (81)
n-l

where ()

(n) ("n, u) (n) ,- -

- ,/x ,I, o)(1-P) + M( "/,(n .-. ,)P (82)

and
2yk )  y(n) 2

exp - ) ; x ( n ) =k

P(Yn)/x (n),Iz ) N -n (83)M k £n P n=O y (n) (n 2 -2n) ei Y (n)+k

-+E +N- Np xN /

I~t I /P n

pY)/nj ,-1 n nI L (84)

kn2 ( n ) Y (2 ( n

Ne +N- /r "

I nF. +~nj I n + n+ /P

Hence

anil

23
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£ 2!

_ _ _ ( -n) 2;D (a)

+ * zk - P f 

v~ ~ ~.- 1 , +9, 11 +Ni P9LAt+J PkI tn+i
+a3 -L (- )

2(n) 2

1(a ( n WY)

11( ) 2n ) e(a)
2. (86)U1 N i +E N ki n n

n n

n n (p +N (n)J I/ exp -2 +,(n) / 5
( N +Ei +N /E kl ni / n t

n (87)

To use the re metric we take

(Z;x/L) - n n kx,L) - (88)

i _ (*)2

1 (n)
+ 2I(a) " (N i+i/ Ni, ) ( U4" N ) ( 8 9)

QG 2 (i )O nx D-nri Y

24
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Obviously, this can hardly be considered a practical metric for a receiver.

Nevertheless we will proceed, trying to find P (x * )

Since the receiver uses a ML metric we can use the Bhactacharyya bound

D -(n)/x(n),L ( .. d(n)(n)}= ~ VP . r(Z(n)/g(n)..t )PMl ( )*n'- Y"()..y x u

N 0 0 (n) (n)"F, (j) J.,'d ..d, (90)
0 0

and

Dwc - max D.
0<W<I

It is difficult to proceed analytically to compute D, but, it can be easily

verified that

NE

lim D(p) - E P(i) 2(91)
P0 J1 !+ N

which is exactly what we have with no jammer, i.e., the jammer has no effect

at all. For p - 1, we obtain

I +-

N N +Nj
D(l) = LP(j)

J.1j
(1 2( i( +N jj)

which is what we obtained before for the receiver in A above. This is what we

would expect, since when p - 1 both receivers are the same. However, for in-

termediate values of p, i.e., 0 < p < 1, the performance differs.

Note that for the same receiver over a uniform channel, with no background

noise, we have found that p 1 1 generates the worst case jamming. The same re-

sult seems to hold in the general case also.
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C. Hard Decision Receiver with J.S.I.

The Jammer uses pulsed noise (duty cycle p) and nonuniform distribu-

tion over the slotted channel.

The input and output alphabets of the channel are

x - Y e{1,2,...,M}

and the conditional probability, when using the Ith; L 1,...,N subchannel

i1-CL y-z , Z-0

L YX , Z-0

P(y/x,I,Z) - (92)

1-Ci , y-x , Zi1

it -1Z-

where

K-i (p)l k~ (93k-i l+k(i + E

k-l Ez

+k( +)
ML~ -1 (M-l)_)k~l 1 (4
k-i E4k~

The conditional probability of the channel is
h m

P_(X/x,L,Z) - f P(Y,/xzn9,Zn )

Using the ML metric

m(yn ;xn /Ln ,Zn ) -in P(Yn /X n n,Z n).

Bence, using the Bhactacharyya bound -

vere P(x W(x;)
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D Z V{2P (Y.nI Za nz)P (U n.ln.n xnj
YnU

N 1

= "1 Pj(l.') (.-L) 2+ C j- 1 + o2 F + M .1 (96)

Here, again p - 1, maximizer D

c3 1 )(1-E 11(1) IM2
-max D+ PQ) 12 / (1)' (97)

O<P<l J1

D. Hard Decision Receiver with no J.S.I.

The jammer uses pulsed noise (duty cycle p) and nonuniform distribu-

tion over the slotted channel.

The input and output alphabets are

X - Y e{i,2,...,M}

The conditional probability density functions, when using the ith, i - i,...

subchannel are

1- l- -Cip ; y-x

P(ylxL) = (98)

M-1 ; y, x

where

M~) - ( 1)()+1

Ek

k-1 l+k (I + )

N+NJ/P

27



The metric we use is again the HL metric

M(;_ILL) - Ln P(1 1x,L).

Rance, we have the Bhattacharyya bound

P(x " i) _ DW(x ; )

where

D - { (y/Ynn)?(ynIz"y/x(n) ;

N
- Er P(j)V/PwyiJ)P(Y/x J)-

N r l) 2 1p+p 1 - l)-Ecp] r.j- 1P)C01 (9.1 V M  1 J +-1 ij (1-o)+cjj

But

max {C.(l-P)+csP) e(1ro)+e PP., t (

It is therefore clear that

D -c N (j) [2v M- (100)
0<0<1 J-1

where

E - C (1).
iJij

Note, that if the receiver had no Channel State Information then

1-p -EP()I1- - y-x

(z/_C I rc(I-P)+CJ

£M-1 

(

and using the ML metric, we would have obtained

28
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2- + !!M2 (102)

when the bar is used to discriminate between the two receivers. Since D(P) is

convex n, it is clear that 5 > D.

V. K EVALUATION AND SIMPLE APPLICATIONS

A. As shown in Note #3, the cutoff race for each coded bit in the worst

case janming environment is given by

Ro - log 2M-log2[l+(M-1)Dwc] bits/ch.use (103)

It is now a trivial matter to derive R for all the situations analyzed above.
0

In particular, we have derived DWc for the Soft Decision receiver with J.S.I.

over a uniform channel. Since p - I is the worst case Jamming, we now let N0

represent, the total uniform noise spectral density, which includes the back-

ground noise and the effect of the jamming.

DWc is in this case given by

4 +
(lo4

DWc (2 -.) (104)

0

Using equations 103 & 104 we have computed R for M 2,4,8,16,32 as a func-

tion of E /No . These results are shown in Figure 4.

Since the Soft Decision receiver having knowledge of only, achieves the

same performance for P - 1, as the receiver having J.S.I., the same Figure

applies to this receiver as well. Figure 4 shows also the cutoff rate of the

two Hard Decision receivers considered above. For both receivers over the

uniform channel DWc is given by

D - 2 /(l-c + 1-2 (105)
Wc \ -1F 1-1
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where

-1 (M-1)__ _ _

- E-~ + k (106)

k-i 1

0

In general, JVk is a function of Ec J, Nt& P, but for a uniform channel

D., can be written as a function of i /N only. To emphasize this fact we

write

0 -R 0 (t)

O0 o ,N

B. MFSK

Conventional MFSK modulation has the symbol error probability bound

1
s  " (M-l)D (107)

and bit error bound

M/2Pb "- S" 'S

Now, since for IPSK
E'c KF Xb '(1.09)

where

K -log 2M (110)

we have for the uniform channel

P 12K-2 D~
b-N

Hence, the bound of the Soft Decision receiver is in this case

30



PU ( 2
n-2

0 (112)

- ~ + Jib)

whereas the exact bit error probability is

1

K- 2 K M 2 1  k+P 13
b " S(

2 K-1 k- -)

For m diversity MFSK we have the symbol error bound

(E
PS <- (M-i) D (114)

0

where

K- (115)

Hence 1

gM

- D (116)

0

For the Soft Decision receiver we then obtain

31

I _. ..___ _._ . , m



P10 -N% (117)

We can compare this result with the exact bit error probability obtained by a

ML receiver, which, for N - 2 is known tc be [4]

Pbs a * j (1a~) (118)

where

1 (119)

Figure 5 shows both curves for several values of m. Given Lb we can find the

optimal value of m and the resultant Pb bound from equation 117. Figures 6a,6b

shows the Pb bound as a function of Lb/No using optimal diversity for

M - 2,4,8,16,32. The figure shows also the value of the optimal a used to

derive each calculated point. Since m can only assume integer values, the

smooth curves shown are only approximations to the actual results. As well

known 14], for M - 2 the optimal diversity is given by

For the sane value of Eb/N but higher H, iopt is also higher.

Even when moderate values of signal-to-noise ratio say f 2Odb r
0

expected, the optimum value of a may well be unrealistically high. A variety

of "practical" reasons may preclude the use of high m values. If, for instance,

the information rate is such that the "instantaneous" bandwidth of the trans-

mitted chip is nearly equal to the "coherence bandwidth" of the HF channel,
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C..

then, a substantial degradation in performance, not accounted for in our analy-

sis, may appear, when the bit interval is chopped to shorter chips. Moreover,

changing the chip rate so as to follow changes in lb/No is usually undesirable

in practice. In such cases it seems reasonable to choose low value of a, so

that optimal performance will be achieved when the signal is weak. Figures 7& 8

may be of interest in such a situation. In this Figure we compare the perfor-

mance of systems using M- 2,4,8,16,32, for m-K, i.e., the chip time TC is

equal to Tb for all curves. It can be seen that under such a constraint, high

M systems have a profound advantage.

D. Orthogonal Convolutional Codes.

Conventional MFSK with m diversity is merely a block code containing M code

words of blocklength m. We can consider more general codes using M-ary alpha-

bets. An orthogonal convolutional code, for instance, generates one 2KM-ary

symbols per bit. When used with m diversity, each symbol is "chopped" into m

chips and the bit error bound is [31

2 1_D _]](120)

E. Example

Consider a Soft Decision receiver with JST and a uniform channel. The

information rates are:

a. % a 2400 bits/sec.

b. PLL - 75 bits/sec.

and suppose that at the higher information rate E bNo a 16 d3.

a. For a binary receiver with no diversity, i.e., M-2, K=m-=, we obtain from
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equations 104 and 107:

D 4(1+39.8) - 0.934 10
- 1

N0 (2+39.8) 2

and

Pb < D - 0.467 10 - 1

The convolutional code from 105 yields in this case:

Pb 
< 0.706 10

- 1

Recalling that diversity may help, we see in figure 6a that for this binary re-

ceiver at P/1 o - 16 dB,optimum diversity is a - 13. Using this value we

obtain:

P M
b-4

2 4(1+39.8/13)13 0.134 1024 2 .341 -

4 (2+39.8/13) 2

The chip rate is then

Rc = Rlm 2400 x 13 - 31,200 chips/second.

If 2400 chips/sec. is the highest permissible chip rate, we can try to use a

higher M. For M-2%8 and m=K-3, the chip rate remains R -2400 chips/sec. and

C b

< i D[1]m 8 0.0934 3 0.162 10. 2

0

Which is almost as good as optimal diversity for M-2.

The orthogonal convolutional code with M-8, m3 yields in this case:

1b]. 4(1+39.8/3) 0.2448
UN 0 (2+39.8/3)2

b < 0.168 10- 5 3

34



b. For the low data rate, L - 75 bits/se.

24002 [ lb 32 x 38.9 -1.244 10,

Hence, for the binary receiver with no "diversity we obtain from equations 104&

111

D - 3.206 10 - 3

and

Sb _< 0.1604 16-
3

There is no need to use high m in this case. Suppose we take a-4.

Then: p bC< 0.1317 10-8

and the chip rate:

R c - RL= 4 x 75 - 300 chips/se.
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NONCOHEREIT FH/MNFSK SYSTEM

to

NAVAL RESEARCH LABORATORY

(Contract Award No. N00014-80-K-0935)

for

HF CO MUNICATION NETWORK SIGNALS

USING CHANNEL EVALUATION DATA

Principal Investigator

Jim K. Omura

Professor
System Science Department
University of California
Los Angeles, California

May, 1981



e  
7 ..... - - -- - , - - ...- ---- i: .. . ".? -: . ... ,-11 - .. . ... . . .. . . . .. - I I

I. INTRODUCTION

In this note we examine the impact of variable data bit races on a fixed

hop rate noncoherent FH/MFSK system with diversity. This points out the ad-

vantage of some diversity and the impact of noncoherent combining losses asso-

ciated with too much diversity.

To combat jamming effectively F/MFSK systems must use diversity. This

means that each MFSK signal is hopped m times and at the receiver the m "chips"
,

are noncoherently combined to provide diversity. For the uncoded case where

M - 2K we examine here the parameter

L - ! hops/data bit
K

Rather than consider the optimum choice of L we examine the bit error bounds

for a wide range of L values.

Our motivation for examining various values of the diversity is that in

many systems the hop rate, Rh hops/second, is fixed and the data race, R

bits/second, can change to accommodate various types of users. Also the

processing gain

wJPG - -
R

where W is the fixed total spread spectrum bandwidth can be increased by lower-

ing the data rate R. This may be necessary to combat strong jamming where we

have the effective energy per bit to noise ratio

b PG SW

N (J/S) JR

wbere

S a signal power

J - jammer power

Diversity can be viewed as a special case of coding. !!FSK modulation can also

be viewed as a form of coding.



at the intended receiver. Usually total bandwidth W and hop rate R. are fixed

in a spread spectrum system while data rates may be varied.

In general, some form of diversity can improve performance by up to 40 d3

at bit error rates near Pb - 10- 6 in both a worst case partial Jaming and a

Rayleigh fading channel. However, noncoherent combining losses begin to domi-

nate with too much diversity. Here we examine the bit error probabilities of

noncoherent FH/NFSK systems for a wide range of diversity values, L, measured

in diversity chips per data bit. This is done for fading and non-fading chan-
1

nels as well as for the constraint length K - 7, rate r - 1, binary convolu-

tional code.

The usual diversity combining loss associated with broadband janing (or

additive white Gaussian noise channels) in a non-fading channel shows con-

siderable loss associated with too much diversity. The relative impact of

large diversity is somewhat less against worst case partial band j - ing

since this type of jammer can degrade performance at low diversity values

more than at higher diversities. Indeed, with no diversity there can be up

to 40 dB loss at Pb a 10- 6 with the worst case partial band jammer compared

to broadband ja ming. At higher diversity values the worst case partial band

jammer becomes the broadband jammer.

In a Rayleigh fading channel the worst case partial band jammer is the

broadband Jamer. In general, the bit error probabilities of the Rayleigh

fading channel upper bounds the bit error probabilities of the non-fading

channel in a worst case partial band jamming channel. The difference in

these bit error probabilities become smaller with increasing diversity values.

In the limit of large diversity values the performance of fading and non-

fading channels are the same.

We also have the observation that as diversity increases the relative



coding gains decrease. Like diversity, coding is more effective against worst

case partial band noise at smaller diversity values.

II. WORST CASE PARTIAL BAND NOISE JAMMING WITH NO CHANNEL FADI]G

Consider first the case where we have no diversity and each NFSK signal

is bopped once for each MFSK signal. Assuming partial band noise 4aming

where p is the fraction of the band Jamed with noise of spectral density

N/P where N a . We have p as the probability that any MFSK signal is in

the Jammed part of the total spread bandwidth W and 1 - P as the probability

it is hopped outside the Jammed frequencies. Then the symbol error proba-

bility is

PE a o PE(No/P) + (1-P) PE(0)

where PE(a) is the MFSK error probability in white Gaussian noise of spectral

density a. We assume negligible channel noise other than the jamming noise

so that PE(0) = 0. Using the union bound we have,
Ec

PE(No/P) < (M-1) e 0

where Ec is the energy per MPSK signal. Here Ec  KEb where M = 2K
. Also

using the relationship between bit error and symbol error,

1

rb -1

we have the no diversity bit error union bound

KEb

2N~Pb < 2 K- 2 pe 0

The worst case r that maximizes this bound is given by

i-2-l

IFb-
3NO



provided - > which is the case of interest. The bound for worst case
0

partial band jammer with no diversity is thus

Pb <- C / U o

and here we have effectively
1

L hops/data bit

or one hop per MFSK symbol (no diversity).

In sumary, with no diversity we have the bit error bounds

2K-2 e o , broadband jamming

2X- , worst case partial band jamming

These bounds are generally quite tight below 10. 2 bit error probabilities.

In Figures 1-4 we show these bounds as the exact bit error probabilities.

(See dashed lines.)

With each MFSK signal hopped m times and using noncoherent combining of

the a energy detector outputs we require a looser Chernoff bound to evaluate

the bit error probabilities. Assuming soft decision combining where the

receiver knows when a chip is jommed or not,* we have the bit error bound

(see note 2)

P < 
2 K-2 0 1+X N

where A is a Chernoff bound parameter and Ec KEb/m is the energy per chip.

This means all a chips must be jammed in order to cause any symbol error.

*This
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For the case where IC/1 0 > 3 we have the worst case p value that sto1-

sizes this bound and the best .1 value that minimizes this bound given by

1 -l

0*0

This results In the bound

Pb < [iWS' I ]

or in terms of

L - _ hops/ data bits

we have

Pb < 2 K-2 [ 4L ]L K

b e(b/N°

When E c/N < 3 the worst case P that maximizes the bound is simply

* 1 1 (broadband jamming)

while the minimizing choice of the Chernoff bound parameter is

A V[/+,a2 -i-a]

where

This is used in

P < - K- 2  1 e

In summary, for noncoherent ?WSK with M 2 K and L hops per data bits

we have

9
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l rl KCL

2312 30jk,

Pb < 0

2 -2 r 4Ll . E 3L

where
1, = +Za+a2  -1-a

a ( o

Figures 1-4 show these bounds for various values of L. For L = 1/K we have

no diversity and so we can compare these Chernoff bounds with the tighter

bounds derived for this special case which we label as exact.

III. WORST CASE PARTIAL BAND NOISE JAMMING WITH CUANNEL FADING

We next consider a fading channel where each MFSK hop band has indepen-

dent "flat-flat" Rayleigh fading with the same characteristics. Thus, each

MFSK "chip" is assumed to experience independent Rayleigh fading with the

same Rayleigh fading probability density function

2
f(r) 2re r r> 0

where we have normalized to

E{R 2} =fo r2f(r)dr - 1.

0

This means that for a random fading envelope R the received energy per chip

is R 2E where E is the energy with no fading. Then the average received

energy per chip is

10



-E R2

C

As discussed earlier, we ases a partial band noise jammer with pars-

meter p and noise density N /p for p fraction of the band where N - J/W.
0 0

With no diversity each MFSK symbol experiences a single fade R. Defining

P (e;R) as the symbol error probability in white Gaussian noise of spectral

density a and fade R we have the symbol error probability

PE(R) - pPE(N 0/P;R) + (l-P)PE(O;R).

Here PE(O;R) - 0 for any R and we use the union bound

E
c

1 e-P 2 2N

PE(No0p;R) < j (M- 1) e

The bit error bound for fixed R is thus
E

C
<1 oe-R2 2N

Averaging this over the fading random variable R gives the bound on the

average bit error probability

Pb =f'Pb(r)f(r)dr

0

1 1
1+( c IN0 )p/2

2+Ko( (IN 0 )

where b s the average received energy per bit. Since

(d



d5~ 1 '. 1a

is positive, the largest possible value of p maximizes this bomd.

Thu:

* 1 (broadband jaming)

and
Pl 2 K-1

2+K(Eb/No)

In Figures 5-8 we show this union bound as a dotted line for M - 2, 4, 8, and

16.

If we now hop each MFSK symbol m times then an error occurs only when

all m chips fall in the jamed band. If

R n hR,R2 .... , R

are the independent Rayleigh Fading variables for the m chips, then the con-

ditional symbol error probability is

P (R) " - Co0E
PE ()- m E(N 0/Pj)

where PE(No/p;R) is the error probability with white Gaussian noise of spec-

tral density N0 /P with fixed fade variables R. If we average this over R we

know that the maximum likelihood metric is indeed the noncoherent combining

of the a energy detector outputs for the M possible symbols. We can thus

apply the union Bhattacharyya bound on the average to get,

P E (N0 /p; r) f(r)dr

IM-1) 141 
(c/No)] m

yielding the symbol error bound

P =1. PE(r)f(r)dr

12
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Figure 6. Fading M=4
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Figure 7. Fading Nw8
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Figure 8. Fading M-16
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2

a

-2 (2+p(i /Uo)12(
Again noting that

d (1+20
dp- (l+eo) 2

is positive the largest possible value of p maximizes this bound.

Thus

P* 1 (broadband Jammer)

and the bit error bound becomes,

4 ~[2+(EIc/) ]2 I

Substituting the relationships
M= 2 K

m LK

we have the final form of this bound
LK.

Pb < 2K-2 c 0L2+4L('/N) LK
b - [ 2L+(Eb/No) 12

Figures 5-8 show this bound for various values of L hops per data bit with

M - 2, 4, 8, and 16.

IV. USE OF CODES - NO FADING

When considering the use of codes we can regard each MFSK chip as a

code symbol. As shown in Note 4 when we have two sequences x and i the

pairvise error probability is given by

P(x < DV (x ' )

17



where w(x,i) is the number of places where x and 9 differ. For the non-fading

channel with worst case partial band jaming we have (see Note 4)

D = in maa ( z
0<.X<l O!S<..< 1--k

1-AX N 0

4 E

e(E/ ) 'o

where

x . .1[/1+6a+a' -1-a]

Note that the symbol error probability for HPSK with m diversity chips

per symbol is union bounded by

P < 1 (M-I)D 

since w(x,i) m m. Using the relationship KEb mEc, L m m/K, and

1

Pb M-1i E

gives us the same bound derived in Section II. In this sense, diversity can

be thought of as a form of coding.

1For the conventional constraint length K • 7 rate, r i i binary convolu-

tional code using BFSK with m diversity w have the bit error bound

18



Pb < 36D + 211D 2a + 1404D4'

+ 11633D1 a +

where

b  2E

- 2a

C

E- energy per coded BFSK symbol.

Here we assume m diversity per coded BFSK symbol. Hence, the diversity per

data bit is

L- 2

Figure 9 shows the bit error bounds for the binary convolutional code using

BFSK and diversity of L hops per data bit.

V. USE OF CODES-FADING

For independent Rayleigh fading on each MFSK chip we have the same metric

and the only change in the form of D is an average over the independent fading

statistics. Thus

D min max E LP2  e U(O)

- O<<l 1- --.

O<A<I 0<P<l 1-x 2 X(1-X)P(EC/ N o) 0

0<_Li z-X2+A (,-_A) (EcIN 0)

4[1+(EC IN )]

[2+(E c 12

where the maximizing o is

* 1 (broadband jammine)

19



Figure 9. S4o Fading Convolutional Code vith BFSK
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and the minimising Cbernoff bound parameter is (see Notes 5 and 6)

C 0

Note that the symbol error probability for MFSK with a diversity chips

per symbol Is union bounded by

since v(x,_) - a. Using the relationships KEb - aEc, L - a/K and

1.

Pb " M- PE

gives us the same bound derived in Section III.

In general, the bound for the fading channel is always an upper bound

for the non-fading channel. This follows from the fact that for a convex u

function f(x) and any random variable X we have Jensen's inequality

f(E{X}) < E{f(X)}.

Note that

e

is a convex _ function of R2 and E{R 2 1. Thus

l-A2 +A(I-A)(E INo )
1

For the conventional constraint length K - 7, rate r -! binary convolu-
2

tional code using BFSK with m diversity we have the bit error bound

Pb - 36D 1~ + 2llD 1 2  + 04D1 40

+ 11633D16 +...

21
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where

Eb - 2ES

- 2.%

L -2m.

Figure 10 shows the bit error bounds for the binary convolutional code using

RISK and diversity of L hops per data bit.

VI. DISCUSSION

Figures 1-8 show clearly that with too little diversity worst case par-

tial band Jamming or Rayleigh fading can cause a large loss in performance

relative to the ideal additive white Gaussian noise channel (broadband jaming

with no fading). Excessive diversity, however, means considerably less loss

in performance. At Pb = 10-6 and H - 2 (see Figure 1) there is about a 4dB

loss from optimum diversity (LZ10) to the diversity L - 200. This difference

increases to about 6dB with H - 16. This is primarily due to the fact that

the performance for larger alphabet size M improves with the smaller diversity

values. This is essentially a coding gain since MFSK modulation is a form of

block orthogonal codes. The BFSK convolutional code performance of Figure 9

shows this same characteristic.

For the Rayleigh fading channels shown in Figures 5-8, the loss due to

excessive diversity is less than corresponding losses in the non-fading case.

This is partly due to the fact that the noncoherent combining of the chip

energies is indeed the maximum likelihood metric for the Rayleigh fading chan-

nel. More important, however, is the fact that here the worst case partial

band Janer is always the broadband Jamer.

The Rayleigh fading case always results in poorer performance or larger

bit error probabilities than the non-fading case. For large diversity,

22
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Figure 10. Fading Convolutional Code vith BFSK
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however, the difference between these two cases disappear.

In the following table we show the values of tb/% a Pb 10 for all

the cases shown In Figures 1-8. This shows that the loss due to excessive

diversity is greater for larger alphabet size M even though the ovorsl per-

formance is better. This is most likely true for convolutional co-;' with

large constraing lengths.

Table Pb " 10-6

.2 M-4 .-8 M-16

* L 17.3 14.6 12.9 11.8Sopt

L ,-200 21.0 19.5 18.7 18.0

o Lpt 19.5 16.9 15.1 14.1

', L-200 21.3 19.8 18.8 18.1

24
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I. INTRODUCTION

Optimum binary alphabet convolutional codes cosmonly used with coherent

BPSK and QPSK modulations were found by Odenwalder [1] for constraint lengths

up to K - 9. These binary codes were selected on the basis of the HamIn

distance between coded binary sequences. For symetric N-ary input coding

channels such as those resulting from MFSK modulation, code selection should

be based on the Hamming distance between coded N-ary sequences. Lyon [2] and

Trumpis [3] found some optmum convolutional codes for N - 4 and N - 8. These

codes are rate r - 1 codes where there Is one coded N-ary symbol for every

data binary symbol. For M - 2n they are equivalent to binary rate 1/n codes

where the n coded binary symbols are used to form a single 2n  ary symbol.

In this note we show the bit error bounds for noncoherent FH/MFSK signals

with various optimum convolutional codes for constraint length K - 7 and alpha-

bet size M - 2, 4, and 8. This is done for a wide range of diversity values

with the worst case partial band Jammer. Non-fading and Rayleigh fading chan-

nels are included in this note.

II. BIT ERROR BOUNDS

Our basic HFSK modulation is frequency hopped once every T seconds. The

NFSK pulse during each hop is sometimes referred to as a "chip." These form

the basic Mi-ary input coding channel. As shown in Note 4, the resulting cod-

ing channel has a cutoff rate

R- log2M - log 2 11+(-l)D] bits

where
D - D(E cIN )

depends on the channel noise, Jammer, receiver characteristics, and the equiva-

lent chip energy to noise ratio denoted Ec IN . We assume worst case partial

band jamming

|I



where
J

and

J - Jammer power

V - total spread bandwidth.

For the non-fading channel, soft decision additive chip energy metric,

Jammr state known at the receiver, and worst case partial band Jamming we

have

AW N

0

4 -Sc> 3

e(E/ o)

where

-1j. [I1-a+a2 -1-a]

2 T

For the same channael with Rayleigh fading we have

4[1+(B /N )J

12+(Zc IN0) 
2

The number of chips or hops per data bit is denoted

L - chips/bit

For uncoded NFSK where M = 2 n we have

2



Eb- L14

as the energy per data bit. Here the union-Chernoff bit error bound Is (see

Note 4)

pb < 2-D L .

For a code of rate

r - bits/M--ary symbol

we have as before

Sb " LIc

as the energy per bit. The bit error union-Chernoff bound is

,rLkPb - 2 ~d~
kmmin

where {Nk and duin are parameters of the specific convolutional code.

For constraint length K - 7 parameters for good codes found by Odenwalder

are
1

"-2 ri dln- -10

N10 - 36 114 - 1404

NIl - N15. 0

N12 - 211 N16 - 11633

N13 " 0 N17 - 0

X-21 da - 141m-2 r -i d~, n 14

N14 = 1 N18- 53

N15 - 0 119 - 0

N16 - 20 W20 - 184

N17 - 0 N21 a 0

3



Rate r -I codes of Trumpis are:

M1-4 r -l dmte- 7

N7 - 7 N9 - 134

Ng - 39 N10 - 352

Ill - 1348

M - 8 r 1 din - 7

N7 ' 1 N9 - 8

N8 - 4 N10 -49

III. DISCUSSION 
N 1 - 92

1 1
For M - 2 and the rate r - and r --I codes found by Odenvalder, we have

the curves in Figures 1 and 2 showing the bit error bounds discussed above for

various values of diversity L. There is little difference between these two

code rates. The codes found by Trumpis for N - 4 and M - 8 are shown in Figures

3 and 4 which show 1 to 2 dB improvement. Figures 5 through 8 show the same

situation with the Rayleigh fading channel.

For the extreme case where the data rate and hop rate are equal (L-i), we

can compare the relative performance of the various codes as shown in Figures

9 and 10. For N - 4 and 8 we assume there is one hop per coded M-ary symbol.

For the N - 2 case with rate r - 1/n we assume n coded symbols are hopped to-
1 1

gether. For the cases r --I and r - we approximate the L - 1 case shown here

by using the bound derived in Section I. Although this is an approximation,

we feel it is close to the true bit error probabilities. Based on Figures 9

and 10, N - 4 or N - 8 is preferred over M - 2 with optimum convolutional codes

of constraint length K - 7. For HF channels where there is a limited number of

16SK subchannels, N - 4 with the K - 7 convolutional code appears to be a good

choice.

4
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Figure 6 MfW2, r-~ Fading
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Figure 7 M 4, r -1, Fad ing
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Figure 8 M 8, r 1, Fad ing
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Figure 10 L -1, Fading
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