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1. Introduction

This final report to the Naval Research Laboratory for
work performed under Grant No. NU0014-80-K-0935 consists of a
summary, eight technical note#, and the Ph.D. thesis of Dan
Avidor.

The purpose of this research was to analyze anti-jamming
waveforms and receivers for the High Frequency Intra Task Force
(HF ITF) network. Our main focus was on point-to-point communi-
cation between a fixed pair of HF terminals with either a ground-
wave or skywave propagation path. Since there is little dif-
ference in degradation due to worst case partial band noise and
multitone jamming, we limited our analysis to worst case partial
band noise jamming. Also if the jammer propagation path has
Rayleigh fading then a jamming tone appears as narrowband Gaussian
noise at the receiver.

Because of limited bandwidth at HF frequencies and random
variations across this band (i.e., frequency selectivity) the
natural choice of waveforms is noncoherent MFSK with frequency
hopping (FH). Rather than consider several other alternative
waveforms, we chose to examine MFSK/FH in greater detail in this
research. In addition, to avoid repeat-back jamming, hop rates
should be chosen as fast as the ;oherence bandwidth of the HF
channel will allow. Here 2400 hops per second is a natural choice.
With this choice of hop rate multipath problems are not impor-
tant with either skywave or groundwave (whichever is stronger)
can be used. In our analysis we treat these two cases separ-

ately as channels with and without Rayleigh fading.




Before summarizing the work done on this contract we briefly
review the essential features of the HF ITF network in the next

section. This is followed by a general discussion motivating

our choice of the MFSK/FH waveform. This is next followed by

a tutorial on the generation of pseudo random (PN) sequences

F that are used in spread spectrum systems. A summary of the work
done on this grant is then presented,followed by recommendations

for further studies.
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1I. The HF ITF Network [1)

At 8 particular time, the HF ITF network would have a topo-
logical structure akin to the simplified example given in Figure
1. The nodes represent task force units (surface ships, sub-
marines and aifcraft), while the branches represent one or more
HF channels for communication between the connected nodes.

There may be up to 100 nodes covering an area of 300 nautical
miles. Individual HF channels are represented by lowercase
letters on the branches; for instance, there are four HF channels
available between nodes B and C. These channels may be coded
spread spectrum signals using code division multiple access
together with an overall TDMA format. Each of these channels
could, for example, be a 2400 bps HF channel. The overall HF
communications facility must efticiently handle vast amounts of
information and be adaptable to a wide variety of applications
including serving as backup for long haul UHF/SHF satellite links.
Aircraft ;nd submarines will typically have no network
control responsibilities such as the relaying of messages.
Submarines may also use low probability of intercept (LPI)
waveforms to avoid being detected. In periods of stress anti-

jamming requirements will also be imposed. Our approach to the

HF ITF network waveform design is to optimize for stress conditions,

not for normal (unstressed) conditions. This principle, which

should be a bedrock for the ﬁesign of tactical military systems
is too often eroded by the '"natural" tendency of designers to

fashion a system that performs efficiently under normal conditions.




KEY:

@ Surface Ship
@ Submarine

O Aircraft

Figure 1: Simplified Example Showing the Possible
HF ITF Network Topology at Some Instant.




The HF communications network will function as the primary
Extended Line of Site (ELOS) (20 t0 600 miles) communications
in the intra-task force environment where platforms move about
at different speeds creating a time-varying network topology.
Propagation conditions, jamming, and node disappearance (gquxp-
ment failures or combat losses) are changing with time in this
network which forms a subnet of the total HF communication
system for the Task Force. Within the HF I1F network there may
be several smaller subnets where often each subnet serves a
common function such as submarine support. A Node may belong
to more than one subnet at a time.

The primary goal of the signal waveform design for the HF ITF

network is robust performance in the presence of severe jamming.

Modes of operation are
® point-to-point
® broadcast
® conferencing (up to 10 usersj.

There are also severe precedence levels for recording traffic

including:
® Flash
® immediate
® Priority
® Routine

A mix of voice (digitized) and data traffic with variable
maximum allowable bit error rate requirements*® must be handled

by the network. As an example, the total ELOS traffic for a

3

* Py = 10.:6 to 10-5 for voice while computer data requires less
tBan 10 °. Some coding is obviously required here.
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a Task Force of 50 ships is estimated [2-4] for 1985 at 200
Kbps where 70% is voice traffic and the remaining 30% data
traffic. Each voice circuit requires 2400 bps rates. During
times of stress the traffic tends to increase while jamming
and possible loss of nodes will cause overall network dagradation.
The network should degrade gracefully under stress conditions
with high priority messages suffering less degradation than
low priority messages.

There are several constraints on the communiéation net-
work imposed by the HF ITF platforms and the HF propagation
channel. Besides jamming, locally generated interference is
common and with limited platform space, large directive array
antennas are not practical. In the case of submarines low pro-
bability of intercept (LPI) operation is required. Half duplex
operation and adaptive interference cancellation techniques
(AIC) will likely be required to lower the level of the inter-
ference in the colocated wideband receiver. Care must be taken

to avoid interference due to intermodulation terms caused by

._;
;
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multiple signal in nonlinear components.

The HF radio channel can occur via both ground and skywaves.
An effective signal waveform design must be able to handle the
special characteristics of this channel over the 300 nautical
mile diameter of the HF ITF network. Daytime skywave signals
are often negligible while at nighttime they can exceed the
groundwave signal in power for relatively short distances (180
miles or more). Much of the research proposed here will inves-

tigate the detailed nature of the HF radio channel and the inter-




ference/jamming environment. Generally man-made interference
such as jamming will be handled by assuming the worst type of
jammer waveform. Because of limited bandwidth and poor spatial
discrimination of antennas jamming is difficult to combat at HF
frequencies. .
For the HF ITF network the HF radio band (2MHz to 30 MHz)
is divided into sub-bands with bandwidths from 1 MHz to 5 MHz.
Hence there are anywhere from 6 to 28 possible non-overlapping
spread spectrum channels available in the HF 1TF network. The
lower frequency channels will tend to use groundwave propagation,
while for longer distances and higher frequency channels sky-
wave propagation may be more effective. The relative strength
between groundwave and skywave propagation between two points
depend on distance, frequency, and time of day.
Suppose we define the terms
W = spread spectrum channel bandwidth in H:z ;
R = data rate in bits per second

J = jammer power at the receiver

R e T e e TS

S = signal power at the receiver
Here typically W ranges from 1 MHz to 5§ MHz while R ranges from
75 bps to 2400 bps. The '"processing gain" (PG) is defined here
as

pc-{‘;

Thus we have the range of processing gains from a2 minimum of

® W =1 MHz, R = 2400 bps
PG = 416.67
= 26.20 dB
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to a maximum of
® W=15Mz, R= 75 bps
PG = 66,666.07
= 48.24 dB
Throughout this research we define the éffective energy-per-bit

to noise ratio, Eb/No, as

Ey o
NO

This definition is used regardless of the particular form of the

jammer and signal waveform as long as J and S are long term average ;
power values. This is discussed in detail in Note No.2 titled
"Conventional Jamming Analysis". If to obtain acceptable bit
error probabilities we require

E

N = 15 dB
(o]

then we can operate effectively for J/S ratios up to 11.20 dB in

TR o 901

the smallest processing gain case and up to 33.24 dB in the best
case with W = 5 MHz and R = 75 bps. The actual picture is

considerably more complex and is described in detail in the

attached notes. This shows roughly the amount of jamming we can ¥

tolerate in the HF ITF network.
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III. Choice of Anti-Jamming Waveform

There are two basic techniques for spreading a signal band-
width to combat intentional Jamming. These are direct sequencing
(DS) and frequency hopping(FH). Although there are hybrid spread
spectrum signals that use both spreading techniques, most spread
spectrum Signals use either DS or FH alone. DS is typically used
with BPSK and QPSK modulations with coherent receivers. FH is
usually used with orthorgonal MFSK modulation with noncoherent
receivers. Coding, interleaving, and diversity are important
additional signal design techniques that should be used in any
spread spectrum system.

Here we compare DS and FH techniques from several view-
points. These include performance, bandwidth, synchronization,
sensitivity to propagation, robustness, hardware complexity, and
network aspects where many spread spectrum signals must share
the total bandwidth available. These different aspects of
spread spectrum signal design have some interdependencies and
are generally difficult to quantify. Complexity, for example,
is a time-varying notion that strongly depends on the rapidly
changing solid state technology. Here we compare DS and FH

techniques in a qualitative manner from these several viewpoints.

A. Performance Against Worst Case Jamming

Since there are many possible types of jaﬁmers we compare
DS and FH against the worst possible type of jammer waveform
against a DS system and against an FH system. 1In addition, we
assume that each system, whether DS or FH, takes full advantage

of coding, interleaving, and diversity.
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B. Bandwidth

The DS systems have total bandwidth proportional to the
chip rate of the pseudo random (PN) code gensrator. Today
this typically means the DS signal bandwidth is limited to
below 100MHz. This, of course, is a soft limit that depends
on technelogy. By contrast, FH systems have total bandwidth
that does not strongly depend on the PN code chip rate. The

PN code chip rate is a function of primarily the signal hopping

rate which does not depend on bandwidth. Today FH signal band-
widths greater than 2 GHz are possible. The hop rate, however,
is limited by complexity and frequency synthesizer design. The
hop rate of 20 K hops or more per second is possible today. If

the signal bandwidth is not required to be above 100 MHz then

both DS and FH techniques can be used. Beyond 100 MHz, some

PeC.Y R

form of FH is required.

At HF the primary advantage of FH is that it does not require

a contiguous frequency band. Unlike the DS signal an FH signal
can skip over parts of the channel that are corrupted by exces-
sive noise or have poor propagation conditions. By carefully

selecting the hopping bands the FH technique can allow consider-

ably more total effective signal energy to reach the receiver.

A e T
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C. Propagation Path

Multipath can cause problems with most communication systems.
Spread spectrum signals, however, have a natural anti-multipath
cipability. DS receivers, for example, do cross correlation at
the receiver and hence at the correlation output multipath conm-
ponents can be resolved as distinct signals. The resolution for
DS signals is roughly the chip duration which is inversely pro-
portional to the total spread bandwidth.

For FH systems if the multipath delay exceeds the hop dur-
ation then multipath has no harmful effect at the receiver.

Since the DS signal continuously occupies the total spread
bandwidth dispersive channels with frequency selective fading
can cause severe degradation in performance. To combat such
distortions due to dispersive channels complex RAKE-like receivers
have been proposed. These, however, are too complex for current
applications.

By contrast, FH systems occupy a narrow band at any instant
of time and thus the FH signals are not distorted by frequency
selective fading, at least compared to DS signals. Indeed,
frequency selective fading helps FH systems by providing inde-

pendent fading in each hopped time duration.

D. Synchronization of PN Code .

Acquisition of the PN code at the receiver, is the most
critical problem for spread spectrum systems. The difficulty
in acquisition is mostly tied to the PN code rate. For DS

signals this rate is proportional to the total spread bandwidth

NG e s it 40
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whereas, for FH signals, it is primarily proportional to the
hop rate. Since PN code rates are much higher for DS signals
than for FH signals, the acquicition for DS systems is generally

much more difficult.

E. Robustness

FH systems are generally much more robust than DS systems.
For FH systems PN code acquisition is easier, there is less
sensitivity to dispersive channels, a contiguous band is not
required, and wider bandwidths can be achieved. Also,since FH
systems are noncoherent there areno carrier acquisiton problems.
Oscillator frequency drift and doppler shifts can also be handled
using wider spacing between tones and wider tone filter bandwidths

at some loss in performance.

F. Network Aspects

In the HF ITF network there will be many spread spectrum
signals simultaneously transmitting in a spread spectrum channel.
Since each FH signal would instantaneously be a narrow band signal
only interference in this narrow signal bandwidth would cause
degradation. Thus FH systems can handle better the "near-far"
problem associated with several mobile transmitters using the
" same total spread bandwidth. Overall network timing requirements
are also easier to maintain with FH waveforms .due to its easier
PN code synchronization. Finally as described in Note No.1l
titled, "lmpact of Spread Spectrum Signals on Multiple Access

Design' there is a natural way to maintain separate overhead,

data and network restructuring chamnels using an FH system.
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G. FH/MFSK Waveform Choice

For most applications and particularly for the HF ITF net-
work the spreading technique ought to be frequency hopping.
Although there are many advantages of FH over DS techniqges, the
most important one for the HF ITF network is the fact that the
FH technique can hop with non-uniform probability across the
spread spectrum channel. Indeed it can altogether avoid certain
narrow signal bands that have poor propagation and/or interfer-
ence conditions.

To avoid repeat back jamming the frequency hopping rate
should be as large as the coherence band of the HF skywave will
allow. Alsc as is shown in this research, the hopping rate must
be chosen to provide enough diversity at the receiver. Since
the highest data rates are most vulnerable to jamming (assuming
fixed signal power S), the hop rate must be high enough to provide
some diversity at the high data rates. The natural choice for
the HF ITF is the hop rate

R, = 2400 hops/second

Thus with the highest data rate of R = 2400 bps we have

R
L = & = 1 hop/data bit

which is barely enough diversity. (See Note No.8 showing perfor-

.nance). At the low rate R = 75 bps there is

L = 32 hops/ data bit

which is more diversity than necessary. However, this exces-

sive diversity at the lower data rates is compensated for by the

-
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increased energy per data bit available or equivalently more
processing gain.

When we have hop rate greater than or equal to the data
rate, we must use noncoherent receivers. This is primarily
due to the fact that maintaining phase between hops is diffi-
cult particularly in HF skywave paths. Also, channel character-
istics result in the loss of phase information. This leads us

to the natural choice of noncoherent MFSK signals as the basic

waveform.
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IV . Results of This Research

A detailed description of the work conducted on this grant
is reported in the eight technical notes and the Ph.D. thesis
of Dan Avidor. In this section, we summarize the main results
and relate them to the HF ITF network. These technical notes
are:

Note No. 1. IMPACT OF SPREAD SPECTRUM SIGNALS ON MULTIPLE
ACCESS DESIGN

Note No. 2. CONVENTIONAL JAMMING ANALYSIS
Note No. 3. FACTOR OF ONE HALF IN ERROR BOUNDS

Note No. 4. A GENERAL ANALYSIS OF ANTI-JAM COMMUNICATION
SYSTEMS
Note No. 5. FADING DISPERSIVE CHANNELS

Note No. 6. ANTI-JAM ANALYSIS OF FH/MFSK SYSTEMS 1IN
' RAYLEIGH FADING CHANNELS

Note No. 7. VARIABLE DATA BIT RATES WITH A FIXED HOP RATE
NONCOHERENT FH/MFSK SYSTEM

Note No. 8. PERFORMANCE OF CONVOLUTIONALLY CODED NON-
COHERENT FH/MFSK SYSTEMS

Avidor's Ph.D.
Thesis: ANTI-JAM ANALYSIS OF FREQUENCY HOPPING MVARY

FREQUENCY SHIFT KEYING COMMUNICATION SYSTEMS
IN HIGH FREQUENCY RAYLEIGH FADING CHANNELS

An overview of the two basic spread spectrum techniques,
coherent DS/BPSK and noncoherent FH/MFSK, are discussed in Note
No.2 titled, "Conventional Jamming Analysis". Here we motivate

the definition of an equivalent energy-per-bit to noise ratio

E, _pc-
N 75
which we use regardless of the signal or jammer waveform used.

This definition is useful since it allows comparison of different

types of anti-jamming systems. Figure 2 illustrates the over-
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W = BANDWIOTH

R = BIT RATE (NTS/SEC)
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M et 3

S =rowe ! JL' /S = JAMMER TO SIGNAL RATIO
Sl.rc
N | OB
JAMMER
EQUIVALENT
J = JAMMER POWER
Signals Jammers
« MFSK/FH (Noncoherent) * Types
. BPSK/DS (Coherent) --Noise
* Coding/Interleaving/Diversity --Multitone or CW
+ Modes
--Broadband
--Partial Band
--Pulsed

Figure 2. System Overview
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all system parameters. Here we also emphasize our design approach
of always assuming the worst possible type of jamming waveform.
For coherent DS/BPSK and DS/QPSK the worst type of jammer is a
pulse jammer with the worst case duty cycle chosen. Partial band
jamming is worst for FH/MFSK systems where the fraction of the
band jammed is chosen to do the most damage. For FH/MFSK systenms
with no diversity, Figure 3 shows how much this worst case partial

band jammer can degrade performance compared to broadband noise

e e O e L e

jamming. Note that at 10°% bit error rates, there is about a

50 dB difference in effective jammer to signal power ratio.

This is shown for the no fading or groundwave propagation case.

In Note No. 2 we also introduce the use of Chernoff bounds

to simplify the generally complex form of the bit error prob-
ability to the point of being able to numerically evaluate them.
Such bounds must, however, be reasonably accurate. Figure 4
compares the Chernoff bound with exact bit error probability
for FH/MFSK where M=2 and broadband noise jamming. There is
about a 1 dB difference. Later in Note No.3 titled, "Factog
of One Half in Error Bounds", we show that the Chernoff bound
can be tightened by a factor of one half. Throughout the rest
of these notes we used the Chernoff bounds to evaluate bit error
probabilities since exact expressions are difficult to derive.
Although diversity and coding are often treated separately,
diversity is a special case of coding. One of the key points
we make in Note No.2 is that the huge 50 dB loss of worst case

partial jamming compared to broadband jamming can be recovered
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with diversity and coding. Figure 5 shows this with just conven-
tional diversity chosen to minimize the bit error bound. Here

we assume the worst case partial band jammer and the optimum
diversity which depends on the value of Eb/No. Figure 6
jllustrates further improvement when coding and optimum diversity
are both used against worst case partial band jamming. These
results are all for groundwave propagation and an jdeal receiver
that non-coherently combines chip energies to make decisions.

In the HF ITF network it is likely that the hop rate will
be fixed at say R, = 2400 hops per second and various data rate
sources will all be using this same hop rate. Thus, rather than
use some optimum diversity, each source will have to live with
the diversity characterized by the parameter
where R is the data rate. For the same conditions discussed
above we have Figures 7 - 9 showing uncodéd FH/MFSK for
M=2,4,8 and a”f;nge of values for L. These results are discussed
in Note 80.7 titled, "Variable Data Rate with a Fixed Hop Rate
Noncéherent FH/MFSK System'". Recall that for R=75 bps and
R;, = 2400 hops per second we get L=32 which is the maximum
diversity parameter value for the HF ITF network. In Note No.8
titled, "Performance of Convolutionally Coded Noncoherent FH/MFSK
Systems'" we examined constraint length 7 optimum convolutional
codes and obtained the coded cases shown in Figures 10-13.

All the results shown above in Figuresll-13 are for an ideal
receiver that knows exactly when a signal MFSK chip hops into

the part of the band where the jammer's partial band noise exists.
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17

This receiver also non-coherently combines the chip energies to
make any decisions. Since the chip energy terms are not quantized
we refer to this as a soft decision receiver with channel state
knowledge. A fundamental question now arises: How do we evaluate
the degradation from the results shown in Figure 313 for other
receivers such as hard decision receivers without channel state
knowledge? 1In Note No. 4 titled, "A General Analysis of Anti-Jam
Communication Systems' we present an answer using the cutoff rate
parameter.

Figures 14-16 show curves of the cutoff rate versus E./N,,
the energy-per-chip to noise ratio, for cases given by:

(1) soft decision and known jammer state
(2) hard decision and known jammer state
(3) soft decision and unknown jammer state
(4) hard decision and unknown jammer state.

All these curves are for the worst case partial band jammer.
Two cases with the same value of the cutoff rate will also have
the same coded or uncoded bit error bound. Thus using case (1)
as a base line with bit error probabilities shown in Figures 3-13
we can see how much degredation we encounter with other cases.
To illustrate this further consider the following examples:
Example: Uncoded M=2, L=5, Eb/N°=17dB

For case (1) we see from Figure 7 that the bit error is
Pb-3x10'5. Here, however, E =SE., and thus E_/N =10dB. From
Figure 14 we see the cutoff rate is R,=.8. For case (2) to
achieve the same bit error probability we keep R,=.8 fixed and

find that Ec/N°=11.3 is required which is a degradation of 1.3dB

from the ideal case (1). Similarly for the same bit error bound
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case (4) requires 18.2dB and has a degradation of 8.2dB relative

to case (1). For hard decision receivers the jammer state
knowledge is worth 6.9dB in performance.
M=4, L=10, Eb/No-lldB

For case (1) we see from Figure 14 that the bit error is
Pb=Zx10'4. Since Eb-IOEc we have Ec/NotldB. From FigurelS we
see that Ro-.Z and the corresponding values for case (2) and (4)
are the same EC/NO-Z.SdB. This is a degradation of 1.3dB for
both case (2) and case (4) relative to case (1). For hard
decisions at this operating point the jammer state knowledge
is unimportant. Also there is only a 1.3dB loss due to hard
decisions.

Note that case (3) has RO-O for all hc/No. This is because

without jammer state knowledge the soft decision receiver against
worst case jamming has a bit error probability that cannot dec-
rease exponentially with any code block or constraint length.

For cases where Ro > 0, there exists codes where the bit error
bound can be made to decrease exponentially fast with increasing
code lengths.

By using cutoff rates,which we can numerically evaluate,kwe
can now determine the relative degradation various receiver
structures have relative to the baseline receiver that assumes
jammer state knowledge and noncoherently combines unquantized
chip energies to make decisions. In Note No.4 we considered only

the four examples described above. Other possibilities include

receivers that use three bit quantization on chip energies

T .
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before combining or various clipped energy detector outputs.

Some sort of list decoding scheme is another possibility. Varying
degree of channel state knowledge may be available at the receiver
as well as only partial jammer state knowledge. Channel knowledge
may include propagation conditions and interference leveié across
the HF band measured every 30 minutes using sounders. This low
data rate information can be provided throughout the HF ITF net-
work using an overhead channel.

Up to this point we have only discussed ground wave propa-
gation where there is no fading assumed. Also we assumed uniform
propagation conditions across the spread spectrum channel band.
For sky wave propagation we now encounter Rayleigh fading and
non-uniform propagation conditions across the spread spectrum
channel band. In Note No. 5 titled, "Fading Dispersive Channels",
we present a somewhat tutorial discussion of models for fading
channels and some basic performance analysis. An important
concept introduced here is the tradeoff one can have between
hop rates and interleaving. If, for example, the hop rate is
too slow to provide adequate diversity then the desired diversity
can be achieved by making several chips per hop and interleaving
these among different hop intervals.

A complete study of the fading skywave HF channel was done
sy Ph.D. candidate Dan Avidbr. His Ph.D thesis is attached here
along with partial results presented in Note No.6 titled., "Anti-
Jam Analysis of FH/MFS Systems in Rayleigh Fading Channels". Here

we consider a general model where each MFSK slot i1n the spread

B S T R -

M PAT v -2 e v e

TV e A e

S PP A W .




ooy

spectrumr band can have different fading and noise parameters and
the jammer is allowed to distribute his power in any manner across
the spread spectrum band. Hence each MFSK slot is characterized
by an average chip energy, noise spectral density, and jammer
i noise spectral density. We allow, however, the frequency hopping
pattern to be non-uniform across the available MFSK slots.
For the special case of no noise and uniform propagation

condition across the spread spectrum channel, with Rayleigh fading

the worst case jammer is the uniform or broadband jammer. Here

the hopping pattern is also uniform. For the general case we

B i R R

assumed a minimax strategy where the frequency hopping pattern

ERVR it

or probability distribution for the MFSK slots was chosen to

o ey,

minimize the error bound that is first maximized by the worst

case jammer power distribution.

Huristically, the worst case jammer power distribution is
such that the jammer places its jammer power primarily into the

MFSK slots that have good energy-per-chip to noise ratios. In

O AU . S0

this way it attempts to make all MFSK slots uniformly bad. Of
course when there are lots of good MFSK slots available to the
anti-jam system then all the jammer can do is degrade all these
slots uniformly. Basically it attempts to use its power to de-
grade the channel slots with the highest EC/Nb‘first until many |
of the better channel slots have the same degraded EC/No values.

This means some of the worst slots may never have jamming power

since it already has smaller EC/No than the jammed slots.
\ Taking into account the above worst case jammer strategy,

the minimax frequency hopping probability distribution for the

TR i g s e R MR AL 20 4 S - -
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MFSK slots is based on the expected EC/No on each slot. This
strategy is conservative since any other jammer power distri-
bution cannot degrade performance further.

The skywave HF channel is considerably more complex due to
the non-uniform conditions across each spread spectrum band.
For the uniform condition special case the only differenée
from the ground wave results is the addition of Rayleigh fading.
These cases are covered in Notes No.7 and No.8. Note No.6 exam-
ines the evaluation of the cutoff rate parameters for a variety
of receéiver types when we have a Rayleigh fading channel. Al-
though we assume a uniform channel here, it can be easily gener-
alized to include non-uniform channels. Most of the non-uniform
channel results are in Avidor's thesis. For the case of identical
independent Rayleigh fading in each MFSK band, Figures 17-23 are
the results corresponding to the non fading results of Figures

7 -13.

s o ————




Figure 17 Fading M=2
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Figure 19 Fading M=8
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Figure 21 M= 2, r =
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V. Recommendations

The HF channel is a complex channel with ground waves and
fading skywaves. There are also strong interferences due to
distant thunderstorms and man-made radio signals which have both
short term and long term random variations. These natural
channel conditions together with intentional jamming and other
local user simultaneously transmitting in the same frequency
band makes the task of evaluating performance difficult. 1In
addition, there are no obviously good receiver designs and so
we must evaluate a variety of different types of detectors and
decision metrics of a receiver.

In the current NRL supported grant we examined the perfor-
mance of various coded frequency hopped MFSK waveforms for HF
channels with jamming. Here we developed a useful analysis
technique based on a generalized cutoff rate parameter which
allows us to easily compare the performance of a bariety of
point-to-point coded HF communication systems. This included
various types of jammers and receiver structures but not the
problem of other users simultaneously transmitting in the same
frequency band. We recommend that this work be extended to the
network environment where there are many users simultaneously
using the same spread spectrum HF frequency band. In addition,
one should examine new forms of receiver detectors including
those with erasures, lists, nonlinear weightiﬁg, and any quan-
~ tization together with a variety of associated metrics for making
decisions. Groundwave and skywave (Rayleigh fading) channels
should be assumed along with the partial band Gaussian noise

jamming and multitone jamming.
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APPENDIX: Generation of PN Sequences for Frequency Hopping
Patterns

We briefly sketch a standard way of generating pseudo noise
(PN) binary sequences using linear feedback shift registers (LFSR).
Consider the three stage LFSR shown in Figure A-1. Here the adder
denoted e is a modulo-2 addition. For this LFSR we have two
cycles where if we start with any non-zero sequence of 3 bits in
the register and we periodically cycle through all possible
seven non-zero sequences of three bits. The other cycle is the
trivial all zero cycle that always exists.

Figure A-2 illustrates another LFSR example but with four
stages. This example has the trivial all zero cycle and three
non-zero cycles. In general for n stages there are several
LFSR's with only two cycles, the trivial all zero cycle and a
non-zero cycle. Since the non-zero cycle must include all possible
non-zero sequences of length n once and only once this cycle has
period

Bk e T S S e e e T N S g

Period = 2" - 1

These LSFR's are call maximal length LFSR's and their non-trivial ?
binary sequences are call maximal length sequences. Note that ’
Figure A-1 shows a three stage maximal length LFSR while the four L
stage LFSR in Figure A-2 is not a maximal length LFSR.

Note that during a single period of a maximal length sequence
there are 2" 1 one's out of 2771 binary symbols. For n large
this is approximately half the bits. Indeed, for large n the
maximal length sequence looks like a purely random binary sequence.
Naturally, if two such identical LFSR's are started with the
initial n register bits and synchronized in time then they would
generate identical "random like" binary sequences. ~or n = 64
for example, the period would be 1.89x1019 binary symbols.
Suppose these LFSR's are clocked at 10 MHz rate, then one period

1 would last 1.89x101% seconds or 58,409 years.
In a spread spectrum application it is important to have PN t
sequences with a long period, easy implementation, and be diffi- E

cult for anyone to predict future parts of the PN sequence with
observations of the past of the sequence. The maximal length
LFSR's are easy to implement and can have long periods. However,
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by observing only 2n bits of the PN sequence and using the
Berlekamp-Massey algorithm [S5], the LFSR can be known exactly

and all future parts of the PN sequence can then be generated

or predicted. Hence LFSR's cannot be used without some nonlinear
modifications. An example of a popular nonlinear modification of a
maximal length LFSR is shown in Figure A-3 where nonlinear output
logic (NOL) is used. The NOL makes the sequence difficult to
predict [6].

Let us now examine how a PN sequence is used in the FH/MFSK
waveform proposed for the HF ITF network. Figure A-4 shows a
hypothetical 3 MHz spread spectrum channel (10 MHz to 13 MHz)
where we have divided this sub-band into many narrow MFSK signal
slots. Each MFSK signal slot is roughly

B = %% Hz
where T, is the MFSK "chip'" duration or equivalently
T, = Rli
where Ry, is the hop rate. Here we assume the hop rate R; is
always greater or equal to the MFSK symbol rate. Each hoppéd
MFSK signal is referred to as a "chip" A single MFSK signal may
be hopped several times and thus consist of several chips. 1In
Figure A-4 we show how the energy-per-chip to noise ratio (EC/NO)
might vary across the 3 MHz spread spectrum sub-band.
1f EC/No is uniform or constant across the.sub-band then a
natural frequency hopping strategy would be to hop with equal
probability into any slot. Hence if there were N = ZKo slots
then every Kb bits of the PN sequence can be used to select the

slots that are hopped into in a time sequence. The PN generator

ROP PO 1 -t v -4




e i AL e

xS

Maximal
Length
LFSR

Nonlinear
Cutput
Logic

T AN, TEGEATORS T AYPIPrr 1 o > errar rg

Figure A-3: Nonlinear Modii.ed LFSR

e

R T S e A

e ————

e SN A

e~




ZHN £1

L T L TR T T v e e - =

1ouuey) wniidadg peaads vy :p-v aundr4 _ !

Zilv ol




would generate bits at K R, bits/seconds.

If, on the other hand, Ec/No is not uniform as sketched in
Figure A-4,then we would require some sort of non-uniform frequency
hopping strategy. This can be accomplished by choosing Q = 24
to be much larger than the number of available slots. Then every
q bits of the PN sequence can be used to select one of the Q values.

By assigning the Q values in varying numbefs to the N = Zxo slots

you can achieve a non-uaiform hopping strategy.
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IMPACT OF SPREAD SPECTRUM SIGNALS

ON MULTIPLE ACCESS DESIGN

In this note, we comment on some impact spread spectrum signals can have
on multiple access design for a network of users such as the HF ITF Network.

I. Spread Spectrum Signals

fﬁzead spectrum signals are designed to combat intentional jamming. Sup-
pose point-to-point single user to single receiver requirements are to trans-
mit R bits per second with total available bandwidth of W Hz  The "processing
gain” is thus defined as

¥
R

If the signal power is S and a jammer of power J exists, then the jammer-to-signal
power ratio is denoted (J/S). The equivalent energy per bit-to-noise ratio is

3

Ey PG
Ny (37s)
equivalent

This is sketched in the following figure:

TRANSMITTER -—C Z - )— RECEIVER

W = BANDWIDTH M PG = .‘;i

R = BIT RATE (BITS/SEC)

S = POWER ! JL’ J/5 = JAMMER TO SIGNAL RATIO
&

- 2G
)

N
°

JAMMER
EQUIVALENT

J w JAMMER POWER

The bit error probability depends on the type of spread spectrum signals,
coding and interleaving, and the jammer signal waveform. For the worst case
jammer waveform of average power J the bit error probability has the form

P=F (2
%
equivalent

Here F(-) depends on spreading technique, interleaving, and coding. In general
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there is at most a 3dB difference between the two basic spreading techniques
Coherent direct sequencing (DS)
. Noncoherent frequency hopping (FH)
There is, however, a big difference in pseudo random code synchronization re-

quirements. The FH approach generally requires much less accurate time refer-
ences and lower speed pseudo random (PN) sequence generation than the DS approach.

In a network of many bursty users timing and PN code syncronization require-
ments wi eavil avor use or frequen ing as the prima; read
Spectrum t que. We shall assume here that FH 1s used t ghout the network
to provide anti-jamming protection.

II. CIMA, TIMA, and FTMA

Spread spectrum signals are designed to combat intentional jamming. For
this same reason, they are also designed to perform well with many other signals
in the same signal band. For example, if a spread spectrum signal is designed
to perform well against a jammer-to-signal power ratio of

J
-§-30dB

= 1000

then having L = 100 other users in the same signal band with equal power S results
in an increase of equivalent jammer-to-signal power ratio of .

J = 1000 + 100
S
equivalent = 1100

= 30.41 dB

This additional .41 dB would have small impact of the performance of each user
and yet allow many users to simultaneously use the total spread bandwidth.

This code division multiple access (CIMA) is a natural bye product of
spread spectrum signalling designed to combat jamming. From a practical view-
point, however, if all L users wish to commmicate to one central receiver then -
that receiver must have L pseudo random sequence generators to extract each of
the L transmitted signals. Hence at first it seems that conventional TTMA would
be the natural multiple access technique. Conventional FTMA reduces the effective
spread spectrum signal bandwidth of each user and thus reduces the anti-jamming
effectiveness. Hence for spread spectrum, C'MA and TTMA are the primary candi-
dates for multiple access. An exception to this is a nonconventional FIMA tech-
nique we discuss next.

I11. Control and Data Channels

In a network with a mix of many types of users including some having bursty




F
|
|

traffic, dedicated chamnels on a fixed assignment basis is impractical. Hence
there is a need for control signals between users and various control centers
or nodes. How should this additional commmication requirement fit together
with the regular data transmission requirements?

) We now have a hierarchy of multiple access systems as shown in the follow-
ing figure. First we need to provide separate data channels and control chamnels.
This might be done using any of the multiple access techniques.

. Data Chamnels
. Control Channels

(TIMA, CIMA, FIMA)

Data Channels Control Channels
. TIMA . TDIMA
. CIMA . CIMA
. FIMA . FIMA
. M

Next for each of the separate channels (Data or Control) another multiple access
scheme is needed to handle the many users of these channels. Typically control
signals have lower data rate requirements and request for data channels from
users arrive as low duty cycle single bursts. For this reason, random access(RA)
is also a possible technique here.

A. Providing Control and Data Channels

Control signals require as much or more antijamming protection as data
channels. Thus we should not set aside a separate narrow band channel for
control signals as is often done in commercial systems. Control channels must
use the total available signal bandwidth to maintain protection against jamming.
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An obvious approach is to use TIMA to separate the total channel into con-
trol channels and data chamnels. This is simple but reduces the channels that
might be available for data. CIMA allows for no reduction of data and control
channels with only negliable degredation in performance. Unfortunately, separate
pseudo random codes would be required to simultaneously receive both data and
control signals at a receiver. One approach that has the advantage of both
mmaxbaglm without any of their disadvantages is a modified FIMA technique
s ow.

o 44 mesa T

data data
- ;
Noncoherent ‘
FH Transmitter e
control ;
control i
Hobped frequency §
£
i
data control {
ff Tf + o i
PN Generator —p= Frequency f
Synthesizer

Here each transmitter uses the same frequency hopping sequence for both data and
control information transmission except for a fixed frequency off-set f,. In

a noncoherent FH system f, can be a very small shift relative to the total
bandwidth W and still allow for no mutual interference between data and control
signals. This is essentially an FIMA technique. The receiver needs to have
only one PN generator to simultaneously receive both data and control signals.

. B. Data Channels ]

The simplest multiple access scheme for the data channels is TIMA. In a
network, however, where users are grouped into separate subnets, each subnet can
use different PN sequence generators and operate in a CTMA mode relative to other

l%l:ts. Within a subnet the users might typically use TTMA on a demand assignment

C. Control Channels

If a user wants to join a particular subnet he can transmit in the control !
channel mode using the particular PN generator for that subnet. If he receives }
no response or is not given an;;edata channel assignment due to saturation of ]
that subnet data channel then he can attempt to access another subnet. This

{ he does by transmitting with the particular PN generator of this next subnmet.

3
|t
;
j 1
‘g;
-
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Since control signals are typically low duty cycle short bursts of trans-
mission, slotted random access for these chamnels seems the best. Also since
any subnet control node may not apriori know which users may enter its subnet,
fixed assigned TIMA slots are impractical for control channels.

TIMA within
subnet

e BT b

CDMA among subnets 1
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Conventional Jamming Analysis }

This note summarizes the main results of conventional jamming analy-
sis. Although the details may differ for each spread spectrum system
against each type of jammer signal, the overall behavior illustrated here
is essentially unchanged. Our purpose here is to illustrate techniques
for combatting intentional jamming which will serve as background for the
specific application to the HF ITF Network.

I. Introduction

How can we overcome the effects of intentional jamming particularly when }
the jammer has a lot more power than the transmitted signal? Classical com-
mmication theory is based on the additive white Gaussian noise chamnel where
this interference is spread over all frequencies with infinite power. Here
good performance is achieved whenever the signal-to-noise ratio "in the signal
coordinates" is large. Following this example we arrive at the basic key to
combatting intentional jamming.

SELECT SIGNAL COORDINATES SUCH THAT THE JAMMER CANNOT ACHIEVE LARGE JAMMER-
TO-SIGNAL POWER RATIO IN THESE COORDINATES.

If there are lots of signal coordinates available and only a small subset
of them are used at any time which the jammer does not know, then the jammer 1
is forced to jam all coordinates with little power in each coordinate or jam ]
a few coordinates with more power in each of the jammed coordinates. l

The signal coordinates used are determined by a pseudo random (PN) sequence
which is assumed to be unknown to the jammer but known at the intended receiver.

Yy

The more signal coordinates available the better the protection against jam-
ming. For signals of bandwidth W and duration T the number of coordinates is
roughly

{ZNT coherent signals

Na Awr noncoherent signals

R

[T

-1-
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To make N large W is most commonly made large by (See References)

o  Direct Sequence Spreading (DS)
o  Prequency Hopping (FH)

Hence the term "Spread Spectrum' signals. Various hybrids of these two spreading
techniques are possible but their performance does not significantly differ
from these two basic anes. (Iaw probability of intercept (LPI) requirements and

vulnerability to repeat back jamming often lead to hybrid designs.) Therefore,
this note is limited to these two systems.

Throughout this note we assume the basic system of Figure 1 where the
following system parameters are fixed:

W = total spread spectrum signal bandwidth

R = data rate in bits per second

S = signal power

J = jammer power} at input to intended receiver

Regardless of the signal and jammer waveforms we define an equivalent bit
energy-to-noise ratio as

By _ws
N &

where typically the names are given to

g-- processing gain

g- = jammer-to-signal power ratio

In terms of dB we have
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TRANSMITTER _.C Z

W = BANDWIDTH ¥
R = BIT RATE (BITS/SEC) T

s

JAMMER

J = JAMMER POWER

Signals

MFSK/FH (Noncoherent)
BPSK/DS (Coherent)
Coding/Interleaving/Diversity

Figure 1. System Overview
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where

Pd] ., = 10 1 W
[Pe] g = 2 %10 ¥

[9/5] g = 10 10gy, (g)

In this note we present bit error bounds as a function of this equivalent
Eb/No for various DS and FH waveforms and various types of jamming waveforms.

II.

Jamming Waveforms

A. Broadbénd and Partial Band Noise Jammers

A broadband noise jammer spreads noise of total power J evenly over
the total spread bandwidth W as shown in Figure 2a. This results in an
equivalent single-sided noise power density.

_J
No =W

Since the signal eneréy per bit is STb where Tb = 1/R we have

S

B =x

is exactly the bit energy-to-noise ratio.

A partial band noise jammer shown in Figure 2b spreads noise of total
power J evenly over some bandwidth W, which is a subset of the total
spread bandwidth W. We define p as the ratio

L]

J<1
3

p=

T —y -
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(A) SROADSAND:
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v Ny wo g
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Figure 2. Noise Jammer

(A) Cw:
2 vv =
(B) Multitone
t t tt t
| W |
v i
Figure 3. Tone Jammer




which is the fraction of the total spread spectrum band that has noise oi
power density

J _J W
LA

= No/p

B. CW and Multitone .Jammers

A OW jammer has the form
3(t) =23 cos fut + ¢
while multitone jammers using L equal power tones can be described by

L
J(t) = }:i V2J/L cos[w t,+ 62]
2:

These are shown in figure 3a and 3b.

C. Pulse Jammer
Pulse jamming occurs when a jammer transmits with power

_J
Jp P

for a fraction p of the time, and nothing for the remaining fraction 1-p
of the time. During the pulse transmission noise or tones can be transmitted.

D. Repeat-Back Jammers

A repeat back jammer first estimates parameters from the intercepted
spread spectrum signal and then. transmits jamming waveforms that use this
information. Such jammers are primarily effective against FH systems when .
the hop rate is slow enough for the repeat back jammer to respond within

-6-
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the hop duration. In this summary we assume hop rates are fast enough to
resist repeat-back jamming.

III. Direct Sequence System

Direct sequence spreading is used with coherent BPSK and QPSK modulations.
The direct sequence spreading at the transmitter and despreading at the receiver
reduces any jamning signal to equivalent white Gaussian noise. The specific
form of the jamming waveform does not change the accuracy of the equivalent white
Gaussian noise model. However, to be most effective the jammer should concentrate
most of its power at the carrier frequency. After despreading at the receiver
this maximizes the jammer signal power in the signal band. (There may be up to
3dB additional jammer advantage for ideal CW jamming).

A. Continuous Jamming/Uncoded

With continuous jamming the bit error probability of both BPSK and
QPSK direct sequence spread signals without coding is given by

- pbgq(\/z(—%)

where
« 1 t2
Qx) = [ — e 7 dt
J2n
x . x2 :
z

This is the usual BPSK and QPSK bit error probability except here

Ry e e

% () = (PGl g - /Sl

B. Continuous Jamming/Coded

Coding can be used here just as any conventional BPSK or QPSK modula-
tion with a white Gaussian noise channel. Standard constraint length K
convoluitonal codes of rate r has the error bound

-7-
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P, < kf:' i N Q <\/2:‘(Tih;)bk>

where Nk is the mmber of data bits corresponding to paths at Hamming
distance k from the transmitted path. Two common examples are as follows:

Example: K =.7, r = }, dmin = 10

Nyg = 36 Njg = 1,404
Nyp= 0 Nis = 0
Ny, = 2021/ Nyg = 11,633
Nz = 0 N = 0
Example: K =7, r =1/3, dp;, =14
N = 1 Ng = 53
Njg= 0 Ng= 0 *
Npg = 20 Ny =184 ‘

Figure 4 shows these standard coding curvers along with the uncoded case.

C. Pulse Jamming/Uncoded

At first it appears that jamming signals can do no worst than a white
Gaussian noise channel of the equivalent Bb/No. Pulse jamming, howeyer, can
degrade performance by much more than expected. Indeed pulse jamming can
make the channel look like a Rayleigh fading channel.

Assume a pulse jammer with parameter o < p < 1. Then the uncoded
bit error probability is

P, (p) = 0 Q @29& ;‘:’ )

———— e s
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Continuous Jamming DNS/BPSK

Figure 4.
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The worst case choice of p is (6]

.o |0.700 E 0,70
R (V. ST A
1 , B <o0.70
e -

This worst case yields (7)

p. = (0.709)Q(1.19
b ()

0.08285

for Eb/No > 0.709. Note that this error probability behaves much like the
performance in a Rayleigh fading channel (see Ref. [1]).

" It will be computationally convenient to use upper bounds on the error

probabilities and then choose the pulse parameter that minimizes the bound.
For example using
x?
Qx) <€ 7
we have the bound
b
Py () < o€ N;

By direct differentiation we see that this bound is maximized by the choice

1 E >

5 - (BN » N
1 , ;?! =1

[}

* When there is no jamming pulse we assume negliable bit error probébility.
Also the pulse duration is assumed larger than the data bit duration.

A_.,,N_..,..v
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This yields the bit error bound
=1

< €

b TNy

P

0.18394

LS

In figure 5 we compare the exact expressions and the bounds for p = 1 (no
pulse jamming) and the worst case pulse jamming, We see that the bound :
is tight in both cases and we are justified is working with its simpler form. :
Also note the tremendous impact worst case pulse jamming can have on the dir-
ect sequence uncoded system. At P, = 10 ° we have almost 40 dB of degredation
due to worst case pulse jamming.

D. Pulse Jamming/Coding

The cambination of coding and interleaving can effectively neutralize
the impact of pulse jamming.

Suppose we assume convolutionally coding and ideal interleaving of the
coded bits so that each coded bit is jammed with probability p independent
of other coded bits. We also assume that the receiver knows perfectly when
a jamming pulse sccurs during a coded bit transmission. This system serves
as an ideal perfovrmance limit. Less optimm receiver structures will be
examined later.

pos vy

Consider a path that diverges from the correct path in the trellis
diagram that has distance k coded bits during the ummerged span, The Viterbi
algorithm may incorrectly select this path if all k coded bits are jammed and
the correlation of the received sequence with the incorrect path is larger
than the correct path during the umerged span. This occurs with probab-
ility

oo ()

o

In general it is very difficult to find the worst case pulse jamming
parameter here. By using the upper bound on Q(x) we have the bit error
union bound

e AN bt o0 W 4 R 4 A WA e T
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By differentiation we maximize the bound with the choice

A -

P = r[EElo) _ N; r l
t , <1
. n i

Tlmsfoer/No>1/rwehave X

® -1 k
Pb < }E Nk [_(wr o]
Figure 6 shows this worst case pulse jammer for the K=7, r=§
convolutional code. Also shown is. the no pulse (p=1) cases
with the bound on Q(x). Yote the impact of pulse jamming is
effectively neutralized with coding and interleaving.

It is clear from this analysis that lower rate codes (r small) tend
to force the worst case toward continuous jamming. Since we use direct

o = g o A 2 SR R e ¢

sequence spreading there is no bandwidth penalty for using low rate codes
: in this application. Also it should be noted that without interleaving /

cod:i.hgmulddomgood. '
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Figure 6 Coding/Interleaving DS/BPSK
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IV. Frequency Hopped System

Frequency hopping is typically used with noncoherent MFSK modulation where
we take
- M= 2K

This modulation technique is also a form: of orthogonal block coding where K data
bits determine one of 2X orthogonal codewords or waveforms to be transmitted over
the channel. Spectrum spreading is achieved by shifting the carrier frequency of
the MFSK pulse by a pseudo random amount determined by a PN generator.

Since CW tones look like the MFSK signals, this type of jamming waveform can
place the most energy into a noncoherent MFSK detector. This, however, is not
significantally worst than the worst case partial band noise jammer. For ease of
analysis we shall assume the jammer uses Gaussian noise waveforms.

A. Broadband Jamming

For broadband jamming the performance of noncoherent MFSK signals is
" that for the additive white Gaussian noise channel with single-sided noise

spectral density
_J
No™ VW
-Here we have the symbol error probability

| M e K+l k (Es)
o + - ——
o2 (8) o wen e (%

and the bit error probability

!

il K1) g, _ -2AK 5

T K1 1 nr€ W \§
=1

This is shown in Figure 7 for M = 2,4,8,16 and 32. Also shown here is the

coherent DS/BPSK uncoded bit error probability with continuous jamming,

We again find it convenient to use simpler to evaluate upper bounds
especially for the analysis of more complex systems. Here we note the
pairwise error probability

-18-
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where P(s +$-~) is the probability that the detector output of symbol sg is
greater than that of the transmitted symbol Sy Here

B, - K,
The union bound gives the symbol error bound

5
P < (+-1)2€ K\m-

o

and bit error bound

P, < M e'K(zs":)
= 1 e‘K[(éTih) - In 2]

o

Figure 8 shows the actual bit error probabilities (dotted lines) and the
corresponding union bounds (solid lines)for various values of M = ZK. From
this it seems we are justified in using the simple union upper bounds.

B. Partial Band Jamming/No Diversity

The impact of partial band jamming on FH systems is analogous to the
impact pulse jamming has on direct sequence systems. The result is much
like a Rayleigh fading chamnel.

Assunme a partial band noise jammer with parameter 0 S p £ 1. The
probability of error is given by

241 . &K (Eh)
»,,m-o-x—z ()t 1 oot (3

This is generally difficult to work with so we examine the union bound
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b e R i K

1 -pK (Eb )
Pb(p)s Moe m;

This bound is minimized by

2 . B S 2
K&,/N) RN K

() -
1 : B oo 2
N K

This yields the bit error bound

p < X1

b
e [E; ”o]

vhen E /N > 2/K.

Here we see that as K increases the worst case bit error bound increases.
These are shown in figure 9 where we compare the union bounds for broadband
noise jamming and worst case partial band noise jamming. As with pulse jam-
ming against uncoded DS systems, we see that worst case partial band noise
jamming has a tremendous impact on the performance of FH systems. At Pb-IO“
we have at a 40 dB degredation due to worst case partial band jamming compared
to broadband jamming.

C. Partial Band Jamming/Diversity

As noted above MFSK modulation is also a form of orthogonal coding. .
To use this coding effectively we need to 'break up' the impact of jamming
into independent components much like the way we can combat Rayleigh fading.
This can be done using "diversity'" which is dual to interleaving used in com-
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batting pulse jamming of DS systems.

We take the original MFSK pulse of duration Ts seconds and divide it
into m MFSK chips of duration T, = Ts/m seconds. Each MFSK chip is then
independently hopped where independently hopping each MFSK chip means that
we lose phase information among the m MFSK chips that make up the original MFSK
signal. Here we assume the receiver noncoherentl: combines the m chip energy
detectors for each of the M de-hopped signal frequencies. This is a sub-
optimm but convenient receiver structure. We also assume the ideal receiver
that knows exactly when a particular MFSK chip is jammed or not. That is,
the receiver knows when the hopped frequency falls into the portion of the
band that is being jammed.

In this situation we need to use a Chernoff bound with parameter
0 SA<1 where [1]
] 1 "’(_A) ;; )
p 1+
P(sm->s,';l)5 Vi I:;z— e [¢]

where

Cc

Blm

This Chernoff bound can be compared with the exact result for p =1, m=1,
and K= 1 where :

s
P(sp, = sp) = %-e %
) X%
1/ 1 '( + )
< x{—)€ 0
2-(1- )?)
for 0 S AS1. Minimizing the Chernoff bound with respect of A €[0,1] we

compare the Chernoff bound with the exact bit error probability for this
case in Figure 10. Again we see that the bound is fairly tight.

Returning to the general expression if we maximize the bound given above
with respect to 0<p<1 and minimize it with respect to 0 <1 <1 we obtain A=},

-21-




Figure 10 Broadband Jammer FH/BFSK
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A 1 4
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(Sm-"sul 3 e(Bc/No)
m
« 1.{__dm
2 eK(E,/N,)

The worst case bit error bound then becomes

R s 27 (Ko
o .
Although the diversity parametér m is an integer we can to a good ap-
.proximation minimize this bound assuming m is real valued. Choosing the
minimizing value

we obtain the bound

This also yields

pn3
Figure 11 shows this optimm diversity performance compared with no diversity
against worst case partial band jamming for M=2 and M=5. Note the optimm
diversity case against worst case partial bandjamming is only 3dB worst than
the broadband noise jammer case.
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Although MFSK signals can be viewed as orthogonal coding we can also
further code the MFSK symbols using more conventional codes. For conven-
tional binary comvolutional codes with BFSK we have the bit error bound

. . R
<z 3 n -2 e (=) (’wﬁ“)
e Kl1w

where
Ec-;:g

r = code rate in bits/chammel bit

Hence maximizing with respect to 0< p<1 and minimizing with respect A and m

yields
1
k=-2-
3
P"T
-5 (3)
(0]
and the bound

By %i‘ N € 7 (;%)k
k=dpin

This bound is 6 dB worst than the bound for the same code with coherent
BPSK/DS. Figure 12 compares the uncoded BFSK with the X = 7, r-%standard
binary convolutional code.

For M-ary alphabets we can use orthogonal convolutional codes of con-
straint length K where M = ZK and also dual -X codes.
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where m* is the optimm diversity per data bit we have

Dual-3:

5
P < 8D"* T
(1-2p-29p7] 2
Orthogonal:

Pys _ 3% D=6 21'
[1-2p)2

These bit error bounds are shown in Figure 13 along with conventional MFSK.




Optimm Diversity FH/MFSK
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V. Conclusion

Without coding and interleaving (or diversity) jamming signals can do con-
siderably more harm than a white Gaussian noise chammel with the same effective

-

Bl = me ;
£ g
effective l

At P, = 10"%, for example, there is a difference of approximately 40 dB between the
ideal white Gaussian noise channel and the worst case jammer against uncoded DS and
FH systems. With coding and interleaver (or diversity), however, this large differ-
ence is effectively eliminated.

The above results assumed ideal receivers that could detect when pulse or
partial band jamming is in effect on a particular transmitted symbol. In this
grant work we are currently investigating various receiver types including those
that have channel measurement data. At HF frequencies we feel this is an important
factor to consider. Various general types of receiver characteristics include

¢ Channel Output
* Hard Quantized
* Soft Quantized
o Threshold

* Jammer State
* Known
+ Unknown

Eer --r~:w—:—mtwmarm——~w’"-‘~"'w =

Decision Rule
* Maximum Likelihood
¢ Maximm Metric

Channel State
» Unknown
o Known Noise Distribution
 Known Propagation Distribution
» Skywave/Groundwave

e .t o e
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The analysis of more complex systems such as those with complex chamnel
characteristics and suboptimum receiver structures, becomes extremely difficult.
To simplify this task we will use union Bhattacharyya bounds for maximumm likelihood
receivers and Chernoff bounds for suboptimum receivers. In this note we have dem-
‘onstrated the use of these bounds and how they can be effectively used for the
analysis of complex commmication systems.

Although in theory the coherent DS/BPSK systems seem to perform better than
the noncoherent FH/MFSK systems, practical implementation considerations strongly
favor the noncoherent FH/MFSK approach. Most important of these practical advan-
tages are:

- easier synchronization
wider spread bandwidths
does not require a contiguous band

Most i.mportént is the robustness of noncoherent FH/MFSK compared to coherent
DS/BPSK systems. Low probability of intercept (LPI) requirements and vulnerability
to repeat-back jamming may, however, lead to hybrid designs usually in the form of
frequency hopping of (direct sequence, orthogonal, or Gold code) binary BPSK
sequences with either coherent or noncoherent reception.

 meur,
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FACTOR OF ONE HALF IN ERROR BOUNDS

This note shows that the commonly used error bounds, Bhattacharyya and
Chernoff bounds, can be reduced by a factor of one half. For this reason most
f of the bit error probability bounds used in this grant research will include

this factor which tightens the bounds.

I. INTRODUCTION

Jacobs [1) gave sufficient conditions for reducing the standard Chernoff
bound by a factor of one half. We rederive this result here and give less re-
strictive but harder to verify sufficient conditions. We also present some
related results of Hellman and Raviv [2] which shows that all Bhattacharyya
bounds can be reduced by a factor of one half.

Let Z be a continuous random variable that can have one of two probability
densities: |

H, f1(z) , =®<z <®

1 (1)

H fz(z) <z <®

9 ¢
where we have a-priori probabilities for these two hypotheses denoted

- Pr{ul} and W, = pr{uz};

M 2
We assume an arbitrary deterministic decision rule characterized by the following
decision function: Given an observed value z of the random variable Z let

1 , decide Hl
¢(z) = (2)
0 , decide Hz

In terms of this decision function we have conditional error probabilities
P, = Pr{decide H2|HI}

E,

- f 11-6(2) )£,(2)dz 3)
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P
E

= Pr{decide nllnz}

- [¢(z)f2(z)dz (%)

The average error probability is

P,=nP, + 7P
E 1'E, 232

S mE@ ) s @i (o

| Often error probabilities are difficult to evaluate and so easily computed
bounds are often used. In the following we examine Bhattacharyya and Chernoff
bounds for various decision rules.
II. MAXIMOM A-POSTERIORI (MAP)

The decision rule that minimized Pp 1s the MAP rule,

1, wnf.(2) >nf(2)
#(2) -{ 11 22 (6
] o, "’1f1(z) < "2fz(z)
wvhich satisfies the inequalities ’
(zﬂa
¢(f) hs Wﬁ €))]
1 < 2(2) ¥ (8)
R px A )
for any a > 0, 8 > 0. These inequalities are typically used to derive the
bounds
_/'“ Tyt ) fl(z)dz
(z)
AV 18 )8 (9
- ? / 1 2 z .
1) =




- a—r——— ey

g P

e < e = et i sy PSR .. - O

and

o] f (g) @
P, < 11
E, _/ [wzfz(z ] £,(z)dz

-0
- "1 > a 1-a
;2- _,./ fl(z) fz(z) dz (10)
Next define the function -
B = /£ ()%, (2) 1%z (11)
EAtE

Then the average error probability is

< n 1P 39 + o3, %@ (12)

Ppim M

E
for any a > 0, B8 > 0. 1In general we would choose & and 8 to minimize these
bounds. The special case where

6-8-%

results in the Bhattacharyya bound

P,

1
g 22/mM7 3(3)

<5 (3)

- f m\/flf:-)fz(z)dz @3

since
VURE as
2
In most cases of interest such as when
fl(z) = fz(-z) for all z (15)

1

we have & = 2 ninimizing the function B(a). When fl(z) and fz(z) are conditional

probabilities of a comsunication channel model, this is usually the case.
Let us now reexamine the general form for the average error probability

using the MAP decision rule. Note that

[V,




P = f {mf@ ]+ mr@em)ar
«
-:[ lin{'lrlfl(z), ﬂzfz(z)} dz (16)
Pollowing Hellman and Raviv [2] we note that foranya >0, b>0and 0<a <1

we have
ninfa,b} < a%'%, an

This yields the upper bound on the average error probability
o
Pg s [ﬂlfl(z)]" ["zfz(’)] 1042
-l
= w3 %8 () (18)
I1f the minimizing choice of a is in the unit interval [0,1] then this bound is

always a factor of ome-hald smaller than the bound given in (12)., 1In particular

for the Bhattacharyya bound where a = 1 , this bound due to Hellman and Riviv

shows that there is always a factor of one-half,
(-]
Ppii f VE(2) £x(2) dz (19)
=00

Thus the commonly used Bhattacharyya bound particularly in transfer function
bit error bounds for comvolutional codes can be tightened by a factor of one-

half.

© IIT. MAXIMUM LIKELIHOOD (ML)

The ML dec:l.s:l_on rule,
1, fl(z) 2 fz(Z)

0, fy(a) < f(2) 20

¢(z) = {

tends to keep both conditional probabilities closer in value but only minimizes

Px when Ll e 1/2, the equal a-priori probability case. In general we have

inequalities




Sy, e Qe  R

#(z) = Fﬁiﬂ' (21)
| £5(2) |

and _ g
" [1-4(z)] < [£2(2)]
L-fl(z) N

Ia

(22)

resulting in conditional error bounds v '

Py < BO-B) (23)
1
and
PE < B(a) (24)
2

The average error probability is simply
Pp < 113(1-8) + ﬂzB(c) ‘ (25)

while the choice ¢ = f = % which often minimizes this bound yields the usual

Bhattacharyya bound

7 (3) (20

Again using the inequality (17) we can show a tighter bound as follows:

P, = /“{wlfl(z) [1-9(2) ] + 1,8, (2)e(2)}az

s mexfw,m} S/ {112 102 1 + £00) o) oo

- max {r,,7,} :[ nin{fl(z),fz(z)}dz

< mx{ 'll’l,‘ll2 }/.“fl(z) ufz(z) l-adz

- max {"1'“2 } B(a) 27)

for 0 < a < 1. For the case
1
m=""2

and @ = % we again have a factor of one-half. Most cases of interest have

! ~ equal a-priori probabilities.




IV. MAXIMUM METRIC AND CHERNOrF BOUNDS
We now assume that Z is some sort of metric used to make the decision when

2=z,

. 220 choose H,
r .
. - <0 chooseH,.
1 2
The decision func!:ion is then

(28)

1, z>0

¢(z)-{ (29)
0o , z<0

and conditional errors are

rgl - _[ (1-6(2) )£, (2)dz

0
o (30)
-t

and . A
PEz - :[ #(2)£,(2)dz
- /.. fz(z)dz (31)
‘ 0
For @ > 0 and B > O we have the standard Chernoff bounds
® -z
P‘1 < / e £ (2)dz (32)
-0
and .
P, < [T E (2)az (33)
3 E, - :[ ¢ 2
] Thus, the averaged error probability is
% . Py < wlcl(a.) + nzcz(B) (34)
{ where -
| ¢, (@ :[ %%, (2)dz (35)
: and Bz
1 c,(8) = [ s, (2)dz (36)
3 ' : _

é




ll and PB are less than .5 then the Chernoff bounds
2

are minimized by non-negative parameters o and 8. Hence, the Chernoff bounds

Note that in general if P

apply for all real values of a and f.
Jacobs [1l] considered the conditions

£1(-2) 2 £,(2) all z <0 . . (37a)
and
£,(-2) 2 f,(2) all z > 0 (37b)

Then using the inequality
ete . coshw
2 .
21 all w (38)

and change of variables of integration he showed the following inequalities,

¢, (@) :[ e %, (2)dz

./oe‘“‘fl(z)dz +/° e g, (max
.4 0
0
-foe'azfl(z)dz +f eazfl(-z)dz
> [0 e + [0 (e
=

-l
-2 / cosh az-fl(z)dz
P~ )

0
>2 / £,(2)dz (39)
-0
or
P, <1
81 -3 Cl(c) (40)
and similarly
P, <1
E, =3 C,(B). (41)
7

TP YT W W




Thus, the often satisfied conditions given by Jacobs in (37) results in a fac-

tor of one~half in the usual Chernoff bounds.

Less rastrictive but more difficult to prove conditions are that

™ * 0 A*
‘ f e *f (2)dz > f * %t (2)az (42a)
0 Yoo
| _.[ e ()ex > { S XOTS (42b)

vhere a* minimizes c,(a) and 8* minimizes C,(8"). Note that for the special

case of a* = 0 we have

o 0
/ £.(z)dz > £.(2)dz
5 1 -_[ 1
=P (43)
5

which is always satisfied when
- - 1
‘ Indeed, conditions (42) are also true for some non-negative range of o values.
: We assume it is true for the minimizing choices of the Chernoff bound para-
meters. Note that conditions (42) are less restrictive than those of (37)
since (37) implies (42). Now consider the inequalities,

NORYNCY

0 -(l*z
'/ e fl(z)dz
* *
./-0 e’a zf:l(_z)clz + e zfl(z)dz
- 0
0 0 &

2
e fl(z)dz +f & zf:,_(z)dz

-0

2
P
0 * .
» 2/ cosh a 8-!1(z)dz
-l




4 0
T . 2/ £,(2)dz
‘ -0

-2P . (44)
B
] ) 9
, ° ' B < % C,(a). (45)
1
and similarly 1
Pnz <3 C,(8) (46)

Next for the special case where

1
meh "2
and
ot - gt
sufficient conditions can be given by
o * P '
/ e %t (2)dz > [ e-a*zfz(,z)dz (47a)
0
, and :
‘ 0 o* 0 =x
§ / e “f,(2)dz > f & £ (2)dz (47b)
E - . . =00

Note that these conditions are always satisfied if our decision rule is a maxi-
mm likelihood decision rule where
£,(2) < £,(2) for all z > 0 ' (48a)

and

fz(Z) > fl(z) for all z < 0. (48b)
Assuming conditions (47) we have
C,(a) + C,(B)
2 ¢, (™ + ¢, (a®
- /’“.“’*‘fl(z)dz
e

0o &®

+[ * Ut (e)de

(>




P R e T A AR o ik s Aot 6 Solh, e = sraom = o = P

0 * © &
-f P zf].(z)clz + P zfl(z)dz

- 0

"’foea*zfz(z)dz +f“e°*z£2(z)dz
= 0

> 0 a*z © g%z

_/ e fl(z)dz +/ e fz(z)dz
~= 0

0 &*z o a*z
+/ e fl(z)dz +/ e fz(z)dz
~s0 0

*
=2 cosh a zfl(z)dz

-0

[ -]
+ 2/ cosh a*zfz(z)dz
0

>2P. +2P (49)

E E,
or .

1 1

p.=1p +1p

e=2% T2,
1 1

27 G +7 C,(B). (50)

wvhich is again a factor of one-half less than the original Chernoff bound on
the average error probability (34) for Ty %

For the special case where Z happens to be a maximum likelihood metric,

zn[flm] (51)
2= > 51
lezi
then the conditions (47) hold and
Cy = [ e, (e
- Qa

; g
; £, (2) -
‘ "f fl(z)l-afz(z)adz
-0

= B(1-a) (52)

10




cz(B) = [ eth‘z(z)dz
8
- [ £1(2) £,(2)de
fz(z)
W AERCL XU

= B(B) (53)
where B(*) is given by (11). Recall that B -;;) is the Bhattacharyya bound.

V. APPLICATIONS

In most applications of interest we consider two sequences of length RN,
%, 50 (54)

that can be transmitted over a memoryless chsmnnel with input alphabet X and out-

put alphabet Y and condition probability

P(y|x) , =xex , yef. | (55)
This is shown in the following figure.

Memoryless
x xeX ' Channel - yeY Y

P(y|x)

. I
P xl® = n1_!’11’(}'n l_"n)

The receiver obtains a sequence

yeY N (56)

from the channel and must decide between hypothesis

x is sent

% is sent

vhich have a-priori probabilities

¢ LA rr{nl} and 7, = Pr{llz}.

n




The receiver will typically use & metric

n(y,x) xeX, yeY (58)
and the decision rule where if and omnly if
N N

.ngln(yn.!ln) 2 u2-_?11n(yn,x2n) - (59)

then choose Hl. By defining
4 N
Z= 2 l-(yn.xln) - m(yn.xzn)] (60)

n=1

A Wy o

Py v o B%

we have the basic problem considered in previous sections.

B

For M sequences of length N denoted x,, x,,..., X, we have the decision

rule: Given 1:!" choose the sequence Xxg that has the largest total metric
>
n(y_,x. ) (61)
o=y o'En

for X - (xﬂ,xﬁz,..., xm) ex". The union bound for each conditional error

probability is,

- : Pp = Pr{error|x_}
» ~m

< irr{dec:lde b Il‘m } (62)

70 a3 1

mn=1,2,..., M.

Here we have

O W ety Tt TN e T

Pr{deciding xa|x } < P(x ox2) (63)
- where 1’(_2"‘l -'_x‘,‘) is the probability of deciding Xg when x is sent assuming x

and g are the only two possible sequences. That is,

N
P(x %) = Pr f ‘Elll(yn,xsn) - n(y,x,)] 2 OI_:E_} (64)
which is the two hypothesis error probability. Here we apply our two hypothesis

results discussed earlier.

; 12
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I. INTRODUCTION

The performance of conventional uncoded communication systems for the ideal-
ized additive Gaussian noise channel is well understood [1,2]. For these cases
closed form expressions are known for the bit error probabilities. When coding
is used, however, exact bit error probability expressions are difficult to obtain
and upper bounds are typically used to evaluate performance [3]. This is also
often true in evaluating uncoded bit error probabilities when we have any of the
following more complex signals and channels: /

@ new bandwidth efficient modulations |
@ intersymbol interference signals
@ multipath signals l
©® interference due to other signals

® channel nonlinearities ‘3

@ suboptimum receivers

@ fading channels

In general once we consider more complex signals and channels, bounds on the bit
error probabilities are usually required to practically evaluate bit error prob-
abilities. Obtaining exact bit error probabilities for these more complex com-

munication systems, especially those using coding, is often unrealistic.

H In this note we shall consider the general anti-jam communication system

. 1llustrated in Figure 1. We will derive a general error bound which will serve
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as the basis for evaluating the performance of all such complex comsunication

systems. The key feature of this approach is the decoupling of the coding aspects
of the system from the remaining part of the communication system. Specifically

we compute the cutoff rate parameter [3,4,5,6)

E
Ry = ¢ (K—c) bits/channel use 1)
0

which represents the practically achievable reliable data rate per channel use.

This cutoff rate will be & function of the equivalent channel signal energy to

noise ratio

E E, @
N

which is shown here to be directly related to the energy-per-bit to noise ratio
usually given by-(assuming jasming limits performance)

PG
T 3
No J/s

Here r is the data rate in bits per channel signal and we have the usual jamming

parameters

PG -% » processing gain

S = signal power

J = Jmu pover (l‘)

W = spread bandwidth
' s R = data rate in bits per second.
E For conventional coded direct sequence (DS) coherent BPSK signals Ec is the
| energy per coded bit while for m diversity frequency hopped (FH) noncoherent MFSK,
E 1is the energy of each diversity "chip" signal.
For any specific code we then derive a bound on the coded bit error prob-

ability of the form"
1
Pb 3 B(Ro) )

§ .The factor of one-half appears in most of the Chernoff bounds. This is discussed
' in another note.
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which is only a function of the cutoff rate R;. Since the function B(lo) is

unique for each code and the cutoff rate parameter, "0’ is independent of the
code used we are able to decouple the coding from the rest of the communication
system. Thus to evaluate various anti-jam communication systems we can first
compare them uging the cutoff rate parameter. Codes can then be evaluated
separately.

The use of diversity and conventional MFSK modulation can be viewed as a
form of coding. Here too bit error bounds will be expressed in terms of the
cutoff rate R.. For some special cases where we know exact bit error probabili-
ties we compare them with these general bounds and show that the bound is about
1 dB off 1in !b/No for bit error probabilities of 10"3 or less.

II. EQUIVALENT MEMORYLESS CHANNEL

The general AJ communication system is modeled as shown in Figure 1. Here
we consider the subsystem shown inside the dotted lines as an equivalent memory-
less channel available for sending coded data. We assume ideal interleaving
wvhich creates the memoryless property. Various types of receiver characteristics
include:

@ Channel Output
® Hard Quantized
® Soft Quantized
OTbr;shold

@ Jammer State Information
@ Unknown
@®Known

® Decision Rule

® Maxioum Likelihood

O Maximum Metric
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O.Channcl State Information
®Noise Level
©®Signal Power
In some cases where channel characteristics may change slowly channel probes and
measurenents may be used to enchance communication. On a short-term basis a
receiver may detect when the particular transmitted symbol is jammed or not.
These are all included in the general communication system of Figure 1. Later

we shall compare various special cases.

ITI. CUTOFF RATE AND BIT ERROR BOUNDS WITH NO JAMMER STATE INFORMATION
We assume the receiver does not know wvhen a jamming signal i{s present

in the channel output. For each example AJ system we have an equivalent

senmoryless channel as shown in Figure 2 with input symbols from alphabet X
and output symbols from alphabet Y. We also assume that the receiver uses #

a metric m(Y,x) to make decisions. The maximum likelihood decision rule

corresponds to a particular choice of m(y,x).

Memoryless
x < X Channel y Y 3>
P(y})x)

Metric m(y,x)

Figure 2 EQUIVALENT MEMORYLESS CHANNEL
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Consider two sequences x, i € X" and the pairvise error probability of

E the receiver choosing ; vhen x is transmitted assuming these are the only two
possible transmitted sequences. This probability is denoted P(x + i). Using
the Chernoff bound with parameter 1 > 0 we obtain

P(x ~ x)-Pr El(y,x)<! l(y,x)lx}

n=l
{2I-(y 2) -at,x)] 20 | x }
n=l
< . {. Angll-(yn"n) -m(yn,xn)] ,l} (6)
ol g Almlyg X)) - mly .x )]
ne=l X
Defining
D(x, ;1) = E {20, X)-0(y,x)] lx} )
we have the Chernoff bound,
P(x ~ x) < II D(x ,x sA) (8)
n=l
where
D(x,x;A) = 1 all x € X. 9)

Suppose all the components of x and i are independently chosen according
to the probability distribution
q(x), x ¢ X. (10)
The cutoff rate is generally defined as,

Ry = max max R,(q;}) ayn
A0 q

vifire Ro(q.l) is given by the relation
- (‘loA)
2 Yot E (D(x,%;1)

L I q(x)q(X)D(x,x;}) (12)
x X




Throughout this note we consider symmetric channels where for alphadet size,

M= |X] (13)
ve have
1(8)-%.x¢1 (14)
aod . f
DAA) , f¥x
D(x,x;1) = @as)
1 » 2= x,

For this case

Z I q(x) q(®) D(x,2;))
x £

« 1+ (¥-1) D) (16)

and the cutoff rate is simply,

Ro - ltag2 M- 1032 [1+(M-1)D] a7”n
vhere .
D = ain D()). (18)
A>0

Note that here there is a simple one-to-one onto relationship between D and Ro

For this symetric case the pairwise error probability for two sequences

o e s o e

X,R € X" has the bound

N
P(x +2) < T Dx,,2;))
n=l s
- DQ)'(E’") 19

vhere w(x,%) is the Hamming distance between x and £. Minimizing the bound with

respect to A > 0 we have

P(x + §) < DV &X (20)

When using a specific code which consists of many sequences the decoded bit




P

error probability can be union bounded by pairwise error probabilities which

result in bit error probabilities of the form
L G(D) (21)

where G( ) depends on the specific code. Since D can be expressed in terms of
the cutoff rate "0 ve also have the equivalent bound
2
P, < B(R,) (22)

vhere again B(:) depends on the specific code wheras the cutoff rate Ro depends
only on the memoryless channel.
If the metric happens to be a maximum liklihood metric which has the form

a(y,x) = agn p(y|x) + b (23)
vhere a > 0, we have
{A[n(y,x) - n(y.x)]l }
D(x,%;1) = E |e x
Aa[fn p(y £) - Lnp(yix)]
=L e p(y lx)
7 A
- FICE N (26)
| 5 p(yjx) p(yix)

This is usuvally minimized by Aa = 1/2. Thus

min D(x,%;A) = I \/p(y x)p(y|x) 25)
y

which is the Bhattacharyya function [3]. The optimized Chernoff bound for the
saximum liklihood metric results in the usual Bhattacharyya bound.

For all metrics of interest including the maximum likelihood metric, the
gensral bound 1iven in (22)can be reduced by a factor of one half. In another
note we show that under a difficult to check, but easily satisfied condition we

have

< 1 oawy. 26)

Pb 5

Throughout this paper we assume this factor of one-~half applies.

T, RPN e T e

A AN TP o TSRy ) SO - 1 e



IV. CUTOFF RATE AND BIT ERROR BOUNDS WITH JAMMER STATE INFORMATION

Ve nov assume that the jamming signal is present at the channel output with
probadility p. Thus for each use of the channel the jammer state is characterized
by the random variable

=

» with probability p
2=
0

» with probability 1l-p. @n
Assuming ideal interleaving and/or diversity we assume this random variable is
independent of the other uses of the channel.
The equivalent wemoryless channel with the receiver having jammer state
information is shown in Figure 3. Here now the receiver uses metric a(y,x | 2).
z
| 4

Memoryless

e S I

xeX o Channel yecl,.
plyix,2)

Metric m(y,x | z)
Figure 3 EQUIVALENT MEMORYLESS CHANNEL

Consider two sequences X, X ¢ XN, jammer state sequence z, and the pair-

wise error probability of the receiver choosing i when x is Cransmitted assuming

-y e

these are the only two possible transmitted sequences given z. This probability
is denoted P(x - x|2z). Using the Chernoff bound with psrameter A > 0 we obtain

N
z

. .
Prif miy,x|z) < iy % | 2)) | 2.2}

n=l n=l

P(x~>x |2)

N
Pr (nflll(yn,in lz)) - my.x (21120 | x,2}

E (e

T mar S Tl T e AR M TR

Angl[m(yn’i‘u I z) - aly.x | zn”l

A

_ : E{.M"’u'in lz) - mly x| zn)ll

x ,z } (28) *?
a=1 n'n :

Now averaging over the sequence z = (zl. Zye coes zn) we have




N
] AL [u(yu,ﬁn | z) -y ,x | zn)ll

P(x+X) <N E{e 2" . (29)
o=l

Defining

D(x,x;)) = E {.)-Il(y.£ l2) - a(yx | 8)]|x} (30)
we have the Chernoff bound

N

PG+ 3 < nl-ll n(xn.i‘:n;x) 31)
where

D(x,x;1) =1 allxeX. 32)

The rest of the analysis is identical to that of the previous section.
In fact when we have the special case,
u(y,x | 2) = n(y,x) (33)
we obtain all the results of the previous section using the channel probability

P(y | x) = (Q-0)p(y | x,2 = 0) +oP(y | x,z = 1). (36)

V. DS/BPSK EXAMPLES

The use of direct sequence (DS) spreading reduces the jamming signal to
an equivalent white Gaussian noise term after despreading at the receiver. If
the jammer uses pulse jamming with fraction of jamming time p then the equivalent
discrete time channel is modeled as shown in Figure 4. Here we assume ideal
interleaving so that the channel is memoryless. The quantizer determines the
ch?ic. of channel outputs being hard or soft decisions. We now examine several

special cases.

10




with probability 1/2

with probability 1/2

with probability ¢

with probability 1l-o

Figure 4. EQUIVALENT DS/BPSK CHANNEL
WITH PULSE JAMMING.

A. Soft Decision and Known Jammer State

1deal performance is achieved when the receiver has complete channel
output information, knows the jammer state for each use of the channel, and

uses the maximun likelihood metric
aly,x | 2) = ga p(y | x,2).

This yeilds the Bhattacharyya bound

D(x,%; 1/2) = E{ J_Vp(y [ x,2) p (y | %,2) dy}

1 x=x
i D:a& x ¢ x

11




or

ok
No
D= pe 37
For the uncoded case where N = 1 and Ec = !b ve have the bit error bound F
1
be_ 7 D
E
1 ‘Q‘NJ: q
= 2 Ppe (38) !
wheras the exact bit error probability ia

By = QQ(\/;—% ) (39)
For continuous jamming where p = 1 we have the exact bit error probability and
the bound shown in Figure 5. For the worst case value of ¢ that maximizes the
bit error probability we obtain the worst case pulse jamming curve for the
exact bit error probability also shown in Figure 5. Wwhen 0 is chosen to max-
imize the parameter D we have the corresponding worst case pulse jammer bit
error bound shown in Figure 5 .

Using a binary code of rate r bits per channel use we have the bit error

probability bound

(40)
(41)

(42)

agein choosing p that maximizes D we obtain the bit error bound shown in Figure

6 for the K= 7, r = 1/2 convolutional code which has parameters

p¥ |

G(D) -kz.’ N

dnin ¥
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Figure 6 Coding/Interleaving NS/BPSK
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iy O s O
(44)
'12 = 20 “16 e 11,633
M3= 0 T A 0
Note that since the cutoff rate ‘0 and D are related by
R, = 1 - log,(14D)  bits/channel use (45)
or
pe2@R_, (46)
we have for this code
1
P2 2 B(Ry 7
vhere
- (1-Rg) _, k 48
B(R,) ¥ 8, (2 1) (48)

k-d. in

B. Hard Decision and Known Jammer Satate
The hard decision quantizer of Figure 4 results in e binary symmetric

channel (BSC) with crossover probability

P yz =1
€ (2) ={° (49)
0 , 2 =0
vhere
N
-

Suppose the receiver knows the jammer state and uses the naximum likelihood

metric. Then we have the Bhattacharyya bound

15
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Dxx; 1/2) = B4 G0 VRO TD) B GIEm))

>

- x (51)

1 ;
{o Yap(l-p) ; x4 x

>

or
Dep ﬁq(\/%) u-q(./oi%)] )
- Observing that in Figure 5 for Ec/!lo of interest we have
V2 1 ok
Q¢ o—%jo v e (53)
and
-pxie (54)
Dy \/,2-99 ZNO

which is approximately 10 logm 2 = 34dB in Ec/No from the soft decision
channel. This is expected based on the conventional additive white Gaussian
noise channel.
C. Soft Decision and Unknown Jsmmer State
We assume the receiver does not know the jammer state and uses the metric
o(y,x) = yx
which would be a maximum likelihood metric if we had a simple continuocus
jammer where p = 1, Then
D(x,x;A) = E {!My(; - X)]/N°|x}

o £ (M +23)(x - x) /N

. MX(E = x) /N prAzn(x - x)/Ng
A 2,7 2
MG - X N gy o0e A (x = X))

or -

.2
D) = e"2MBe /Mo {1_oroedh Ec/ (0No)} (55)
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Note that if

ps & f3E

(56)

the derivative of D()) with respect to p is negstive suggesting p should be

chosen as small as possible to maximize this function. In general regardless

of the choice of A by decreasing p D(A) will exceed one and we have either a

poor bound and/or this soft decision receiver without jammer state knowledge

yeilds poor performance. To check this actual performance consider two

sequences x, % ¢ X"
vhere
v = w(x, i).

Then

P(x+X) =Pr{(g,x-x >0]|x}

(! y G -=x)200x)
Pri{l Vo (X, = %02 | x

Pr {1:):'1 (-VE, + 2n,) >0}

Pr {i:):,l zini_>_w V EC }

w
#1

-5 & ota-e a2 ¥

< p¥

instead of choosing p to maximize P(x -+ i) choose

1
o.——-—
2k
2
“(“o)

and note that

o V2ol ) ) = VS

> Q)

1?7

=

(57)

ol w w
Pr{il:l z;n, > wVECIiEI zitl}Pr{izl z- L}

(58)

(59)

(60)

o gt




pe-® 2> I @ ota-o"t e
i=1

e [1- (1-p)¥] Q(1)

- - - —=—" 1 o) (61)

ZUZ(%)
This shows that for the worst case choice of p P(x + X) cannot decrease
exponentially fast with w and hence the soft decision channel with no jammer
state information yeilds poor performance.
D. Hard Decision and Unknown Jammer State
For the hard decision channel the memoryless channel becomes a BSC with
crossover probability

€ = pQ( Dz—::) (62)

A receiver that has no jammer state knowledge uses the metric

n(y,x) = -w(y,x) (63)
and has R
- 1 »y X = X
min D(x,x;A) = —_— (64)
Vée(l-¢), % ¥ x

or
ZEc ZEC

D = J40Q(o57) (1 - 0Q( ) (65)
o [+]

which vwhen compared with the hard decision channel with known jammer state

differs by roughly Yo . Against the worst case pulse jammer the hard decision

reaeiver with no jammer state knowledge does much better than the soft decision

channel with no jammer state knowledge. This is because here
D<1 (66)

and

P(_x_ - i) < % '(Eoi) (67)

18
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decreases at least exponentially with w(z, X) wheras this is not true for the
soft decision channel with no jammer state knowvledge.
K. ‘0 Evaluation

The cutoff rate for each coded bdit in the worst case pulse jamming environ-
ment is given by

Ry = 1-log,(14D)  bits/channel use (68)
vhere D is a function of the equivalent coded bit energy -~ to -~ noise ratio
!c/llo vhere

69
E =ST, (69)
where ‘l'c is the coded bit durstion or BPSK modulation pulse duration and
J
% "W (70)

Here D is given by
(1) soft decision and known jammer state

)
D= 02331 pe " N, (71)

(2) hard decision and know jammer state

Dr o3y 20V q(\lzo(%':)) ll-q(Vm%g))] (72)

(3) soft decision and unknown jammer state

D, = ain {1,0"}

73
where il E
4A_(Fo,
* ok p Ko
D = 05.335-1 ’és e 2 (No) {1- + ¢ } (74)
(4) hard decision and unknown jammer state ;
Di oned1 \faao(\/zo(-:f» [2-20( V2 o(g2))] %) ~

These four examples are shown in Pigure 7. Figure 2 shows the maximizing values

of p. For each of these cases for a specific code characterized by a function B(°)
wve have the bit error bound

1
L 378 (Ro). (76)
The K= 7, r = 1/2 convolutional code example was given by (43) and (44). Rere
Ry and D depend on E /N, where E, = E,/2.
19
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Vi. FH/MFSK EXAMPLES

We next consider several examples of noncoherent MFSK signals that are
frequency hopped to combat jamming. We assume a partial band noise jammer

that jams bandwidth W_ with noise spectral density J/HJ. Defining N  as J/W ve

J
have
A S
HJ v HJ
= Nolp a7
where
w
S § (78)
w

is the fraction of the total band W this is jammed. During each hop of duration
‘l'c we agssume one MFSK "chip" is transaitted resulting, after dehopping, in an
equivalent additive noise channel with noigse Zn(t) where

) { 1, with probability p

0, with probability l-p (79)

and n(t) 1{s a white Gaussian noise process with power spectral density Nolp.
A. Soft Decision and Known Jammer State

Ideal performance is achieved when the receiver has complete channel out-
put information, knowledge of the jammer state for each use of the channel, and
uses the maximum likelihood metric. The maximum likelihood wmetric, however,

involves a zeroth order Bessel function, I°(~), which is not convenient as the

simple energy detector outputs. We consider here the input alphabet X={1,2,...M}

the channel output symbols y ¢ R“vhcre

y = (y(l),y(Z)..“y(H)) (80)

vhere

y(“- z"h chip energy detector output

81
£=1,2,...,M (1)

22
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The metric we consider has the fora
oly,x|2) =2 () y®
When s channel input sequence of symbols

- (31032|°°°o!')
is transaitted the total metric is simply

] (2n)
ngl -(yn,xnlzn) - nEI Mz) y,

vhich is a weighted noncoherent sum of the chip energy detector outputs corres-

ponding to input sequence x. Here 3\(zn) is some function which incorporates

the Chernoff bound parameter which we examine next.

For this case we have for x ¢ x

Dg(z)[y(x)_y(x)]
D(x,8;1A) = E {e '© x}
pA(z) _(R)
N, |
= E {E{e "0 xvz}
-gA(2z) y(::)
*E (e % x,2}| x}
vhere pA@) (R 1, zel
ele Yo x,2 } -z 1 , z=1
1-11
-DAO(%)
-pA(z) _(x) ¢
Be T l } - AL ey
1+
and
Xo , =20
A (z) =
)‘1 y, 2 =1

23
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(83) i
(84)

{

(85)

L e

(86)
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Choosing Xo = ® ye¢ have for A = 11.

A E
n -39 PG
D(x,x;A) = Ql'i'xz ] 1+ (No (89)
for
0<p<l
0<Ac<l
This is a symmetric case where
1 R T=x
D(xD;;A) -
'1—+x P ‘&’ . (30)
| o7 © » X¥x
that
" 1+1 p(&)
D) =752 e (91)

For the BFSK case (M = 2) where we have no coding and Ec = E'b’ the true bit

error probability and the bound based on D()A) is as follows for the p = 1 broad-
band jamming case:
3 -
Pb =2 e Yo
1
23 DA
A_ Eny
I S S T 1a (Na'
z ‘137 e (92)

This exact bit error probability and the bound minimized with 0 < A <1 are

shown in Figure 9. There is roughly a one dB difference.

In general for the worst case o and minimixing A.given by

1 ;%‘:<3
0.3 %‘->3
3 No =
93
(Tg{_) (93)
0

24
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Figure 9 [Iroadband Jammer PH/BFSK
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(94)

ve have

A
atn  _1_ T4 <§§’ ,
o<t 1AZ ° ;

Eg
No
-1

e C B,

(5‘) iR, 2 (95) l
L

B. Hard Decision and Known Jsmmer State

The hard decision channel has ocutput alphabet Y = X = {1,2,3,...,M}

where
( 1 s y=x%,2=0
0 » y¥x,2z%0
p(yix,z) = $ (96)
1-¢ , y=x,2=1 :
J
€
\ ey , y¥x, 2wl '
where k
Wl w1 e 1 B PRy) }
e = L CWICTT 37 e (97) |
The maximum likelihood metric has the form }
n(y,x[2) = -A(z) w(y,x) (98) %
i
vhere Ay, » z=0
A (2) ~{ (99) .
)‘1 . z =] §
gf
and ve take the limit E
: {
’ Ap = % (100) %

B

26




This results in the Bhattacharyya bound for x ¢ x,

D= E : § VPOI'.’) p(y|§.l)=

k - p § Vp(yix,1) ply(%,1)

e €
- plz\/%-_l—;ﬂ + (4-2) 577 (101)

where € depends on P and 2‘:IN° as shown in (97).

C. Soft Decision and Unknown Jammer State

For the soft decision channel where the receiver has no knowledge of the

jammer state the metric is simply

e s -

(x)

i n(y,x) = y , (102)
i § the xtP (x) s
& e x  energy detector output y . When x ¢ x we have
] : ﬁ& Aly@)- y&))
, D(A) = E{ e © x}
A Eo A
A0 () -y &) ;
= (1-p) e %o's pl_—lﬂ e %' 103 f

0<A<1,0<p<1.

Note that from the lower bound
A0 ()
D(A) > (1-p) e Yo (104)

by choosing ¢ arbitrarily small regardless of A we have

wmax D(A) > 1.
0<p<l - (105)

The bound using D(}) is thus useless and we would expect that in general against
the worst case partial band jammer, this soft decision receiver with no jammer
state knowledge results in very poor performance.

D. Hard Decision and Unknown Jammer State

The hard decision M-ary channel has input and output alphabets




X=Y= {1,2,3,...,M} (106)

and conditional probability

l-pe , y=x

pylx) = o7)
€
rul L
vhere
k(B
=1 M1, kbl 1 TP O
€ ‘&1 CeICEDT 37 e " (108)

Without any jammer state knowledge the receiver uses the metric
M(y,x) = -w(y,x) (109)
This is a maximum likelihood metric based on the unknown jammer state conditional

probability. Here we have

D(x,x) = p Ve y®

1 R X =x
D, R4x (110)
Where
p-2VEHRE) | g LE (111)

which is similar to the hard decision example with known jammer state differing

by roughly V_o-

E. Ro Evaluation
The cutoff rate for each coded bit in the worst case pulse jamming environment
is given by
Ro = Il.og2 M - log2 [1+M-1)D] (112)
where D {s a function of the equivalent MFSK chip energy-to-noise ratio l-:c/tl0 where

E = ST, (113)
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vhere Tc is the MFSK chip duration and
J
% w (114)
Here D is given by
(1) soft decision and known jammer state
iy L 1+>. G S %"; <3
0<A<l 1-3
D= -1 E
1 de . S>3 (115)
Eg. N, =
(No) °
\
(2) hard decision and known jammer state
/eu-c) o |
P2 2% | Wt ™D w (116)
where —k—c,(&-)
1 M-1 1 T k+l "'No
€ k-l Cy - 1) =l (117) |
(3) soft decision and unknown jammer state f
D, = 1 (118) |

3
(4) hard decision and unknown jammer state

D, -0%{2‘\/%'1'_".5_) + (m=2) %} (119)

o

where € is the same as in the hard decision case with known jammer state.
These four examples are shown in Figure 10 for R0 and Figure 11 for the

maximizing value of ¢. For the special case of M®=2 we can use binary convolutional
codes characterized by a function B(-) in

P, <5 BRy). (120)
The K= 7, r = 1/2 convolutional code example was given by (43) and (44). Figure
12 also shows this code bit error bound for p=l1 and the soft decision receiver.
F. Diversity and Coding

In the previous analysis the parameters D and R° related by

R = log, M - 1052[1+(H-1)D] (121)
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wh

Dew

M-1 (122)
are given in terms of !c/!lo, the energy per MFSK chip - to - noise ratio.

To emphasize this we write

D~ D(%:) (123) i
and 1&
z =R &S
° o(lb (124) !
Conventional MFSK modulation has symbol error probability bound :
1 Ee. .
P. <3 M=1)DGES)
s -2 No (125)
and bit error bound 1 :
2 M ‘
Pp, " %1 s '
1 Eg
27 o) (126)

TR e

Since here for K = 1032)1 we have

E. = Kg, (127)

we can axprass this as

2"21:(1%:) (128)

For the special case of boradband noise jamming (p = 1) with a soft decision

receiver having jammer state knowledge ,

1 rx%.f‘)

i’<’1 1-a2 ¢ (129)

vhereas the exact bit error probability expression is

k-1 2“1
P, = £ 2+1 _2.__ Ep.
b ° K ( Ly (¥ 1 == kD
271 1 v i+ e (130)

The difference hetween these exact bit error probabilities showm in Figure 12

- g e

and the bounds given by (128) is exactly the same as the binary case (K=1) shown
in Figure 9.
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Figure 12 Boradband FH/MPSK
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MFSK modulation can be regarded as a form of coding. Certainly with

diversity it is also a form of coding. For m diversity MFSK modulation we have
symbol error bound

1 Eoy"
P, < 7 (1) DGE)

s (131;
and bit error bounding using K = logzx and
B = 2 B, (132)
given by )
7, < 22 n(G " (133)

For soft decision with known jammer state and no diversity we have the results
shown in Figure 13. This is compared with the optimum diversity in Figure 1l4.
Next we can consider more general codes that use M-ary alphabets. Conven-
tional MFSK with m diversity is merely a block code with M sequences of blocklength m.
(1) Orthogonal Convolutional Codes
An orthogonal convolutional of constraint length K with m diversity

generates m M-ZK'\vary symbols per bit and has the bit error bound
DG (Eb))™K
B 2 L I .2 (134)
201-20GGEN™)

(2) Dual - K Rate % codes

A dual - K code has two K bit registers which is a total constraint
length of 2K bits or 2 2K “ary data symbol. Here M consists of o, distinct outputs

at time n of the form

€3] .
xn - in@slin-l ’ L = 1,2,...,!!0 (135)

wvhere :I.n and in- are ZK \ary data symbols belonging to the Galois field GF(ZK)

1l
consisting of {0,1,2,...,2K-1} and g, are distinct nonzero elements in this field.
Thus L < Zx. Letting

- B, = # of repetitions of the PRl symbol (136)

L
L=1, 2, ..., m

we have
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T )

as Bl + Bz + o0 ‘-on (137)

The bit error bound is given by

52 pn
B I ) . a2 138
{1-p""l.p ~ ces -D"alo-(z -1-a,)D")
wvhere -
- (& (&b
D = D(Q G (139
since
E - &
@ (140)

VII CONCLUSIONS
For a general class of M-ary channels given by Figures 1,2,and 3 we

derive a parameter

Depip {‘*ln(y.;fz)-m(y,x:z)]ix} (141)

for the worst case jammer. This includes arbitrary decision metric n(y,x.'z) which
may or may not depend on jammer state information characterized by the random

variable z. The cutoft rate is givenm by

R = 1032M-1032[1+(H-1)D] (142)
in bits per channel M-ary symbol and thus
m2 Ry
b o= oo (143)

Both Ro and D are expressed in terms of Ec/l\’o, the equivalent channel
symbol energy - to - noise ratio. If a code of rate r bits per channel M-ary
symbol is used then

E = rE (144)
giving a bit error bound of the form

G (D)

B (Ro) (145)

’
i
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The use of D and "o allows us to separate the channel characteristics given by
Dor R, and the code characteristics given by the function G(D) or l(ko). Hence

§ for a given !c/lio we can choose the type of system that yeilds a good value of
l° and than consider coding for this channel separately.

e e A KB 1 s
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FADING DISPERSIVE CHANNELS

This is a tutorial note on fading dispersive channels, partly
based on Kennedy [1]. Our gosl is to derive as simply as possible some

of the basic parameters associated with such channels and examine their

e P P gt g g T

relat ionships to basic signal parameters. We then evaluate the use of

diversity and interleaving for two digital communication signals.

I. Introduction

;
£
Assume a narrov band signal t
x(c) = A(t) cos [v t+y(e)]
is transmitted through a fading dispersive channel as sketched in Figure 1.
Basic parameters of this signal include signal durationm,
T seconds,
and signal bandwidth

Vv Bz

ooy 7 - e

We can approximate such a signal with the Fourier series expansion

x(t) -Zk:{ak cos w.t + bk sin ukt} .

Since a fading dispersive channel is linear we can now consider the impact
of the channel on each component.

A. ic—h Scatterer on Cos wt.

Consider the signal at the receiver due to a single scatterer when
the transnitted component is cos wt. This is shown in Figure 2. The

1-‘—‘1 scatterer has parameters r

g

g v, g:)i and 4y defined as follows in terms

of the scatterer's impact on cos wt:

[1] R. S. Kennedy, Fading Disparsive Copmunication Chanasls , Wiley-

Interscience, 1969.
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FMgure 1. Fading Dispersive Channel
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cos wt

time delay by T,

cos[w(t-r,)]

doppler frequency shift by v,
cos| (".'1) (t-ri) ]

ampl itude p "

oy cos[(w—vi)(t-ri)]

e
phase 1 (include w iF 1)

TR, I I, A Y LS YT VRS T TUP S = v e SO ST SRy

Py col[(w-wi)t-wri-b q1

Thus the response to cos wt due to the 1t—h scatterer is

z,(t;w) = Py cosl(w-w )t-wr + Q1.
Typically Py and €, are random variables that are independent of each
other and characterized as
i @i “~ uniforn over [0,2T)
i ; and '
‘ ) py Rayleigh

Also, these random variables are assumed independent for each scatterer.

B. Response to Cos wt.

The total signal at the receiver due to all scatterers when the

signal is cos wt is thus

)

‘oo - - »
z{t;w) 213 p; cos [(w-wi)t wrim,i

i g e N P, TS

where
E {z(t;w)} =0

since for any fixed t,w,w

L e iman Wi £ Db TR

e AR A g1 £ 8

T and ri,

E {uos[(w—wi)t-vrr +-31]} =0 \

i
The autocorrelation of z(t;w) is




R(z ,t,w) = E{z(t ;w) a(t,iw}
=L !{piz} !{_cooke-wi)tl-wrf-e]
i
°c00[(w-w1)t2 - uri+61]}

=i 8{012} cos[(w—wi)(tl-cz)]
i

Next define the index set for scatterers,
I(r,£) = {1:ri-t,w1-21rf}
and the scatter function

o(r,f) = I E{p 2}
1el(r,f

The scatter function evaluated at r and f denotes the average energy
contribution at the receiver due to scatterers at delay r having doppler

shift £f. With this definition we have

R(tl,tzzw) = i fo(r,f) cos[(w-27¢) (tl—tzﬂdrdf

C. Total Response
For the general narrowb.ad signal
x(t) = A(t) coslw t + Y(t)
where A(t) and Y(t) are "slowlv varying" compared to the carrier
cos wot, the 151‘. gcatterer signal at the receiver is
piA(t—ri) cos[(wo—wi)t—wori + W(t-ri) + 91]

resulting in the total signal due to all scatterers,

2(t) = i DiA(t-ri) c:oa:[(‘.rc“--wi)t-w‘:r:L + W(t-ri) + @i]

with autocorrelation
R(ty,t5) = El2(c))z(ty)}
- I E{p3} Alt,-r )A(t,=r)
»cos (w -w, )(t, -t,) + w(e -t )=y(e, -t )]
=l fo(r.f)A(tl-r)A(tz-r)
. cos I(v°-21rf)(t1-:2) + W(tl-r) = ¥(t,-r) ]Jdrdf

T e il A AR 3 AR T o




II. Scatter Punction ost!q:

Two example sketches of the scatter function are shown in Figure 3.

Figure 3(a) shows an P-layer scatter function at HF frequencies while
Figure 3(b) shows a scatter ‘function due to dipple needles used in Project
West Ford.

Ve next consider two basic parameters of the scatter function o(r,f).

e -ffa(r,f)drdf

be the total average energy due to all scatterers.

Let

Delay Scatter Function
The delay scatter function is
o(r) -fo(r,f)df.
This is the average energy due to scatterers at delay r. Associated with
this function is the "multipath spread" parameter

02

L= —a5———  "Multipath Spread"
70 (r)dr

Figure 4(b) shows a sketch of o(r) and the multipath spread parameter.

Generally L is a measure of the range of delays due to scatterers.

Frequency Scatter Function

The frequency scatter function is
a(f) -fo(r,f)dr.
This is the average energy due to scatterers at doppler shift f. Associated
with this function is the "doppler spread” parameter

g2

ﬁz(f)df

Figure 4(a) shows a sketch of 0(f) and the multipath spread parameter.

B= "Doppler Spread"

Generally B is s measure of the range of doppler shifts due to scatterers.

For the uniform scatter function the parameters L and B are indeed




o(r.)

f.H2

(a) F-layer Multipath

o(r, /)

—— -f

T TR

S

(b)Stanen'u function of West Ford dipole belt, May 1963.

e

FIGURE 3. Scatter Functions \




(s) Doppler Spread Fuaction
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(b) Multipath Spread Functiomn

FIGURE 4. Spread Functtens




the range of delays and doppler shifts. For this uniform scatter function

case we have

a,0cr <L, || & 7

o(r,f)= [

0 , elsevhere ,

[aL, l£] < %
o(f) =
0 , elsevwhere

aB ,0<r< L
or) = - =
0 , elgsevhere

Typical range of values for L and B are shown in Table 1 for various
radio fading dispersive channels. Generally the actual scatter function
for these channels are time varying and difficult to measure. From a
practical viewpoint we can at best have approximate measurements of the
basic parameters B and L. Namely, we can at best, measure the range of

doppler spread and multipath delays.

I1II. Relationshigs Between Channel and Sgl Parameters

The sigmi x(t) is characterized by two basic parameters
T second (duration)
W Bz (bandwidth)
while the channel is characterized by a scatter function 0(r,f) with basic
parameters
L second (multipath spread)
B Hz (doppler spread)
We now examlne the signal distortion caused by the channel for various

relationships between signal parameters T,W and channel parameters L,B.

Nondispersive Channel

For the case where
B=0,L=0

we have the chamnel output signal
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z(t) = i piA(t) co.[vot + y(t) + .i]
= p A(t) cos[w t + y(t) + @]

vhere ¢ and O are independent random variables with

© ~ Uniform over [0,2m)

P "~ Rayleigh
Here we have the condition that multipath delays and the doppler spread of
the channel is negligable and only a constant (random) amplitude and phase
shift of the signal occurs. This is the case referred to as "flat-flat"

fading since there is no time or frequency variation of the fading channel.

Dispersion in Time Only

Next suppose
B=0,L>0
and consider a simple example where the component cos wt is transmitted
and this signal is received together with a delay of L seconds. The
received signal is thus,
z(t;w) = cos wt + cos{w(t-L)]
= (1 + cos wl) cos wt + sin wL sin wt
= A(wL) cos[wt + ¢(wL)]

wvhere

A(x) = ‘f(l + cos x)2 + sinzx

sin x
¢(x) = tan-l( )

1+ cos x

Figure 5 shows A(x) versus x. For wL < 1 we have
1.76 = A(1) < A(wL) < A(0) = 2

and the approximation
cos [w(t-L)] = cos wt

Thus in general if wL < 1 we have the approximation

T A N T ok P Al A e TN P e 7 HRR A3t T W cevm =
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z(t;w) = pi cos [wt - wr, + 91]

]
DM M
©
-
0
o
[ ]
B
+
©

Here we take r < L so that wr, < 1l too .

i
In general if

i

x(t) = A(t) cos [w t + ¥(t)]
has signal bandwidth W Hz where

2rWL < 1
then we have the approximation

z2(t) = L Py A(t-1,) cos [wb(t-ri) + Y(t-r,) + @i]
i
a3z oy A(t) cos [ubt + p(e) + 91]
i

= p A(t) cos [wot + Y(t) + 0]
vhich is again the "flat-flat" fading case.
Next consider the response to cos wit denoted
z(t;wl) = i Py cos[wlt -, + Gi]
and the channel response to cos "2: denoted
z(t;wz) = i Py cos[wzt - wr, + @i]
The cross correlation between these two different frequency components is,

Clesw ,w,) = E{z(t;w,) z(t;wz)}

- 2 - - (w.-
!si Elo, }eos [(w - wy)t - (w wy)r, ]
Suppose v ¥, satisfies
(wl-wz)L = 2T
and as shown in Figure 6(a) {ri} are spread uniformly over [0,L]. That is,

A , 0<r<lL

o(r) =

0 , otherwise




a(r)

r
L
(a) Uniform Multipath Spread Function
{#)
A
) s ¢
4 &

(b) Uniform Doppler Spread Function

FIGURE 6. Uniform Spread Functions




pRitennr s e Sl

C(t;vl,wz) =3 J A cos [(vl-vz)t - (wl-vz)r]dr
o

L
= %f cos [(wl-vz)t - Z—L"rldr
()

=0
This correlation is equal to zero for all sine and cosine signals
separated by -% Hz. This motivates the definition of

1
Hc i Hz

as the channel coherence frequency.
In general if a signal of bandwidth W has

We
W< > .16 Hc
we have "flat-flat" fading while for
W>Ww
-"c
we have "frequency selective” fading where the fading due to the channel
depends on the frequency components of the transmitted signal. Roughly
speaking, if we have a signal of bandwidth W > wc then the frequency com-
ponents of the received signal spaced apart Wc Hz or more will have uncor-
related effects due to the randomness of the channel. Figure 7 illustrates

the cases for this "frequency selective" fading due to channels with dis-

persion in time only where B = 0 and L>0.

Dispersion in Frequency Only

Suppose next
B>0,L=0
and again consider the example vhere component cos wt is tranmmitted. The

received signal is assumed to be the transmitted signal plus its frequency

shift by B Hz given by,

1 AT NN oo~ 57
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Waveforms Characteristics for Channels Dispersive only in Time

Distorted Dispersed Remarks

ur

<\

>

<! No No Implied by WL L1 since TW 21
<1 Yes No Implies T3> |
>l Yes Yes Implied by L» Tsince TW 21

o

B=0,L>0, W =37

1

L

A
TRY

L

(8) WXL &KT

W

L

) TxL

FIGURE 7 Dispersion in Time Only:
Frequency Selective Fading
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z(t;w) = cos wt + cos[(w-2mB)t]
= A(2mBt) cosfwt + ¢(2mBt)]

Agsin A(x) is given by Figure 5. For

2mBe < 1
ve have the approximation

cos{(w-21B)t] = cos wt.

Thus in general if

x(t) = A(t) coslw t + ¥(t))
has duration T seconds where

2mT <1
then we have the approximation

2(t) = £ Py A(t) cos I(wo-wi)t + P(t) + e&]
1

= )i Py A(t) cos[vot + Y(t) +Oi]

= p A(t) cos[wot + y(t) + 0]
which is again the "flat-flat" fading case.
' e
Consider now two time samples of‘chnnnel response due to cos wt

denoted
z(tk;w) = i py cos [(w-"i)tk + 91]
k=1,2.
The correlation
C(ty,t W) = E{z(t);w)z(ty;w)}
= % T E{pjeonl(wmu ) (t)t))]

2
=i § E{oi}cos[w(tl-:z)-wl(:l-cz)]

Now suppose t, and t, satisfy
B(:l-:z) =1

and as shown in Figure 6(b) {wi} are spread uniformly over [-mB, =B].

Va7 e 8 T T I M2 TR AT R TS Y




That is,

IA ., el <3
ale) =

0 , otherwise

2
C(ty e 5w = X f A coslw(t,=t,)-27f(t, -t )] df
B

2
3
A 2 2
- 5/ co:[v(tl-tz)- —'F £) df
3
2

=0
This correlation is equal to zero for all sine and cosine input signals
whose channel outputs are correlated with time delay% seconds. This
motivates the definition
'rc = % seconds
as the channel coherence time.

In general if a signal of duration T has

T,
< L=

we have "flat-flat" fading while for

T>T

- c

ve have "time selective" fading where the fading due to the channel
varies with time. Roughly speaking, if we have a signal of duration
T> 'rc then time samples of the received signal spaced ‘l‘c seconds or more
will have uncorrelated effects due to the randomness of the channel.
Pigure 8 i{llustrates the cases for this "time selective" fading due to

channels with dispersion in frequency only where B > 0 and L = 0.
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Waveforms Characteristics for Chansels Dispersive only in Frequeney f
$
»r W Distorted Dispersed Remarks
<1 <1 No No Implied by BIr<€] since TW21
»1 <1 Yes No Implies TW> 1
>} »1 Yes Yes Implied by B> W since TW 21

B>0,L-0,Tc-~%‘

A T £ e 0 1 VTR ] PR S A SO 1

Transmitted Recewved
waveform waveform

f——— T ———— .

r |
4) 'T > | v

FIGURE 8. Dispersion in Frequency Only:
Time Selective Fading !
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Dispersion in Time and Frequency

In general with
B>0,L>0
- we have both time and frequency fading. Figure 9 summarizes ;h
ivariono relat ionships between the signal parameters T,W and the_chmncl
parameters L,B or equivalently

U =
[

(o [

T =
c

[

1V. Diversity and Interlesving

In general a signal x(t) with bandwidth

1
W>Wy=1

and duration

T> 'l'c -l%
has roughly
T
- (=)
= (BL) (WT)
independent variations or diversity. That is, there are roughly D samples

of the signal where the randomness of the channel are independent. A good

receiver would exploit this available diversity in the received signal.

DS/BPSK

For direct sequence spread coherent BPSK signals an optimum receiver
consists of a time varying matching filter realized by s tapped delay line
vith adaptively adjusted (using recursive filters) weighing terms. This

is the "Rake Receiver” system and is very complex.

11




Waveform Charsctaristics for Doubly Dispersive Channels

Dispersed in

3T WL BW LT Dislornd Time Frequescy Remearis

<! «1 «l <l No No No Implis BL <)
<l >l «I <! Yo No No Implies BL <), and

>l

<! »1 «I »! Yo Yes No :
»l <1 <1 <1 Ya No No Implies BL < 1, and

W1

»l »l1 «l <1 Yes No No mplis TW> |
»l »1 «I t Yes Yes No Implies BL> |, and

TW>1

»l <41 »i <1 Yes No Yes

»l >l »i <1 Yes No Yes Implies BL> 1. and

TW>|

»l 1 »1 »l Yes Yes Yes Implies BL>» 1
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Frequency hopped noncoherent MFSK signals can achieve good perform-
ance if diversity is used. If each MFSK diversity chip is of duration

r<rc ‘
T and bandwidth

W<Ww
[

then we can have independent flat-flat fading of each diversity MFSK chip

by sending only one MPSK chip in each ucrc bandwidth and time rectangle.
Since independence of each diverstiy chip applies to each MPSK signal

with say m diversity, diversity chips of different MFSK signals can share
the sanme "cTc bandwidth and time rectangle. This may be necessary if the
hopping rate is less than %— hops per second. To achieve this sharing of
the UCTC rectangle, 1nter1e:ving is required. Figure 10 illustrates an
example where T = 3’1'c and chree 4 -ary FSK chip sequences are interleaved
in time to insure independent diversity chip fade for each MFSK diversity
chip sequence. This illustrates the natural tradeoff between hopping
rates and interleaving to achieve the advantages of diversity. The same

principle applies with partial band jamming when we want to achieve

independent jamming statistics in each MFSK chip.

V. Analysis of Noncoherent MFSK Signals

We analyze here the performance of MFSK signals using m diversity
chips vhere we assume each chip has independent flat-flat fading. The

-
transmitter selects symbol

where

M= 2K
This symbol £ is sent using m MFSK diversity chips corresponding to svmbol

12
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L. Each MPSK chip has energy Ec 80 that we have

E, = 3 E, energy/bit.

For each diversity chip the receiver examines the received chip

T o Ty . S BT 4 4 MMV V= AT R g © §

energy at each of the M detector outputs. Denote -
- yi!.) = energy of the KR recetved chip interval of the Lth
- syambol

f=1,2, ..., =2
k=1, 2, ..., m

Each MFSK chip ends up at the receiver as a Gaussian process (Rayleigh

fading with uniformly distributed phase) with energy denoted Ec‘ Assuming
additive white Gaussian noise with single sided spectral demsity of No

also at the receiver we have

@
- Yk \
1 N
N ° Lim ;
° j
[} :
PO |0 = ) '
1 N +E =2
e [+] C s
N°+ EC
yéz) > 0 |
When m chips are sent the receiver has N = Mn chip energy detector ;
outputs
AL 0 ORRRRTES A
where

(1) _(2) (m)
xk - (yk ’ yk y e yk )

k=1, 2, ..., m.

T e T Ty e )

Since all chip statistics at the receiver are assumed independent we have

13




a
Pu(zll) -kg. Pu(xkll)

M
-1 1 re®y

T v AT TR AR CYR T = |V o -

kel 1 *

Defining yéz)
PN(z) - ﬁ I;l %"QNO

k=l 2=1 "o

we have
1 (2)
m (—l-———)yk
Pt = By M1 i oo Notke

ke1 No'E

Ec B () :
G2,y
N (N,+E.) "k=1 "k
No oo ~c

Py (N—o"'?c’m e
The maximum likelihood metric is thus
m 1
Ag) = Iy® ]
k=1

If each chip had a different average energy at the receiver and

<t s

the noise level was also different for each chip interval (noise is flat

in each MFSK band but possible different from band to band) then

2
SN :
N ~
1, ok Y k.
N ok
P(yl(‘l) IR.) =9
) 1
Yk
1_ Notbek , L=y
kuok*' Ecx
i ) 5 0

L Here the maximum likelihood metric is then

14

M e o




vhere

i v - ek
- k Nok

k=1,2, ..., m

we assume the maximum likelihood receiver and use the Bhattacharyya

bound on the pairwvise error,

PO < f Ve I0R (g Dy

1 1
'kﬂfs/"n()’-k““’n(lkl )y,

1 1
sl gl
[‘; © . N°+ e NO 2
= /N (% + &3 dy
k=1| J /N (8 +E)
’ i a
[
1l + N
- <]
T 12
[
1+ —

The symbol error is union bounded as

Ec m
1+ N

[«]
Pp < (-1 { ——2—

E Y
[
1+ N
o
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For MFSK with K = logzn the bit error is

P-—&LP
b M-1 E

or using the above bounds

Figures 11, 12, and 13 show those bounds versus Eb/tl0 for various choices

of diversity m. Note that with Rayleigh fading there is little combining

loss due to large values of diversity m.

VI. Coded BPSK - Partial Interleaving

To illustrate the impact of diversity and interleaving further we
next consider coded coherent BPSK signals. This does not include any
direct sequence spreading and we assume ideal phase coherence.

At any time let R denote the random fade envelope due to scatterers
in a flat-flat fading case. Here p = R /'E: is the envelope of the
received signal for each coded BPSK symbol. Here we assume each BPSK
symbol has duration

T<T
c

and bandwidth
W<Ww
c.
and make the assumption that each BPSK signal experiences flat-flat fading.
The phase variations due to the channel is assumed to be slow enough to

be tracked perfectly.
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Without any coding we have Eb - Ec and for a given R
P, (R) = (&Y Thz!)
o

i

N,

<k e

Averaging this over the Rayleigh density

2
£o(r) = 2r et r>0

e T R NI AR, DY PR YR LTIt e s e Yt e

where we normailzed to have
E{R’} =1 Z’
ve have

'ib =E {rb(n)}
<
L —Lg;l v 5
N
o

For coded BPSK signals we take the K=7, r=ls convolutional code $

where the bit error bound without fading is given by

£, {
-r(—ﬁ-ﬁk ,
P, <KL N e °
b - k=d k
min
¢
where i
?
dmin = 10 g
r » - {
. L NIO 36 Nlb 1404 §
B N = 0 N5 = ¢ :
- '!
! N, = 211 N = 11633
g ;
' ; N13 =0 N17 =0

17




Suppose all the coded BPSK signal experience independent flat-

flat fading characterized by independent Rayleigh random variables

k= (Rl' lzl vee)
Jhen the conditional bit error probability is bounded by - i
i -rR: (;h ) 3 E
< l, f N, [’ ’

!.-1

Averaging this ovar the same Rayleigh statistics we have

or defining

for the specific K=7, rwls convolutional code,

Fo< s {36D(.5 ;"-)m + 211D(.5 lib)12+ 1404D(. 5 Eb)1‘.+11633D( 5 l="’)“5-»... ,
-] . O

Suppose next each pair of symbols experience the same fade. That

is, Rl'RZ’RB- A’RS'Rs' etc. Then Averaging over the fade statistics yeilds

[V

7, < &{ 36D(i) + 211n(5’)6+ 11.040(&") + 1163306 +}
0

Next if each group of three symbols experience the same fade where

Rl - R2 = R3’ R,‘ = Rs - RG' etc. then the average bit error bound becomes

B < t,l 36D(1.5 F"’)313( 5 :") + 211D(1.5 E")‘+ 1404D(1.5 E")“1:(—E3)+ 11633D(1.5 ;1)50(.5 h ,

O O

Here we assume each group fades independently. This is an approxi-

', mation to time selective fading chaanels vhere Tc-% is equal to the

time to transmit a group of symbols that we assume experience the same

fade.

Figure 14 shows the uncoded BPSK bound which is the same as uncoded




DBPSK. Also shown are the bounds on the K=7, r=is convolutionally coded
bit error probability where we assume

Tc = L'.I.'.

‘1" = coded symbol time

L=1,2,3,4,5,6

{
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APPENDIX: A Filter Approach

Suppose the signal x(t) i{s a narrow band signal at carrier frequency

- o
fo 7’ of the general form

x(t) = A(t) cos [w t + P(e)]
= Re {X(t) & 0%}

wvherxe
X(e) = aCe) SV
is the complex envelope which is slowly varying compared to the carrier
d°,
We think of the fading dispergive channel as a filter with impulse
response

h(t;r) = impulse response at time t due to those scatter
points at delay r.

where
h(t;r) = Re {ZH(t;r)ejwoc}

H(t;r) = complex envelope of the impulse response at time
t due to those scatter points at delay r.

Here H(t;r) is due to many scatter points and can thus be taken as a
complex Gaussian process. Also, assuming scatterers are independent
*

E{B(tl;rl)ﬂ (tz;rz)} =0 all r; # 1y

We also let for r,=r,"=r
*

E{H(tl;r)H (tz;r)} = B(ty~t,;r).

This is the effect of the same scatterers at different times.

The total signal out of the channel is

2(t) = Re {2(t) e3¥°%}

z(t) -fll(t;r)X(t-r)dr

B S T N Nt oo - e

e et T S T




and

E {H(t)r ) (tyirp)} = 8(r =r,)B(e ~tyir))
Next consider
- R (t;5t,) = E{z(t;)z(c))}
4 Rel/SE[A(t 37 08" (t,5r))]
Jwo(t1-t3),

*
b {{ tl-rl) X (tz-rz) drldrz ‘e

Y RC{fB(tl-tz;r)X(tl~z)x*(tz_r)dr.ej"o(tl'tz)}

Define scatter function

a(r,f) -J’E(t;t)e+2ﬂjftdt
and so
B(e;r) = focr, £e72 M g
Hence,
ﬁ(tl-tz;l‘)X(tl-r)X*(tz-r)e'zw"(tl-tz)dr
.ffo(r.f)x(tl-r)x*(:z-r)ejw°(t1-t2) ejw(tl-tz)dfdr
o Jf e, %t 00K (2 mmy e P 182 gy
or
az(:l.:z) = Re{‘:ffc(r,f)x(tl-r)x*(tz-r) ej[(“°°")(t1"2)]drdf}
Define
o(z,6) = Jo(r;ryet2Tiity,
and so
B(t;r) = ﬁ(r,f){z"jftdf
Henze, -
ﬁ(tl-tz;r)X(tl-r)X*(tz-r)ejw°(t1 t2) gr
« Jfe(r,OX(e -0X" (£ mr) 0 (175D V(17D 4eqr
.jﬁ(r.f)x(:l-r)x*(tz-r)ejI("0"’)(‘1"2)] drdf
or

Qj I (WO-W) (tl‘tz) ] drdf

*
- { ! - -
Rz(tl,tz) Re.&f.«cr,f)X(r.l )X (_tz r)
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} ANTI-JAM ANALYSIS OF FH/MFSK SYSTEMS IN RAYLEIGH FADING CHANNELS

by

Dan Avidor
Jim Omurs
Department of System Science
University of California
Los Angeles, California

I. INTRODUCTION

In this note we examine several cages where we have FH/MFSK signals in
Rayleigh fading channels. In all our cases we assume the worst case partial

band noise jammer where we define

zlo

N
where J is the total jammer power and W is the total spread spectrum bandwidth.
The jacmer has the option of distributing this power in any way across the

bandwidth W.

An MFSK chip of duration Tc seconds occupies one of M tone positions in a

A ]

sub-band of bandwidth roughly M/Tc. Each of the !
wT
L--!—- < ]

H/‘l'c M

f‘ M tone sub-bands is assumed to have independent Rayleigh fading. Thus assuming

“ each chip is frequency hopped independently among the M tone sub-bands, any se-
quence of MFSK chips experiences independent fading and jamming noise in each
chip. 1In each sub-band the fading is assumed to be slow and uniform across the
sub-band. Since we have Rayleigh fading a multitone jammer also experiencing
the same type of Rayleigh fading will appear as Gaussian noise at the receiver.
Thus ve feel that the worst case partial band jamming is close to the worst type

of jammer among all jamming waveforms.

For the above assumptions we congsider several channel models with parameters:




® Average received signal power distribution across the banduidth W.

® Janmer propagation loss distribution across the bandwidth W.

® Noise pover and interference signals distribution ascross the band-

width W.

The simplest channel that we examine first, has no background noise and both
the average received signal power and jammer propagation loss are uniform
across the band. Then we proceed to consider more realistic channel models
that allow arbitrary distribution of these parameters.

We assume that the channel parameters mentioned above can be measured
using "long-term observations." We also consider "short-term observations"
which depend on the ability of the receiver to detect the presence or absence
of the jammer signal during each chip time-interval, and modify the metric,
used by the decoder, accordingly. Receivers having channel parameter infor-
mation will be referred to as having "Channel State Information" {C.S.I.],
whereas receivers having also "Jammer Presence Information” will be referred
to as having jammer state information [J.S.I.]). For receivers/transmitters
having C.S.1. we introduce the option of using nonuniforz frequency hopping
among M tone sub-bands. Coded communication systems will be discussed which
use this information for establishing the optimal hopping strategy and also
in the decoding process.

Out of many possible receiver structures, that may seem appropriate, we
will examine the following:

® Hard decision with J.S.I.
® Hard decision with no J.S.I.
® Soft decision with J.S.I.
® Soft decision with no J.S.I.

Note that all 4 receivers are assumed to have C.S.I.
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Several examples will be presented to illustrate the potential advantage of
providing C.S.I. and having J.S.I. In this note we consider noise jamming
only. When considering a uniform channel, we will assume partisl~-dand jam-
ming. In this case we denote by LB the band "covered" by jammer noise, and
define:
oé %’- +)

vhere p is the jammed fraction of the total spread spectrum bandwidth W.
Alternatively, we could regard p as being the duty cycle of a pulsed jammer.
Performance-wise these two methods are equivalent due to the ideal inter-
leaving that we assume. Por nonuniform channels p can only be viewed as the
duty cycle of a pulsed jaomer. For each receiver considered, we carry out
the analysis for arbitrary p, and finally find the performance under the
"worst case p.” (Recall from note 4, that for non-fading channels, the
worst case p is in general lower than 1.)
II. DEFINITIONS

We consider conventional MFSK signaling over a Rayleigh fading channel
with additive white Gaussian noise of single-sided spectral density Np' Let
Bz be the bhypothesis that the z‘h tone is sent and assume the average signal
energy at the receiver is Ec' The square roots of the M energy detector
outputs£

71.12.- . "yH

are independent random variables with probability density functions:
2

P(y,/R,) = —-—-zyl "‘P{ -4 } (2)
L ) - 3
L No+£c N0+£C
and
2y’ yz
i 1
P(Y/H)'—"pr{'—} ;142 (3
17 N, N,




-——.

For such a receiver ve have:

; 142 0))

Py, <v,/8,) =
24+=5
%

which is the symbol (chip) error probability for M = 2. For general M we

have:
M-1
M-1 k+l 1
P = -1y —— (€))
s k§.( k ) ( zc)
1+kil + o
0

Next we introduce a set of parameters indexed by the L sub~bands. The re-
ceived signal at the z“‘ sub-band is:

Alcol(wut-l-ezi) ;3 &=1,...,L ; i=1,...,M (6)

where A!. is a Rayleigh distributed random variable:

2
P (a)-—‘—-exp--é- : R=1,...,L 7
Ay o2 202
L L
which implies:
2 2
E{Az} = 20, (8)
and
% H O<ac<an
pe @ = ; 2=1,...,L 9)
21
0 : elsevhere i=1,...,M
Hence, the average received energy per chip, when the lth sub-band is used is:
= 2
El = °£Tc (10)

vhen 'rc is the chip duration. The noise distribution is given by:

E= (NN N)

th

wvhere Rh is the single-sided spectral demsity for the k™ sub~band.

e

e e e T



The jammer distributes total power J over the L sub-bands with distributioa:

i - (Jlt"zo e ’JL)

Jy = J. ' (11)
Z

The jammer's propagation loss, Cygs also depends on . Hence, the contribution

vhere

of the jammer to the noise power density of the lth sub~band, denoted NJ‘ is

w, 8,0, . a2)

Whether pulsed jamming or partial-band jammer i{s assumed, some received chips
will be hit by the jammer and some will not.

The binary sequence:
! = (21....,zn)

where

0 , the 1th chip is not hit
Z1 -

1 . the 1th chip is hit by jammer
specifies the jammed chips.
When hopping across the band, the hopping pattern will be defined by
the vector L:

L= (8),0,,.00,1) ]

where
lje{l,z,...,L} : j=1,...,m.

th

i.e., 2, specifies the sub-band used for the j chip. Note that for any

3
transmitted sequence Xx, consisting of w MFSK chips, and denoted:

T

Q) (@)

x= (x ’ '.."xﬂ)
there will be m sets of energy detector outputs:

1l 2
1= @D ™)

FRDIPIIIPRIVE gt amp. o« ..o e A oA e
w




wvhere

l(ﬂ) - (’(Il) (‘) (‘))

1 »yz o'"n’u H n=l, ...,n

4 and ,én) is the kth detector output at the end of the ntll chip time.

II1. UNIFORM CHANNELS WITH NEGLIGIBLE BACKGROUND NOISE

A. Soft Decision Receiver with J.S.I.

Our basic assumption is that the receiver is capable of detecting

3 Z and 1s using it in the decoding process. Let J denote, in this uniform

case, the total received jammer power, and let:

e 1 o . D b BT S IIIIPRAO M . T -

3
¥, 4 . (13)

Then, the conditional density function of y given x and Z is:

o
Pm(z/gt_,g) - nr-ll Pu(z(n)/x(n),zn) (14)
and M
pu(z(“)/x(").zn) - kgl P(yﬁ“)/x(“),zn) {15) ?
! £
| where 2 §
! (n) (n) ]
. 2yk exp {- yk . x(n).k
N /pHE, N,/p+E, £
P(y‘(‘“)/x(“).zn-l) - (16)
(n) (n)? '
2y Tk (n) :
k exp 4§ ~ y X +k i
NJ7p N,/p ;
and (n) (n)?
2y y (n)_
RPN e B
(n),_(n) ¢ ¢ 17
P(yk /x .Zn-O) =
5" s 2
. Next define: ,
m M (n) (n)
N,/ 2y y
cw2) = nl . p- kgl NTo ‘; exp {' .k 18)
ne N;/o+E, /P N, /p

f n: Zn-l
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E b

i !

|
b

g O e T T AR ML A - e

A B Bc (n)z
A(y;x,2) = =Y
* % M /o0 /pAE) “x®)
n:zn-l
n 2
(n)
- Z_ay
ns n ‘(ﬂ)
where Ec
} 4
. 1 IJ7D
quc L+ z'c
NJ/D
Also let
(n) (n)?
% () ¥ (n)
M
Flyix,2) & ﬁl ;.:‘ exp (- ’_; 5 a(yén))
o= c c
n:Z =0 k+x(n)
Then

P u(¥/%,2) = G(y,2) expla(y;x,2)} F(y;x,2).
The maximum likelihood (M.L.) receiver uses the total metric:
w(y;x/2) = &n P\ (y/x,2) =
= n G(y,2) + A(y;x,2) + in F(y;x,2).

But G(y,Z) does not depend on x. Furthermore, for all ¥ such that

(n) (n),

2 Px 2¢ (™) (n)2
Yy y
A(n) - (n)
X x M (n) :

La — exp - E n 5(yk ) - - ®,
EC [ k=1
K4k (n)

Hence, it suffices to compute:

n 2 o
- (n) N {a)
n(y;x/2) = E Z_ay + E fn Sty
DEXT&E YW T o (“ )
n:Z;O k+x(n)

(19)

(20)

(21)

(22)

(23)

(24)

(25)

(26)

-

e 11 I lo
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for every sequence xeC to determine the maximum likelihood sequence.

To find the performance of the receiver, we start with the Chernoff

e ST

bound:
n
P(x > %) < ![exp{l Z [-(l(n) ;2(“)/zn) - ‘(!(n) ;x(“)/z‘)]} /!] -
as]
= ﬁl z[cxp {A[n(x(n) ;:‘E(‘)/zn) - n(z(n) ;x(n)/zn)]}/*(n)] -
o=l .
"8 oa® @, 21
nel X
vhere

D(i(n).x(n);l) 4 Efexp { x[n(y_‘“);i‘“)/zn) - n(z(n);x(n)/zn)]}/x(n)].
(28)

Since the M.L. receiver uses the metric:
n(z(n);x(n)lzn) = {n Pu(zfn)/x(n),zn) (29)

we obtain

0™, 20 = Elexpt Ata 2,072,z ) - 20 2, W™ 213/

- (@) ,a(n) L, A
B, a™r™.2)0P o
-E PR S
[Py /x,2)

- () ,e(n) A
Py /27,2 (a) n
=B E @, (o) L T L
Py T /x70,2))
@ ' PH(Z(n) /ﬁ(n) ,Z )A

o (@), () @ @ /. ml
= E PM(X /x777,2 )dy; .. edyy x
{af 0/. Pz x™,z )" ° f

The value of A which minimizes this bound is X = % .

(30)

; Hence:
i ain D(i(n),x(n);)‘) - l,(ﬁ(n).x(t't) ;l) -
o< 2




‘
|
!
!
§
i
{

- ®
E { / / Vee® 2™ 2 @™ ia™,z) ey, .dyuu)/ x"‘)}

(31)
which is the Bhattacharyya bound.
But since
P 3 kel
P, (k) =
b 1-p 3 ke0
this can be further reduced to:
S x(ll)_i(tl)
(o) _(n) 1)\ (32)
D(i »X '2) g . x(n)+x(n)
vhere D =
- (1-9)/:-{ v;(z(n)/i(n)o)P(x(n)/x(n) ,0) dy{u)...dy(n)
0
+p f of Vee® s®nee® ™1 o™ . ™ (33)

Substituting the conditional probabilities that we have in this case, we

obtain:
D=
. . @ @) J? @?
@ °’/ f @7 m f L Y@
exp - —_ — x
B l E £
[
M M
(n) (n) (n) (n)
o &y I ély dy ..dy
kel Gi™) k=1 )| o M

ST

= T e




(n) (n) (n)
by (n) y (n)+’ @]f] ¥ 21&?) :?)
M ‘:/:/ _._"x—"""i' exp (- 2—2 1 — exp{ x
(€ _+8,/0) Ei/p (|1 Ny/p w,/o
c J k+’(n)
i _17__2’ - ’:mz @ @
n - 3
jgl NJ 3 exp {" NJ/D } rly1 ...dyM (34) 1

4@

i

(n)

The first integral is clearly zero. The second can be integrated over vy

i=1,...,M :L+z(n) 3 1-§(n)

and finally reduces to:
‘f ; 1 1 '2 »
exp--z——( — + )}dy - *
\/ (E + J) NjlotE, Ny/e ‘
e P
- 481 +
auJ/o(NJ/p+cc) NJ/o

= 2 - 2 (35)
(2N,/p+E ) E
J d (2 +

Therefore

P(x + R) < DW(x )

- | — (36)

It is easily verified that p = 1 maximizes this bound, i.e., continuous jam-
ming (broadbdband-jamming) is the worst case jamming for this receive.r.

" (3)
aly + =&
N,

gt~

D s max D s ——————
c B
] 2 + N :
( J t

10

- e s —— e e




B. Soft Decision Receiver with no J.S.I.
Since we have just seen that continuous jamming is the "worst case
jamming"” for the receiver analyzed in A, and since the receiver we presently

consider does not have J.S.I., we are tempted to try the simple metric:

n 2
alyx) = 3y (38)

n=] x (n)

which is just an equal weight summation of the energy detector outputs, which

correspond to a sequence X.

Hence
m 2
- % (n) (n)
Px > %) < z[exp{)‘ ngl( NV (n))}/ ]
m @2 @\ /. w
= ] E[exp{)\ -y ) / :l (39)
o=l g(n) 7 (n) f
o’ D(ﬁ(n),x(n);)\) = E[exp {)(y(?!)_l) (r(l;))/x(n)] = (40)
[ @ @\, [ @? @\ /. @
= Ao ey @)Y () M i T VTV [
But given x(n), i(n) -'r x(u) and Zn s ('(‘r)l) & y(t(‘)) are statistically

independent.
2 (n) + <™

Hence; for Xx

p&® @™ .5y .

2
= (1-p) E[exp{)\y('(‘))}/ x(n),znao} . E[exp {— Ay(?z)}/ x(n) ,zn.o] +
x

2
+ ;E[exp{kyf(;)} (n) .1] ELexp{ - Xy(!(!')l)}/x(n)’zn.l] . (413

L




We now use the fact that for a Gaussian random variable x-N(0.0:):

Elexp{ix?}] = 1 ;A< 1o
l_zxgz 202
< x
E[exp{-klel . —t i AD> - 1 .
142)0> 20,
x x
Sioce
2 2 2
(n)” _ _(n) (n)
Tk Tek + Tek
£ & ) pesng Gaussian and 1 (see Figure 3
ck sk g Gaussian and statistically independent (see Figure 3),

we obtain:

sfonfon™ )] slemplep <)}

-E [exp{)\rg:) 2}] : E[exp{)\tiz)z} ]

... D(ﬁ(n),x(n);k) -

pp— N e —— = D(A)
(1-A1-:c (1-AN J/ p) [1+A (N J/ p+£c) ]
0 < A« 2
N,

(42)

(43)

Now we want to find the worst case D by taking the maximum over p, 0 < p <1

and the minimum over A: 0 < ) < ﬁl

J
i.e.,
ch = max min D(X).
0<pl  0sA<-
J

Note, however, that the condition:

(44)

R - S /R




o T e ————

implies that for any allowable value of A, the first term, namely:

1-p_
mic

approaches 1 as p + 0, and therefore,

o+0 i

min p(A)———el (45) i
o<A<§&
J i

We expact that in general, the soft decision receiver using this metric has

poor performance under a low duty cycle jammer. Recall that the same conclu-
sion was stated above for the non~fading channel.

Although the receiver now considered does not have J.S.I., it may still
know p. In such a case the receiver can use the ML metric. We want now to
find this metric and to analyze the performance of a Soft Decision receiver
using the ML metric. The conditional probability of y given the transmitted
sequence x is:

P @/® = i Pu(z(n)/x(n)) -

n=1
. [zl: P,y ™™ 0yp (k)]-
ngl k=0 M ’ Zn
- ﬁl[PM(x‘“’/x‘“).O)(l-p) + PM(z(n)/x(n),l)D]. (46)
n.
(n) n M
P, x ™ /x™,0) « —E— exp I _iE‘__ I é(yén)) @
c c
k+x(n)
and 2
(n) (a) 2
2y y (n) (n)
(n) (n) M2y y
P ™ /x™,1 N xp . 3 | 0§75 B T } “
EcﬂiJ/p l “J/”Ec k=1 J l J
k-'x(n)

13




Hence:

; P u(/x) =
f 2
(n) (n)
st Zyx(n) ’x(n) ! (n)
= 1 |(Q=p) —T— exp (- —= 0 &y, ')+
=l 3 E kel
o (n) @?
N,/0 £ E. (¥ 2y Y
P r e T Vasem e Nye TR e @9
/0 /P(E+ /o 3 J
Let
2y @) @?
cy®) & 1 2 4"
Then
P, /%) =
2 2
(n) (n) (n)” =
m 2y s y ‘ y E ]
(n) YN | N./p (n) "¢
- n‘ll[u-p) 2 epl- 200 §(y )+ p —E— ™ exp —E— ]
E ! N/, lu_,/p(sch/c);
(n) i
e (50) |
y
|
Now we take: |
m(y;x) = &n P, (y/x) = ;
2 2
(n) (a) (n)
2y s y y =
mn (n) (n) M N./p { (n) E
= Y tn| (1-p) —E— expl- X R P e e
=1 E E k=1 E +N /o X./p(E +N,/0)
c c (n) c J J c J
hx (51)

i.e., the receiver uses the M.L. metric. Therefore, as we have seen above,
the Chernoff bound reduces to the Bhattacharyya bound:
P(x~% < pVEX) . Ghere

i Dé/.f\/PH(z(n)/x(n))PH(y_(n)/i(n)) dyi“)...dyxgn)
. 0 0




: J—
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g Substituting Pu(x(n)/x(n)) & Pu(y(u))litn)) ve obtain:
’ (n)z,,,(:z)z .
> ¢ N./p (n) n) E
f f p ——— G(z(n)) exp .!.___2_2___ . £ — dy{l)...dy(u)
) N /D+E NJ/D(NJ/D+£c) (52)
Carrying out the integration over yin). i=1,...,M
wve get the double integral:
@ E 2
D=op ___2L.__cxp‘yz(-n1/0+ £ — )d}' =
0 \/hJ/D(NJIP+Ec)w l J 2N /p(Ny/p+E )
o E +2N./p 2
-o[/———zl———exv‘—yz e I tdy
0V us0m 0eE) [ 7 e/
( N /p)
(53)

e

This is exactly the value of D obtained above for the Soft Decision receiver
having J.S.I. We conclude that a Soft Decision receiver with no J.S.I., but
knowing p, performs exactly as well as a Soft Decision receiver having J.S.I.,
provided the background noise is negligible.

As before, the worst case p is p = 1, in which case:

b 5)
411 +
AN

max D = 2 (54)
S
2 4+ —
N,

C. Hard Decision receiver with J.S.I.

The input and output alphabets of the channel are:




J

x = Ye{1,2,...,M} (55)

and the conditional probability

[
-

y=x ; 2z~
0 ; y¥x ; z-=

- O O

P(y/x,2) = 1€ ; yex P (56)
gf-l- P yex ; Z=1
vhere
M-l (M-l
€0 = 5 (") cayen — (s7)
= DEC
1+k (1 + N__
J
Since the channel is pemoryless
P n
o (¥/%,2) = N Ply /x,2).
n=]
We choose the metric
m(yn;xn/Zn) = fn P(yn/xn’zn)
which is the M.L. metric. A
¢
Hence, the Chernoff bound reduces to the Bhattacharyya bound:
.3 i
where ]
é & / ': lj
D E%)Z VR(y /% ,2 )P(y /% .2 ) o i
|
- (1-9)2: Jg(yn/xn,O)P(yn/xn,O) + ¢ %; J?(yn/xn,l)P(yn/xn.l) (58) g
y % $x_. :
n''n p
|

But, for xn+xn,

' P(y,/x,,0) # 0=>P(y /% ,0) = 0.




;-v-w T o — -

s D= DZ ﬁ(yn/in’l)P(yn/xn’l) =

In

1-e(p) Je(p) M-2
<[\ @le@ k2 o) (59)

It is easy to verify that p = 1 maximizes this bound, {.e., continuous jamming/
broadband jamming is the worst case jamming for this receiver also. Substi-
tuting p = 1 in the bound above, we obtain:

D. w2 €(1-c) M-2 (60)
Ve M-1 M-1

where € denotes €(1).
D. Hard Decision Receiver With No J.S.I.
The input and output alphabets are:

x = Ye{1,2,...,M}

but the conditional probability function is now:

‘ l - pe H v=x
Ply/x) = (61)
£
' = Py 4 x
where
M=1 (M-1
=e) = 3 ( k )(-1)"*1 L
=] DE
1+k(1 + —=
r"J
In this case we use the simple metric
oy ix ) = = Wiy ,x ). (62)

This is in fact the M.L. metric, since it can be written in the form
ﬂ(yn;xn) =ain P(yn/xn) +b; a>0
hence, we can use the Bhattacharyya bound

P (x » &) < D" &¥
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D=L VRG/xPG/R) = ;i x MR
y

=2 P.‘_(E)-&_;E(m +0 u-i e(p) (63)

M-

It is easily verified that ¢ = 1 maximizes D for this receiver also i.e.,

- - e(1-€) M-2
e o:;::. D=2ySeT -~ * w1 ¢ (64)
where A
€% Q).

Clearly, the results of receivers C & D should coincide for p = 1, and indeed,
we see that the corresponding bounds are also the same.

IV. NON-UNIFORM CHANNELS

In this section we assume the following: The jammer uses pulsed noise
(duty cycle p) and non-uniform distribution over the "slotted channel." At
the j:h sub-band we have background noise of one-sided spectral demsity Nj,
and, in addition, jammer generated noise denoted NJj/p when the jammer is
"on."

As defined earlier, the hopping sequence is: L = (21,22,...,£m), where
zn is the index of the sub-band used in the nth chip time, lne{l,z,...,N}.
We assume that the random variables ln, n=1,...,m are statistically independent
discrete random variable, having the common probability distribution P(L).

A. Soft Decision Receiver with J.S.I.

The conditional density function of y, given x, L and Z is:

b= (n),_(n)
Pom(2/x,L,2) -nr.llpm(x /x777,2 2 ) (65)
*n (n),_(n) Mo (), ()
n n - n n
P, /x™ 1 12 ) k!}'lp(yk ™1 .20 (66)
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s S A
{5y +NJ2 T N, ¥R, /p (67)

n n n n
and
2
(n) (n)
2y y
( k_ exp k —\ (n) .
N, +E, N, +E,
n n o n
P(y(n)lx(n) L .2 =0) -<
2
(n) (n)
2y y
N“ exp {- : ; x ™k (68)
in n
Next defining:
\J \ 2
N, 8., /p (n) (n)
Gy,L,2) n » o ?1 ——k—-—exp L - '
== nel K, +E, #8 /e k=l Mg "’ N, #¥p, /P |
) SR R ] n “n ’
n.Zn-l n n !
|
- t
m E i
L (m?

4, (¥;3x,L,2) £ Z:




v e e
< e —_—

i
]
f
:

and -
E. /N
n s (n)

A (¥;x,L,2) = 232y .
0 n;l n, +E, =@
n:Z=0 n n
- )
( )
- nz-:lu -z )bl y ?n) (71)
wvhere
E, /N
{ ]
by ¢ " . e 5 (72)
n
2L
Then
8, (1ix.L,2) Bg(zix,L,2)
P u(2/%,L,2) = G(y,L,2)e F(y,L,2)e (73)

The ML receiver uses the total metric:

m(y;x/L,2) = &n Pm(zlgc_._l;.g) = (74)

= 0 G(z,L,2) + &) (1x,L.2) + f8 FQLL2) + 8)(2,5,L,2).
But, since G(y,L,Z) and F(y,L,Z) do not depend on x, it suffices to compute
m(y;x/L,2) = A (3ix,L,2) + b;(yix,L,2) =
- Z[z a, +(-2 )b, }y('(‘zj
n=}1 x
for each sequence xeC to determine the maximum likelihood segquence.

Again we use the Bhattacharyya bound to compute the perforzance of this

receiver

P(x-»x)<b("")

vhere
{n),_ (n) (n) ,5(n) {n) (n) (n)
$¢ f Ve(y™ rx™ e,z )o(e R 02 L2 ) ey ™y

0

™), ay™ [ s (n)?

. (1-¢) E{f f \/P(X(“)/x(“).i“.O)P(x(“)/i(“).in,O) oy}

0
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+ pz{f:.'f.\/l'(l(n)/*(n)-"nvl)P(Z(n)/i(n)vln-l) dyl(n)---dyl(‘n) x(n)} (76)

Substituting the corresponding conditional probabilities and integrating over

’(n)
i ]
t=l,.. M 3 14, 14z®
we are left with
) (n)) ‘ ’(:(:) 2
(n n) 1
D= ooy E . (r+ 1 )I‘Y(Z’,) /x(n) .
/ N +E I.n "1n+sl ‘ x
(n) d (n) (n)2
’ - L@ T @ : ¥ () ( 1
+0E exp ) - =3 N, .. 7p
! 2 ThIe
“0-/ \/(;2 +, /o)(Nz "'Ez +Nu /o ) n ““n
n n

+— l /x (“)) 77)
Ny +Ey Ny, /0| ‘
n n

n
N, +E, /2 2
- (1- (" ) S— exp ‘_ y2 __E“_i‘_‘___'jl/,(n)l.{»
e l’-o/’ My (Nin‘"ﬁnn) 1 Nzn(“'zn*'gzn)‘ ” ;

N +E£ /2+NJ

[ - 2y dy 2 g R SN P IT/X(n)}I

= exp )=
d \/(R"n+NJ’“n/p)(N’*nﬂ";x”n/p) [ (N e /DX" +E, +\Jg /o )j

N, (N, +E N, 8., /p\fl, +E +
E ‘(l-p) jz’n( l!'n !'nz) + p( R'n J!.x: )( fn R'n / (n)l
N, +E, /2 N, +E, /24E.. /o }
l (N2 2 ) (9.n 2 "R )
£ E
3
of1 + —1) 4(1 + ———)
N N N,+N../p
= Yr|a-0) —+ +¢ %Ji ) (78)
3= E j
(2 + Ii) (2 MY /c)
] j 3
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‘(1 + i‘t) n ] ( zjau/p) 1

¥
- Z’(j) - ji + Vi
4=1 (2 . ;1) (znjnj) (zu +zj+znulp) i
j J
£ By
4(1 + —1) z“ ( * )
N N 4 2N +E
- Y r() —— —— a9
=1 ( - ;1) (23 +E ) (p . J.’ )
4 o+, :

It can be easily shown that p = 1 maximizes this bound over the interval

0 <p<1l. Hence, continuous jamming is the worst case jamming in this case

also. i

E
E —d
N 4(1"'114« )

o0, & max D= Y p(g) —I 3L (80) !
Ve = 2 !
0<p<1 i=1 E f
2+ —d— i
N, +N ?
i3 'fs
B. Soft Decision Receiver with no J.S.I. }
i The jammer uses pulsed noise (duty cycle p) and nonuniform distribu-
i tion over the slotted channel (Figure 1).
We have shown before that when the background noise is negligible and
the channel is uniform, a receiver using the simple total metric:
m (u)z
ulyix) = Yy (n)
o=l x 1]
j results in an unacceptable performance under low duty cycle jamming. Having i
; the choice between this receiver and the Hard Decision receiver, the latter .
t

should of course be preferred. This is also the case when the channel is not
uniform and the background noise not negligible. Still, as discussed above ‘

for the special case, the receiver, not being able to detect the presence of

22




the jaamer for each chip time, may still be able to make a reasonable measure-

ment of p. In this case the ML metric can be used. Ue follow this idea below.

The conditional probability of the channel output is now

-}
Pa@/aL = T p(x ™7™, ) (81)

where

1
Pu(x(n) /x(ﬂ) ""n) - zg Pu(z(n)/x(n) ,Ln,zn-z) Pzn(Z) =

= (3™ 7x™ 2,z =0)(1-p) + 2, (3721 2 =1)0 (82)

2
O )

= exp - — H
}l\l +E, l N, +1-:,_n‘

(83)

(n),_(n) poRon
P ly, “/x L , 2 =1) = (84)
a8 S R ‘ @’ )
k

—————eXP - T ; x(n)t'rk
Ng #Kj5y /6 Ny g /P
\ n n “n

]

Hence

o
) \|
P (¥/x,L) = ul'_ll [(l-c)PM(y_(n)/x(n).ln.Zn-O)i-pPM(}:(n)/x(n ,rL“,zn-1)J

2
(n) ,(n) 2
o 2y (n) ‘ ’x(n) M 2y£n) ( y{n) I
= 0 |(1-p) —E—— exp ,- I N expry- 75— (*
n= 8, +E, l N, +E, $ kel Mo | F |
n ‘n n n k_-x(n)
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:
b

e T . oo cotivatiitigg

2
(n) (n) . 2
2y (a) Y (a) ¥ 2,(n) y(:\)
+p x - x k k
oy N, W /p N, +N__ /o
N, 48, 4y 1o X, +E, 4y, fo{em1 Mg e l r o
2 B n Kk (n)
2 :
‘ ’x(n) l!J"n 1, (n)
= 11 |(A-p) exp GL(z )'*
a=l “"'n(n"'n+g n) n
J@?
(n) )
+ 0 exp x 8 62 (+) (85)
(ulnﬂ:_nn/p)(u,. +z£n+unn/p) a
where
2
N (n) (n)
2 M 2y y
¢ (1®) & —— n e %- x f (86)
a Ny +E, k=l TR 2
n n
and
2
N
T
2 = w1 Ng Ny /P N, +N., /¢
n Ny ¥y gy 1o L M P 2 g 72 |
87)
To use the ML metric we take
n(y;x/L) = o P, (y/x,1) = (88)
y(n)z 3
L 1 (n) x(n) ln )
- 3, 10 a-026] (x®)emp ) 201
a=1 n I Nzn(NZné-Egn ) ‘
‘ ’(‘(‘): E )
n
+ ocf (3 x n (89)

exp =
B ) «Nl +E1 N, /p) (Nl N, /p) ‘
n n n n n
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Obviously, this can hardly be considered a practical metric for a receiver.

Nevertheless we will proceed, trying to find P (x -+ X).

Since the receiver uses a ML metric we can use the Bhattacharyya bound
D=E {ff \/PH(;_“‘)IQ(“).zn)rx(z(")/x(“).zn) ay(™ . a4y ™ x(“)} -
[

“ L]
0 o

3=1

and

D = max D.
We 0<Q§1

It is difficult to proceed analytically to compute D, but, it can be easily

verified that

lin D(p) = ). P(j) —— (91)
£0 =1 L
(1 + —2~ N

which is exactly what we have with no jammer, i.e., the jarmmer has no effect

at all. For p = 1, we obtain

N
D) = I P(J)
i=1

E,
(“z—m‘.iﬁj

33
vhich is what we obtained before for the receiver in A above, This is what we
would expect, since when p = 1 both receivers are the same. However, for in-
termediate values of p, i.e., 0 < p < 1, the performance differs.

Note that for the same receiver over a uniform channel, with no background

noise, we have found that p = 1 generates the worst case jamming. The same re-

sult seems to hold in the general case also.
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C. Bard Decision Receiver with J.S.I.
The jammer uses pulsed noise (duty cycle p) and nonuniform distribu-
tion over the slotted channel.

The input and output alphabets of the channel are

x =Y €{1,2,...,M}

and the conditional probability, when using the z‘h; L =1,...,N subchannel
is {1-:1 ; yx , Z=0
€
L
= ; v, Z=0
P(y/x,%,2) = < (92)
'l-eJl ; yx , =1
\ €31
ﬁéf H y+x y Z=1
where
M-1 M—l) 1
€ & 3 (%) ey - (93)
k=l 1 k(l Ez )
+ +
. N HN, o/
M-1 (M-1
e, 4y (") eyt 1 (94)
k=1 El
1+k(1 + IT')
L

The conditional probability of the channel is

n
Pn(l/§9£v£) = [ P(yn/xn’g'n’zn)
a=1

Using the ML metric

m(yn;xnlln.zn) = n P(yn/xn,zn,zn).

Hence, using the Bhattacharyya bound

wvhere
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D= z{;\/r(ynlan,!.n,zn)r(yn/xn.!.n,zn)/xn} -

(95)

v 3 5, 5 Fo TG
= P P, (2) (y/%_,3,2)P(y/x_,3,2) =
; ok z=0 zn ; o Y

j-

R €, (1-¢,) €., (1-€..)
- JZ% P(j){(l-p) [z,/_.lﬁi. +e, ::_:] + p[z Jju.l A5 :i er]} (96)

Here, again p = 1, maximizer D

N €, (W1, D)
o0, & pax D= p(j)[z\/ J1 5 RN o (1)] (97)
We 0<p<1 jgl M-1 M=1 "Jj

D. Hard Decision Receiver with no J.S.I.
The jammer uses pulsed noise (duty cycle p) and nonuniform distribu-
tion over the slotted channel.
The input and output alphabets are
X =Y e{1,2,...,M}

h

The conditional probability density functions, when using the gt , L= 1,...,N

subchannel are

l-el(l-p)-euo H y=x
£, (1-p)+€,,0
4 ___Jt 1 4 ; yHx
where
M-1 /M~1
g 4 3 ( x )(..1)“"'1 _1_{_
k=1 1+k (1 + -&)
N
L
M-1 (M-1
NOEDY (%) cayen !
k=1 1+k(1 + —J—)
l\l-i-NJz/o
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The metric we use is again the ML metric

n(y;x/L) = fa P(y/x,L).

Hence, we have the Bhattacharyya bound

P(x-’x)<D(X§)

where
- (a) R
D !{§ JP(yn/in.l )P(Ynlxn.!n)/! } H inhn
n
N
- 321 P T PO/ RG /xS =
= y
N le, (Q-p)+e,, . p]{1~€, (1-p)-€, 0]
- ¥ b J3 J Ji7 M2
;‘; pu)[z -~ e CSSOR jo]] (99)
But
0::1:1 {ej (l-p)+erp} = |g (1-:>)+f:_1jc>!p_1 = €M

It is therefore clear that

N
Dy & pax D= E P(j)[zv——j———j—+u_i Jj] (100)

0<p<1 =1

where

A
st = er(l).

Note, that if the receiver had no Channel State Information then

1-p -me e (1-p)¥eg8] 5 yex

€,(1-p)+e P
2 Y e [—'—_—i"—] 5oy (101)
2

l and using the ML metric, we would have obtained

e —— e p— -




D e 1- ¥-2
D _z\/@ + o (102)

when the bar is used to discriminate between the two receivers. Since D(P) is
coanvex N, it is clear that D >D.

v. Ro EVALUATION AND SIMPLE APPLICATIONS

A. As shown in Note #3, the cutoff rate for each coded bit in the worst

case jamming environment is given by

Ro = logzu-logz[1+(u-1)bwc] bits/ch.use (103)

It is now a trivial matter to derive Ro for all the situations analyzed above.
In particular, we have derived ch for the Soft Decision receiver with J.S.I.
over a uniform channel. Since p = 1 is the worst case jaming, we now let No
represent the total uniform noise spectral density, which includes the back-~

ground noise and the effect of the jamming.

ch is in this case given by

D, = — 2% _ (104)

Using equations 103 & 104 we have computed Ro for M = 2,4,8,16,32 2s a func-
tion of EC/NO. These results are shown in Figure 4.

Since the Soft Decision receiver having knowledge of ¢ only, achieves the
same performance for p = 1, as the receiver having J.S5.1., the same Figure
applies to this receiver as well. Figure 4 shows also the cutoff rate of the
two Hard Decision receivers considered above. For both receivers over the

uniform channel D c is given by

’
D = 2 \/Eézﬂ + % e (105)

29




vhere
M-1 [ M-1
e=3 ( x ) (-1** 1 (106)
k=1 e
l'l'k(l + i—)
[+ ]

In general. is a function of E I & P, but for a uniform channel
uUc e’ = -

N,

nuc can be written as a function of Ec/No only. To emphasize this fact we

write
Ec
D=D (if-
o
and
(52)
R =R {—
(.} o No - .
B. MFSK
Conventional MFSK modulation has the symbol error probability bound *
P <L (M-1)p (107)
§—-2 4
and bit error bound L
M/2
Py = M1 Fs (108)
Now, since for MFSK ;
}:c - K‘Eb , (109)
where
k& log,M (110)

we have for the uniform channel
< 2% (ﬁ) (111)

Hence, the bound of the Soft Decision receiver is in this case




° 112)

For m diversity MFSK we have the symbol error bound

E -}
P, <1 (1) n(—-‘-) (114)
s <3

wvhere

Hence

For the Soft Decision receiver we then

N
<]

K =
;Eb . (115)

Et:
D(T) (116)

i T

Py ot 22

= TSR
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We can compare this result with the exact bit error probability obtained by a

ML receiver, which, for M = 2 {s knowa tc be [4]

=1 [ @¥j-1
P, =p" ( 3 )(1-1')J (118)
e Tk
where
pd 1 (119)
1+ 332)
[-]

Figure 5 shows both curves for several values of m. Given Eh we can find the
Ky
optimal value of m and the resultant Pb bound from equatiom 117, Figures 6a,6b

shows the P, bound as a function of E.b/N° using optimal diversity for

b
M=2,4,8,16,32. The figure shows also the value of the optimal m used to
derive each calculated point. Since m can only assume integer values, the

smooth curves shown are only approximations to the actual results. As well

known [4], for M = 2 the optimal diversity is given by

For the same value of Eb/No but higher M, m is also higher.

opt

Even when moderate values of signal-to-noise ratio (say ;h = 20 db) are
o

expected, the optimum value of m may well be unrealistically high. A variety
of "practical" reasons may preclude the use of high m values. 1I1f, for instance,
the information rate is such that the "instantaneous" bandwidth of the trans-

mitted chip is nearly equal to the "coherence bandwidth" of the HF channel,

it —_—H A N AU w1 -

:"T’t"m- - a2
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then, a substantial degradation in performance, not accounted for in our analy-
sis, may appear, vhen the bit interval is chopped to shorter chips. Moreover,
changing the chip rate so as to follow changes in Eblﬂ; is usually undesirable
in practice. 1In such cases it seems reasonable to choose low value of m, so
that optimal performance will be achieved when the signal is weak. Figures 7§ 8
may be of interest in such a situation. In this Figure we compare thé perfor-
mance of systems using M= 2,4,8,16,32, for m=K, {.e., the chip time T; is
equal to T, for all curves. It can be seen that under such a constraint, high

b

M systems have a profound advantage.

D. Orthogonal Convolutional Codes.

Conventioual MFSX with @m diversity is merely a block code containing M code
words of blocklength m. We can consider more general codes using M-ary alpha-
bets. An orthogonal convolutional code, for instance, generates one ZK-H-ary
symbols per bit. When used with m diversity, each symbol is "chopped” into m

chips and the bit'error bound is [3] :

- 1mK
,,[_fb
o
P, < L.

» = = qm2
2 l—ZD[ Eb (120)

aN
o

E. Example .
Consider a Soft Decision receiver with JSI and a uniform channel. The
information rates are:
a. Ry = 2400 bits/sec.
b. R = 75 bits/sec.
snd suppose that at the higher information rate Eb/No = 16 dB.

a. For a binary receiver with no diversity, i.e., M=2, Kem=l, we obtain from

i3

e

PrE—— s
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equations 104 and 107:

b [Eb.] . 4(1439.8) -1

- 0.934 10
N, (2+39.8)2

and

P D = 0.467 107}

[

b=

The convolutional code from 105 yields in this case:

1

Py s 0.706 10

Recalling that diversity may help, we see in figure 6a that for this binary re-

ceiver at Eb/no = 16 dB,optimum diversity is m = 13. Using this value we

obtain:
M
P30
2 4(1+39.8/13)13 -2
-7 - > 0.134 10
(2+39.8/13)

The chip rate is then :

Rc = RHm = 2400 x 13 = 31,200 chips/second.

If 2400 chips/sec. is the highest permissible chip rate, we can try to use a

higher M. For H-ZK-B and m=K=3, the chip rate remains RC-ZLOO chips/sec. and
Ec-Eb .

Hence: M Eb n 8 3 -2
Pb < z D E: % 0.0934 = 0,162 10

Which is almost as good as optimal diversity for M=2,

The orthogonal convolutional code with M=8,6 m=3 yields in this case:

E
n[“—,"]- 4(1+39.8/3) _ o 2uus
(2+439.8/3)

- ;. Py < 0.168 100




e e T T

TSR s -t

[:_:.L - 3% [%]n ~ 32 x 38,9 = 1.244 10°

b. For the low data ratae, R - 75 bits/sec. :

Hence, for the binary receiver with no diversity we obtain from equations 104§

111 :
D= 3.208 10~

and

P, < 0.1604 107

There is no need to use high m in this case. Suppose we take m=4.

Then:

-8

P, < 0.1317 10

b
and the chip rate:

Rc = mR, = 4 x 75 = 300 chips/sec.
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Figure 1 : The Slotted Channal
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1. INTRODUCTION

In this note we examine the impact of variable data bit rates on a fixed
hop rate noncoherent FH/MFSK gysteam with diversity. This points out the ad-
vantage of some diversity and the impact of noncoherent combining losses asso-
ciated with too much diversity.

To combat jamming effectively FH/MFSK systems must use diversity.* This
means that each MPSK signal is hopped m times and at the receiver the m "chips"
are noncoherently combined to provide diversity. For the uncoded* case where
M= 2x we examine here the parameter

L= % hops/data bit

Rather than consider the optimum choice of L we examine the bit error bounds
for a wide range of L values.

Qur motivation for examining various values of the diversity is that in
many systems the hop rate, Rh hops/second, is fixed and the data rate, R
bits/second, can change to accommodate various types of users. Also the
processing gain

PG = ¥
where W is the fixed total spread spectrum bandwidth can be increased by lower-
ing the data rate R. This may be necessary to combat strong jamming where we

have the effective energy per bit to noise ratio

B, r__su
N T (3/s) IR

vhere
S = signal power

J = jammer power

*
Diversity can be viewed as a special case of coding. MFSK modulation can also
be viewed as a form of coding.
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at the intended receiver. Usually total bandwidth W and hop rate Rh are fixed

in a spread spectrum system while data rates may be varied.
In general, some form of diversity can improve performance by up to 40 dB

at bit error rates near P, = 1076

in both a worst case partial jamming and a
Rayleigh fading channel. However, noncoherent combining losses begin to domi-
nate with too much diversity. Here we examiné the dit error probabilities of
noncoherent FH/MFSK systems for a wide range of diversity values, L, measured
in diversity chips per data bit. This is done for fading and non-fading chan-
nels as well as for the constraint length K = 7, rate r = %, binary convolu-
tional code.

The usual diversity combining loss associated with broadband jamming (or
additive white Gaussian noise channels) in a non-fading channel shows con-
siderable loss associated with too much diversity. The relative impact of
large diversity is somewhat less against worst case partial band jamming
since this type of jammer can degrade performance at low diversity values
more than at higher diversities. Indeed, with no diversity there can be up
-6

to 40 dB loss at Pb = 10

to broadband jamming. At higher diversity values the worst case partial band

with the worst case partial band jammer compared

jammer becomes the broadband jammer.

In a Rayleigh fading channel the worst case partial band jammer is the
broadband jammer. In g;neral, the bit error probabilities of the Rayleigh
fading channel upper bounds the bit error probabilities of the non-fading
channel in a wvorst case partial band jamming channel. The difference in
these bit error probabilities become smaller with increasing diversity values.
In the limit of large diversity values the performance of fading and non-
fading channels are the same.

We also have the observation that as diversity increases the relative

e R R P« gt N




coding gains decrease. Like diversity, coding is more effective against worst

: ? case partial band noise at smaller diversity values.

II. WORST CASE PARTIAL BAND NOISE JAMMING WITH NO CHANNEL FADING

G AT (RGP U VAP S g g Y -

Consider first the case where we have no diversity and each MPFSK signal

is hopped once for each MPSK signal. Assuming partial band noise iamming

where o is the fraction of the band jammed with noise of spectral density

Nola wvhare No » %u We have p as the probability that any MPSK signal is in

the jammed part of the total spread bandwidth W and 1 - p as the probability

Then the symbol error proba-

it is hopped outaide the jammed frequencies.

bilicy is

P = 0 PL(N /p) + (1-p) P (0) §

where PE(Q) is the MFSK error probability in white Gaussian noise of spectral

density a. We assume negligible channel noise other than the jamming noise

so that PE(O) = Q. Using the union bound we have,

E
c

L - TN: H
Pp(N /) < (M1) 5 e ;

where Ec is the energy per MFSK signal. Here Ec = KEb where M = ZK. Alsc

using the relationship between bit error and symbol error,

P

P =

b 1°E

¥

we have the no diversity bit error union bound

KEb

-0 -Z—-N— i
o . |

P <2 pe

The worst case ¢ that maximizes this bound is given by
-1

()




provided 7 2 which 1is the case of interest. The dound for worst case

K
°

partial band jammer with no diversity is thus

ok-1
S Re(E W)
and here we have effectively

L L= % hops/data bit

or one hop per MFSK symbol (no diversity).

In summary, with no diversity we have the bit error bounds '

Eb

ok mm—
K=2 2N°
2" e , broadband jamming
Pb <
2K-l
RETE;7TT-' , worst case partial band jamming
o .

These bounds are generally quite tight below 10-2 bit error probabilities.
In Figures l-4 we show these bounds as the exact bit error probabilities.
(See dashed lines.)

With each MFSK signal hopped m times and using noncoherent combining of

the m energy detector outputs we require a looser Chernoff bound to evaluate
; the bit error probabilities. Assuming soft decision combining where the
i receiver knows when a chip is jammed or not,* we have the bit error bound
{
t
¢

(see note 2)

vhere A is a Chernoff bound parameter and Ec = KEb/m is the energy per chip.

* -
This means all o chips mugt be jammed in order to cause any symbol error.
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For the case where lc/l° 2 3 wve have the vorst case p value that maxi-

mizes this bound and the best A value that minimizes this bound given by

1
A= 3

This results in the bound

mn
K=2 bn
o2 [n(nb/uo)]

or in terms of

L= % hops/ data bits

ve have
K~-2 4L
P <2 q
b [¢(£b7h° }
When ECIN° < 3 the worst case p that maximizes the bound is simply

¢* =1  (broadband jamming)

while the minimizing choice of the Chernoff bound parameter is

=3 [f1+6_a+a_i -l-aJ
- ()(&)
I

e
1-A2

wvhere

This is used in

[l

@

In summary, for noncoherent MFSK with M = 2K and L hops per data bits

b <2

ve have

= L TP 01 AT AN ST R A

Comre————--
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k-2 _1 ° '
i bt ; ui <% ]
Py <4 °

k=2 &L K E, t

2 : > 3L

\ -Q(F.bho)] E—
where

W Vo g

- (&)R)

Figures 1-4 show these bounds for various values of L. For L = 1/K we have

no diversity and so we can compare these Chernoff bounds with the tighter
bounds derived for this special case which we label as exact.

III. WORST CASE PARTIAL BAND NOISE JAMMING WITH CHANNEL FADING

We next consider a fading channel where each MFSK hop band has indepen-

=y

dent "flat-flat" Rayleigh fading with the game characteristics. Thus, each

MFSK "chip" is assumed to experience independent Rayleigh fading with the

same Rayleigh fading probability density function

2
f(r) = 2re’ T r>0

o g —

wvhere we have normalized to

E{Rz} -f rzf(r)dr =1,
0

g

- This means that for a random fading envelope R the received energy per chip

is thc vhere Ec is the energy with no fading. Then the average received

energy per chip is

g s ¢ e g et A o o




i -z {nzxc}

. x{nz}nc

a B .
(]

As discussed earlier, we assume a partial band noise jammer with para-
meter 0 and noise density Nolp for p fraction of the band where No = J/W.
With no diversity each MFSK symbol experiences a single fade R. Defining
PE(Q;R) as the symbol error probability in white Gaussian noise of spectral
density @ and fade R we have the symbol error probability

PE(R) - DPE(NO/D;R) + (l-D)PE(O;R).
Here PE(O;R) = 0 for any R and we use the union bound

E
<

23N
&y < L aeiye® o
PE(N /piR) < 5 (4-1)e

The bit error bound for fixed R is thus

1 -poR o
Pb(R) < A Mpe

Averaging this over the fading random variable R gives the bound on the

average bit error probability

P, -fpb(r)f(r)dr
0

Mo 1

< —_—
- 1+(EC/N°)D/2

&=

pzk-l

2+Ro(E, /N )

vhere Eb is the average received energy per bit. Since

LA
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el o e e M bt W

d4r e 1. (L)
dp [lﬂp] (lﬂp)
is positive, the largest possible value of p maximizes this bound.
p* = 1 (broadband jamming)
and £-1
" < ZHiib/N )
°
In Figures 5-8 we showv this union bound as a dotted line for M = 2, 4, 8, and
16.
If we now hop each MFSK symbol m times then an error occurs only when
all m chips fall in the jammed band. If
R= (RI’RZ’ ces ,Rm)
are the independent Rayleigh Fading variables for the m chips, then the con-

ditional symbol error probability is

Pp(R) = 0" PL(N_/p;R)
where PE(NO/O;E) is the error probability with white Gaussian noise of spec-
tral density NO/p with fixed fade variables R. If we average this over R we
know that the maximum likelihood metric is indeed the noncoherent combining

of the m energy detector outputs for the M possible symbols. We can thus

apply the union Bhattacharyya bound on the average to get,
Ao /oinE@ar

4[1+0(E /5 )
(M.l):_f_c_’“o_l

(S

<

= o .2
2+0(E /N )1 |
yielding the symbol error bound

Pp -f Pp(r)f(r)dr
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Figure 8. Fading M=16
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6[1+p(ic/u°)l :

= )
[240(E /M)

<3 0!-1)9‘;
Again noting that

d {ggl-i-hg }
de (1<m>)z

is positive the largest possible value of p maximizes this bound.

Thus

o* =1 (broadband jammer)

and the bit error bound becowmes,
- m
4[1+(E_/N,)] l

2
[2+(e_/8 )12 §

&

Pb < Ml

Substituting the relationships
M= 2K
Ec - KEb/n
m = LK

we have the final form of this bound

- LK
K2 ‘ax. +L(E /N ) I

P 2
=5 w12

b —

Figures 5-8 show this bound for various values of L hops per data bit with
M=2, 4, 8, and 16.

IV. USE OF CODES — NO FADING

When considering the use of codes we can regard each MFSK chip as a
code symbol. As shown in Note 4 when we have two sequences x and X the

pairvise error probability is given by

P(x » %) < DD

e T oYY 1 -

- o e -

et e s o e

|




where w(x,X) 1s the number of places where x and £ differ. For the non-fading

channel with worst case partial band jasming we have (see Note &)

R e L R

0<A<l 0<p<l (1-12

(&)
1 . 1+ No ES <3
- < 1-1 NO -

E
4 <53

e(Ec/NO) No

wvhere
A= %[‘/14-63-#3 -l—a]

i(f_)
a 2 N .
o

Note that the symbol error probability for MFSK with m diversity chips

per symbol is union bounded by
1 m
PE < 7 (M-1)D

since w(x,X) = m. Using the relationship bi = mEc, L = m/K, and

1x
P

Py " w1 FE
gives us the same bound derived in Section II. 1In this sense, diversity can

be thought of as a form of coding.
For the conventional constraint length K = 7 rate, r = % binary convolu-

tional code using BFSK with m diversity we have the bit error bound

18
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1 Ao e 0

i
p, < 360%™ + 211012 4 14001 |
+ 11633015 4 ... !
¥
where ;
E, =2
8
= 2mE
c

E. = energy per coded BFSK symbol.

Here we assume m diversity per coded BFSK symbol. Hence, the diversity per

data bit is

B R R TR ey~ — e~

L=2m
Figure 9 shows the bit error bounds for the binary convolutional code using
BFSK and diversity of L hops per data bit,

V. USE OF CODES~-FADING

For independent Rayleigh fading on each MFSK chip we have the same metric
and the only change in the form of D is an average over the independent fading

statistics. Thus

D= min max E
0<A<1l 0<p<1 1-A

= min max : 3 2 l
0<A<l 0<p<l | 1-A +x(1-x)o(£c/no>$
= @min ‘ 3 1 l
0<A<1 1133221 (E /N )
W1+(E /N )] |
[2+(E_/N )1 .

vhere the maximizing o is

o* =1 (broadband jamming)

19
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and the minimizing Chernoff bound parameter is (see Notes 5 and 6)
A e lclno
.
2{1+(E c7l°5 ]
Note that the symbol error probsbility for MFSK with m diversity chips

per symbol is union bounded by
1 n
PE < 2 (M~1)D

since w(x,2) = ». Using the relationships KE, = nE , L = a/K and

1y

P = %1 P
gives us the same bound derived in Section III.

In general, the bound for the fading channel is always an upper bound
for the non-fading channel. This follows from the fact that for a convex U

function f(x) and any random variable X ve have Jensen's inequality

£(E{x}) < E{f(X)}.

(i)

Note that

is a convex _ function of 8% and E{Rz} = 1, Thus 5

-(2)+(%). ,$_L;(1—ix)on2<i—:)=

e <E
1-32 tl-xz

P
2
1= +A(1-A)p(EC/N°) .

-

For the conventional constraint length K = 7, rate r = % binary convolu-

tional code using BFSK with m diversity we have the bit error bound

é Pb < 36D10||| 12 lém

, + 116330 % + ...

+ 211D*“® + 1404D

| 21




7, - 2,

= 2af
c

L =2a.
Figure 10 shows the bit error bounds for the binary convolutional code using
BPFSK and diversity of L hops per data bit.
VI. DISCUSSION

Figures 1-8 show clearly that with too little diversity worst case par-
tial band jamming or Rayleigh fading can cause a large loss in performance
relative to the ideal additive white Gaussian noise channel (broadband jamming
with no fading). Excessive diversity, however, means considerably less loss
in performance. At P, = 1078 and M = 2 (see Figure 1) there is about a 4dB
loss from optimum diversity (L=10) to the diversity L = 200. This difference
increases to about 6dB with M = 16, This is primarily due to the fact that
the performance for larger alphabet size M improves with the smaller diversity
values. This is essentially a coding gain since MFSK modulation is a form of
block orthogonal codes. The BFSK convolutional code performance of Figure 9
shows this same characteristic.

For the Rayleigh fading channels shown in Figures 5-8, the loss due to
excessive diversity is less than corresponding losses in the non-fading case.
This is partly due to the fact that the noncoherent combining of the chip
energies is indeed the maximum likelihood metric for the Rayleigh fading chan-
nel. More important, however, is the fact that here the worst case partial
band jammer is always the broadband jammer.

The Rayleigh fading case always results in poorer performance or larger

bit error probabilities than the non-fading case. For large diversity,




[

e

e = =

s

L At
—ee 2

Fading Convolutional Code with BFSK

23

-

I

I A

Figure 10.

ti:--~;n__-_; .

107} — oy

£3111719¥qoaq 1014y 114

Ay

——-

@
|

o
(o)

30

[t}
(]

12 14 16 -18 20
Eb/No(dB)

10

23



eSO

e i bt

however, the difference between these two cases disappesr.

In the following table we show the values of !bllo at 'b - ].0"6 for all

the cases shown in Figures 1-8. This shows that the loss duea to excessive
diversity is greater for larger alphabet size M even though the oversll per-

formance is better. This is most likely true for convolutional coc¢:. with

large constraing lengths.

Table P, = 1078 ;
o M=2 Med M=8 M=16
-l
<
".'" Lope 17.3 14.6 12.9 11.8
[
2 | L=200 21.0 19.5 18.7 18.0
w | Lope 19.5 16.9 15.1 14.1
-
k]
a | L=200 21.3 19.8 18.8 18.1
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I. INTRODUCTION

Optimum binary alphabet convolutional codes commonly used with coherent
BPSK and QPSK modulations were found by Odenwalder [1] for constraint lengths
up to K = 9, These binary codes were selected on the basis of the Hamming
distance between coded binary sequences. For symmetric M~ary input coding
channels such as those resulting from MFSK modulation, code selection should
be based on the Hamming distance between coded M~ ary sequences. Lyon [2] and
Trumpis [3] found some optimum convolutional codes for M = 4 and M = 8, These

codes are rate r = 1 codes where there is one coded M~ary symbol for every
data binary symbol. For M = 2" they are equivalent to binary rate 1/n codes
where the n coded binary symbols are used to form a singlq_zn-ary syﬁbol.

In this note we show the bit error bounds for noncoherent FH/MFSK signals
with varfous optimum convolutional codes for constraint length K = 7 and alpha-
bet size M = 2, 4, and 8. This is done for a wide range of diversity values

with the worst case partial band jammer. Non-fading and Rayleigh fading chan-

nels are included in this note.

II. BIT ERROR BOUNDS 1

Our basic MFSK modulation is frequency hopped once every Tc seconds. The

MFSK pulse during each hop is sometimes referred to as a "chip." These form
the basic M~ary input coding channel. As shown in Note 4, the resulting cod-
ing channel has a cutoff rate

R, -Vlogzx - 1032[1+(M-1)D] bits

wvhere
D= D(Ecluo)

depends on the channel noise, jammer, receiver characteristics, and the equiva-
i lent chip energy to noise ratio denoted Bclno. We assume worst case partial

band jamming




J = jammer power

W = total spread bandwidth.
For the non-fading channel, soft decision additive chip energy metric,

Jammer state known at the receiver, and worst case partial band jamming we

have

D= min max 2
0<A<1 0<p<l f 1~)

. (“1%) (:_:)

1-A

08 A T 1 T T A gt L L

For the same channel with Rayleigh fading we have

41+ /N )]

D= 72
[26E_/N_)]

The number of chips or hops per data bit is denoted
L = chips/bit .

Yor uncoded MPSK where X = 2" we have




R

B, - LE
as the energy per data bit. Here the union-Chernoff bit error bound is (see

Note &)

n-2.nL
p, < 2" .

For a code of rate
r = bits/M~ary symbol

we have as before
B, = LE
c

as the energy per bit. The bit error union-Chernoff bound 1is
[
E Kknrl.k

k-dn:l.n

P

p <

(U1

where {“k} and d ain 3T parameters of the specific convolutional code.

For constraint length K = 7 parameters for good codes found by Odenwalder

are
Me=2 r=i d ., =10
2 nin
N = 36 N, = 1604
Ny = O Bs. O
Ny, = 21 Ny = 11633
Ng= 0 Y
1 -
M=2 r-3 d, =14
B, = 1 Ng = 53
Ns= 0 Ng= 0
Nyg = 20 Ny = 184
N, = 0 Ny = O

T P, T

EYrr——

e S BT




e P .

Rate r = 1 codes of Trumpis are:

M=4 r=1 dnin -7
N7 = 7 u9 = 134
Ns = 39 “10 = 352

Nll = 1348

M= 3 r=1 dnin = 7
N7 =1 Rg - 8
Ns = 4§ NIO = 49

N - 92

III. DISCUSSION
For M= 2 and the rate r = %-and 4 -~% codes found by Odenwalder, we have
the curves in Figures 1 and 2 showing the bit error bounds discussed above for
various values of diversity L. There is little difference between these two
codé-ratés. The codes found by Trumpis for M = 4 and M = 8 are shown in Figures
3 and 4 which show 1 to 2 dB improvement. Figures 5 through 8 show the same
situation with the Rﬁyleigh fading channel.
For the extreme case where the data rate and hop rate are equal (L=1), we
can compare the relative performance of the various codes as shown in Figures
9 and 10. For M = 4 and 8 we assume there is ome hop per coded M~ary symbol.
For the M = 2 case with rate r = 1/n we assume n coded symbols are hopped to-
gether. For the cases r = %-and r= %-we approximate the L = 1 case shown here
by using the bound derived in Section II. Although this is an approximation,
we feel it is close to the true bit error probabilities. Based on Figures 9
and 10, M= 4 or M = 8 i8 preferred over M = 2 with optimum convolutional codes
of comstraint length K = 7. For HF channels where there is a limited number of
MFSK subchannels, M = 4 with the K = 7 convolutional code appears to be a good

choice.

T W i Sl 2 P D B $G . A A > S v
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Figure 3 M= 4, r =1
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Figure 4 M =8, r =1
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Figure 6
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Figure 7 M = 4, r = 1, Fading
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M=28, r =1, Fading

Figure 8
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L=1

Figure 9
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