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ABSTRACT
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1. INTRODUCTION

The purpose of the protocol laboratory is to assist in the production of DoD
standard protocol specifications and allow the certification of implementa-
tions of DoD standard protocols done outside the laboratory. The objective of
developing DoD standard protocols is to produce specifications that define the
desired services, are free of errors, and can be efficiently implemented. The
objective of certification is to verify the conformance of a protocol imple-
mentation to its specification.

The laboratory requirements documenttTdefines the elements that make up the
laboratory and the procedures followed within the laboratory to meet its
objectives. The implementation plan discusses the laboratory development.
Issuesi addressed include staffing, location, phasing, procurement of hardware
and *oftware, and integration of the components. For the purposes of this
report, familiarity with the laboratory requirements document is assumed.

2. LABORATORY STAFFING

In order to provide some of the context for the Protocol Laboratory implemen-
tation plan, it is important to identify the categories of personnel that will
be involved in its operation and the roles that these individuals will play.
The effectiveness of the protocol laboratory will be largely dependent on the
quality of these personnel and their understanding of the nature of the
laboratory operation.

Laboratory roles may te divided into three general categories: laboratory
users, system support personnel, and operations personnel.

The most important of these categories is the laboratory user. This category

includes people that make use of the laboratory to aid in the specification of
protocol standards and to test the conformance of an implementation to the
standard. The laboratory users utilize the available tools and facilities as
a protocol is developed and proceeds through its life cycle. This utilization
starts when the user begins the specification of the services tha.t a protocol
provides and requires, follows the development through the specification and
examination of alternative protocol mechanisms, allows the simulation of pro-
posed protocols under realistic testing conditions, and provides the oapabil-
ity of testing non-laboratory implementations for verification of their con-
formance to the standard.

Support of the laboratory users requires tools and proceduree for specifica-
tion and testing of protocols. The design, implementation, and maintnanoe of
these tools is the responsibility of the second category of laboratory staff
-- the system support personnel. These individuals must work closely with the
laboratory users to insure that the necessary tool are available and are orn-
venient to use. Because not all the tools for the protocol laboratory will be
immediately available, the system support personnel mut plan the development
of the tools with a schedule that will pravide maximu benefit to the users as
well as sinimm interruption of ongoing efforts.

-i>
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A third category of personnel is necessary to carry on the day-to-day opera-
tions of the laboratory -- the operations personnel. These persons are
responsible for the routine maintenance and support of the laboratory
hardware, maintenance of any general-purpose operating systems, as well as
archiving and backup operations.

The decision as to whether to use DC3C or contractor personnel for staffing of
the laboratory will be based on various criteria including personnel availa-
bility, laboratory location, and the category of personnel being considered.

In general, it is expected that laboratory uaers would be employees of con-
tractors that have been tasked with the specification of DoD protocols. These
personnel would make use of the laboratory facilities either at the laboratory
site, or if such capability were supported, from remote sites. The certifica-
tion of the contractor-produced implementations of standard protocols could be
done either by other contractors, or by goverment representatives.

The system support work that is necessary for the laboratory will best be per-
formed by the contractor tasked with the laboratory implementation. This con-
tractor needs to be familiar with the laboratory requirements in order to pro-
duce a realistic and responsive development schedule. Because of the nature
of the tools necessary for the laboratory, development of individual tools may
take place away from the laboratory site, with the installation occurring only
after the tools have undergone extensive testing and evaluation without dis-
rupting the operational facilities. It is therefore not necessary for the
contractor to locate the entire development tea at the laboratory site.

Day-to-day operations of the Protocol Laboratory could be performed either by
contractor or government supplied personnel. The tasks to be performed are
specified by the system support team in conjunction with the requirements of
the laboratory users. These personnel must be located at the laboratory site.

3. LABORATORY LOCATION

The laboratory must be situated at a location that is capable of supporting
the necessary equipment and is also convenient for its users. Possible loca-
tions for the protocol laboratory include the DCZC facility at Reston, Vir-
ginia, a separate facility in the Washington area leased for the laboratory,
or a contractor's site. Alternately, the modular rature of the laboratory
design also allows for a distributed laboratory to be implemented at multiple
sits. Each site would provide all or some of the laboratory capabilities,
and coordination between the sites would be provided by network gateways.

The selection of the laboratory location necessitates evaluation of several
factors, including the convenience of the facility's location for its users
and staff, the relative costs of the alternative locations, the amount of
space available to support the necessary equipment, the ability of the sites
to meet any special security requirements, and proximity to other network
equipment.

• j
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A single laboratory at the DCEC facility in Reston allows close monitoring and
control of laboratory usage by DCNC personnel and is readily accessible to
other government agencies. Since many potential DoD contractors maintain
Washington area offices, the Reston location is convenient to these users. In
addition, the Exploratory Data Network (EDN), an adjunct facility to the pro-
tocol laboratory, is situated within the DCIC facility. The laboratory could
be colocated with the EDN, although additional space would need to be allo-
cated. The DCBC location can provide the appropriate security environment for
special equipment that may be incorporated into the laboratory. Unfor-
tunately, the Reston facility may not be able to meet the space requirements
for the laboratory. Naturally, if physical space requirements could not be
met by the Reston facility, a separate facility in the area could be leased.
This option would provide many of the same advantages of the DCEC Reston loca-
tion, but may render close monitoring by government personnel more difficult.
In addition, the cost of leasing the necessary space may be higher than util-
ising available space at DCZC, and leased space would also require upgrades to
meet special security requirements necessary for the development of security
related protocols.

The laboratory design provides for remote accessibility of the laboratory
facilities. This provision mitigates the requirement that laboratory users be
at the installation site. Furthermor(, portions of the laboratory could be
located at the facilities of the contractor responsible for laboratory
development and support. In this way, ready access to the laboratory is pro-
vided to all system support personnel.

The diverse nature of the laboratory makes it likely that multiple contractors
will utilize the laboratory facilities. Typically, a single contractor should
be responsible for the system support role of designing, implementing, and
maintaining laboratory tools. Other contractors may be responsible indepen-
dently for the development of individual protocol standards or for implementa-
tion of these standards in different environments. Additional contractors may
be responsible for the certification of these implementations. These dif-
ferent laboratory roles need not all be performed at the same physical loca-
tion. The local netwo.- design of the laboratory supports a distributed
laboratory in which multiple development and test machines may exist at dif-
ferent interconnected sites.

* 4. PHASINGOP IMPLIN3WATION

Because of the complexity and sophistication of the required laboratory, it is
both necessary and desirable to implement the facility on % phased basis.
Incremental development and growth of a hardware/software system provides for
orderly integration of components and for change in emphasis as experience is
gained in using the developed system. In addition, a phased laboratory
development can be engineered so that at the finish of each phase, a complete
and integrated oystm is available for use.

The phasing of the laboratory must also be geared to the development of new
standard protocols. Although the evaluation of all protocols and their
specifications will benefit from the analysis capability of the complete

J - ~
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laboratory, the facilities implemented in the early phase should be those that
will have maximum applicability to protocols currently under development. For
example, automated test generation, a valuable tool for performing reachabil-
ity analysis, is not as necessary in the early phase as the capability for
accurately and conveniently specifying protocols such as TCP and IP. However,
when now, untested protocols are being developed, this tool will be essential
to properly test proposed versions of the protocols.

Vhen viewed in conjunction with the rest of the DCZC Protocols Standardization
Program and the schedule of protocol development, the laboratory logically
divides into three phases. The Initial Phase includes the acquisition of the
hardware for the initial laboratory configuration and the integration of
available software to perform basic laboratory functions. The Intermediate
Phase enhances the capabilities provided in the initial hardware/software sys-
tem by incorporating custom development, analysis, and testing tools. The
Advanced Phase furthers these capabilities with the inclusion of more sophis-
ticated tools and allows for additional laboratory growth through geographic
distribution.

4.1 Initial Phase

The goals of the Initial Phase of the protocol laboratory are to demonstrate
its initial operating capability and to produce an extensible
hardware/software base on which further phases of the laboratory can be built.
These goals will be achieved through the integration of available hardware and
software into development and testing systems, tied together by a multi-
channel local network. The emphasis during the Initial Phase will be on using
available components whenever possible so as to minimise efforts and risks
associated with the development of new software and hardware.

4.1.1 Protocol Developaent System

The protocol development system for the Initial Phase will consist of a gen-
eral purpose computer supporting available editors, formatters, compilers,
linkers, utilities, a document control system, and a message system. A
syntax-directed editor and service simulator to aid in the development of
state machine specifications are also included.

The editors and formatters assist in the preparation of protocol service and
mechanism specifications by allowing the user to combine together the desired
text and state machine descriptions. A syntax-directed editor enforces syntax
rules and insures consistency of terminology throughout the document. The
syntax for protocol specification is given in (2]. The service simulator
helps the designer to verify that interfaces behave as they are intended.

The compilers and linkers allow users to prepare implementations of protocols
for evaluation in the test enviroment. The tools, augmented with standard-
ised subroutines, allow the instrumentation of protocols to help in the
analysis of their behavior and performance. The linkers are used to combine
upper and lover level routines necesary to form the teat configuration.
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The utilities and document control system are necessary to keep track of the
various versions of specifications and implementations that are produced in
the laboratory. These tools assure that the current versions are available to
laboratory users, and that older versions may also be obtained if desired.
The document control system must also be applied to each of the laboratory
software components and related documentation.

The message system facilitates communication between laboratory users, the
system support group, and other persons involved in the laboratory. It can be
used for scheduling the use of the facilities, distributing results of test-
ing, and for communicating with persons outside the laboratory.

For the Initial Phase, much of the required software and a suitable operating
system is commercially available. Unix provides a general purpose operating
system and much of the necessary software. It also provides a convenient
development environment both for protocol specifications and laboratory com-
ponents. Other useful Unix-compatible software packages are available from a
ride range of sources.

Initial Phase software development for the Protocol Development System
includes the syntax-directed editor and the service simulator. The syntax-
directed editor will be adapted to the formats used in the service and mechan-
ism specifications. These formats are specified in £2]. The service simula-
tor will accept state machine specifications, a probability assignment for
non-deterministic events, and a test script of service events. These tools
are described in more detail in Sections 4.2 and 4.3 of Nl]. Development
effort will also be required to support protocol instrumentation primitives in
compilers for the test environment. Finally, an interface to the local net-
work will have to be added to the Unix system.

4.1.2 Test Invironment

The test enviro ent supports the evaluation of protocols by exercising their

implementations between different test units across a controlled network
environment. lach test unit is composed of a target environment processor, an
adaptor environment processor, and a pair of channel interfaces to the local
network.

The target environment processor supports a protocol implementation and other
test control software. The laboratory design allows different types of
representative processors to be employed, allowing for the preparation and
testing of implementations on processors typical of those that will have to
support the protocol. This capability enables the designer to determine the
difficulty of implementing a proposed mechanism for a specific type of proces-
sor. To simplify efforts during the Initial Phase, only one type of processor
will be used.

The adaptor environment processor allows the emulation of the network charac-
teristics necessary for protocol testing. Characteristics controlled in the
Initial Phase include the data rate, the delay, and the reliability of the
underlying network. By controlling these characteristics, the testing can
take Into account the ability of the protocol under test to handle different
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data rates, delays inherent in internetting, and problems that occur from the
corruption of data over links.

The channel interfaces provide communication paths between the test units that
are exercising protocols and provide the control of the tests by the develop-
ment system. Separate channels keep the access to the local network for sam-
pie network simulation separate from access to the local network for test con-
trol. The test control path will be used for starting and stopping tests,
controlling the network characteristics, and for obtaining results from tests.

The major development effort for the Initial Phase will take place in the Test
Environment. The first part of this development effort is the assembly of the
test units. This requires selection of the processors for the target and
adaptor environments, the processors that will support the network interfaces,
the bus structure that will be used for internal communication, and the power
supply and packaging of the components. The next part of the development
effort is the design and implementation of operating systems suitable for sup-
porting implementations under test, and the processes in the adaptor environ-
ment. The characteristics of these operating systems are similar because of
the requirement for approved protocols to become part of the adaptor environ-
ment by installation within that processor. Wore detailed specification of
the test unit operating system requirements can be found in Section 6.3.1 of
[1]. Other system level software to be developed for the Initial Phase
include test monitoring and control programs and loaders for porting modules
into the test environment.

4.1.3 Local Network

The local network for the protocol laboratory will provide the physical con-
nections between the development system and the test units. A multi-channel
system provides independent channels for both network simulation and test con-
trol. The extra channels provide for additional growth in later phases.

Many local network offerings exist on the market today. The requirements for
the protocol laboratory can be met by a wide-bandwidth broadband coaxial cable
local network. This type of network can dedicate multiple frequency-derived
channels which can be used both for inter-processor communication and for
simulation of a wide variety of communication networks. For the Initial
Phase, the installation of cable and other associated local network plant will
'e performed.

4.2 Intermediate Phase

The goals of the Intermediate Phase are to enhance the capabilities of the
laboratory for the testing and evaluation of new protocols and to permit field
testing of external protocol implementations. These goals will be achieved by
the addition of specially designed software tools to the laboratory. The
hardware configuration developed during the Initial Phase will remain basi-
cally unchanged except for the addition of other test units with different
target environment processors.

-. -i4- n a
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4.2.1 Intermediate Software Tools

Software tools that will be developed during the Intermediate Phase include
template-based test generators, interactive state machine interpreters, peer
interpreters, automated laboratory implementation generators, and analysis
tools. In the test units, TCP and IP protocols will be migrated into the
adaptor environments so that other protocols can be tested in the isolated
environment of the target processor.

Use of the service simulator for the Initial Phase requires the specification
of the service interface, an assignment of probabilities for non-deterministic
events, and a manually generated sequence of service events to drive the simu-
lator. This sequence of events will also be used as a basis for testing pro-
tocol mechanisms and implementations. It is desirable during the Intermediate
Phase to use templates to assist in the generation of test event sequences.
Templates identify the general pattern of testing to be performed and provide
some automation of the test event sequences. They are described in greater
detail in Section 4.2 of Il.

The next step in enhanced protocol testing is the ability to more carefully
evaluate a proposed protocol mechanism. This evaluation is achieved by using
an interactive state machine interpreter that allows exercising a state
machine with control over the interactions at the upper, lower, and system
interfaces. Test scenarios are based on those used for testing the service
interfaces, and service simulators are used for the lower level interface.
The interpreter also allows the execution of test sequences conceived on the
fl by the tester. This testing is described in more detail in Section 4.3 of[11.

To further test a proposed mechanism requires that a peer interpreter be used
to eliminate the need for explicit control over the lower level interface.
The peer interpreter will allow the symbolic execution of the proposed proto-
col before effort is expended on an implementation.

In order to more fully test a proposed mechanism it is necessary to produce an
instrumented implementation of the protocol for the test environment.
Automated laboratory implementation generators will simplify this effort for
the tester by using the formal state machine description of the mechanism as
input, and generating code for the state machine portion of the implementa-
tion. The generated code is not intended to be efficient, but instead to pro-
vide the tester with a quick implementation of the protocol so that its basic
operating characteristics can be assessed.

Finally, these additional tools will be greatly enhanced by automated analysis
tools that record results of the tests and provide summaries of state counts,
message counts, and behavior of the system interfaces.

4.2.2 Test Environment Rodifications

Because the Intermediate Phase is intended to coincide with the development of
protocols that will be using TOP and IP as a base, the test environment must
be modified so that implementations of these protocols are migrated into the

- aI
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adaptor processor environment. The implementations of these protocols then
become part of the controlled environment that is necessary for the higher
level protocols. Elements of these protocols that need to be controlled
include their throughput capability, delay in opening connections, and segment
sise.

Testing of protocols that involve multiple connections between more than two
sites may necessitate the addition of more test units to the test environment.
An example of this requirement is an FTP three-party transfer involving con-
trol, donar, and recipient sites. During this phase it is also appropriate to
include additional types of target environment processors.

4.2.3 Field Testing of External Implementations

It is necessary in the Intermediate Phase to incorporate the capability of
testing and certifying externally produced implementations of protocols stand
ardised in the laboratory. This type of testing is aimed at certifying th&.
two external implementations of a protocol will communicate with each oth
over actual lower level protocol implementations and communications facili
ties.

For the Intermediate Phase, the field testing approach is to test an impleme,
tation at the site through the use of a test driver and available lover leve
protocols. The test driver controls the upper layer interface of the protocol
under test, and is built to laboratory specifications. It is controlled by
the laboratory through an independent connection and facilitates testing simi-
lar to that done with protocol peer entities.

4.3 Advanced Phase

The goals for the Advanced Phase include support for more in-depth analysis of
proposed protocols and geographic distribution of the lab capabilities. Geo-
graphic distribution of the Protocol Laboratory has two functions: to enhance
field testing of external implementations of standardized protocols, and to
coordinate different protocol laboratory locations.

4.3.1 Protocol Analysis

More in-depth analysis of a proposed protocol is accomplished through the
development of automated test generation techniques. These techniques are a
compromise between impractical exhaustive-search testing, and non-
comprehensive, tester driven walk-through. The interactive state machine
simulator developed for the Intermediate Phase allows the protocol designer to
drive the protocol through a given sequence of desirable transitions, but it
does not help in verifying the reachability of all protocol states. In order
to perform reachability analysis of a protocol specification, it is necessary
to determine whether a state can be reached following a specific sequence of
transitions, in response to a specific sequence of events. Automatic genera-
tion of event sequenoes can be done by symbolic manipulation of the enabling
predieates associated with desired transitions. The Advanced Phase incor-
porates tools to generate event sequences that will assist in exposing flaws
in protooel specifications and assuring conformance exists between mechanism

U
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specifications and their implementations. The automatic generation of event
sequences is described in more detail in Section 5.1 of [i1.

The Advanced Phase also provides the capabilities of testing for deadlock con-
ditions and verifying that mechanism specifications correspond to service
specifications. Deadlock detection involves peer interaction analysis, apply-
ing automated test event generation techniques to the symbolic protocol execu-
tion environment.

4.3.2 Geographic Distribution

The testing of external implementr.tions during the Intermediate Phase ib lim-
ited in its capability to fully certify an implementation because of inherent
limitations of using lower level protocols and networks that are not com-
pletely under laboratory control. For the Advanced Phase, the external test-
ing is enhanced by the development of additional software that monitors the
behavior at the interface with lower level protocols. The results of such
passive monitoring are communicated to the laboratory following a test run and
are incorporated in the analysis of the protocol. Also available for the
Advanced Phase is software that replaces the lower level protocol and provides
control over test events at both upper and lower interfaces.

The Advanced Phase also permits geographic distribution of laboratory com-
ponents through the establishment of other sites as extensions of the Protocol
Laboratory. To support this activity requires the development of procedures
that .coordinate and control the activities occurring at each of the sites.
Multiple sites also require network connectivity so that documents, programs,
and standards can be exchanged and kept up to date.

5. SELECTION AND PROCUREMENT OF HARDWARE

A critical section of the laboratory implementation is the selection of
hardware that will meet the processing and communications requirements, whila
offering reliability, flexibility, and availability. The laboratory is com-
posed of three types of hardware elements, each of which has its own charac-
teristics: the development system, the test environment, and the local net-
work.

The development system can be acquired as an off-the-shelf system. It con-
sists of a main processor, associated online and offline storage, terminals,
printers, and the capability for remote access by communications networks and
other local networks. Because the development system is necessary from the
inception of the laboratory, procurement of it should begin as soon as possi-
ble.

Unlike the development system, the test environment is not available as a com-
plete package. As mentioned earlier, the test environment is composed of a
number of test units each of which will have to be fabricated. The criteria
for selecting the components of the test units are familiarity and experience
of the system support personnel, capabilities of the bus structure, and avai-
lability of necessary card level products. Processors for the target and
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adaptor environments should be the same to simplify the migration of protocols
from one board to the other. Currently, an Intel Multibus based system seems
desirable because of the supportable data rates and addressing structures, and
the availability of a large number of compatible off-the shelf products. Pro-
curement of pieces for the test units should coincide with the capability for
their assembly and testing. This production of the test units also requires
other hardware equipment for testing interfaces, line levels, power supplies,
and other related electrical properties.

The local network needs to be broadband based in order to separate development
and testing channels. The bandwidth needs to be high enough so that the data
rate characteristics of a variety of communications networks can be simulated.
Finally, the local net interfaces must be available to all the connected pro-
cessors. Installation of the local network must be performed by the time the
test units are functional.

6. SELECTION AND PROCUREMENT OF SOFTWARE

Software selection for the Protocol Laboratory is based on the analysis of
requirements of each necessary item. Whenever possible, commercially avail-
able software will be used. Criteria for the selection of software include
applicability of the software to the specific problem, previous experience of
the system support personnel with the software, extensibility of the software
for the laboratory specific functions, and support of the software by the sup-
plier.

Whenever laboratory software requirements cannot be met by commercially avail-
able software, the items will be custom developed for the laboratory. This
development must be performed in a carefully controlled manner. After the
specific functions for a software item are identified, a detailed specifica-
tion of the software is produced and reviewed. Laboratory support personnel
are responsibl.4 foi- the design, programming, testing, and installation of new
sof tware modules, In addition, program and user documentation requirements
must be met.

In order to keep track of different versions of software items, and to facili-
tate maintenance of multiple protocol laboratory sites, the documentation con-
trol system of the laboratory must be employed. Every time a new version of a
commercially supplied item is obtained or an updated version of a locally
developed item is produced, it must be recorded in the document control sys-
tem, along with other pertinent information such as the responsible party,
date, and reasons. Although this type of documentation control is limited to
software, it permits reconstruction of previous tests should the current sys-
tem no longer support them.

7. SYSTEM INTEGRATION

System integration is performed in an incremental fashion, so that at each
step, all preceding increments will have been tested, and new problems can be
isolated.
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System integration for the development system begins with installation and
check-out of the selected development system hardware. Installation of the
operating system follows, with partitioning of the available storage space
into a file system structure that allows each of the laboratory users private
work spaces as well as access to common laboratory facilities. After the
operating system and the associated software tools are installed, the labora-
tory is available for operation, and in parallel, the development of custom
laboratory software begins. Before new software is ready for installation, it
must be tested by selected laboratory users in an isolated environment so that
any serious problems can be identified before general release.

For the test environent, system integration must also proceed in a careful,
controlled manner. Each of the components that make up the test units must be
individually tested before they are assembled in order to prevent damage to
other components. Once a complete test unit has been assembled, a set of
diagnostics can be developed that verifies proper operation of the hardware,
and localizes problems when they occur. Operating system development is fol-
lowed by the installation of the software for loading and controlling the test
units. The next step in the integration is the verification that cross com-
pilers for the test units produce valid programs, and the demonstration that
loading and control procedures properly function.

An essential part of the system integration is the documentation of all com-
ponents of the system and the notification to users of any system changes.
Because of the close coordination that exists both between the users of the
laboratory and the system supporters, and between the development system and
the test environment, it is critical that system integration be performed in a
manner that mininizes disruption of the system and its users.
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