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I. Inskedugtion g gwtrC

In this paper e consider cthe issue of rcbust
failure detection. In one way or another all failure
detection methoda. (such as those surveyed in [1,4])
generate signals which tend to highlight the presence
of particular failures if they have actually occurred.
However, if any model uncertainties have affects on the
cbservables which are ac all like those of one or more
of the failure modes, these will also be accentuated.
Consequently the problem of robust failure detection is
concerned with generating signals which are maximally
sensitive to some effects (failures) and Mminimally
sensitive to others (model errors). .-

\

The initial impetus for our approach to this pro-
blen came from the work reported in (S, 13) which do~
cument the first and %o date by far most successful
application and flight testing of a failure detection
algorithm based on advanced methods which use analytic
redundancy. The singular feature of that project was
that the dynamics of the aircraft wers decomposed in
order to analyze the relative reliability of each
individual of potentially useful failure detection in-
formation.

In {2] we presented the results of our initial
attempt to extract the essance of the method used in
{3, 13] in order to develop a gensral approach to ro-~
bust failure detection. As discussed in that reference
and in others (such as [3, 7-9]), all failure detection
systems are based on exploiting analytical redundancy
relations or (generalized) parity checks. These are
simply functions of the temporal histories of the
measured quantities which have the property that they
are small (ideally zero) when the system is operating
normally. In (2] we present one criterion for measur-
ing the reliability of a particular redundancy relation
and use this to pose an optimization problem to deter-~
mine the most reliable relation. The particular mea-
sure chosen, however, leads to an extremely complex
optimization problem. Moreover, if one is interested
in obtaining a list of redundancy relations in order
from most to least reliable, one must essentially solve
a separate {(and progressively more ccmplicated) optimi-
zation problem for each relacion in the list.

In this paper we look at an alternative msasure of
reliability for a redundancy relation. Not only does
this altarnative have a helpful gecmetric interpre-
tation, but it also leads %o a far simpler optimization
procedure involving a singular value decomposition.

In addition, it allows us in a natural and computa-
tionally feasible way to consider Lssues such as scal-
ing, relative merits of alternative sensor sets, and
explicit tradeoffs between detectability and robustness.

II. Redundancy Relations

In this paper we focus attention on linear, un-~
driven, discrete-time systems, and in this section we
consider the noise-free model

hd %(k+*1l) » Ax(k) + Bu(k) [#8]
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vk} = Cx{k) [&4]

where x is n-dimensional, u is m~dimensional, y is
r-dimensional, and A and B are perfectly known. A
redundancy relation for this model is some linear com-
bination of present and lagged values of y which should
be identically zerc if no changes (i.e. failures) occur
in (1), (2). As discussed in (2, 3], redundancy re-
lations can be specified mathematically in the
following way. The subspace of (p+l) r-dimensional
vectors given by

R I
6= Jujw|cal=o &)
I Ll S

is called the space of parity relations of order =.
Note that if » € G, then the parity check
y (k)
k) = w |l 14)
¥y (k+p)
is identically zero.

An important observation for the approach described
in the sequel is that G is the orthogonal complement of
the range Z of the matrix

Y

: (s)
P

and thus a complete set of independent parity relations
of order p is given by the orthogonal projection of the
window of cbservations y(k), y(k+l),....y(k+p) onto G.

III. An Angular Measure of Robustness

In this section we begin by focussing on a noise-~
fres model with uncertain parameters:

x{k+1) = A(n) x(k) (6)
y(k} = (M) x(k) N

where " is a vector of unknown parameters taking
values in a specified set K. Referring to the comment
at the end of the preceding section, we note that it
is impossible to find parity checks which are perfect
for all possible values of K. That is, in general we
cannot f£ind a subspace G which {s orthogonal to

=)
: (8)
2 am?

Z{n) = Range

for all n.

What would seem to make sense in this case is to
choose a subspace G which is "as orthogonal as possiole”
to all possible Z(n). Several possible ways in which
this can be done ayxe described in detail in (3!. 1In
this paper we focus on the one approach which leads <o
the most complete picture of robust redundancy and
which is ccmputationally the simplest. To 40 this.
however, we must make the assumption that X, the sat
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of sossible values of n is finite. Typically what this
would involve is choosing representative points out of
«he actual, continucus range of parameter values. Here
"repressntative” means spanning the range of possible
salues and having density variations reflecting any
desized weightings on the likelihood or importance of
careticular sets of parameter valuas. However tiis is
accomplished, we will assume for the remainder of this
paper that N takes on a discrete set of values n~l,...,
L., and #ill use the notation A:‘. for A(nei), zl for
Z(n=i), etc.

To obtain a simple computational procedure for
determining robust redundancy relations we first com-
pute an avarage observation subspace Z_ which is as
close as possible to all of the zi, we then choose
G to be the orthogonal cuplmnt of Z_. To be more
orecise, note first that the 2 uo subspaces of
possibly differing dimensions -V ) embedded
in a space of dimengion N = (p*l)t (éomspondinq to
histories of the last p+l values of the r-dimensional
output) . We will find it convenient to use the same
symbols Z,,...,2Z, to denote matrices of sizes Nxv, ,
iml,...,us whose columns form orthonormal bases for
the corresponding subspaces. letting M = \)1*‘...4-\)[.,
we define the NxM matrix

z e (2 iee0i2) ()

Thus the columns of 2 span the possible directions in
which observation histories may lie under normal con-
ditions.

We now suppose that we wish to determina the s
best parity checks (so that dim Ges). Thus we wish to
determine a subspace Z_of dimension N-s. The optimum
choice for this subsp.Sn is taken to be the span of the
(not ily orthogonal) columns of the matrix z°
which minimizes

. N .
Iz z (10

lp
subject to the constraint that rank 2 = N-s. Here
e - denotes the Frobenius norm:

i 11' (11}
Thus the matrix z is chosen so that the sum of the
squared duuncu between the colums of Z and of z
have only Nes linearly independent columns.

,.m|2 “ft id

There are several important reasons for choosing
this criterion, one being that it does produce a space
which is as close as possible to a specified set of
directions. A second is that the resulting optimiza-
tion problem is easy to solve. In particular. let the
singular value decomposition of Z (14, 15) be given by

Z=yglv (12}

where U and V are orthogonal matrices, and
Zs .o X [$ %))

lun £ .ea € G are the singular values of 2
ros by inqnuudo. Note we have assumed N < M,

Zl this is not the case we can make it so without

changing the optimm choice of 2 by padding Z with

addicional columns of zercs. It°is resdily shown that

che matrix za minimizing (10) is given by

2 =0 ] ) ] (14)

Morsover, tince the columns of V are orthonormal, we
immediately see that the orthogonal complement of the
range of 2 N is given by the first s left singular
vectors of 2 o’ i.e. =he first s colums of U, Con-
sequently th% columns of the matrix

G = [ult-": us] (15)

are the optimum redundancy relations.

There is an alternative interpretation of this
choice of G which provides some very useful insight.
Specifically, recall that what we wish to do is to find
a G whose columns are as orthogonal as possible to the
columns of the 2;: that is, we would like to choose G
to make esach of the matrices Z)G as close to zerc as
possible. In fact, as shown ifi (3], the choice of G
given in (15) minimizes

J(s) = Iz cll (16)

i.l‘

yielding the minimm value
s

3@ = I o)t an

There are two important points to observe about the
result (16), {(17). The first is that we can nov see a
straightforwvard way in which to include unequal weight-
ings on each of the terms in (16). Specifically, if
the v, are positive numbers, then

;]z cll AT zi sll (18)

1 1Y x-l‘
so that minimizing this quanticy is accomplished using
the same procedure described previcusiy but with 2
replaced by vw; Z;. As a second point note that &
optimum value (17) provides us with an interpretation
of the singular values as me of zob and
with an ordersd segquence of parity relations from most
to leasg robust: u, is the most reliable parity relation
with G.© as its me ¢ of robustness, u, is the next
best zhauon with G, as its robustness measure, etc.
Consequantly !m a Single singular value decomposition
we can obtain a comolets solution to the robust redun-
dancy relation problem for a fixed value of p, i.e. for
a fixed length time history of our output values. To com-
pazre relations for different values of p it is necessary
to solve a singular valus decomposition for each.

Iv. Se 234 1104 nsions

In this section we address several of the draw-
backs and limitations of the result of the preceding
section and cbtain modificacions to this result which
overcome then &t no fundasental increase in complexity.

4.1 sealing

A critical problem with criteria of tha precedinc
uc:ion is that all vectors in the observation spaces
are treated as being equally likely to occur. If
f.ﬁln are differences in scale asong the system vari-
ables this may lead to poor solutions for the optimum

parity relations. To overcome this drawback we proceed




as follows. Suppose that wa are given a scaling matzix
? so that with the change of baais

S =2x 19)

cne obtains a variable £ which is equally likely to
lie in any direction. Such a matrix could, for
example, be obtained from covariance analysis.

As 3 hext step, recall that what we would ideally
like to do is to choose a matrix G (vhose columns re-
present the desired parity relations) so that

-1
<, c.p
-1
C.A, C,A,®
o] Pi)xma] L2 g4 T8 (20)
e o
Al c aPe

is as small as possible. In the preceding section we
considered all directions in 2, = Range (Ci) to be on
equal footing and arrived at tko criterion (16). Since
all dirsctions for [ are on equal footing, we are led
naturally to the following criterion for choosing an
Nx$ matxix G which takes scaling into account

L
st =min T |6l (21)
G'Gal is]l
The solution to this problem is cbtained in exactly

the same way as in the previcus section: We perform
a singular value decomposition of the matrix

T tEl:_E

2':...5C21 = ULV (22)

where ¢f <0 < ... <ol and U = (ulul..lql Then
vy is the best parity relation with a{ as its measure
of robustnhess, u, is the next best, etc., and J*(s) is
given By (17). Finally, in anticipation of the next
subsection, suppose that we use the stochastic inter-
pretation of £, i.e. that

E[£S') =2 2y

In this case if wa define the parity check vector

u = GTE (24)
Then

stifu, 1171 = (et 5

4.2 Observation and Process Noise

In addition to choosing parity relations which are
maximally insensitive to model uncertainties it is
also important to choose ralations which suppress noise.
Consider then the model

X(ksl) = A x(K) + D,wik) (26)

yk) = Clx(k) * vik) @n

where v and v are independent, zero-mean white noise
procasses with covariances Q and R, respectively.

Tet
(%)

us G'|: (28
¥ (keD)

Then using the interpretation provided in (2%5), we

chtain the following natural generalization of the
criterion (21):

BN RN (29)

where E, denctes expectation assuming that the ith
model iS correct. Assuming that £(k) = Px(k) has the
identitv as its covariance, using the whiteness of w and
v, and performing some algebraic manipulations we obtai
€31 -

J(s) = 151”‘:1 c!ii + ’,iS'cHi (30)

where S is defined by the following:

0 0. ... .0
¢,p, ) .
11 -
. (3L
Oy = |CA0 €% .
: : 0
-1 =2
CLAL Di cihl Di P ciDi

Q = dlag (Q,....Q) (p times), R = diag (R,...,R)

((p+l) times) (32)
L .
Ne i£1 31Q'5i¢LR- ss* (33)

From (30) we see that the effect of the noise is
to specify another set of directions, namely the columns
of S, to which we would like to make the columns of G
am close to orthogonal as possible. From this it {s
svident that the optimum choice of G is computed by
performing a singular value decomposition on the matrix

r?:'lz---i g, i sl 0

)
As before (64) provides a complete set of parity rela-
tions ordered in terms of their Jdeqrees of insensitivity
to model errors and noise.

4.3 Detection Versus Robustness

The methods described to this point involve nea-
suring the quality of redundancy relations in terms of
how small the resulting parity checks are under normal
operating conditions. That is, good parity checks are
maxinally insensitive to modeling errors and noise.
However, in some cases one might prefer to use an al-
ternative viewpoint. In particular there may be parity
checks which are not optimally robust in the senses we
have discussed but are still of significant value be-
cause they are extremely sensitive to particular failure
modes. In this subsection we consider a criterion which
takes such a possibility into account. PFor simplicicy
we focus on the noise-free case. The extension o ian-
clude noise as in the previcus subsection is straight-
forvard.

The specific problem we consider is the choice of
parity checks for the rob detection of a particular
failure mode. We assume that the unfailed model of the
system is

x(k+l) = A“(M x{k} (3%)
y(k) = C“(ﬂ) x(k} (36)

=g



wnile if the failure has occurred the model is

x(k+l) = Ao (N} x(k) 3N 1.
k) = cp(n) x(k) (38)
In this case one would like to choose G to be "as 2

orthogonal as possible” to z, (n) and "as parallel as
possible” to zg(n).

Assume again that N takes on one of a finite set
of possible valuss, and let C. . and c.i denote the
counterparts of C. in (20) fof the unfziled and failed 3.
models, nsp‘ctivhy. A natural criterion which re-
£lects our objective is

L
I 2 2 e 2
J@ = mn I filey silp = ilogy olig? e
If we define the matrix
5.
. 1€ t.eeiC )
Bo= (CiC, 010, 16 iCqgis e ik ] (40
:11 columns "2 columns
6.
J(s) = min tr{G'HSH'G} (41)
G'G=I
7.
where
4y M
T o m 8.
X (42}
Qo -1 ll2
To solve this problea wa perform an eigenvector-
eigenvalue analysis on the macrix 9
HSH' = U \ U (43)
whezre U'0C = I and 10.
L= diag (Aeeeadg) (a4) 11.
< A <---<\ and U = [u ie--iu ). Then the
opctnd cholce of ¢ is® 1 b 12.
G = fuyi-e-lull (45)
and the corresponding value of (73) is 13
. .
JU(s) = LEI At {46)

Note that in general sowe of the )\, are negative., 1In

fact the parity check based on u; is likely to have

u:qor values under failed than failed conditions only 1.
i€ ), < J. Thus we immsdiately ses that the maximm

\nb*r of useful rarity relations for detecting this

particular failure mode equals the number of nedative

eigenvalues of HSN'. 1

16.
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