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The Defense Communications Engineering Center
Technical Notes (TN's) are published to inform interested
members of the defense community regard1ng technical
activities of the Center, completed and in progress.

They are intended to stimulate thinking, encourage informa-
tion exchange, and provide guidance for related planning
and research.

Comments or technical inquiries concerning this
document are welcome, and shou1d be directed to:

Director

Defense Communications Engineer1ng Center
1860 Wiehle Avenue

Reston, Virginia 22090
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I.  INTRODUCTION

(U) Survivability of DCA command, control, and communications C3
systems, as distinct from reliability of these systems, deals with
loss of facilities or their impairment due to enemy action.

(U) The enemy action which leads to loss or impairment of the C3
system capability can be direct, due to an enemy targeting of one or
more of the facilities that make up the system, or it may be inadver-
tent, resulting from collateral effects from an attack against tarqets
near to the C3 facilities.

II. BACKGROUND

(U) For analytical purposes it is convenient to view survivability
from the standpoint of collateral damage vulnerability separate from
the vulnerability to direct attack. This is the case because it

has been found desirable to apply corrective measures with respect
to collateral effects without necessarily correcting a vulnerability
to direct attack. JCS and 0SD requirement documents are making
increasing use of this cateogrization of survivability.

ITI. DISCUSSION

(U) Appendix A summarizes the statements of survivability require-
ments for DCA systems contained in 0SD, JCS, and DCA documents.

n The statements of survivability requirements for DCA systems are
of five categories, as follows:

a. Requirements for design of C3 systems and subsystems to main-
tain a quantified capability level when subjected to collateral damage
plus specific levels of direct targeting.

b. Requirements for the design and location of facilities to be
invulnerable to physical damage from enemy attacks against other
targets (i.e., collateral physical damage).

¢. Requirements for design of equipments, subsystems facilities,
circuits, and networks to be invulnerable to EMP from ABM detonations
and enemy high altitude nuclear detonations (i.e., collateral EMP
damage).
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d. Requirements for design of circuit and network survivability
3 to be commensurate with survivability of the commands served. This
3 involves both collateral effects and effects due to targeting of C3
g facilities.

e. Requirements for systems to be made survivable but the deqgree,
objectives, or investment for survivability is not bounded.

(U) Table 1 shows the source and applicability of these categories
of survivability requirements.

IV. CONCLUSIONS

- ||B Where the requirements for survivability are quantified with

- respect to the maximum threat and the concommitant system capability
(category a. above), as for MEECN, the system engineer has a basis

for designing to a given level of survivability for the given enemy
threat. A remaining uncertainty in the process is a decision on how
much additional investment should be advocated to meet the requirements.
To provide a basis for this decision the designer should develop alter-
natives of design which range from a minimum cost for a low survivability
;e design to the full survivability design regardliess of cost. These

§ alternatives provide management with a basis for a decision on how

much to invest for survivability, or to petition for a reexamination

of requirements if the cost for full compliance is prohibitive.

4
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’ Where the requirements for survivability are not quantified, but
collateral damage invulnerability is required (categories b. and c.
above) for the overall DCS, the system designer also has a clear basis
for the survivability design. Reference 1 has the most recent and

L ur N

) most complete requirements statements of this category. Summarizing

: quotes from this document are as follows:

~

> .+ . . "the broad class of DCS (and other general purpose
telecommunications) facilities should not be designed to survive a

o direct nuclear attack on them, they should be designed, to the extent

- ossible, such that they would survive the nuclear effects incident to

é a nuclear attack on other target systems.

J

. "DCA should identify resources necessary to conduct an
appropriate DCA/DNA EMP test program and to take those actions
gecessary to improve the survivability of the DCS against collateral

amage."

aniak ™ o

el otlatal

‘ This set of requirements provides guidance to the system designer
of the broad class of DCS "both with respect to what he should design ]
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for and also what he should not design for (i.e., he should design for
collateral damage invulnerability and he.should not design to survive
a direct attack against communications). It is not stated how much
money should be invested to render the DCS invulnerable to collateral
damage. The requirement of Reference 1 is to carry this objective

“to the extent possible." Obviously, the system designer must evaluate B
alternatives of design which provide a range of collateral damage q
invulnerability levels so that management will have a basis for select-
ing the degree of invulnerability. With respect to this consideration,
AT&T has stated that for the past decade approximately 5% of the cost
for new transmission routes went for improved degrec of invulnerability
to collateral damage. The alternatives of DCS design developed by the
system designer should cover at least this range (5%) of added cost for
collateral damage invulnerability.

-4 P

While the guidance in Reference 1 states that facilities of the

d class of DCS "should not be designed to survive a direct nuclear
attack on them," it is a good system engineering practice to select
from among equal cost alternatives the design which maximizes the
enemy's cost (number of points to be attacked) for a given degree of :
network destruction. "

-

(U) The last two categories of survivability requirements (d. and e.) -
provide nonspecific guidance to the system designer, but are useful as a
a checkpoint in evaluating results of survivability studies. General
compliance with these two sets of requirements is verified if for any
given scenario the communications system is consistently found to be 3
more survivable than the communications communities served.

(U) The network parameters that are important for invulnerability to
collateral damage are:

a. Physical siting of switches to avoid potential target areas.

b. Design of equipments, facilities, circuits, networks,
routing schemes, net control systems, synchronizing systems, CRYPTO
keyset systems, etc., for operation in a HEMP environment, particularly
with relation to service for ciritcally important functions for critical
users in stress situations.

¢. Design of the network to maintain service to critical users
for the case where a chance 10ss or malfunction in one part of the
network is encountered. By definition, a collateral-damage-free facility
should not be vulnerable to damage from weapons directed against other
targets. However, weapons can go astray or preventive measures (as for
rendering a facility invulnerable to HEMP) can be nulified by poor
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maintenance, which reintroduces the collateral damage vulnerability.
Hopefully, these chance situations should not occur at a large number
of places at one time, reducing the designer's problem in designing
for them.

d. Use of collateral-damage-free transmission systems for access
lines and trunking.
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