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This thesis is a coatinuatinn of the thesis " The
Preliminary Personnel Data Base Design for the Indon.aian

Navy ", by Hoedjiono at the Naval Postgraduate School,

lionterey, California, June 1982.

Since 1977, the Indonesian Navy Data Center

(DISPULAHTAL) has collected and processed pa-sonnel data to

support the leadership in the Navy ln their decision making.

In 1980 work began on the des_;a of personnel database

system. Computerization of personnel data took place only

within the Deoartzent of Personnel and was limited to admin-

istrative purposes. However, other lepartments in the Navy,

. such as Intelligence, Operations, LDgistics, and Planning ,

had to work with an increasing and more complex amount of

data. With every department maintaining its own personnel

data there were discrepancies. Informatior. was often incom-

plete or uniformly updated, sin=a not all departmpents

rece ived data changes. The increasing availability of data,

i and the importance of timely decision-making emphasized the

need to establish a computer system which could accommodate

these needs.

Since information is a recognized source of economic

value, the lata wich comprise the information should be

secured adequately. E. B. Fernandez (Ref. 5] defines infor-

mation as:

a cr "Cal e ource in y31a' enr cevic ta. - .ausr a , commercZa , -3 L they
.iformal on has been widely ;ecognLze.d as a resource of

-. .=onor - value to an enterprise.
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This thesis proposes to continue the design work of a

personnel database system begun in 198).
As the use of computers increases, the number of people

' who might have access to confilential information also

increases, emphasizing the imporrincs of access security.

In the military, a leakage of information could endanger

national security. Data or secret weapons, numbers and

distribution of personnel, emargsency procedures, and

personnel background are important to the emy.
' Internally, misuse of data may resul" in corruption of

totals of data in compiling salary lists or theft of secret

informaticn for use by the enemy. The absence of any typ-
of data protection may lead to uain-.entional errors by an
operator resulting in the destruction or damage of data.

Natural disasters also may destroy information or data.

Damaged information may lead to inaccu-ate decisions, which
may jeopardize national security.

To prevent the above mentioned problems, it is essential

to provide protective mechanisms to databass systems. in
other words, there is a need for database security.

In view of the developments of personnel database in the
Indonesian Navy and the absence of protective mechanisms,
this thssis propose a concept to provide security for data
that will be the basis for decisions mada by the leadership

of the Navy.

There are many varieties of database types, but this
thesis will be limited to the secarity of personnsl data-

base. The six secticns of this the.sis are:

I. Introduction.

II. The current proposed personel database

systems

III. The needs for security protectioa.

IV. The Sultics concepts.

%
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V. Implemeatation of liutics in latabase

security.

VI. Ccnclusions and Recoamendation=.

This personnal database security concapt vill be a

contribution to the security of compute- .zel dlta Processing

in the Indonesian Navy.

4
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II. THE _IIIT_ IPR2ES1D PERSONSEL DATABASE SYSTEM

The present Database systems [Raf. 3] have t,.e fcllcwing

objectives:

- Reducing redundancy

- Sharing of data

- voiding inconsistency

- Enforcing standards

- Maintaining integrity, and

- Balancing of conflicting requir-ments.

This database contains 97 data elements divided into two

[Ref. 10] basic groups:

1. Static data elements.

2. Dynamic data elements.

A. STATIC DAfi ELEMENTS

Static data elements consist of data that will not

change frequently.
For example:

Main Identification zonstitut.s a group by itself

containing the elements numbered 131 tc 108. Data elements

rarely =atrieved by applications pcograms are entered into

Personnel Characteristic (element # 200) which in turn are

divided into the following four sub-;:oups:

1. Marriage subgroup (element # 303) con-aiaing elements

numbered 301 and 302.

2. Address subgroup (element # 4301 containing elements

numbered 401 to 403

12
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3. Body characterist c subgroup (elsmeri- * 500)

contaiaing elements numbered 501 to 511.

4I. Category and Status subgroup (element 1 600)

containing elements numberel 501 to 637.

B. DYIAIC D&TA ELEMENTS.

Dynamic data eleme-tF azq those which are frequently

changed. They are divi'.ed into several subgroups corre-

sponding to their h-isto=ial data.. Iese groups include:

1. Rank group (eleme t I 700) conta ining elements

numbered 701 to 707.
2. Profession group (element # 300) containing elements

numbered 801 to 810.
3. Education group (element # 9331 containing slements

number.d 901 to 909.

4. Education group (element # 1100) containing elements
numbered 1101 to 1106. This group is divide4 into two

subgroups:

a. A-tivity and profession subgroup (element * 1200)

containing elements numbered 1201 to 1204.

b. Family education subgroup (.l-men- # 1300)

containing elements nuaberd 1301 to 1303.

5. Payroll group (element # 1400) containing elements

numbered 1401 to 1414.

6. Security group (-lement * 1503) ccntaiaing elements

numbered 1501 tO 1506. This group is dividsd intc the

following two(2) subgroups:

a. Who involved sbgroup (ele-mnt # 1500) containing

elements numbered 1601 to 1603.

b. leasures subgroup (element # 1700) containing

eleme t numbered 1701 to 1703.

(For complete overview of element auabering ses Appendix A.)

13
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The above database system foris i hi-erazchy as '-,'us-

trated in the model below:

PERS H&R R&!K PR3FF EDUC FAI PkY OLL S C

MARR ADDR BDYC, AR CkTEG SIOB3 FACT FEDUC WHO M.EAS
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III. THE WED FOR SECU1_11 PROTCT ION

A. GENERAL APPROACH

The use of automated data pro cassing sguipment has

become widespread because i: pumizs nh- handling and

1 s-orage of vast amounts of inforzation at a. affordabl.

-4. cI st.
The military benefits from the use of computers include

'so aI and accuracy of data collactiot which results in

- timely and improved decisions. Besils these advantages a new

hard-to-solve problem emerges, that Df information security.

The basic problem is illustratal i Figure 3.1 Users and

data at vari3us security levels da3i_-_ simultaneous access

to -he machine's resources.
Data with all security levels are stored on the system.
D w

Users with proper security credentials are granted data

accesses. Navy security policy r9uires th-at azn individual
must possess the required non-discretionary' and discre-

tionary2  privileges before being granted access to the

information.

In fact, application of computers in Indonesia is new,

so careful consilerations should accompany -he design and
implementation of the basic concepts 3f database security.

'Non-discretionary sezurity requires that the individual
has a security clear~nce of higher or equal level than the
level of the Information requested.

2 Discretionary securit requires that the individual
possesses a proper need-zo-inow o r equested infcrmation

15



PROCESSOR
S,C,U, etc.

S USER1

3

UvC#Sv DATA STORAGE

Setc

*STORAGE FACILITY MULTI LEVEL

*USER PROCESSING :CONCURRENT MULTI USER/LEVEL

Ulf, U 3 , U 3 . . . users

S. .. ...... secret
C. .. ...... classified
U .. .. ..... unclassified

Figure 3.1 Problem Description.
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Frequent foul play often takes place because of th-e lack

of protection when using computer systems, as well as

protection of the database systems.

In the military, particularly, info_-maticn is vary

important. Leakage or corruption of mili'ary informaion

could endanger national security. Information about secret

weapons, numbers and distribution of personnel, emergency

procedures, and personnel background /data are all very
important to the enemy. On the other hand, for authorized

users updated data is very importt since an error in the
data may prcduce faulty decisions.

B. DEFINITIONS

Many definitions are used in database security. Th1

most widely used definitions ac3rding to Fanandez E.S.
(1981) [Ref. 5] are:

" I formation security :s the protaction of informationagai nst unauthorized disclosure, alteration, or dest-uc-
t., c n."

Database security is the protection of information
that is maintained in a database."

C. SECURITY HREATS

A database security violation may take form as unauthor-
ized reading, modification, or destruction of informat-ion

stored in the database. Possible threats to the security of

a computer system may be broadly classified as sither mali-

cious or acciental acts.

17

.....................................



iZ V~07~ -0 1.~ 14 Q . *-

DATABASE APPLICATION PROGRAMMER
Unauthorized access HARDWARE SYSTEMS SOFTWARE Programming of applications

e.Copying Failure of protection mechanisms Failure of prot,1 lion Mechanismslh to behiave contrary to
Theft Contribution to software failure Information leakaij specification

CC SS RaditionLocation in insecure environment

TERMINAL USER
Frauuulent itentification
lleqdl leak.iqe of aulthorized information

AUTHORIZER OPERATOR SYSTEMS PROGRAMMER Incorrect input
Incorrect specification Duplication of confidential reports Bypass of security mechanisms
of security poicy Loading of insecure system Disabling of security mech~anismss

-'Theft of confinernidi material Installation of insecure system

EXTERNAL ENVIRONMEN4T
Ndtirai disasters
Malicious attacks
Ur~authorized access to comptiter roomn

From:
Database Security & Integrity
BY ff.B. Fernandez

Figure 3.2 Security Threats.

In Figure 3.2 w e see the possi-bility of a mali cious

conduct by exploiting loopholes j6a the systsm. There are

also threats resultting from human arrors, such as acciden-

tally destroying information, or allawing it to be se'n by

unauthorized people. In addition, aatural disasters may

dess!-roy or prevent access to informaltion. These threats are

classif--ed as floflalici.oIs thriats.

18



D. SECURITY PROCEDURES LD RECEAIISRS

Security threats arise from a wide variety of s.ources,

therefore pro-edures and mechanisms necessary to provide a

secure environment must cover many areas of the enterprise.

External procedures must be sat up so that security
Z- mechanisms implemented within the system can be effective.

We must select personnel who have access to highly classi-

fied information through security clea:ance procedures.

Storage devices and other harlware must be physically

protected against any damage from natural disasters or mali-

cious attack. Protection of removable storage against theft
is also necessary. We also need backup syst.ms for copying

data files at different locations to protect against infor-
nation loss.

Information may be stolen or tapped during transmis-

sions, and encryption is one way to protect this data.
In summary, the security of a latabase depends on

complex set of protective ieasures: human, software, and
hardware [Ref. 14].

E. SECURITY POLICIES

An access-control' system determiaes the way a subject'

may access$ data or objects.'

3Access-control. A strategy for protecting objects from
unauthorized access.

* Subject. An active user of a con uter system together
with any other entity acting on behalf of a user or on
behalf of 'the system; for example processes, jobs, and
procedures mai be considered sub ezts. Crtain subjects may
also be consi ered to be 3bjects of tha system.

-kccess. The ability and the means necesary to store or
retrieve data to communicate with, or otherwise make use of
any resource In a computer system.

'Object. In a f9rmal sacuri.-Y modl an identifiable
resource data container or related an.iy cf the system
the counterpart of subject. Softwre-created entities sucA

19



There are many kinds of access-zontrol policies and they
depend upon the categories of information and the positions

of the users (subjects).

NAME SAL MGR DEPT

\ add etc. /= ipl

6 6 z PAA

Personnel 5 I
Mgr. -- ______ -

* 9

NAME - IAME
SAL - SALARY Read
MGR - MANAGER Ra

DEPT - DEPARTMENT
Mailroom Clerk

Figure 3.3 &ccess-type-depsndeat kccess Control.

Figure 3.3, shows a situatioa where not averybody c-n
see the whole file. Users ara given access to the file,
according to their position.

as files, programs and directories ire objects as well as
hardware resources such as memory bloc s, &isk sracks,
terminals, and tapes.

20
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- An access can be of several forms:

r - read

v - write

a - append

d - delete, and
a - execute

An execute access is often used but omitted from this

model due to the fact that execute access in the proposed

protection ar=hitecture is similar to a Zead access.
To be qualified to access specific data, i user must

conform to the military security c:nventions of classifica-

tion, category, and need-to-know.

.CONFIDETA

q - ?~~OP SECRET _ "
NAV

r : : I

Pigure 3.4 Combination of Compartment and Levels.

In military, for example, the Armay, Navy and hi: Force have

different kinds of categories of files ranging from top

secret to unclassified files. Taus by a combination of

21



compartmentalization and levels, a good policy for ccn-rol

iformation flow can be created.

F. MULTILEVEL MODEL

This model introduces the concept of lev-?ls and catego-
r ies. Each sabject is assigned a clearance level, and each

object is assign a classification level. Every person in
!the military has different security levels that permit how

far (s)he may access the file and how much (s)he can see the

-- file. Therefore a security level is a composite of: [ A, B

S, vheze A is the classification level and B is the set of
categories.

One security level is said t) dominate another if and

only if:

1. its classification or clearance level > the

other, and

- 2. its category set contains the other.

Clearance and classification levels a-e ordered as

-" follows:

top secret > secret

secret > confidential
confidential > unclassified

Security levels are only partially ordered however, so that
some subjects and objects are not comparable. In Figure 3.5

L2 is dominated by Li, since its level of classification
and its set of categories is higher. On the other hand

security levels of Li atl L3, are not comparable. The

elements of the above model are summar:zed in Figure 3.6

22
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The muiglre 3.5 Or nsring of Security Levsl.

Access t an object can be thrcugh either ebserving

(READ) the object or altering (APPED the object, and from

his combination we can dtermine th, access type:

* not b2th
!* READ

•~ APP END

a-:. * WRITE

, -- '-The multilevel model considers the states of a secure
~system, which are describel by:

5".-1. the curr ent access set, which is a set of triples

• "." ( subject, object, access t'ype ) or (sc,t),

" "2. an access matrix,

% 23



Element lnterpcetationf

Subject s Process -

Object 0 Date. fies....
Classifications Clearance level of subject. classificztn tevel .if

object
Categories Access privileges
Security level lClassification, category set)
Access attribute t No observe. no alter: observe only; observe and alter;

.4 alter only
Access matrix Discretionary secuit-V
Request Changes current access or otter aspectt of systern

state
Is, 0. t0 Current access
Decision Yes. no. error. or)

Rules Determine decision. next state

From:
Database Security &

Integrity
E.B. Fernandez

I______________________ _______________--J

Figure 3.6 Elements of the multilevel model.

3. the securimy level of eazh subject, iad

4I. the maximum and current security laevels of each

su11bjSc t.

1. ! 2flelts elld Data froma a Dat1 !et

A user may read a set of lat-a if, and onl 1y .f hi s

clearance dominates the classifi-cati-on of a data set. Ths

clearance of user (U) dominates a sat of dalta (D) iff1  and

only if,

* ~~military classification (U) > militar clsi. ato6D

category (U) S category (D)

U need-to-knov real D)

.24



2. Reuril: to Write Data iato a Data Set

A user may not write data iato a set of data if thq

classification of the data he is writing dominates the clas-

s ification of the data Into which he is writing. That s

if t-he user Wishes to write data (11 into data ss (D) , it

is required that

* *military classification (d) < military classification (D)

category (d)~ category (D)

U need-to-know (write D)

~25
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A. GENERAL CONCEPT

The Multiplexed Information and Computing System

[Ref. 1] (MULrICS), employs the coa-ept of rings of protec-

tion, based on:

1. Need to know, and

2. Firewa~l, to minimize damage due to errors.

Basically protection of data or objects in Multics is

achieved by compartmentalizing all of the stored information

into discrete packages called segments, where each is asso-

ciated with a set of access attribates.

This chapter will liscuss the concepts of access
control, protection, and filing concepts in Multics, since
these filing concepts will be a basis for the implementation
of the existing personnel database in the fol-eing epter.

B. ACCESS CONTROL AND PROTECTION

- In Multi c, compartmentalization (Ref. 11] is achi-.vel

through two primary mechanisms:

1. Per-Segment Access Control

2. Concentric Rings of Prctection

These mechanisms complement one9 aother.

Per-Sagment Access Ccntrol is a means of denoting

and controlliag the type of access to a particular shared
segment given to an individual user. A segment may be

26



shared by two or more processes. The subject who createa tie

segment and grants permissicn to share to a user, may

specify the type of access to be given to each grantee. By

this privilege, Multics guarantees that a user can safecuard

the information he creates and files away for future use.

Multics permits the coexistence of many processes, each of

which competes for the system's physical resources and

employs the same file system hierar:hy.

The hierarchical directcry structure in .u1-4ics

which controls the file system looKs like ordinary file. It

includesauthors, users listing and access type permitted to

each user which is granted individually. Each author listed

in the directory is associated with a file in the access

control list [ ACL )

2. Conc2DIR12 I "n 2 ot=

The ring mechanism, by ccntrast, offers intraprocess

protection cf a segment. The concentric-rings concept is

essentially a generalization of S (supervisor) and U (user)

domains. The segments of any process are associated with a

Set of generally two cr possibly more concentric rings.

A ring procedure prevents any user from referring tc

inner ring data segments which have higher level classifica-

: tion. A user is permitted tc access more privileged proce-

dures only through specially contr3led entry points called

"gates".

By subsetting the segments of a proc.ss into rings

and by effectively controlling interactions and communica-

tion batween segments of different rings (supevisory or

userlike), Maltics has the potential to isolate trouble and

limit the damage in the system. whan an outside ring is

damaged, this will not effect the inner ring, but damage tc

the inn-:r riag will cause damage to the outside ring as

well.

27

.~-7



Ring brackets are assot-ia.ed with accesssbls.

segments as shown in Figure 4.1

RO R1 R2 R R R5 R6

EXEC CALL

READ

Figure 4.1 Segment Privileges.

Read and Writ- privileges are always associated with a ring-

bracket starting at ring 0. In Figurg 4.1 for exampi. , the

read bracke+ is defined as ring 0 to ring 4, which means

that if a process is zurrently being exqcutsd in ring
0,1,2,3 or 4, then it may read the segment.

The Call bracket is definel as ring 5 and 6, which

means that only when a process is exacuting in ring 5 or 6

can it call this segment when the sagmant is being exgcued,

as the process is in ring 3.
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In ultics , all storage are organized as named
segments, and the segment is the unit of protection. A
segment can contain either data or procedures.

A Multics process is usually associated with an end

user who is identified by a unique number. In the databas.

context an end user invokes a database application program

by combining a number of procedures. Eventually one cf these

procedures will call a DBMS procedure, which in turn may

call other DBMS or operating-system procedures. The user can

build protected subsystsms by grouping procedures into
segments that can then be protected from one another.

Associated with each process is a descriotor

segment, which is a vector of segment descriptor words

(SDVs) providing addressability to all the segments acces-

sible to the process. A directory system is used to locate a

segment when it is first referenced by a process. The direc-

tory entry for a segment contains an access-control list

specifying which users can access tae segment and what their

rights are. If the requested acc-ess is authcrized, the

segment is added to the user's virtual memory by adding the

appropriate SDV to the user's descriptor segment.

Initially all information is stored in the access-

control list. However, when the segn-nt is first referenced,

the information is copied into the SDW for the segment. For

every subsequent access by the process the SDW alone is

" checked by hardware to determine whether an access is

authorized.

C. NULTICS FILE SYSTEM

The Multics filing system coasists of two modules:

Segment Control and Directory Coatrol. Here, file and

s.gment are entirely synonymous, since the concept of

segment is merely an extension of th concept of file.

29
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The segment Control Module (S:MI interprets the int'ent

of the user's symbolic references to segments. It 19terines

to which, if any, of the segmeans already known t.c ths

process a given symbclic name refers. If none, the Segment

Control module must then determine if i new segment is to be

created and placed in the hierarchy.

When using the SCM, a Known Segment Table (KST) is

needed to store segments currently part of the. process. SCM

maintains control over these ref:r-ance-ame-sagment-number

pairs in a given process. Its job is to develop and reuse

each name-number pair in its proper zontsex.

The directory Control module (DZM) is used to search all

inquiries about the status or location of segments and/or
their descriptions, because only this module is Permitted to

read and alter the contents of the directory segments.

1. iect _ 1rucle

This filing system has a directory structure that

contains two types of entries which nay be aided to it:
1. branches and

2. links.

% A branch is a dstailed description of a segment

located in the secondary storage of records that comprise

hth.e segment. A link is a special kind of named entry whose

purpose is to point to another sntry, normally in soma(any)

other directory. This allows a useful form of cross-

referencing capability, to be superimposed over the basic
tree structure formed by the branch-type entries. Figure

4.2 shows an example of the conceptual model of the file-

system tree structure.

30
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To reach a certain branch, a certain path is nasded

using path name aad relative path name. A path name, 's a

list of the node names from the root to the branch (or link)
inclusive, whare elements of the list are separated by ths

>"character. For example, t.o search for I'sub"1 the

following path name is us-ed:

">user-dI:-dir > projec-ti > useral directory > sub",

and to search for nso=t.t the path name usad ia:

">userdir-dir > projeczti > usacil-dizactory > sort"

directory path name entry

* name

% oath name for the b~aazh (o= link)

in other words, tha Multics link is considered a shorthand

for symbolic pathame, therefore, itr introduces no add-

tional structure.

Figura 4.3 shows that from dir-ct-ory A, the symbo-11c

name "E" is shorthand for 11 > B > E it. Any path name may

bsgin with 10 > ",if a path name begins v;.th other than It

>,the given path is ref=er=ed to as a relative path name.

At all times, an executiag proc-ess is associated

with a working di re9ctor y. This i.s a directory the process

happens te be currently "using". it is mersly a reference

marker to a point in the hierarchy from which it bacoms

convqnient to describe a relative path to othar segments.
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Figure 40.3 Interpretation of Links.

Thus, a tree path to a particulir ode may be described

relative to the working directory :f a process. For example

referring to Figure 4.2 the path aame for sort is simply
-: "sort", and the path name for delt3 is "a1_library > delets

It is also possible to use the relative path-name

convention when referring to a branch that is not a descen-

dant of the working directory. This is done with the aid of

the character "<"0 It is interpreted as parent of the

working directory. And "<<" woull nean parent of parent of

the working directory, sal sc on. For aximpla, rcla-:iva

path name fDr < usera3_ directory > is "<< project2 >
usera3_directory" or ', userdir-l i: > project2 >

user a3_directory"
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2. Elements_ 2f I Secue Aultiz3

Corresponding to a state (b,d,f,H) is a set of

information structure in Multics 'Ref. 2]. The following

correspondences have been identifial:

b - Segment Descriptor Word3 (SDW)

It - Ac3sss Control List (ACL)
f - Information in directory sagments ard

spscial process security tables
H - Brarnches

A

'.USER IDENTIFICATION

MODE OF ACCESS (R,E,W,A)

RING BRACKET (rif r

-.9 I2I
USER IDENTIFICATION

';i" , , MODE ACCESS ,

ETC.

Figure 4.4 Data Structure of an AZL for an Individual Branch.
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An element (Si, Oj, x) 'n b indicates that subject

Si has current access to object Oj in access mode x.
In SDW is a field which indicates access permission

write, read, execute, cr append)

An entry in N such as ( r,w } indicates that subject

Si has read and write permission with rsspect to objoct 0j,

if OJ is a data segment.

As example of the data structure of an access-

control list for an individual braanch is shcwn in Figura 4.4.

0.

BRANCH

BRANCH

0. 0 k

DATA DIRECTORY
SEGMENT SEGMENT I

Figure 4.5 fNultics Hierarchiy Equivalent.

'*0"

.

A 35



3. Ret.1+rain l sie-brih InfauZa:ion
V .

The hierarchy H of the idel is structured ts

refl ect the tree struct u re amon; segments realized by

branches in Multics. If Oi and Oj ire objects in the model

ani H(Oi)inclides Oj, then Oi is :he parent of 0J. Figure

4.5 shows this stuatior.I ---- - -- _-

(user-directory-directory> I

<iiser 1-directoru <user2-director)Xuser3-directory> 4iser4-directory41

1
I - --- - - - -

do C

Figure 4.6 Chain of Links.

ncry control iS s ied a path name for

the purpcse of retrieving corresponlin; file-branch informa-

tion, the desired directory entry is retrieved by link or

*branch. If it is a branch, the ta:;er has been reached, and

if it is a link the path tame .1ound in a link is then

employed for a repetition of the retr-eval process. it is

possible that a chain of links evetually leads . o a branch.

36
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Figure 4.6 shows how user4 grants permiss'cn to

user3, and aser3 grants permission to user2 to us. 'heir
routines. If user2 and aser3 appear in the access control

list for <b> in user4's user dirzct-ry, then user2 may use
"d" as a symbolic reference and user3 may ,se ,c" as a

symbolic reference to the seament whose branch n--ry is

named "b".

l -. 7
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V. LML9_Um2 l TIC_S 1 DATABASE SECURITY

The basic security model inzluding data security in

Multics has been discussed in the previous chapter. Before

we further discuss the implementation of database security
we will take some assumptions is fo2lowe : Firstly,

although the Nultics system was developed and applied to

operating systems for Honeywell coaputers, we will assume

that it can also be used by other computers in general.

Secondly, we assume that users in the Indonesian Navy

database system are limited tc fiv = assistants for Chief of

Staff of the Indonesian Navy, namely:

1. Assistant for Security

2. Assistant for Operations

3. Assistant for Personnel

4. Assistant for Logistics

5. Assistant for Planning

The second assumption is neede because there are somi
offices supervised by the Assistants which currently deal

with the personnel database system.

The description of a directory has been discussed in

Chapter IV, therefore we will not discuss how to find a

segment in this chapter.

The personnel database in the alnoaesian Navy is divided
into 17 segments. The method proposed here adds 2 segments

which are:

Segment 400, which is followed by elements number
401-403, is divided into two, namely segmant 400 which is

followed by elements number 401 ad segment 500 which is

followed by elements number 501. Tais change is needed since

element's cwners are different.
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For the same reason, segment 500 which is followed by

elements 501-502, is divided in-- two segments, namely

segment 600 followed by elements number 601-607 and segment

700 followed by elements number 701-705.

All changes are shown in the table in Appendix C.

We can summarize to this point that the personnel data-

base is now divided into 19 segaets and there are 5 users,

which follow the sequence of assistant staffs. It has been

determined who owns each segment, and each owner has the

authority to update the contents of his segment(s).

To implement the new security mathid mentioned above, it

. is necessary to set up a table contaiai..g all segments and

their relatio, to each user. The table tells what segment

belongs to whom and what kind of izzasses are authorized to

other users. In this case the DBA (Databas - hdministrator)

can arrange the table in the proper orler.

TABLE I

Access Table

EL3 DATA-NAMETYPE OF ACCESS

# S1 S2 33 S4 S5

100 MAINID R R RWAD R R

200 CHARACT R _ RVAD

300 MARR R WAO

"" 39
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400 ADDR R RWAD

500 ADDRST& R BW AD

600 BODYCHIR Rg.AD

700 PERSIZ a RW AD

800 CATEG R R RWAD R R

900 RANK R R RWAD. R R

1000 PROFESS R R Et W ADR

1100 EDUC R R RWAD R

1200 SUBJ B R RWAD R

1300 PAR R RIAD

1400 FACT a RWD
- -------- ---- -

1500 FEDUC READ

4,
1600 PAYROLL R WAD

1700 SEC RWAD

!- -- - ------- ------- -
0j"

l~40
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1800 WHOMlIY RUAD

1900 IEAS R WAD

R - r eal

. - write

A - append

D - delste

Securi+y is divided into . levels :

1. Top secret

2. Secret

. 3. Confidential, and
4. Unclassified

Segment nambers 1700, 1800, a.id 1900 are in the classi-

fied levels and the other segments :lassifications will be

deterained in the futuer, dependiag on the needs of the

Navy.

4,-
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VI. 9I9LGI9 AND 113C) I HR1DATM

It is justified here tCo draw some concluisions and make

recommendations concerning the importance of personnel data-

base security in the IndonesiLan Navy.

W The conclusions can be described is follows:

1. Database security Is very important to any database

system, especially in the military.

2. The Multics system provides basic concepts to achieve

a sound database sescurity system.

3. The Indonesian Navy personael database security can

be improved by applying suc:h concepts as the one

described in this thesis.

In order to implement thi-s sec:urity model in -he

Indonesian Navy database personnel system, it is -recommended

to:

1. Assign security personnel .inde: the DBA, who will be

responsible for the security of the existing data-

base.

2. Conduct further research to explore possible enhanch-

2ents to the physical Aesign related in this

prcposal.
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DATPBASN PLRSONEL SAUBLES

Each of these tables :ontains two elements: code and

description. Example: " h ale " i.idicat.es cede number I is

* Kale.

1. PERSONAL STATUS:

A. military

01 Volunteer 03 Titular

02 Obliged

B. Civilian

11 Dailylaborer

12 Monthly laborer

13 Monthlylaborer orgaaic

14 Teaporary sovernent _fficial

15 PreGovernment efficial

16 CivilianGoernment.Dfficial

17 Civilian_1ititaryTitalar Governmaent official

2. PERSONAL CATEGORY:

0 Not clear 5 Waiting for placement

5' 1 Active organic 6 waiting for direction

2 In charge 7 Pre- rtized

. 3 In assistance 3 doaey waitin g (UT)

-" In directicn 9 Retired

3. SEX:

I Mal 2 Female

4. MARITAL STATUS

1 saried 2 Not married
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S-- 5. CHILDREN ALLOWANCE STATUS:

1 Claimed by him/ 2 Claimed by spouse

herself

6. HOUSING STAlUS:

1 Governent-quaters 4 Private/owned

2 Ress 5 Rented

3 Ship 5 Coa-ract/le-sed
4o.

-*- 7 With relations

7. BLOOD rYPE:

2 B 5 1

3 AB

8. COLOR 3F SKIN:

1 White 4 lellow-brown

2 Yellow 5 Brown
3 Black

9. HAIR:

1 Sraight-lank 3 St:aight-stiff

2 Curly 4 Wavy

10. COLOR OF EYES:

1 Black 3 Brown

2 Blue 4 3raen

11. SIZE OF PANTS/SHIRT:
-. J.

1 Small 3 Large

2 Melium

12. RELIGION:

1 Moslem 4 Hiadu

'44
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-77v%- 7V. 7 -. 7 -7 . 777

2 Catholic 3 Budhist

3 Protestant 6 Cofucian

13. STATUS OF RANK:

1 Effective '4 Military obligated

2 Temporary 5 Military titualar

3 in education

14. TYPE OF PROMOTION:

1 Regular 3 Honor (merito rious)

2 Extraordinary '4 Hiocour-grace (pos-thumous)

15. STATUS OF PLACEMENT:

0 Organic 3 In assistance (temporary

1 Labor (non organic) additional. duty)

2 In charge (detiahed 4 In direction (indepindent-

from parent command) d ut y)

16. RESULT OF EDUCATION:

1 Graduated 3 Incompletge

2 Not graduated

17. FAMILY RELATION:

0 Spouse 5 Child number 5

1 Child number 1 5 :hild number 6

2 Child number 2 7 hild numbzr 7

3 Child number 3 3 Child number 8
4 Child number 14 9 -hild number 9

18. RANK:

A. Military:

-. 99 Third Sailor

99 Second Sailor

97 First Sailor

* 95 Second Corporal
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7 1

95 First Corporal

8 Second Sergeant

87 First Sergent

86 Head Sergeant

85 Sergeant major

8t Sacond Assistant Liaatenant

83 First Assistant Lieutenant

82 Candidate Officer

78 Second Lieutenant

77 First Lietenant

75 Captain

68 HaJor

67 Lieutenant colonel

66 Colonel

58 First Admiral (Commolare)/Brigadier General

57 Rear Adairal/Major eneral

55 Vice Adairal/LieuteanIt General

55 Admiral/Sene ral

B Civilian

48 Group I/A 27 Group III/B

47 Group I/B 26 Group III/C

46 Group I/C 25 Group III/C

45 Group I/D 18 Group IV /I

38 Group II/A 17 Group IV/B

37 Group II/B 16 Group IV/C

36 G roap II/C 15 Group IV/D

35 Group II/D 14 Group IV/E

28 Group III/A

19. CORPS:

A. Hlitary

130 Sailor/Deck (for officar cnly)

151 Deck

4.6
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162 Torpedo

163 Weapon

16'4 Constable

165 Signal

166 Telegram

157 Under-Water Weaponry

200 Technician/Engineer (for officer only)

251 Mechanist

262 Construction

263 Ship Construction

• 264 Airplane Maintenance

300 Electronics (for officr only)

351 Radio

362 Radio-Radar Mechanic

363 Electro-21chine Meci naic

354 Electrician

365 Sub-Weapon Electri:i~n

356 Electro Mscharic

- 367 Weapon El.etro Mechiaic

368 Electronica
'p
5,

400 Marine (for officer only)

461 !nfantry

462 Amphibious
463 Field Artillery

464 Air Defence Artillery

' 465 Tank

466 Pansam (Amphibious rank)

S467 Transportation

468 Zipur (Def.nse Construction)

469 Co m municati on- Electro nica

470 Nurse

471 Field Support

500 Aministration (for D!ficer only)

47
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561 writer/Typist

552 Finance

553 Support

5614 Family bassingss

565 Cook-i

566 Cook

567 Tail" 1or

630 Health (for officer only)

651 Nurse

662 Radiologi t

663 Analyst

664 Dental Tchnician

6 65 Cheist

666 Assistant Chemist

730 Specialist (for officer only)

761 Judicature

762 Intelligene

753 Transportation

-764 Carpenter

765 Physical Fitnss

766 Musician

757 Photography

768 Ci noeatogra ph y

N769 Miscellaneous

800 poman (for office= oaly)

- 861 Communication

862 Writer/Typist

863 Finance

864 Tanformation

865 Physical Fitness

866 Nurse

867 oanv-Inforation Def_nc)

868 Air Traffic Controllaz

48
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. 900 Clergy (for officer o nly)

B. Civilian:

000 Administration

031 General Administration

002 Finance Alministrati3n

033 Labor Adainistration

004 Support Alministration

* 035 Nursing Administration

006 Technical kdministrrin

037 Typist

008 Stencil Machanic

039 Nursing Staff

010 Statistic dainistritian

011 Law Administration

012 Library Administration

013 Transportation Aduiaistration

01~4 Housing A~aifl±5tratiofl

'. 015 Post Administration

016 Miscellaneous Admiistrat--on

017 Technician

018 Ship Technician
019 Engine/Machine Technician

020 Electro Technician

021 Constraction Technician

022 Carpenter

023 Welding Technician

024 Telephone-telegraph rechnician

025 Radio Technician

026 Mechanic/Driver

027 Laborer

028 Photographer

029 Film Operator
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030 Metal Technician

031 Painter

032 Weapon Technician

033 Fire Safety Inpector

034 Constructor

035 General Controller

036 Shipyard orker

037 Pump Technician

038 Railroad Tachaicia.a

039 Meteorological Technician

040 miscellaneous

0:11 Narse

:' 042 Dental Nurse

013 General Nursing

0 114 Midwife

0-5 Pharmacy

046 Phy sicth er phy

0'47 Radiology

048 Pediatric Nurse

049 General Medical

050 Opthalmolog ist

051 Throat-nose-ear Physician

052 Nearclogist

053 Dermatologist

054 Dietitian

055 Miscellaneous

056 Specialist

057 Teacher/Instructor

058 Messenger

059 Cook

060 Gardener

0 1 Shoemaker

062 Tailor

053 Barber

50
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064 Janitor

065 Forester

066 Sketcher

057 Security

068 Lifeguard

069 Parking Master

070 Fire Brigale

071 Physical Fitnass

072 Artist

073 Clergy

074 Laundry

075 Ocean Tide

076 Petro-chemical Tec-2ician

077 Geography

078 Miscellaneous

20. GROUP CODE OF EDUCATION:

000 3eneral Development

001 lational Defense

002 Joint Command & Staff College

003 :omaand S Staff College Lavel

004 2nd Officer Continuing Education Level

005 1st Officer Continuing Education Level

011 CO Continuing Education Level

100 Formation

101 Military Academy Level

102 Fandamental Officer Education Level

103 Candidate Officer Education Level

111 Candidate VC0 Education L vl

112 Candidate Corporal Education Level

113 Candidate Enlisted Eduzation Level

200 Labor

201 Labor Education Level
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300 -eneral Education

301 University Level

1 302 Icademy Level
303 Senior High School Leval

3041 Junior High School Leval

305 Elementary School Leval (graduate)

306 Elementary school level (aot graduate)

4 100 Specialist Military Edacation

* 1101 Specialist

102 Officer Specialist
03 SCO Specialist

404 Enlisted Specialist
405 :ivilian Specialist

500 3eneral Course

21. ECHELON OF PROFESSION:

11 Echelon 1-& 23 Echelon 2-Z

12 Echelon 1-B 24 Echelon 2-D

13 Echelon 1-C 25 Echelon 2-E

14 Echelon 1-D 25 Echelon 2-F

15 Echelon 1-E 31 Echelon 3-A

16 Echelon 1-F 32 Echelon 3-B

17 Echelon 1-G 33 Echqlon 3-C
18 Echelon 1-H 34 Echelon 3-D

21 Echelon 2-A 35 Echelon 3-E
22 Echelon 2-B 43 Functional

22. STATION:

Not include here for securLty reasons.

23. VIOLATION:

1 Discipline 3 Nagativs lata

2 Law

-q 52

-.-



24. WHAT:

This table will be completed later by !fl

Itelligence/security offizar, since tha author does not have

data at this time.
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DATABASE DICTI3ERY

This data dictionary contains descriptions of the

Personnel Data Base segments (data elements groups) and

their data elements. There are six columns in the table:

1. Element Number (ELM #) The data element/seament

number contains four digits. The first two digits is

the segment number, begi.iing from the root and

increasing by one (leading zeroes suppressed), and

another two digits for the data element number in the

segment beginning from one and increasing by one.

2. Data Element (D&TAELEMENT). This column contains

data element/segment name as it is known to the

users.

3. Data Name (DATANA ME) . This column contains the

-% unique name for data elemeat/segmen-which is to be

used by programmer/user when. retrieving data from the

Database.

4. Type (TYPE). This column contains the data element's

,M type where N means Numeric and AN means

Alpha-usmeric.

5. Number of Tharacter ( OF CHAR). This column zotains

number of characters in the record field of the data

element/segme nt.

6. Description (DESCRIPTION) . This column contains the

description of the data elaaent/segment. Described

are the data element/segmea: relationships (depen-

dent, c3ot, etc.), key record/segment, administrativo

.54
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cont-ol, usage, and identifiations. This esc:ip:'on

helps the programsqr/ user t3 find the path tc desir

data eleamats/segmeants in the database.

The abbreviations used in the data d-ctionary table ire:

DB for Database, segm for segmen, lev for level, tbl fo_

table. YYMMDD for Year (two digit3 , Month (two digits) and

Date (two digits), occur for occurrence, depandt for depen-

dent, Kg for Kilogram, ani Cm for Zea:imeter.

. ELM DATA-ELEMENT DATA- ry- #OF DESCRIPTION

# NAME PE CHAR

100 Main identification MAINID 76 Root segm DB

lev 1, segm 1,

*' one occu-

101 Personal Serial SERNUM N 9 Record k.y

Number (Main Key)

102 Name NAME AN 26 Name, title

103 Corps CORPS N 3 See corps tbl

(19)

104 Sex SEX N 1 See sex tbl (3)

105 Birth date DMBIRTH N 6 YYMMDD

106 Birth place PMBIRTH AN 15 rown (ci:y)

107 Religiom RELIGIO& N 1 See religion

tbl (12)

108 Tribe TRIBE AN 15 -

200 Personal CHARACT Dependt segm of

root, lev 1,

segm 2, one

occur
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300 Marriage MARR 7 Dependt ssam of

CHARACT, lsv 3,

sega 3, .qpeated

301 Marital status MARST N 1 See marital

status tbl (4)

-. sega key

302 Date of status HARDT v 6 !!M1ADD

400 Address ADDR 33 Depsndt sega of
CHkRkCT, 1ev 3,

sega 4, repeated

401 Address ADDRESS AN 26 -

402 Housing status HOUSE V I Sea housi.ng

status tbl (6)

saga key
403 Date of status HOUSDT N 6 YYMMDD

* 500 Body charachteristi= BODYCHAR 18 Dependt segm of

:HR&CT, lev 3,

sega 5, one

occur

501 Weight WEIGHT N 3 In Kg

502 Height HEIGHT N 3 In Ca

503 Blood ty Pe BLOOD N 1 Sea blool type

tbl (7), segs

key

504 Color of skin SKIN N 1 See color of

skin tbl (8)

505 Hair HAIR v 1 See hair ".bl

(9)
* 506 Color of eyes EYES N 1 See color of
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ayes tbl (10)

507 Size of shoes SHOES N 2 -

508 Size of hat HAT N 2 -

509 Size of pants PANTS N I See pant shir

tbl (11)

510 Size of shirt SHIRT N 1 Se pant shirt

tbl (11)

511 Size of chest CHEST N 2 -

600 Category and status CATEG 29 Dependt segm of

CHARACT, lg.v 3,

seg 6, one

occur

601 original personal ORPERST N 2 See personal

"status status tbl (1)

602 Date of original ORPERDT 1 6 YY8MDD

personal status

603 Current personal CRPERST N 2 See personal

szatus status tbl (1)

sagm key

604 Date of current CRPERDT N 6 YYMMDD

personal status

605 Personal category CATEGORY N 1 See personal

category tbl

(2)

606 Date of personal DTGORY N 6 Y.YMMDD

category

607 Active luty DTACT N 6 YYMMDD

obligated time

(Active service

duty began)

700 Rank RANK 39 Dependt sqgm of
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root, 1=-v 2,

s g. 3, repeated

701 Rank/Group RANKG N 2 See rank tbl

"* (18), segm key

702 Status of rank STRANK q 1 See status of

rank tbl (13)

703 Date of rank DTRANK N 6 YYMMDD

704 Number of decision NBDECLEr AN 8 Format: NNNNM.IYY

letter NNNN : Number

MM : Month

YY :Year1

705 Date of decisicn DTDECLEr N 6 YYMMDD

.5 letter

706 Who gave the GVDECLEr AN 15 Official

decision letter functionary

707 Type of promotion TPPROM N 1 See type of

promotion :bl

800 Profession PROFESS 71 Dqvendt segm of

root, lev 2,

segm 4, repeated

801 Name of prcfession NMPROF AN 15 -

802 Number 3f decision NBDECP AN 8 Format: NNNNMMYY

NNNN : Number

MM : lIorth

YY : Year

803 Date of decision DTPROF N 6 NNNNNN-YYM.DD

letter

804 Number of NBWARP AN 8 Format: NNNNMMYY

professional NNNN : Number

warrant MM : Month

Yy : Year
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805 Date of warrant DTWARP N 6 NNNNNN-YYM1!DD

806 Echelon of ECHELON N 2 See echelon

profession tbl (21)

807 Station STATION N 3 See staticn tb!

(22)

808 Reporti g date DTSTAT N 6 !YMMDD

809 Status of STPLACE N 1 See status of

• placement placement - bl
(15)

810 Date of placement DTPLACE N 6 YYMDD

900 Education EDUC 73 Dependt segm of

r~o-, 1ev 2,

sega 9, rapeated

901 Group code of EDUCCD N 3 See group coda

ed. cation of education

tbl (20) , sagm

key

902 Education EDUCNM AN 15

Institute's Name

903 Start date EDUCSD N 6 YYM5DD

904 Completion date EDUCCH N 6 !YMMDD

905 Station EDSTAT N 3 See ststion

tbl (22)

906 Town (city) EDTOWN AN 15 -
907 Result 3f RESULT N 1 See result of

eiucation education tbl

(16)

908 Class stanling CSTaND N 3 -

909 Class size CSIZE N 3 -

1000 Subject SUBJ 18 Deperdt seam of
EDUC, 1ev 3,
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.egm 10,

rapeatea

1001 Subject name SUBJECT AN 15 Sgm key

1002 Grade GRADE AN 3 Can be num-ric

3r alphabr.tic

1100 Family FAM 76 Dependt seg cf

c.ot, lev 2,

segm 6, repeated

1101 Family name FNASE AN 26 Name, tit!e

1102 Family relation FREL N 1 See family

relation tbl

(17), sega key

1103 Sex FSEX 9 1 See sex tbl (3)

1104 Birth date FDBIRTH N 6 YYKMDD

1104 Birth place FPBIRTH AN 15 rown (city)

1105 Religion FPRELIGI- N 1 See religion

tbl (12)

1107 Address FADDR AN 26 -

1200 Activi-y FACT 48 Dependt segm of

FR?!, lev 3,

repeated

1201 Name of activity FNACT AN 26 Sega key

1202 Place of activity FPACT AN 15 rown (city)

1203 Start date PSACT N 6 YYMMDD

1204 Completion date FCACT N 6 YYMMDD

1300 Family education FEDUC 16 D-pendt segm of

FAN, 1ev 3,

segm 13,

repeated
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1301 Education PEDNACT AN 15

Institute's Name

1302 Group code of FCDACT N 3 Sae group code

- education of education

tbl (20), segr

key

1303 Result of FEDRES N 1 See result of

education education tbl

(16)

1600 Payroll PAYROLL 59 Dependt segm of

root, lev 2,

segm i , one
octcurt

'

1401 Date of begining DBPAY N 6 YYMMDD

-* payroll

1402 Rank in payroll RKPAY N 2 See rank tbl

(18)

1403 Payroll period PERPAY N 3 In Honth

1404 Number of children CHFAM N 1 -

authorized family

allowenze

1405 S-atus of children STCHFAM N 1 See children

authorized family allowance

allowence status tbl (5)

1406 Hain salary SAINSAL N 6 In Rupiah

1407 Wife's family WFALL N 5 In Rupiah

allowance
1408 Children family CHALL N 5 In Rupiah

allowance

1409 Other family OTALL N 5 in Rupiah

allowance

1410 Obligated reduction OBRED N 5 In Rupiah
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1411 RicS riuction RCRED N 5 In Rupiah

1412 Other reduction OTRED N 5 In Rupiah

1413 Total salary TOTSAL N 6 In Rupiah

1414 Unit of payroll UNPAY N 4 See station

tbl (22), sega

kev

1500 Security SEC 35 Dependt sepgm of

r,)t, lev 2,

seqm 15,

repeate4

1501 Violation/Infringe VTYPE N I See violation/

infringe type

tbl (23), sega

". key

1502 What WHAT N 3 See what bl

* (214)

1503 Where WHERE AN 15 rown (city)

1504 When WHEN N 6 YIINDD

1505 Why WHY N 5 This reason

description is
stored in other

file with key

number hers

(N 5)

1506 How HOW N 5 Same as 1505

1600 Who involved WHOINV 50 Dependt segm of

SEC, lev 3,

segm 16,

repeated

1601 Same involved INVNAME AN 26 Segm key

1602 Personal PERSID AN 9 Personal serial
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ident ifica tion num~ber or othpr

valid ident-

ficat -ion

1603 Profession PROFINT AN 15 -

1700 Measures RE&S 27 Dependt-segm of

SEC, 1ev 3, segs

16, repeated

1701 Type of action NIIEkS AN 15 Segm key

1702 Start date SMEAS N 6 YYM[IDD

1703 Completion date CREAS N 6 YYMMDD

~6



-IB DATABASE DICrIow&Iy

This data dictionary contains i-scriptiocs of ".he Personnel

Data Base segments (data elements groups) a.nd their data

elements. rhera ars six colians in the table:

(See Appendix B for abbreviations)

-U'.

' =33 --------. = - = --= -- == =-- = -- :--

'LM DATA-ELEMENT DATA- - tOF DESCRIPTION

# NAME PE CHAR

100 Main identification MAINID 76 Root ssgm DB

lev 1, seqm 1,

one occur

101 Personal Serial SERNUS N 9 Record k-y

Number (Main Key)

102 Name NAME AN 26 Name, titl9

103 Corps CORPS N 3 Se . corps tbl

(19)

104 Sex SEX N 1 See sex tbl (3)

105 Birth date DMBIRTH 9 6 YYMMDD

106 Birth place PMBIRTH AN 15 rown (ci-.y)

107 Relgioa RELIGION N 1 See r-l.gion

-bl (12)
108 Tribe TRIBE AN 15 -

---------------- ------------------------

200 Parsonal CHARACT Dependt segm of

root, lev 1,

segm 2, on .
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oCcur

300 Marriage KARR 7 D-p..edt seas of
CHARACT, Lev 3,

seam 3, repeated

301 Maritl status KARST N 1 See marital

status tbl (4)

'* sega key

302 Date of status MARDT N 6 YYMMDD

400 Address ADDR 26 Dependt seam of

CHARACT, isv 3,

sega 4, repeated

"4 401 Aldress ADDRESS AN 26

500 Address status kDDRSTk 7 Dependt sega of

&DDR, lev '4,

sags 5, repeated

501 Housing status HOUSE 3 1 See housing
status tbl (6)

s ga key

502 Date of status HOUSDT N 6 YYMMDD

600 Body charachterlstic BODYCHAR 10 Dependt segm of

ZH&RACT, 1%v 3,

saga 6. one

occur

601 Weight WEIGHT N 3 Ir. Kg

602 Height HEIGHT N 3 In Ca

603 Blood type BLOOD x 1 S a blood typ .

tbl (7), saga
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604 Color of skin SKIN N 1 See colcr of

skin tbl (8)

605 Hair HAIR N I S -e hair tbl

S. (9)

606 Color of eyes EYES N 1 See color of

eyes tbl (10)

700 Personal size PERSIZ 8 Dependt segm of

BODYCHAR, level

"* 4, s-g m  7, on=

3ccur

701 Size of shoes SHOES N 2 -

702 Size of hat HAT V 2 -
703 Size of pants PANTS 0 1 See pant shirt

tbl (11)

704 Size of shirt SHIRT N 1 See pant shirt

tbl (11)

705 Size cf chest CHEST N 2 -

800 Category and status CATEG 29 Dependt segm of

CHARACT, lev 3,

segm 8, one

o cc ur

801 Original personal ORPERST N 2 See personal

status status tbl (1)

802 Date of original ORPERDT V4 6 YYIDD

personal status

803 Current personal CRPERST N 2 See personal

status status " bl (1)

3ego key

804 Date of current CRPEaDT N 6 YYNMDD

personal status
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."",- 805 Personal category CATEGORY N 1 See pirsoaal
-itegcry tbl

(2)

. 806 Date of personal DTGORY N 6 YYMMDD

. . - category

...• ° 807 Active luty DTACT 6 !YMMDD

obligated time

(Active service

duty began)

900 Rank RANK 39 Dependt segm of

•-rOt, 1ev 2,

segm 9, repeatsd

901 Rank/Group RANKG N 2 See rank tbl

(18), s-g2 key

."4 902 Status of rank STRANK N 1 Sae status of

'-.'1 rank tbl (13)

903 Date of rank DTRkNK 1 6 YYMMDD

904 Number of decision NBDECLEr AN 8 Format: NNNNNMYY

letter NNNN : Number

MR : month

YY : Year

905 Date of decision DTDECLEr N 6 YYMMDD

letter

906 Who gave the GVDECLET AN 15 Official

decision letter functionary

907 Type of promotion TPPROM N 1 Sea type of

promo!on "tbl

1000 Profession PROFESS 71 Dependt seam of
root, lev 2,

sega 10,
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.4.

repeat ed

1001 Name of profession NMPROF AN 15 -

1002 Number of decision NBDECP AN 8 Format: NNNNMMYY

NNNN : Number

MM : Month

yI : Yea r

1003 Date of decision DTPROF N 6 NNNNNN-YYMIDD

latter

1004l Number of NBWARP AN 8 Format: NNNNMMYY

professional NNNN : Number

warrant MM : Month

YY : Year

1005 Date of warrant DTWARP N 6 NNNNNN-YtMMDD

1006 Echelon of ECHELON N 2 See echelon

profession tbl (21)

1007 Station STATION N 3 See station tbl

*' (22)

1008 Eeporti.g date DTSTAT N 6 1!MMDD

1009 Status of STPLACE N 1 See status of

placement placement tbl

(15)

1010 Date of placement DTPLACE N 6 YYMMDD

"- 1100 Education EDUC 73 Dependt seg3 of

root, lev 2,

seg 1i1,

repeated

1101 Group code of EDUCCD N 3 See group code

education of education
tbl (20), segm

key

1102 Education EDUCNM AN 15 -

Institute's Name
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1133 Start date EDUCSD N 6 YYMMDD

1104 Completion date EDUCCM N 6 YTMMDD

1105 Station EDSTAT N 3 See sts-ion

tbl (22)

1106 Town (city) EDTOWN AN 15 -

'N 1107 Resul. of RESULT N 1 See -esul of

education daducaticn tbl

(16)

1108 Class standing CSTAND N 3 -
1109 Class size CSIZE N 3 -

1200 Subject SUBJ 18 D-pendt seam of

EDUC, lev 3,

3egm 12,

repeated

1201 Subject name SUBJECT AN 15 S-gm key

1202 Grade GRADE AN 3 Can be numeric

or alphabetic

1300 Family PAM 76 Dependt segm of

root, lev 2,

sega 13,

repeated

1301 Family name FNAME AN 26 Name, title

1302 Family calation FEEL N 1 See family

rlation tbl
(17), sagm key

1303 Sax PSEX N 1 See sex tbl (3)

1304 Birth date PDBIRTH N 6 YYNNDD

1304 Birth place FPBIRTH AN 15 Town (city)

1305 Religion FPRELIGt N I See r 4.ligion

tbl (12)

1307 Address FADDR AN 26
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1400 Activity FACT 48 Dependt segm of

FAM, lev 3,

sgm 14

repeate3d

1401 Name of activity FNkCT AN 26 Segm key

1402 Place of activity FPACT AN 15 rour (city)

1403 Start date FSACT N 6 YYMMDD

1404 Completion date FCACT N 6 YYMMDD

1500 Family aducation FZDUC 16 Dependt segm of

FAN, lev 3,

segm 15,

repeated

1501 Education FEDNACT AN 15

Institute's game

. 1502 Group code of FCD&CT N 3 See group code

educati3 n o education

* tbl (20), sega

key

1503 Result of FEDRES N 1 Sea result of

education education tbl

(16)

1600 Payroll PAYROLL 59 Dependt segm of
root, lev 2,

segm 16, cne

occuzr

1601 Date of begining DBPAT N 6 TYMMDD

payroll

1602 Rank in payroll RKPAY .4 2 See rank tbl
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1603 Payroll period PERPAY 9 3 In Bonth

1604 Number Df children CHFL! 9 1 -

authorized family

7allowen~e
1605 Status 3f children STCHFAM N I Sea child-=n

authorized family allovancl

allowence status tbl (5)

1606 Rain salary SAIISAL 1 6 In Rupiah

1607 Wife's family IFALL 1 5 rin Rupiah

allowance

1608 Children family CHALL 1 5 In Rupiah

allowan=e

1609 Other family OTILL 9 5 In Rupiah

allowance

1610 Obligated reduction OBRED I 5 In Rupiah

4 1611 Rice reduction RCRED v 5 In Rupiah

-/ 1612 Other reduction OTRED 0 5 in Rupiah

1613 Total salary TOTS&L N 6 In Rupiah

1614 Unit of payroll UNPAY 1 4 See station

tbl (22) , sega

key

1700 Security SEC 35 Dependt segm of

"-" root, lev 2v

segm 17,

repeated

1701 Violation/Infringe VTYPE N 1 See violat! cn/

infringe typq

tbl (23), seg2

key

1702 What WHAT . 3 Sea vhat .bl

(24)

1703 Where WHERE AN 15 rown (city)
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17014 When WHEN N 6 YYM!1DD

1705 Why WHY N 5 IThis reason

dsscription is

stored in other

file with key
number here

(N 5)
1706 Now HOW 1 5 Same as 1505

1800 Who involved WHOMN 50 Dependt segm of

SEC, 1ev 3,

Saga 18,
repeated

1801 Name involved INYNAKE UN 26 S:?q. key

1802 Personal PERSID AN 9 Persovnal serial

id ent ifica ti on aumber or other

valid identi-

fication

1803 Profession PROPINV kN 15 -

1900 Misasures REAS 27 Dependt. segm of

SEC, 1ev 3, segm

19, repeated

1901 Type of action IIREAS &K 15 Saga key

1902 Start date SKEAS N 6 !!H!MDD

1903 Completion date CREAS N 6 YYMflDD
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