HD-A138 469 THE APPLICATION OF SECURITY CONCEPTS TO THE PERSOMNNEL
DATABASE FOR THE INDONESIAN NAYY(U) NAYAL POSTGRADUATE
SCHOOL MONTEREY CA M WIBISONO SEP 83

UNCLASSIFIED F/G 1573




....-
e
e
\...\
"
. l\
R
nF
Rk
- .‘.'.
v
5 0: E_ m < -h..--
| 33 ...\_
n._ A .
1 il £
'l op of g . uu —-— = - .
HEEFEFTTE — 35 o
= 23
& xs X
A — 5 w @® s
- I_____ & g
— ® = --.
_ === = o 2 v
— e == =4
-U-
LY -nnl
:..
.? --I.
: - ....,
. Ve
., N
] .-..-
4‘
s -J
! o
‘ "
! o
& .\x
. \J.
)
1 s
! '8
Ve |
3
I VJ
) -J
- , R AR
[+ S . ey a g ey e — -, R ARREN Y AN o e e e T AP YV,
~ A, NN KO s Satiut) o T SN \ A .#v . \\. *‘ « d
s .ﬁd o N AR . o L~ LI PN oL i LY & 4 8,
\\.7 ’\.ﬁ ol \-.-\-w‘-. . ol 1m. al "y \.-\”.\-Mtuh\.- f.w.- \ A.A\. -h-ﬂ \ ' S 2 \ ‘e - \. N L. -.ﬂfann.4 - \ 7, \f\ A -J




" NAVAL POSTGRADUATE SCHOOL

3 Monterey, Galifornia

'
AN LI LI

ADA138469

THESIS

' THE APPLICATION OF SECURITY CONCEPTS
;' - TO THE PERSONNEL DATABASE FOR
THE INDONESIAN NAVY

A
by

Mulyo Wibiscno

September 1323

e
.,‘Q‘ 0o, “

Thesis Advisor: Norman R. Lyons

A '}J }::'J g

o -
Appreved for public release; distributicn unlimited D t !f o

RERRERE X

-
L.

2
LN
»

-
»

)
»

J

e

.—"v

.
A
)

N,
I




_q_- IR A R b I o AL A ) e N S o S S N T ety TR TR N R N ¥ -,

l.l

'l . , [
e

UNCLASSIFIED

AT, SECUMTY CLASSIFICATION OF THIS PAGE (When Dete Entered)
el READ INSTRUCTIONS
.':._‘.: Rm m“ENTAT‘ON PAGE BEFORE COMPLETING FORM
- T RUPSRY NUMBER 7. OOVY ACCESSION NOJ] 3. RECIPIENT'S CATALOG NUMBER
At 3 ¢
-'.‘-. l)v /‘ /? ‘-/6 /
(‘ 4. TITLE (and Subtitle) S. TYPE OF REPORT & PERIOD COVERED
S0 THE APPLICATION OF SECURITY CONCEPTS MASTER'S THESIS:
= TO THE PERSONNEL DATABASE FOR _ T 1983
_::\_ - THE INDONESIAN NAVY §. PERFORMING ORG. REPORT NUMBER
: {: W 5. CONTRACT ON GRANT NUMBER(a) |
- MULYO WIBISONO
5 3. PERPORUING ORGANIZATION NAME AND ACORESS 0 RROGRAM ELEMENT PROJECT TASK |
N AREA & WORK UNIT NUMS
b NAVAL POSTGRADUATE SCHOOL
: MONTEREY, CA 93943
y 11. CONTRAOLLING OFFICE NAME AND ADDRESS 12. REPORT DATE
<L
o NAVAL POSTGRADUATE SCHOOL . S..ff.fmg.mﬁi.ﬁ?
-l MONTEREY, CA 92943 '
o T NORITOMING ASENRCY NAME & ADDREII! dillerent irem Contrelling Oltice) | 18. SECURITY CLASS. (of thta report)
N UNCLASSIFIED
o T8a. DECLASSIFICATION, DOWNGRADING
o SCHEDULE
2T 18, OISTMBUTION STATEWENT (of this Keport)
CACH
PN
7/
.‘ . Approved for public release; distribution unlimited
\‘:
:;::j. 17. OISTRMBUTION STATEMENT (of the abetrast entored in Bloek 20, It different from Report)
]
ol
wor
- 18. SUPPLEMENTARY NOTES
L
N
_.-.‘_ 19. XLy WORDS (Conti - alde i ary and identily by block number)
Y
i Database Security
o Computer Security
s ~ Multics Concepts
‘. S Personnel Database
L 70, WBITRACT (Cantinws en roverse oide If ory and Identify by Sieck mumber)
:-f"f- This thesis is a continuation of the study work done by Moedjiono ( M.3.
j:‘.:,' thesis, Naval Postgraduate School, 1982 ) concerning personnel database
in the Indonesian Navy,>
_It discusses the current database security and the concept cf HMultics
" (Multiplexed Information and Computing System) to propose a perscnnel
o database security model in the Indonesian Navy.
:..:.t. \
- |
<o _
‘e 00 ., s 1473 coimon o 1 wov 88 13 ossoLETE UNCLASSIFTED
. $/N 0102- LK 014- 6601 .

e 1 SECURITY CLASMFICATION OF THIS BAGE (When Dara Anterec

-,

;__.,'4-.' N e AT A A

Ca=" ’M




..................

......

Apprcved £or public releass; distribu+tica unliamiczl,

The lpglication of Sacurity Concepts
to the Personnel Database fcr
the Indonesian Navy

by

Mulyo Wibis>3> .
+ Commandez, Indonesian Nav;
donesian Navali Acaldemy, 196

~-Hp
=]~

cr
o
1]

Subsisved in partial fulfili
he d2

ent of
ra3juirements fcr t by

n
g-es of

MASTER OF SCIENCE IN YANAGEMENT

from the

NAVAL POSTGRADUATE SCHOOL
Ssptember 1333

Jozin £
Appzovad by:___ /{7 Plin 6;
™\ Thasis Advisor

el
’ (/’\ Second Readar
{/_'4%/_4/%

Chairmaa, Depar*ment >f Adminis<rarive Science
p

_-_--_légi:ﬂ_&m —

Dean of Information anyg ?2d>licy Sciencas




ABSTRACT

This thesis is a continuation >f th=z study wcrk done by
Mo2djicno ( M.S. thesis, Naval Postgraduate School, 1982)
concerniag personnel da“abasz2 in tha Izdonesian Navy.

I+ discusses ¢thka carrent dacabase securi=zy and <he
concep: of Maltics (Multiplexed TInformation and Ccmputing
System) o propose a personnel databass security model in
+he Irdonssian Navy.
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" I. INTRODUCTION

%

o This <+hesis is a coatinuatisn of +the thesis " The
3: Prsliminary Parsonnel Data Base D2sign for ¢the Irdonsasiar
N Navy ", by Moedjiono at the Naval Postgraduate School,
‘; Monterey, California, Jun2 1982,

'3 Since 1977, the Indonesian Navy Da“a Cen:er
ﬁf (DISPULAHTAL) has collect2d and process=d parsonnel data +o

2 support the leadership in the Navy in th2ir decisior makirg.
g In 1980 work began on the desiya of personnel dJdatabass

EQ systen. Computerization 5f psrsonn2l data =ook place ornly

k: vithin the Departmen< of Personnal ard wvas limited to admin-

4 istrative purposes. Howevar, other 12pactments in the Navy,
,g such as Intelligence, Operatioas, L>3gistics, 2nd Planniag ,

-, had to work with an increasing and more complex amount of
= da*a. With 2very departm2nt maintaining its own parsonnal
N data thare were discrepancies. Informatior was often incom-

;j plet or uniformly updated, sincs not 31l departmen:s
{ rac2ived da+a changes. Th2 increasing availability cf da=za,
~ and +he importance of <timaly dscisison-making smphasized the
lf n22d to establish a comput2r systam which could acccamocdate

:i these nceds.

SE Since informaticn is a recognized source of economic

value, the 3ata wich comprise th2 <iaformatisn should be

) secured adequately. E. B. Peraandaz (Ref. 5] defines irfor-
3‘ maticn as:

3

N
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This +hkesis proposes to continus <he design work of =
pecsonnel database systesm bagun in 138).

As the use of computers increasss, <che number cf pecple
wvho wmight have access *o confildarzcial irnformation also
increases, esphasizing the importancz of access security.
In the ailitary, a leakags of iaformation could endanger
national security. Data or secrst weapons, numbers and
distribution of personncl, ema2rgysncy proceducss, and
parsonnal background are important e} the enzoy.
Intsrnally, misuse of 3ata may rcssult irn corruption of
totals of data in compiling salary 1lists cr *hzf+ of secret
informaticn for use by “hs 2nenmy. The absencs of any typs
of data protaction may l:ad +o uainzentional =rro-s by aa
oparator resulting in ths destruction cr damage of da<ta.
Natural disastecs also may destroy information or data.
Damaged irformation may 12ad to inaccurate decisions, which
may jecpardize natiomnal sscurity.

To prevent ths abov2 men*ioned problesas, it is essential
to provide vprotective mecharisms ¢> Jatabass sys<ems. In
ther words, thera is a need for database security.

In view of the developments of parsonnel database In zhe
Indonesiar Navy and th2 absence >f protec-ive m2chanisas,
tais thssis propose a concep* to provide sscurity for data
tha< will be the basis for decisions mad= by “he leadership
cf zhe Navy.

There arte wnany varieties of 32atabasz %ypes, but %his
thasis will be limi%ted ¢ the scscaricy of versonnel data-
base. The six secticns ¢f this tha2sis acsz:

I. Introduz+ion.

II. Tte current proposed personn2l Jatabasz

systaems
III. The neels for sscurity protection.
Iv. The Multics concep+*s.

10
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v. Implemeatation of Multics ia Jatabase

.
v e
.

security.

-

A Al

vi. Conclusisns and Recommerndatinas.

RRCXIORS

. This personn2l database security concap* will ©bLke a
" con*ribution to *the security of compu%2-ized data procsssing

(7

Y

in *he Indonesian Navy.

.
NS -
ol

* & a2

0

e

.-.-'A.I"_-

4

..
KR

P B

4

.
AR

1

PR XY R AR, -

.

ATy e e
AR

3

S N S
. P S S
= et Tt e,

W T T T o _...\. . .;.. R e . C e N




.....

II. IHE CUBBENT PROPISED BERSONSEL DATABASE SYSTEN

The preseat Dataltase systems [R2f. 3] have the fcllcewing
objectives:

- Reducing redundancy

Sharing of jata

Avoiding inconsistency

Enforcirg standards

Maintairing in+tegrity, 2nd

Balancing cf conflicting requirzmants.

This database contains 97 da+z 2l3ments divided into +two
{Ref. 10] basic groups:
1. Static da*a elemernts.

2. Dynamic data eleaents.

A. STATIC DArA ELENENTS

Sta<ic data slements conrsist of data that will no*
change frequeantly.

For exampla:

Main Identifica*ion constitutas a group by i+self
containing the elsaents number2d4 131 =¢c 108. Da%a elemznts
rarely -etrieved by applications pra>g-ams are er%t2red irnte
Personnel Charac*aristic (element # 209) wvhich ia turn are
divided Into the following four sub-3roups:

[
[
-]
D
&}
ot
n

1. Marriags subgroup (2lement # 30)) con:aining e
. aumber2d 301 and 302.

2. Address subgroup (slement # 4J)J) contaiaing e
numberad 401 *o 403 .

P
(14
=)
\o
=
t
u

................................................
....................

......
-------------



\
e 3. Body charac*eristic subgroup (el=men=< # 500) ;
» contziiing elements aumberel 591 to 511,
3 4, Category and Status subgroup (elea=sn+ % 6 30)
containring elemen+ts rumber=1 501 =5 637,

B. DYNANIC DATA BLEMENTS.

;j Dynamic data elemen*s 2z2 thosz2 which are frequently
ﬂ changed. Thay are dividisd intc savaral subgroups corre-
? spornding *o their his*orical data. Th2se groups include:

] 1. Rark 3Jroup (elzm=nt & 700) containing elements
f numbered 731 to 707.

- 2. Professior group (slemsn% # 330) containing eslsmznts

- numberad 801 *o 810.
3. Education group (elament # 3J0) <containing <¢lements
number24 901 to 909.

Dl NN
...I.l

= 4. Sducation group (slement # 1100) ccntaining elements

¥ aumberad 1101 o 1106. This jroup is divided into zwo
subgroups:

E- a. Activity and profession subgrcup (element # 1200)

. c>ateining elsments nuaber24 1201 to 1204,

N k. Family educa+ion subgzoup (2lzmen< # 1300)

cataiaing slzments nusbsr2d 1301 t5 1303.

S. Payrcll group (elsment # 1430) containing elemea*s

aumber2d W01 to 1414,
6. Sa2cuczity group (2lsment # 153)0) ccentaiaing elsments
. numberzd 1501 %0 1506. This 3group is divided intc the
L following two (2) subgroups:
a. Who involved saubgroup (2l2m2nt # 1500) containing
v el2mants numbarad 1601 t>5 1603.
- . b. Measures subgroup (clemsnt & 1700) containing
€lament numbered 1701 =5 1703.

R LA

(Fo- complate ovarview of elem2ant 1uabacing sez Appendix A.)
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The above database s

ystam

trated in the model below:
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...............

.........

foras 1 hierarchy as ilus-

DPERSCHAR RANK PROFF EDUC
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IIr. THE NEED FOR SECURITY PROTECTION

{
':\'
R
-~ A, GENERAL APPROACH
- The use of automa+2d data prccessing =23uipment has
e bzcome widaspread bacause it psraits <+h: hardling and
.-.\ I3 -
o s=orage of vast amocunts of inforaation at aa affor-dable
> cast.
' The military banefits from the us2 of computers include
oY sp224 and accurac cf data c¢ollsctiorn which results i:n
)5 ; . s .
- timely and improved decisions. Besils <hese advantages a new
;3 hard-to-solve problem emerges, that >f information security.
- The tasic problem is illustraz2l in Pigure 3.1 Ussrs and
*5 data at varisus saecurity levels dasire simul*aneous access
-
v to <he machina's resources.
-, .
“5 Data with all securi+y levels are stored on the sys:tenm.
; Users with proper security creda2ntiils are granted data
\Qﬁ accasses. Navy sacurity policy r2juices thzt 25 individual
'}j nust possess the requirsd non-discreticrary! and discre-
:ﬁ tionary2 privilages before being grantsd accesss to +he
- information.
}{ In fact, application of computars in Indonesia is new,
$§ so careful ocdansidera*tions should accompary ths design a=éd
N implemen+tation of the basic concepts of databasz sescurity.
"
N
L
- AR e ap 4P b 4D 4b G5 ab 4 4D 4 APen T 4@
-
X 1Nor-discretionary sasurity rejuicas that the individqual
Q) has a security clearence o9f Ligher 5= equal 1level than the
! level of the information ra2quested.
.
?
1. 2Discre+isnary secu:itx reguires that +he iapdividual
L~ possess2s a proper need-to-know for c-2qussted infcrmation
Pn
{3 -
Lo 15
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PROCESSOR
s,C,U, etc.
//S- USER 1
[ ] U 1 2 A
1 L ] 3 PSS
U
— re———
U oEss———— ]
j e r ]
%
U3 — p———
g,c,s, DATA STORAGE
etc.
* STORAGE FACILITY : MULTI LEVEL
* USER PROCESSING : CONCURRENT MULTI USER/LEVEL
Ul' 03, U3 « « o users
S . ¢« ¢« ¢« « +» « Secret
C. ...+ Classified
U. ...+« « e« unclassified
Pigure 3.1 Problem Dascription.
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" Fraquert foul play cften takas place because of tha lack
- of protection whan using comput2r systems, as well as
f protection of the database systems.

:$ In the military, particularly, informaticn is very
o isportant. Leakage or corruption of amilitary informa-ion

;1 could endarger national sa2curity. Information about secret
' weapons, aumbers aad discribution of personnel, emergaacy

ﬂﬁ procedures, ard persorn2l background /data are all very

3 important to tha 2nemy. On the other hand, fcr authorized

:{ users updated da+a is vary impor+iaat since an =2rror in the
data may prcduce faulty decisions,

Cj

%

- B. DEFINITIONS

_;. Many definitions are used :ip 1atabase securi+y. The

}f most widely used definitiomns acssrding to Fanandez E.B.

E; (1981) [Ref. 5] ara:

N

3
Y h

]
A

" Ipforma+ion sacuritg +he prate:t*on of informatior
aga asc unaathorized lsclosure, alwara+ion, or destruc-
W ticen."

.
ll‘
a

" Darabase security is +*he protactior of information
that is maintained in a database."

-
«

N
>

- C. SECURITY THREATS

-

- A da+tabas2 security violation may take form as urauthor-
E ized reading, moiification, or 31a2s+truction of informa=ion
= «ored in *he database. Possible thre2a%ts to the securi“y of
o a computer system may bz broadly classified as 23ither mali-

.a

cious or acciiental acts.




DATABASE APPLICATION PROGRAMMER

Unauthonzed access HARDWARE SYSTEMS SOFTWARE Programming of apphications
Copying Failure of protection mechanisms  Failure of protection mechamisms to behave contrary to
Thetft Contribution to software failure Intormation leak aye specification
///// Tap F“\;-
\ L =7
. N
T TERMINALS
DATABASE \ } Crosstalk
ey  PROCESSOR 1@ > p 4 \
e 4 < "
~
ACCESS Radistion o Location in insecure environment
RULES
\_?_/
\\\ ‘_\\.
=
O - -~ E—
E /% / TERMINAL USER
; \ /' Fraudutent wentitication
1 / lileqal teak age of authorized intarmation
AUTHORIZER OPERATOR SYSTEMS PROGRAMMER Incorrect input
Incorrect specification  Dupiication of confidential reports  Bypass of security mechanisms
of security policy Loading of insecure system Disabling of security mechanisms
Treft of conhiaential materiai Installatiun of insecure system
EXTERNAL ENVIRONMENT
Ndturai desasters
Maiicious attacks
Unauthorized access 10 COMptiter room
From:
Database Security & Integrity
By E.B. Fernandez

Pigure 3.2 Security Threats.

In Piqure 3.2 , we sae “he poyssibilis of a malicious
conduct by exploiting loophocles ia <“he systenm. There are
also threats r2sulting from human 2rraors, such as acciden-
“ally da2stroying information, or allowing i< to be sean by
. urauthorized people. In addi<ion, natural disasters may

destroy or pravent access to inforamation. These threats ar2
classified as nponmalicious thraa+s.

18



L4
4 D. SECURITY PROCEDURES AND MECHANISHS

Security threats ariss froam a wid2 variety of scuccses,
tharefore procsdures ard mechanisms p2cessary 42 provides 2
secure snvironmeat must cover many areas 3f th2 z2nterprise.

Extarnal procedures aust be sat up so> “hat security
mechanisms implemented within the system can be effective.
P, We mus* select personnel who have access ¢to highly classi-
. fied information through sacurity cleacance procedures.

,3 Storage devices and other hardware must be physically
' protected against any damage from nactural disastsrs or mali-

N cious a*t*ack. Protection of resmovable storage against <hef+
;j is also necessary. We also need backup systems for copyirng
o data files at different locations %3 protect zgainst infor-
L

N mation loss.

f. Informa+ion may be stolen or tapp2d during transais-
- sions, and encryption is one wvay ¢5 protact +his data.

:: In summary, the security of a dJda*tabase dazpends oa 2
;’ coaplex set of protective aeasures: human, software, and
- hardvare [Ref. 14].

>

>

E. SECURITY POLICIES

Ef An access-control3d system determines <“he way a subjecte
b may accassS data or objects.e

A

~ 3Access-control. A strategy for protecting sbjects fr-om
N unauthorized access.
) . _4Subject. An active user of 2 conguter system toge*her
~ with any other entity acting on behalf of 3 user or on
™) bahalf of +he system; for _eXxampla processes, obs, and
N procedures ng; e _coasidarad sun?e:ﬁs. Cartain subjects may
- - also be considered to be >bjects of “ha systaam.

- SAccess. The abilitg and the n2ans nscesary to store or
.. retrieve data, to communicate with, or otherwise make use of
. any resource {n a computer systanm.

<o 80objact, In a formal szcurity _amcdel a iden+tifiable
rzsourc? data coyntainer or rela<3d an:;-{ cf +the sys*en;
the counferpart of subiscc. Softwarz-creatad snticies such

- 19
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There are many kinds of access=-coa“rol pslicies and they
dspend upcn tha categories of information and the pesiticrs
of the users (subjects).

NAME SaL MGR DEPT
read
A 8 { X rAaFa
B 5 Y GAMA
(of 6 z i1 PAPA
Personnel D 5 P ECHO
Mgr.
NAME - MNAME
SAL -~ SALARY Read
MGR -~ MANAGER
DEPT - DEPARTMENT
Mailroom Clerk
4

Pigure 3.3 Access-type-dependent Access Control.
Figure 3.3, shows a situatica wh2rs not averybody ca2n

seae the whola file. Users ar2 givan access tc +the file,
according 4o their position.

as files, programs and directories ars _objects, as well as
hardware res)drces such as memcry blocks, disk T oacks,
t2rainals, and %*apes.
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An access can be of saveral foras:

a -~ append
daelete, and
exacute .

An execute access is 5ften usa2d but omitted from this
m>d2l due %o the fact that =asxecut2 access in the proposed
protection architecture is similar to a cead accsss.

To be gualified to access spacific data, =2 usar must
conform to ths military security conventions of classifica-
tion, category, and need-to-know.

w
¢ ’

—

UNCLASSIFIED
CONFIDENTIAL
SECRET

TOP SECRET ’

NAVY

—————

’

; AIR FORCE

i

;

Figure 3.4 Combination of Compartaent and Levels.
In military, €5r 2xample, the Aray, N¥avy and Ai:- PForce hava

different kinds of categories of £iles raagiang frea <+op
secret *o unzlassified files. Thus by a combination of
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2
3$} compartmentalization ard levels, a1 gpod policy for ccerzrol
7 iaformation flow can be craated.
,9
SN P. NULTILEVEL HMODEL
-:‘
> This model introduces the concapt of levals and catego-
2 ) ries. Bach sabject is assigned a clz2arance level, and 2ach
2} object is assign a ciassification lav2l. Bvery person in
-2
- the military has differeat security lavels that permit how
-~ far (s)he may accass the file and how much (s)hs can se2e the
- file. Therefore a security lev2l is a composits of: {( A, B
. }, where A is the classification l:vel and B is the set of
{Q categories.
o~
; One security 1level is said to> domina*e another if and
¥y only if:
_;2 1. its <classification or clearance 1level > the
- other, and
b 2. its category set contains the other.
‘f] Clearance and classification lavels ac2 ozdered as
ﬁ: follovws:
4 top secret > secret

:i secret > confideantial
-
) confilen+tial > unclassifieil
P
8 )

Sacurity levels are only partially srdsrad however, so “hat
- some subjects and obj2cts are not comparable. In Pigure 3.5
5 » L2 is dominated by L1, since i*s lavel of classifica*ion
s and its se*t of categorias is higher. On +<he other hand
fJ ) security levels of L1 ari L3, Ars not comparable, The
iﬂ elsments of the above mddel are sumazacized in Pigure 3.6
ziﬁ
=y
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f} Pigqure 3.5 oOrdering of Sacurity Leval.
Eﬁ Access %> an object can be <througa either <cbserving
.' (READ) the object or altering (APPEND) tha object, and from
;;j *his combination we can d=2termine th2 accsss type:
fﬁi * not both
Lo * READ
" * APPEND
{% * WRITE
-
;ﬁ The multilevel model cornsiders tha states of a secure
ol system, which are describei by:
:i: 1. <the current access set, which is a set of “riples
%ﬁ ( subject, object, access type ) o- (S.C,e%),
:i; 2. an access matrix,

.!
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} Elament Interpretation
Subject s Process
Object o Data. files, . ..
. Classifications Clearance level of subject, classificat.an levet of
. object
Categories Access privileges
Security level (Classification, category set)
Access attribute t No observe, no alter: observe only; observe and after;
alter only
Access matrix Discretionary security
Request Changes current access of other aspects of system
state
(s.0.t) Current access .
Decision Yes. no. error, or ?
Ruies Determine decision, next state
From:
Database Security &
Integrity
E.B. Fernandez

Pigure 3.6 Elemants of tha Hultilevel Hodel.

3. the security leval of each subject, ard
4. +he maximum and current sacurity lsvels of each

subject.

1. Requicsments to R2ad Data £zom a Data 3gt

A user may read a set of Jata if, aand oaly If his
clearance domina*es the classification of a data se:. The
clearance of user (U) dominates a s2t of data (D) if, and
only if,

military classification (U) > military classification (D)

catagory (0) ¢ categery (D)
U need-to-know ( rea2i D)
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2. Requirament to Write Data iato 2 Da

a2
e ——— - - S— —— > — -

i user may not.write data into a ser 5f daza if +he
classification of the data he is writirg dcminates th2 clas-
sification of the data intdo which h2 is wri<ipg. That is,
if the user wishes to write data (i) into data s2t (D), it
is required that

military classification (d) < military classifica%ion (D)
category (d) 2 category (D)

U need-to-know (write D)

25
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T IV. THE MOLTICS CONCERTS
o A. GENERAL CONCEPT
.\'.
‘}: The Multiplexsd Iznforma+tion and Computing Systan
' [Ref. 1] (MULTICS), employs the coanzept 2f rings of protec-
tion, based on:
1. Need %> know, and
2. Pirewall, to minimize damag2 3u2 to errors.
2N .
- Basically protection of data or objects in Multics is
i} achieved by compartmentalizing all >f the storad information
ht into discre+te packages callad segm2ats, where s2ach is asso-

ciated with a set of access attribates.
This chapter will 131iscuss thz concepts of access
control, protaction, and filing coacspts in Multics, since

" LR A
A e ..' ."

i these filing concepts will be a basis €or th2 implementation
- of the 2xisting persornel database in the folifming &:apter.

- B. ACCESS CONTROL AND PROTECTION

5 In Multics, compartmentalizatisn ([Ref. 11] is achizveld
- through two primary mechanisas:
& 1. Per-Sagment Access Cfontrol

2. Concentric Rings of Prc*ection

These mechanisas complamern+t on2 anothar.

= 1. Per=segment Access Control

'}l Per-Sagment Access Ccn%rol is a meaas of dsnoting
5? . and controlliag the +ype 9f access to a particular shared
'.l

2; sagment iven to an individual uas2ar. A sa2gment may be

26
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shared by two or more processes. Th2 subject who creates the
segment and grants permissica > sharz2 to a us=zro, may
specify the type of access to be givsn to esach grantee. 3y
this privilegs, Multics guarantees that a user can safequard
*he information bhe creatss ard files away for fature use.
Multics permits the coexistence of aany processes, each of
wvhich <compaetes for the system's physical resources and
employs the same file syst2n hieracchy.

The hierarchical directcry s+4ructuze ia Mulzics
which controls the file system looks liks ordirary file. It
includesauthors, users listing and access typ2 permittzd to
each user which 2s grantsd irdividually. Each au<hor listed
in the directory is associated with a £ils in the access
control list ( ACL ).

2. Concentric Rings 2f Brotectiza

The ring mechanism, by ccntrast, offars Intraprocess
pro-ection ¢f a segment. The concentric-rings concapt is
essentially a generalization of S (supsrvisor) and U (user)
domairs. The sagments of any process are associated wi<h 3
set cf generally two cr possibly mors concentric rings.

A ring procedure prevents iay user f-om referring tc
inner rinrg data segments vhich havs higher level classifica-
tion. A user is permitt2d %tc accsss more privileged proce-
dures only *hrough specially controllzd =sntry points called
rgates".

By subsetting tha segments 5f a process in%*o rings
and by effectivaly controlling in<araction apd ccamurica-
tion batween segments of differsat rings (supevisory or
usarlike), Maltics has *he potential to isolata trouble ard
limit the damage in the systea. #h2n an outside ring is
damaged, this will not effect *he inner ring, but damage tc
the inpar <viag will cause damage *o the ocu*sids ring
vell.

as




Ring brackets are associazed with accsssible

N segments as shown in Figure 4.1 .
{
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- Pigure 4.1 Segment Privileges.

fl Read and Writ2 privileges are always associated with a ring-
~ bracket starting at ring 0. In Figur2 4.1 £5- exampi2, the

i read bracket is defined as ring 0 to ring 4, which mears
e that if a procass is currently b2ing exscutzd ia <cing
= 0,1,2,3 or 4, *hen it may read the ssgment.

ij The Call bracket is defineil as rcing 5 and 6, which
. means that only when a process is sxacuting in ring 5 oz 6
jﬁl can it call this segment when the s23gamant is bsing execute],
- as the process is in ring 3.
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o
Zﬁf In Multics , all storags ara organized as named
ffﬁ ssgments, and the segment is th2 unit of protectiorn. 1A
(,‘ segment can contain either data or procedures.

;; A Multics process is usually associa+tad with ar end
}f% user who is iden+ified by a unigus number. 1In the databass
fﬁ& context ar enl user invok2s a datibasz application progranm

2 [ by combining a2 nuaber of procedures. Evertually ona cf these
TE; procedures will <call a DBMS proc2iurz2, which in <urn may
;ij call other DBMS or operating-system proceduras. The user can
{?f build protected subsyst2ms by gJrouping procedurses ia<wo

y s2gaents that can then be protactel from one another.

I%? Associatel with each prdsass is a descrip+or
:iﬂ segment, vhich is a v2ctor of sagment descriptcr words
%;f (SDWs) proviling addressability to> all the ssgmen~s acces-
;2; sible to the process. A directory systsm is used to locate a
fx: s2gmaent when it is first raferenced by a process. The direc-
EE: tory entry for a segment cortairs an access-control ' list
1fi specifying which users can access ta2s segmen:t 2nd what their
ﬂnﬁ . righ<s are. If the requested access is autherizeqd, the
jf’ segnent is adled to the user's virtuai mesmory by adding the
fﬁf appropfiate SDW t5 the user's descriptor segmant.

b Initially all information is stored in +*he access-
ﬂ;‘ control list., However, when th2 sega2at is first r=2farenced,
Z;% the information is copied into the 5DW for the ssgment. Por
iﬁf every subsequent access by the process the SDW alone 1s
2 checked by hardware to jdetermine whether an access is
2 authorized.

i

3

T

LAY C. HUOLTICS FILE SYSTEM

Lo

. The Multics filing system c’asists of two modules:
'S Segaent Control and Dirzstory Coatcol. Hera, £ile and
s2gm3nt are eon+«irely synonymous, since the concep* of

v '_} RO

l'l'l

.
Al

segment is merely an extension of “hs concept of £fila,

e b —-;
LA o
LA
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The segment Control Module (SCM) interprets “he in-ant

o
U]

n

of the user's symbolic refarences -5 sagmants. I+ deoteramins

o
W

+o which, if any, of the segmeats already known =2 t
process a given symbclic name refers. If none, the Segment
Contrel Modul2 aust then determine if 3 new segment is to b2
created and placed in the hierarchy.

When using the SCN, a Known Segment Table (KST) is
needed to store segments currently part of th2 process. SCM
maintains control over thase refarsnce-nams-ssgment-number
pairs in a given process. ts job is o develop and cT=use

€ach name-number pair in its proper contaxt.

The directory Control Module (DIM) is uszd to seaz-ch all
ingquiries about the status or 1location 5f =sa2gments aad/oc
thsir descriptions, because only this mcdule is permi<ted to
read and alter the conten:s of the directory ssgmen<ts.

1. Directdry Structuce

This filing systa2m has a dicectory structure *ha+

contains two types of en*ries which aay bs aided to iz:
1. branchas and
2. 1links.

A branch is a d2tailed 4description of a segment
located in +he secondary storage of records <*hat comprise
th2 segment. A link is a special kiad of named entry whose
purpose is to point %o and>ther =2nt-y, normally in some(any)
other directory. This allows a useful form »of crIoss-
ref2rencing capability, to be suparimposed over the basic
tr2e structur2 formed by the branch-%ype eatriess. Pigurse
4.2 shows an example of the «conca2ptual model of *+he file-
system *tree structure.
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From:
The Multics System
By E. I. Organick

Pigure 4.2 Conceptual Nodel of tha Pile-systam Tree Structare.

31

RA




T e R T N e T T ————=,

To reach a certain branch, 3 certain patk is naeded
using path_name and relative_path_name. A path_name, s 2
list of +he node names from the root <> tha branch (er 1lizk)
inclusive, vwvwhare alements of the list are sspara*ed by <+he
">n character, Por example, td> search for "sub" the
following path name is useld:

"> aser_di-_dir > projectl1 > usseratl_direc*ory > sub",

S3

..l.

and to seac-ch feor "sozt" the path name us24

">user_4dir_dir > projsct?1 > usaral_dicsctory > sort"

> - - - - —— - ——
dirsctory path nams en*:y

name
) W - T — - -

path name for *the braazh (oz 1liak)

Iz other words, th2 Multics 1link is consider2d a shor+thaad
£5r symbolic pathname, therefore, it in=roduces no addi-
+isnal struc*ure.

Figur2 4.3 shows tha*t from 3iiza2c-ory A, the symbolic
name “E" is shorthand for " > B > E ", Aay path name nay
begin with * > n  if a path name bsgins w2th other than "
>, the given pa*h is refsrred to as a razla«iv2 path nanme.

A+ all *imes, an executing process is associated
with a workiny directory. This is a directory the process
happens tc be currently "using". It is mer2ly a -eference
marker to a pdint in the hierarchy from whichk i+ bacomes
convenient to describe 2 relative path <o <cthsr segmen*s.
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Figure 4.3 Interpretation of Links.

Thus, a *tre2 path +to a particular aods may be described
relative to the working directory >f a process. For axample
referring *o Figure 4.2 the path aame for sor+* is siaply
"sort", and the path name for delet3 is "a1_library > delet2

LR R YR

N At NORg A -

I+ is also possible to uss the relative pa‘h-napme
convention when referring to a branch <+¢hat is a0t a descen-
dant of the working directory. This is dore with the aid of

> the characser "<", It is intarprated as parent of <he
l working directory. And "<<" woull aean parzsn*t of parent of
: the working directory, 2231 sc¢ or. For &x2mpl2, relazive

1o path name £>r < usera3d_directory > 1is "<< projsct2 >
usara3_directory" or "user_dir_ii- > projec+2 >

i usera3d_directory"

’
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2 2. Elements of a Secure Multizs

S Corresponding to a szate (b,d4,f,H) is a set of
( irformatior s¢ructure in Multics [R2f. 2]. The following
correspondencas have beet identifiai:

o b - Segment Descriptor Words (SDW)
M - Accass Control List (ACL)
f - Informtion in directory sa2gmesats ard

j: spacial process security tables
D H - Brarches

2

Q

b USER IDENTIFICATION
. MODE OF ACCESS (R,E,W,A)

.- RING BRACKET (r

- pr Too- - )

K. ) ; USER IDENTIFICATION
MODE ACCESS
RING BRACKET

% exc. :

Pigure 4.4 Data Structure of an ACL for an Individual Branch.

N
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Ar ela2maent (Si, 0§, x) in b indicates tha* subjsce
Si has curcent access to object O0j in access mode x.
( In SD# is a fisld which indicates accass permission

(vrite, read, execute, cr 1ppend)

> An ertry in M such as { r,# } indicates that subjs=c
Si has read and write permission with respect %5 object 07,
N if 0j is a data segmen=.

: As example of the data structure of an access-

cortrecl list for an individual braach is shewn in Piguz2 4.4,

I
©s
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.
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Pigur2 4.5 Bultics Hierarchiy Equivalen<.
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3. BRetriszving Pile-brarch Inforsacior

o]

The hierarchy H of *he 15321 is structured =2
rzflect *the tree structure amoaj segmants realizesd by
branches in Multics. If 0i and Oj ar2 objec%s in ths model
anl H(0i)inclides 03j, ¢then 0i is a2 parent of 2. Pigura
4.5 shows this situation.

{user-directory-directory)

&serl-directorg(userz-directorM%rB-directory) {isers-directory)

¥ .
OEELAY LACIEL]
RS S

Pigure 4.6 Chain o>f Lirks.

When iirectory control is supplied a path name for
*he purpcse of retrieving corresponiing file-branch informa-
tion, the desired directory entry is cetriasved by link or
branch. 1If it is a branch, th2 “ar3st has be=n reached, and
if it is a link the path nrame £5uad in a 1link is <*hen
employed for a3 ra2petition of the ratrievel ©oprccess., It is
possibl2 tha*t a chain of links evetually leads *o5 a branct.
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: Pigura 4.6 shows hcw us2rd4 grants permissicn +*o
N user3, and uaserd grants permission to us2r2 to use +heir
{ routinas. If usser2 and aser3 app2ar in the access contool
list for <b> in userd's user directcry, <hen user2 may us=2
"d®" as a symbolic refersznce 'and user3 may us2 "c" as a
symbolic refarence to *he segmen: whose branch sn=r is
. named "bh",
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~, V. IBPLEMENTATION OF HULTICS I3 DATABASE SECURITY

-~

;T The tasic sscurisy wmodel 4ncluding datra securi*y in
-, Multics has bzen discussed in the prsvious chap*er. B2fores
. ve further discuss the implementatiosn of database securi:
:3 w2 will taks some assumptioas 235 follow=1: irstly,
jj although the Multics systam was i2valoped 2nd applied <o
o operating systems for Honsywell coaputers, w2 will assunme
~ tkat it can also be used by o*ther computers in gsneral.

.% Secondly, we assume that users in the 1Indonesian Navy
N database syst2m are limited *c fiv:s assistaats for Chief of
fl Staff of the Indonesian Navy, namely:

{- 1. Assistaat £or Security

‘f 2. Assistant for Operations

R 3. Assistant for Personrnel

N 4. Assistant for logistics .

f{ 5. Assistant for Planning

:; The seconl assumption is needz2i bacause there arce some

Te s
. offices supervisad by th2 Assistan:zs which currently dsal

with the personnz:l da+abase systen.

The description of a directcry has been discussed 1in
Chapter IV, therefora w2 will ncc 3iscuss how to £ind a
segment in this chap<ter.

The personnel database in the Inionesian Navy is divided
;E; into 17 segmeats. The method propssed here adds 2 segments

LS8

‘a

RN

which are:
Segment 400, which 1is followad by elements number

401-403, is iivided into two, nam2ly s2ga2nt 400 which is
o followed by 2lements number 401 aad segment 500 which is
followed by el=2ments numbar 501. Tais change is needed since
. element's cwners are diffaren<«,.
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Z: For the same reason, segment 500 which 1is followed by
- elements 501-502, is divided inz> twc segmsnts, namely
( segment 600 frllowed by elements number 601-607 and segmen:
700 followed by elsments number 701-705.

All changes are shown in the tabls in Appendix C.

:i We can suamarize %o this point that the perscnrel data-
i - base is now divided into 19 segmeats and thszre are 5 usercs,
'ﬁE vhich follow the sequence 5f assistant staffs. It has been
3 determined who owns each segment, and zach ovwner has +he
I? authority to apdate the contents of his segmsnt(s).

. To implemant the new security msth>d mentioned above, i*
i: is necessary to set up a table coataiai:z all segments and
j; their relatioa to each user. Ths table tells what segment
A belongs to whom and what kind of accessses are authcrized +o
i' Ther users. Ia this case th2 DBA (Da*tabas2 Administraior)
iﬁ can arcange *th2 *able in “he proper orier.

i

: TABLE I

Ei Access Tablz2

I

« am=me=msasmsussassasnseins smanannaanaaanantsass sz nasaas
f BLM DATA-NAMETYPE OF ACCESS

$ s1 s2 53 St S5

~3 R R N T R TS TS AR S S S SRS SS SIS S S SR SR I =SR2 EIR TS
E* 100  MAINID R R RWAD R R

\:,

N -
1] 200  CHARACT R _ RWAD _
300  MARR - - RWAD -

-, 39




400  ADDR R _ RWAD - -
500 ADDRSTA _ _ R RWAD _ o
<
-;;; BODYCHAR _ _ ;;AD _ ) _ B
_;oo PERSIZ _ _ a- RH;; -
800 CATEG R -R R;AD R i R o
—;oo RANK R R R;AQ R i R
1000 Paorzss- R -R --;;LD _ R
1100  EDUC ) -R ---R --;;AD _ - R
1200  SUEBJ ) R ---R ;;:D _ R
1300 PAM ) R -_ ;;;; _ -
1400  PACT i R -_ -;;;D _ _
1500  FPEDUC ) i R;AD )

1600 PAYROLL RWAD
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.
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v
Cad

1800 WHOINV RWAD - - - -
1900 MEAS RWAD _ - - -
t 1 £ 3 2 2t 3+t 2 2 2ttt it 2 -ttt i E 1ttt Tt -t 1t % &
R = reaid
W - write
A - appaand
D = delatas

Security is divided in*o 4 lavsls :

1. Top secret

2. Secret

3. Confidantial, and

4. Onclassifiel

Segment nambers 1700, 1800, 2231 1900 are in the classi-
fied levels and the cther segments classifications will be
determined in tha €futura, depending on the needs of <hs
Navy.
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{ VI. CONCLUSIONS AND RECOHHENDATIONS
b

. It is Jjustified here to draw some conclusions &rnd make
:§ recommendations concerning the impoctance c¢f parsornel Jdata-

base sacurity in the Indonesian Navy.

v The conclusions can be describei as follows:
5
;i 1. Database security is very important +o ary da+abase

system, especially in the milicary.

A% . ‘ . .
N 2. The Multics sys*sm provides basic concepts to achiave
f;: a sourd database sszcuri+y systen.

A

. 3. The Indonesian Navy personn=zl 3database security can
:% be improved by applying such concepts as +he one
o described in +this thesis.

In order to implement this s2curity . #0del irn +he

u
Irionesian Navy database parsonnel system, it is recommended

.l
el

x5y to:

s

<% 1. Assign security personnel unde: the DBA who will be

o~ responsibls for th2 security of the =zxisting data-

2 base.

D 2. Conduct further ressarch *o 2xplors possible enhanch-
: ments %o the physical Jdesign relatad in +his

“ prcposal.

W,

13

Ly

"l

2.

:‘ -

.\.‘.

- .J

.

~

d

"

“
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APPENDIX A
DATABASE PBRSONNEL TABLES

Each of these tables cor“ains twd elemants: code and
description. Example: * 1Male " indicates ccde number 1 is
Mzle.

1. PERSONAL STATOS:

A. Military
01 Volunteer 03 Ti*ualar
02 Obliged

B. Civilian

11 Daily_laborer

12 Monthly_laborer

13 Monthly_laborer orgaaic

14 Temporary Sovernment_»sfficial

15 Pre_Government_cfficial

16 Civilian_Government_>fficial

17 Civilian_Military_Titular Goverrmaat_officlal

2. PERSONAL CATEGORY:

0 Not clear 5 Waiting for placeman*
1 Active organic 6 Waitirng for dirsc*ion
2 In charge 7 Pra_rs+ticed

3 In assistance 3 Moaey waiting (UT)

4 In directicn 9 Retirad

3. SEX:
1 Mals 2 Femals
4. MARITAL STATUS

1 Macried 2 Not marrield

-

...................
------------

.....................
...........................................



CHILDREN ALLOWANCE STATUS:

1 Claimed by hinm/ Claimed by spouse
herself

dO0USING STATUS:

1 Government-gquacters 4 Privates/owned

2 Mess Ranted

3 ship Coatract/leased
7 With relatiots

BLOOD TYPE:

1A
2 B
3 AB

COLOR JF SKIN:

1 White Yellow-brown
2 Yellow Brown

3 Black

HAIR:

1 Sraight-lank Straight-stiff
2 Curly Wavy

COLOR OF EYES:

1 Black
2 Bla2

SIZE OF PANTS/SHIRT:

1 Small
2 Meliun

\.l‘-‘l'.‘

YRS AD .

RELIGION:

1 Moslen

-

R :.:;,\ o Yy

pe
L - .
.o




;
y
]
4
4
y
]

-

*-

= 2 Catholic 5 Budhist

b 3 Praotestant 6 Cofucian

_-. 13. STATUS OF RANK:

oS

- " 1 RBffective 4 Mili*ary cbligated
'™ 2 Teaporary 5 Military titular

. 3 In education
14. TYPE OF PRONOTION:
1 Reyular 3 Honor (meritorious)

| 2 Extraordirary 4 Honour-grace (posthumous)
N

N 1S. STATUS OF PLACEMENT:

R 0 Orjanic 3 In assistance (tempocary
; 1 Labor (non organic) addi=ional duty)

Zi 2 In charge (detached 4 In direction (indep=2nden:
Ej from parent comaand) duty)

’-1
R 16. RESULT OF EDUCATION:

fﬁ 1 Graduated 3 Incomplet=

;ﬁ 2 Not graduated

17. FAMILY RELATION:

1% 0 Spouse 5 Child rnumber 5

- 1 Child number 1 5 Child numbsr 6

= 2 Child number 2 7 Child aumbsr 7
] 3 Child nuaber 3 3 Child number 8

~ 4 Child number 4 9 Child number 9
o
. 18. RANK:
v A. Military:
- 99 Third sailor
il 93 Second Sailor
97 Pirst Sailor

. 95 Second Corporal
-
i: 45
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95 Pirst Corporal

83 Second Serg=2ant
87 Pirst Serg2ant
86 Head Sargean<*
85 Sargeant Major
-, 84 Szcond Assistant Lizata3nanc
. 83 Pirst Assistaat Lieut3nant
L 82 Candidate O0fficer
[ 78 Second Lisutenant
. 77 Pirst Lientenant
7% Captain
‘ 68 Major
»E 67 Lisutenant Colonel
2 66 Colonel
58 Pirst Adairal (Comamd>io:re)/Brigadisr General
57 Rear Admiral/Major 3zneral
?3 : 65 Vice Admiral/Lieuteaant General
| 55 Admiral/3enaral

ML .Y,
s €

a'.n"n‘ $LSL

B Civilian

DN

48 Group /A 27 Group III/B

47 GToup I/8 26 Group IIXI/C
- 46 Group I/C 25 Group IIIND
'2 45 Group I/D 18 Grecup Iv/A
.5 38 Group II/A 17 Group IV/B
. 37 Group 1II/B 156 Group v /C
0 36 Group II/C 15 Group Iv/D
- 35 Groap II/D 14 Group IV/E

28 Group III/A
19. CORPS:
A. Military

100 sailor/Deck (for officsr caly)
151 Deck

ué




162 Torpedo
163 fWesapor
; 164 Constable
) 165 Signal
* 166 Telegram
157 Under-Water Weaponry

/]

200 Technician/®ngineer (for officsr only)
251 Mecharist

262 Construction

263 Ship Construction

264 Airplane Maintenance

SN N

i 300 Electronics (f£for offica- only)
: 351 Radio

362 Radio-Radar Mechanic

363 Electro-Machine Mecaanic

354 Electrician

365 Sub~-Weapor Electrician

366 Electro Mscbharic

367 W2apon Elsctro Mechianic

368 Electconica

.
.
-..

) ‘_: '_t A

R

Sl e

400 Marine (for officer o5aly)
461 Infantry

462 Amphibious

463 FPield Artillery

464 Air Defence Artillary

465 Tank

466 Pansam (Amphibious Tank)

467 Transportatiorn

468 2ipur (D2f2nse Construction)

2 ".J_J:(-l

Y- | O A O

459 Communication~Elactronica
470 Nurse
471 Pisld Support

L S

S NGO

500 Administration (for >2£f£ficer only)

“

Oyl
2%."

47

g

[RE W

L}
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.
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o
A

.
Ei 561 Writer/Typist
;f 552 Finance
(_ 553 Support
.ﬁ 564 Pamily bussiness
S 565 Cook-1
;: 566 C>0k
. 567 Tailor

6J0 Heal*h (for officer only)
S 661 Nurse

. 662 Radiologist

663 Analyst

§ 664 Dental Technician

~ 665 Chemist

> 666 Assistant Chemist

Sj 730 Specialist (for officer orly)

EE - 761 Judicaturs

S 762 Intelligence

:J 753 Traasportation

- .764 Carpenter

- 765 Physical Pitness

' 76 Musiciar

) 757 Photography

_.é 768 Cinematography

31 769 Miscellansous
800 Woman (for offiqe: anly)
861 Comaunication

7 862 Writez/Typist

ﬁ; 863 Pinance

N . 864 Information

< 865 Physical Pitness

ti 866 Nurse

> 857 ¥av-Information Defancs

: 868 Air Traffic Contrcllsc

: 48
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ﬁ' 900 Clergy (for officer osly)

{

e B. Civilian:

e 000 Administration

4 001 General Adamiristration

?ﬂx ) 002 Pinance Administration

o 03 Labor Administration

;? 004 support Administration

) 005 Nursing Administratisn

> 006 Technical Administraticn

> 037 Typist

:‘::{ 008 Stencil Mschanic

ol 009 Narsing staff

'ﬁé 010 Statistic Administration

i; 011 Law Administration

o 012 Library Administration
;% 013 Transportation Admiaistration
o 014 Housing Administraczion

iﬁ ' 015 P>st Administration

'E. 016 Miscellaresous Adainistration
~ 017 Technician
;Sﬁ 018 Ship Techrician

-;: 019 BEngine/Machine Technician
::f 020 Electro Taschnician

o 021 Conastructiosa Technician

;@ 022 Carpenter

'i: 023 Welding T2chniciar

N 024 Telephone-telegraph Iachnrician
oo 025 Radio Technician

:iﬁ 026 Mechanic/Driver

. 027 Laborer

i 028 Photographer
{é\ 029 Pilm Operator

2

S'Z
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2
~: 030 Metal Tachnician
.{1': 031 Painter
__ 032 Weapon Technician
\ 033 Pire Safety Inpec:or
\ 034 constructor
NS 035 General Contreller
_/_ : 036 Shipyard Worker
i 037 Pump Technician
038 Railroad Tachaiciea
o) 039 Mateorological Techaician
N 040 Miscellanzous
:':4 041 Narse
MY 042 Dental Nurse
; 043 General Nursing
b2 ouy Midwife
| : 045 pPhar macy
*ff 046 Physictheraphy
- ] ] 047 Radiology
E; 048 Pediatric Nursa
o 049 General Madical
T 050 Opthalmologist
051 Throat-nos=2-ear Physician
;;2;5:-' 052 Neurclogist
:Z:_:'_.' 053 D2rma*oclogis*
e 054 Dietitian
. 055 Miscellaneous
o 3 056 Specialist
057 Teacher/Instructor
"‘ . 058 Messenger
- 059 Cook
\- 060 Gardener
' 051 Shoemaker
=+ 062 Tilor
053 Barber
50
A
i
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................

N 064 Janitor
065 Pores=ar
066 Sketcher
057 Security
068 Lifeguard
069 Parking Master
. 070 Pire Brigaie
071 Physical Fitnass
072 Artist
073 Clergy
074 Llaundry
075 Ocean Tids
*? 076 Petro-chemical Techiician
077 Gsography
078 Miscellan=0us

A L)

£ 44
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N 20. GROUP ZODE OF EDUCATION:

\ -

. . 000 3eneral Develdpment

N 001 ¥Yational Dafanse

3 002 Joint Command & Staff College

v 003 Comaand & Staff Collsgs Lavel

A 004 2nd Officer Continuing Education Lavel
. 005 1st Jdfficer Continuiag Bducation Level
; 011 NCO Continuing Bduca*ion Level

i 100 Pormaticn

:; 101 Military Acadeamy Level

: 102 Pundamental Jfficer EJjuca<iox Leval

2 103 Candidate 0fficer BEducation Level

y . 111 Zandidate ¥CO Education Lsval

y 112 Candidatae Corporal Education Level

/ 113 Candidate Enlisted Education Level

200 Labor

i 201 Labor Education Level

2 51
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-§ 300 Seneral Education
{ 301 University Level
{5 _ 302 Acadeny levzl
_3 " 303 senisr High School Leval
o 304 Junior High School Leval
. 305 BElemantary School Leval (3graduatse)

306 Blementary school level (20t graduate)

- 400 Specialist Military Bdacation
401 specialist

NS 402 dfficer Specialist
3 403 NCO Specialist

2

:ﬁ 404 Enlisted Specialist

~ 40S Civilian Sp=acialist

0 500 3eneral Course

.

2! 21. ECHELON OF PROFESSION:

>l 11 Echelon 1-A 23 Echelon 2-C

,E 12 Echelon 1-B 24 Echz2lon 2-D

o 13 Echelon 1-C 25 Echelon 2-B

h 14 Bzhelon 1-D 25 Echalon 2-F
: 15 Echel>n 1-B 31 Echelion 3-A
< 16 Eshelon 1-F 32 Echelon 3-8
t 17 Echelsn 1-G 33 Echelon 3-C
! 18 Echelon 1-H 34 Ech2lon 3-D
o 21 Echelon 2-A 35 BEchelor 3-E
.. 22 Bchelon 2-B 3) Punctional

22, STATION:
- " Not include here for securiiy ceasoans.

23, VIOLATION:

E: 1 Discipline 3 Nagatives Jata
\ 2 Law

L

d
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24. WHAT:

This table will be compleced later by arn !
I~elligence/S2curity offizar, since thz author does not
data at this time.
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PENDIX B
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s

B DICTIONARY

This data dictionary contaias descriptions of the
. Personnel Data Base segments (data =2lements groups) ani
th2ir data elsments. There are six columns in ths table:

= 1. Element Number (ELM #). Th2 data element/secmant
number contains four digits. The first two digi-=s is
the sagmant number, bzginiiny from the root and
increasing by one (leading zsc-oes suppressed), ané
another twdo digits for the data elsment number in the
segment beginning from one ani increasing by cns.

1 2. Data Eleament (DATA_ELEMENT). This column con*ains
s data elem2nt/segmant name as it is known +o th2
vy users.

3. Data Nama (DATA_NAME). This <cclumn <contains the

“ unique name for data elem2at/segmenztvwhich is +5 bz

- used by programmsrz/user when ratrieving data from the
Database.

4. Type (TYPE). ¢This column contains ths Jata element's
type whara N mears Namaric aad AN msans
Alpha-Numeric.

5. Number of Character ( OF CHAR). This columnr co*ains
- aumber o2f characters in the racord field of +«he data

N element/sagment.
~ 6. Description (DESCRIPTION). This columa ccntains ths
- description of tha data elaaent/segment. Descr:ibed

are the data element/segm=za: ralationships (depan-
dent, ro25t, e%c.), key record/sagment, administrasive

e et e e .
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- - contzol, usage, and identifizations. This descript:on

Ex helps the programm2r/ user %> £ind th:z path tc desics
(' data elamsnts/segm2nts in th2 databassz.

" The abbrevia+ions usel in the 3ata dictionary table are:
:? DB for Database, segm for segaen, lev for lavel, +tbl for
- table. YYMMDD for Year (two digits), Month (twds digi+s) and

Date (two digits), occur for occurcence, depend: fcr depen-
dent, Kg for Kilogram, ani Cm for C2azimeter.

i

%

-, eeE—EEEEESESEI RS ST =S SS—T == fEeESSsETEESS=ss=E=S===Ss=m===s====

! ELNM DATA-ELEMENT DATA- IT'Y- #0OF DESCRIETION

= ' NAME PE  CHAR

_\:: 2t 2 2 3 + 22 3 22 R 23 2 22 2 221 R 2Pt E a2 2 2+ Rt 2 & 3 5 3

] 100 Main identification MAINID 76 Root segm DB

- lev 1, segm 1,

r; one occu:

.: 101 Personal Serial SERNOUM N 9 Record kay

&; Nuaber (Main Key)

" 102 Nanme NAME AN 26 Name, %ti+«l2

f 103 Corps CORPS N 3 See corps “bl
(19)

-~ 104 Sex SEX N 1 See sex tbl (3)

:J 105 Birth date DMBIRTH N 6 YYMMDD

-? 106 Birth placsa PMBIRTH AN 15 Town (cizy)

= 107 Religion RELIGION N 1 See religion

S tbl (12)

% 108 Tribe TRIBE Ay 15 -

~

= 200 Personal CHARACT Dependt segam of

b root, lev 1,

if sagm 2, on2

o occur

- 55
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o
-’. ccccccnecmncerecsemeanacea A L
-_::\:.: 300 Marriage MARR 7 Dependt ssam of
L CHARACT, 1lzv 3,
:}\ segm 3, T2pea+ad
"3:;; 301 Marital status MARST N 1 See marital
.'.' status tbl (4)
- ) segmn key
‘gﬁ 302 Date of status MARDT N 6 YYMMDD

400 Address ADDR 33 Dependt sega of
e CHARACT, lev 3,
sagm 4, rTepeated
E3 401 Address ADDRESS AN 26 -
SN 402 Housing status HOUSE N 1 Sea housing
:;. status bl (6)
:."_: segm key
o 403 Date of status HOUSDT § 6  YYMMDD
500 Body charachteristiz BODYCHAR 18 Dependt s=gm of
- SHARACT, lev 3,
sagm 5, ora
Z’{\:I: sccur
oY 501 Weight WNEIGEIT N 3 In Kg
S 502 Heigh= HEIGHT N 3 IncCa
' 503 Blood type BLOOD N 1 Se2 blood type

tbl (7), segm

' key
. 504 Color of skin SKIN N 1 Sae color of
N skin +bl (8)
L 505 Hair HAIR ¥ 1 See hair =bl
o (9)
o 506 Color of eyas EYES N 1 See color of




O.V -.a‘l.l
R+ SECROARE

[ l"" -

B
via kll .,

Il }I

...............

507
508
509
510

511

GRS PS Eme oo EEe @ oo e P

............

of shoes
of ha+t

of pants

Size
Size
Size
Size of shirt

Size of chest

600 Category and status

601

602

603

604

605

606

607

Original parsonal
status

Data of origianal
persoral status
Current personal

status

Date of currert
personal status
Personal catagory

Date of personal
category

Active luty
obligatad time
(Active service
duty began)

SHOES
HAT
PANTS

CATEG

ORPERST

ORPERDT

CRPERST

CRPERDT

CATEGORY

DTGORY

DTACT

2yes
Sze pant
bl (11)
S52e pant

tbl (11)

shirt

AP I R D SN D D R G S AR D G eD P R AP PGP R LG D G WD WD WP WD S WD ERAP GPEn W =

Dependt segqm cof
CHARACT, 1l=v 3,
segm 6, one

occul

Se2 persoral
status +¢bl (N

YYMMDD

S2e persoral
status tbl (1)
sagm key
YYMMDD

See personal
ategory tbhl
(2)

YYMNDD

Q

TYMMDD

700

Rank

39
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!
>i root, lzav 2,
'g sagm 3, repsatad
i_ 7017 Rank/Group RANKG N 2 See rark +¢bl
35 . , (18) , segm key
3 702 Status 5f rank STRANK N 1 See status of
- rank +#bl (13)
S 703 Date of rank DTRANK N 6 YYMMDD
x 704 Number of decision  NBDECLET AN 8  Format: NNNNMYYY
~ latter NNNN : ¥umber
& M : Month
N . Yy : Year
Ei 705 Date of decisien DTDECLET X 6 YYMNDD
- letter
. 706 Who gave the GVDECLEr AN 15 Official
lg decision letter functionary
'% 707 Type of promotiocn TPPROM N 1 See type of
N promotion =bl
(1) -
;: 800 Profession PROFESS 71 Dapend*t segm of
1{ root, lev 2,
- segm 4, repeated
= 801 Name of prcfession NMPROP AN 15 -
t 802 Number >f d2cisior NBDECP AN 8 Format: NNNNMMYY
. NNNN ¢ Number
2 MM : Morzh
Y : Year
- 803 Date of decisior DTPROF N 6 NNNNNN-YYMMDD
= letter
fj . 804 Number >f NEWARP AN 8 Forma+: NNNNMMYY
- professional NNNN : Number
’S warrart 1 : Mcanth
1 YY : Year
?
y 58
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Date of warrant
Echelon of
profession
Sta*ion

Repor+tiag date
Status of

placement

Date of placement

DTWARP
ECHELON

STATION

DTSTAT
STPLACE

DTPLACE

......

=

NNNNNN-YYMMDD
S22 echalen

thl (21)

Sce stzticn +bl
(22)

YYMMDD

Se2 status of
placement =bl
(15)

YYNNDD

805
i; 806
4
1:- 807
= 808
] 809
810
N
KN
i :-: 9 0 0
n.\‘.
L
SN
i 4
::: 901
. 902
::
N 903
i 904
f§ 905
906
907
".:,
S',
%
2 308
L . 909
3
0
o 1000

Education

Group code of
aducation

Education
Institute's Name

Start date

Completion date
tation

Town (city)
Rasult >f
educa+ion

Class standing
Class size

Subdect

EDUCCD

EDOCNY

EDUCSD
EDUCCH
EDSTAT

EDTOWN

RESOLT

CSTAND
CSIZE

Depand* segm of
rso=, lev 2,
segm 9, r2peated

Sze group cod=
5f =24ucation
tbl (20), s2gnm
kay

YYMMDD

YYNNDD

See ststion
thl (22)

Ses result of
educztion tbhl
(16)

59

N
N 3
6
N 1
N 6
73
N 3
AN 15
6
6
3
AN 15
N 1
]
N
18

Dependt seagm of
BEDUC, lev 3,
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segm 10,
repeatel

1001 Subject name SUBJECT AN 15 Sagm key

1002 Grade GRADE AN 3 Can be numeric

5>r alpkabetic

1100 Faaily FAM 76 Da2pend+ csegm cf
£22%, lav 2,

segm 6, repea*ed

1101 Family name FNANE AN 26 Name, title

1102 Pawily relation PREL N 1 See family
relation *bl
(17) , s2gm key

1103 Sex FSEX N 1 See sex tbl (3)

1104 Bicth date PDBIRTH N 6 YYMMDD

1104 Birth place FPBIRTH AN 15 Town (city)

1105 Religiocn FPRELIGI- N 1 See religion

: tbl (12)

1107 Address FADDR AN 26 -

1200 Activi-y FACT u8 Dependt segm of
PAM, lev 3,
repeated

1201 Name of activity FNACT AN 26 Saegm key

1202 Place of activity FPACT AN 15 Pawn (city)

1203 Start date FSACT N 6 YYMMDD

1204 Completion date FCACT N 6 YYMMDD

1300 Pamily 24ucation FEDOC 16 Dzpendt segm of
PAN, lev 3,
segmn 13,
repea+ed
60




1301 Egducat+isn PEDNACT AN 15 -
Institute's Name

2: 1302 Group code of PCDACT N 3 Sas group code
% education of educatien
2 tbl (20), segp
= . kay
- 1303 Rasult of FEDRES N 1 See result of
3 education education *bHl
- 1400 Payroll PAYROLL 59 Depend+t segm of
E root, lev 2,
j segm 14, one
$ occurr
1401 Date cf begining DBPAY N 6 YYMMDD
3 payroll
‘ 1402 Rank in payroll RKPAY N 2 See rmank +bl
i ' (18)
- 1403 Payroll perciod PERPAY N 3 In Month
1604 Number of childrsn  CHFAN N 1 -
authorized faaily
) allovence
S 1405 S<atus of children STCHFAN ¥ 1 See childrer
2 authorized family allowarnce
| allowence status tbl (5)
1406 Main salary MAINSAL N 6 In Rupiah
2 1407 Wife's family WPALL N 5 In kupiah
b~ allovance
S . 1408 Children family CHALL N 5 In EKupiah
? allcwance
2 1409 Other family OTALL N S In Rupiah
allowance
1410 oObligated raduction OBRED N 5 In Rupiah

s
A
I
~
$.
N‘
N
~
o
\]
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- 1411 Rice reluc+ion RCRED N S In Rupiah

- 1412 other raduction OTRED ¥ 5 In Rupiah

{ 1413 Total salary TOTSAL N 6 In Rupiah

- 1414 Unit of payroll UNPAY N 4 Ses station

i ¢bl (22), segnm

? key

2 1500 Security SEC 35 Dependt segm of

- ro>o5t, lev 2,
seqgm 15,

5 repeated

- 1501 Viola*ior/Infrings  VTYPE ¥ 1 Ses violation/

E% infrirgs type

f; tbl (23), segm

. key

" 1502 What WHAT N 3 See what *bl

§ (24)

| 1503 Where ) WHERE AN 15  Town (city)

~ 1504 When WHEN N 6 YYMMDD

; 1505 Why WHY N S This reascn

> description is

. stored in other

i file with key

" number hers

5 (8 5)

\ 1506 How HOW N 5 Same as 1505

) 1600 Who involved WHOINV 50 Dependt segm of

? SEC, lev 3,

o ] sagm 16,

N repeated

2 1601 Name involved INVNAME AN 26 Segm key

T 1602 Parsonal PERSID AN 9 Personal serial

. 62

-

e -.--\,-.. _;.., -.',\:.-.;.-.:_-.:,.' )'*w- s..‘_ SR T ..-_.,-‘.'- '..w_.;..;.._w_\ > (':\-.,_:.-‘_ \-,,_:,_;.-{_._- T -'-\"\\;:\‘-\'.'-:; ..;__:_ Cows




LN 'i A( - ~ ROV .".‘!’\f\".Ar_-l "t i'\".r- Ry M N "'. i—‘. . o, .'\. N af _'. _':':" ;"-". - :l".-'.\f'- ‘-ﬁ A A

identification number or o+*her
valid identi-

fication

1603 Profession PROPINV AN 15 -

1700 Mzasures BEAS 27 Dependt-segm of
SEC, lev 3, segm
16, repea*ed

1701 Type of action NMEAS AN 15 Segm key

1702 tart date SMEAS N 6 YYMNDD

1703 Completion date CMEAS N 6 YYMMDD
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APPENDIX C
NEW DATABASE DICIIONARY

This data dictiorary contzins isscriptiors 2f the Persorn=l
Data Base sejyments (data elements 3Jroups) 2and <+their data
elaments. Thers ars six columas in the table:
(Se2 Apverdix B for abbreviations)

-ttt ¥t 2 Tt 2 2 2 22 -+ + 3 R ¥ 1 2 F I X+ 2 R F 1+ R I A+ 3+ 2 —F £
2Ly DATA-ELEMENT DATA- TY- #OF DESCRIPTION
# NAME PE CHAR
i+t s+ 1 2+ 22 2t - 2 ¢+ - 2 2+ 2+ + 2 P E R P 2 - E + E 2 F P £+ F 2 P - R R 2 5 F &
100 Main identification MAINID 76 Rco2+ ssgm DB

lev 1, s2am 1,
one occaur

101 Personal Ssrial SERNOY N 9 Record ks=y
Number (Main Key)

102 Name NAME AN 26 Name, +i<1ls

103 Corps CORPS N 3 See corps tbhl
(19)

104 Sex SEX N 1 Se2 sex tbl (3)

105 Birth dacte DMBIRTH N 6 YYMMDD

106 Bir+h place PMBIRTH AN 15 Town (cizy)

107 Religion RELIGION N 1 Sse r=zligion
tbl (12)

108 T-ibe TRIBE AN 15 -

200 Parsonal CHARACT Dependt segm of

root, lev 1,
s:gm 2, one

64
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. 300 Marriage MARR 7 Dzpend*: segm of

b CHARACT, lev 3,

v seam 3, repeated
. 301 Marital status MARST N 1 Ses marital

; status bl (4)

i segn key

> 302 Date of status MARDT N 6 YYMMDD

& - - —-

y 400 Address ADDR 26 Depernd* segm of

- CHARACT, lav 3,

N sega 4, Tepeated

~

- 401 address ADDRESS AN 26 -

-

,1

i 500 Address status ADDRSTA 7 Dependt sega of

N . ADDR, lev 4,

-

™ sa2gm 5, repeated

/ 501 Housing status HOUSE b 1 See housing

> status <bl (6)

_; sa2gm key

-} 502 Date of status HOUSDT ¥ 6 YYMNDD

ig 600 Body charachtaristic BODYCHAR 10 Depend* segm of

Al CHARACT, lev 3,

. sagm 6, one

I sccur

)

o 601 Waight WEIGHT N 3 It Kg

= 602 Height HEIGHT N In Ca

t 603 Blood type BLOOD N 1 Sse blood *ype

- bl (7), s2qam

{
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K=y

604 Color of skin SKIN N 1 See colcr of
= skin bl (8)
; 605 Hair HAIR N 1 Se2 hair bl
: (9)
N 606 Color of eyes EYES N 1  Se2 color of
v ayes +bl (10)
z - ——— ———
3 700 Personal size PERSIZ 8 Dependt segm of
- BODYCHAR, level
2 4, ssgm 7, orns
g sceur
i 701 Size of shoes SHOES N2 -
N 702 sSize of hat RAT N 2 -

703 size of pants PANTS N 1 S2e pant shirt

tbl (11)

704 size of shirt SHIRT N 1 Ses pant shir:
P thl (1Y)
3 . 705 sSize cf chest CHEST N 2 -
3 800 Category and status CATEG 29 Dependt segm of
- CHARACT, lev 3,
éf segm 8, oze
; sccur

801 oOriginal personal ORPERST N 2 Sg2 personal
’; status status thl (1)
- 802 Date of original ORPERDT N 6  YYMNDD
: personal status
e 803 Current personal CRPERST N 2 See personal
o status status tbl (1)
y sagm key
: 804 Date of curren* CRPERDT N 6 YYNMDD

personal s+atus
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805 Personal category

806 Da“e of personal
category

807 Activs Juty
obligatad <*ime
(Active service
duty began)

900 Rank

901 Rarnk/Group

902 Status of rank

903 Dats of rank

904 Number >f decision
lz2tter

905 Date of decisicnh
letter

906 Who gava the
decision letter

907 Type of promoticn

B G S D AW S D @ W B T E D

1900

Profession

CATEGORY N 1 See persoanal
categery %bl
(2)

DTGORY N 6 YYMMDD

DTACT N 6 YYysmMpD

RANK 39 Dependt segm 2f
toot, lav 2,
segm 9, repeatsd

RANKG N 2 See rank *bl
(18), s=gm key

STRANK N 1 S22 status of
rank thl (13)

DTRANK N YYMMDD

NBDECLETl AN Pormat: NNNNMMYY
NNNN : Number
MM : Month
YY : Year

DTDECLET N 6 YYMMDD

GVDECLET AN 15 Jfficial
functionary

TPPROM N 1 Ses type of
promotion tbl
(14)

PROPESS 71 Depend* seam >f
£ro20+%, lev 2,
sega 10,
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S

1
T3
o
4
i

1001
1002

1003

1004

1005
1006

1007

1008
1009

Name of profession
Number 5f decision

Date of decision
lstter

Number of
professional
varrant

Date ¢f warrant
Echelor of
profession
Station

Reporting date
Status of

placement

Date of placement

NMPROF
NBDECP

DTFROP

NBWARP

DTWARP
ECHELON

STATION

DTSTAT

STPLACE

DTPLACE

.....

AN
AN

AN

repeated

Format: NENNNMMYY

NNNN : Number
MM : Menth
YY : Yeac
NNNNNN-YYMMDD

Format: NNNNMMYY
NNNN : Number
MX : Mcnth
YY : Year
NNNNNN-YYMMDD
See echelon

tbkl (21)

See station tbl
(22)

YYNMDD

See status of
placement thbl
(15)

YYMNDD

1101

1102

Educatiosn

Grouo code of
education

Education
Institutets Nanme

EDUCCD

EDUCNM

68

AN

73

15

Depend* segm of
£oot, lev 2,
segm 11,
cepeated

See group code
2f education
tbl (20), segnm
kay




- 1103
1104
1195

1106
1107

1301
o 1302

ﬁ 1303
N 1304
1304
'-a\ N 1305

1307

Start date
Completion date
Station

Town (city)
Resulr of
aduca*+ion

Class standing

Subject nanme
Grade

Pamily name
Pamily c2lation

Sax

Birth date
Bir+h place
Religion

Address

EDUCSD
EDUCCH
EDSTAT

EDTOWN
RESULT

CSTAND
CSIZE

SUBJECT
GRADE

FNAME
FREL

FSEX
PDBIRTH
FPBIRTH
FPRELIGI

FADDR

69

AN

AN

4

AN

AN

76

26

26

YYMMDD

YYMMDD

S2e sts<ion
tbl (22)

See resul< cf
sducaticn +bl
(16}

Dzpendt s=agm of
EDUC, lev 3,
segm 12,

Szgm key
Czn be rumeric
or alphabetic

Dependt segm of
coot, lev 2,
segm 13,
tepea+ed

Name, +itle
See family
rszlation *bl
{(17) , ssgm k2y
S=ze sax tbl (3)
YYMMDD

Town (ci<y)

See r=2ligion
tbl (12)
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! 1400 Activiy FACT 48 Dependt segm of
R FAM, lev 3,
sagm 14

rzpeatad

. 1401 Name of activity FNACT AN 26 Segm key
- 1402 Place of activity  PPACT AN 15 Pown (city)
: 1403 sS*ar+t date FSACT N 6 YYMMDD
' 104 Completion date FCACT N 6 YYMMDD
el TETEEEEssTT T T T TETEEsETEEeTT TTTTTETEEEEEETTT Tt
g 1500 Family 2ducation FEDUC 16 Dependt segm of
2 PAN, lev 3,
) sagm 15,
‘3 rspeated
: 1501 Education FEDNACT AN 15 -
Institute's Name )
Y 1502 Group code of FCDACT N 3  see group code
;? education of education
- *bl (20), segm
o key
: 1503 Result >f PEDRES N 1 Se2 result of
! aduca+ion educa+ion tbhl
(16)
\ 1600 Payroll PAYROLL 59 Dependt segm of
A root, lev 2,

X

segm 16, cne

g sccusr

o

b, 1601 Date of begining DBPAY N 6 YYMMDD

; payroll

o 1602 Rank in payroll RKPAY N 2 See rank tbl

Y
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o (18)

EEI 1603 Payroll period PERPAY | 3 In Morth

{ 1604 Nuaber >f children  CHFaAM N T -

f} authorized fanmily

- allovence

o 1605 Status 5f childrea  STCHFAM X 1  Se2 childran

. authorized faaily allovanca

‘EQ allovence status -bl (5)
o 1606 Main salary SAINSAL ¥ 6 Ia Rupiah

‘f 1607 Gife's fanily WPALL b 5 Ia Rupiah

. allowvance

N 1608 Children family CHALL ¥ S5 In Bupiah

;E allovance

o 1609 O+her family OTALL ¥ S Ia Rupiah

- allowance
e 1610 Obligated reduction OBRED ¥ 5 In Rupiah

:§ 1611 Rice reluc=ion BCRED N S In Rupiah
;:j 1612 Other raduction OTRED N S In Rupiah
’ 1613 Total salary TOTSAL N 6 In Rupiah _
“ ' 1614 Unit of payrsll UNPAY N 4 See station
) tbl (22), sega
v kay
oo
& .
5? 1700 Security SEC 35 Dependt segm of
;i root, lav 2,
segm 17,

:fj repeated
?g 1701 Violatisn/Infringe  VTYPE N 1 See violaticn/
‘;i infringe *ype
- tbl (23), segm
'ﬁ! key

= 1702 What WHAT ¥ 3 sSes what bl
2 (24)
. 1703 Where WHERE AN 15 Town (city)

':123 A
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v 1704  When RHEN ¥ 6 YYMMDD
- 1705 Why WHY N 5 This reason
{\ description is
. stored in other
= file with key
A number here
N (8 5)
%ﬁ 1706 How HOW N 5 same as 1505
1800 Who inwvolved WHOINV 5J Dependt segm of
- SEC, lev 3,
} sagm 18,
fg cepeated
' 1801 Name involved INVNANE AN 26 Sa2gm key
S 1802 Parsonal PERSID AN 9 Psrsonal sarial
Si identification aumber or other
Ay valid identi-
. © fication
1803 Profession PROPINV AN 15 -
. 1900 Msasurses MEAS 27 Dependt segm of
o SEC, lev 3, segn
;3 19, repeated
~
" 1901 Type of action NMEAS AN 15 Segm key
1902 Star+ date SMEAS N 6 YYNMDD
E, 1903 Completion date CMEAS N 6 YYMMDD
.\-j tE+ 2 ¥ 2 ¢+ 2t 22 -2 2 2 -+ £ 2 TRt R - 223+ XS R P AP R Rt £t 22 2 3 3 -
s
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