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EXECUTIVE SUMMARY

Effective communications that can survive in a wartime environment are
necessary to keep military commanders informed, to direct the use of our
complex weapons against the enemy, and to control the trend toward chaos that
so often accompanies warfare. Therefore, adequate military communications
wherever and whenever needed are essential to the security of the United
States. They must be available even in the face of a concerted enemy effort
to destroy both the communications and the forces they support.
Communications system designers must be more interested in the connectivity of
a damaged network than in the efficiency* of an undamaged one. To achieve a
maximum degree of communications survivability per unit cost, network
survivability must be carefully and constantly planned from the beginning.

In the past, there have been many studies directed toward the
survivability of the DCS. Some concerned the survivability of portions of the
DCS under particular types of stress while others concerned methods of
enhancing the survivability of the current DCS by overcoming specific types of
vulnerability. A brief review of some of these studies is included here.

Some of the study results are presently being used for making needed short
term "fixes" to the existing plant and also for enhancing survivability for
some specific applications. Others have resulted in some useful changes in
equipment now being developed. Very little of that previous work was directed
toward providing convenient effective tools to aid the transmission system
designer in planning an evolution of the network to provide the desired
survivable communications.

The transmission system designer cannot expect to design a whole
survivable system or even major parts of it at one time. He will be
restricted by facilities already in place and by available resources.

Although we cannot afford to provide an entire survivable communications
system as a single program, that does not mean that we can't obtain one in an
affordable manner. The DCS is an evolving system. As time passes, its
functions change, areas to be served expand, new services are provided, old
services are improved, and obsolete equipment is replaced. New equipment and
facilities are procured for most of these changes, while some new equipment is
obtained just to reduce operating costs. If new equipment acquired for any
purpose whatsoever is also designed to provide survivability enhancement
(something that was not done in the past), the network will evolve into a much
more survivable wartime communications system. In order to be sure that this
happens, the proper directives and guidance need to be provided to the design
engineers. The engineers are the key players in accomplishing an evolution to
a survivable wartime system. However, the engineers also need convenient
design tools (engineering aids) to simplify the very complex task of providing
a survivable network and to permit it to be accomplished systematically.

*Lfficiency refers to the types of things that enhance profits in a commercial
communications network. They often detract from communications survivability.
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Approaches are suggested here for developing and using survivability
engineering guidance and other aids for designing equipment, facilities, and
systems that should reduce susceptibility to various forms of enemy attack.
Such engineering guidance is particularly important because susceptibility to
attack could often be greatly reduced at much lower cost when satisfactory
planning occurs early, preferably at the beginning of each new design or
development, and extends throughout the program.

Similarly, approaches are suggested which, if followed, should provide the
transmission system design engineer with convenient engineering methods for
providing effective path redundancy and other restoral capability required for
affordable survivable wartime communications.

Suggestions for developing survivability design tools are grouped into six
categories: (1) listings of important survivability considerations {(check
lists), (2) tools for applying redundant paths, (3) tools for applying
alternative transmission media, (4) tools for improving equipment and its
installation, (5) tools for providing a network reconstitution capability, and
(6) tools for designing for a nuclear warfare environment. The author
recommends that these tools for survivable transmission system design
engineering be developed in the form most convenient for the design engineer
to use, whether it is handbooks, charts, tables, graphs, or computer
programs. These tools, along with the proper directives and guidance from
management to encourage their use, should help to ensure that the DCS will
evoive smoothly into a much more survivable Defense Communications System.

jv
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I. INTRODUCTION

- A Presidential Directive [1] imposes survivability requirements on defense
: communications, and the very name “Defense Communications System* (DCS)

: implies a capability for wartime use. However, because we spend most of our

« lives in peacetime, performing peacetime activities, many of us have a natural
N tendency to think too little about wartime situations. We have a very strong
A tendency to follow the example of civilian communications companies and
emphasize those peacetime operations of the DCS that will permit amortization
of equipment costs. Although this might be very costly when war occurs,

§ restrictive budgets encourage us to follow that natural tendency. We
X compensate for this tendency primarily by adding supplemental wartime
N equipment, much of which is not regularly exercised during peacetime, by

making minor modifications to the peacetime equipment and facilities, or by
making changes in operating procedures. These are rather weak approaches for
providing wartime communications capability. In the design of the DCS we must
be primarily and fundamentally concerned with its wartime capability. We must
be more interested in the connectivity of a damaged network than in the
efficiency of an undamaged one. Here “efficiency" refers to things that
enhance profits in a commercial network; they often detract from communication
A survivability.

Y
A J.bﬂ:i

o g

N .
52 Modern wars always tend to create chaos, and they depend heavily on a

5 multitude of very complex weapons. Effective communications, in such a

’i wartime environment, are necessary both to control the potential chaos and to
¥ direct the use of our complex weapons against the enemy most efficiently and

effectively. Commanders must be kept informed, and their decisions must reach
those who act on them. Availability of adequate military communications

§? wherever and whenever it is needed, including the various stages of major
-§ wars, is essential to the security of the United States.
; There is a major difference between wartime communications systems and
. those for peacetime. There is a wartime need for the survival of enough
3 y communications to make the most effective use of our military forces and
o weaponry, even in the face of a concerted enemy effort to destroy or disable
{ both the communications and the forces they support. There are two major
J areas of concern in attempting to assure the survival of communications
= adequate to maintain the effectiveness of our defense forces. Nearly all
. means for enhancing communications survivability can be assigned to one or the
43 other of these two areas. One comprises all economically feasible means for
wd reducing the vulnerability of communications links and nodes to various forms
.4 of attack, e.g., sabotage, jamming, and air attack. The other comprises
:ﬁ alternative redundant facilities and the ability to use them, i.e., alternate
fa communication paths, replacement equipments, or other forms of redundancy, for

use when some facilities are destroyed or otherwise disabled. Even when
vulnerabilities are minimized, there will always be losses in warfare, and
redundant facilities are necessary to maintain adequate communications.
Facilities are necessary that for a given cost combine a minimal
susceptibility to attack with resistance to being disabled, and with
sufficient redundancy (links, nodes, and transmission media) to provide
adequate communications when these facilities sustain losses. To make
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effective use of redundant paths, there must be adequate system monitoring,
and provision for rapid reconfiguration of user routes and data rates;
automation should permit most of this to be accomplished without intervention
by a human operator or controller. To the extent practicable, the system
should be designed to minimize the likelihood that an attack on one portion of
the communications system might also disable another portion of the system.
Similarly, the possibility of disabling portions of the communications system
by attacks on other unrelated targets should also be minimized.

Since major losses of communications facilities will occur in wartime, an
adequate number of carefully planned, designed, and positioned alternate
paths, and the means for most effectively using them, are necessary for the
needed communications to survive.

Most communications design engineers are not highly skilled in designing
economically affordable communications networks that can survive in wartime
environments. Except for some nuclear tests, there have been no opportunities
for them to gain experience in the environment of modern nuclear warfare, and
most of them have not been directly involved in other types of warfare.
Usually the communications survivability that is achieved, even for
conventional warfare, results from occasionally mending existing nonsurvivable
networks to make them more survivable. Needed survivability cannot be
achieved both economically and effectively by frequently mending
vulnerabilities of an existing system as they occur.* Major changes to a big
system such as the DCS take considerable time to accomplish. An enemy can
devise new methods of attack much more rapidly. We can never catch up using
this approach. We need to use foresight and design rather than afterthought
and modification. To achieve maximum survivability per unit of cost,
survivability must be constantly planned into the system from begiming to
end. All new equipment, site locations, transmission link paths, the
transmission medium to be used for each new link, and also the best method of
employing them should be very carefully planned from the beginning to maximize
‘he degree of survivability per unit of cost. Although providing a meaningful
uuantitative measure of the capability of a communications system to survive
in warfare is very difficult, many things that will increase survivability can
be identified much more easily. We can take advantage of this capability to
achieve major enhancement of the survivability of communications through an
evolutionary process.

Diligent participation by the design engineer is essential to
accompliishing this. The engineer is the one who must make sure that
components and equipment are developed with a capability for providing a
survivable system. He or she must make sure that equipment is properly
applied in adequate facilities. He or she must make sure that there is a
backup for every critical function, and that noncritical functions can be

*This is part'y because retrofit of an existing system is very expensive and
becavu-e it i not always effective. Although there are situations where

retrc “* is n optimum cost solution, those usually occur when we do not apply
enough - .resight to avoid them.
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bypassed if necessary. The engineer must provide the automatic (processor
controlled) adaptation required to keep a heavily damaged system working when
operators are incapacitated. He or she must provide processor controlled
analysis of the system to aid the operator in doing his or her job. The
engineer must design homogeneity into the networks so that there are no
particularly attractive targets for the enemy. He or she must make sure that
alternate paths, making optimum use of alternate transmission media, are
provided, and the that there is the necessary switching and control to make
the best use of them. He or she is the one that must take advantage of
terrain features. He or she must provide the necessary alarms and
countermeasures. He or she must make sure critical users are homed on
multiple switches. He or she does not have time to search through voluminous
reports hunting for survivability information that might not even exist. The
design engineer needs help.

This technical report proposes that we develop convenient and effective
engineering aids for the transmission design engineer, which can take the form
of handbooks, lists of "do's" and “don'ts", graphs, tables, and computer
programs. However, they must be made very convenient and effective for the
designer to use. Certain existing computer programs are analysis tools,
primarily for evaluating the survivability of a given network under a
particular attack scenario. These are valuable tools, since they serve to
evaluate a particular configuration, but they do not serve as dynamic,
flexible design tools that will provide both easy manipulation and guidance
for the transmission design engineer as he strives to develop the desired
survivable network. Other computer programs provide network operators and
controllers with information to make their work more effective. Neither type
of computer program is of much help to the design engineer in designing an
evolving survivable system. Approaches are suggested here which should lead
to providing the transmission design engineer with guidance for designing both
equipment and facilities that are not unnecessarily susceptible to various
forms of enemy attack. This is particularly important when susceptibility to
attack could be removed or reduced at much lower cost by using the right kind
of planning at the earliest possible time, preferably from the beginning of
the program. Similarly, approaches are suggested which should provide the
transmission design engineer some guidance for providing the cost effective
path redundancy and other restoral capability needed for affordable survivable
communications. These approaches, if fully developed, should help the
transmission design engineer evaluate the effects that different transmission
design choices might have on the survivability of needed communications, and
they should guide him toward those choices that will provide the needed
survivability at acceptable cost. Although basic information needs to be
developed for some newly postulated threats, much of the basic information
needed has been developed by previous studies. It needs to be collected,
supplemented by additional information, and organized into a form most
convenient and useful to the design engineer. For it to be most effective and
convenient for the engineer, it must be part of a good approach for developing
an adequate level of survivability to satisfy future defense needs.

In general, problems of national security do not lend themselves to
objectives that are easily defined and that will receive universal
acceptance. Our news media surely make this very evident. Providing for
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survivable communications is no exception to this rule. It is very difficult
to provide (even worse to obtain agreement on) a meaningful quantitative
measure of survivability,* but many things that will increase survivability
can be identified much more easily. We can make use of our ability to
recognize things that increase survivability to provide the design engineer
with guidance which should result in a most economical and effective evolution
of the DCS into a much more survivable system. It is a goal of this program
to provide the design engineer with some engineering tools, and the guidance
for using them, which will result in such an economical and effective
evolution of the DCS into a much more survivable system without the need for

predetermined, well-defined, quantitative, survivability objectives.

To explain how this could be accomplished, consider the following
analogy. In modern warfare two different methods are used to guide missiles
to their targets. For fixed targets and launching sites, precise knowledge of
their positions is used to compute an accurate path for the missile to reach
the target. If the target or the launching site or both are moving with
respect to one another, e.g., if both are moving aircraft, a different method
of guidance is used. The missile is equipped with sensors to inform it of any
changes in direction needed to keep it moving toward the target. Using this
information, the direction of the missile is continually corrected, and it
will reach the target if it has enough speed to catch it. Knowledge of the
position of either the target or the launch site is unnecessary so long as the
sensors can determine the required changes in the direction of the missile.
We should consider the survivability of our desired communications capability
to be a moving target. The target's future position is uncertain as the
result of the application of developing technology, both the enemy's and ours,
and because of the increasing role of rapid communications in national
defense. The precise position of the launching site or starting point is not
available because of continual changes in the status of the evolving
communications system. Therefore a guidance method similar to that used for
moving targets and launch sites is selected for emphasis in this technical
report as a logical method for achieving communications survivability. So
long as everything we do enhances survivability, we are moving in the right
direction. However, it must be recognized that for this approach to work, in
addition to moving in the right direction there must be adequate speed to be
sure that the target can't run away. We can infer from this discussion that
using resources to improve survivability is more important than using them to
measure it.

This report proposes that a set of survivability design tools be developed
that will help to provide the guidance needed to keep the system design moving
in the right direction and with sufficient speed to keep the target (adequate
communications survivability) from getting away. To support the development
of these design tools, all equipment and facilities must be evaluated to

*Neither can we accurately predict the degree of enhancement that improved
survivability of communications would provide in our ability to preserve the
peace, defend ourselves if necessary, defeat our enemies, and reduce
casualties if we are attacked; but we do know that it could be very important
and should not be neglected.
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postulate the types of threats that might be used against the network. Once
the enemy is known to possess the capability, it might be too late to take
necessary corrective action. This means that there must be continuing
research and development to help identify new types of threats that are made
possible by new technology and to best use technology, both old and new, to
provide the design engineer with new or improved design tools to conteract
these potential threats economically. This will permit the evolving system to
provide for survivability against projected threats, making the system
reasonably well protected before the enemy actually fields the capability to
apply the new threat.
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II. BACKGROUND

1. PRESIDENTIAL DIRECTIVE

A presidential directive [1] provides emphasis to the need for survivable
defense communications when it states, "It is essential to the security of the
Jnited States to have telecommunications facilities adequate to satisfy the
needs of the nation during and after any national emergency. This is required
in order to gather intelligence, conduct diplomacy, command and control
military forces, provide continuity of essential functions of government, and
to reconstitute the political, economic, and social structure of the nation.
Moreover, a survivable communications system is a necessary component of our
deterrent posture for defense." Among many other things, the directive
requires, "Connectivity between the National Command Authority and strategic
and other appropriate forces to support flexible execution of retaliatory
strikes during and after an enemy nuclear attack."

2. NEAR-TERM SURVIVABILITY OF COMMUNICATIONS

Among a number of survivability studies for the DCS, some concerned the
survivability of portions of the DCS under particular types of stress while
others concerned methods of enhancing the survivability of the existing DCS.
Reference [2] emphasizes the importance of having a worldwide communications
structure in place when it 1s needed to carry out military missions. It shows

that in addition to requiring Tlexibility to move quickiy in response to
changing political situations and military demands, it is important for
communications to survive an attack. This means that ongoing long range
survivability planning which also incorporates short range requirements needs
to be applied. The reference also contains an interesting quote from General
Omar N. Bradley, “From my desk in Luxembourg I was never more than 30 seconds
by phone from any of the Armies. If necessary, I could have called every
division on the line. Signal Corps officers like to remind us that 'although
Congress can make a general, it takes communications to make him a
commander.'" Convenient, high-speed, high-quality communications are surely
more important to modern warfare than they were to General Bradley in World
War II, and there are many new challenges to communications survivability.
Therefore, today's transmission design engineer for military communications
networks must wisely use new technology and apply better design approaches to
provide needed communications with adequate survivability at an affordable
cost.

3. SURVIVABILITY OF THE DCS IN EUROPE

Reference [3] provides an overall examination of the DCS in Europe. It

was intended to encompass all means by which survivability might be enhanced.
It examined the critical elements of the European DCS to support the 1985
force structure; the vulnerabilities of the DCS; the means by which DCS
functional capabilities may be maintained or restored; U.S. in-theater and
CONUS resources and non-U.S. European resources and their use to enhance DCS
survivability, including potential restoral/reconstitution concepts, and
resources required for enhancing survivability, restoration, and
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reconstitution. It determined those portions of the DCS which are most
important to support critical wartime missions. It also determined
yulnerabilities, i.e., those elements highly susceptible to removal from
service whose 10ss would be critical. Assets which are appropriate for
restoral, reconstitution, and restructuring of the DCS were also examined.
The study found that in the existing facilities the problems were not
generally common to every location, and that solutions were driven by distinct
characteristics of each site, location, configuration, and system function.
Although this study makes specific recommendations for enhancing the
survivability of the European DCS, some of which are being implemented, it
cannot be regarded as a flexible and systematic design engineering tool for
use by the transmission design engineer in developing the needed survivable
system.

4. DISRUPTION BY JAMMING

In addition to air attack, sabotage, shelling, overrun of facilities, and
other forms of direct physical attack on the network, communications can be
disrupted by a wide range of electronic jamming equipment--land based,
airborne, shipborne, and expendable short range jammers. The Mollohan
committee [4] noted, "Soviet jamming of United States communications
constitutes another threat to effective command and control. The Soviets have
a well defined doctrine for jamming, disruption, and destruction of enemy
communications. Their armies all contain units equipped with powerful
transmitters whose only function is communications jamming. In field
exercises those units have demonstrated an impressive capability for
disrupting the transmissions of their adversaries. Furthermore, Soviet forces
are equipped with radio frequency direction finding equipment for the location
of enemy communications and electronic sites. Once located, those sites can
be targeted for artillery or missile attack.” Jamming has not been neglected
in the study of the survivability of the DCS in Europe. Complementing the
study of reference [3], reference [5] is a report on a study to characterize
and quantify the vulnerability of the DCS digital transmission equipment in
Europe when subjected to various levels of jamming.

5. EXISTING DCA GUIDANCE

Some currently provided DCA survivability guidance is intended to enhance
and maintain the survivability of the DCS. Reference [6] provides guidance in
planning, implementing, and operating the Defense Communications System's
facilities to avoid or prevent collateral damage from effects of nuclear
detonations. Reference [/] establishes the policy for siting of new
facilities to insure progressive improvement of system survivability in
relation to nuclear war. Additional guidance for avoiding collateral blast
damage is provided by reference [8], which employs mathematical models for
determining avoidance distances for various probabilities of not being damaged
when various weapon accuracies are employed and for various levels of facility
hardness. Reference [9] provides guidance for combating and reporting signal
jamming efforts, and for reporting sabotage or intrusion attempts directe
against the DCS telecommunications networks; however, this 1s a procedures
document that does not provide guidance in designing the facilities to be
resistant to these threats. Reference [10] establishes the policy and assigns
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responsibility for incorporating electronic counter-countermeasures (ECCM)

capability into elements of the Defense Communications System.
6. HIGH-ALTITUDE ELECTROMAGNETIC PULSE AND FACILITY PROTECTION

There are two documents in draft form which, if formalized, will provide
quidance in improving the survivability of the DCS. Reference [11] is a draft
nandbook intended to provide design practices to prevent damage and reduce
interruption of communications subjected to the high-altitude electromagnetic
pulse aHENPQ produced by nuclear detonations. Because HEMP does not have the
range limitations of some other nuclear weapon effects, i.e., equipment cannot
be protected simply by keeping it an adequate distance from the detonation, it
can greatly affect the survivability of the DCS. Since HEMP can have
extremely high amplitude covering an extremely wide spectrum and an extensive
geographical area, it can result in serious disruption of communications
unless adequate protection is provided. Further improvements in the handbook
are planned. The other draft document [12] establishes procedures and
practices for planning, implementing, and testing security programs for the
protection of sites and associated facilities serving the U%S.

In general, effort and expense can be minimized by taking EMP into account
as early as possible in the planning and design stage. The designer should
make sure that the equipment can survive a worst-case EMP, i.e., he should
assume that the building provides minimal shielding and has no special
protection against penetrating currents; then the protection offered by the
building will provide further assurance that service can be provided following
a nuclear event. This approach might mean that DCS equipment specifications
should be more similar to those used for tactical applications than at
present. However, for development of future equipment, a totally new
approach, much different than those used in past and present equipment, can
make much of the costs of special buildings to house it unnecessary. This
will be discussed in a separate document.

Reference [13] provides a discussion of EMP as it relates to
communications systems (the Bell System in particular). A large amount of
useful information and insight relative to the problem and methods of
controlling it are included in a textbook form, but this form is not the most
practical and efficient for a design engineer to use. In overall scope it
describes the EMP produced by high-altitude air bursts and surface bursts.
Some .particulars the book gives are estimates of currents induced by EMP on
various external conductors, evaluation of shielding properties of buildings,
and discussions of sizes of currents induced by EMP on wiring inside buildings
in addition to currents introduced by external conductors that penetrate the
building. It also discusses the susceptibility of devices to EMP-induced
transients, and describes devices that can be used to protect susceptible
components and circuits. The principal techniques used in Bell System EMP
testings are described and a hardening program for the Bell System is
discussed.

However, reference [13] is not a good engineering tool for the designer
because jts textbook form makes it difficult to quickly locate needed
information and guidance--a handbook form would be much better. Mich
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important information still needs to be provided in a form convenient for the
designer's use. Also, much of the information in early chapters seems to be
somewhat equivocal. An equation in chapter 2 provides a generalized
EMP-electric-field time behavior expression, but the text does not identify
the yield of the weapon that would produce this effect, the distance from the
weapon, and other parameters that should be of some interest to the system
designer. However, evaluations in later sections of the book are based on
this equation. Chapter 4 provides some insight into the effect of shielding,
while Chapter 5 discusses procedures for estimating EMP currents on equipment
leads and some guidelines for keeping them low. Chapter 6 of reference [13]
provides some insight into the susceptibility of individual components which
will help the designer in avoiding vulnerabilities or in providing protection
for vulnerable devices. This indicates that the susceptibility of equipment
can be considerably reduced by the proper selection and utilization of
components. Chapter 7 provides a very good discussion of electrical devices
and techniques that can protect equipment against EMP-induced surges that
might otherwise cause malfunction or damage. The protection devices operate
predominantly in one of two ways: by clamping (limiting the magnitude of
currents or voltages) or by filtering (removing energy in certain frequency
bands). Chapter 8 provides an excellent description of special equipment
built by Bell Laboratories to evaluate the EMP susceptibility of
communications equipment, along with a discussion of how to adjust the
equipment and use it. Two types of test equipment are discussed: one injects
a damped sinusoidal current directly into the external wires of the equipment
to simulate the characteristics of a transient produced by an EMP; the other,
much more elaborate, equipment produces a plane wave electromagnetic field
that closely simulates that produced by an EMP, and it provides for monitoring
the equipment when it is subjected to this field. The current injection
testing is used primarily with equipment still in the design stage, while the
field simulation equipment is used for testing of prototype models. Chapter 9
provides an important discussion of the personal safety of those involved in
testing EMP susceptibility of equipment, and some such discussion should be
included in any documentation or other guidance related to EMP testing.
Although the potential threat to direct exposure to simulated EMP fields seems
to be minimal, electric shock is possible from contact with, or arcovers from,
either simulation equipment or objects carrying an EMP-induced current.
Although electrical hazards exist, simulation equipment can be operated safely
if appropriate precautions are taken.

As discussed earlier in this section, the use of specially shielded
buildings that shunt EMP currents to an external ground to prevent damaging
the equipment is an expensive approach that also has other drawbacks.

Although such shielding is probably necessary for protecting the types of
equipment already in the field, it should not be necessary if equipment
designed in the future employs a new concept for preventing damaging currents
from flowing in the susceptible components of the equipment. This new concept
will be discussed in a separate document that is not presently available.

7. PERFORMANCE ASSESSMENT

Useful background for reference [2] is found in references [14] and [15].
Reference [14] presents the results of a study of sabotage of unmanned DCS
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facilities that includes data from on-site surveys and derivation of
quantitative information for performing system engineering and cost trade-offs

on countermeasures to sabotage. Reference [15] presents similar results for
manne aciiities.

Reference [16] summarizes tools, methodologies, and data required to
perform a high confidence performance assessment of AUTQOVON users. It
concludes with a high confidence performance assessment of critical command
and control users and of the sensitivity of performance to selected system
parameters.

8. SYSTEM CONFIGURATION OPTIONS

Reference [17] presents results of an evaluation of options for the 1980's
DCS in the European theater. The evaluation makes use of a MITRE developed
survivability assessment capability. The first step of the assessment
determines a survival distribution model for each link and node in the network
under evaluation. These models are used in the second step to develop
survival probabilities for connectivity between pairs of network nodes. It is
normally done for all node pairs, but can be restricted to fewer specified
pairs. The connectivity calculation begins by calculating one path at a time,
beginning with paths only having one link. A1l paths having more than one
link are identified next, and paths having common links are identified as
being nonindependent. The survival probabilities of the dependent paths are
then appropriately adjusted. The connected path survival probabilities are
summed over all paths containing five links or less to obtain the connectivity
probability between the selected pairs of nodes {note the limitation to not
more than five links). In addition to the single node-pair connectivity, the
analyst may select an average over all node pairs or over a selected group of
node pairs.

9. SURVIVABILITY ANALYSIS TECHNIQUES AND NETWORK DESIGN

A study by the national Bureau of Standards (NBS) [18] analyzes a
hypothetical 69-switch network to determine the relative importance of
elements of the network. It employs two methods. The first, developed by
NBS, 1s called Pathfinder-Worth. Its object is to generate the rank order
number for each link and switch of a communications network when the “worth"
value of each commander-subordinate pair of subscribers in the network is
given. These numbers represent the relative importance of the network
elements. The method employs three parts. The first, called "Pathfinder,"
finds all usable paths from a number of designated “starting" switches to all
other switches in the network. The second part, called "Worth", assigns a
value to each element of the network. It does this by distributing a "worth"
number for each commander-subordinate pair among the network elements, based
on the percentage of total paths from commander-to-subordinate that pass
through each element. The total for all commander-subordinate pairs
determines the "worth" of each network element. The third part, called
“Sort," provides a printout of the end results.

The other method of analysis, developed by Johns Hopkins University and
called Defender's Algorithm, concerns a game-theoretic problem with two
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opposing players, the "attacker" and the "defender." In a network made up of
switches, interconnecting transmission links, and subscribers with access
lines to one or more switches, the attacker's objective is to sever all
communications between subscriber pairs by destroying network elements. There
is a cost for destroying each particular element. The attacker finds a set of
network elements that will accomplish his objective with minimal cost. The
defender's objective is to maximize the cost of attack to the attacker, by
employing a "shopping list" of potential network elements that may be added to
the network. Each element of this “shopping list" has two numbers associated
with it: the cost to the defender to add it, and the cost to the attacker to
destroy it. The Defender's Algorithm will find either a minimum cost defense
which will cause the attacker's cost to be at least some prescribed amount, or
a defense whose cost doesn't exceed a prescribed budget and which maximizes
the attacker's cost. Given an existing network and the cost to attack each
2lement, the user of this program will be able to identify those switches
which the attacker attacked. Given the "shopping lists" and the associated
sets of cost information, the program will identify those network elements
which must be built to maximize communications survivability. The defender
must build all switches indicated by the algorithm or the attacker can sever
communications by attacking fewer elements. However, if the defender builds
more than those indicated by the algorithm, he does not necessarily increase
the survivability proportionately.

Although the methods of this study could be useful if the design engineer
could provide all the inputs required by the programs, they also have some
serious disadvantages. In the case of the Pathfinder-Worth method, it is very
difficult for the design engineer to assign importance values to each
commander-subordinate pair of users, and it is almost impossible for the
design engineers to get the users, or potential users, of the network to do
this for them. Indeed, it is almost impossible to determine who will have to
talk with whom in conducting active warfare, or where various subscribers will
be located under dynamic war conditions. Also, the dynamics of battle might
require both commanders and subordinates to change their access to different
nodes than those initially assigned. These are some of the many very good
survivability reasons for wanting to make the various elements of the network
equally important so as to not present any particularly attractive targets to
an enemy.

A high degree of homogeneity in the network is desirable for
survivability. In the case of the Defender's Algorithm, it is very difficult
for a design engineer, as a part of his initial design process, to assign a
cost for the attacker to destroy each element of the network. It is even more
troublesome at an early stage of design to assign both the cost of adding an
element to the network and the cost for the attacker to destroy it. For the
ifnitial network design efforts, the design engineer needs simple tools,
requiring less detailed input information, to help determine the relative
effect on the survivability of the network of each available design choice.

He or she needs to be provided with convenient working visibility of the
important network characteristics. The engineer needs convenient qualitative
evaluations of the effect that any contemplated changes in an existing network
design would have on network survivability.
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Major improvements in network survivability can be accomplished
economically without an accurate quantitative evaluation of the improvement in
survivability achieved by each low cost design improvement, provided the
survivability improvements are identified and applied at every opportunity.
Assuming that all of the required information and the computer capacity to run
the programs for the Pathfinder-Worth method and the Defender's Algorithm
could be provided, these methods could be very useful for the final design
stages after simpler methods have been exhausted.

References [19] and [20] summarize the results of a research program on

the survivability analysis of command and control communication (C3) systems.
The Tirst part |‘§! considers the formulation of realistic survivaﬁiljgy

models and criteria, the fundamental physical problems affecting survivability

analysis, and determines suitable approaches to the survivability problem.

The second part [20] discusses algorithms for deterministic analysis to
identify bottlenecks and the more vulnerable elements in network structure.
The problems encountered in probabilistic survivability analysis and basic
probabilistic analysis techniques are then discussed. Finally, an efficient,
practical survivability analysis procedure is given and an example of its use
is presented. This study indicates that there are many measures of
survivability that can be considered, and that all of them will be applicable
to different portions of the general communications system transmission design
problem. It points out the difficulties in making the analyses because of the
many uncertainties. An exact analysis of even the simp1586 probabilistic
criterion for a 50-node 150-1ink network could require 2 computations and
require millions of hours of computer time for even the fastest computers. An
example is shown in [19] of a simple 8-node, 12-1ink network in which, even if
nodes are invulnerable, there are over 3,000 ways of destroying only links so
that communications between at least two nodes are broken. The problem can be
further complicated by correlated weapon effects and overlapping paths which
contain many common links. Although part 1 [19] points out many sources of
difficult problems, it provides very little guidance for overcoming them.

Part 2 [20] assumes an existing model for which reliability, outage
probabilities, and kill probabilities have been calculated (arriving at such a
mode]l is surely not a trivial task, but it is not covered in the reference).
It proceeds by using exact methods wherever possible and simulation techniques
when necessary to derive estimates of message delivery probabilities and
appropriate correlation effects. Although the overall process described in
these papers, including determining the input parameters, might be too complex
for use as an engineering design tool in the early stages of development, the
process, or a similar process, might be very helpful for the analyses and
tradeoffs of the final stages of a network design. There is also an excellent
possibility that some of the theorems and algorithms might be adaptable to a
simpler procedure which could serve as a tool for the early design stages.

Reference [21] provides a general theory of networks which can be helpful
in studying the survivability of communications networks such as the DCS, and

makes extensive use of graph theory. The book requires no previous background
in graph theory or networks since basic concepts are defined and illustrated.
It contains parallel treatments of deterministic and probabilistic networks.
Chapter 7, titled "Connectivity and Vulnerability of Deterministic Graphs,"
defines "cutsets" and describes their application in the analysis of the
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vulnerability of networks. Section 7.9, titled “Approximations to Minimum
Cost Invulnerable Graphs," describes computer techniques for designing
invulnerable graphs which are approximately minimum cost. Chapter 8,
“Connectivity and Vulnerability of Probabilistic Graphs," extends the
vulnerability study to the study of determining the probability that a network
will survive an attack under various uncertainties by employing random

g;gghs. Some of the methods of this book were used in references [19] and

The problem of designing a network that satisfies a prespecified
survivability criterion with minimum cost is considered in reference [22].
Tnhe survivability criterion demands that there be at least rij node disjoint
paths between nodes i and j, where (rj;) is a given redundancy requirement
matrix. A set of paths between nodes ? and j is called node disjoint if they
share no nodes other than i or j. A redundancy rij between nodes i and j
means that at least rjj nodes (other than i and j} and/or branches must be
destroyed before i and™j are disconnected. This concept of redundancy is
independent of probabilistic considerations, and determines in a sense a
minimum enemy effort required to disrupt a strategic communications network.
Since, at the time, available techniques could not provide a computationally
feasible exact solution, a heuristic approach was described in order to obtain
a practical design method, where "practical" means a method that will handle
realistically large problems in reasonable computation time. Algorithms were
described for generating starting networks, for producing local improvements
in given networks, and for testing the redundancy of networks at each stage.
This leads to networks which are locally optimum with respect to the given
transformation. Randomizing the starting solution ensures that the solution
space is widely sampled. Two theorems are given which allow great reduction
in the amount of computation required to test the redundancy of a network.

Reference [23] describes an algorithm which estimates such traffic
parameters as point-to-point loss probabilities, trunk group blocking

probabilities, and network grade of service. It assumes that traffic can be

adequately described by 1ts mean and variance. The algorithm is an iterative
process based on a number of assumptions. The inputs to the algorithm are the
number of trunks in each trunk group of the network, the nodal
origination-destination traffic requirements matrix in erlangs, and the
routing doctrine for the network. For node-to-node traffic, outputs include
node-to-node loss probability and the average number of trunk groups seized
per completed call. For each trunk group, the algorithm computes average
blocking probability, average trunk occupancy, proportion of first offered and
alternate routed traffic, plus the mean and variance of the offered load. For
the network, it computes grade-of-service, overall trunk occupancy, and
average number of trunk groups seized per completed call.

Reference [24] compiles proposed methods for analyzing the survivability
of the DCS under stresses ranging from cold war through general nuclear war

emphasizing already developed data bases, models, and scenarios. It assumes
an intelligent, malevolent enemy who attacks where it requires the least
expenditure for him. In the past DCA and its contractors have performed

numerous survivability analyses which have resulted in such things as
avoidance siting of CONUS telecommunications facilities and polygrid routing
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of CONUS AUTOVON. The vulnerability analysis method recommended in this
reference is a three-step approach. Resources available to an enemy are
assumed to be applied in an intelligent attack upon the DCS facilities. The
degradation of the DCS is evaluated, and then the performance of the degraded
system is evaluated. It also describes several other forms of analyses that
nave been nade.

10. SURVIVABLE TIMING FOR DIGITAL SYSTEMS

Digital communications techniques, by taking advantage of the rapid
advances in digital electronics and semiconductor technology, can provide
great improvements in flexibility, control, economy, and other factors that
can enhance the survivability of a military communications network. The
utilization of digital multiplexing, digital switching, digital encryption
techniques, digital control of spread spectrum signals, digital
system-monitoring and control concepts, and the automation of functions
formerly done manually can all be used to enhance survivability. To most
effectively use all of this capability, it is necessary to synchronize the
system. Also highly desirable is the avoidance of timing slips, i.e., those
occasions where some form of retiming event occurs which disturbs the normal
flow of communications traffic. In military systems employing encryption,
digital switching, and digital multiplexing, perhaps spread spectrum, and in
which the signals remain in digital form from end-to-end, such timing slips
might commonly require the interruption of traffic while several pieces of
equipment are sequentially resynchronized in a particular order. Equipments
involved at several locations might include spread spectrum equipment, 1ink
encryption equipment, digital multiplexers, digital switches, and end-to-end
encryption equipment in addition to various types of terminal equipments. The
survivability of nearly slip-free communications in such a system is dependent
on the survivability of system timing. Reference [25] sets forth a set of
timing system attributes that are economically attainable and would result in
a highly survivable timing capability. It also discusses the importance of
each of these attributes ?or providing a survivable system. Reference [26]
briefly discusses features that can satisfy these timing system attributes and
explains what each of these features can accomplish.

11. VULNERABILITIES AND COUNTERMEASURES

One program at DCA addresses the relationship between the Defense
Communications System and various forms of Electronic Warfare (EW). Reference
[27] discusses this program as 1t relates to anti-jam, anti-anti-radiation
weapons and anti-laser technology.

Reference [28] reports on a 2-year study of DCS Electronic Warfare
vulnerabilities, and it provides recommendations of future actions and options
available to decisionmakers who will direct the upgrading of system
survivability. It concludes that there are ECM threats that are worthy of
countermeasure development, but that much work remains to be done to make
suitable technology options available. High among the countermeasures
considered for ECM were spread spectrum, and adaptive antenna nulling. For
terrestrial microwave applications, spread spectrum is of marginal value at
higher mission bit stream rates; therefore, its payoff at these frequencies is
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in protection of service channels and low rate critical communications
functions. However, on millimeter wave frequencies with large available
bandwidths the payoff is substantial.

Adaptive antenna nulling is one of the most promising techniques for
general application because it does not require the data rate reductions or
large bandwidths that spread spectrum requires. Among the listed alternatives
to the present use of microwaves, some would require further development and
acquisition. Those listed in the reference are the use of fiber optics,
millimeter waves, airborne relay, improved antennas with lower sidelobes,
system control architecture to utilize alternate routing, survivable service
channel, and jammer detection.

The reference also concludes that LOS, troposcatter, and satellite
components are highly susceptible to potential missile and drone seeker
acquisition via sidelobe radiation unless they are provided with
countermeasures. With countermeasures, seeker acquisition susceptibility is
reduced to a lower, potentially tolerable risk. Three major countermeasures
which can reduce transmitter vulnerability are frequency equalization, decoys,
and a low probability-of-intercept (low signal power density) mode. Because
of their higher powers, both troposcatter terminals and satellite terminals
are vulnerable to attacks from distances up to 100 kilometers, or even more.
Because of relatively poor far-sidelobe control, satellite terminals are
vulnerable to attacks from all azimuths. Active and passive decoys, when used
with improved antennas at the terminals, are countermeasures for these media.
Warning devices that warn site personnel, initiate defensive measures, or shut
down transmitters and activate decoys could be very important. For all radio
links, taking advantage of terrain obstructions and wind conditions when
selecting the sites is desirable. This might be most effective for millimeter
wave applications. It is unnecessary for fiber optics because the medium is
invulnerable to both electronic countermeasures and anti-radiation weapons, at
the expense of some exposure to physical threats such as sabotage.

In accord with the policy that the DCS must be designed for war and
accommodate peacetime needs in an economic and efficient manner, reference
[29] outlines potential options to increase the survivability (endurance) of
the future DCS.

12. ALTERNATE TRANSMISSION MEDIA

The use of one communications element to the exclusion of others permits
an enemy to concentrate his resources against this one element. We assume he
does not have limitless resources. Therefore, our military communications
should use diverse methods and media to force an enemy to spread his efforts
over many of them and thereby limit the resources he can apply against any one
method or medium. Section II of reference [30] discusses the impact of
satellite utilization as an alternate transmission medium on the European

terrestrial 0CS. In general a peacetime environment was assumed, but some

preliminary examination of a survivability index under three hostile
environments was made. These considerations are very complex and additional
work in this area is needed.
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References [31-38] provide a projection and assessment of transmission
media that will be useful to the BCS in the years beyond 2000. The study
identified atternative transmission media, communication technologies, system
engineering concepts and designs, and regulatory barriers which might impact
alternative media and transmission system designs. After preliminary
screening of many media, 16 were selected as being worthy of further study and
6 of these were used for specific applications where relatively low
information rates are sufficient, e.g., important telegraphic messages between
military commands, or a service channel to support the operation of the
network and its reorganization after attack when other forms of communication
might not be available for this purpose. Reference [32] discusses the
different transmission media considered. Some alternate forms of transmission
that might be used to enhance the survivability of the OCS include:
Line-of-sight microwave; tropospheric scatter communication; millimeter waves;
meteor-burst communication; MF, HF, and VHF radio communications; coaxial
cable; fiber optics; manned aircraft relay; unmanned aircraft relay; tethered
balloon relay; and missile relay. Millimeter waves and fiber optics seem
quite promising as alternate methods of transmission to enhance
survivability. However, the referenced documents don't specifically address
the use of these media to enhance survivability, but that consideration is
included along with many others.

13. SATELLITE COMMUNICATIONS AND SURVIVABILITY

In addition to its other more specialized functions, satellite
communications can be used as an alternate medium for establishing
transmission Tinks in the DCS. However, it is a very special medium. Because
a single satellite can provide line-of-sight paths to large areas of the
earth, the links that are established can be either very long ones (distance
between terminals) or those of any shorter length. This same characteristic
also makes them accessible for enemy electronic countermeasures and other
forms of attack. In addition, because a single satellite can support a large
number of different communications links located over a very large
geographical area, a satellite is a point of communications concentration that
is likely to attract much enemy attention. Therefore, the survivability of
communications through satellites deserves, and has received, special
attention. Satellites do have some survivability risks not shared by some
other media. However, their advantages make it desirable to overcome those
risks and to make the most effective use of satellites for DCS transmission.
When -they are used, alternate or backup capability for these links is
obviously desirable.

Reference [39] establishes the policy of the Joint Chiefs of Staff (JCS)
for military satellite communications (MILSATCOM) systems. Among other things
it establishes DCA as the responsible agency for the Defense Satellite
Communications S¥stem (0SCS), and states that the Director, DCA has been
designated MILSATCOM Systems Architect by the Secretary of Defense. It states
that the DSCS will be the primary system for fulfillment of temporary

communications requirements created by crisis with the possible temporary use
of other MILSATCOM systems when required.
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The ECCM Network Evaluation Program (ENEP) [40] is an automated network
evaluation tool to support DSCS Spread Spectrum Multiple Access (SSMA)
engineering. It provides a network level solution only for links employing
spread spectrum multiple access techniques. Based upon user input information
such as the desired link connectivity, satellite channelization, jammer sizing
level, satellite characteristics, and terminal modem data, it proceeds on a
channel-by-channel basis to perform the calculations to obtain desired 1ink
performance parameters. It has two modes: a hard limited mode for networks
accessing hard limited satellite channels, and a linear mode for links
accessing linear satellite channels.
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Resource Allocation Software (RAS) is a computer based capability imbedded
in the DSCS TIT Operational Support System (DOSS) [41]. It provides network
parameters necessary to support the network communication requirements
including network transmit and receive power requirements per link.

Parameters available for allocation among various defined links include:
modulation/coding, bandwidth, terminal/satellite power, transponder
connectivity, and multibeam antenna selective coverage. It will support the
following DSCS management tasks: network initialization, network
configuration optimization, link modifications, degradation correction
investigation, and response to system interference or disruption. The RAS
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o will support four basic functions of the SATCOM Network Controller: (1)

- Network operations control; (2) satellite telemetry and control; (3) terminal
;:f monitoring and control; (4) communications signal monitoring. For network

-~ operations control, the RAS will support resource allocation, ECCM analysis,

e network performance analysis, data base management, and management reporting.

For satellite control, the RAS will calculate tasking parameters for multibeam
antenna configuration, channel gain control, payload configuration, and
‘control of multiband pattern synthesis. For terminal control, the RAS

3 calculates earth terminal modulation and coding parameters, and performance

Jﬁ prediction for comparison against measured performance for alarming. For

,Q communications signal monitoring, the RAS calculates network parameters that
can be used to update the data base of the DSCS III Automatic Spectrum
Analyzer system that performs the signal monitoring function.

s 7
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o
\-g This system is a very versatile tool both for making optimum use of
o available resources in the operational DSCS and for planning analyses. It is
0N capable of handling a wide range of scenarios including: 4 network areas, 100
= terminals per area, 500 links per area, 40 fan links per area (each with up to

> 50 fans), 10 defined jammers per area, 10 frequency-hopped (FH) links per
. area, 20 filter types per area, 80 Frequency Division Multiple Access (FDMA)
X modem types per area, 80 SSMA modems per area and a total of 12 satellites.

If after defining a scenario, running analysis support, and performing an
automatic analysis of resource allocation, the operator feels that some of the
required transmit EIRP's are too high, he or she may return to the scenario
definition to change the scenario configuration. When the operator is
satisfied, the network performance is again evaluated in terms of terminal and
link margins, signal strength, and efficient satellite power usage. If the
operator is still not satisfied with EIRP requirements, he or she may employ
an iterative capability for making modifications and reanalyzing. If
requirements cannot be satisfied due to an ECM condition, an ECCM adaption may
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be employed to automatically reduce network margin, power, and traffic
requirements until a realizable scenario is developed. For ECCM, frequency
nopping and also jammer nulling on the uplink receive antenna can be employed.

On 12 June 1980 the Assistant Secretary of Defense (C3I) assigned DCA
tne task of engineering for the Jam-Resistant Secure Communications (JRSC)
system, Reference [42] depicts the primary roles of the JRSC, a user of the
3SCS-ECCM network, for each of eight politico-military stress levels, and
provides a priority for each stress level. The system must meet its role for
priority 1, while survivability improvements over and above those provided for
priority 1 will pe considered for the other priorities where they are
affordaolie. Brief overviews of each of the JRSC roles and associated
vulnerabilities are provided.

14, SYSTEMATIC DESIGN APPROACH TO ACHIEVE SURVIVABILITY

The references discussed in this section, including those related directly
to the survivability of satellite communications, are devoted primarily to the
most survivable operation of an existing system, analyses of both capabilities
and problems associated with either an existing or proposed system, and
possible quick "fixes" for the survivability problems. Only a little of the
information that they contain provides specific guidance needed by the system
designer to nhelp him systematically design a communications system that will
evolve economically at a satisfactory rate to provide adequate survivability
in the future. The information that they contain that would be useful for
this is not presented in a convenient form for this particular use. Each of
the documents can be a very useful source of information and ideas for
establishing such survivability engineering design tools for the system
designer. However, these documents must be supplemented with additional
information and ideas that might have been overlooked or considered foreign to
their author's purpose. A systematic approach is needed for identifying,
collecting, and presenting the information in a form most useful and effective
for the design engineer in systematically evolving to a much more survivable
defense communications system in a most effective and economical way.

A study of the references discussed in this section (BACKGROUND) indicates
that much information is available on the subject of survivability of defense
communications and that much work is being accomplished in this field.
However, the referenced documents are only a small portion of the total amount
of documentation on the subject. For example, there are other documents
providing greater detail on specific existing threats to the DCS as well as
evaluations of DCS susceptibility to particular types of threats. These are
important tools for determining changes that can be made to the existing plant
to make it less vulnerable to those specific threats, i.e., to make needed
short term fixes. Indeed, many of the changes are being accomplished.
Although these studies are useful for the short term fixes, they are not
really good tools to help the DCS evolve into the affordable but very
survivable communications system desired for the future. Even though specific
development programs for the DCS are occasionally pursued to established
goals, the DCS is actually an evolving system for which new equipment and
facilities are continually being procured. If the new equipment and
facilities are as susceptible to potential threats as existing equipment and
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’:Q facilities, the same problems will be perpetuated, short term fixes will
) continue to dominate survivability considerations, and the “catch-up game"
l. could perhaps grow worse. Under such circumstances, a communications system
EN with a fully satisfactory level of survivability will most likely never be
o achieved. However, if all new system concepts, equipment, and facilities are
o developed and deployed with a high degree of concern for enhancing the
\;5 survivability of the DCS, then the survivability of the system will steadily
o improve. 0Only if such an approach is applied to the existing DCS and all
‘ stages of development toward a future DCS, is a highly survivable but
5 affordable system likely to evolve. Installing an entire survivable
e communications system or modifying an existing system to make it adequately
;3 survivable as a single program is highly unlikely. Therefore, an evolutionary

) approach must be used. However, to achieve the desired degree of

N survivability by evolutionary means, all engineers who design the equipment,
other facilities, and systems for defense communications must be fully
informed and must be highly committed to providing survivable communications.

»xf! This commitment must extend to all areas of communications system

ﬁa;: development. If this is done, many better ways of doing things will be

N discovered that w#ill greatly improve communications survivability. Many of
AN these can be expected to be Tow cost, and some may result in cost savings. To

accomplish this result, some convenient-to-use design tools are needed.

W a

Defense communications systems are frequently based on concepts,
equipment, and subsystems developed for civilian communications systems. Jf
the developers of those civilian systems were provided with some simple
quidelines for survivable communications, they might find some simple,
economical ways to improve survivability in their commercial systems. This

" 1]
. f::rkfi"f:l C !
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T‘* would enhance communications for those nonmilitary activities that provide

o support to our military during wartime, provide increased survivability of
Qgg civilian communications facilities directly used for military communications,
o and provide a ready supply of equipment that easily could be adapted for

A direct use in a survivable military communications system. It should be noted

that U.S. civilian communications companies have generally cooperated with the
military and in the past they have made use of survivability guidance provided
e by the military.




[II. NEED FOR SURVIVABILITY DESIGN TOOLS

As indicated in the preceding section, a large amount of work has been
applied to the problem of communications network survivability, and the
references discussed in that section represent but a small sampling of the
jvailable literature on this subject. However, very little of that work was
directed to providing convenient tools that can easily be used by the
transmission design engineer to gain needed survivability information quickly,
i.e., information to guide him in evolving to a survivable communications
network within applied restrictions. Much of the available survivability
information is contained in an extremely large number of different reports,
papers, and other documents, some of them voluminous. Much of it doesn't
apply to the work being done. Because of his many other duties, the design
engineer simply does not have time to search through all of these sources,
hunting for some particular survivability information that might not even
exist. If all design engineers do it, their time will not be efficiently
used. However, in order to economically achieve a fully satisfactory level of
survivability, survivability engineering must permeate the entire design
process and all design engineers must participate. The needed information
must be presented to them in a form that will permit them to make efficient
use of their time while being very effective in providing communications
survivability. This section discusses some types of tools that, if available,
could help the transmission design engineer greatly enhance the survivability
of communications networks.

While we cannot afford to install a survivable communications system as a
single program, we can afford to achieve survivability through evolutionary
development. The DCS, like most other communications networks, is an evolving
system. There is a very effective communications system already in place
carrying out its intended function under peacetime conditions, but that system
is continually being changed. As time passes, communications functions
change, new areas are served, new services are provided, old services are
improved, and obsolete equipment is replaced. These changes result in nearly
continual change to the network, and continual acquisition and installation of
new equipment or facilities. If all new equipment and facilities are
carefully planned, developed, and deployed to also significantly enhance the
survivability of the network, then the network will evolve into a much more
survivable wartime communications network. The transmission design engineers
need -the proper directives and guidance to be sure that this happens. In
addition, they need easy-to-use survivability design tools that can be used
repeatedly as they progress through each and every step or stage of evolution
in the system design, development, and installation. These tools must
conveniently provide the guidance and other information needed by the design
engineer to always keep the communications system evolution most effectively
and economically moving toward increased survivability. The tools are needed
to indicate what resources can be applied, where they should be applied to be
most effective, and the order of priority. The designer should be able to
apply these tools knowing only the status of the network at the time they are
applied. The tools should not require extensive consideration of previous
choices, but should be frequently updated to reflect the latest technology.
Future choices should be dependent on repeated application of these tools in
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3? the evolution of the system within any constraints that might be imposed by !
< budgets, political considerations, or international relationships. Although ‘
{ the tools should not be dependent on other information which might be

difficult or impossible to obtain, they should provide for taking advantage of
such information when it is both available and useful. Such tools should be
useful not only for performing system design but also for budgeting the
gvolution to a more survivable communications system.

1. LISTING OF IMPORTANT SURVIVABILITY CONSIDERATIONS (CHECK LISTS)

:ﬁ One design tool that could be very useful is a listing of important

N survivability considerations, i.e., a list of “do's" and "don'ts" for

s§ survivability guidance. Such a list should be developed to include such

A things as:

- e Separating alternate paths far enough to prevent a single nuclear

=Y weapon from disrupting more than one path, or at the very least, from

j& disrupting all paths between any pair of nodes.

B

'jh e Avoiding heavy points of concentration where an unusually large number
of paths use common facilities, adding facilities as necessary to make

Sk the system more uniformly distributed.

.% e Making sure that adequate redundant paths are available to maintain

‘o needed communications after losses.

‘*" e Providing for rapid reconfiguration of user routes and data rates.

LY

. e Widely distributing and automating the control of critical functions

i:” such as timing for an all-digital network so that elimination of any

3 link or node, group of links or nodes, or system external to the

»:ﬂ network cannot disrupt that function for a major part of the network.

.; e Reducing the susceptibility of radio links to electronic

. countermeasures (ECM) and anti-radiation weapons (ARW), including

e considering use of alternative transmission media.

-

NS

N e For radio links, using small antenna beamwidths and minimizing side

lobes, where practical.

e Hardening systems against burnout from high energy radiation, both
in-band and out-of-band.

’, P

e Taking advantage of terrain features to provide as much protection as

s, -"u. )

possible from aircraft, missiles, and other forms of attack.
i: e Minimizing energy requirements and making sure that emergency power
iu. and an adequate fuel supply is available, i.e., making sure that the
ﬁ:- necessary energy will be available when commercial power is disabled
}t: and when fuel resupply might be blocked by enemy action or other cause.
5
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e Automating to reduce the dependence on human operation and maintenance
of the system, and to provide operating personnel with better

> information and other electronic aids for carrying out their tasks,

\ e.g., differentiating between equipment failure/degradation and

Lo intentional interference/disruption from outside sources.
8 ¥
%§3 o Concealing communications facilities as much as practicable.
vy d
Ve e Building in devices to warn of an attack either pending or in progress
so that prearranged defensive actions can be initiated.

N

1:3 o Building in detection and characterization of jamming/interference.
Lo

2?2 e Having preplanned defensive actions -- both automatic and manual, with
K emphasis on the automatic.
E;X: e Protecting against sabotage.
Q- -

{i e Protecting against homing drones, missiles, and similar threats.

‘50

" e Protecting operating and maintenance personnel.

k-
e e Providing backup modes of operation using reduced power where .
1% practicable.

AIAY

:53 ® Providing alternate transmission media to take advantage of the
wh . differences in susceptibility of different media to different forms of
: attack.
5K
f ? e Making sure that buried fiber optics cable is free from metallic
1 3 members that would aid saboteurs in locating it.

2% e Providing backup equipment for reconstitution of communications links

or nodes damaged or destroyed by warfare.

iy

;fiw e Making sure that new equipment includes at least surge arrestors or
o~ other low cost minimum protection against EMP on conductors that might
o carry EMP into the equipment, and that EMP is considered in the

ata selection of its components.

;fq o In selecting or building facilities for any new nodes, making sure

- that EMP is carefully considered.
533 e Taking advantage of mobility where practical.
If Careful study could provide a very long list of such items. Many of these

ﬁ?i jtems and others that will occur to the reader are likely to be overlooked by
S the design engineer if he is neither provided with a listing nor makes a good
< one himself. Each item in the list should be provided with footnotes or some
Lo other type of notation, providing first level guidance for how the design

o) engineer can most readily determine whether the item is satisfied and where to
@ look for further guidance if it is not. For those situations where there
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night be conflicts between different items in the listing, the designer should
be provided guidance on how to establish priorities. The design engineer
should be required to go through such a list systematically for all new
facilities and equipment designed or installed, and indicate which items are
satisfied, which items are only partially satisfied, which items are not
satisfied, why they can't be satisfied, and what steps are being taken to
satisfy them in the future. As advancing technology and knowledge of military
communications survivability make improvements possible, these listings should
be updated. Periodic visits to operational facilities should be made by
design engineers or other qualified personnel not normally associated with the
facility. They should work in conjunction with facility personnel in applying
the listings to the facility, to develop feedback information for the design
engineer, and to generate information for improving the checklist.

2. TOOLS FOR APPLYING REDUNDANCY

One method of increasing network survivability is to assure that
destruction of any particular network element would not be particularly
lucrative for the enemy. This implies that the value of every element of the
network should be approximately the same as the value of every similar element
in the network; i.e., the network should be made as homogeneous as technically
and geographically feasible. Another reason for doing this is that personnel
can more easily be moved than major nodes and transmission facilities of the
DCS. During wartime, any particular commander or subordinate might have his
access to the DCS progressively moved from one node to another, but the
survivability of his communications should not be degraded because his access
is through a different node. Considering this, a modified version of the
Pathfinder-Worth method discussed in reference [18] might be a very useful
tool for thé design engineer. This modification would consider all
node-to-node (or subscriber-to-subscriber) paths to be equally important, and
priorities should be assigned on some basis other than connectivity.

This assumption of equal importance for all paths through the network is a
very significant step in achieving homogeneity, which forces the enemy into
attacking the entire network rather than permitting him the luxury of
concentrating on certain critical elements. Under this assumption, and
following the pathfinder procedures of reference [18], all usable paths from
all starting switches to all other switches in the network could be
determined. A “worth" could then be determined for each element in the
network based on the number of paths that pass through each of them, with each
path weighted by some function of the inverse of the number of tandem links in
the path. The network elements could be rank ordered according to the summed
weighting of all paths that they support. Any element with a significantly
larger summed weighting of paths passing through it than other elements might
be a particularly attractive target. Locating the high "worth" elements of
the network will force the designer's attention on those specific
vulnerabilities requiring more path redundancy.

The design engineer also needs a convenient capability to determine which
two nodes of the network have the least number of redundant independent paths
between them, where independent paths are defined as paths that have neither
1inks nor nodes in common (see reference [22]). Another useful piece of
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N information (since the desired level of homogeneity probably will not be

oty achieved) would be the pair of nodes that has the greatest deficiency in

redundancy as determined by the difference between the actual redundancy of a
node pair and a preassigned redundancy requirement for that node pair. In
addition, such information would also be useful for semi-independent paths,
#here semi-independent paths are defined to have no links in common, but
possibly some common nodes.

Having identified node pairs with the greatest need for an improvement in
redundancy, the design engineer then needs a capability to conveniently and
quickly determine where links (and nodes, if required) should be added to
improve redundancy. References [18, 19, 20, 21, and 22] might be very helpful
for developing means to obtain this information. Having this same program
determine the links (and possibly nodes) which when added would make the
greatest increase in redundant paths for node pairs other than those having
the greater need would also be very helpful.

The design engineer should also be given a method for determining the
effect on redundancy from employing paths through other networks, either
military or civilian, to which connections can be made. Such a capability
should also account for the limitations imposed by the interconnecting
network, the ability of that network to accept external traffic during periods
of stress, and the vulnerability of that other network to disabling forces.
Guidance is also needed for taking into consideration the likelihood that the
other networks might also be damaged by warfare, and that they might be
severely taxed by the requirements of their own users during such periods of
stress without the additional military users.

The usefulness of a redundant path in providing survivable communications
between two nodes depends on the number of node pairs competing for a path
through any particular link or node. This can be especially important when a
particular link or node which is essential to the only remaining path between

"two nodes, is also limited in the number of paths that it can support at one

time. In order to make best use of his or her engineering judgment, the
design engineer should be supplied with some additional information. If the
information is practical to obtain, the design engineer needs the relative
importance of each 1ink and node in maintaining connectivity after many links
and nodes are destroyed or disabled. This will help to indicate where
additional redundancy should be provided to best accommodate this type of
damage or destruction.

One piece of useful information about each link is the number of pairs of
nodes for which this link is an essential part of the only surviving path when
certain other links or nodes are inoperable. This information should be
obtainable after designating particular links as being inoperable. Similarly,
other useful information about each link includes the number of node pairs of
a damaged network for which this link is an essential part of one of only two
independent paths between the pair of nodes. Similarly, it would be helpful
to identify for a damaged network those links essential for one of three
independent paths, one of four independent paths, etc. An evaluation is
needed to determine whether this type of information can be worked into a
practical engineering tool for the design engineer and also to determine the

24




(Il

1
I WAy

¢ Y. - -

8
BRSNS

.....
.............................................................

maximum number of independent paths between nodes for which it would be
practical to provide this information. To best use this information, the
design engineer also needs to be provided with the number of node pairs that
would normally use each link or node as the primary path between them when all
links are operable. Similar information about second choice, third choice,
and fourth choice paths would also be helpful. In addition, knowing the
percentage of each link's capacity that is used for normal operations would be
useful. The design engineer needs guidance and design tools to help him
determine the excess capacity (number of channels or number of bits per
second) needed on each link to carry the additional traffic that would be
imposed on it should other parts of the network be destroyed or disabled.

The design engineer needs design tools that indicate areas of the network
most in need of additional redundancy. They should be convenient to apply at
any stage of network evolution to indicate where improved use of redundant
paths will best reduce network vulnerability. They should help select the
best locations for new transmission links (and nodes, if required) at any
stage of network evolution in order to improve network survivability. The
engineer also needs tools that help him or her select link cross sections
(number of multiplexed channels, or number of bits per second) which will
assure that potential survivability improvements made available by redundant
paths can be utilized. These tools should allow the priority and preemption
capabilities of the DCS to be taken into account. However, 2 redundant path
is of little use if the path cross section is not great enough to carry the
additional traffic diverted to it when major parts of the network are
disabled. The designer needs tools for evaluating the survivability of
communications provided by common carriers or other types of networks used to
support a particular portion of a defense communications network. The
designer should be able to apply any of these tools knowing only the status of
the network at the time they are applied. The tools should not require
extensive consideration of previous choices, but should be frequently updated
to reflect the latest technology. Adequate utilization of all of these tools
will help in evolving to a network with the desired degree of redundancy using
a minimum of resources.

3. TOOLS FOR APPLYING ALTERNATIVE TRANSMISSION MEDIA

Any concentrated groups of essential properties or characteristics of the
network designate very attractive targets to an enemy. By concentrating his
resources on DCS components with these properties or characteristics, the
enemy might be able to cause major disruptions of important communications.
If we can widely distribute our network (both geographically and
technologically), we will force the enemy to distribute his weapons and his
areas of attack. This will force him to spread his resources much thinner,
and make him less effective in attacking the network. Providing alternate
paths through the network, an automated distributed timing capability, and an
automated distributed system control capability are not adequate to prevent an
enemy from concentrating his resources; alternate transmission media are also
needed because of differences in vulnerabilities of the media to different
types of attack. The use of satellite communications as an alternative to
terrestrial communications, and vice versa, is one important step being
taken. However, references [31, 32, 33, 34, 35, 36, 37, and 38] discuss many
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other communications media that should be considered for further enhancing the
survivability of the network. The primary mission of high frequency (HF)
radio in the modern DCS might be the enhancement of survivability. Studies
are underway to determine just what the role of HF should be. Fiber optics
cable and millimeter wave line-of-sight (LOS) radio might prove to be
particularly advantageous for enhancing the survivability of terrestrial
communications.

Some of the properties of fiber optics cable which contribute to its
survivability are: (1) the dielectric cable does not contribute to
disruptions caused by electromagnetic pulses (EMP), (2) it is not susceptible
to jamming and interference, (3? it can be concealed from view, (4) it resists
electronic detection of its location (if it does not contain metallic
members), (5) it has greater resistance to the deleterious effects of many
types of environment than other types of cable, and (6) it can use repeaters
much farther apart than other types of high capacity cable. Its major
weakness for wartime application is a susceptibility to nuclear radiation.
Therefore, burying the cable wherever possible is desirable. Because a
continuous path between communications nodes is required, obtaining the
necessary rights-of-way for deploying buried cable must be an important
consideration.

Millimeter wave line-of-sight (LOS) radio links are also likely to provide
some survivability advantages over other transmission media, in particular
over microwave LOS radio links. Microwave radio towers are surely susceptible
to attack because they are normally located on high ground and their tall
towers extend well above surrounding objects, where they can be easily
observed. These locations and tower heights are selected to provide long LOS
paths, thereby reducing the number of repeater stations required.

Because of the atmospheric attenuation of millimeter wave radio,
millimeter wave repeaters must be placed much closer together than those for
microwaves. Although the additional repeaters required might increase
vulnerability to sabotage, there are also advantages. With the shorter path
lengths and higher frequencies, antennas can be much lower, and much smaller
than those for microwaves and still provide narrower beamwidths and more
gain. The smaller antennas and smaller structures to support them can be made
much more rugged to better withstand shock and blast from various types of
explosives. They can be made much more difficult to hit with direct artillery
fire-or bombing. In many cases, they could actually be hidden by shrubs under
trees. Other types of concealment would also be practical. Because of the
smaller equipment, particularly the antennas and their support structures,
installing a millimeter wave radio link of the same length as a microwave link
(implying many more repeaters for the millimeter wave radio 1ink) might cost
no more, but might provide considerable enhancement of survivability.

In order to take full advantage of the potential survivability capability
of millimeter wave equipment, further information is needed on its
characteristics and its survivability advantages. As this information is
developed, complementary information on LOS infrared transmission should also
be developed. These two media (millimeter wave and infrared) complement one
another because atmospheric conditions that seriously degrade one of them will
frequently leave the other still operational.
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Methods should be developed for deploying both fiber optics and millimeter
wave communications that will best use the capabilities of each medium.
Information is needed on the costs of millimeter wave and fiber optics
transmission as compared to other transmission media. Fiber optics and
nillimeter waves have in common that more real estate rights must be obtained
than for some other forms of transmission. Fiber optics, similar to other
forms of cable, requires a continuous physical path. Millimeter waves, while
not requiring a continuous physical path, require more repeaters than any
other type of transmission that doesn't use cables except for direct optical
communications through the atmosphere (infrared systems). As mentioned above,
there are indications that such direct optical communications and millimeter
waves could very effectively support one another because of complementary
atmospheric attenuation characteristics. Information is needed as to how the
problems of acquiring the required real estate rights can be overcome most
easily for each type of medium.

Fiber optics and millimeter waves should support one another in some
applications. In a fiber optics transmission link, millimeter waves might be
used to fill a gap where the right-of-way for the fiber optics cable cannot be
obtained. Similarly, in a millimeter wave radio transmission link, fiber
optics might be used to fill a gap where an obstruction makes an
all-millimeter-wave approach impractical. For example, a millimeter wave
installation on top of a hill or mountain might suffer the same exposure to
the enemy that a microwave system would. However, a much less expBsed
millimeter wave station concealed in the shrubs on the side of the mountain
could be connected by fiber optics to a similar station on the other side of
the mountain.

Information that the transmission design engineer needs for choosing the
medium for each link in a system needs to be collected in tables, charts,
graphs, computer memory, or whatever form proves most practical to provide
basic properties for each medium. These should provide the engineer with the
following information for each medium:

e Susceptibility to various forms of attack.

o Power and energy requirements.

o Ease of providing a survivable power source.

o Susceptibility to natural phenomena; i.e, rain, snow, lightning,
floods, earthquakes, hurricanes, typhoons, tornadoes.

e Climatic advantages or restrictions (e.g., for desert, tropical
jungle, temperate, arctic).

e Ease of repair or replacement after disabling attack or disaster.

o Methods of deployment necessary to preserve special survivability
enhancement properties.

e Difficulty of obtaining needed real estate rights.
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o Need for radio frequency spectrum allocations and difficulty expected
in obtaining them.

e Effect of nearby nuclear events.

e Jpportunities for reducing manpower requirements.
e Size and weight of equipment.

e Reliability of equipment.

® Material, installation, and maintenance costs.

o Expected lifetime,

e Ease of application of new technology.

e Ease of increasing link capacity.

o Time required to deploy a new link.

e Convenience for reconstitution applications.

Other people can probably suggest other items that should be added to this
list.

Real estate is required for the deployment of any type of communications
media. For the transmission system designer, the ability to acquire needed

"rights to real estate might be a major factor in many of the choices that he

or she must make, including a choice of transmission medium. A very important
tool for the transmission system designer could be a set of maps and charts or
computer programs giving the location of real estate for which rights to
install military communications facilities might most readily be obtained.
These charts of computer programs should be developed to indicate types of
communications media that each particular piece of real estate might be most
capable of supporting. They should also include information about existing
buildings or other structures at these sites that could support communications
facilities, or that could detract from them, and they should include an
assessment of vulnerability of the site to enemy action; e.g., the
vulnerability of structures to shelling, missile attacks, or sabotage.
Examples of the types of real estate that should be considered for such charts
or computer programs include those already owned or controlled by some level
of American government (federal, state, local) or by the government of an
allied nation. They could include embassies, military complexes, police and
other law enforcement facilities, fire departments and other emergency
organizations, public roads, public schools, colleges, universities, publicly
owned utilities (such as water and sewer), and government controlled highways,
rivers, streams, parks, lakes, etc. Many communities have water towers that
might be used.

An unused corner of a lot could provide a location for a pole mounted
millimeter wave LOS repeater. Millimeter wave equipment including antennas
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might be concealed on the tops of existing buildings, or separate equipments
facing two different directions might be concealed on two sides of an existing
building (perhaps behind windows) and interconnected by fiber optics cable to
form a repeater. Phased array antennas might be appropriate for this
application. In applications using existing buildings or facilities, the
transmission system designer should be provided information about the
likelihood of the particular building surviving an attack.

Fiber optics cable might be laid in rivers and other streams, across
lakes, and through parks. Small fiber optics cable (of one or two fibers)
might be threaded through sewer pipes or through other types of utilities
without significantly degrading their normal functions. They might be buried
along roadsides or railroad beds, or beneath new concrete pavement when it is
installed, which would provide some additional protection. Charts or computer
programs need to be developed to aid the transmission system designer in
locating suitable real estate because they could be a very important tool in
obtaining the desired survivable communications system. Costs of fiber optics
systems are rapidly dropping as their use by civilian telephone companies is
very rapidly increasing. Costs of millimeter wave communications facilities
would quite likely also drop if there were a similar demand for very high rate
production. If the cost of acquiring the needed real estate rights were to
similarly droo, a low cost mesh of fiber optics and millimeter wave radio
links could provide such a large number of alternate paths as to provide a
very survivable system. Any tool for the system designer that would help him
to minimize real estate costs and ease the acquisition of real estate rights
could be a very significant factor in developing a low cost, survivable mesh
of communications facilities.

4. TOOLS FOR IMPROVING EQUIPMENT AND THEIR APPLICATION

The transmission system designer needs a good catalog of materials and
equipment specifically designed to support network survivability, as well as
one that lists the survivability merits of equipment not specifically designed
for survivability. Although equipment developed for civilian applications
generally will support most functional requirements of a military
communications system, the civilian application does not require the equipment
to meet the wartime survivability requirements of military communications
systems. Designers of civilian equipment don't consider the survival of
communications following the direct attacks that can be expected against
military communications facilities during wartime. Civilian equipment does
not provide special features and functions necessary for network
survivability. It provides neither a highly stable, accurate, distributed,
survivable timing capability for a synchronous digital communications system,
nor a distributed and highly survivable system control capability. It
generally does not provide adequate EMP protection. Its designers have not
anticipated massive simultaneous attacks on many parts of the systems
employing the equipment. However, much civilian equipment might be
conveniently modified to enhance system survivability. In some cases the
manufacturers might engineer these modifications at their own expense in order
to get the military production contract, but they need to be provided with
survivability engineering guidance.
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f::: A selection of new or modified equipment or special appliques to be used
e with existing equipment needs to be developed. This selection should provide
- the transmission system designer with the basic materials and equipment from

{s which to build a survivable Defense Communications System. This equipment
S should not only be designed to enhance its own survivability, but also to
o permit the functions normally supported by a particular equipment to survive
oo when the equipment does not. For example, references [25 and 26] describe a
-3 stable, survivable timing capability employing the communications transmission
o~ media to provide synchronized clocks at every major node in the network. This
! capability is provided for so long as any communications link to the node is
Qs operational and for a significant period of time following the loss of that
L., last link. Studies have shown that such a capability can be provided with but
A little difference in cost from other alternatives, and that this capability
NN can considerably enhance communications survivability. Similarly, equipment
e for military application should provide a distributed system control
. capability as a survivable alternative to the vulnerable centralized system
o control common to civilian practice. For much equipment, military needs could
A be satisfied by reworking civilian designs. This rework would include new
) packaging where required, surge protectors and other EMP precautions, and new
§;§ features to support communications system survivability.
N Each type of equipment intended for use in the Defense Communications
S System needs to be examined for its survivability and its capability to
};3 enhance system survivability at minimum cost. What can be done to improve the
W survivability of antenna systems including such things as feeds, lenses,
RN reflectors, phased arrays, waveguides, cables, and towers? How can they best
N be concealed from enemy observation? How can they be made resistant to shock
( and blast, to small arms fire, to jamming signals, and to sabotage?
e Electronics equipment such as multiplexers, radios, and terminal equipment for
N every media should be examined for survivability enhancement. For radio
2ol links, spread spectrum transmission to resist jamming should be made available
- to the extent allowed by bandwidth restrictions imposed by international
o agreements or by other considerations. A thorough investigation would likely
' turn up a number of low cost design modifications to equipment used in
S civilian networks which would greatly enhance network survivability if such
) equipment were applied in military networks. To achieve the lowest cost with
i:; greatest effectiveness, these modifications probably need to be designed into
e repackaged military equipments and not just patched on to existing civilian
A equipments, but this approach needs to be investigated.
.:_ Buildings are likely to be some of the components of a communications site
N most susceptible to blast damage; therefore, to the extent practicable, the
oA equipment within the building should be constructed to continue functioning
L properly when the building is heavily damaged or destroyed. The equipment
T, should be capable of withstanding direct exposure to the weather and climate,
- and a building should not be necessary to the equipment's operation. This
K should be taken into consideration as new equipment is developed.
‘iui Because energy and power are essential to operation of communications
Ly systems, the designer should be encouraged to ask and to answer a series of
}13 related questions: What can be done at each node or repeater to assure a
on survivable supply of energy and power? Reducing the power requirements of the
3
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individual pieces of equipment would certainly be a step in the right
direction. Are new concepts possible or required in order to enhance
survivability of an energy or power source? Could power from fuel cells,
solar radiation, or windpower be effective for repeaters? Does new equipment
need to De developed? If so, what are its characteristics? Do new methods of
gepioyment need to be developed? If so, what are the important
cnaracteristics of such deployment?

decause camouflage and concealment are effective protection for military
targets, the survivability “shopping list" should include the capability for
providing camouflage and concealment whenever possible, especially for
unmanned sites such as repeaters. Smoke generators should be considered for
use at some locations where it jis possible to determine when they should be
ysed, i.e. when there is some method of identifying an imminent attack. Even
if the enemy knows the coordinates of the communications sites, these
precautions could be nelpful,

Electronic equipment developed specifically for the transmission system
designer's catalog of materials should, to the extent practicable, incorporate
many survivability characteristics. Some of these characteristics are:

e Low energy and power requirements.

¢ Small and light weight.

e Easy replaceability.

e EMP protected.

® Resists radiation (thermal, high energy r-f, and nuclear).

e Resists water damage.

e C(apable of operating in the open without air conditioning or other
climate control.

e (Capable of operating in trenches within fixed facilities to protect
equipment from shellfire, missile attack, and bombing.

e C(apable of referencing external timing and using free-running clocks
as a backup.

e C(apable of supporting stable, accurate distribution of a Coordinated
Universal Time (UTC) timing reference through the network.

e (apable of providing redundancy for all essential functions.
e (apable of bypassing all nonessential functions.

e Capable of a backup mode of degraded operation with reduced data rates
and fewer multiplexed channels,

31

N S TRt S T




LA DS SR NN

XA

S

AN AP

"

a
A

LI

~ARPEANAAA - | AN

L LA 4

Y

.
.

e Capable of providing other functions specifically selected for maximum
support and enhancement of network survivability.

In order for the transmission system designer to make good effective use
of these equipment characteristics, he must be assured that compatible
facilities will be available or can be provided. He needs tools to help him
nake tne correct site selection. The site selected, to the extent
practicable, should have the following characteristics: camouflage;
survivable routing of power, control, and signal cables; protection against
intrusion or sabotage; protection of energy and power supply; site EMP
protection; radiation and fallout protection; minimum vulnerability to attack
by artillery or aircraft; capable of emergency operation without air
conditioning or other climate control; and, possibly, provision for trench
mounting of equipment in fixed facilities for protection against attack.

Design ingenuity might provide many of the above listed characteristics
with only minor increases in costs. This could provide major enhancement of
communications system survivability, but it will only happen with a concerted
dedicated effort.

The transmission designer's list of equipment should include all
properties and characteristics of each equipment that enhance survivability.
The listing should provide guidance on the best type of facilities in which
each equipment should be installed to take advantage ®f its capabilities, and
additional guidance for each equipment's best deployment to enhance
survivability.

5. TOOLS FOR NETWORK RECONSTITUTION

In addition to design tools that permit communication restoral by using
alternate paths, design tools are needed to aid the design engineer in
developing a system that will permit the most effective use of replacement
equipment to reconstitute the required communications capability following
massive destruction of portions of the network. This equipment might be used
in either the same or an alternate location, and employ either the same or an
alternate technology.

Most of the tools already discussed will also be applicable to
reconstitution, but to maximize their effectiveness they must be given some
special consideration. For example, the "Listings of Important Survivability
Considerations (check lists)" should include some items directed at this
special application. These items should ask questions related directly to
reconstitution of operational capability in portions of a damaged network.
One such question would be whether all equipment being installed in fixed
installations is designed for possible use in network reconstitution. This
question leads to others, concerning whether the equipment is easily portable;
whether a man could carry it on his back if necessary; whether it can be
powered by portable (perhaps temporary) power supplies; whether all radio
equipment is easily adjusted to all frequencies that might be needed; whether
all new multiplexers can be installed as replacements in as many different
applications as possible; and whether all equipments are designed for
compatibility with alternate transmission media (e.g., a cable link could be
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RN used to replace a radio link and vice versa). Considerations such as these
- are necessary to permit equipment from an inoperable facility to be used to
(i bring another inoperable facility back into operation, or alternatively, used
e to equip an entirely new operating facility.

Ry In addition to providing a capability for equipment to be salvaged from
. neavily damaged standard facilities so that it can be used for restoration of
p- ' operation in another damaged portion of the network, the designer should also
b provide some equipment intended specifically for reconstitution of

~ communications capability. For example, a rocket-propelled missile has been
S ) developed which deploys fiber optics cable behind it for guidance. The cable
N is used to provide a television picture from a camera in the nose of the
S missile, and to carry control signals back to the missile. A similar device
iy without the warhead could deploy a fiber optics cable over short distances for
- temporary reconstitution of important military communications. Fiber optics
L cable is immune to the terrain clearance problems of microwave radio
SN communications. Millimeter wave radio offers another possibility for
b reconstitution of communications capability. Small, lightweight, low power,
N manpack millimeter wave repeaters could be developed for establishing an
- alternate emergency transmission path with a number of short repeater hops
A between otherwise operational nodes which have lost their interconnecting
ack microwave link. Airborne repeaters could be considered for some of the longer
o interswitch links.

-
%Ei 6. TOOLS FOR DESIGNING FOR A NUCLEAR WARFARE ENVIRONMENT
B Because many transmission system design engineers are not familiar with a
L nuclear warfare environment, special tools and guidance should be provided for
wlet this environment. Although some precautions for a nuclear environment, e.g.,
S EMP protection, have been mentioned in preceding sections, this type of

- warfare deserves special consideration. The transmission design engineer must
AR design for this environment with understanding and a sincere desire to make
i sure that all new equipment, new facilities, new network designs, and new

" installations take advantage of all practicable and affordable improvements in
;\i network survivability in a nuclear environment. The designer must not assume
,Q} that there is no possibility for communications to survive in such a harsh
"o environment; and conversely, must also not assume that directly targeted

}:a communications can survive. Between those two extremes there is considerable
e room to provide effective and survivable communications in nuclear warfare.
o Many.of the survivability improvements may be simple and relatively low cost
v {: if undertaken at the beginning of new designs. They may be things that were
S35 previously neglected because they were either overlooked or misunderstood.
):rl The earlier the designer gives specific attention to these things, the more
‘tit A quickly they will begin to evolve into an affordable communications network

L which will provide enhanced survivability.

A The design information for improving survivability during and after

. nuclear attack should be developed into a set of engineering handbooks,

N computer programs, or whatever form is most convenient and useful for the
Ll design engineer. Each handbook (if that is the selected form) should provide
e a background discussion of particular nuclear phenomena, the susceptibility of
..f' communications systems to these phenomena, and various methods of mitigating
b
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the susceptibility. Charts and tables or computer files should be provided

for the quantitative evaluation of the susceptibility. They should show how

the susceptibility changes as various design parameters are changed. In order

to be an effective and useful tool, each must provide clear, simple, easily

understood instructions for its use. Such design tools might include methods

of evaluating radiation effects on communications systems, and shock and blast

affects on communications facilities. (A handbook for EMP is already in !
preparation.) Alternatively, the handbooks could be organized by

communications medium, e.g., one for fiber optics transmission covering all

nuclear effects, another for microwave transmission, etc.

Tall microwave towers are somewhat vulnerable to the blast from nuclear
explosions. The smaller, shorter supports for much smaller antennas adequate
for millimeter wave radio are individually much less vulnerable to such
damage. Because of the attenuation of millimeter waves by atmospheric
propagation, repeaters for millimeter waves must be placed much closer
together. Although this permits them to use shorter antenna supports, there
will be many more of them to be damaged. Since each is smaller, uses less
power, and costs less, there are other trade-offs in addition to
survivability. The transmission system design engineer needs a simple,
convenient method for determining the degree of improvement in system
survivability that could be obtained by making certain design changes, and for

= comparing its value with the trouble and expense involved. How much more
i:i Tikely is a transmission link to survive in a nuclear environment if it.
3 employs several millimeter wave repeaters as an alternative to a few microwave
. repeaters, and what are the relative costs of the two approaches? Many
D solutions to survivability problems require obtaining new real estate (or
i easements), which is difficult to get in foreign countries. The improvement
in survivability from using millimeter wave transmission should be evaluated

" against the cost and availability of the required real estate (see the section
e on Alternative Transmission Media.) Such installations should provide maximum
NN survivability within the allotted funding.

Studies of the applications of fiber optics transmission in the DCS [43]
e indicate that it may increase the survivability of the DCS, particularly when
- used in combination with other transmission media. Fiber optics cable is
. immune to many of the types of degradation that affect either radio

o communications or other communications cable. However, fiber optics
o transmission is known to be degraded by atomic radiation. The system design
= engineer must know how deep to bury the cable to protect it from the

- radiation. He or she needs an evaluation of the degree of protection vs.

~, depth of the cable for different types of soil or other substances in which it
o might be buried. A convenient method is needed for determining effects on
t signal margin and time to recover following an atomic event as a function of
N the depth of the cable. Also, the information should provide guidance for
a2t protecting transmitters and receivers, used with the cable from radiation,

EMP, ground shock, or blast. Because obtaining sites and rights-of-way is

o likely to be very difficult, the design engineer needs information about costs
) and degree of improvements in survivability in order to make the trade-off

- studies to compare fiber optics with other media. Also useful would be

ﬁ knowing the length of unburied cable that woula provide a sufficient degree of
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recovery to provide useful communications in a reasonable length of time
following exposure to atomic radiation.

Note that many survivability improvements for conventional warfare will
11s0 enhance nuclear attack survivability, and vice versa.
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IV. CONCLUSION AND RECOMMENDATIONS

oo Adequate military communications are essential to the security of the
R United States, especially in the various stages of major wars. We must be
o sure that enough communications survive to make effective use of our military
‘}t} forces and weaponry, even in the face of a concerted enemy effort to destroy
b pboth the communications and the forces they support. Transmission design
- engineers must be interested in designing a system that resists damage and
disruption. They should be more interested in the connectivity of a damaged
A, network than in the efficiency of an undamaged one, where efficiency refers to
AN things that enhance profits in a commercial network often at the cost of
énf survivability. Survivability should be a criterion in every design decision.
-,

The transmission system designer will seldom, if ever, be provided the
opportunity to design a whole new system at one time. He will always be

o restricted by facilities already in place and the amount of resources

el available. We could not afford to replace an existing system with a new
o survivable one. However, the DCS is an evolving system, undergoing nearly
el continual change as new equipment is acquired and installed. If as new
Y, equipment is acquired and installed for any purpose whatsoever, careful

planning and design assures that it also significantly enhances the
survivability of the network, then the network will evolve into a very highly
survivable wartime communications network.

To be sure that the desired evolution to a survivable system happens, the
design engineers need the proper directives and guidance. They need to make
- the most efficient use of available resources for enhancing survivability in

ey addition to satisfying many other demands for those resources. The equipment
and facilities must resist enemy efforts to disable them, but the

|3 4
;\3 communications must survive the inevitable loss of some facilities and
11}: equipment that will occur in wartime. Making extensive changes in a large

2 worldwide system such as the DCS takes a long time. Even though fully

' satisfactory survivability cannot be achieved in the short term, short term
o o "quick fixes" must continue to be used to provide an acceptable level of
f\; survivability while the long term evolution to satisfactory survivability is
iiﬁ occurring.

G
if; To achieve a maximum degree of survivability per unit cost, survivability
. must. constantly be planned from beginning to end; it must permeate the entire
NN design process. To the extent possible, all survivability enhancements should
7 evolve in parallel. Providing them in sequence extends the length of time
'vg required, and often leads to conflicts that make some improvements
Qhﬁ unacceptably expensive. Although there have been many studies related to
M survivability of the DCS, and many of these have resulted in survivability
oS improvements, they largely neglected the needs of the design engineer. Very
:;&* little of the work was directed toward providing convenient survivability
Al design tools for the design engineer, but the engineer is a key to providing
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communications survivability.

Because the enemy can devise new methods of attack much more rapidly than
vulnerabilities can be corrected in a large system 1ike the DCS, those
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vulnerabilities must be recognized early and designed out of the system. The
past practice of using afterthought and modification must be replaced to the
maximum practical extent with one of foresight and design. This foresight
must be applied by the design engineer. He or she must make sure that the
equipment developed can provide a survivable system, that facilities provide
for its optimum use, that there is a backup for all critical functions, and
that noncritical functions can be bypassed if necessary. He or she must
provide the automatic adaptation required to keep a heavily damaged system
working when operators are incapacitated. He or she must provide processor
controlled monitoring and analysis of the system to aid the operator in doing
nis job. He or she must design homogeneity into the network so that there are
no particularly attractive targets for the enemy. He or she must make sure
that alternate paths are provided, making optimum use of alternate
transmission media, and that there are the necessary switching and control to
make the best use of them. He or she must take advantage of terrain
features. He or she must provide the necessary alarms and countermeasures.
He or she must make sure that critical users are homed on multiple switches.
This 1ist could go on and on. The design engineer doesn't know how to take
care of all of these details; indeed, he or she doesn't even know all of the
things that should be considered. The designer is in need of convenient
design tools to simplify the very complex task of providing a survivable
network.

These tools should be used repeatedl® as the design engineers pass through
each and every step or stage of evolution in the design, development, and
installation of the system. They must provide the guidance and other
information needed to keep the evolving communications system moving-most
effectively and economically toward increased survivability. The tools need
to indicate what resources can be applied, where they should be applied most
effectively, and the order of priority. The designer should be able to apply
the tools knowing only the status of the network at the time they are
applied. The tools should not require extensive consideration of previous
choices, but they should be frequently updated to reflect the latest
technology. (Research must continue to provide information to do such
updating.) Future choices should depend on repeated application of these
tools within any constraints that might be imposed by budgets, political
considerations, or international relationships. Although the tools should not
depend on information which might be difficult or impossible to obtain, they
should provide for taking advantage of such information when it is both
available and useful.

A very useful tool for the transmission engineer would be a listing of
“do"s and "don't"s for survivability guidance. Other tools should provide
guidance for determining the best way to apply redundant paths in an evolving
network, and most effectively applying alternate transmission media. Lists of
materials and equipment specifically designed to support network survivability
should be provided. These lists should include the properties and
characteristics of the materials and equipment, and should provide guidance
for making the best use of them to enhance network survivability. Guidance
should also be provided for making the most effective use of replacement
equipment and other resources during reconstitution after massive damage to
portions of the networks. In addition, the design engineers need special




guidance to design for survivability of communications during and after
nuclear warfare.

The author recommends that convenient-to-use design tools be developed
that will encourage the transmission engineer to make survivability
inmprovements with every change to the communications networks and to make
survivability a criterion in every design decision, so that the DCS will
evolve into a satisfactorily survivable communications system that we can
afford. These readily available convenient-to-use design tools should make
the design engineer "think survivability," which is required for the desired
survivable network to evolve.
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