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On the Number of Close-and-Equal Pairs of Bits in a String
(with Implicationson the Security of RSA’s L.S.3)

Oded Goldreich
Laboratory for Computer Science
MIT room NE43-836,Cambridge, MA 02139

e AT Abstract

We consider-the following problem: Let s be a n-bit string with m ones and n—m
zeros. Denote by CLy(s) the number of pairs, of equal bits which are within distance
t apart, in the string s. What is the minimum value of CEy(-), when the minimum is
taken over all n-bit strings which consists of m ones and n — m zeros?

We prove a (reasonably) tight lower bound for this combinatorial problem.

Implications, on the cryptographic security of the least significant bit of a message
encrypted by the RSA scheme, follow. E.g. under the assumption that the RSA is
unbreakable; there exist no probabilistic polynomial-time algorithm which guesses the
least significant bit of a message (correctly) with probability at least 0.725 , when
given the encryption of the message using the RSA. This is the best result known
concerning the security of RSA’s least significant bit.
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1. Introduction

This paper combines a combinatorial study with the application of its results to
the analysis of a eryptological question. (The combinatorial problem is fully defined
and solved in Secc. 2.)

1.1. Cryptological Background

The importance of the notion of “partial information” to cryptographic research
has gained wide recognition through the pioneering works of Blum and Micali [BM] and
Goldwasser and Micali [GM]. In this paper we consider a much more specific question:
the cryptographical sccurity of the least significant bit of a message encrypted by the
RSA scheme (hereafter referred to as RSA’s Ls.b) .

The RSA encryption scheme was presented by Rivest, Shamir and Adleman [RSA].
It is the best known implementation of the notion of a Public Key Cryptosystem,
which was suggested by Diflie and Hellman [DH]. Encryption using the RSA is done by
raizing the message to a known exponent, ¢, and reducing the result modulo a known
composite number, IV, the factorization' of which is kept secret. The inverse of e in
the multiplicative group Z; N) is used for decryption and is kept secret. It is widely
believed that the RSA is hard to break. This means that an adversary who does not
know the secret (e~! mod p(IN)) will not be able to compute the message from its
encryption (i.e. to invert the encryption function).

However, even under this unbreakability assumption; it might be the case that
| the RSA leaks some “valuable” partial information. Le. it might be that given the
: ciphertext, one can compute some function of half of the bits of the plaintext. Proving
that, under the unbreakability assumption, this is infeasible will make the RSA much

: 3.. more attractive. This seems to be a high tool. Research attempts are meanwhile focused
at the feasibility of guessing correctly the least significant bit of the plaintext (i.e.
3 RSA’s l.s.b.)2 ]
1 : By saying that RSA’s l.s.b is p-secure we mean that guessing it correctly with
i probability at least p is as hard as inverting the RSA. Consider an oracle that when i

given the encryption (using the RSA) of a message guesses the least significant bit of
the message correctly with probability p. Such an oracle will be called a p-oracle for
RSA’s I.s.b . Clearly, the existence of a polynomial time algorithm that inverts the
RSA using a p-oracle for RSA’s 1.s.b implies that RSA's 1.s.b is p-secure.

It is believed that RSA’s Ls.b is (1 + ¢)-secure , for arbitrary small constant e.

Proving this statement might be a major breakthrough on the way to proving that any
“valuable” partial information about the message encrypted by the RSA is as hard to
get as inverting the RSA. Progress towards this goal has been slow but consistant, in
the recent years.

! To be exact, NV is the produce of two large primes, p and q. () is the Euler’s totient function,
thus (pg) = (p - 1)(¢ ~ 1)-

2 Nevertheless, results have been acheived also w.r.t. other kinds of partial information. For details
consult [BCS] and [VV2].
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The first step was taken by Goldwasser Micali and Tong [GMT] who proved that
RSA’s Ls.b is (1 - ”L')-sv('uro, where [N is the size of the RSA’s modulus.

Ben-Or, Chor and Shamir greatly improved this result by proving that RSA’s Ls.b
is (: + ¢)-secure, where ¢ is fixed and arbitrary small. Their paper [BCS) contains an
algorithm which inverts the RSA function. Their algorithm uses a (5 1 «)-oracle for
RSA’s Ls.b (in order) to determine the paritics of certain multiples of the original
message. For further details consult [BCS] or [VV2].

Vazirani and Vazirani [VV1] have presented a very sophisticated modification of
the algorithmic procedure used by Ben-Or, Chor and Shamir. The theme of their
modification is a much better use of the oracle answers. They showed that their
modification is guaranteed to succeed when given access to a 0.741-aracle for RSA's
l.s.b. Recently, they have improved their analysis by showing that their modification
is guaranteed to succeed even if it uses a 0.732-oracle.

Using the combinatorial results obtained in this paper, we show that the Vazirani
and Vazirani algorithm is guaranteed to succeed when it uses a 0.725-oracle for RSA’s
l.s.b. Other observations w.r.t the Vazirani and Vazirani algorithm as well as w.r.t
other inverting algorithms are also implied.

1.2. Our Results

The following problem occured to us when trying to improve Ben-Or, Chor and
Shamir’s result [BCS]:

Let s be a n-bit string with m ones and n — m zeros. Two bits in the string s
are said to be t-close if they are within distance t apart. Denote by CFE(s) the
number of pairs of equal t-close bits in the string s . What is the minimum
value of CEy(:), over all n-bit strings which consists of m ones and n — m zeros?

In Sec.2 we prove a (reasonably) tight lower bound on this combinatorial problem.
With respect to proving the “amount” of security of the least significant bit of the
RSA, this is a double-edged-sword:

(1) It provides a powerful tool for analyzing certain algorithms for inverting the
RSA using an (} + 6)-oracle for RSA’s Ls.b .
For example the algorithm proposed by Vazirani and Vazirani [VV1] is shown

to work when it uses any 0.725-oracle for RSA’s ls.b (i.e. §=0.225). This
establishes the best result known conserning the security of RSA’s L.s.b .

(2) It points out the weakness of various proof techniques for determining the
cryptographic security of RSA’s l.s.b .

For example the Vazirani and Vazirani algorithm [VV1] may fail to invert if it uses a
5-oracle for RSA's L.sb .

Threa implications will be discussed in Sec. 3 . We believe that the combinatorial
result has .lso other implications.
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The Combinatorial Results

In this section we give a formal definition of the combinatorial problen, discussed
in the introduction, and prove a (reasonably) tight lower bound on it.

2.1. Definitions

Let s = (sg.5),82....8 _ 1) be a binary string of length [s]. We denote by sk, (s
the string which result Irem s by the application of ¢ left cyclic shifts. Le:

shi(s) = (S0 1siio e Siv 1)

where indices are considered modulo st

Define the 7-overlap of a string, s, to be the number of positions which agree in s an
sh,(s). The r-overlap of s will lw d¢ noted by over,(s) , i.e.

overi(s) = Hamming(s = shy(s)),
where = denotes the bit by bit equal operation and Hamming(s) denotes the number
of ones in s . Note that overy(s) = [{;: 0 < j < [s| A 5; = s;..i}] -

Denote by AverOver(s,t) the average over the t-overlaps of s for 1 € {1,2,...t}. le.

AverQOver(s, t) Z over(
1-—]
We remind the reader that CE,(s) was used to denote the number of pairs, of cqusl
bits which are within distance { apart, in the string s . Le.

CEs) = {(i,i} 0 <i<j<nAsi=s; ANj—i< ),
where n = | s |.
Clearly, CE(s)=X{_{7:0 < 7 < n A s; = 5;4:}|- Thus,
CEy(s) = t-AverOver(s,t) .
When evaluating CE;(s) consider “lines” which connect equal t-close bits in s (i.e.
positions that contain equal values and are less than ¢ bits apart in the string s). These

lines are hercafter called overlines. Note that CEy(s) is nothing but the number of

overlines in the string s.

Let n and m be integers such that 0.5n < m < n. Let § = T:;O-P—". ‘e denote

by S¢ the set of n-bit binary strings with m=(0.5 + 6)n ones (and n — m zeros).
Denote by Aver(n.6,t) the minimum value of AverOver(-,t) divided by n, when
minimized over all strings in S%. Le.

Aver(n,é,t)= min,eg { L - AverOver(s,t) }.

It is straightforward to sce that for every s € S, AverOver(s,n)=(0.5 + 26%)n.

In this scction we study Aver(n,6,t) for arbitrary t, t<n. We obtain non-trivial
n

results, as the surprising fact that Aver(n,0,t) converges to V2 —1=0.414 , when 2
and t are large enough.
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2.2, Propositions

We will assume throughout this section that ¢ - i(u =27 We will analvze Aver{n.a )
as follows: first we will show that the minunum of CFy() i achicived by strings which
belong 1o a restricted subset of N7 and next we will mininuze CF 1) over this subset.
This will establish a lower bound on Aver{ro.t). The upper bound will be fmplied
by the prool of the lower bound. since this prool specifies a string s < S7 for which

CLy(s) = nt -Aver(n,0,1).
2.2.1. Reduction into a restricted subset

In this subsection we will show that when analvsing Averpn ) it is enough to
consider strings in 8% which have the following property:

The string contains no “short 3-alternations substring”™. A short S altcrnalions

substring is a substring of the form o7 0 7 and length less than ¢« 2. where

o = 1< {0, 1}. (Here, and throughout this paper, 0 denotes a non-cmpty string

of 0's.)

Proposition 1: over,(s) = over,(sh,(s))
Prop. 1 follows directly from the definitions which consider strings as if they were
cycles. From this point ¢n, we also take the liberty of doing so.

Proposition 2: Let o; € {0,1}, for 1 < j < 2¢. Let o be a binary string. Let
Nyry = C];1<U102' Ot To0. (0.0 '03(0) . Then Ny — Ny = 2((7; - (7'_)().

proof: Note that the difference between n,,,, and n,,,, is only due to the existence
or non-existence of overlines between o) and r; and between 7 aud o4, . Details are
left to the reader.

Qud

Note that switching ry and 7 in the string o10s-- 0,7, 700, . |0, -0oa results in
the string 0109+ 047271044107 .2+ - -oyrx. The latter string has more overlines (than the
former one) only if o) = 2 3¢ 7, = 02,. Note that the latter string has less overlines
if 0y =71 5% 10 = 09,.

Proposition 3: Let o be a binary string and let z,y.2, u be integers such that
z+y > tbuty+ 2z <t Then:

(i) CEfor%oVr* lora) < CE(or*0Yrioal).

(i) CE(or70Vr* toro® 11! oa) < CE(or70Vrio%r! “oa).
(i) CE(o170Y0r?a) < CEor70Vr700).

proof:
‘art (i) follows by switching in or70¥r0a the o on the Lh.s. of « with the 7 on the
Lh.s. of that o; and recalling Prop. 2. (Notice that the symbol in or70¥r“0a which is
t bits to the left of “the switched 7" is also a 7.)

[ 1.t u

Part (n) foll ws by switching in or70¥r°0"r' " "oa the o on the Lh.s. of o% '7
with the 7 on the Lh.s. of that o and recalling again Prop. 2. (Notice that the symbol
in or’o¥r70"r! “oa which is t bits to the right of “the switched ¢ is also a 0.)

oa

Part (iii) follows by z sequential applications of part (i).




DA el A

Corarik Close anad Pyt s e 1t oS e

{"u/

Proposition 4: Let s O N9 bea binary string such that CFE(s) o f Avernéon),
(Leo s s aostring with mintmum number of overlines among all strings o N7 0 Then

there exist a string, &'« S0 such that

(1) The string " contains a substring of the form 107170 the length of which is
at least  + 2.3

G0 CLST - CE(s) + 15

proof: Note first that s is not of the form 071V (Otherwise switching the adjacent
0 and I in s, results ina string with less overlines.)

Consider an arbitrary substring, a. of length ¢t in s. Let 2 denote the number of zeros

in a (t - z i~ the number of ones in a).
Case 1: If 2 == 0 or = = { then the proposition follows, when s == s.

Case 2 (0 < z < t): Let oy and oy be the bits adjacent to a in the string s. Replacing
oraop, by a;0°1" <oy in the string s results in a string s'. Note that the number
of overlines within o, a0y, is equal to the number of overlines within ¢,0°1" “oy.
Also note that the number of overlines between the 071" “-block and the rest of s’
(excluding o, and o) is at most t(t — 1). Thus, CEy(s") < CEy(s) + t{t — 1) and
the proposition follows.

Qed

Proposition 5: Let s’ € S be a string, with minimum number of overlines,
which satisfies Prop. 4 . Then with no loss of generality, the string s’ contains no
substring of the form 107 1° 0 the length of which is less than t + 2. Furthermore, the
string s' contains at most one substring of the form 01°0° 1 the length of which is
less than ¢ + 2.

We remind the reader that CEy(s') < ntAver(n,§,t)+t> and that s' € S5.

‘proof: By the hypothesis, s' contains a substring of length at least t + 2 which
has the form 10" 1"0. The following is a sketch of the proof:

Starting at such a substring and scanning s’ cyclicly (from left to right) we apply
switches to make sure that all scanned substrings of either the form 10°1°0 or
the form 01°0°1 are of length at least t + 2. We stop before scanning the last
unscanned 01*0* 1 substring. Noticing that the above process does not increase
the number of overlines, we are done.

The proof proceeds as follows:

By Prop. 4,), we can assume, w.l.o.g, that s’ == 10°1/0a, where i +5 > tand a € {0,1}".
We define the following scanning procedure and apply it to Ssean = 138017800 (38
denotes the “starting position” and $ denotes the “current position” in the scanning.)

* We remind the reader that o * denotes a non-ciipty steing of os.
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procedure scanning (09770 %7 ot 0 y530) recursiog
lo.r e {01}, 03 7, 0,532 0 (N $8) and 31,300 {0,1}7.)
tf 31— ¥ then return(or’oY:70.4,.4,); [terminates.]

[(vi = N «f y+ = > 1! then [considers next block.]
return(scanning (707 %5009~ de0y07? 1))

[v1 = X\ and y + =z < t] [transfers one 0.]
rcturn(scanning (oygr o¥oy° a3 ) )

end; .

It is possible to verify that the string scanning(s...) satishies the statement of the
proposition. For details, consult the Appendix (See. 6.1).

Qud

Proposition 6: Let s’ € S be a string as in Prop. 5. Then there exist a string

s” € S§® such that:

(i) The string s” contains no substring of the form 10" 170 the length of which
is less than t + 2.

(i1) The string s” contains no substring of the form 01°0° 1 the length of which
is less than t + 2.

(lll) CE((S") < CE((S’) + 12,

proof: By the hypothesis s’ has no 101" 0 substring and at most one 01°0"1
substring of length less than t + 2. Assume that such a unique 01¥0°! substring of
length less than { + 2 exists; i.e. y + z < t. Replace this substring in s’ by the substring
00°1Y1 resulting in a string s”. Note that s” satisfies both (i) and (ii). To conclude note
that CE(s") < CE((s') + t* — t. [The number of overlines within 01¥0°1 is equal to
the number of overlines within 00°1¥1; the number of overlines between the 0°1¥-block
and the rest of s” is lest than t(t — 1).] The proposition follows.

Qed

We remind the reader that our objective is to given a good lower bound on
Aver(n,6 t)=min g+ ;5 CE(s). Note that we have restricted our attention to strings
that donot have short 3-alternations substrings; i.e. substrings of the form 01'0*1
or 1071°0 which have length less than ¢ + 2. This is suflicicnt since there exist such
a string, namely s”, that has approximately the minimun number of overlines. l.e.
CEy(s") < ntAver(n,§,t)+2t. Formally we define % to be the set of strings which
belong to S% and do not have short 3-alternating substrings. Averp(n,6,t) will denote

min, ¢ s % CEy(r). Clearly,
Proposition 7: Aver(n,6,t)<Avery(n,é,t)< Aver(n,6,0)+% .

prool: By Prop. 4,5 and 6, s" € K% and ntAverp(n,6,t)< CE(s") < CE(s) +
2t° = »tAver(n,6,t)+2t%. Thus, the proposition follows.

Qed

Let us define even a more restricted subsct of S4: The set M R? is the subset of
strings which belong to R, and do not have long homogenous substrings; i.c. substring of

T e M e e i e —
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the form o' where o < {0, 1}, Also, Averayp(n.é,t) will denote ming, agee L CEAT).
Let us first give a tight lower bound on Avery;p(n.é,t) and only later prove that this
bound is approximately also a bound for Averg(n,é,t).

2.2.2. Lower bound for Averyyp(n,é,t)
Recall that each of the strings in MRY, C S? has the following properties:
(1) The string contains no short 3-alternating substrings.
(i) The string contains no Jong homogenous substrings.

We will relay on the above properties of the strings in M R? in order to bound

Averyyp(n,é.t). Given a string r ¢ MK, we will introduce an expression, for 15 (r),
which depends only on the numbers of bits in cach maximal substrings of consccutive
equal bits. In other words, we will introduce a localized counting of CEy(r).
Definition: We say that b is a block (an all-o block) of the string r if it is a maximal
substring of equal bits. l.e. b = ¢~ and r = rbra, where 7 5% 0 and o is an arbitrary
string.
Denotations: Let g denote the number of all-zero [all-one] blocks in . Beginning from
an arbitrary position betwecn an all-one block and an all-zero block and going cyclically
from left to right: number the blocks of consecutive zeros [ones] by 0,1,2,...,(g — 1) .
Denote by z, the number of zeros in the <-th all-zero-block and by y; the number of
ones in the i-th all-one-block. l.e., r == Q70 [¥0Q71 1¥1Q%21Y2.. Q%1 }¥e-1,

Proposition 8: Overlines occur (in r) only either within a block or between two
consecutive blocks (of the same bit).

proof: Consider any substring of the form 10*1*0%1 in r. By Prop. 6, the length

of this substring exceeds ¢t + 1 and therefore no overlines exist between the extreem 1’s.
Similiar observation holds for any 01* 0% 170 substring. Thus, the proposition follows.

Qed
Remark: Note that Prop. 8 holds even if r € RS.

This suggests to evaluate the number of overlines (in r) by counting the
“contribution” of each (homogeneous) block to it. This counting is hereafter referred
as the Block-Localized Counting (BLC) and proceeds as follows:

Block-Localized Counting (with respect to a block of length [ in r):
(i) The number of overlines within the block, denoted I;.

(ii) The number of overlines between bits of the blocks neighbouring this block
(i.c the first block on its left and the first block on its right), denoted By.

Note that I; and B; arc easy to evaluate and can be used to express C(r). Namely,
Proposition 9:
(i) CEy(r) = X?_':,((Ivl + B,) + (1., + B.,)), where r = 0°01V001 {¥1. . .Q%-11Ve-1,
(i) Por I < t, Iy = (}) and By = £t} 4.

{
2
t
2

(iii) For 1 = . I = (1) and B, = 0.

YR

.
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proofl: Part (i) follows by observing that each overline is counted exactly once.

To evaluate 13 consider, w.l.o.g, the substring 00'1°0¥1. If ¢ + [ < t then the number
of overlines between the leftmost 0 and the 0's to the right of 11-block is 1 — (I + 7).
This is due to the fact that (by r € MR2) I + k > t. Also note that if ¢ +/ > { then
there are no overlines between the Ic[tmost 0 and the 0’s to the right of the 1-block.
Thus, B; = E:-;'(,-'(t —1—1)if ! < t; and B; = 0 otherwise.

Clearly,for < t+ 1, ], = (i) Thus, the proposition follows,
Qed

Remark: Note that for [ > ¢, I, == ( )+ I —t)t and By = 0. (Note that for k > 0,
CE((0''*) = CE(o'** ')+t = CE,(o") + kt.) However such substrings donot exist
in a string which belongs to M R?.
Evaluating I; + B; we get

Proposition 10: The contribution (to the BLC) of one I-bit long block (in 7} is:

)y =12—(t+1)l + 5t

proof: Recall that r € MR’ and thus | < t. using Prop. 9(:1) and 9;;), we get
f()y= (é) + 4(t = 1)(t — ! + 1) and the proposition follows.

Qed

Note that the contribution of all the all-zero blocks to the number of overlines (in r)
only depends on the way the zeros are partitioned among the all-zero blocks. (L.e. it
is independent of the way the ones are partitioned among the all-one blocks.) This
contribution amounts to:

9(20,7-], oy zq—l) = Z:,;:) f(zi) ’

where r = Q201VoQ=11V1 ... Q%-1]Ve-1,
Note that g(-,-,- -, ) is a quadratic form and therefore

Proposition 11: For fixed ¢, ¢t and k&, the minimum value of the function
g9(zo, Z1, .., Zg—1) subject to the constraint k = }:"_0 z;, is obtained at 7o = z; =

-..=zq__l__q .

proof: Note that g(zo, z1, . ,::q 1) —l(:ro - ﬂ'{—l! Zf 0z —
(t+1)-k+ §t(t+1)-q . Since £I_; z? subject to k = ):q__:, z, is minimum when the
z;s are equal, the proposition follows.
Qed
Thus, the minimum number of overlines is achieved if all the all-zero-blocks [all-one-
blocks! »re of the same size. This yields

Proposition 12: Let @ = {q € Integers: 7 < q < n—m}. Then:

ntAver pp(n,6,t) > mingq{g - (f (m) + f( N} e
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We remind the reader that m == (0.5 + 8)n .

proof: Note that the number of blocks in a string, r € M %, must be in Q. The
proposition follows immediately from the definitions of Aver g (n,6.t) the functions
() and g(-.- -} and Prop. 9,10 and 11.

Qed
Elaborating the r.hos. expression of Prop. 12 we get
Proposition 18: Avery g (rn.6.0) > ming, o {h5(q)}. where
nig) = ' q 4 “"r”,""":”’ S
proof: ","(f("'l’) + 7" q”'))
LG R (R R K L R
e R R L T )
Qed

Note that

Proposition 14: The minimum of the function h%(-) is obtained at:
o fonsssr
Amin = ,(H,]T n,;

and the minimum value, h%(g,nin), is:

vf=\ﬂ2+862) . %—L—'—’:—l .
Thus, Aversp(n,é,t)> vf. All that is left is to derive a lower bound for Averp(n,é,t).
2.2.3. Lower bound for Averp;(n,6,t) and Aver(n,é,t)

In this subsection we show that a string, ry € R®, with minimum overlines can be
transformed into a string rh € MR%,, such that n’ &~ n, §' ~ 6 and CErp) = CEy(rq).
We conclude by using this fact and the lower bound for Aver s, (n,6,t), to introduce a
lower bound for Averp(n,é,t).

Proposition 15: Let rg € Rf, be a string with minimum number of overlines; i.e.
CEy(ry) = ntAvery(n,é,t). Then:

(i) For o € {0, 1}, either ry contains no substring of more than t consecutive o’s
or 7y contains no block of less than ¢t consecutive ¢’s. Futhermore, w.l.o.g, rg
contains atmost one substring of more than ¢ consecutive o’s.

(i) If t > jl_ig then rp has no substring of the form o

+
>

|

then Aver(n,6,t)=26.

(i) If £ < i
1

+

(iv)Ift > ‘1’—_‘

>lam o

then there exist a k < t,a 6’ > & and a rj) € MR’ such that

CE,(T()) Z Cl’?,(ri)) - kt .

. e e

T e e 4 b < A 7w
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proof:

Part (i) Note that omitting one o from o substring that contans more than ¢ oa <
decreases the number of overlines by exactly 0 Addimg one e 1o o block of £ oS
mnereases the number of overlines by ¢ if & = £ and by loss thoa ol & - 0 Thus,
w.l.o.g, ry contains at most one substring ol more than 1o« Aol note that rycan not
contain both a substring of more than  o's and a block of fess thun ¢ 7« 1Otherwise
omiting onc o from the fiest substring and adding 1t to the cccond one will resule
a new string which is also in RS but has less overhines than the stning 7 Thas s
contradiction to the hypothesis.) Thus, part () of the proposition tollows

Part {ii): Assume on the contrary that ry contains o 0-" substring.

Case 1 (¢ = 0): Since the number of 1~ is at least as much o< the numbor of
0’s. ry contains a 11 substring. OQmitting one of the ones i the 11 substring and
inserting it in the middle of the 0’0" substring decreases the number of overhnes,
in contradiction to the hypothesis.

Case 2 (0 = 1): By part (i) above and since ¢ > ‘) ry contains a 00 substring.
p \ g

L

Contradiction follows as in Case 1.

Part (iii): Note that the number of overlines in astring s € 8% isatlcast nt - 2() ¢t =

26nt. On the other hand, CE,((I'O)‘ + 17) = nt - 2:t, where n = (¢t « 1} = 7 . Note

]
that if t < fiﬁ then such a string exists. Part (i) of the proposition follows

é

(X1

Part (iv): By part (i), if ry contains a 0'** substring then it contains also a 1'°*

substring. Also rg contain at most one 0'0° [1'1° block. Thus. w.lbo.g. we consider
the longest 17 substring. Let [ denote its length. By part (1) it is enough to consider
two cases:

Case 1 (I < t): Let rfy = rg, k = 0 and &' = 6. By the above r{, = MR’
—= 0 0 r

Case 2 (t < | < 2t): Note that ry contains a 00 substring. Let k = 2t - { and r,
be the string which results from ry by the following procedure:

add k ones to the longest 1° block (yielding a 1°' block):
if 7o contains a 0'*" block (when u > 0)
then do begin
omit u zeros from the 0'*“ block;
insert them in the middle of the 1% block; end
else do begin
omit 1 zero from a 00 substring;
insert it in the middle of the 1% block; end

Let &' = 6 + 020 Note that &' = 228k 03 8 p15 note that by the
above, rh € MR, and CE((r}) < CE(ry) + kt.
Thus, part (iv) of the proposition follows.

Qi
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We conclude by using Prop. 15,4 and the lower bound for Aver gy (n.00) 1o introdaee
lower bounds for Averg{n.é.t) and Aver(n,é.1).

o, . ‘_ [y
Proposition 16: 11t > then

(i) There exist 0 < & < ¢ and ¢ > 4 such that
Averg(n,é,t)>Averyp(n 4 ko' t)-

(i) Averp(néut)>vp = 1

(i) Aver(n.o.t) >vf = ¥
proof:

By Prop. 15,y . Averp(n.é. )= “',('1;',(7"“) ~ ”l,(('l‘,',(r{,)-- 2 > Averyypein o« b !
Thus, part (1) of the proposition follows.

By Prop. 13 and 14, Averpppe(n + k,6',t) > of > ol . Thus, part (i) follows,
Combining the above with Prop. 7, part (iii) follows.
Qd

2.3. The Main Results
1

Throughout this section we assume that f}g <t<in-2).
2

Lower Bound Lemma: Aver(n,6,t) is at least

(Ve T o -

proof: The Lemma follows immediately from Prop. 14 and 16(;,) -

Upper Bound Lemma: Aver(n,é,t) is at most

YIRS t+1
(V2+86%) - Bl -8l + 0 + 5.

proof: The l.emnma follows from observing that the proof of the lower bound
specifies the structure of a string which achieves minimum CE,(-) among all strings in
M RS, The only problem in constructing such a string is that non-integer numbers, of

blocks and block sizes, may appear. However, we will show that the overlap added by
the round-up of the number of blocks is less than %1; while the overline added by the
round-up of the blocks’ sizes is less than %‘5.

Let g,.;n denote, as in Prop. 14, the value on which h‘f,(-) is minimized and let v =
t41 | (0.5426%)m,

,'qmm-, =~ Gwnin- Note that hrﬁ:”qrm’n‘l) - hz(‘]min) =V + R ([_q:n—] - q_,:,;)
t+1

Thus, hS([qumin]) < h&(Gmin) + -—. [A better bound can be obtained if the
number of blocks is rounded up to |g.n]. One can prove that RE (1@min])) <

t4l
hfx(qrm‘u) + O(( ‘71-)2)']
Consider the partition of the zeros among the g zero-blocks. Let 2 = '-:q'f and
assume by = z — (2] > 0. Consider the partition of |z] zeros to cach of the
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. . A'U .
first Ay zero-blocks and [z] to cach of the rest. Note that ‘ I 4. Deline
do = (ko F(L2]) + (¢ = ko) - 0=1) = (g S(2)). Using ko = (1 v 2] = 2 - 0
and [z] = z - v + 1, we get dy = g((1 — )z - 10)" 4 oz - o + 1) - 27)
quall — 1) < q(._l:)“' < gp-Incase 1y = 0, det Ay - g and note that dyy == 0. The
sanic applies to the partition of the 1's and the evaluation of dy. Note that the above

9

partitions define a string, s, < S;‘,, such that CLy(s,) - nt ~hf‘(q) == dg 4 d) <2 "

We coclude by noting that

A . I-I . red
AV(‘T("‘?’J)S ,,‘y( I/"(siq,,,." ) < ,,‘1(”( 'h:‘:”qluiu” + 2/) < hz((luuu) + ., * -_.,I;'~

Evaluating the expressions in the above lemmas we get
Corollary 1: ‘
(i) V2= 1-0(}) < Aver(n,0,t) < V2—1+0(})+0O(L) .
(ii) For t > 2500 and n > 300000 - {, Aver(n,0.177,t) > } + 0.0001 .

)
)
(iii) For ¢ > 500 and n > 10000 - t, Aver(n,0.225,t) > 0.55 + 0.0001 .
)
)

(iv) For every 2500 < t < phyp and 6 < 0.176 , Aver(n,6,t) < § .

(v) For every 500 < t < |yig0 3nd 6 < 0.224 , Aver(n,é,t) < 1 —-26 .

2.4. Additional Definitions and Results

In this section we define a different, yet related, combinatorial problem. Instead
of considering the average overlap over all “small”? shifts; we consider the maximum
overlap obtained by one of the “small” shifts. ’

Let us define an 7-overline to be a line which connects a pair of equal bits which
are (exactly) at distance 7 apart.

Denote by MaxOver(s,t) the maximum over the t-overlaps of s for 7 € {1,2,..,t}. Le.
MaxOver(s,t)=mar << { overy(s) } .
Denote by Max(n,6,t) the minimum value of MaxOver(s,t) divided by n, when minimized
over all strings in S% . Le.
Max(n,6,t)= min,cgs { - - MaxOver(st) }.

Clearly,

Proposition 17: Max(n,6,t) > Aver(n,b,t).
This establishes a trivial lower bound on Max(n,6,t). We donot beleive that this bound
is tight; however we failed to prove a better one. On the other hand the following
proposition yields an upper bound on Max(n,0,¢).

Proposition 18: ((i) is folklore and (ii) appears in van Lint|L])
(i) For every De-Bruijn Sequence®, s, of length 2* and every 4, ¢ € {1,2,.., k— 1}

* Nere, “small” mcans not greater than ¢,
5 The 2%-bit long string (sg, 81,82, ..., 820 ) is a De-Bruijn Sequence if (when considered in circular
order) it contain as subatrings all possible bit-strings of length k.

12




e t—— —— !

Conndroieh Close and Faguid Paars of it e HS V'S < b
1 ok

over,(s) = ., - 2

(i1) For every k there exists a Shortened De-Bruijn Sequence®, s, of length 2 - |
such that for every i, 2 & {1,2,. 2K — 2}

over (s) = AL S .’2 C(2F-1).

Using Prop. 18 we also obtain an upper bound on Max(n,6.t): i.c.

Proposition 19: [licre ¢ is an integer.|
(Fort+1=1=2-1,n=gqland b = 135{;—'. Max(n.o,0) < b +6— ;5 + 1
(i) Max(n,é,t)<Max(n,b,t + 1).

(i) Max(n.6.)< L+ 6 +0(5)
proofl: Part (i) follows eastly from the definition of MaxOver.

Let s be a Shortened De-Bruijn Sequence as in Prop. 18;; (i.e. over;(s) = 2871 — 1,
when 0 < 1 < 2% — 1). The proof of parts (i) and (i) consists of constracting strings
which are shown to have “low” MaxQver. {These MaxOvers will sct an upper bound
on the coresponding Max(, -, -).) The constractions use the string s* as a substring,
where k = log, t. Additional 1’s are used, to outnumber the zeros in the constracted
strings, in case § > 0. Details can be found in the Appendix (Sec. 6.2).

Qed

2.5. Historical Remark

The combinatorial results presented in Sec. 2.2 and Sec. 2.3 as well as Corollary
4 (of Sec. 3.2) were obtained during September 1983.

The exact statement of the VV-Theorem was communicated to the author on
November 21st; the results presented in Sec. 2.4 and Sec. 3.2 were obtained during the
rest of November 1983.

& A Shortened De-Bruijn Sequence, of length 25 — 1, is a 2%-long De-Bruijn Sequence in which a 1cro
has been omitted from the all-zero block of length & .

13
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3. On the CryptographicSecurity of the RSA'SL.S.B

In this section we apply the results of the privious section 1o the analvsis of
algorithms which invert the RSA encryption function when given access to an oracle
for the least significant bit of the enerypted message. This implies results {concerning
the security of RSA’s Ls.b.) which fall into the following three categories:

(i) A 0.725-security result (for RSA’s Ls.b)

(i1} Conditional improvements of the above result. Le. results which will hold if

some conjecture is proven.

{111) Bounds on the possibility of unprovements using current techniques.
{ ¢ ) ]

3.1. Specifie Background

Our 0.725-security result is based on Vazirani and Vazirani work [VV1], which is
an improvement of Ben-Or Chor and Shamir [BCS] work. In this subsection we sketch
some of the ideas used in these nice works.

3.1.1. A Sketch of Ben-Or Chor and Shamir Algorithmic Procedure

The essence of the Inverting Algorithm:

The plaintext is reconstructed , from its encryption, by running a g.c.d procedure
on two multiples’ of it. The values of these multiples (as well as the valucs of all
multiples discussed hereafter) are “small"®. A Modified Binary G.C.D algorithm
is used. To operate, this algorithm needs to know the parity of multiples of the
plaintext. Thus, it is provided with a subroutine that determines the parity of
these multiples.(see [BCS])

Determining Parity using an Oracle which may err:

The subroutine determines the parity of a multiple kz, of the plaintext ,z, by
using an (} + 6)-oracle for RSA’s Ls.b as follows. It picks a random r and asks
the oracle for the parity (i.e. 1.s.b) of both rz and rz + kz feeding it in turn with
E(rz) = E(r)E(z) and E((r + k)z) = E(r + k)E(z)? . The oracle’s answers are
processed according to the following observation. Since kz is “small” with very
high probability rz < rz + kz . Then, the parity of kz is equel to 0 if the parities
of rz and rz + kz are identical; and equal to 1 otherwise. This is repeated many
times; every repetition (instance) is called a kz-measurement (or a toss of the
kz-coin). Note that the outcome of a kz-measurement is correct if the oracle was
correct on both rz and rz + kz . The outcome is correct also if the oracle was
wrong on both queries (but this fact is not used in [BCS]).

T Al LLwegers and operations are considered modulo N, the RSA's modulus.

* Here and throughout the rest of the paper “small” means bounded by a very small fraction of the
RSA’s modulus,

¥ (M) denotes the RSA encryption function. Recall that E(M) = M* (mod N), where N and ¢
are respeetively the RSA's imodulus and exponent.

14
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(‘Trivial) Measurement Analysis:

A kr-coin toss s correct with probability at least 26 .

(Thix suflices if & —= : + ¢, see [BCS))
3.1.2. A Sketeh of Vazirani and Vazirani Maodification of the BCS-Procedure
Distinguishing a Good Coin from a Bad one:

IFor & < :: if when running a Monte-Carlo experiment on a kr-coin toss, more
than a 1-28 fraction of the answers agree on some value. then this is the correct
value.(In such a case the coin is said 1o be distinguishably good. See [VV1])

Using Distinguishably Good Coins:

Let ¢ be a fixed constant and K be a set of cardinality O(log N). If for every k € K
there erist a1 < j <t such that the (j - kx)-coin ts distinguishably good then cne
can determine the parity of kz. (This is done by replacing every kz-measurement,
of the subroutine, by a set of O(log log N} measurements, see [VV1]). (The above
condition will be referred to as the Distinguishability Condition.)

Vazirani and Vazirani combined the above sketched ideas to an algorithm that inverts
the RSA using a (} + 6)-oracle. It remained to be shown that when given certain
oracles for RSA’s 1.s.b the Distinguishability Condition holds. In [VV1] Vazirani and
Vazirani proved that the Distinguishability Condition holds for any 0.741-oracle for
RSA’s Ls.b,; in [VV2] they improved their analysis and showed that this condition
holds for any 0.732-oracle.

3.2. Cryptographic Implications of our Combinatorial Results

It is easy to show that the Distinguishability Condition is equivalent to the
following condition, hereafter referred to as the Big-Advantage Condition : for some
fixed t, Max(N,6,t)>1 26 +¢ .

(Use oracle transformation through multiplication by the inverse of kz mod N. Note
that if the inverse does not exist it is feasible to factor N and inverting the RSA
becomes easy.) This was also observed by Vazirani and Vazirani [VV2].

Thus, we can summerize Vazirani and Vazirani’s [VV1] work by the following

VV-Theorem: Let N be the RSA's modulus and t be a fixed constant. If
Max(N,6,t)>1 — 26 + ¢ then any (} + 6)-oracle for RSA’s L.s.b can be used to
efficiently invert the RSA. (In other words: if the Big Advantage Condition holds
for 6 then RSA’x l.s.b is (} + 6)-secure.)

By our results, the Big-Advantage Condition holds for § > 0.225 . Namely, using the
VV-Theorem, Prop. 17 and Corollary 1;;;) we get

Corollary 2: Any 0.725-oracle for the least significant bit of the RSA can be
cificiantly used to invert the RSA.

ER P,
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In other words
Theorem: RSA’s Ls.b. is 0.725-scecure.

Note that the result of corollary 1, is tight. Thus under the condition
Aver(n,b,t)>1 - 26 4+ ¢ , the result of Corollary 2 is optimal. However,
Aver(n,6,6)> 1 — 26 + ¢ . is more than is needed to satisfy the Big-Advantage Condition.
(Recall that the Big-Advantage Condition requires only that Max(n,6.)>1 — 26 + ¢}
Thus, any improvement of the current lower bound on Max(n,6,t) will yicld an
improvement of the result of Corollary 2. We beleive that Max(r.é.0) > Aver{s,6,1) and
thus that such an improvement is possible. Furthermore we conjeciure that

Conjecture 1: Max(n,é,t)~ {,+ 6.

Combined with the VV-Theorem this implies

Corollary 3: If Conjecture 1 is valid then RSA's Ls.b. is (5 + ¢)-secure, for
arbitrary small fixed e.

Note that under the Big-Advantage Condition the “result” of Corollary 3 is
optimal. This is due to Prop. 19;;;) which states that Max(n,6,t)< } +6 . Thus,
using the VV-Theoreimn (or any proof technique which requires that the Big-Advantage
Condition holds) one cannot hope to prove that RSA’s l.s.b is §-secure.

Let us conclude by pointing out that the full power of the results obtained in
section 2.3 was not used; however, we conjecture that it can be used. Namely,

Conjecture 2: Let N be the RSA’s modulus and t << N.If Aver(N,6,t)> 3 +¢
then any (} + é)-oracle for RSA’s Ls.b can be used to efficiently invert the RSA. (In
other words: if Aver(N,6,t)>1 + ¢ then RSA’s L.s.b is (§ + §)-secure.)

The condition of the statement of Conjecture 2 is hereafter referred to as the Average-
Advantage Condition. By Corollary 1;; , the Average-Advantage Condition is satisfied
by § = 0.177; thus

Corollary 4: If Conjecture 2 is valid then the RSA’s l.s.b is 0.677-secure.

Note that 6 = 0.177 is the minimum for which the Average-Advantage Condition
is satisfied. Thus no progress beyond the § = 0.177 point can be made through the
Average-Advantage Condition; i.e. when relying on it one cannot hope to prove that
RSA’s l.s.b is 0.676-secure.

Note that in Corollary 4 the missing part to reach the stated result is the
algorithm that will use the analysis. (The analysis of the question which oracles
satisfy the Avarage-Advantage Condition is complete!) However, in the case of the
Big-Advantage Condition improved results can still be achieved (just) by improving
the analysis of the combinatorial problem (see Corollary 3).
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1. Conclusion

We have solved a combinatorial problem and have shown how to use this solution
to uprove knowledge on the sceurity of RSA's Ls.h . We have also pointed out possible
directions for further nuprovement ol our result. huproved results can be obtaimed by
either conducting a better combinatorial analvsis of Max(-,-.) or by supgesting an
inverting algorithm based on the Average- Advantage Condition.

However such improvements will not suflice to show that RSA Lehis = secure,
We believe that any improvement in the results concerning the security of RSN s b,
bevond the “; point {which is stilt out of reach), must make use of additiona) propei ties
of the RSA.
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6. Appendix: Details of the proofs of Prop. 5 and Prop. 19

6.1. Details of the proofl of Prop. 5

Recall that " has the minmum number of overlines among all <trings which satisfy
Prop. 4. Also recall that s.,,, - 1¥50' 1800, where 1+ ) 1t and & 101700, The

scanming procedure is hereafter recursively dehined:

procedure scanning (aypr ¥y r7 s v('-il','v{‘,‘) recursire;
o, 72 {001}, @ =70 caopye e (N $8 and L9 e {0,1)7)]
of - $% r4¢n [terminate.]
(1) return(or7o¥="03.3.);
[vi==X) of y+ 2z >t then [consider next block.]
(2) return(scanning(7o¥s $y,0.9,5 di0yrt 1))
[yi =X and y + 2z < t] [transfer one ¢.]
(3) return(scanning (03077 0Yo$y, 77 T y0ri 3 30))
end;

Recall that s..,, is the argument by which scannming is invoked in the first tme. Let
} . i \ KA ) . . L.
s(.,-‘u,. = g," :; ol My ‘,”0,3‘1') )J.‘ﬁ,' denote the argument of scanning in its :-th

invokation. (Clearly, s. r?.,‘ = Secan.) It s easy to verify the following claims:

Claim 1: E xactlv one of the 7( Psin W is a non-empty word (i.e. $8); in case

L . {1 O R .
== Lt 7“ . The number of $'s in seean 15 exactly 3. By induction on 1.]

Denote by 9%“1 r$ the (non-empty) substring of sl the two leftmost symbols of
which are § signs and so is its rightmost symbol. Let d; = (sgg“”,rsi (d, is defined
only if scanning was invoked at least ¢ times).

Claim 2: If d,., is defined then d,.; > d,. Thus, scanning terminates after at

noo. : . . .
most |sthh invokations. [Note that both commands (2) and (3) of the scanning
procedur increase the distance between $$ and $.]

Claim 3: z, + y, > t. [By induction on .

Denote by s" the string which results from S.(nlr’un when omitting the $ signs which

ornat )
appear in it {i.e. in s!.')‘.,.). Denote by T the number of times scanning was invoked.
Claim 1: For every 1 < T, if y, + 2, >t then ,cf:”“l' B sf:')“”. {r\()!l('(‘ that in case

y; + 2, > t, command (2) is executed.|

Claim 5: Tor every «+ < T, if y, + 2, < t then CFy(s mm,) D CEYs f,‘,),,, ). [Notice

that i case y, + 2, < t. command (3) is executed. Recall Claim 3 and Prop. 3,,).]

) —
= $$r;"nrd‘, ',i.l_. ] r37a% §. IConsider scanning's termina-

Claim 6: $$m 3

tion condition.|
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Definition: We say that pypdplipy is a troublesome string if po, py o {001}, propy
{0, 1,8}, r+ y <t and o, = pyoforall 1 <y <3

Claimm 7: - does not contain a troublesome string.

:ﬁ“l
Claim 8: lor every 1 < 'I‘. if y,+2z >t and S;:;“/‘“/.* does not contain a

troublesome string. then s.s 4 does not contain a troublesome string. 'Notice

that in case y, + 2, > (. u)nmmnd (2) is exccuted
i a1 , g v (1) (i) .
Claim 9: For every 7 <L T if y, + 2, < £, 7)) = X and sge o does not contain
: , - $$0n01§
. 1 . . . .
a troublesome string, then St&“{\'/fll-”/'$ does not contain a troublesome string. ‘Notice

. "y - . fr)
that in case y, + z, <. t. command (3) is exccuted: however, since 4" =\, the

. . (¢}
transferred @, 1 not in s .
ca s e $$IH-,”/'$]

Let 334 = oo 81

Claim 10: 1If ,7!.,’) = $8, y, +2z < t and sg}SIH-‘TS does not contain a

troublesome string, then w; + v, > t. [Note that if '74(.,') = $$ then sih, =
ool 887500 oy B( ! By the non-existence of a troublesome substring
in sgg/” rg We have 1+ u; +v, > t. Note that 1 +u; +v, ==t leads to contradiction

with our hypothesis that s' has the minimum number of overlines (recall Claim 3

and Prop. 3;;) ]

does not

Claim 11: For every 1 < T, if y.+2, < t, 7’ = $% and 9%“’”

contain a troublesome string, then s$$ml,T$ does not contain a troublesoine string,.
(Notice that in case y, + z; < t, command (3) is executed; however, by Claim 10

the claim holds.]
Claim 12: For every 1 < T, sg}$lu~‘7‘$ contains no troublesome strings. {By

induction on 1. using claims 7, 8,9 and 11.]
Combining the above we conclude that:
(1) The string scanning(s,can) is well defined. [By Claim 2.

(i) CE(scanning(s,eqn)) = CEy(s'). [By Claims 4 and 5, and recalling that s'
has minimum overlines.)

(iii) The string scanning(Sscan) contains no substring of the form 10*1°0 the
length of which is less than t + 2. Furthermore, it contains at most one
substring of the form 01°0%1 the length of which is less than t + 2. By
Claims 6 and 12.]

Thus, scanning(s,..n) satisfies the statement of Prop. 5.
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6.2. Dcetails of the proofl of P’rop. 19

Let s be a Shortened De-Bruijn Sequence as in Prop. 18, (i.e. over,(s) = 2k ',
when 0 < 7 < 25— 1).

Part (i): Consider the string s' = s¥° "L Let n denote the length of s’ and m denote its
Hamming weight (i.e. number of 1's). Then n = gl and m = (¢ —1)2% ' + 2F — 1 =
Mg+ +q- l) Recall that 6 = ™ 05" Thus, we have § = I',”I'. Note that

MaxOver(s%,t)=q - §. Let us show, now, thdt MaxOver(s',t) =2 MaxOver(s9,t)4 J(I + 1).

Note that s’ is the string which results from s% when substituting one of the
s substring by a 1! substring. Consider the change in the i-overlap under this
substitution.

Let s; denote the j-th bitins,0 <) < 2% — 1. W.lo.g. consider the following
two cases:

case 1: (s; = s;.,) subcase 1.1: (J+7 < 2k — 1) substituting s by 1/ does
not change this i-overline between the j-th position and the (5 + ¢)-th position.
subcase 1.2: (j +¢ > 2¥ —2) substituting s by 1! can only eliminate the i-overlines
between these positions and positions in the neighbouring substrings. Note that
in both subcases no new 2-overlines were created.

case 2: (s; = 0, 5;.; = 1) subcase 2.1: (j +1 < 2% — 1) substituting s by 1
creates a new t-overline between the j-th position and the (3 + 2)-th position.
subcase 2.2: (5 +1 > 2% —2) substituting s by 1/ creates a new ¢-overline between
the (7 + 1)-th position and the j-th position in the neighbouring substring. Note
that in both subcases, one i-overline was created, by the substitution, per each
position j . Thus, the number of these new i-overlines is 25=! = J(I + 1).

Thus, MaxOver(s',] — 1) <MaxOver(s%,{—1)+ }(I+1). To conclude note that Max(n,6,/—
1)< IMaxOver(s'l — 1)< gt + J(1+1) = +6 -1 +1}

Part (iii): Let k = [log,t + 2] and | = 2¥ — 1. By part (ii) and t < [ — 1, Max(n,6,t)<
Max(n,6,l — 1). Let m = (§ —6)n and ¢ = 1 + | /5™ |. Consider two cases:

Case 1: (b = m —((g—1)2¥-1 +1) > I) Consider the string s' = s97'1/0°1%, where
¢ = (n—m)—(g—1)(2¥"! = 1). Notice that s’ € S and that MaxOver(s', — 1)<
MaxOver(s?~'1/,l — 1)4(b + ¢). As in part (i), we have MaxOver(s9~'1',] — 1)<
¢'5' + J(L +1). Note that n =gl +b+¢, m = (q—1)2*~1 +1+band § =
Leg=14b2¢ Thus, Max(n,8,l—1)< . MaxOver(s',|—1)< (g%t + J(1+ 1) +b+e) =
§+¢5-+-c Lok =1+6+v, whereu=(l+%)£+l—n—%. Note that ¢ < L2_1
Therefore, v < ﬂﬂl%;—')ﬁf - % < 5’;;

Case 2: (m — ((¢g — 1)2*¥"! + ) < ) Consider the string s' = s?~'1%0°, where
b=m~(g—-1)2¥'and ¢ = (n—m) - (q—1){2¥" ' ~1). Note that b < 2/, ¢ <

n={q~-1)l+b+e, m=(q- l)lJ'I +b4 6= 19" ',:, =7 and MaxOver(s',l — 1)<
(g-1)(2* " =1)+b+c+!l=n(§+6)+c+1+1-q Thus, Max(n,6, 1)<} +

3+5
6+ 'Q'"——%.
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