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ABSTRACT

The effect of various jawmmer waveforms on kiown optimun
coherent digital receivers 1is analyzed and s2valuated in
terms of receiver performance. Tae optiaum jazxzer wavefora
for the specified receiver is derived and savaral jamaing
strategies are studied and compared to the optimum case.
These Jjammer waveforms strategies 1ianclude J2terministic
models of tonal, weighted signals, fregjuency nmoiilated, aani
additive white noise jamaers. An M-ARY digital coherent
receiver usiny orthogonal modulation (FSK), is subjected to
various jammer waveforams acnd the receiver performance
analyzed. Graphical results based oa numerical i1nalyses are
presented to show the .effects of jammer w#aveforms on
receiver performance.
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I. INTRODUCTION

- i e — o ——

The concepts of statistical decision theory appiied to
digital communication thaory for the purpose »>f desigjning .
optimum receivers is widely known. The nature of many comnu-~
nication channels is characterized by their intarference to
reception through additive noise. Receivers have been
designed to optinize the output recsiver sijnil to noise

ratio in the presence »o5f additive white Gaussian noise
interference. However, noise is gaot tne sdolz source of
receiver intecrfersance. Jaawming, iantentional or aot, can be
severely detrimental to receiver parforaance.

This thesis endeavors to investigate ths efifect of
jamming on digital coherent <comauanication receivers.
Mathematical models of signals, interference, and jamaing
are utilized to demonstrite performance (i.2.- Treceiver
probability of error) of receivers designed to >perate in a
'noise only' interference environment, 1in the presence of
both noise and Jjamming. From th2 @mathematizal nmodels,
optimum jamming techniques are derived, and vairious sub-
optimum jamming strategies are analyzed.

The results are dividel into thr2e sections. Ir section
nunber one coherent receivers are investigated uader various
jamming conditions. The optimum jamaing waveform based on x
power constraints is derived and analyzed. Performance of f
coherent FSK and PSK receivers are analyzed in the presence |
of both optiaum and sub-optimum jamning wavef>rms. These
jamming waveforas include, weighted jammers, frajuency modu-
lated jammers, anl two~ level pulsed jammers. S2c-tion number
two discusses higher 1level digital coherent ra2ceivers in
which M-ARY FSK receivers are analyzed in the presence of
jamming. Mathematical models are introduced and results




compared to the optimum case for piaary FSK. Finally, o
section number taree graphical presentations zorresvonding
to the numerical analyses that have been acformedéd are

interpreted in order to> demonstrate the 1nathematical
results.

10




II., COHERENT RECEIVER ANALYSIS

e NS e e - - — T e -

A, COHERENT CORRELATOR RECEIVERS

The applization of statistical decision tazory to the
problem of detecting signals in the presence of a1oise can be
used to design optimum recsivers. Hdowever it is iaportant to
note that the receivers are optimum under a jiven set of
assumptions. The receiver which is optimua (in the sense of
producing minimum prokabiiity of error, Pe) for the discria-
ination of two different signals received in ajiitive white
Gaussian noise interfersnce is well Jocument2 [Ref. 1],
and the receiver structure is as givan in Figur2 5.1 . This
optimum receiver is a correlator receiver, due to the cross
correlation process it pecforms between the inpit r(t) .
and the signal s_(t) anl s, (t). This optiaua correlator
receiver car be shown to bz equivalent to the single corre-
lator receiver of Figure 5.2 . The receivers o{ Figure 5.1
and Figure 5.2 have been shown to be optimum (i.e.-mianiaun

probability of error) when the received signal is eitaer
RO=SM+N(T) O£t 4T
RT)=gT)+ N(T) C&xeT

where s (t) and s, (t) are known deteraministicz signals and

or,

n(t) is a sample function of a white 3aussian pracess.

The objective of this chapter is to analyze the perforo-
ance of this known optimum receiver under difierent oper-
ating rules; i.e.- the signal received is interfered by the
presence of 3 jammer waveform as well as adiitive white
Gaussian noise. That is

c@)= SoE)+N )+ Vil) ockeT
or,

rR) =S+ + N k) oateT

11
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where ns(t) is a jammer waveforn mddeled as dsterxinistic,
yet unknown td> the receiver.

The correlator receiver structure Jepicted i1 Figjure 5.3
which can ke shown tc be eguivalent to the optiaum siagjlie
correlator receiver of Fijure 5.4 1s now analyza=d urder the
stated assunptions. We define

sd(t)=sL(t)-s°(t)

<
: c=BIAS=1/25(s:(t) - s:'(t))dt
°
X =80 /2 11 (ro) No= 2 (So) /P (sy)

where

P(s)¢ P(s,)= LIKELIHOOD FUNCTIONS

The coherent digital communication receiver of Figure 5.4
cana be analyzad in terms of the resulting Pe wneal the jaamer
wavefora n;(t) is present in additioa to the noise and s (t)
and s, (t). The received signal appearing at tae front end
of the receiver is mathematically described by

N R N O N O M- B Y

where s ,(t) 2and s, (t) are the twd sijnals usel to transmit
the binary information, n(t) is a saaple functioa of a white
Gaussian noise process having a power spectral 1:nsity level
of No /2 Watts/Hz, and s (t) 1is the deterministic jammer
waveform present during the signaliajy interval (3,7).

The coher2nt receiver 9f figure 5.4 will bz analyzed in
so far as the effect of nj(t) on the receiver pribability of

error is concerned. The correlation process genarates

12
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T T
S’“ﬂ s, )dt = S(suw N+ Lt\) SAHdt (2.1)
0

-]

Inner product notation will be used, that is

-
(X‘Y> = S XG)LAM dt (2.2)

and the norm notation }|*|| £o0llows fron

Ik = ()

In order to determine receiver performance (i.e.- prob-
ability of error) the decision rule used by the receiver
must be analyzed. This decision rule is given by

T

T T
Sc@c\s,‘&)a.t- jr&) Solk)dk + %j@:@‘sﬂ“)}d" Y

o]

where for convenience we define

o=(rsy~ &1 .

13




In order to compute receiver probaoility of arror it is

-~

necessary to leternine the probability density finction 2% 3

conditioned on the hypotheses H; and H,; that is on wiether

sL(t) or s,(t) #as traasmitted. Taus,
HL~r(t)=sL(t)+n(t)+nj(t) cetsT
Hy: r(t)=s,(t)+n(t)fn3(t)

Denoting thesa density functions PL(G) and P,(G), we can

express the probability of error as

%= PP POAL)P(H) . e

Wkere P(Dyw/H,) equals the probability of dsciding that
s, (t) was transmitted given that s o (%) was trans-
mitted, and P(Do/H,) eguals the probapnility of 32ciding that
S ,(t) was transmitted given that s,(t) was traasnaitted. ° For
the hypotheses of H, and i Egquation 2.6 b2-onmes

00 ¥
Fé-.-—;- PO(G)dG +-:ll- . (G)OLG . (2.7)

¥ )

‘, Since G is a conditional 3aussian random variablz2, in order
to obtain its conditional probability density Cfunction its
mean and variance must be computed.

The mean is givea by
E(G/s; (t) transmittei)=(s;,ql)+e{!n ,q*g o(;s,si)
$1/2 (s 10 = His 1Y) i=0,1




nry e W

Due to the assumption of z2ro mean noise, E{(n '%L))=°' L aus
the mean valua becomes

€ G/S;} = (sc,50) + (vy,50) + —'1—[ s,l

2 2 .
-“s,,”_] i=0,L . (2.9

It can easily be shown that the conditiopnal vaciance o0f 5
will be due tdo the noise process only. That is

VARi(G)=E((G-EC(G“°') {= 04

where Var ; (G) is the variance of G conditionil on s;(t)

being transmitted. It can easily be showa that

VARO iG} = VARLQG% = -‘i NOS [SJ.(*)‘So&)]zd't . (2.9)

Equation 2.9 can be written as

No

a
¢ _ - '
VAR { /S;(!c) TRANSN\\WEo} - 3 56.“ , t=0 L . (2.10)

}

With the mean and variance knowa, the priybability of
€rror c¢amn now be wrcitten using the following

general notation

~—



g( :J' ¢ & -("Eg‘g)l 2. 11
6 %) m XP[ Q%- {vm(c%)g . (2.11)

Due to conditioning, the [fprotabiiity density functions

become
i(s/s;mmw\mo)z (2 Ne | sall* ) (2.12)
2 |;
exp [4-(si,50 (g 8- Flise )] oL . |

2[5 flsall®]

From the probability of error expression (Zguation 2.7 }, we

have i

- bod)) e (Rl 4

(2.13)

x 4
T e e ISA_H i, Se) ] } d
) (P)j e Wsgl ?‘P{ No 154 “13 b . |

~&0

where
p=ptobability that s, (t) transmittel
¥ =decision rule threshold setting.
Using the following definition of the error fuanction

16




2
. i —'x/él
ERF(V) = c dx
-0
and the complimentary error function

. L -x7
ERFC()E \==¢ dX=I-ERF(Y), @

\%

Equation 2.13 can be written in a more compact fa>rm. With a
change of variables Eguation 2.13 becoaes

& = - Erre| i - [r-lladl™ (]|
e QR | [ -l (s -

If eguirrobable signals are transmitted, P=1/2, and the
threshold setting becomes

(2.16)

X__:.‘\:_lf_ﬂmg_‘\;:_elzo, (2. 17)
P

vhich corresponds to a 'zero threshold' receiver. It should
be noted that this may not necessarily be the nost desire-
able thresholl setting, and in fact values othar than zero
may enhance receiver performance whenever jamming 1is
pcesent. Witk the above stated conditions, th2 probability
of error equation takes on the fora [Ref. 2]

[




R= %ERFC[S%[N‘L- %}r =ER S%[Nd_ﬂ- ciﬂ ) (22 12)

where

=

= 2 .
=Vl ) M

B. JAMMER OPIIMIZATION

Utilizing Equaticn 2.18 , the 2ffect of a jamaer wave-

w
p—

S
(&

[ —
wn

&

L ]

AT ST R R A PN e B S PRI

form <can row be studied in teras of its iapact on the
receiver probapcility of ertror. A discussion on tie method of
optimizing the effect of ns (t) on the receiver probability
of error is now pursued. But, to be able to conmpare tne

results of tha optimizatioa process, the receirser perfora-
ance under the assumption of white Gaussian noise only
interference should Le noted. If no janmming saveform is
present (i.e. n:(t)=0.) ¢the term 31 is zero, and Egquaticn

J
2.18 becomes

| 2 WLsall* _
p= % deree| (v | - O]+

_ 2 | Nsall*y 0
ERF W&l | —=2 .

(2. 19)

By expressing Equation 2.19 in terms of +the av2rage energy :
per bit--Eb, and the normaiized signal cross correlation
--p, a more meaningful fora is obtained. That is,

" |
i
|




£ 2 —;—5[5 H4)+scle)dt =AVG BIT ENERGY (=- 22
L T
- = OENOEL
P = . Sosb ) So () o2
so that
T
a 2
“S"'H = 5[5*&)' So&):] dt = ZEL(J.-)Q ) (2. 22)
Thus, Equation 2.19 becomes
A ERFCN—‘——-——‘QE TS ] . (2. 23)
By noting that
2b/N, = signal to roise ratio-SNR
Equation 2.23 becoaes
R =ERFC[\} SNR(L-7) ] . (2. 24)

For orthogomal signals, i.=2. f’éo., EJuation 2.24 beconmes

19
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(2.

to
[§)]
-~

R =ERFC[JSNR ] .

For antipodal signals, i.e. ¥ =-1., Zyuation 2.24 recomes

R =ERFC[ 2SR ] (2-29)

A plot of these mathematical expressions rasults in the
well known probability of error ‘'waterfall <cirves' of a
binary receiver operating in additive white Gaussian noise.

By evaluatingy the derivative of Ejuation 2.18 with
respect to the cross correlation between the jananer waveform
and the signal difference, 4 , eoxtremezation >f the prob-
ability of error can be obtained [Ref. 2]. Since2

ok - 2% ATt 2
Sa o S P A LISINAGENGD | e

one notes that due to the behavior of the SINH(x) functior,

>0 d >0
aPe = =0 d=0 (2.28)
24 ~ | T B

<0 d<0 .

Thus, Pe is increasing for d>0 , and Pe is decreasimng for
d<0. Therefore, a wminimum must exist for the la2arivative at
This can be proved by evaluating

the point d=0.




(2.29)

30 3

i G ICeI VI

We observe that al-?g/ad2 >) for all values of 3. Therefore
the minioum Pe must occur at d=0. Tae presence 2f a jaaming
waveform will always cause an incresase in Pe. Also, by
pmaking d. as large as possible ina magnitude zauses an as
large as possible increase in Pe. In fact,

lim o = & ERFCRNd ]+ ERFEg [Ny +d 1

d—p» o (2. 30)

beconmes

4"

) B

or

. | |
-~ — L+ - L .
TR

This result nmakes sense for it states that as the jamnmer
becomes incr2asingly powerful, tha probability of error
approaches 1/2. However, the jaamer model will be
coastrained in power as follows

21




= (st Nl s

with the inequality due to Caucny-Schwarz. Jefircing
llnillé\fgﬁy, where Pns is the janmer power, th2 tera [4[->00
implies that ?n;-)a:when l1sqli<®0. Since it is 10t possible
to have infinite jammer power, Pal #ill be constrained to a
finite value. Froam the Cauchy-Schwarz inegjuality it can. be

seen that Eguation 2.33 can be male iato an eguality if
n-(t) is directly proportional to si(t). That 1is

d
E‘
¥
N W) = Ks, &) (2. 34)
J d
where K is a constant of proportionality. Since llnsll Ean;

K must be set to the value J Pn5/115¢ll « The tern d can
now be maximized by setting

(2. 35)

Thus, in order to maximize tae receiver probability of error

with ns(t) constrained to have power PnJ, set ns(t) as given |
by Equation 2.35. This results in

22




. 3¢)

ty

d=y,5) = sa)

which reduces to

d'—‘m’ s || - (2.37)

Equation 2.18 can now be written as
R = %%RFCH?,'-[ ﬂ%”_ -RyL+
I
ZECANE il

Using the definition of average bit energy-~ Eb, and signal
cross correlation-~ p, Equation 2.38 caa be siaplified to

24l L - ()
ere[-[2 [ B + W]]} e

Since Eb/N,= SNR, and Pnj/Eb = JSR (jammer to sijnal ratio),
Equation 2.39 becomes

(2.33)




| ' \ \ < .
R = 2{errCLySNR{{L-7 " -J2TSR ¢ ] + (2493

*

ERFE{SNR {JH‘H;ISR ‘}]

Analysis of Equation 2.40 highlignts the fact that for
increasing values of JSR, one liait of intejraition of the
appropriate Gaussian density intejral remains 1ilways posi-
tive, while the other crosses z2ro and becomas negative.
That is 1-p - {2JSK <0 occurs at JSR> (1-p) /2.  When this
'*break point' occurs, as SNR increases, Pe wors=2as. That is,

Pe increases to 1/2 in the linit as SNRE==> @®© . Jamner
strategies caa now be attempted using Equation 2.40, and the
above noted ‘'break point' effect will be studied and
exploited.

C. DETERMINISTIC JAMMING FOR PSK,FSK, AND ASK MIDULATION

The effects of deterministic jamaming on various modula-
tion technigues will now be studizd. This process will
entail the us2 of a deterministic jammer wavefo-m, and its
effect will be evaluated using Eguation 2.40 for the
following modulation techniques. PSK modulation using

5, 8:Acos G £, S, k)=Acos(cot+) (2.81)

with the constraint that
wcT=nT" n an integer.

For FSK modulation using

24




S,(H=Acosw,t, S, &) =Acosw,t  oetsT

with the constraint that

(w1=-w0)=nT/T , (wi+w))=DW/T 2 and @ ic:tegers

ASK modulation utilizing
s, W=ASl) | S ()=Asl)  osteT 2y

where we assume that ||s]| |<® ani for coaveni2nce, that
A1>A0.

Beginning the analysis for the P5X case, onz notes taat

in
—

Sy (&) = 2A cosw t o&t (2. 44)

and ]ls¢||=12AzT . We assume the jammer has pow2: constraint
Pn ,so as discussed previously, the optimum janmer for PSK
is given by Eguation 2.35, namely

N‘.)M':JPN; J_::__‘Qoswc'\‘. 0eteT (2,45

For PSK -f=-1., and Equation 2.40 beconmes

25
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R=% ERFC[JTSTR“{J- : EW}}P
ERCEASRL- [TsR° }]}

It can be seen that whenever JSR>1 in Eguation 2,46, Pe will
increase with increasing SANR. Tae value of J3R=1 is the
‘break point' for PSK modulation.

For the case of FSK mdoiulation

sd_(t):QP\[StN@J{_U_JQt] [C°S<°—"*5_t£‘>t] oetsT (2. 47)

ard from the previous assumptions maie for FSK signaling,

lsl= (T

If the jammer has power constraint Pni , the oprimum janmer
for FSK is given by Equation 2.35 , naaely

N-L&\:I . ‘_9-_ sin (Wi-wolt  cos (Wirwolt o0&t &T (2-49)
) R‘; T pl pX

It should be noted that nj(t) s th2 optiaun jamm2r for FSK ,
is an amplitule modulated wavefora with spectril lobes at




]
1

4
5
»
i

half the difference frequency wd={(wl-w0d) and nilf tae sua
freguency ws=(wltw0). For FSsX, $=9 and 231ation 2.4
becomes

R=3 ERFC[EW{L«x h_x?a}%
.ERFEW{l - m}]} s

It can be seen that whenever JSR>1/2 in Zquatisa 2.50 , Pe
will increase wita increasing SNR. The value oL JSE=1/2 is
the 'break point' for FSK modulation, and is typical of -3d3
differences in performance between coherent receivers for
PSK and FSK [Ref. 3].

For the case of ASK mciulation

o) = (A -A)sl)  oc

s
N
._‘

(2.51)

and

Isal= (AL-AL)

S “ . (2.52)
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If the jammer has power constraint Pnj . the optimuz jasaer

for ASK, as given in Equation 2.35, becones

Ny ) = IP";\ _“ES(_*'T_ ot & T e

For ASK, the normalized signal cross correlatiorn is,

(2A.A,)
(As+ A})

¥ =

{2.54)

By defining «A=(1-fP) Eguation 2.54 can be writ:en in terms
of o , Where

(A -A)*

= 2.55
< T AI+A2 (2.55)

so that Equation 2.40 becomes

pe=5—{ERFcDSNR‘{J = ‘*fiUSR‘}] N ,
ERF E,}SNR{J ocj-flISR}]} . o

For ASK, the 'breaK point' occurs at JSR="%2. B32cause o<1,
in terms of *'break point' efficiency PSK is aighest with
JSR=1, FSK is next bighest with JSR=1/2, and A3K is lowest
with JSR<C1/2.
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D. WEIGHTED SIGNAL JAMMERS

With the kncwledge that the optimua jamazr waverora
takes on the mathematical form given by Eguation 2.35, a
variation on this form can be effected by defininy a jamaer

waveform to be a weignted npormalized sum of

the
signals s,(t) and s, (t). That is
N)(t) - CL_LSLU'-) + As So&) . (2.57)
Il fsl
This jammer waveform can b2 shown to obey
2 S KN (2.58)
INjll'= o+ a3+2%%< nse)
!

”S*”l

Analysis involving this Jjammer waveform will b2 applied to
PSK and FSK signaling for which lis_lI={lSo I]- Thus,

Sol

Equation 2.58 can now ke written as (using His 11 = Hlisgll)
2 2 2 (2.59)
NH = a, +a, +20,4,
I f
wvhere p = signal cross correlation. Since |pl &1, it is

simple to demonstrate that {|n: ||1 will be
follows

coastrained as

J




(2. €2)

(‘M."%)L < ”NJHZ'/: (Q.\.*' Q. >2. .
For a power constrained jémmer waveform the weijhtiag coef-
ficients, ag,and a, , must be chosen so as to satisfy tais
constraint. The inner product of the jammer wavafora arnd the
signal differance, d , (as noted in Ejuation 2.13) becoxes
of primary interest. As previously discussed, as d
increases, so does Pe. Therefore, for the defiied weighted
jammer waveform, Eguation 2.18 becomes

(-2 ) [L-p ] L 2e6

(s = 22 ) * 75 (Ses) =

|5 s

Using Equation 2.18 and the assumption of eyual bit ener-

|
i
I

gies, |lis,ll = s, i1, the followinj expression for Pe is
obtained,

2= fereclFRr s ee -
ERF['JT{H s, I+ (“r%)} ]} : (2.62)

Since for equal bit energies,
2 2
Eb = 1/2(Its 11* +1is 115 )= (Is_I|
Equation 2.62 becomes

I+ SR « Ry

R,
.~

B e et~ oy



=+ {ERFC[[EFP e .

(2. 63)
ERF[—|'N'_-_P>.{+ o - ao} } .

For PSK wmodulation, f=-1, so that Eguation 2.59 becozes
(2.64)

HNst-‘- a+a) - 2a a,

or,

”N(SH?":(QL_QJZ‘:_‘_ PN3 (2.65)

For PnyEb = JSR, and Eb/Ny* SNR Equation 2.63 be:omes

=3 {ERFC[W-{ TSR }]+
ERF [‘m {.U W} ] } . (2. 66)

Observe that this result is identical to that s> tained when

n (t) zs glven by Equation 2.4S. Since (aqu,) = Pnd,

becones
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and
lls l] i1s, ll- A*T/2=Eb, it can be seen that Ejuation 2.57




(2. €7)

{
Ns(t =J=E—:<QL-%>ACOS Wt =IR,T Ec,oswct

which is identical to Eguation 2.45. The choice of
a, and a, is not important provided that the power
constraint is met, i.e. (a,-a)t = Pni. It 3z1st ke roted
hovever that if a, =a, , ni(t)=0 , and the jamaer wavefora
clearly has no effect.

For FSK, f=0 « and Eguation 2.53% becones

fuffe ool =,

or,

ar=P,. - al (2. 69)

Define now the following variables

1\

. . -+~
Q= =, t=0,L , q,=- J.L— Uy

° (2.70)




b . W GNP Y

For the notel power constrained janmer, a real value
for a, and a, must exist, such tkhat the power z>nstrairnt is
satisfied. That is, it must be true that L~ a‘ez?_ O .
This implies that lamlﬁ 1. Observe now that f-oa Eguataion
2.57 that

=XL —'QOQ-.-. O ; NJR) o Ctosw,t

_.+-‘——> ﬂs—\ &) costw, bt coswet
Q== I‘ﬂ)N <- * 7211

- -*' < . CQSUJ t
Q=0 —» ch-- PN.\ ) N‘)L‘\) L °
Each condition on the weighted Jjamnmer waveform -an be asso-

ciated with its effect on the FSK wmodulated wiveform. The
first condition of Egquation 2.71 , Q=% L

can be thought of as ‘'mark' channel jammiag. The second
condition, Q4 = ¥ —

can be thought of as 'mark and space' channel or 'equal!
channel jamming. The third case can be thought 2 as 'space’
channel jamming. Using the notation from Eguation 2.68 ,

Eguation 2.18 becomes
| \ A
R= 1 ferrc (B & e 1+

errl- [T R o)) . @

In terms of SNR and JSR, Ejuation 2.72 becomes




R = $ERFCLISNR YL+ [35R -]+, )
RF LISNR {1~ J75R [as-u } -

Equation 2.73 provides a means for studying th2 effect of

varying the weighting coefficients a,e and 2 on the

receiver probability of error. Performance Damees obvi-
ously a factor of the amount of weijhting or on how auch
each channel is being jammed. From Eguation 2.73 one can see
that if (a,,-1,,)=0 , which implies, a e =35, the 'egual®
channel jammiag case, the jammer wavefora has 210 effect on
the probability of error. Due to tha rejuire-
* =1

ment that a:;é 3, =

|
occur omnly when 3e =am=tf-5_=\. This case of 'ejial' channel

¢ the 'egual' channel janaing case can

jamming ineffectiveness can also be surmised by noting that
due to the orthogonality «conditions iaposeid sn the FSK
signals, d=0. Thus, under the stated cocditions, the jammer
is completely ineffective.

From Equation 2.73 one can easily see that jaaming the

'space' channel is equivalent to jamming the 'mack' chanzel.
< 2

If a°,~=0 + then by the constraint 3, *3 o =1, am~=1 and
Egquation 2.73 becomes
|
R=3 ERFCDSNR {1.4- {TsR } 1+
(2.74)

ERF [[sNR §u- J5R S ]} .

In this case the breakpoint occurs at JSR=1. Compared to
the optimum jammer wavefora in which the bkreakprint for FSK
modulaticn occurred at JSR=1/2 , single channal jaaming is
clearly less effective.

By choosing a combination of weijhting coefficients, one
can show that *partial' jaaming of both conannels ternds to be
less effectiv2 than singlas channel jamming. Consider




3 2 1 2 . .
AT and A= ¢ SO that a__+a ,6 =1, is satisfied. TIlen

OR IR
Equation 2.73 becones

=3 {ER?C[EY‘F{U ITse [ 3“11/1}%-
ERF E.[—SN_R\{L- lISR‘[jgj-l]/l}]} (2.75)

Y
with a breakpoint at JSR= [rf*_l3z , 2° JSK=7.46.

Comparing this to the breakpoint of JSR=1 for siagle
channel jamming it is evident that single channsl jamming is
the more effective method.

Note however that for the special case when a, =-a, |,

.. | .
fixing aL&- = Equation 2.61 becoames

d=|ls.

@-QA)[L‘ f] = da, H Sy H (2. 76)

and therefore for FSK modulation, (i.e. ¥ =0.), Ejuation 2.63
becomes

R=% ERFC[W{U J‘ﬁs—a‘}] *
ere EISNR' {1 [27SRY ]} :

This equation is identical to the result obtaized for the
optimun jamming waveform case noted in Equation 2.50 . Thus é
this special case of the weighted signals jamaer is also
optimum since nj(t) in this case is identical ia form to the

. {2.77)

optimua jammer given by Eguation 2.43.
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E. FREQUENCY MODULATED JAMMING

A method of jaaming *hrough a freguercy sand wita a
‘spot' or determipistic jaummer can be model2d wusirny a
frequency modulated jammer waveform. The mathematical nocdel
used for an FM jammer is

Néw - D‘R‘J SN [u‘t N K‘ a.coswjf dt ] OLtLT, (2.78)

After integration Bgquation 2.78 becoaes

N-J(t\= 1P.._.\ S\N[:ws’t+SSNw3’c + B :] 04teT (2.79)

. a
where B =K;—"'w_ and e is 3 deterministic phas2 angle. The
instantaneous jammer waveform freguency is

w4 = wg + Bwj COSth (2. 89)

and covers the freguency range froa

(Wg-Bw; ) to (wy+Buw)




as depicted in Figure 5.11. Assame that wsT=2w 1 ani
wijT=2wrk , whare 1 and k are integers. As in pravious aiai-
yses, in order to determine receiver performance, the paraa-

eter d=(na'%i’ aust be evaluated. From Eguatioss 2.73

d.=(N; 59 Q R, SN [wgt +Bsinw; t] Sqle) dt (2.81)

vhere the deterministic phase 65 has been set to zero for
computational ease. For PSK and FSK modulation, sy4(t) will
be of the form Dsinv,t (Ref. 2 :p. 20]. The intejral
that will have to be evaluated is of the fora

T
(N3.5¢)= ‘lps-& D sm[wst-t-BSths‘t] sinwgt dt . (2.82)
°

Using trigonometric identities, Equation 2.82 carn be
expanded as follows

(5. 50)- 255 Dj o sBomge ]

COsKw,*wo. t+ B aNwt ]} dt .

By using the well kncwn BESSEL fuanction coeffizient expan- !
sion for each cosine term in Equation 2.83 the following is !
obtained




(NA|S&> P" DX{ J <B>¢os [(‘*-’s“*’m) + Nwj ]t-(2-?4)

Z T@)eos [lwsrn) + Ny J} ot

N e~

After integration Eguation 2.84 becones

<‘4 5&) DZ J‘N@{S\N K‘*’s -w« *Nw_\]T

NIt (“’s wa "N“’J (2.95)

SN (N;-&u.h)*’ ij'\"
Q%*w9+uws

For PSK modulation, the randwidth of the PS{ signal carn
be effectively limited to

yr ALY
(We ==+ Yt =4 )

as this range contains over 80% of the signai ea2rgy. Thus,
the upper and lower bounls of th2 instantanedis frequency
discussed in Eguation 2.80 can be mide to coincide with tae
signal bandwilth. That is, we set

W__ . N -
e - S‘-{—"“"S'de ) w(.""'%r- = Wy "'B‘“J (2. 89)

or, -
. = 4TT
ws=we , B ek Wl o
By earlier assumptions, note now that B- ra where the

integer k determines the number of tiames the jaaner wavefora
will sweep the signal band in one bit interval, T . The
cross correlation between the jammer wavefora aal the signal
difference, Ejuation 2.86 can now be written as
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<N¢,S¢> llPN P«TEJ’ E‘,\NNU?T-S\N[Q%+NN :H (2. 37)

st*-Nwd ‘lT

for D=2A » and wc=wa=us. The tern SINC(awT) will
be zero for all integers n, except n=0 , due to the
assumption wI=2¥k . The second ters, SINC((245+nw5)T) is
also zero, except when

= (Ts/ o )=(‘1[1‘1‘:‘q/[1.;.'_‘_<] y= (2% 2 e

One should note that r need not oe an integer. From these

simplifications Egquation 2.87 can now pe written as

(N:\, 5¢>= ATEﬁq:—‘ [Io (B) —];(g)_-] (.2. 23)

where J‘.(B) is zero if r is not an integer [Ref., 4 :p. 244].
Since the average bit energy-- Eb=A*T/2, and SN3=Eb/Y <rom
Equation 2.88 one can derive an expression ior the integral
limits of Eguation 2.18, namely

B sJo SR [ FROT6) . oo

From Equation 2.89 the receiver perriaraance can >e obtained,
and is given by
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p-Llerre[BER - FRE®-1@®) -
re [ RR(e+ TREE-I@11} -

The breakpoint associatel with the jammer wavaform reinj

(2«39,

analyzed when a PSK coherent receiver is usei oc>urs at

- = 2.91)
BRET@-1@1 ‘

The behavior of the breakpoint 1is hijhly 3:pendent on
several factors, namely the value of E& and wh2ther or not
r (which is a function of the integers 1 aal k) is an
integyer. The breakpcint can occur for small or large values
of JSR. If r is nct an integer the breakpoint will occur
at JSR=L/3B(B)1 « In order to make the jaamner as effective
as possikle it is desireable to have tais btrczakpoint JS2
value minimizad. This can be accomplished by miakirng B as
small as possible, which from tae earlisr assunp-
tion that B'é 2/k  is equivalent to making k as large as
possible. Thus for PSK, the greater the frequency with which
the jammer sweeps the signal band over the bit iaterval, the
more effective the jammer. This result capn be obtained from
another point of view. The jammer waveform of Ejuation 2.78
can be put in the form

N; ) = .rl_P: Z&(ﬁ)ws (s enwpt

Na-oo
With ws = wc and wj=2wk/T, as k-=->o00,

N; () =] lP.‘; J(0)= 2Py, cosw,t

where lsz- 2.
k=»0
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The jammer becomes a tone at the carrier rfrejueazy which nas

been demonstrated to be optimum for PSK nodulation.
For FSK mdodulation the analysis 15 somewhat 1ore congpii-
cated. The FSK signal covers approxiamtely the band

yrm Yt
[wo-%F ) wie &

The midpoint frejuency is ws=1/2(w1+w0), so tae instanta-
neous jammer band is chosen such that

- . 4m . . - 4T 2.92
Ws-Buwj= we- My wy + Buwjz wyo+ 4L, (2.92)
Equivalently this means that

Bw&= Ji(w;.-wo)*' i_;r" . (2.93)

For FSK signaling we assuae that

(wi-wo) = A ) (wyrwe)= M7/ (2.94)

where 1l and m are integers, and as previously
discussed HJT=2WK- From Ejuation 2.93 it can be seen that
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Bk - F i

or
B - B.LK'[ Q/:L - q] ] (2.96)
For FSK,
SglE) = Asinwt - AsiNnw, t (2.97)

so that Equation 2.81 becomes

T
(;j:)ss&>= XA JQ R‘A SINEk%t"’ﬁMN(%ﬂ-[S\NQJL{-S\Nwot ] . (2.98)
0

In this expression for 4 , the BESSEL function coefficient
expansion can be utilized to yield

(50 )=] 2R f: T(®) [s..«%—%w%mw%: 3
e AR RIIS S
sm&@‘vi‘l% sl

o i




Due to the assumptions involving w_, W,, and "j' Eguatioxn

299 reduces to

(N;; Sa. >= i lelj Z:;T I,KB) [S\NT\‘SMK-% ) _

™ mn-“/,_)

SNTkem+ %) SINTTaNe®) | girankem - % F2 100
TaNkem+8,) Tkt Tankem-%) -

If 1 1is an even integer, Eguation 2.100 at a>st contains
four terms. These four terms can exist oanly if the argument
of all SINC functions is zero. The four terams arnd their
respective values of n that make the SINC function arguments
zero are as follows [Ref. 2 :p. 23]

JTWSTINL(B> N = Q/HK
ARTIB)  Np=-(me o)/

__2 (2.1071)
JQFE)TJ-NQ) N3" /q K
-8
|1Q,£TIN“<B> Ny=- ("’\ /2.)/2\(.
By definition of the BESSEL functioa, the
values of ng, (L=1,2,3,4) , must be integers. If these

values are Dnot integers the associated terms iace egual to
2zero. Once again the effect of the jammer largely depends on
the number of sweeps over the band of the FSK signal. From
Equation 2.18 one can obtain receiver performanze for the 1
even case as follows

p=t {ERFC[J—_—‘SNR for FREE,60:7,6-50)}]
erF EIR 1o FREGAT08 1],

with the breakpoint occurring at
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(2.103)

J
JSR= {:mjs) T, B+ 3, BTGB

Attempts to ainiaize this value or JSR are not is Jdirect as
for the PSK case in which increasing the numb2:r o0of sweeps
per bit interval (k) was found to be optimua <for jazmaing
purposes. Increasing k will t2nd to be 1etrimental, 1
urless the integer relationships stated in 3Zziation 2. 101 '

can be maintained. Since ;

f J“NZ(B) = 1 (2.104)

(M)

there exists the possibility that the values of 1,k, and n
can be chosen to cause the denominator of Equation 2.103 to
approach unity, and thus would approach the value of the
optimum jammer breakpocint for FSK sijnaling nota2] before.

P. NEAR OPTINUNM JAMMNERS

It has b2en shown that a jammer waveform specified by
Equation 2,35 is optimum. This conclusion was Jerived fronm
the implications of the CAUCHY-STHWARZ inaguality as
analyzed in section B. The unigieness of tais optiounm g

jamaer is however not guaranteed, and therefor: the exis-
tence of some other jammer wavefora, with the same power
constraint Pns that maximizes d , is possible. = Since, aa
optimus jammer has been datermined, efforts to £find other
optimus jammers would be redundant in nature. d1owever, it
can be demonstrated that siaple, effective jamamers that
obtain near optimum perfornance can be found. Tae effect of

84
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these rear optimur jammers on PSK and FSK signaling will now
ke studied.
"As a method of jamming, we chodse a jammer wiveIorx tnrat

is a simple binary signal. Assuaing PSK modulatioa, the

signal difference is giver by Equation 2.44. Instead of
the optimum jammer for PSK noted in Ejuatioa 2.45, a near
optimunm jammer is proposed aand defin23 by

L —» SNWt >0

N‘i(’t) = 0 &t€T, (2.105)

The jammer power 1is

{' fe G L = Py 2.106
t“ﬁ“ - we ) (2199

with wc=n%/T , n an integer. From Eygaatioa 2.105 it is clear
that L=ﬂPn3/T) « The value of L can now be usel in Eguation
2.18 to obtain

T

()= Sm 5

NT
SIN wctld.t=1‘\l§;d\l;u w;t_] dk= -:—\,-E;‘A(z: 107)

Maximizing d produces the largest increase in ?2e, and for
PSK




JP"‘& J T (2.103)

MAX

When @ of Eguatiom 2.107 is compared to dwmax one can see

that

y
="1?JP!‘-{T' A - —__ 209 2.108
TR TR L FY CE

dmnx

That is, the simple binary jammer achieves 3 rvalue of 3§
that 1is 90% of the optinum value dmax. Tae receiver
performance can be determined with the aid of Ejaation 2.18.

This yields

B = 7 {ERFC[{NR {Jl e TSR 1]+
cre EIR{IT -4 TSR}

(2.110)

From Equation 2.110 , the breakpoint occurs at
2 r]- =
= = = =l (2.111)
JSR=L1 2T = =123

Compared to the optimum case breakpoint of J3R=1 , the near

optimux jammer waveform yields a breakpoint wiich is 23%

higher.




4 similar fora of jamamer wavefora can Dbe aprlied to 75%
signaling however the analysis oi the jammer 2ffect on 2=
becomes somewhat complicated. A binary jamier signal

would be at a constant jammer level (*L)' aud inter-
acting against s (t) which for FSK is a sinusoidilly varying
envelope amplitude modulated signal. The desired jammer
effect against the oscillating envelope of sy(t) woulld e to
use a nulti-la2vel jammer. The jammer could thet jam at a low
level when sy(t) is wpaximun, anl jam at 1 high level
when sg4(t) is mininmum. Such a aoulti-level jamrer would be
effective in theory, but difficult to realize in practice.
for this reason the near optimum jammer for FSK signaling
will not be further .analyzad.

G. ADDITIVE NOISE JAMBERS

All previously discussed jammer waveforams aave [een
treated on th2 basis of a leterministic model. [f we assume
a jamming waveforn ni(t), where nj(t) is a saz>le function
of white Gaussian noise G[process having powWw2r spectral
density level of Nj/2 Watts/Ez, and is statistically inde-
pendent of the additive noise a(t), the reca2ived signal
will be of tke form

<11
rit) = i)+ N +Nj® (=0,L o&téT.(z 2)

From Eguation 2.8 the conlitional a2ean of the statistic G
beconmes




(2. 113)

£§8/s} = () 4] )

and the conditional variance becoaes

VARiG/Si? =[] sa* . (2. 114)

Knowing the conditional mean and variance of 3 the frob-
ability of error (from Eguation 2.13 ), with th2 assumption
of egquiprobable signals becomes

| = <
o[BG e
R=eRrC[[RET ] 116

With SNR=Eb/N, and JSR=Nj/Eb Eguation 2.116 11 be written
in the form

(2.117)

P, =ERFC[ J ARty :
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From this eguation one can note that the tera JSX 1is Lot

isolated by nature. The change in receiver pecfrrmance wita
respect to the SNR will provide insight as to :the iaterac-
tion of JSR [Ref. 2 :pe. 7] Thus,

oR _- L Ji-¥ exp | SNR(L-?)
2SNR  Jam 2[SNR (L+SNRTISRA | 2(L+SNR-JSR) (2. 118)

and for all values of SNR>) , and JSR>0 , ape/'a SNR

is negative. This clearly means taat Pe is 1 decreasing
function for increasing values of SNR, or ir othar words the
receiver performance improves with increasing S3¥3. In order
to understand this behavior, Equation 2.113 and Eguation
2.114 must be analyzed. The difference between the additive
noise jammer waveform and the deterainistic jamwzer wavefornm
is obviously that the foramer method influences the variance
of G, but not its nmean. The effect of the la2terministic
janper on the mean of G causes the system performance to be
threshold dependent. As the jammer power increises the mean
value of G increases to the point that when G is compared to
the set threshold, almost always 5 exceeds tae threshold
making decision errors almost half the tiae. for the addi-
tive pnoise jammer such effects do not occur duz to the fact
that the constant mean 5f G is unaffected by the jammer
power. By this discourse it becomes mathematizally evident
that additive white Gaussian noise jammer waveforms are
considerably less effective than det2rainistic jimmer models
of the form of Equation 2.35 when systems ofperat2 with a set
threshold.




H. VARIABLE THRESHOLDING EFFECTS

It is nos clear that when a fixed threshold vaiue is
used by the receiver tae 2ffect of the jamaer waveiora is
such that the receiver may be rendered inoperablz. It there-
fore becomes desireable not to set the thrzshold 1level
to zero, tut rather to make it alaptive in 1ature. By
expressing Equation 2.18 in the form

B = LiERFClgy-3 ]+ ERF (5 [-Na 3] ]}

(2.119)

where J‘(L = J—EN-: “ Sd. H

we now can attempt to minimize Pe by an appropriate choice
of X . Evaluating

R - spelenlvhne ] - sl o

and

|
2 3
= e F(Na-T)eee[sei-N- 1] ] + }

(2.121)
(4+Na-TaJexefs [¥eN,~ T 74 1]

|
it becomes siample to show that at ¥ =J4 }




Ryo | 2R >0, 2122

Thus, Pe is minimum when

Y= R sl -

The receiver normally would Lave no knowledge >I the jammer

pover and can therefore only estimate the valus of Pns. if
the estimate is 'correct', Eguation 2.119 becoaes

P¢=ERFC[S%NA:] (2.123) )

1
and the effect of the jammer is coampletely remov2d. In fact, |
|

| IE _9)
SqNg = .ﬂr:(i 19,

so that Equation 2. 123 becomes simply the etpression for
receiver performance in additive white Gaussian noise. If
the estimate 2f the value of Pns is ‘inzyrrect', the

incorrect value of ¥ will cause an 1inc-ease in Pe _
since %)O . Thus adaptive thresholding is extremely 1
effective in theory, but 3due to the receiver's inability to ]
'know'! the Jjammer power, it is 3ifficult to implemert in 4
practice.

- —— e —— ot
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A. HM-ARY ORTHOGONAL RECEIVER MODEL

Having studied the effect of deterministic jammer wave-
forms on binary cokerent raceivers, the next lojyical step is
to analyze the effect of Jjammers on an M-ary orthogonal
coherent receiver. It has been demonstrated that the use of
pnultiple signals can improve the performance 2f a digital
communication system [Ref. 5 :p. 249]. In fact througk the
use of multiple signals, or 'M~-ary' communication desigrs,
effective use of channel bandwidth and data taroughput is
obtained. The performance of a coaerent M-ary receiver is
determined in much the saime manner as for the oinary coae-
rent receiver. The «coherent M-ary receiver urilizing |
correlators is known to be optimua for the receotion of one
of M orthogonali sigpnals in additive white Gaussian noise
{Ref. 1 :p. 1801 The corresponding receiver structure is
shown in Figure 5.17. This chapter is devoted to investi-
gating the effect on the coherent ¥-ary correlator receiver
performance 3iue to the presence of jamming aad additive
white Gaussian noise.

The fact that one of M possible signals may be received
every T seconds, is expressad in terms of M by
hypotheses H ,i=(1,...,M4) as follows

Hytrle)= s 0 + NG + N ()
Hyir ()= S+ NE + N

0 M= S{OFNK + NA“‘)

Io.t I.o

1) = ST NED + N ()

™M




Assume furthermore that the signals are orthogonil, have the
same energy (||s;||z = Eb for all i), and that all sigrals
are equally likely to be transmitted. Using tie KroneCker
delta notation

) o C# (3-1)

the cross correlation between any two signals bas:-omes

-
(52,53)=§5£ (4) 55 (t) &t = Ebd.i.s .

(o]

(3.2)

The jth correlator output will be Sj=(r,53) . with Gj
being conditionally Gaussian. 2nalyzing the cornditional
statistics of Gj, we have

E; {GS..{, = E—geé/ewen N (3-3)

or equivalently
Ei S):GJ} = E{GS/SL&) TRA\&sm\T“ED} . (3.4)

Expanding Equation 3.4 results in

T T e




(3.5)

E{Gy = E fseenenyysif= E{us)e (4 5) + (4,595 .

From Equation 3.2 and due to the fact thai.E§1,538 =Q ,
Eguation 3.5 becomes

E; gG{g = Eb&j + CL:S (3.6)

where ds=(nj,s-) . Similarly the variance is as follows

J
VAR, {63 = VAR {GX/S;,Q&) TQM‘SM\‘\TED} (3.7)

voich becomes

VRchéggz EE(N_‘,,SQ"} = %‘1 Ey. (3.8)

B. RECEIVER PERFORMANCE

The expected value of the product of any tw> correlator
outputs given that S ¢(t) was transaitted results in

54




e -

E: 263 G&: E{(SL“’N*“&ij)(Si"‘N*NS) 50} (3.9)

Eaiés%F—E((sa,s;»(~,s4->+<~.;.sﬂRsasxy(u,sm(»«;.sa]} 3.10)

Since the noise is zero mean, we obtain

EL{G“)GK} = (S.;,S:D(SL,SQ «i—(Nj,S‘O(Si,S\g)*- E{(N,SS)(N,SQ} + (3. 11)
(03 (gpsw)+ (g, (g, 80) -

Due to the orthogopality assumptions and the i1bove noted

mean and variance expressions, Equation 3.11 relices to

: . 3.12
B §6i6k = i G + 9 Endix + e By Gx+dcEudijr oy, 20 1?)

From Eguation 3.12 the following conditions 022 E‘L{(GJG‘ )3
apply for j#k

djdy L (#K
FOLE 3 e
CL;E—b + &a'clx #) =K
(3.13)
de By +djdk =) Rk
and for j=k No

By +d:2 L#A
€:56 = 3 s _
Z )g (Eb*dgl’*ﬁ{ Ey Lac‘) .
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The deterazination of probabiiity of error can be deter-
mined by first evaluating the coniicional pronability of
making a corract decision. That is, if Hi is tcie, no error
is made if 6 <g for all j#i, or

P gNo ERROR /Si.w TRAVS™ \Treog-_'-. P {ﬁo ERROR /H".?S =

P{GL <9y )= =20 s, - M| Wsmmeog-“‘ 14)

This results in

[* ]

Pinoeres /il = SP $6L< G ) 643 <6161y y €6
o

(3. 13)

Gm <6 /He | Gi=gi§ £, (90) dqe

where M is the number of orthogonal FSX signals. From the
assumption that the correlator output of each of the ¥ chan-
nels is statistically independent of any otaer channel
output, or the condtional probability of no ercrar Ltecomes a
product of the joint probability functions. Beciause Gi is a
Gaussian random variable fail9i ) is a Gaissian prob~
ability density function. Each of these Gaussian probability
density functions can be expressed through use >f the error
function as faollows [Ref. 3 :p. 393)
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{_G <GL) -.) G <GL) Guﬂ.<6l; )6"\ 4G‘./“"“_ lGl-:%». 3.1

(qc -
JTERF[J Non/l N ’

The mean and %acxance of Gi hLave bean presentel in Eguation
3.6 and Equation 3.8 Thus, Eguation 3.15 becomnes

p{xo erRoR} = S T‘ERF[J%%'«]

oo J*L
L expr-(3mEp-dd) (3. 17)
[ TP a2 |44

2

With a change of varlables this reduces to

p{no ERROR/u.§ = TERF[y LJ%T%?“E‘*”

-0 6""‘-

_ eJ(F)[ %/ﬁ] d¢3

(3.18)

This expression for the probability of no errcar occurring
given that s i(t) was transmitted can be extend2d to all 4
channels by

P{N° E.RROR} = t_ﬁ P&lo ezaoR/H;} . P{HL} . (3. 19)

For the M egqually likely signals case, P(4i)=1/M .  Using
Equation 3.19, the M~-ary receiver probability >5f rno error
becones

57

S




Plestes]s & 1

Tie receiver pgrobability of error osecoaes
P -\ - p{No ERRC } (3.1 .;

K

To put this expression in a @2o0re wacxabie Lora de=ifine tae 1
error function as follows ;
:

| (Eq+di-d;) a
hi*lyr TRz | 3.2

and the Gaussian Jjensity fanctoorz as

q4) = f__' <32 ' (3.23)

Froa Ecuation 3.21 it follows tnat

-~

! P@.ﬂ-ﬁ}j \ M Pgle) dy. o




Froa this general exgpression IZor tae procapilaty oz <i- - .=
a M-ary FSK raceiver, analysis can be perZcraed ¢ sSI.:i o

erfect of various jammer waveZIoras.

C. JAMNMER MODEL

To proceed tfurther, several assaaptions 211st <=2 aads

concerning th2 jaamer wavaforz. The Jjammer 2ust satisIy the

a

power constraints imposed, that is

L
.

to
e

Ro= ofT

from the CAUCHY-S5CHWAKZ inegyuality, the «cross correlation
between the jammer and the kth signal will bLe udcer touLidel
by

dK :<NS’S">4”N3H“SK{§= iPN;) Eb (3.28)

for (k=1,2,...4). From these assuaptions, supp>sSe a potan-

tiai jammer is a weighted sum of the sigjnals, or ’

(V4
Nsm:E a, 5,8 . (3-27)
=L

Froa Equation 3.25 the jammer power aust be




SZ_‘ a, 3, @ZQNQ Bdt= EM: Z%QN &= Z L’-’

234 N=4

where ¢£N is the KRCNECKER delta. Also, note tn:t

™M ot}
A=() %505 = 2 nbusie B, KebeM s
=L g=L

For the potential weighted sum jamzer 3eZired Ly Zjuation

3.27 , choose first the caise of egual signal weijhtiny, ocC

™M
N;(6) = @ Z‘ S, (%) : (3. 22)
g=1

‘rom this, the weighting liaitations based 2a tpe assuaed

power constraint follows from

R.=Ma* — &=[PN57M (3.31)

dye= & Ey K=L,-=M . (3. 32

-—

The argument of the error functiorn based on Zjuation 3.22 is
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(Eu+ oy -aEL)

. = =
hi()=ERFY Y Thoge/a> |
and it is eviient tiat the effect o2 tae jamaer cincels Jat.

This caa be stated for the gereral caise as

hg_\(%)ZERF[UX\- —TE]E [L+QL _as]}

° (3+34)
suca that il 3L=a;\ for all i and j, taen
hij =ERF[4» |———Eb ]
2N,
(3.35)

andl pPe Lecomes

L ad b ud .
e 1o [t e Tl

o (3.39)
qlyhdy
ERF [+ | 5]




Th.is exzressiorn is siosply the probability of ercor e.1:zl3
for ¥ orthogonai sigrdals with no jaaniag present [ReZ. S 3:g.
221]. From this analysis one can zl2arly sea that 'e 12l
channel jamming for M=-ary orthogjonal F3X% signaling 13z inel-
fectual.

As anothLer potential jinmmer, nj(t) 15 chosSel Lo tare oOn

the forn

NS“’) = a SL(Q (3.37)

with power constraint

SNSRI
which implies
o= |R. /e, . (3.39)

The jammer craoss correlation with the kth signal is

PNS Eh Kzl
dy = (Nj)sa = (Q'Su SK):‘ O‘tb(g‘ut = O K=2,--M (.3'“)
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The effect o the jazzer is Sucn thit 1T Talsss a chan’: ..

tie statistics oI tiat cnannel on.y (i.e&. 5. Tiat is

M (Eb Pu\ Eb> M-i

J:\L g Y) !ERF[ I NeBe /7 M L

::.L LT
Eo- qu;Eb , Eo M-2

(
T’MM =ERFly* [ N b/FN_ERF!LMy lNoEJQ_H
3*1 0 340
Thhat = m gz = T hegly)

4*5 ax“l J¥M

Substituting SNE=EE/N, ani JSE=PQS/’D s the C2Z<lvar Zob-

aolllty cf erco for singla ckannel jamaiuj cecones

s1-L {ERF[%"W(“’W)NML

(m-ERFr [3R (- J752 ) [ eRrlye fng]] 4y

wits the sane expression resultiay i any one 2% tne ¢tier

¥-1 sigrnals had been chosern as tae opasis Z£or tae jammer.
Studyiny the asymptotic behavior of =Zjuation 3.43 one notes
that as SNE->OQ, and JSR<1. , then

Pe': —-S[LHV\ .L]Cé(“?d‘;& = (3. 44)

-0




Taus as SNF increases, tne profabliility Ol 2CLOI Z:0CD =S

Now, when JS8>1 ,the asyzptotic Lehavior SeClices

on}
2o (W) = L- o (303
——— - — - - —— - L oe =2)
REL-w | awdy-0 )
-0
Tals resuit is worthy of note. For the cas2 22 =2, {(i.=2.
binary FSK), Pe tends t> 1/2 as S3R increases. Tais is
exactly the behavior anoted 1in tks previoas c=3ults for
tinary FSK sijnaling. As 1 increases, the jaazal nas a Lore

devastating 2ffext in that the probabilit; oI erroc Scr
JSE>1 approaches undity with increasing Sik.

Froa the anaiysis perforaed one -aa see that a multitude
of jamming stratejgies are possitie. Consider, Ior =2xa
weighted signals jamming Zor the <case oOf ufie,udl w2l
We have shown that the ejual weightinj cas= 1s 1nelfe
as a Jjawmmer, however by weighting tne signals in s
gancer to insure unegual w2ighting may prove to e an efiec-
tive method of jaaming an Y-ary correiator receiver,

a
previous results have demonstrated £or one particular casa.




IV. DESCRIPTION OF GRAPHLCAL RESULTS

1 i W ——— - —— - = -

A. DISCUSSION ON GRAPHICAL RESULTS

This chapter Gpresents grapaical resuits relitel 1o tue

anaiysis of tne previous chapters. The plots arz iasteniei %o
display receiver performance as a <Zunction of 33 for
various jammer waveforas aind set J5K values. Tna rplcts

feature the case of JSk=) as parct 2 eaca cucrve in ocier
to allow comparisons of tne Jjamraer eflectiveness to the
receiver pecformance for additive wnilte r10ise onlr

interference.

B. OPTIMOM JAMMERS

The g¢raphical results Zfor tce optimur jarmer ac

W

presented first. These were obtained throuj: ruzerical

evaluation of Equation 2.13. Plots >f Pe were jznerated for

the cases of ?SK, FSK, ani ASK modulation, 4as a functioa ol

SNR and f£ixed vaiues of JSR wusing 3 jammer as specified i
a

Equation 2. 18. Specifically the case of PSKX md>diulation is

r
<
¢}

depicted in Figure 5.5. This plot clearly shows ‘break-
point!' phenomena as JSR increases to a valu2 of one or
greater. For JSR values greater o>r eyaal t> one, Pe is
clearly driven with increasing SNR to the valiz of 1/2 in
the limit. From this figure one can note that 1).28B of sSy2
is required to obtain a Pe of 164’at a JSR valuz of 0.0. Iz
comparison, it takes 14dB of SNR to >btain the 51a3e Pe for a
JSR value of J.1. Figurs 5.6 corresponds to :he F3X case
and shows a similar result except that the break>oirnt occurs
at JSR=1/2 , which as previously notad coacurs with the -3d3
difference between PSK and FSK corrslator reczivers. Ffron
Figure 5.6 it is clear that for the FSX case, it takes less

65




jauwer power to render the receiver inoperative cza2an 227 oo
PSX casa. Ia comparisorn, note that a 13d3 388 i: re=.iizel
to okbtain a Pe of 16-6 for a JSk value of J.0. Tae 3zl Ts
is obtained ty increasing the SNR to 13d53 for a J3: oI J.1.
For ASK modulation the results are obtainsd throijn zZjuation
2.56 and are presented in Figure 5.7. It cougpacisoci, note
taat to obtain 2 Pe of 10°° a 10.2ds SNE is rz,uired Zor a
JSBR value of 0.0. TFor the same Pe a iacrease oL 3N3 to 143:
is regquired for a JSR valus of 0.1. Tihe JSk ocr2akgoint Zor
ASX" occurs at *=%/2  whica is upper bounded &y 1/2. One
should note that the actual jamaer waveforn nu(t) is

different for weach of tha optimua jaamer <casss presented.

"}-
(O]

The similiarities between the SNR regaired Zor 23K ané

-
i

are due to the fact that the 'worst case! coadition Zor ¢t
jammer was assumed, namely =<{=1/2. For tanis case, AS¥ and
PSX are identical modulation schemes. The arov: coaparison

reveals that PSK is somewhat less vulnerable to jaaming.

C. WEIGHTED SIGNAL JAMMERS

For weighted sigrnal jamming the results of Zj uation 2,63
are applied to> PSK modulation wita tae aid oI Z:uation 2.07
ard to FSK aodulation with the a3id of =Zjuatiorn 2.73.
Innediately one can note that the resualt of weijhted signal
jamming on 25X modulation 1s egquivalent to the optizua
jamaing case, and present2d in rFigure 5.8. For the FSK case
it was shown that the ‘'ejual' channel jammer w+as ineffec-
tive. It was also shown that for a special set of circum-
stances, the weighted signals jaamar is equivileat to thae
cptimun jamder for FSK. These twdo cases will taerefore rot
e presented. The graphical results for the 'siajyle' channel
or 'mark' chaanel only (or 'space' chananel only) jamming are
depicted in Pigure 5.9 . These resualts of siigle channel
jamaing clearly show it to be more 2ifective taian the case
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of partial channel jamming depicted in Figjure 5.1C. TheEse
graphical results are significant, especially <for tae
constrained pover jampmer. Froa these plots it becomes 1intui-
tive that it is 'better' to corcentrate jammsr gower OL
either the ‘*amark' or ‘'space' channel ZIreguency, thal to
attempt to partially jam bdth charnels. For the one chaanel
jamming case shown in Figure 5.9 not2 that to ootain a Pe of
104'a value of 13dB SNR is reguired for a JSR value of 0.9.
In comparison for tae same Pe note taat a SNR of 1643 is
reguired for a JSR of 0.1. For tae partial jamming case
shown in Figure 5.10 to obtain a Pe of 10~ a value of 14db
SNR is required for a JSR value of J.). To obtiin the sanme
Pe a value of 15d8 SNEK is reguired for a JSR valie of 0.1.

D. FREQUENCY NODULATED JAMMERS

Figure 5.11 presents the nature of the frejuency modu-
lated jammer waveform. Fijure 5.12 shows tae a2f fect oI the
linear FM swe2p jammer on PSK modulation. Tae FY jamcer was
designed to sieep the baniwidth occupied by ths signal. By
varying the aumber of times the jammer sweeps the signal
bandwidth during a bit interval the effectiveaess of the
jammer can Lbe investigatei. Figure S5.12 shows th2 result for
one swveep of the jammer per bit interval. Figurz 5.13 shous
the result for a PSK modulated signal swept twic2 during the
kit interval. For PSK moiulation it is clear taat as the
nuaber of sw2eps increases the more effective th€ jammer.
Figure 5.14 and Pigure 5.15 shov th2 similar r2s5ult for FSK
modulation. Note however, that in gJeneral the added
coaplexity of FM jammer waveforms aake it an unlikely candi-
date for replacement of the optimum jammer. Ia1 comparison
for PSK modulation as depicsted in Figure 5.12 to obtain a Pe
of 16* a value of 13dB SN® is rejuired for a JSR value of
0.0. To oltain the same P2 an increase ian SN¥& t> a value of
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1548 is required for a JSR of 0.1. TFor ths sase 2I :u

tu

swa2eps per period as shown in Figure 53.13 to obtairn a z: °
10 a value of 123B is regzuired £for a JSK valu2 of J.9. T3
obtain the same Pe an increase in Sy} to a valu2 of 1343 is
reguired for a JSE valus of 0.1. For FSX moialation as
depicted in Fijure 5.14 to obtain 1 2e of 17°a value of
15d3 SNR is reguired for a JSK of J.). To obtala tue sane ?2e
an increase in SNR to a value oZ 1733 is rejuirzqd Zor a JSK
value of 0.1. For the case of two sw2eps per period as snown
in Figure 5.15 to obtain a Pe of 10 a value of 1512 SUR is
required for 3 JSR of 0.0. To obtain the saame P2 an incCrease
in SNR to a value of 1648 is reguirel for a JSR >i 0.1.

E. HNEAR OPTINOM JAMMERS

Near optimum jamming featured a two level pilsed jamaer
waveform. The graphical results of Figure 5.15 shows that
the breakpoint occurs at JSE= 1.23 . This jammer is a good
candidate as a substitute for the optimua jammac due to the
noted fact that a small increase in JSR over the optimuz
reguired JSkE results in a2 marked increase in ceceiver Pe,
without a marked increase in wavefora coaplexity. For the
near optimua jammer case jepicted in Figure 5.16 to obtain a
Pe of IGG'a value of 10dB SNR is reguired for a JSE of 0.0.
To obtain the same Pe an increase in SNR to th2 value 1343
is required for a JSR of J. 1.

F. H=-ARY RECEIVERS GRAPHICAL BRESULTS

The grapaical results £for M¥-ary FSK rec2ivers were
derived from a3 numerical evaluation of Eguation 3.24 . It
was noted that the case of egqual jamming was in=f{fective and
thus will nrot be presented. The case of sinjle channel
jamming of a 1-ary coherent correlator receiver is presented
in Figure 5.18 , for =2 or binary FSK. TIae result is
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iderntical to tanat presentzd freviously. 43 tha ran.+z 28
channels (M) is increased one can clealiy sSec th: SreidIcin:t
shiZtin;. As discussed 12 chapter taree, if J33 < 1, a3 !

ircreasess the receiver gerformance is clearly a:zlectoi. |
Fijure 5.19 shows this for =10, and Figure 5..0 siwilar !
for M=100. In coxmparison to obtain a valuz oI Ze of

for the case of M=2, depicted in Figure 5.13, a value of i
13d3 SNR is rajuired Zor a JSk value of 0.J. T> obtairn the |
same Pe an increase in the value JOf 58x to 1545 is reqjuired
for a JSE value of 0.2Z. For the case of ¥=10 degicteld ia
Figure 5.19 to obtain a value of Pe of Iﬁba vilue of 144z
SNR is reguirzd for a JSK value 0Z J2.3. 7To obtaiia the same
Pe an increass in the valus of S¥R to 15d3 is r2juireld Iz a
JSE value of J).2. For the case M=1)) Jepicted in Figjurs 5.2)0
to obtain a value of Pe of 166 a value of 1533 is rejuired
for a JSR value of 0.0. To obtain th2 same Pe an increase ia
value of SN2 to 19dB is reguired £for a JSR vaiue of 0.2.
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V. SONCLUSION

Ir this thesis, a known optidua receive: Las Jeei
analyzed under the uswal siynal plus noise environuent, Lo
addition to jamaing. Tha analysis 2£ the eifzcctiveasss ol
jammer waveforas was undertaken using the rec21iver Lroo-
ability of error as a asisure of perforzance. Ihe zai:n
objective was to maximize the recesiver probatiliity of error
as a iunction of a powar constrained Jjammper waveforn.
Various jamzer strategies that aif=2ctel receiver performance
were obtained, and results presentead.

For the mithematical aodels of tha various jaamer wave-
foras studied, it was conciuded tnat the optimux Jjammer
waveiorn consistel of a deterministic sigral proportiomnal to
the difference of tiae binary signals used. This 1metiod
whether appii=zd to 2SK, FSK, or A3K modulation technicues
drove the recaiver prokbability of error to 1/2 ii1 the linie,
rendering the receiver inoperable. OJtaer jamminy stratejies
attempted iccludel weigated signals, freguency modulated,
and near optimum jaamers. All these aethods of Jjamaing
resualted ir a similar effect. Tney Jdrove tae receiver
performance to an unsatisfactory iinit, but with a lesser
degree of effactiveness in terms of JSK as coapared to the
Optinua jamaer. The sole non-deterministic jamaing strategy
attempted, additive white Gaussian noise provei
less eifective.

A M-ary orthogonal sijnaling coaecrent rece2iver was then
aralyzed in teras of receiver Pe in tne presencs of sijnal,
noise, and 31 jaaming waveform. It was shown that egual
channel jamming on all M channels was ineffective. Single
channel jammiag was concluded to be a more effective jamming
method for the receiver studied. It was cfurtan2r concluded
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that the grsater the number of <caannels in the ¥=-arCy
receiver the more effective the jammer is waen tie JSh
exceeds unity.

From this knowledge of the behavior of a con2rent cocre-
lator receiver in the presence of jaaaing it is aoped that a
greater understanding of jammer and receiver d2signs can be
achieved.
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