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A BSTRACT

The effect of various jammer waveforms on k.aown optimui

coherent digital receivers is analyzed and evaiuated in

terms of receiver performance. The optimum jamer waveform

for the specified receiver is derived and several jamming

strategies are studied and compared to the optimum case.

These jammer waveforms strategies include d-terministic

models of tonal, weighted signals, frequency modilated, and

additive white noise jammers. An .-ARf digitil coherent

receiver using orthogonal modulation (FSK), is subjected to

various jammer waveforms and the receiver performance

analyzed. Graphical results based on numerical inalyses are

presented to show the effects of jammer diveforms on

receiver performance.
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I. INTRODUCTION

The concepts of statistical decision theory a: iied to

digital communication theory for t~ie purpose )f designing

optimum receivers is widely known. The nature of many commu-

nication channels is characterized by their intarference to

reception through additive noise. Receivers have been

designed to optimize the output receiver s1ngil to noise

ratio in the presence of additive white Gaa3sian noise

interference. However, noise is aot tne sol source of

receiver interference. Jamming, intentional or not, can be

severely detrimental to receiver performance.

This thesis endeavors to investigate the effect of

jamming on digital coherent commuaication receivers.

Mathematical models of signals, interference, and jamming

are utilized to demonstrate performance (i.e. - receiver

probability of error) of receivers designed to :perate in a

'noise only' interference environment, in the presence of

botn noise and jamming. From the mathemati: ai models,

optimum jamming techniques are derived, and virious sub-

optimum jamming strategies are analyzed.

The results are dividel into tnree sections. In section

number one coherent receivers are investigated aader various
jamming conditions. The optimum jamming wavefocm based on

power constraints is derived and analized. Pezformance of

coherent FSK and PSK receivers are analyzed in the presence

of both optinum and sub-aptimum jamming wavefarms. These

jamming waveforms include, weighted jammers, fraluency modu-

lated jammers, and two- level pulsed jammers. Seztion number

two discusses higher level digital coherent crceivers in

which M-ABRY FSK receivers are analyzed in the presence of

jamming. Mathematical models are introduced and results

9



compared to the optimum case for LDiaary FSK. Fin cii, I P

section number tzxree graphical presentations ::rrcspozdin,;

to the numerical analyses that have been pa.:formed are

interpreted in order ti demonstrate the mat'Lematical

results.

10



II. COHERENt RECEIVER ANALYSIS

A. COHERENT ZORRELATOR RECEIVERS

The application of statistical decision taeory to the

problem of detecting signals in the presence of aoise can be

used to design optimum receivers. However it is important to

note that the receivers are optimuu under a jiven set of

assumptions. The receiver which is optimum (in the sense of

producing minimum probability of error, Pe) for the discrim-

ination of two different signals received in additive white

Gaussian noise interference is well documentel [Ref. I],

and the receiver structure is as given in Figure 5.1 . This

optimum receiver is a correlator receiver, due to the cross

correlation process it performs between the inpit r(t) ,

and the signal so(t) and s (t) . This optimum correlator

receiver can be shown to be equivalent to the single corre-

lator receiver of Figure 5. 2 . The receivers of Figure 5.1

and Figure 5.2 have been shown to be optimum (i.e.-minimum

probability of error) when the received signal is either

R (T)+T) +N(T) O5t!-T
or, R() = S(T)+ N(T)
where s,(t) and sj_(t) are known deterministic signals and

n(t) is a sample function of a white 3aussian process.

The objective of this chapter is to analyze the perform-

ance of this known optimum receiver under different oper-

ating rules; i.e.- the signal received is interfered by the

presence of a jammer waveform as well as adiLtive white

Gaussian noise. That is

or,

r{{{{ S (



where n (t) is a jammer waveform m:deled as deterninistic,

yet unknown to the receiver.

The correlator receiver structure depicted i Figure 5.3

which can he shown to Le equivalent to the aptimum single

correlator re:eiver of Figare 5.4 is now analyzed under the

stated assumptions. We define

s c(t ) = s  (t)-SO(t)

c=BIAS=1/2 (so(t) - sZ(t ) ) dt

=No /2 in (No) X0 = P (so) /P (skI

where

.,), P(.)= LrKELIHOOD FUNCTION..

The coherent digital communication receiver of Figure 5.4

can be analyzed in terms of the resulting Pe wnei the jammer

waveform nS(t) is present in additioa to the noise and s,(t)

and s (t). The received signal appearing at tae front end

of the receiver is mathematically described by

where so(t) and s/ (t) are the two signals used to transmit

the binary information, n(t) is a sanple function of a white

Gaussian noise process having a power spectral ensity level

of No /2 Watts/Hz, and n (t) is the deterministic jammer

waveform present during the signaling interval (),T).

The coherent receiver of figure 5.4 will be analyzed in

so far as the effect of n (t) on the receiver probability of

error is concerned. The correlation process gene rates

12
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LSLSx±& (2.2)
0

and the norm notation 1* follows from

111,=(tXX) (2.3)

In order to determine receiver performance (i.e.- prob-

ability of error) the decision rule used by .he receiver

must be analyzed. This decision rule is given by

I- Q0S.~) J-~s~& + CI < (2.4)

0 '

& where for convenience we define

G Qr s~ 4--&LI s4j'2 tjs.~J~J(2.5)

13



In order to compute receiver Probioility of error it is

necessary to letermine the probability density fanction of

conditioned on the hypotheses H.L and H'; that i on Whether

s (t) or sO(t) was transmitted. Tanus,

H.o " r (t) =s,_ (t) +n (t) nj (t)

Denoting these density functions P 13) and PO(G), we can
express the probability of error as

Pe 4 (=/HL HL (2.6)

Where P(DWVHol equals the probability of deciding that

s.(t) was transmitted given that s 0 (t) was trans-

mitted, and P(Do/KiL) equals the probaility of deciding that

s 0 (t) was transmitted given that sj(t) was transnitted. *For

the hypotheses of H. and H, Eguation 2.6 be:;omes

= P,(G) + & (2.7)e 3

Since G is a conditional 3aussian random variable, in order

to obtain its conditional probability density Eunction its

mean and variance must be zomputed.

The mean is given by

E(G/sZ (tl transmitted) =(si,st)+E(n ,s9 ,s&a.)
+1/2(1isol - S II, ) i=0,1 .

ilt



Due to the assumption of zero mean naise, E((n ,4) =0. :-as

the mean value becomes

4*G/ Sz ... (s s .+.,& + °L (2. 3)

It can easily be shown that the zonditional vaciance of 3

will be due to the noise process only. That is

V AR Z(G)= E ((G- E C(G) 12) Z = 01 .1

where Var C (G) is the variance of G conditionil on sZ(t)

being transmitted. It can easily be shown that

- 9FRjGG= -A N0G N [ (k)-Sock)] t . 9)

Eguation 2.9 can be written as

(z c* TRVIM SjV~L! L 0 L (2.10)

W ith the mean and variance known, the pr~bability of

error can now be written using the following

general notation



Due to conditioning, the probability densiti uz.ctions

become

I

_____ ____ ____(2. 12)

From the probibility of error exprassian (.guati:n 2.7 ), we

have

Ie (x- rw %7S1 No I( sd.lI
(2. 13)

where

pprobability that s jt) transmittei

Y-decision rule threshold setting.

Using the following definition of the error fun:Lion

16
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V

ERF(V)e. CX (2. 14)

and the complimentary error function

ERFC(V) f5 = I I ERF V) (. 15)

V

Equation 2.13 can be written in a more compact f3rm. With a

change of variables E~iuation 2.13 becomes

Pe (-)ERFC o (,s&)]]

+ (F)ERF 2 " S (N I SOL,, (2.16)

If eguiprobable signals are transmitted, p=1/2, and the

threshold setting becomes

No- = 0 (2.17)

P

which corresponds to a 'zero threshold' receiver. It should

be noted that this may not necessarily be the nost desire-

able thresholl setting, and in fact values otl.ar than zero

may enhance receiver performance whenever jamming is

present. With the above stated conditions, tha probability

of error equation takes on the fora [Ref. 2]

17



-LERFC[[ - ~1+ _LERjfs%[N&d]] )(.

where

B. JAMMER OPTIMIZATION

Utilizing Equaticn 2.18 , the affect of a jammer wave-

form can now be studied in ter2s of its izpact on the

receiver probability of error. A diszussion on tae method of

optimizing the effect of ni (t) on the receiver probability

of error is now pursued. But, to be able to compare tae

results of the optimizatioa process, the receiver perform-

ance under the assumption of white Gaussian noise only

interference should be noted. If no jamming saveform is

present (i.e. as(t)=0.) the term d is zero, ind Equation

2.18 becomes

P = E RFCs. -' , - +

By expressing Equation 2.19 in terms of the av.rage energy

per bit--Eb, and the n:rmalized signal cross correlation

a more meaningful form is obtained. That is,

18



E T ~S (>SN)=AVG .BIT ENERGY (2.23)

0

f.o (2.21)

so that

hsd 0- IC+ 2't2 E6(iL-) (2. 22)

Thus, Equation 2.19 becomes

e ERFCf No.2 ] (2.23)

By noting that

3b/N, -signal to noise ratio-SNR

Equation 2.23 becomes

~=ER CL sNR(I- P) j(2. 24)

For orthogonal signals, i.e. f-O., Eguation 2.24 becomes

19



Pe = R FC (2. 2

For antipodal signals, i.e. *f-i., E-uation 2.2/4 tecornes

E ERFC[4 2 7 S ] (2. 26)

A plot of these mdthematical expressions rasults in the

well known probability of error 'waterfall cirves' off a

binary receiver operating in additive white Gaussian noise.

F By evaluating the derivative :)' Euation 2.18 with

respect to the cross correlation between the jamier waveform

and the signal difference, d , extramezation :)f the prob-

ability of error can be obtained [Ref. 2). Sinzea

~Pe - ~ L~ 2*-+-ea]/2JSINH(!~ .), (2.27)

one notes that due to the behavior of thie SINH(xi function,

2e > =0 (2. 28)

Thus, Pe is increasing for d>0 and Pe is dezreasing for

d(O. Therefore, a minimua must exist for the larivative at

the point d=0. This can be proved by evaluating

20



3 NL(2. 29)

We observe thit 2Pe/d 2 >3 for all values of d. Therefore
the minimum P8 must occur at d=O. The presence of a jamming
waveform will always cause an increase in Pe. Also, by

making d, as large as possible in magnitude ziuses an as
large as possible increase in Pe. In fact,

L-nPe ERFC4[N- ERF [Na+
[(2.30)

becomes

R e. " RPC -00) + E RF-c (2.31)

or

= --
(2.32)

This result makes sense Eor it states that as the jammer
becomes increasingly powerful, the probabilily of error

approaches 1/2. However, the jammer model will be
coustrained in power as follows

21



(~3s~~4N~~ (. 33

with the inequality due to :aicty-Schwarz. Defining

,where Pni is the jammer power, thia term jId->oO

implies that Pni ->W) when I Is&I1<00. Since it is iat possible

to have infinite jammner pawer, Pa will be~ czonstrained to a

finite value. From the Cau--hy-Schwarz ine.luality it can. be

seen that Equation 2.33 zan be mile into an eguality if

%*(t) is directly proportional to sc&(tI That is

Kd W~y* (2. 34)

where K is a zonstant of proportionality. Sin--- I jn~l II =

K must be set to the value J Pn,/iIs&II The t.erm d can

now be maximized by setting

.f*~7's~.&)(2. 35)

Thus, in order to maximize the receiver probaibility of error

with n- (t) coastrained to have power Pn- 1, set n,(t) as given
by Equation 2.35. This results ia

22



which reduces to

(2. 37)

Equation 2. 18 can now be written as

Using the definition of average bit energy- Eb, and sign~al

cross correlation- pEquation 2.38 zazi be simplified to

2..39



I (2. 40~
Pe [RFCL SNR - i2 SR ]+

ERF SN R + T2SR

Analysis of Equation 2.43 highligats the fa t that for

increasing values of JSR, one liait of integrition of the

appropriate Gaussian density integral remains ilways posi-

tive, while the other crosses zero and becoIas negative.

That is J1-T - <2JSR1<0 occurs at JSR>(l-f)/2. When this

'break point' occurs, as SNi increases, Pe worseas. That is,

Pe increases to 1/2 in the limit is SNR==> 0 . Jammer

strategies caa now be attempted using Equation 2.40, and the

above noted 'break point' effect will be studied and

exploited.

C. DETERMINISTIC JAMMING FOR PSK,FSK, AND ASK 43DULATION

The effects of deterministic jamming on various modula-

tion techniques will now be studied. This pcocess will

entail the use of a deterministic jammer wavefr:m, and its

effect will be evaluated using Eguation 2.40 for the

following modulation techniques. PSK modulation using

S. :Acos ciC : S0(-)=ACOS(W:Tr) (2.41)

with the constraint that

VcT=n-T n an integer.

For FSK modulation using

24



S~cAcsc+ S~)~oc~j+ ~ tT (.42

with the constraint that

(w1-wO)=n1T/T ,(wl+w3)=rnT/T a and m irn-egers

ASK modulation utilizing

S =A.) SAks r~ (2.43)

where we assame that I Isi I<a ani for convenience, that

A1>A0.

Beginning the analysis for the PSK case, one notes that

S&(k) OS W. o6 (2.44)

and Ijs&IIj=f2T. We assume the jammer has powe: constraint

Pa ,so as discussed previously, the optimum janmer for PSK

is given by Equation 2.35, namely

N.L4~JCOS {I' 0otj o+T (2.4j5)

For PSK -f=-l., and Equation 2.40 becomes

25



~ERCL ~ { + jjJ'§}N (I - iSP

It can be seen that whenever JSR>l in Ejuation 2.46, Pe will

increase with increasing SNR. Tde value of JSR=1 is the
'break point' for PSK modulation.

For the case of FSK modulation

(2.47)

and from the previous assumptions maie for FSK signaling,

dH (2. 48)

If the jammer his power constraint Pni , the op:imum jammer

for FSK is given by Equation 2.35 , namely

N i=S o -Lw 0 o !-T( 2 .4 9 )

It should be aoted that ni(t) , the optimum jammar for FSK ,

is an amplitude modulated waveform with spectral lobes at

26
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half the difference frequency wd=(w1-wO) an! nlL t:,ie sua

frequency ws=(wl+wO). For FSK, p=0 and Eauation 2.43

becomes

ERF[-SN -- s ?% (2.50)

It can be seen that whenever JSR>1/2 in Z~uati a 2.50 , Pe

will increase wita increasing SNR. The value o JSR=1/2 is

the 'break point' for FSK modulation, and is typical of -3d5

differences in performance between coherent receivers for

PSK and FSK [Ref. 3].

For the case of ASK mojulation

and

jJ SOL11 (A, -PAo)jj s. (2.52)

27



If the jammer has power constraint Pi , the optimun ja aer

for ASK, as given in Equation 2.35, becomes

'~ (2.53)

For ASK, the normalized signal cross correlation is,

(A+ 0 ) (2. 54)

By defining a=(l- ) Equation 2.54 can be writ:en in terms

of a( , where

(A<+ . (2.55)

so that Equation 2.40 becomes

Pe EFC +(2. 56)

For ASK, the 'breaK point' occurs at JSR=%'2. 3cause a(<1,

in terms of 'break point' efficiency PSK is aighest with

JSR=1, FSK i3 next highest with JSR=1/2, and 13K is lowest

with JSR<1/2.

28



D. WEIGHTED SIGNAL JAMNERS

With the kncwledge that the optimum jammer waverorm

takes on the mathematical form given by Eiuatioa 2.35 , a
variation on this form can be effected by defiaLng a jammer

waveform to be a weighted normalized sum a the

signals so(t) and sp(t), that is

N 0s. + .o(2.57)

This jammer waveform can be shown to obey

so ) (2.58)

Analysis involving this jammer waveform will be applied to

PSK and FSK signaling for which 11s,. 1=1 Iso 11. Thus,
Equation 2.58 can now be written as (using 's'.L'[= 1[sOII)

. c.j ~ +QLo (2.59)

where = signal cross correlation. Since II i. 1, it is

simple to demonstrate that lln"I 11 will be camstrained as

follows

29



(2. 6J)

For a power constrained jammer waveform the wei;hting coef-

ficients, a 0 and a. , must be chosen so as to satisfy this

constraint. The inner product of the jammer wdv-3form and tile

signal difference, d , (as noted in Equation 2.13) becomes

of primary interest. hs previously discussed, as d
increases, so does Pe. Therefore, for the defiied weigrted
jammer waveform, EgNuation 2.18 becames

+~ (s,,. a-), (2.61)

S. ~ so!

Using Eqjuation 2.18 and the assumption of e~juiL bit ener-

gies, I1s.11 = Is.II, the foll~owing expressi~n for Pe is

obtained,

-LERFLF No (2+2

Since for equal bit energies,

Eb 1/ (11ls.1I +jjSofl 11'1
Equation 2. 62 becomes

.30



=~~~~2 63)"E. L
e f" RFC NO +

For PSK modulation, f=-1, so that Equation 2.59 becomes

= CL + CL ~2. aCLC
0 0  (2. 64)

or,

For PnjEb JSR, and Eb/,--' SNR Equation 2.63 be~omes

-U LERFOLSN • -J 7 , ] +

ERFt-YSN'{L+J 'SR '(] 2.66)

Observe that this result is identicil to that ,,tained when

nS(t) is given by Equation 2.45. Since (a.-a) - Pn. , and

I I lII=Is I1 A T/2=Eb, it can be seen that E uation 2.57
becomes

31



which is ilentical to Equation 2.45. The choice oF

a L and a. is not important provided that the power

constraint is met, i.e. (a,7a.) = Pn . It xist be noted

however that if a, =a, n (t)=O , and the jamner waveform

clearly has no effect.

For FSK, f= 0 , and Eguation 2.59 becomes

N -k 0. (2. 68)

or,

a J6 1(2. 69)

Define now the following variables

0- CL 0, +2

a.o -- (2.70)

32



For the noted power constrained jammer, a real valle

for ao and a. must exist, such that the power :3nstraint is

satisfied. That is, it must be true that .- 0el 0

This implies that |a,,, Ia!k. Observe now that :om E.1. uation
2.57 that

ale -N- COR 0 'N.) LO ~

- (2. 71)

Each condition on the weighted jammer waveform -an be asso-

ciated with its effect on the FSK modulated wiveform. The

first condition of Equation 2.71 , R -- .-

can be thought of as 'mirk' channel jamming. The second

condition, ,.

can be thought of as 'mark and spice' channel or 'egual'

channel jamming. The third case can be thought of as 'space'

channel jamming. Using the notation from Equation 2.68 ,

Equation 2.18 becomes

ERF[- E .- (2.72)
N. EdL

In terms of SNR and JSR, Eauation 2.72 becomes
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(2. 73)

Equation 2.73 provides a means for studying tha effect of

varying the weighting coefficients ao, and i on the

receiver probability of error. Performance oacomes obvi-

ously a factor of the amount of weiphting or on how aach

each channel is being jammed. From Eqiuatian 2.73 one can see

that if (a0,-!aL)0 , which implies, a =a. , the 'equal'

channel jammiag case, the jammer waveform has io effect on

the probability of error. Due to th. reguire-

ment that a . a =1 , the 'equal' channel jamming case can

occur only when act =a =t. This case of 'ejial' channel

jamming ineffectiveness can also be surmised by noting that

due to the orthogonality conditions imposed on the FSK

signals, d=O. Thus, under the stated conditions, the jammer

is completely ineffective.

From Equation 2.73 one can easily see that jamming the

'space' channel is eguivalent to jamming the 'nmik' channel.

If a=O , then by the constraint a +a =1 , a =1 and

Equation 2.73 becomes

j ~RC[1S~{i4ITSR(2. 74)

In this case the breakpoint occurs at JSR=I. Compared to

the optimum jammer wavefoca in which the breakpoint for FSK

modulation occurred at JSR=1/2 , single channal jamming is

clearly less effective.

By choosing a combination of weighting coefficients, one

can show that 'partial' jamming of both channels tends to be

less effectiv. than single channel jamming. Consider
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a= P and a.,= so that aoz+aA =1 , is sati3fied. r:.,e
Equation 2.73 becomes

Pe~ERFC [I~~L 1YW[R-] JJ
ERF EJSNR{~ IT Rf'] 1 2 5

with a breakpoint at JSR= , : J SR7.4 6.

Comparing this to the breakpoint of JSR=l for single

channel jamming it is evident that single channel jamming is

the more effective method.

Note however that for the special case when a. =-a. ,
fixing a& = , Equation 2.61 becomes

c&=11S, 1 aa,~)[L- f] a-o. (2. 76)

and therefore for FSK modulation, (i.e. f=0.), E uation 2.63

becomes

Pe= - RF C[. SNR' I+ I"

S.R(2.77)

ERF E ]SNR'{I- l.SRi

This equation is identical to the cesult obtained for the

optimum jamming waveform case noted in Equation 2.50 . Thus

this special case of the weighted signals jainer is also
optimum since n (t) in this case is identical ia form to the

optimum jammer given by Eauation 2.49.
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E. FREQUENCY MODULATED JAMMING

A method of jamming through a frequercy aand hwita a

'spot, or deterministic jamamer can be modei~d usir. a

freguency modulated jammer waveform. The mathenitica. model

used for an FM1 jammner is

N g SN)~ +KS-OWt&t o - T (2.78)

After integration Equation 2.78 beconies

N1Nw,+* SW j + E) o~k*:T (2.79)

where -KrT and e is a deterministic phase angle. The
instantaneous jammer waveform frejaency is

WWS+ U4.JCO0S~Jj (2.80)

and covers the frequency raage from

to (WS~~a
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as depicted in Figure 5.11 . Assume that w3T=27r aL"

wjT=2rk , where I and k are integers. As in prvious ana-

yses, in order to determine receiver performance, the param-

eter d=(n ,sa) must be evaluated. Fcom Eguation 2.79

r

where the deterministic phase h ias been set to zero for

computational ease. For PSK and FSK modulation, sL(t) will

be of the form Dsinwt (Ref. 2 :p. 20]. rhe integral

that will have to be evaluated is of the form

"0

Using trigonometric identities, Equation 2. 82 can be

expanded as follows

saj. >: 33 D5 ~C-Os 5 ] -

:L (2.83)

By using the well kncwn BESSEL function coeffizient expan-

sion for each cosine term in Equation 2.83 the Eollowing is

obtained
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(FNs& I. D -JN OsS Q j- ) + N-
0 (= NW" --

After integration Equation 2.84 becomes

(.s,,.,)R- 'DE .T*

5 - w-)m (

For PSK modulation, the Landwidth of the PS( signal car

be effectively limited to

Tr'
as this range contains ovec 80% of t4e signai e-rgy. Thus,
the upper and lower bounds of the instantaneais frequency

discussed in Eguation 2.80 can be maie to coin:Lde with the

signal bandwidth. That is, we set

-_Z w: s - W* Wr WS (2.80)
rr

or,

!Mr

By earlier assumptions, note now that = , where the

integer k determines the number of times the jamner waveform

will sweep the signal band in one bit interval, T . The

cross correlation between the jammer waveform ani the signal

difference, Eguation 2.86 can now be written as
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N37)

for D=2A , and wc=wa=ws. The term SINC(iwT) will

be zero for all integers n, except n=0 , due to the

assumption wr=2rk . The second tera, SINC((2d3+nw3) T) is

also zero, except when

n=( ] )=(- / )-" r .
One should note that r need not oe an integer. From these

simplifications Equation 2. 87 can now De written as

where J,(? is zero if r is not an integer [Ref. 4 :p. 244].

Since the average bit energy-- Eb=AZT /2, and SN.f=Eb/X* from

Equation 2.88 one can derive an expression for the integral

limits of Equation 2.18, namely

From Equation 2.89 the receiver perfarmance can :e obtained,

and is given by
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:± ERFC[iS [L 4 ()-()]+(;
ERF E 23SNRLL+1

The breakpoint associated with the jammer wavaform tejn;

analyzed when a PSK coherent receiver is ased o:;ur3 at

The behavior of the breakpoint is highly i-pendent on

several factors, namely the value of F and wtiather or not

r (which is a function of the integers 1 and k) is an

integer. The breakpcint can occur for small or large valies

of JSR. If r is not an integer the breakpoint will occur

at JSB=L/*o(w'. . In order to make the jammer as effective

as possible it is desireable to have tais bcrakpoint JSR

value minimized. This can be accomplished by makir.g B as

small as possible, which from the earlii r assump-

tion that - a- )/ is equivalent to making k as large as

possible. Thus for PSK, the greater the frequenzf with which

the jammer sweeps the signal band over the bit iaterval, the

more effective the jammer. This result can be obtained from

another point of view. The jammer waveform of Ejuation 2.78

can be put in the form

With ws = wc and wj=2Wxl/r, as k-->oo,

where limp= 3.
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The jammer becomes a tone at the carrier fregaea:y which nas
been demonstrated to be optimum for PSK modulati)n.

For FSK modulation the analysis is somewhat nore conali-

cated. The FSK signal covers approxiamteiy the nind

The midpoint freluency is ws=1/2(w1lwO), so tae instanta-

neous jammer band is chosen such that

4 - . ) , + u = : ,. ir (2.92)

Equivalently this means that

k .J)4 (2.93)

For FSK signaling we assume that

where 1 and m are integers, and as previously

discussed w4T=2rK. From Eguation 2.93 it can be 3een that
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- P -- fEN .-- Li] Kor

For FSK,

s.= As, - A , o(2.97)

so that Equation 2.81 becomes

T

In this expression for d , the BESSEL functioa coefficient

expansion can be utilized to yield(N, s.):4 a %' Z . [,Cs N[*(~t-,.*,.).+,.i -

J- (0 [ 4g2

SIN +ww r ____________ 99
LT' (3kt wo, IN3w 0)
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Due to the assumptions involving wE, w0,, and w- , E:aation

2.99 reduces 
to

SkN1( NK+v+ W2A.) - SIN _____A SIN rK+M-PV2.130

If 1 is an even integer, Eguation 2.100 at a)st contains

four terms. these four terms can exist only if the argument

of all SINC functions is zero. The four terms and their

respective values of n that make the SINC function arguments

zero are as follows [Ref. 2 :p. 23]

0-: /4 K

J-F~jTj()N'(M ~)a (2. 101)

j~TJ4 ) - /2 )
4 N4= - (t~l - 1\/2Y

By definition of the BESSEL functioa, the

values of 01, (i=1,2,3,4) , must be integer. Ir these

values are not integers the associated terms ice equal to

zero. Once again the effect of the jimmer largelf depends on

the number of sweeps over the band of the FSK signal. From

Equation 2.18 one can obtain receiver performanze for the 1
even case as follows

wit t£ERFC [+urrin. t

ERF [-W4i % J)3~~N ()J3o~

with the breakpoint occurring at
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2- (2. 103)

Attempts to minimize this value or JSR are not is direct as

for the PSK case in which ircreasiag the numb.: of sweeps

per bit interval (k) was found to be optimum for jamming

purposes. increasing k will tanJ to be letrimental,

unless the integer relationships stated in ;.-Iation 2. 101

can be maintained. Since

Co

there exists the possibility that the values of l,k, and m

can be chosen to cause the denominator of EquatLon 2.103 to

approach unity, and thus would approach the value of the

optimum jammer breakpoint for FSK signaling aot-i before.

F. NEAR OPTISUM JAAE£RS

It has been shown that a jamaec waveform specified by

Equation 2.35 is optimum. This conclusion was ierived from

the implications of the CAUCHY-SCHWARZ ianguality as

analyzed in section B. The unigieness of tais optimum

jammer is however not guaranteed, and thereforB the exis-

tence of some other jammer waveforn, with the same power

constraint Pnj that maximizes d , is possible. Since, an

optimum jammer has been determined, efforts to find other

optimum jammers would be redundant in nature. iowever, it

can be demonstrated that simple, effective jimmers that

obtain near optimum perforzance can be found. rae effect of
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these near optimum jammers on PSK and FSK signaling will now

be studied.
As a methad of jamming, we choose a jammer wiveform t-at

is a simple binary signal. Assuainag PSK modulation, the

signal difference is given by Eqaation 2.44. Instead of

the optimum jammer for PSK noted in Ejuatioan 2. 45, a near

optimum jammer is proposed and defined by

N. o 4c 4T. (2. 105)

The jammer power is

N PMj (2.106)

with vc=n%/T, n an integer. From Ejaatioa 2.105 it is clear

that L=jPn /T)' . The value of L can now be usei in Equation

2.18 to obtain

Wir

0

Maxinizing d produces the largest increase in ?e, and for

PSK
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.MA A ITT'(2. 103)

When d of Eqiation 2.107 is compared to dwax one can see

that

4

_ ,T -__ 0.9 (2.109)

That is, the simple binary jammer achieves a ialue of d

that is 90, of the optinum value dmax. rae receiver

performance can be determined with the aid of E-aation 2.19.

This yields

e {ERFCLISNR JZ +1 ISR ]+
(2. 110)

ERF ____

From Equation 2. 110 , the breakpoiat occurs at

YSR--[ 'Tr]= -i!IEL23 (2.111)

Compared to the optimum case breakpoint of J3P=1 , the near

optimum jammer waveform yields a breakpoint wiich is 23%

higher.
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A similar form of jammer waveform can be ap.lied to :F.3

signaling however the analysis of the jammer affect on Pe

becomes somewhat complicated. A binary jammer signal
would be at a constant jammer level (_L)' :.d Inter-

acting against s (t) which for FSK is a sinusoidlly varying

envelope amplitude modulated signal. The desired jammer

effect against the oscillating envelope of s&(t ) would he to

use a multi-level jammer. The jammer could then jam at a low

level when s&(t) is maximum, and jam at i high level

when s&(t) is minimum. Such a multi-level jamner would be

effective in theory, but difficult to realize in practice.

For this reason the near optimum jammer for FSK signaling

will not be further analyzed.

G. ADDITIVE NOISE JAEHERS

All previously discussed jamaec waveforms dave been

treated on the basis of a deterministic model. if we assime

a jamming waveform ni (t), where n (t) is a sample function

of white Gaussian noise process having poawir spectral

density level of Nj/2 Watts/Hz, and is statistLcally inde-

pendent of the additive noise n(t), tae rezeived signal

will be of the form

C--)+ () WJ t)C OJ. 0! t7 (.12

From Eguation 2.8 the conditional mean of the statistic G

becomes
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7= (SL SL)4 ELIQIS (2. 113)

and the conditional variance becomes

VA&~/c R[oj (2.114)

Knowing the zonditional mean and variance of 3 the prob-

ability of error (from Eguation 2.13 ), with th. assumption

of eguiprobable signals becomes

- RFC ° + i E -4 (2.115)

or

--ERFC[ 4 N. i  - (2.116)

With SNR'Eb/N. and JSR-Nj/Eb Eguation 2.116 :zi be written
in the form

P =ERFC[ 1 -2.117

48



From this eguation one can note that the term JSt is Lot

isolated by nature. The change in receiver 2erf:)rar.ce wi

respect to the SNR will provide insight as to :he interac-

tion of JSR (Ref. 2 :p. 7]. Thus,

2SR a 2SRiSW SR 4  (2.,118)

a P -~ 1Y7' exp LSN9,GL-f)

and for all values of SNR>) , and JSR>O , 91/sIfR
is negative. This clearly means taat Pe is i decreasing

function for increasing values of SNE, or in other words the

receiver performance improves with increasing S71. In order

to understand this behavior, Eiuation 2.113 ind Eiuation
2.114 must be analyzed. The difference between the additive

noise jammer waveform and the deterministic jamner waveform

is obviously that the former method inflaences the variance

of G, but not its mean. The effe-t of the l.terministic

jammer on the mean of G causes the system perfrcmance to be
threshold dependent. As the jammer power increases the mean

value of G increases to the point that when G is compared to

the set threshold, almost always 3 exceeds t2e threshold

making decision errors almost half the time. For the addi-
tive noise jammer such effects do not occur due to the fact
that the constant mean of G is anaffected by the jammer

power. By this discourse it becomes mathematizilly evident
that additive white Gaussian noise jammer waieforms are

considerably less effective than deterministic jimmer models
of the form of Equation 2.35 when systems operata with a set

threshold.
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H. VARIABLE THRESHOLDING EFFECTS

It is noi zlear that when a fixed threshald value is

used by the receiver the effect of the jammer wavefor:a is

such that the receiver may be rendered inoperable. It there-

fore becomes desireable not to set the threshold level

to zero, but rather to make it aiaptive in :ature. By

expressing Eguation 2.18 in the form

Pe T EPFL[,L[YJN]]- (2. 119)

where Jp- II

we now can attempt to minimize Pe by an approp:iate choice

of . Evaluating

and

(2. 121)

it becomes simple to show that at =JL
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Pe * -P > ( Z. 122)

Thus, Pe is. minimum when

The receiver normally would have no knowledge :f the jammer

power and can therefore only estimate the value of Pn'. If

the estimate is 'correct', Eguation 2.119 become3

P=E RFC D.. N( 2. 123)

and the effect of the jammer is completely removad. In fact,

so that Eguation 2. 123 becomes simply the expression for

receiver performance in additive white Gaussian noise. If

the estimate 3f the value of Pn is 'incrrect', the

incorrect value of will cause an in:-ease in Pe

since a. Thus adaptive thresholding is extremely

effective in theory, but due to the receiver's inability to

'know' the jammer power, it is lifficult to implement in

practice.
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111. EFFECTS OF DETERMINISTIC JAMMERS ON 8-ARY JETHCGONAL
I RECEIVERS

A. M-ARY ORTHOGONAL RECEIVER MODEL

Having studied the effect of deterministic jammer wave-

forms on binary coherent receivers, the next logical step is

to analyze the effect of jammers an an M-ary orthogonal

coherent receiver. It has been demonstrated that the use of

multiple signals can improve the performance of a digital

communication system [Ref. 5 :p. 249]. In fact through the

use of multiple signals, or 'I-ary' communication designs,

effective use of channel bandwidth and data taroughput is

obtained. The performance of a zoaerent I-ary receiver is

determined in much the same manner as for the ainary cohe-

rent receiver. The coherent M-ary receiver atilizing .

correlators is known to be optimum for the rece. tion of one

of M orthogonal signals in additive white Gau3sian noise

[Ref. 1 :p. 180]. The corresponding receiver 3tructure is

shown in Figure 5.17. This chapter is devoted to investi-
gating the effect on the coherent M-ary correlator receiver

performance iue to the presence of jamming aad additive

white Gaussian noise.

The fact that one of M possible signals may be received

every T seconds, is expressed in terms of M by

hypotheses H ,i=i(,...,t) as follows

r S,( + N t4 5
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Assume furthermore that the signals ire orthogonil, have tn-

same energy ( IsCI I = Eb for all i) , and that all signals

are equally likely to be transmitted. Using tie Kroa-cxer

delta notation

(3.1)

the cross correlation between any two signals be: omes

(3.2)

The jth correlator output will be 3j=(r,s ) , wit. GI

being conditionally Gaussian. Analyzing the conditional

statistics of Gj, we have

or equivalently

Ei G] EJS/L TR9S%*vD (3-44)

Expanding Equation 3.4 results in
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Ez{G~j E{S4+NI~3 Sj +K~ ) (3 .5)

From Equation 3 .2 anid due to the fict that E[as) =0
Equation 3.5 becomes

j Gil = E 1. Ci -d- (3.6,

where dS=(nSsj ) . Similarly the variance is as follows

VP,,R i Glj VAP (3.7)

which becomes

VA P2. E6 (3.8)

B. RECEIVER PERFORBAICE

The expected value of the product of any tw3 correlator

outputs given that sC(t) was transmitted results in

.I
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E%.G S)StS)44S3Es)+ (t4' (tj(51')] (3. 10)

Since the noise is zero mean, we obtiia

Due to the orthogonality assumptions and the i bove noted

mean and variLnce expressions, Equation 3.11 reiices to

EGSGI% 2-d. cF.K di E6 J,K + E (.2

From Eguation 3.12 the following conditions 32 Et{(G GK )

apply for jjk

(3. 13)

C

and for J=k Et
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The determination of probability of error r;in be deter-

mined by first evaluating the coniriornal pro)Dability o

making a correct decision. That is, if Hii is trie, no error

is made if G <g for all jji, or

ER.R CRP. /P TRJstvO a Noeizoe/" 4 i

G < - -L .)s j wma 3(.4

This results in

Gm 4 GL/HC GG=%L

where M! is the number of orthogonal FSK signals. From the
assumption that the correi3.tor output of each of the .11 chian-
nels is statistically independent of any otaer channel
output, or t~ie condtional probability of no err~r becomes a

product of the joint probability fuanctions. Because Gi is a

Gaussian random variable fe.(9, ) is a Gissian prob-
ability density function. Each of these Gaussian probability

density functions can be expressed through use 3f the error
function as follovs [Ref. 3 :p. 393)
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p{G <. G .., Gc,.< G L- GjG,...,) G, eGL/HL IGL- 3. 1=

..TIsCE RFL] No E, / 7 .

The mean and V'ariance of Gi have been presente; in Eyuaionr

3.6 and Equation 3.8 Thus, Equation 3.15 becomes

00

-e x ( c .E 6 -& L( .17)

]air EiN No/P

With a change of variables this reduzes to
co

p{No ERRORA =  )ERF * N E /2"

V 2.(3. 
18)

This expression for the probability of no ercrr occurring

given that s (t) was transmitted cin be exteniad to all 'I

channels by

P iN0ERg (3.19)

For the M equally likely signals case, P(Hi)=l/M . Using

Equation 3.19, the M-ary receiver probability 3f no error

becomes
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TIe receiver Probability of error jez.es

P - PIN ERC (3. 1i)

To pu t this expression in a more v:r-abiE form define the

error function as follows

(EaK +k

and the Gaussian lensity fanzt.jz is

Fro2 Ez'jation 3.21 it foll:ws traat

- (. 4)
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From this general expression for tae orozbizt; o: _ _

a -ary FSZ receiver, analysis can be perforzed z :. .

effect of various jairer wavetorms.

C. JAMER MODEL

To proceed further, several assiaptions nist L: -

concerning the Jammer waveform. hne jammer must satisfy thn

power constraints imposed, that is

P13 3. 25)

From the CAUZHY-SCH'ARZ ine-,uaiity, the cross co'relatLon

between the jammer and the kth s13nlI wil. e ap e r zo a.1

by

dy, (M, SK)4 N, E (3.26)

for (k=l,2,...II). From these assumptions, suj )se a pot2n-

tiai jammer is a weighted sum of the signals, or

From Equation 3.25 the jammer power aLst be
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T

P.N - -i L a -)E .c

where iN is the !, rC'IECK3R delta. Also, note tn.t

cxeSpI ILP S Kc Eb <= ""M (3. :,

For the potential weightei sum Dammer icned Ly EIaatio2i

3.27 , choose first the cise of euai si~nai wei;ht.., -r

-rom this, the weighting liaitations naseu on ", t.,s 7unei

power constraint follows from

P. M 7 (3.31)

cd 0- E,6 (3. 32)

The argument af the error function bised on 2;a4iion 3.22 is
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E R [ + (E i, + a.E - E ), - ,'

I No Eo/2
and it is eviaent that the effect 31 tae jarmner : t.

This cai be stated for the gererai cise as

S P ERF[ -- ("-34)

suca that i 'i-a i for all i and j, tnen

(3. 35)

and Pe becomes

(3. 36)

E RF]+



This ex-ressiaz is sizipli the probatility o- er:or _

for M orthogonal signals with no Damaiag presdnt [ Ref. .

2213. From this analysis one can z.Learly see that a l'

channel jamming for M-ary orthogonal FSK sa;na2i:-

fectual.

As another potential jimmer, n(t) is chosae to take or.

the form

Ni S 3 ._-- 7,(:c .

with power constraint

which implies

= p (3.39)

The jammer cross correlation with tne Kth signal is

{OIb22 =1
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eh ef -e ct ~thle jimziez .S .3,.c, t..It It za-- a C;r.an

t:,Pe statistics o. t."at onr n~ J.V (i.e. i~ Tat is

)=IE4F N.~/ i,

44

substitutin,.- sNs=Et/N, ani jzF,=Pn /zo ,tne r~vr :~

aoility of error for sin~ia channei jamaii :;cozes

P + +

wit the same expression resultiii; if an;' one f tn e t I.e r
Mi-1 signials had been chosen as tae oasis for tiie Jammer.
Studyin, the asymptotic behavior of Luatior. 3.43 one notes
that as SNP.->OOC, and JSR(1. , thn



.-ius as S,'a increases, tr.e jrobadiiity or err: -

Now, when JSR>1 ,the asylptotic Lehavior zecoD2

-OD

This result is worthy of nate. Far the case of '=2, (i.e.

binary FSK), Pe tends t3 1/2 as SIR increas -3 -is is

exactly the behavior noted in the Previo~is z u 6 ts for

binary FSK si;naling. As 1 increases, the jam;e: nas a Lore

devastating effezt in that the pr bbiiitf I_ erroc -o:

JSfi>1 apprcacLes unity with increasing SR.

Fro: the analysis perforzed one can see th-at a mnititude

of jamming strategies are possitle. Cinsider, or examjIe,

weighted signals jamming for the case of uneauzi, w'intiZ.

We have shown that the equal weighting case is aneffect-aal

as a jammer, however by weighting the signals in suc:. i

manner to insure unequal weigiting miy prove to :e an effec-

tive method of jamming an M-ary correlator receiver, as z'e

previous results have demonstrated for one partizular case.
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IV. DESCRIPTION OF GRAPHICAL RESULTS

A. DISCUSSION ON GRAPHICAL RESULTS

This chapter presents grapnical results rehteli -. t..e

analysis of the previous chapters. The )iots ar itAe . to
display receiver performance as a flnction of zjE for

various jammer waveforms and set JR valuts. :r.e tl:ts

feature the case of JSP=J as part i eacn cure r= oz i t r
to allow comparisons of tae jammer effectiveness to the

receiver iecformance for additive wr.it, loise o3fl:

interference.

B. OPTIMUM JAMMERS

The graphical results for tte otimaj ja~mer ar

presented first. These were ottaiaed througi : umerical

evaluation ci Equation 2.13. Plots of Pe were ;enerated for

the cases of PSK, FSK, and ASK modaition, as A function of
SNR and fixed values of JSR usii.; a jammer as 3peciied in
Eguation 2. 18. Specifically the case of PSK modulation is

depicted in Figure 5.5. :his plot clearly shows the 'break-

point' phenomena as JSR increases to a value of one or
greater. For JSR values greater or eaal to one, Pe is

clearly driven with increasing SNR to the valie ot 1/2 in
the limit. From this figure one can note that 1).2dB of SN2.

is required to obtain a Pe of 10- 6 at a JSR value of 0.0. 1,
comparison, it takes 14dB of SNR to obtain the same Pe foc a
JSR value of 0.1. Figure 5.6 corresponds to : he FS. case

and shows a similar result except that the breakpoint occurs
at JSR=1/2 , which as previously noted concurs with the -3dB

difference between PSK and FSK correlator receivers. FroM
Figure 5.6 it is clear that for the FSK case, it takes less
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jazmer jower to render the receiver inoperative c ,,_

PSK case. :a comparison, note tnan a 13d3 3,1R i. :ie

to obtain a Pa of 10-F for a JSR value ot J.O. ).- -

is obtained by increasing the SNR to 13db fo: a J.: of 3.1.

For ASK modulation the results are oLtained tuaro E ouazio-

2.56 and are presented in Figure 5.7. In co,1i1'aiso, aot

that to obtain a Pe of 13-  a 10.2do SNP is ra ui.:ed for a

JSa value of 0.0. For the same Pe a increase oE SSR to 14.-

is required for a JSR value of 0.1. The JSR Lreakpoint for

ASK occurs at which is upper Doundei 1/2. One

should note that the actual jammer waveftocm N (t) is

different for each of the o~timum jaamer casa3 presentCd.

The similarities between the SNE re~aired for ?SK and.

are due to the fact that the 'worst case' conlition for th

jammer was assumed, namely c,=l/2. For tnis case, ASF and

PSK are identical modulation schemes. The aioyva cozparison

reveals that PSK is somewhat less vulnerable to jamming.

C. WEIGHTED SIGNAL JAMMERS

For weighted signal jamming the results of :-uation 2.63

are applied to PSK modulation with tne aid of -7-uation 2.67

and to FSK modulation with the aid of Ea tion 2.73.

Immediately one can note that the resualt of weighted signal

jamming on PSK modulation is equivaleut to the optimum

jamming case, and presented in Figure 5.8. For the FSK case

it was shown that the 'ejual' channel jammer das ineffec-

tive. It was also shown that for a special set of circum-

stances, the weighted signals jaamer is equivalent to the

optimum jammer for FSK. These two cases will taerefore not

be presented. The graphical results for the 'siagle' channel

or 'mark' chaanel only (or 'space' channel only) jamming are

depicted in Figure 5.9 . These results of siigle channel

jamming clearly show it to be more affective taan the case
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identical to tnat Fresentad Ereviou5 lv. AZ tha L.:.

channels (M) is iracreased one can zla~ii se,- tha~

sh ift i n. As discussed ia cha ter tazee, if j < 1~,

incr eases tne reaceiver ierformance is clearli a z;fect,:

Figure 5.19 shows this ffor !=10, dad Fi-ure 5. * sJ lal

for LI=100. in cozparisD n to obtain a valus= af;e of 13j-

for the case of 1=2, dcepicted in FALguri 5. 13, a value of

13dB SNR is re~uired 'for aJSR value of 0.3. 7) ohtair h

same Pe an in:rease in the value if Sii to 1Sd3 is re~uired

for a JSP value of 0.2. For the case of .1=10 depicted ia

Figure 5.19 to obtain a value of Pe of 10 a vilue Of 141i-

SNR is reauired for a JSR value of J3.. 'To oiti the same

Pe an increase in the value of SIR to 19d3 is raiuirel - z a

JSR value of 1.2. For the e;as#e 1=1)) depicted in Fi,,ur-? 5.23

to obtain a value of Pe of 10 -1 a value of 13d3 is3 rejuired

for a JSR value of 0.0. T:) obtain tha same P-- aa increase in

value of SNP. to 19dB is reauired foir a JSR valAue of 0.2.
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V. ZONCIUSION

In this thesis, a known otimum receive: as
analyzed under the usual signal pius eoise envL on.ent, .

addition to jamming. The analysis f tne eff= iveness o

jammer wavef:rms was undertaken using the re:aiver jzoo-

ability of error as a measure of perforzaace. .. e Mai.
objective was to maximize the receiver pronatiiLty oZ error

as a functian of a power constrained jammec waveform.

Various jammer strategies that affected receiver performance

were obtained, and results presented.

For the mathematical jodels of the variouas jammer wave-

forms studied, it was concluded taat the optimum. jammer
waveform consisted of a deterainistiz sigLal pr oortional to

the difference of the binary signals used. "his method

whether applied to PSK, FSK, or ASK modulation technicues

drove the receiver probability of error to 1/2 ii the limit,

rendering the receiver inoperable. Dther jamming strategies
attempted included weignted signals, freguen j modulated,

and near optimum jammers. All these methods of jamming

resalted in a similar effect. Taey drove tie receiver

performance to an unsatisfactory liiit, but with a lesser

degree of effectiveness in terms of JSR as cozoared to the

optimum jammer. The sole mon-deterministic jamming strategy

attempted, additive white Gaussian noise proved

less effective.

A M-ary orthogonal signaling coaeient receiver was then
analyzed in terms of receiver Pe in tne presence of sijnal,

noise, and a jamming waveform. It was snows that equal

channel jamming on all I zhannels was ineffective. SinGle

channel jammi.g was concluded to be a more effective jamming

method for the receiver studied. It was furtn-ar concluded
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