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ABSTRACT

~ General design issues of an Airforce information systea
are ccnsidered in this thesis.';*:Curtent structure of the
systea 1is presented with its requireaments. Information
storing, retrieving and updating procedures are éﬁgéﬁed.
And an example of a lcgical database is designed. Networking
issues are expressed in an undetailed way. Finally, a set of
high-end minicomputers are evaluated to present 7Vapproximate
cost cf?s'systel. And a general methodology fer minicomputer
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I. I8IBODUCTION

An Air Force which has no automated processing cafa-
kility can not accomfplish its tasks, in a modern sense. The
lack of an automated data processing capability will bring
too many probleas. 1The dynamic nature of the system can not
ke supported by an old fashion mechanical or semi-automated
information gathering, storing, and retrieving methods.

New system will need a powerful processing capability
and a ccamnmunication media to exchange information Letween
the geographically separated subparts. Establishment of a
computer system will need a huge investaent in teras of both
bardvware and softvare requirements. But the system can fpay
tack itself by isproving . the speed, reliability, security
and maintability of the processes.

First section addresses the current system structure and
the requirements for the new systeam. Requireaments are not
discussed in detail. 1Instead they presents general systen
requireaents.

Second section divides the system into @modules. Since
the mcdularization is an important design methodology, vwe
also mentioned it in this part. Thus, now it is easier to
implement the system sodule by module, in a structured wvay.
e alsc set the interfaces among these modules.

In third section we introduced a database model. And an
example cf this model is presented.

Sectiocn four discusses the networking issues. Since our
system pneeds a network to interconnect the independent
hosts, we fresented international standards organization's
seven layer architecture model. Also, cryptographic aethods
are discussed in this section.

10
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Section five addresses a minicomputer selection method-
clogy ratber than system's cost analysis. Since system cost
can depend cn the market conditions, we preferred to present
tkis wmethodology. Thus, it can be wused with difierent
computer products under different market conditions. And an
exanple of the cost evaluation is presented.
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II. EEQUIREUENIS ANALISIS

A. LDEFINITION OF THE PROBLEAM

An air force vhich is made up of two tactic air forces,
an airlift conmand, cne training cosmand three supply, main-
tenance centers has pno automated processing capabilities.
The prcblem is to autcmate daily mechanical data retrieving,
storing and updating the jobs. Thus efficiency, reliability
and speed of the system will greatly be increased.The actual
statement of the proklem is design of an information systea
for an air force cosszand.

B SISTEN ELENENIS '

As ve mentioned earlier, this air force is an hypothet-
ical cne which has no strategic missions. Tactic forces are
considered in the same structure. Each of them has four air
tases and its own early wvarning report center. And again
each Lase is considered to be in the same structure. Each
base has two sguadrons one @material command and omne general
support ccamand. At the same time each tactic force has its
ovn supply,maintenance center. There is only one airlift
command which is directly connected ¢to the air forces
command. Air training command is also directly connected to
air fcrces command. This simplified general structure of the
systes is wsore convenient to be designed easily. Further
extensions can be made easily after coapleting the design of
this scre general systea. 1In fact, expaandability is the one
of the systea design aspects. The detailed hierarchy chart
of the system is shown in figure 2.1 .

BEarly warning centers have their own CRP's(control
report post). They control the activities of the friendly

12
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i
and enemy forces in their resjponsibility region. Esfpecially
they need accurate and fast information systea, to infornm
the friendly forces at right time. Also supply and mainte-
nance centers are the ktackbones of the system. The resgonse !
for a particular desand sometime may take a loang time. To
decrease this time, 1local processing power is not suffi-
cient. 7They also need a computer communication with the

other centers. This systes especially will payback itself
- in these twc areas.

Bt T T MR AT s a2

ﬁ C. HCW CURRENT SYSTEB WORKS?

Before considering system requirements we should first
check tlie current system eanvironment. Air operatiom center
claims daily status reports froama the TAF and airlift
command. These reports are related with the current opera-
tional readiness of ttoop%. Early varning centers send these
reports to air operation center of the cocmmand. These
reports are different froam the others in a sense that they
have to Le updated immediately. In EWC environament each

report post has to send status information to its related
EWC. All troops, have to report all emergency situaticns
immediately to the urper level comaands. The general struc-
ture of the headguarters are the same except the size of
them. Each headguarters has four main parts. They are cper-
ation, training, intelligence, 1logistics and personnel. We 1
will consider this structure in the same wvay when ve imple- !
sent therx. Main responsibilities of these systeams can be ﬁ
summarized in the following way.

1. Qperation Apd Iraining

This part of the system is responsible for the oper- !

57 ational readiness. Admini stration of operations and exer- i
;; cises are the main responsibility of thea. Training the ]
ri personnel for operational readiness is another ispcrtant .
r.-
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assigpment of this part. Planniny the operations and
exercises are also tlieir respomsibility.

2. Personnel

This part of the system is responsible to keep all
personnel records: [romotions, health status, training and
criminal background, assignments, military home status. Also
this part plans the future personnel policy. It determines
the training needs for new type of jobs and offers new
courses related with the newv systeans.

3. Imtelligence

This part of the system related with the enemy
status. They plan the intelligence needs and provide thenm.
After providing the needs, this intelligence is evaluated
and distributed to related troops. They also interrogate the
pilots who are cosfleted the mission. Preparing the

necessary maps and target files is also their
responsitility.

4. logistics

This part of the systes is responsible for fproviding
the every kind of material and stocking, distributing them
in an intelligent way. Maintenance activities are also their
responsikility. To accomplish these activities it has three
regicnal supply and saintenance center. Logistic planmning is
the scst isportant responsibility of this part.

These four main part have their own subdivisiors to
accomplish their task effectively. These subparts are:
flyer, navigator, maintenance, supply, civil engineering,
electronic weapons, agmunition, coamunication, traasporta-

tion, early waraning, anti-aircraft and missile, and
comptrcller.
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D. NEIEDS

In this system environment, connections among troogs and
admnipistration are sc frustrating. We npeed to eliminate
vaste time which is spent on demand, supply, record keefing,
Frocessing, reports. First uwe have to speed up these activi-
ties and integrate them in a central authority which manages
all these activities instantly. Also lower management needs
its cwn [processing power to keep his own activities,
records. By providing automated processing system, lower
level management can €asily comamunicate with upper levels or
vice versa. To frovide something from upper management, low
level managers need not to go laterally, in system hier-
archy. They should have as 1little respomnsibilities as
Fossiltle. 1The only level that they have to communicate with
it is one higher level mamagement. By the wvay higher level
managers can easily control what is going on in lower
levels. Daily reports have to be generated in a way that is
accurate and fast. Nessage traffic in both direction have to
te speeded up. Personnel do not have to be too much busy
because of the daily routine jobs. The number of perscnnel
who is in charge of doing these jobs have to be decreased.
At the =sanme time wve should forget the papers which are in
useless form in terams of processing. Office automatican is
the ocne cf the important issues.

By rroviding processing power to lover level management,
they can manage the jobs independently. Thus they can
utilize all the sources efficiently, no overhead for higher
level smanagement. Quick response for a demand is the essen-
tial point for efficiency of operation. Personnel need more
time for doing real Jjobs rather than doing daily routine
Lookkeeping things. If we would like to define reguiresents
pore precisely, we can summarize them in the following way:
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1. Geperatjon Of Beporis

These reports are divided into two groups. One of
them is feriodicals. These reports are sent daily, wmcnthly
or sesi annually. They contain personnel and material status
informations. Other group is the nonperiodicals which are
almost related with the emergency situations and special
cases. They are usually urgent and have priority.

2. Geperal Bogkkeeping

At different 1levels there is a big necessity for
bookkeeging activities. These are very large jobs and need
frequent prccessing. In mechanical processing most of the

e
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time is spent to store and retrieve these informaticn,
rather then processing them. Storing them in mechanical way
needs too much space and Personnel time.

(4

3. Messages And Crders

Sending and receiving messages are done by the means
of teletypewriters. even in this environment this autoasa-
tion does not satisfy the system constraints.They are tiae
consuming too. Some messages or orders have priority and
secrecy. Stcring and retrieving these messages are also time
consuming. Nowadays wmessage traffic is over the standard h
level. Electronic mailing is the one of the aspects of the
nev systen.

4. Schedules

There are different kind of scheduling reguiremenats
in different units. All these scheduling activities are
done Ly manpowver. As a result of these schedules are not
productive, economical, even sometimes they are lig
clashes. lack of the local coaputer processing powver,
results in a time consuming, unproductive scheduling.

........



Especially airlift <command needs different scheduling
algorithas and its own processing power.

5. Eersonnel Becords

Fersonnel reccrds ccnsist so auch informaticn abcut
personnel. Decisions on r[fersonnel are made according to
these records. Storing, retrieving, searching of these
records are very hard and time consuming. Promotions,
assigneents are also sade according to these records. Each
year all records are searched all together. By msechanical
way all these activities take a year long. Payroll systea
has leen already set up. For other tasks there is a need for
datalase system to prccess all these activities.

6. 1Intelligence Eecords

These records 1like personnel records are continu-
ously changed and kert in files. We would like to access
these records frequently. It will be very useful to keep
thea in a database in terms of storing, retrieving,
updating, distributing them easily.

7. logistic Reccrds

Frokably the larjest manpower is consumed by keeping
the logistic records there are millions of items in inven-
tory of the air forces. Stock control is am important issue.
Keeping the names and part no's of these iteas and location
of thea is the most time consuming problea. We need a very
Ltig processing capability and a database. Also the rature of
the fproblesm reguires a coaputer network which is established
anong the supply centers and the related commands. The
slovest part of the entire system is the logistic systea.
Also supply centers need a computer processing powver and a
datalase to keep their records.
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8. Cthers

Air forces need a computer network to accomplish its
task in a @modern sense. Since the subparts of the systems
are related wvith each other, computer network is the one of
its regquirements. All the jobs are in the foram of stcring
retrieving, updating or processinjy of information. Thus we
need a well designed database system to handle these jols.

19

. “ . N I . B STl e e .- . e . .
i LIPS PSR PR W Wy S P S A L ¢ PRSI 1 TIPSRy W 73 AU U T B o L T




v Pt heChaCimt A0
"'l’.f”‘ AR

IXI. PREAK JHE SYSIEY DOWN INTO NODULES

A. CENTBRAL DATA,DISIRIBUTED DATA

Before considering the issue of how we can Lreak the
systes down into modules, wve should first look at the issue
of what should be centralized and what should be decentral-
ized. The anpswer to this question will determine the modular
structure of the system. In the first chapter we have given
the hierarchical structure of the systeama. System components
are geographically distributed. According to system hier-
archy and the system requiresents wve should ansver the ques-
tion above. The DP or DDP strategy should start with a top
management view of where the corporation is going and how
its direction might le changed by networks, database usage,
aicrocosputers and DCP. The isplemention of data processing
takes one of two forms: designed or ad hoc. In ad hoc
systeas user groups do their own things hoping for no
external interference. Designed systems need to begin with a
corporate strategy. 1This strategy will keep us away from a
dozer side effects of ad hoc isplementation. When ve vere
talking about the needs of the system; we have said that the
local fprccessing power is the one of the important issues.In
distributed environasent,the users can develop their own
frograss and nov may have powverful coapilers, report genera-
tors and other software on a central system to help then.
fhile most of their frograms use the local machine, they are
not restricted to using only that. They can develop aprlica-
tions which sometimes need the power of large remote machine
or data which are maintained centrally. Centralized stan-
dardization can be welcomed by decentralized groups if it
has the appearance of being a service to them, as in the
case of a corporate data dictionary.
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Distributing processing caa thus facilitate local
autoncmy, initiative and responsibility without obliterating
the advantages of ceptralized data planning and data-base
softvare. The user departments are freed from mcst of the
frustraticns of being tied to an overburdened DP department.
They can achieve xuch gquicker iamplementation of their
requirements and tailcr thes exactly to their needs . They
can quickly modify tleir programs to adjust the local situ-
ations. The rigidities of the centralized scheduling are
avoided. The centralized authorities on the other hand have
not lcst the ability to manage the overall system's growth
in the corporation. There is a delicate balance between the
degree cf local autonomy and the degree of centralized
control. We <can separate the local and the central
responsibilities in the following way:

1. Ceptraljzed Respon o'ngiﬂlisigg

1. definiticn of local and central respoasitili-
ties (design considerations)

2. Choice of network standards
3. Choice of data descriptions language
4. Choice of data~-base sof twvare

5. Database administration services including the
coordinated design of the data

6. Maintenance of a system data dictionary

7. Selection and design of applications to serve
sultiple locatioas

8. Selection of applications to be transferred
betveen locations
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Review of documentation of applications trans-
ferred betveen locations

Guidance cn modularization needed to facilitate
applicaticn transfer

Technical consulting services
System security design and administration

Design of systea auditing controls and facili-
ties

2. Decentralized Responsibilities

local apjplication development
Design of locally used files

Design of subschemas which relate to a remote
datakase in conjunction with a central database
administrator

Selection ¢f equipment within the constraints of
corporate recommendations

Developaent and documentation of applications
intended for transfer to other locations

Modifications of applications received froa
other locations

liaison with centralized authorities on schema
development and standardization of data itexs

Liaison with other locations on applications
developed for common use

In our system design,distributed is the one of the
design issues. So we should also give some objectives which
Justify our design ccnsideraticas.
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3. Jypes Of Objectives Eox Distrjibuted Data

1. A highly distributed user comaunity

2. Llow cost. Data replication is <cheagper than
long-distance transamission for the traffic
volumes. This argument is stronger for ccuntries
which do not have low-cost data networks.

;
]
)

3. A need for high availability the data remain

available wvhen cne or more copies of it are
inaccessikle or long distance transaission links
are down.

AP T A

4. The military need for surviveability. Data

remain available after destruction of aultiple
nodes.

S. Fast resgcnse tinme, Access to a local data is g
faster than access to a distant highly shared
data.

6. Tunability. Data can be moved to different
nodes as usage patterns change. Data bheavily
used in crpe geographic region can be stored near
that region.

- « e e e e
.'AI.EA‘A44'|

7. Traffic volumes are too high for a single
storage systeam.

]

A pajor task for more corporations over the ten !
years ahead is to decide what databases they need, vwhere 3
they are best located, what data should be stored in thes
and how they should Le organized. The amount of data stored
will increase drastically, and the wvays the data are orga-
nized will be fundamentally cLkanged to increase their
usefulness. Data bases will become the foundation stone of
Frocessing. One of the most difficult
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tricks that we have tc learn is how to introduce automation
without introducing rigidity. Database technigues are an
important part of the ansver. A database is intended tc make
data independent of the prograss that use them. 01d applica-
tion frograms do not have to le rewritten when changes are
sade to data structures, data layout or the physical devices
on which data are stored. The data can be easily reorganized
or their structure added. Now with the distrituted systeas
we have a new requirements. If the data are distrituted
existing programs should not have to be rewritten. 1In other
words ie wapt the data-base systea itself to be distributed.

B. SPLIT THE DATA

Data can be divided within a distributed system as fcllcws:

1. Geographical '
2. Type of data
3. Type of usage

1. Geographical) Livision

If data originate anpd are used in given geographical areas
then geograrhical division may make sense. This type of
divisicn can;

1. reduce tle cost

2. Increase the system availability

3. 1Increase the accessability of the data

4. Give faster response time

S. Permit 1lccal users to maintain control over
their own data

On the other hand it =may;

1. Increase the total system cost

2. Become ccaplex
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3. Be unsecure
4. Be very difficult to irtegrate later

2. Divisiop By lype Of Data

N In large organization computer systems ferfora
E different sets of functions. They may be entirely different
inderendent systeamas. However, telecommunications links are
found Letween thenm, or one terminal may have access to
multifrle systeas. The data are divided by data tyge. The
advantages cf this tyre divisicn can be;

1. Local implementation and control are desiratkle

2. Simplicity. To pput all applications on one
machine can be highly complex. It is often
easier toc implement smaller systeas.

3. Politics. Local management wants control of its
owvn data frocessing.

4. Security. The data could be reconstructed at the

other center from log tapes and file duaps.
The ma jor danger of of separate data systeams arises
vhen data are designed in incompatible ways. Many corpora-

“
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tions, government departments and military organizaticas
have staggering proliferation of incoapatible data and a
growing reed to merge data or develop applications which use
data frca separate systeas. In most cases the desired '
conversicn or migraticn is never perforaed.

3 3. pivision By Iype Of Usage

Sometimes the distinction is made according to the

M 2 o
- S

usage of the system. If it is a productiom or an operation
systes, it should be designed for a precisely defined set of
operations. The exact nature of the system is known in

i
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advance. In an information system the nature of the gueries
is not known in detail. The data structures are designed to
handle spontaneous gqueries which may differ widely in their
nature and may reguire the data to be searched in various
vays. The value of a good information system is scometimes
higher than that of an ofperations system using the same
data, Lecause it enables management to make better
decisions.

Cur system will be geographically divided,because of
the nature of the system needs this type of divisicn. After
these considerations, now ve can apply all of them in our
systes. First of all wve should determine the systen
configuratica.

C. SISTEM CONFIGURAIIOB

Since our systeam has a hiérarchical structure and the nature
of the ccamunication is vertical we should choose a configu-
ration which satisfies our goals which are discussed in
chapter 2. Hierarchical configuration is most appropriate
one to satisfy our gcals. The data in lower-level machines
are closely related to those in the higher-level machines.
They are often a sukset of a higher-level data used for
applications. The master copy of the data may be kept by the
higher-level machine. When a change is made to the data in
the lcwer level machine, this change aust be passed up to
the higher level machine sometimes immediately, sometimes

later in updating cycle. This is the dependent hierarchical
{5; data configuration which has been shown in Figure 3.1 . 1In
: ocur isplementation scsmetimes higher-level management need
[ ) not to have all the data reside in lower-level machine, or
) lover level machines may store the some of the data which
are in the higher machine and also have some vwhich are its
cwn they are never passed upwards. The bulky data are rever
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Pigure 3.1 Hierarchical Dependent Data Configuration.

needed by the higher-level parts. For instance Air Force
Ccamand cnly need to have the number of operational cr unop-
eraticpal aircrafts. It may not need to know what kind of
probleas that these aircrafts have. The detailed data
related to these aircrafts might be kept in base's datatase.
On the other hand, f[fersonnel files are kept by both of the
Command and base itself.
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D. MUITIPLE COPIES CF DATA

In our implementation soae components will have the same
data. In this case care is needed in planning the updates
and the recovery frca failures. Restart and recovery can
present [froblems if the datalase are being continuously
updated. The most e€asily controllable approach is to have
single ccpy of the data. The other replicated are regarded
as secondary to the master copy. The system is designed so
that if the master copy |is destroyed it can be
reconstructed.

Different data each has a single aaster copy but these
could ke stored in different locations. In our system imple-
mentation Air Force Ccmmand will have the some parts of the
datakase of TAFs, Airlift Command, and Training Coamand.
And TAFs also will have the some parts of the database of
the Lases. If anyone of the AFCOM's or TAF's database is
destroyed, integrity can be provided froam the copies of data
which are at lover-level command's databases. This apfplica-
tion is neither exactly master copy approach nor freely
distributed approach but the combination of then. This
application will bring us the benefits of the both
approaches. The most important one is tahe storage saving.

By storing the only some part of the data of 1lower level
command*s databases will save us a lot of memory space. And
ty rroviding the <recovery frrocedures will provide the
datakase integrity.

1. Baster Gopy Updatipg

%hen wve use the master copy approach database may or

e
.
N
.
-

P
~

B

g say not le updated ip real time. There are tvwo approaches.
"

- 1. All transactions ismediately update the master.
- The master issues pew copies of changed records
o

r! to other fprocesses periodically.

.
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2. Transactions update a nonmaster file. All trans-
actions are saved for periodic updating of the
master. When the master is updated new copies of
changed records are sent to other processcrs
vhich use thean.

After a failure of part of the system resynchroniza-
tion is achieved by issuing new copies of any changed
records in the master to the processors which keep them. 1If
the master itself fails then copies of the transactions must
ke ket wuntil it recovers. So that it can be updated and
then in turn issue ccpies of the changed records to other
Erocessors which keep then.

In cur isplesentation the only real time updates are
the Status Reports updates and EW updates. All the cther
updates are saved and then they periodically update the
master.

Now we can rreak the system down into modules
according toc considerations presented so far. AFCOM has its
own mainframe computer. It also includes the data which are
in TAF's, Supply and maintenance center's, Airlift Command‘'s
and Air Training Comsand's database. TAFs hold some data
which ccme from the bases. Base is the smallest mcdule
which gathers information from its subparts. TAFs also hold
the scme data which ccme from the its own supply and sainte-
nance center. The @mcst important data TAFs have, is the
early warning reports. Those data need to be updated in
real time, and have to be sent to command's database. [Caily
routine status reports are sent to TAPs database. Those
reports are also updated in real time, since they are very
small and important in terms of operational decision making.
All cther kind of data can Le updated periodically.

In system hierarchy lower-level modules can reach to
top level via the intermediate 1level modules. They can't
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access to top level independently. TAF1 and Base 1 are
located at the same flace. TAF 2 and Base 5 are located at
the same place. One of the supply and maintenance center is
located at the AFCOM's location. These are important only in
teras of hardware reguirements. In base environment subfparts
have terminals which rrovide communication with base's mini
computer. TAFs, ATCOM, ALCOM and bases have their own minis.
In general each level communicate with one level higher. For
instance bases first have to update the TAF's database.Tien
gathered updates can ke transaitted to Command's database by
TAFs. This vill reduce the communication costs. 1In urgent
situations a module can immediately update the both
Coamand*s and TAFP's database. For instance early varning
reports and status rerorts can be updated parallelly. our
system bhas the same structure which has been shown in Pigure
3.1 . TIbis kind of ‘comfiguration will eliminate the
complexity. If every module of the system interacts with
every other the number of interactions grows at apgroxi-
mately the sguare of the number of modules N(N-1)/2 inter-
action for n modules. It has been observed that as systea
grows they become mcre complex ard harder to manage. The
complexity and cost following roughly a sguare lavw. The
optimsus solution can e found at a point in which economies
of scale and complexity are balanced. [Ref. 1) In this
envircnment the system modularization can be 3Jemonstrated in
Figure 3.2 .

In this implementation we coasidered two things.
First of all geographically close nodes connected to
centers. And those ccnnected nodes are also hierarchically
related with each other. Thus this implementation is nmore
appropriate than the cthers, like pure logical connection or
pure geograghical connection. Also it is convenient to be
modifi¢d easily vhenever vwe need to change the systea
configuraticn.
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Iv. DATABASE DESIGN

A. INTBCDUCTION

A dJatatase is tbhe interface between the peorle and
machines. The nature of these components is utterly
different. The difficulty is to develop a database which
meets the needs of the people who will use it, a.: which is
practical in termms of technology and hardvare. Since the
datalase is the bridce between humans on one side and hard-
ware cn the other, it cust aatch the characteristics of
€ach.

A datakase supports a comaunity of users whose needs
partly overlap, partly diverge, and partly conflict.
Unfortunately there is no algoritha for database design.
Latatase design is bcth art and science. Dealing with peogile
understanding what they want today, predicting what they
will want tcmorrow, differentiating between individual needs
and compunity needs and making appropriate design tradeoffs
are artistic tasks.

Datakase design is a tvo-phased process. First we
€xamine the users's requirements and build a concegtual
datatase structure that is a mcdel of an organization. This
phase of database design is often called 1logical database
design. Once the 1logical desijgn of the dataltase is
coapleted, this design is formulated in teras of a partic-
ular CBMS . Usually compromises must be made . For exaamgle
the LBEMS may not be able to express relationships precisely
as the users see them. The process of formulating the
logical design in termas of DBMS facilities is called
Fhysical database design.
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this Charter we will tuild a conceptual dataltase structure,
namely tte logical database design.

We have examined the user requirements in Chapter 1. 1In ?

B. SURVEY CF PROBINENT DATABASE MODELS

Figure 4.1, portrays six common and useful datatase
models. Models on the left-hand side of this figure tend to
ke oriented toward machines and machine specifications. Two
categcries of database models bhave been omitted. These
categories are the hierarchical and network data amodels.A
model is hierarchical if its opnly data structure a hierarchy
(tree). A nodel is network if its data structures are bcth
trees and simple networks. Only complex networks need to be
deconposed ktefore they are represented. The hierarchical
model bhas become toc narrov and the network data model too

troad.

Human machine
(logical) (physical)
Semantic Enti ! Relational CODASYL DBNS
data model relat cnship data DBTG specific
(SDNM) nodel (E~R) model model acdel

ANSI/ X3/ SPARC

Pigure 8.1 Classification Of Database HNodels.
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C. LCGICAL DATABASE LESIGN

As stated database design is an intuitive and artistic
frocess. There is nc algoritha for it. Typically datalkase
design is ar iterative process during each iteration, the
goal is to get closer to an acceptable design.Thus a design

: Logical Physical
s Database Database
{ Design Design

3

F REQUIREMENTS IMPLEMENTATION

v

Preliminary Detailed
Program Program
Design Design

FPigure 4.2 Flow Of The Database Design.

vill le developed and then reviewed. Defects in the design
vill be identified and the design will be redone. This
frocess is reviewved until the development team and users can
: find no major defects. Figure 4.2, illustrates the flow of
if work in a typical database desiyn project. User reguirements

‘® are studied and a lcgical database design is developed.
o
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Concurrently the preliminary design of database processing,
programs is produced.Next the logical database and the
preliminary designs are used to develop the physical data-~
tase design and the detailed program specifications. Finally

Loth of these are irput to the implementation phase of the ]

f
r.
A
'ﬁ Eroject.

rnandil &

1. cCutruts Of lggica atabase Design

3 A logical Jdatabase design specifies the 1lcgical

format of the database. The records to be maintained, their

N et i

contepts and relaticanships among those records are speci-
fied. It is sosmetinmes called the schena, the conceptual
schema, cr the logical schena.

a. LOGICAL [CATABASE RECORDS

IR

To specify logical records the designer nust
detersine the level cf the detail of the database model. 1If
the model is highly aggregated and generalized, there will
te fev records. If tbhe model is detailed there will be many

car DAL Codedinfont

records. The database designer nust examine the regquirements
to determine how ccarse or how fine the database model
should bLe. The contents of these records are sgecified
during logical design. Names of the fields and their fcrmat
must te determined.

As the requirements are evaluated and the design

a’at L‘_L".'J_‘AL_ s

Frogresses constraints on data items will be identified.
These cconstraints are 1limitations on the values that data-
Lase can have. Three types of comstructs are common. Field
constraints limit the values that a given data item have.
Intrarecord constraints limit values between fields within a
given record. Interrecord constraiats 1liait the values
Letween fields in different records.
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Y. 1OGICAL L[ATABASE KECORD RELATIONSHIPS

The essence of database is the representaticn of
the record relationships. These relationships are specified
during tbhe logical design. The designer studies the applica-
tion environment examines the reyuirements and identifies
the necessary relaticnships. In general the relationshif can
alvays e omitted later in physical design, where as if the
relationshifp vere omitted during logical design, it would be
difficult to add it later. The determination of record tyges
and relationships is an iterative process. Waile identifying
relationships the team may discover a reason for a new
record type; and wvhile discussing record types the team may
identify a relationship. These two constructs are designed
sinultaneously.

2. Lesign Reviess

The fipnal stage of logical database' design is a
reviev. The logical scheama and the user views are examined
in light of the requirements and program descriptions. Every
attempt is made to identify osissions, unwvorkable aspects,
cr other flows in the design. Typically a panel of indepen-
dent data [rocessing people is convened for this review.
Documentaticn of the logical schema, user views, and program
descriptions is examined by the panel and the oral presenta-
tions are evaluated. At the conclusion of the design review
the r[ranel produces a 1list of problems discovered and a
recommendation regarding the next step to be taken. The
panel usvally recommends that the project be continued while
identified problems are £fizxed. Occasionally however the
design fpanel may recommend that the database design be
repeated. Very rarely the panel may recoamend that the
project te discontinued.
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3. logical Desigp Primjitives

A logical design is a representation of reality. It
is a pdodel of aspects of some activity that are interest to
sponscrs of the dataltase. Such models represent selected
portions of reality; the models are developed by aggregation
and generalization. Since the database represents a subset
of reality, some Juestions akout reality become unanswer-
x able. 1Tke goal when developing a database design is tc make
S only uninteresting questions unanswerable.

4. Erimitives In The Real World

Before we begin to design files and relationships ve

need to describe the foundations of the data modeling. We

;‘ need to answer guestions like: Where do we begin? What is it

that we are trying to refpresent? With what aspects of

reality are we to ke concerned? We have to be careful
ansvering these questioas.

T0 make progress, therefore we need to establish a

starting point. We will begin wita a set of fundamental
structures or primitives.

1. The first primitive is object. The real world
has objects they are phenomena that can be
represented by nouns.

2. Objects are grouped into object classes, another
important primitive. This is done by generali-
zation.

o 3. Objects have properties. A property is a charac-
. teristic c¢f an object.

S 4. The collection of all possible instances of a
- property is called a property value set.

T Y
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5. A fact is an assertion that for a given object,
a particular property has a particular element
from the rroperty value set.

6. Objects can be related to one another. These

relations are called associations. Associations

A a4 _a . .a.n «EERA

can exist between objects of the same <class or
of different classes.

Aa®aa s 2SERA

S. Ecipitives 1Ip Ihe Conceptual World

Rhen we design or process a database we are not !
working with real world primitives like objects and prcper-
ties. We are working with the representations of these

'

Real world primitives Conceptual primitives

Object.. .......C............Entity
Object ClaSS.ececcscesecsesssENntity Class
Prcperty... L ) .........O..0.0Attribute

e e MRSl A A~y

Prcperty value set......<...Domain

e W

Fact.............’...'... ....value
AssociatioNececcceccccceesscRelationship

Figure 4.3 Conceptual Primitives.

prinmitives. As we defined in previous subsection there are
correspondences of the real world primitives which are
called ccnceptual primitives which are illustrated in Figure
“03 L]
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D. TBE SEBMANTIC DATA MODEL

The semantic data model (SDM) was developed by Hammer
and Mcleod [Ref. 2] and first published in 1981. We will use
this mcdel to design cur datalkase.

The most important advantage of SDM is that it provides

a facility for expressing meaning about the dJdata in the
datakase. During 1lcgical database design we need such a
facility to avcid confusion and to document learnings,
design decisions, and constraints. SDM provides Letter
facilities for such dccumentation than other data models.
Anctlker advantage of the SDM is that it allows data to 4
te described in context. Users see data from different i
perspectives. They see it relative to their field of
cperation. SDM allows relative data definitionm. i
A third advantage of 'SDM is that constraints on database
data <can te defined for example if a given item is not
changeable SDM allows this fact to be stated. Also, if an
attribute must conform to a particular format these consid-

erations can readily e defined. With other data models such
constraints are not rart of the schema descripticn and are
documented separately.

SDM describes the structure of data instead of structure
of prcgrams. SDM has certain structures and rules and with
those structures and rules the designer has a good deal of
latitude and flexibility.

..

1. Defining Entity Classes

Entities are organized into classes. Fach SDM entity
class may have a name, a description, mcabers (the entities)
and two kind of attributes. Figure 4.4, shows the lLasic
format of an SDM entity class description. In this figure
entity class names are printed in capital letters. SDM terms
are shown in small letters folloved by a colon.

"‘A_L.AAA-_A‘
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ENTITY_CLASS_NAME
(desription: _____ )
- (interclass connection:
P member attributes:
] Attribute_nanme
- value class:

= - e

——-)

(nandatory)

(maltivalued)

(exhausts value class)
(not changeable)
(inverse: Attribute_nanme)

(match: Attribute name of ENTITY
CLASS on Attribute name2)

fi (derivaticn:
- class attributes:
Attribute_nanme

- (description:

}I value class:

- (derivation:

identifiers:
Attribute_namel + (Attribute_name2 + (..))

—)

—_—)

—_—)

o

Figure 8.4 Entity Class Description.

% Entity class is named and then an informal descrip-
" tion of the class is provided. The description which is
) opticnal defines the purpose of and content of the class.
Special remarks are also written here. Next the npember
attriktutes are defined. These are attributes of the entities
; in this class. Class attributes, which are optional belcng
:ﬁ to the class as a wvhole and not to any particular member.
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2. DNoplase Entity Classes

Nontase classes are constructed from subsets of of
other classes. Every nonbase class has an entry Interclass
connection that describes how the class is to be
constructed. For sulksets the interclass connection names
another class and specifies which members of that class are
to be included in the new class.

L L.

&
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3. Lefijning Attribytes

Each entity or member of a class has a set of attri-
butes. These attributes represent the properties of objects.
In SDM each attribute has a name, an optional description a
value class and a set of optional characteristics. These are

Name Mandatory Initial capital letter
Description Opticnal Resarks about attribute
Value class Mandatory The domain of the attribute

Descriptor characteristics Default Value

Single or multivalued Single

Value cptional or mandatory Optional

Changeakle or not changeable Changeable

Exhaustive or nonexhaustive Nonexhaustive

Overlapring or noncverlapping Overlapping
: :
5 N
? Pigure 4.5 Attributes. i
! 3
b D
tﬁ sumparized in figure 4.5 Attribute names are printed with .§
{ initial capitals. They must be unique within the class :
? vhere they are defiped. Also, they must be unigue within i
ﬁ all classes that derived from their class of definition. -
- 41 ;
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4. Attribute VYalue Classes

Each attribute must have a value class. In SCM value
classes are defined as entity classes. Thus the definition
of every attribute references another value class which
references another and on and on. Hovever regression is
stopped in SDM by the existence of special class called
Strings. String is a default entity class; it needs no defi-
nition. Strings contains any character string that the
desigpner wants. Any nonambiguous definition of a string is
ailowed.

There are two advantages of defining attribute
domains as entity classes. Pirst the formats and the
constraints on data items are clearly specified. Second
allowing attributes to be members of entity classes peraits
a very natural, hupanw oriented way of expressing the
relationshirs.

5. Additjopal Attribute Characteristics

As we have shown in Figure 4.5, there are scme
additicnal characteristics of attributes.

Attributes can be single or sultivalued (like
repeating fields); they can be mandatory, w=seaning that a
null value is never to be accepted; attributes can be not
changeable, meaning that except to correct errors, the value
of the attribute must remain sane.

An attribute can be exhaustive, meaning that every
member of the value class must be used. A multivalued attri-
tutes can be specified as nonoverlaping this means that a

i3 seaber of the value class can ke used at once.

} 6. [Lefining Belationships

SDM provides three facilities for defining relation-
ships. All three facilities use the SDM characteristic that i
entities cap be contained vithin entities.
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a. Defining Relationships With Inverse

The inverse facility causes two entities to be
contained within each other. Physically this is impossible.
Sequential including of each attribute to each other will
result in infinite regression. But for our purposes we will
ignore the infinite regression. After the first 1level all
regressicns are duplications of the data and hence unimpor-
tant. The beauty of SCM is that users can have it both ways.
They can see data as they want to see data, even if these
ways are seemingly ccntradictory. In actuality these views
do not ccnflict at all. They are simply different views of
the same thing.

.T-”»_'vv~f.r-'
T Fe 4 C B

t. Defining Relaticnships With Matching

The second SDM facility for representing rela-

tionships is matching. With matching a member of one entity
class is matched with a member of another entity class. Then
the value of an attrikute in one of the members is moved to
the cther. The word ON defines how the members in the two
classes nust match.

c. Defining Eelatiomships With Derivations

SDM rrovides a derivation capability for attri-
butes. Derivation can be used to specify relationshirs among
menbers in the same entity class. Thus we can derive new
attributes from the existed ones. [Ref. 3]

So far we bhave talked about logical database
design and the semantic data base model. Now,by using these
information,we will design our database for Air Forces
Cornmand. PFirst of all we should reconsider these require-
ments which have been discussed in Chapter 1. We should
define the records, according to these reguirements.
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At the first step we built nine separate records
for Air Forces Command. These records are in following:

1. Weapons

<. Ammupniticr
3. Perscnnel

4. Intelligence
5. Status

€. Installation
7. logistics

8. Maintenance

S. Courses

These reccrds make ur the schema. Other levels
in air force systea have a subset of this schema. They have
almost same records but the information in these records are
limited with their needs.

For instance Tactical Air Porces have the infor-
mation just for the Lases which are dependent to TAF, Suprly
and maintenance centers, EW center. Bases can not have the
information related vwith an another base. They have the
information related cnly with its own subparts.

TAFs have exactly the same records tc which
AFCOM has. But the only difference, is AFCOM has much more
data than bases have. In base's database courses reccrd has
not teen included, Lecause it is needless. Rest of the
records are also included in base database. We designed only
the minimal number of records here. Since, different appli-
cations will need different records. What we did here is an
exanple of the logical database design. Thus, we will not
consider the database needs of ENCs and supply, maintenance
centers. These can be isplemented in the same way which vill
ke shcwn later in this chapter. Thus only one database
design can Lke used by all the systes cosponents. This will
le very effective in teras of simplicity, back-up, recovery,
security arnd integrity. Bspecially this kind of design

44
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consideration will e very useful, vhen ve consider the
network facilities for this systea. Networking can be
achieved easily Lecause of the simplicity and regularity of
databases which reside in different places and different
machines.

After these considerations now, we can lock at
the datatase itself. Again the formal structure of the data-
base is taken from SICM, and it has the same structure with
the one which has been illustrated in Figure 8.

E. WEAFCKNS

1. description: Includes all the information,related

with every type of veapon systeas vhich are
currently in Air Porce inventory.

2. Dmemker attributes;
a) Wtype
i) description:Tyre of the weapon system of the
friendly forces and and eneay forces.
ii) value class:WEAPON_TYPE
iii) wmandatory

b) wid
i) description: Whether the veapon is enemy's
or ours or both's.
ii) value class: FRIEND_FOE
iii) wmsandatory

c) Wrange
i) description: Efffective range of the weapon
systes.
ii) value class: RANGE

d) Wfuel
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i) description: Fuel capacity of the system if
it uses fuel.

ii) value class: FUEL
e) Wlbs
i) description: Maximua amaunition lcad cf the
veapcn systenm.
ii) value class: MAX_LOAD
iii) npot changeable

f) Wammo

_ i) description: 1Types of amaunition which can
& be used by this type of weapon systes .

ii) value class: AMMOUNITION

iii) inverse: WHERE_USED

iv) sultivalued

.; v) sandatory
g) Wpua
i) description: The total nuaber of this type

of weapon systes.
ii) value class: NUMBER_OF_WEAPONS
iii) wmandatory

iv) class attributes:
h) Wdate
i) description: Day of the year on which the
information is valid(last changing date).
ii) value class:DATE

3. identifiers:WTYPE

P. ABBUNITION

1. descriptions: 1Includes all the information related
with every type of amaunition which are currently in
air forces inventory.

46
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peaber attributes:

a)

b)

d)

e)

£)

Acat
i)

ii)
iii)
iv)

Where_

i)
ii)
iii)
iv)
Anunm
i)
ii)
iii)
Albs
i)
ii)
iii)
iv)
Akill
i)
ii)
Avar
i)

ii)

description: Category of the ammunition
vhich are used in weapoa systeas.

value class: ANMO_CATEGORY

mandatory

not ctkangeable

used

description: Types of weapons which use this
categcry of amaunition.

value class: WEAPONS

inverse: WAMNMO

pultivalued

description: Total number of this category
cf assunition currently in inventory .

value class:NUMBER_OF_WEAPONS

mandatory

description: Weight of one round of this
categcry of amrunition.

value class: MAX_LOAD

mandatory

not changeable

description: Killing radius of this category
ammupition.
value class: RANGE

description: Type of warhead of ammunitior.
value class: WARHEAD_CAT

47
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iii) multivalued
iv) class attrikutes:
g) Adate
i) description: Day of the year on which the
information is valid (last changing date).
ii) value class: LATE
3. Identifiers: ACAT
G. PERSCBREEL
1. Jdescription: Includes all the information related
with the personnel who are in charge of Air Forces.
2. Dnember attributes:
a) Pname
i) description:First name of persoanel.
ii) value class:NAME
iii) mandatory
iv) not changeakle
b) Plastname
i i) value class: NAME
n ii) mandatory
; iii) npot changeable
; c) Paddress
% i) value class: ADDRESS
- ii)  sandatory
E d) Gradyear_degree
;’ i) description: Graduation year from Air Force
Ej acadeamy or technical schools and graduation
:;i degree are concatenated to make a unigue
T key.
L
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ii) value class: GRADYEAR_DEG
iii) nmandatory
iv) not changealkle

Assgnmntloc_date

i) description: Name of the locations at which
the rersonnel have been there at least once,
after graduation. Assignment date to those
locations is concatenated.

ii) value class: LOCATIONS

iii) wmandatory

iv) pultivalued

Rank
i) value class: RANK
ii) smandatory

Prodate )

i) Description: Date of the last promotion.
ii) value class: DATE

iii) mandatory

Stecode

i) description: Indicates the personnel's
special training or skill area.

ii) value class:SPECIALTY

iii) mandatory

iv) multivalued

Marsta

i) description: Marital status of personnel.

ii) value class: MAR_STA

Wife_name-occupation

i) desccription:Wife's name and occugation are
concatenated .

ii) value class:NAME_OCCUPATION
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Child_name_school

i)

description:Child's name and school grade
are ccncatenated . School grade is repre-
sented only with its grade (E, §,C)

ii) value class:NAME_school

iii) multivalued

Lang_level

i) description:The languages which are known
and their levels.

iji) value class:LANGUAGE_LEVEL

iii) wmultivalued

Paygrade

i) value class:PAY_GRADE

ii) mandatory

Punishments

i) description: Summary of the personnel's
criminal background.

ii) value class: PUNISHMENT

iii) multivalued

Avards

i) value class: AWARDS_RECEIVED

ii) multivalued

Ccurses_date

i) descriptions: Course no's and dates to which
the fersonnel attended.

ii) value class: COURSE_DATE

iii) wmultivalued

Health_status

i) descriptions: If personnel had any »major

operations or important illness in the past
those information can be kept with its date
in this part .
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ii) value class:HEALTH_STATUS
iii) oultivalued

3. identifiers: GRADYEAR_DEGREE
ISTELILIGENCE
1. description: Includes all the information akout enemy
fcrces. Alsc includes the locations of the e€nenmy
forces and the date on which the dinformation is
provided.
2. Dneaber attribdutes:

a) Iday
i) description: The day of intelligence is
frovided.
ii) value class: CATE
iii) wsandatory

b) Iid
i) description: Id of the enemy installation
intelligence was made on that .
ii) value class: INSTALLATION_ID
iii) sandatory

C) Itype_nunm

i) description: Cbserved weapons and the guan-
tity of this type of weapons at that instal-
laticn. Weafon type is concatenated with the
puaber of this type weapons observed oa a
particular day.

ii) value class:ITYIP_NUM

iii) multivalued

iv) mandatory
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d) Artiairtype_nun

i) desription: Observed antiaircraft weapon
systems and the Juantity of this tyfpe of
veapcns at that installation. Weapon tyre is
concatenated with the number of this tyge
observed on a particular day .

ii) value class: ANTITYPE_NUM

iii) multivalued

e) location
. i) description: Llocations of the anti-aircraft
veapcn systeas. This information can be
represented by geographical coordinates.
ii) value class: ANTI_AIRCRAFT_LOCATIORN
iii) multivalued

f) Weather '

i) description: Weather status of the day on
which the intelligence is provided. ( esge-
cially for photo intelligence , or tactical
reconnaissance aissions ).

ii) value class: WEATHER_STATUS

3. Identifiers:Iday ¢ Iid ¢+ Itype_num ¢+ Antiairtype_nunm

I. SIATUS

1. description: Includes periodic information which come
from all the subparts of Air Porces . This informa-
tion includes trief operational readiness in teras of
equirment , material and personnel.

2. nember attributes:

a) Sday
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i) description: The date of the status report
which is valid for that day.

ii) value class: CATE

iii) mandatory

iii) mandatory

[ k) siid

: i) description: Installation id which status
F report belongs to it.

. ii) value class: INSTALLATION_ID

: c) Unoprtype_ctun

i) description:Unoperational aircraft tyge and
the number of them.

ii) value class: UNOPRTYPE_NUM

iii) multivalued

d) Numpers

i) description :number of the personnel which
are currently operationally ready in an

—n g

installation .
. ii) value class: NUMBER_OF _PERSONNEL
iii) mandatory
e) Tacsta .
i) description: Status of the TACAN system if
there exists in that installation.
ii) value class: NAVIGATION_STATUS
f) Gcasta ~

i) description: Status of the GCA system if
there exists in that installation.
ii) value class: NAVIGATION_STATUS

g) Rfsta
i) description:Status of the RF system if there
exists in that installation.

33

........
........



ii) value class: NAVIGATION_STATUS

h) Ilssta
i) description: Status of the ILS system if
there exists in that installation .
ii) value class: NAVIGATION_STATUS

i) Weather
i) description: Weather status of the installa-
tion area .
: ii) value class: WEATHER_STATUS
= iii) nmandatory

3. Identifiers: Sday + Siid

el

Je. IBSTALLATION

1. description: 1Includes all the information on instal-
laticmos. Identification of installation,tyre of
weapons, categcry of installation.

2. member attributes:

a)
i) description: 1Installation id which unigquely
deterzines installation.
o ii) value class: INSTALLATION_ID
i; iii) mandatory
iv) not changeable

.
D]
A

_ b) Icat
if i) description: 1Installation category.This is
- important in terms of assignments.Because
each personnel has to be assigned to
different category of installations for a
- certain period.
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fj ii) value class: INSTALLATION_CATEGORY
bl

- iii) mandatory

NG iv) not changeable

Cc) Wtype_inusm
i) description: The type of weapons and the ]
guantity of them which are currently in this
installation. No matter what conditiors are

there in. (operational or unoperational).
ii) value class: ITYPE_NUM i
iii) mandatory

iv) sultivalued
d) Ipers
i) description:Total number of personnel which

are currently in charge of that installa-
tion. )

ii) value class: NUMBER_OP_PERSONNEL

iii) mandatory

3. Identifiers: 1Iid !

K. LCGISTICS ;

1. description: Includes all the information abocut ‘
logistics reccrds, supfply and maintenance activities
and logistics management.

2. @emnker attributes:

a) Part_no
i) description: Unique standard national part
no's of all parts which are currently in Air
Forces inventory.
ii) value class: PART_NO
iii) mandatory
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iv) not changeable

b) Part_name

i) value class: PART_NAMES
c) Lccation_nus
i) description: Where these parts are located

and hcw many of them are in that locaticn.
Location and the number are concatenated.
ii) value class: LCCATION_NUMBER
iii) mandatory
iv) multivalued

d) Suppliername_address

i) description: Name and address of the
supplier of a particular part are concat-
enated. There may be more than one supplier
for some .parts.

ii) value class: NAME_ADDRESS

iii) mandatory

iv) multivalued

e) Price

i) description:Price of one unit of that
item.This information is needed for bock-
keeping purposes. Prices may differ frorx cne
supplier to ancther.

ii) value class: ITEM_PRICE

iii) wsandatory

iv) multivalued

f) purchase_date
i) description: The last date of the fpurchase
for a particular itea.
ii) value class: DATE

3. 1Identifiers: Fart_no
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) I. MAINTERAKCE

‘ 1. description: Includes all the information in terams of

N planning and executing the maintenance activities.

i 2. menber attributes:

E a) Egp_no

f i) description: Serial number of the equipment.

i ii) value class: EQUIPMENT_NO

iii) mandatory
iv) not changeable

b) Egpnanme
i) description: Short description of equipsent.
ii) value class: EQUIPMENT_NAME

c) Egpcat
i) description’:Bguipsment
category (HP,VHF ,08P,gasoline,diesel) .This is
a kind of additional information to eguip-
sent name.This field is optional and it can
be omitted if wanted so.
ii) value class: ECP_CATEGORY

d) Arrival_date
i) description: The date on which the equirment
arrived at the supply and maintenance
center. This is important because of mainte-
pance planning.
ii) value class: DATE
iii) pandatory

e) Trouble
i) description: The trouble which is repcrted
to supply and saintenance center by the
usere of equipment. Equipmsent pay not have
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any trouble. It might be for periodic main-
tenance and calibration.

ii) value class: EQUIPMENT_TROUBLE

iii) opandatory

iv) sultivalued

f) Regparts
i) description: To keep track of the replace-
ment part needs, we included the required
parts which are needed to repair the equip-
ment.
ii) value class: PART_NO
iii) sultivalued

g) Eiid
i) description:Installation id code that the
equirsent belongs.This information is needed
to send the equipment back to its owner.

ii) value class: INSTALLATION_ID
iii) wmandatory

h) Owner
i) description: This is the owner of the equip-
ment. This is the in base address of the
cvner.

ii) value class: ECP_OWNER

3. Identifiers: Egp_no ¢ Arrival_date ¢+ Owner

B. CCOBRSES

;? 1. description: Includes all courses offered by Air
R Force command in the past, present and future tige.
;f This informaticn will provide planning and choosing
'i' the persons who will fparticipate to these courses.
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2. Dember attributes:

a) Course_no
i) description: Each course has a unigue numter
wvhich is related with its topic.
ii) value class: CCURSENO
iii) nmandatory

k) Ccurse_name
i) value class:s COURSENAME
ii) sandatory

c) Course_location
i) value class: COURSELOCATION
ii) mandatory
iii) multivalued

d) Nunber_of_hcuré
i) value class: COURSE_PERIOD
ii) mandatory

e) Start_date
i) value class: LATE

f) Participants
i) description: Names of the personnel whc did
or will attend to this course.
ii) value class: PARTICIPANT'S_NAME
iii) sultivalued

3. Identifiers: Ccurse_no

B. STRING TYPES

Now we should define the string types for those reccrds.
Strings are following.
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1. WEAPCN_TYEE

interclass cconection: Subclass of STRINGS where
format is S5-alphanumeric character string. Slash and
dash can be included in string.

2. FHIEND_FOE

interclass ccnnection: Subclass of STRINGS where
format is 3-alrha character string.The values are
€eitbher FRD or FOE.

3. RANGE

interclass c¢cnnection: Subclass of STRINGS vwhere
value is positive integer less thaan 25,000.

4. FUEL

interclass connection: Subclass of STRINGS where the
value is positive integers less than 30,000.

5. HAX_LOAD

interclass ccnnection: Subclass of STRINGS where
value is positive integer less than 100,000.

6. NUMEBER_OF_WEAECNS

interclass ccronection: Subclass of STRINGS where
value is in tretween 0..10,000.

7. CATE

interclass ccnnection: Subclass of STRINGS wvhere

foramat is ddnnyy where id=1..31;na=1..12 and
yy=0..99.

8. AEMC_CATEGORY

ST T
e
-
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interclass cconection: Subclass of STRINGS where ;
fcrmat is single letter string in A..G. -

9. WARBEAD_CAT !
interclass comnpection: Subclass of STRINGS where the f
value is in 1..10. g

:

10. NAME

w
}
N
N

interclass connection: Subclass of STRINGS where
fcrmat is 10-letter character string.

11. ACDRESS

[ interclass cchnnection: Subclass of STRINGS where
8 format is 15-ch/street; 10-ch/apt; 4-digit/no;
}- 10-ch/city; 2-ch/state; 5-digit/zip;

12. GRALYEAR_LEGREE

interclass connection: Subclass of STRINGS where
forzat is yyyysddd where yyyy represents the year,ddd
represents the graduation degree.

13. LCCATIONS

interclass ccnnection: Subclass of STRINGS vwhere
fcrmat is 4-4igit number, which is installation id.

14. EANK

interclass connection: Subclass of STRINGS where
format is 10-ch long string.

15. SEECIALTY

interclass ccnnecticn: Subclass of STRINGS where
fcrmat is 4-digit string.

4
.
]
.
",
.

16. MAR_STATUS
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17.

18.

19.

20.

21.

22.

23,
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interclass cchnection: Subclass of STRINGS where
format is single character which is in (S,M,D.W).

NAME_OCCUPATICN

interclass cconection: Subclass of STRINGS where
forrat is concatenation of 25-Ch name/lastname string
apd 10-Ch long cccupation string.

NAME_SCHOOL

interclass connection: Subclass of STRINGS where
format is concatenation of 15-Ch name string and 3-Ch
school string which is in (ELM,HIG,COL).

LANGUAGE_LEVEL

interclass ccnnection: Subclass of STRINGS where
fcraat is 4-Ch string which are in
(EOOEK,FAIR,GOCL,EXCL).

EAY_GRADE

interclass ccnnection: Subclass of STRINGS +where
format is dd/1 where dd is in 1..13 and 1 in 1..4.

PUNISHMENT

interclass ccnnection: Subclass of STRINGS where
fcrmat is 15-Ch string.

AWARLS_RECEIVEL

interclass cconection: subclass of STRINGS where
format is 10-Ch string.

COURSE_DAIE

interclass ccnnection: Subclass of STRINGS where
fcraat is 4-digit course no /ddnnyy where
dd=1..31;mm=1..12;yy=0..99.
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24.

25.

26.

27.

28.

29.

30.

HEALTH_STATUS

interclass cconection: Subclass of STRINGS where
fcrmat is 25-Ch long string.

INSTALLATION_IC

interclass c¢cnpection: Subclass of STRINGS where
format is 4-digit string.

ITYPE_NUM

ipterclass cchnnection: Subclass of STRINGS where
format is S-~alphanumeric character string /4-digit
character string.

ANTITYPE_NUM

interclass ccnnection: Subclass of STRINGS where
format is S-alphanumeric character string ,/2-digit
character string.

ANTIAIRCRAFT_ICCATION

interclass connection: subclass of STRINGS where the
format is dd:mma;ss/d where dd=1..360;mmp=1..60;
ss=1..60; and d is either E or W.

WEATHER_STATUS

interclass connection: Subclass of STRINGS vwhere
format is 4-~-Ch long strings which are POOR, FAIR,
GCCD.

UNOPRTYPE_NUN

interclass ccnnection: Subclass of STRINGS +where
fcrmat is U-alphanumeric character string / 2-digit
number.

NUMEER_OF_PERSCNNEL
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32.

33.

34.

35.

36.

37.

3s.

interclass cconection: Subclass of STRINGS where
format is 4-digit strings in 1..9999.
NAVIGATION_STAIUS

interclass connection: Subclass of STRINGS where
fcrmat is 1-letter strings in (A,B,C,D).

INSTALLATION_CATEGORY

interclass ccrpnection: Subclass of STRINGS where
fcrmat is 1-letter strings in (A,B,C,D,E).

EART_NO

interclass connection: Sur:class of STRINGS where
fcrmat is is xxx-xxxx-xxx;x is a digit.

PART_NAME

interclass connection: Subclass of STRINGS vwhere
fcrmat is 15-Ch long string.

LCCATION_NUMBEF

interclass ccnnection: Subclass of STRINGS wvhere
fcrmat is dddd/1111 where dddd is installation id
code d is a digit;1111 is the pumber of this part in
that location. 1111 is in 1..9999.

NAME_ADDRESS

intezclass cconection: Subclass of STRINGS vwhere
format is 15-Ch name,last name;10-Ch/street;y-digit/
no; 10-Ch/city; 10-Ch/state; 5-digit/zip.

ITEN_PRICE

interclass ccnnection: Subclass of STRINGS where
format is ddd4d4ddddd. dd where d's are digits.
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39. ECUIEMENT_NO

interclass connection: Subclass of STRINGS
fcrmat is xxx-xxxx-xxx where x's are digits.

40, ECUIEMENT_NAME

interclass cchnnection: Subclass of STRINGS

fcrpat is 15-Ck long string.
41, EQP_CATEGORY

interclass ccnnection: Subclass of STRINGS
format is 4-Chb long string.

42. ECUIPMENT_TROUELE

interclass ccnnection: Subclass of STRINGS
format is 15-alpha Character long string.

43. EGP_CUNER

interclass cconection: Subclass of STRINGS
fcrmat is 15- alpha Character long string.

44. CCURSENO

interclass ccnnection: Subclass of STRINGS
fcrmat is 4-digit string.

45. CCURSENAME

interclass cconection: Subclass of STRINGS
fcrmat is 15-alpha Character string.

46. CCURSELOCATION

interclass ccnnection: Subclass of STRINGS

e
S format is 10-alpha Character long string.

3 47. CCURSE_PERIOD

®
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interclass ccnnection: Subclass of STRINGS where
value is in 10..1000.

48. PARTICIPANT'S_NAME

interclass ccnnection: Subclass of STRINGS vwhere

format is 10-alpha Character name/10-alpha Character
last pame. b
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V. BETHORK CONSIDERATIONS
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1 A. INIRCDUCTION

Sy

The cld model a single computer serving all of the corga-
nization's computaticnal needs is rapidly being replaced by
one in which a large number of separate but interconnected
computers do the jok. These systems are called computer
networks. 1Iwo computers are said to be interconnected if
they are capable of exchanging information. By requiring
that the computers be autonomous, we exclude from our defi-
nition systems in which there is a clear master/slave rela-

|
:
!
:

tion. In our view a distributed system is a special case of
a network, ome with a high degree of cohesiveness and
transrerancy.

In our information system we need a great deal of infor-
mation exchange ltetween the units. Since the system eleaents
located geographically dispersed in order to exchange infor-
mation than we need to design an information network between
the units. This network will accomplish our systes gcals,
which have keen previcusly stated.

B. DBETRCEK GOALS

Air forces will blhave a substantial number of computers
in operation, located far apart. Initially each of these
computers may have wcrked in isolation from the other ones,
at a certain time AFCOM may decide to connect them to be
able to extract or ccrrelate irformation about the entire
system. This goal is to make all programs, data and ctter
resources available to anycne on the network without
regarding to the physical location of the resource and the
user. Load sharing is another aspect of resource sharing.
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In air forces envirorment system elements frequently reguest
inforration from other ones and need some remote gueries or
update remote databases. All these processes need a way to
accoaplish these jots. This way is a well-established
inforsation network.

A second goal is to provide high reliability by having
the alternative scurces of supply. With uncennected
computers if a machine goes down due to hardware failure,
even thcugh there ®may be substantial coamputing capacity
available elsewvhere. With a network the temporary 1loss of
single ccaputer is much less serious, because its users can
often be accomadated elsewhere until service is restored. In
our system a cosplete loss of computing power for even a
few hcurs due to some catastrophe, natural or otherwvise is
completely intolerable.

Another important reason for distributing computer fpower
has to do with the relative price of coaputation versus
communication. Until about 1970 computers were relatively
expensive compared with communication facilities. The
reverse is now true. In our systea application data are
generated at widely scattered points. Prior to 1970, it was
not feasible to put the comfputer at each location to analyze
the data Lecause the computers were so expensive. Instead,
all the data are transmitted to a central computer some-
where. Ncw the cost cf a small computer is negligible, so it
Lecomes attractive to analyze the data at the place where
it is captured, and cnly send occasional summaries back to
computer center, to reduce the communication cost, which now
represents a larger percentage of the total cost than it is
used to. This approach results in a computer network.

Yet another goal of setting up a computer network has
little tc do vith networking at all. As a side effect of its
other gcals, a cosputer network can provide a [poverful
communicaticn mediua among widely separated people. Using a
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netwcrk it is easy for two or more unit which are far apart
to write a report, send a message. dJhen a change occurs the
cthers can get the change immediately, instead of waiting
for a long period of tinme.

Another major attraction building a 1large system by
coupling large number of smaller machines is the expectation
of a simpler software design. In our system it is fossitle
to dedicate some (cr all) of the processors to the
specialized functions for example database management.

Intergrocessor LOoCessors exaafple
distance ocation

OcMlececcacacecesscircuit board..data flow mach.
MMececcvccovecsSYSteMececese- BUltiprocessor

10@ceccccccocese LCOBencccncncsne {
100Becccceccseeostuildingeeeee|.10cal netvwork |
KBeeeceooocese CAMPUSc evcacconl
10KkBecececccceseCitYecceconcocas
100kDecececcccceeCCUNtLY eeeceese}elOng haul network
1000kBecece eoeeececcntinent......
10,000kBcccececeeesflanets eececosj.interconnected networks

Pigure S.1 Classification 0f Interconnected Processors.

By eliminating the multiprogramming, ve can also eliami-
nate much of the software cosplexity associated with the

st .

large mainframes.
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In fiqure S5S.1 we gyive a classification of wmultifle
Frocess systeas arranged by physical size. At the tof are
data flov machines, highly rarallel coamputers with wmany
functional units all working on the same program. Next come
the multiprocessers, systems that coammunicate by exchangingy
messages. Finally ¢the connection of two or more distant
network is called internetworking. In our application our
system can be classified as the long haul network. Since
there is only one network is established for whole systen.

C. DNEIWCRK STRUCTURE

In any network there exist a collection of wmachines
intended for running user prograas. These machines are
called hosts. For instance in our system APCOM, TAF1, TAF2,
and each of the bases' are the hosts. The hosts are
connected by the communication subnet. The job of the subnet
is tc carry messages from host to host. By separating the
pure coamunication aspects of the network from the applica-
tion asjgects the complete network design is greatly

siaplified.
In all petworks the subnet consists of two basic ccmpo-
nents: switching elements and transmission lines. The

switching elements might be specialized computers. We will
call them IMPs (interface message processors). Transmissicn
lines are called circuits or channels

In figure 5.2, each host is connected to one IMP. All
traffic to or from tie host goes via its IMP.

Broadly speaking there are two general types of designs
for the communication subnet.

1. [Eoint-To-Poipt chanpels

The network ccntains numerous cables on leased tele-
rhone lines, each one connecting a pair of IMPs. If two IMPs
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Pigure 5.2 Communication Subnet.

that dc not share a cable nevertheless wish to communicate
they must do this indirectly via other IMPs. When a message
is sent from one IMP to another INMP via one or more internme-
diate IMEs the message is received at each intermediate INP,
in its entirety, stored there until the required output line
is free, and then forwarded. A subnet using this princigle
is called point-to-point or store-and-forward subnet. In cur
system ve will wuse tlis kind of coamunication. Since some
units reed not to communicate directly with AFCOM in system
hierarchy. We will take a close look at to this sukject wkten
ve consider network tcgology.




2. Breadcast charpels

The second kind of coamaunication architecture uses
troadcasting. In this design there is a single comaunica-
tion channel shared by all 1INMPs. Inherent in Ltroadcast
system is that messages sent ry any IN2 are received by all
cther IMEs. Something in the messaje itself must specify for
whom it is intended. After receiving a message not intended
for itself, an INP just ignores it. The most important issue
in brcadcast channels is the lack of privacy. Privacy is an
important system aspect in our design. Thus we can not use
broadcast channels in our design.

D. NEIWCEK TOPOLOGY

The goal of the topological design is to achieve a spec-
ified jerformance at a minimal cost. There are no exact
solutions in this lusiness. Trial and error plus the
services of a large ccamputer are essential. The fprcblea is
so imsense that the cnly reasonable aprroach is to generate
a potential network topology and then see if it okeys the
connectivity and delay constraints. If not genmerate another
one, until a feasible one is found. In our system design
constraints wve should first consider the interactions among
the upnits. Since our systea's nature is hierarchical and
then we should first this at one side. Then, we should look
at the ccmaunication issues. We have said that the broadcast
communicaticn is not suitable due to lack of its privacy.
And the most important issue is the design consideration of
the datalases. Since ve have designed the databases of the
sub levels as a subschemas of the upper 1levels, subunits
need not to communicate directly to the upmost level. First
we shculd 1look at the Foint-to-point interconnection
topolcgy tyres.
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Figure 5.3 Possible Topology Types.

In Figure 5.3 ve see several possible topologies.
Among these topologies tree structure is the most agppro-
priate ore to satisfy our system constraints. This topology
permits us to irsplesent our network in a hierarchical way.
In this structure each subunit can communicate with one-
level higher unit. 1If this upit waats to get, or send any
information from or tc higher level units, it should do this
via intermediate levels. For instance if a base would like
to retrieve a record froa AFCOM's database it should do this
via its ordinate TAF. And, also if TAF1 would like to send a
message to TAF2, then it should send this message via AFCOM,
then AFCCM can transmit this message to TAF2. THis is very
important in terms of network design, because this will
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greatly sizrlify the design of network. Besides there is a
great need to establish a connection among the supply and
maintenance centers. Eecause the traffic is very heavy amcng
these subunits, if we do not set up interface for these
subunits then we can greatly reduce the overall systenm
throughput. Also supply and saintenance centers pass very
turstly information to each other. But the other systenm
compcnents will not have this big jobs to be interacted with
€ach cther subunits.

B. DEISIGE ISSUES

The first design decision is the rules for data
transfer. Do data «c¢nly travel in one direction called
simplex communication, or can they travel in either direc-
tion, but not simultanequsly called half duplex communica-
tion, cr can they travel in both directions at once, called
full duplex coamunication? For our systea half duplex commu-
nication is enough. Since, we Lave established an interface
among the supply and saintenance centers, this will reduce
the traffic. Thus the half duplex communication is
preferatle tesides it is sisple and efficient method.

The rrotocol must deternine how many 1logical chanmnels
the ccnnection corresponds to, and what their properties
are. In our information network provides two logical chan-
nels fer connection one for normal data and one for urgent
data.

Errcr ccntrol is an important issue when the physical
communicaticn circuits are not perfect. many error detecting
and correcting codes are known, but both ends of the connec-
tion must agree on vhich one is being used (we will look at
to this issue later in this chapter). In addition the
receiver, amust have some way of telling the sender which
messages have been correctly received and which have nct.
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Not all communications channels preserve the order of
the messages sent on them. To dJdeal with a possible loss of
sequepcing the protoccl must make explicit provision for the
receiver to allow the pieces to be put back together
properly.

An issue that cccurs frequently is how to keep a fast
transmitter from svamping a slov receiver with data. Some
kind of feedback frcm the receiver to the sender can be
established related with receiver's current situation.

and destination at s=ome point in the hierarchy, a rcuting
decision must be made. Also wve will look at to this issue
later in this chapter. para;All these are very important

consider these issues very carefully wvhen we are designing
our systena. '

F. BETWCBK ARCHITECIURES

To reduce the network design complexity, most networks
are organized as a series of layers or levels, each cne
kuilt upcn its predecessor. The number of layers the name
cf each 1layer and the function of each layer differ froas
netwvork to network. However in all networks the purpose of
each 1layer is to cffer certain services to the higber
layers, shielding thcse layers from the details of how the
cffered services are actually imsplemented. Layer n on ome
machine carries on a conversation with layer n on anottker
sachine. The layers ard convention used in this conversation
are collectively kncwn as the layer n protocol, as
illustrated in Figure 5.4 for a seven layer network.

In reality no data are directly transformed from layer
n on one machine to layer n on another machine (except in
the 1lowest layer). Instead each layer passes data and
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contrcl information to the layer immediately below it, until
the lcvest layer is reached. At the lowest layer there is
physical communicaticn with the other machine as opposed to
the virtual communication used by the higher 1levels. In

Ll AL Te D v e

Figure S.4, virtual communication 1is shown in by dotted
lines and the physical communication is shown by the solid
lines.

N § U

Betveen each pair of adjacent layers there is an inter-
face. Tike interface defines vwhich primitive operations and

A.A

services the lower layer offers to the upper one. When we
decide how many layers to include a network and what each
one should do one of the most important considerations is

o SN

having cleanly defined interfaces between the layers. Having

cleanly defined interfaces in turn requires that each layer

perform a srecific ccllection of well understood functicns.
The set of layers and protocols is called network archi-

tecture. the specification of the architecture must ccntain
enough information tc allow an implementer to write the
frogram for each layer so that the program for each layer so
that the r[rogram will correctly obey the approfpriate
protocol.

We will only consider the ISO (International standards
organizaticn ) seven layer model. We will not look at the
cther architectures 1like ARPANET, IBM's SNA, and L[EC's
LECNET. Now we should look at the layers of ISO model.

1. Ibke physjcal layer

The physical 1layer is concerned with transaitting
raw kits over a cossunication channel. Typical questions
here are hov many volts should be used to represent a 1, and
how many microseconds a bit occupies, whether transmission
may rroceed simultaneously in both directions, how the
initial connection is established and how it is tcrn dcwn
wvhen toth sides are finished, bhow @many pins the network
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connector has and what each pin is used for. We will use
the leased telephone lines as physical connections among the
hostse.

2. Ihe Data Link layer

The task of the data 1link layer is to take a raw
transeission facility and transform it into a line that
appears free of transmission errors to the network layer. It
acconplishes this task done by breaking the input data up
into data frames, trapsmittirng the frames sequentially and
processing the ackncwledgement frames sent back by the
receiver. Since 1layer 1 pmerely accepts and tranmsaits a
streas of bits without any regard to meaning or structure,
it is up toc the data 1link layer to create and recognize
frame bcundaries. This can ke accomplished by attaching
special kit patteras to the beginning and the end of the
frame.

A noise burst on the 1line can destroy a frame
completely. In this case the layer 2 software on the scurce
machine sust retransait the frame. Another issue that arises
at layer 2 is how to keep a fast transaitter from drcwning
a slov receiver in data. A mechanism must be employed to let
the transmitter know how much buiffer space the receiver at
the sosent.

3. 1he Network layer

the network layer ccntrols the operation of the
subnet. Ascng other things, it determines the chief charac-
teristics of the the IMP host interface and how packets the
units cf information exchanged in layer 3 are routed with in
the subnet. A major design issue here is the division of
labor between the INMEs and Hosts, in particular whc stould
ensure that all packets are correctly received at their
destinations, and im the proper order. What this layer
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software does basically is accept messages from the scurce
host, convert them tc packets and see to it that the packets 1
s . get directed tovard the destination. A key design issue is |
N hov the route is determined. We will consider this issue ,
. later in this chapter.

. 4. 3Jbe Tramsport Laye:

o The basic function of the transport layer also known
host-to-hcst layer is to accept data from the session layer
> split it up into smaller units, if need be pass these to the
: netwvork layer, and ensure that the pieces all arrive at the
cther hand. ]
the transport layer also determines what type of :

service to provide the session layer, and ultimately the

users cf network. The most popular type of transport connec- .
& ' tion is error free (virtual) point-to-point channel that
— delivers message in the order in which they were sent.

Although the petwork architecture specifies nothing ]
about the igplementation, it is worth pointing out that the i
transgcrt layer is often implemented by a part of the host
cperating system, which ve will call a transport station. In
contrast the network 1layer is typically implemented in the
host Lty an input/output driver. The data link and physical
layers are normally iasplemented in hardware.

g S. 1lbhe Session laver

The session layer is the user's interface into the
petwork. It is with this layer that the user must negotiate
- to estaklish a ccnnection with a process on ancther
machine. Cnce the connection has been established the
session layer can manage the dialog in an orderly manner if
the user has requested that service. A connection letween
users is usually called session. A a session might be used
to allcw a user to log into a remote time sharing system or
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to transfer a file lLetween two machines. To establish a
session the user must provide the remote address he wants to
connect to. Session addresses are intended for use Lty users
or their programs whereas transport addresses are intended
for tbe use by transport stations, so the session layer must
be akle to convert a sessicn address to its transport
address, to request that a transport connection be set up. 5

6. 1bhe Preseptaticn lLayer

the presentaticn layer perforas functions that are
requested sufficiently often to warrant finding a general
solution for them, rather than letting each user solve the
probleas. These functions can often be performed by litrary
routines called by the user.

A typical ezxaaple of a transformation service that

s aa SR
e

can be performed here is ‘text compression. The presentation
layer could be designed to accept ASCII strings as input and
produce ccmpressed bit patterns as output.

This layer can also perform other transformatiors in

3 e 2o ging
PR

additicn to message coamapression. Encryption is one possi-
bility. Conversion Letween character codes, line and screen
length, end of 1line convention, scroll versus page mode,
character sets and cursor addressing are but a few of the
many Froblems. The representation layer attempts to
alleviate these froblenms.

7. 1Ibe Application layer

The content cf the apprlication layer is up to the
individual  user. Wben two user programs on different
machines communicate they alone determine the set of allowed
e messages and the action taken upon receipt of each.
Bevertheless there are many issues that occur here that are
X quiet general.
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It is generally inadvisable to «create cur cwn
netvork software. The job inevitably seems to take much
more frograuming time than anticipated. A do-it- yourself
approach may be seen reasonable for simple point-to-point or
dial telephcne lines tetween fprocessors. But our systenm can
grow rapidly in a few years. Thus this kind of more complex
forms of transport network will need complex software. These

are sufficiently complex that a do-it yourself apfproach is
not advisatle.

A full-function architecture for distrituted
processing from a given manufacturer should do everything

T

listed ir this section. So we will look at only designing
issues rather than designing our network software. [Ref. &)

e MESSAGES, IRANSACIIONS AND BAZCHES
A message is a groufp of bits sent as a single ccamu-

o

nication retween two machines. It is possible that for tech-

YT
e e e

nical reasons, a message may be divided into separate blocks
for tramsmpissiorn (scmetimes called packets) . If that
happens, the message will ke reassembled before it is given
to the fprocess which uses it.

A transacticn consists of the data which fcra a
tasic upit of work for the application in guestion. To
complete one transaction several messages may have tc go
tack and forth.

A group of transactious is sometimes sent togetter
in one transmission, for example from a peripheral processor

used for data entry. This is referred as a batch. It nmay
sent as multiple transmitted blocks, depending on what Lklock

v,

~ size gives the most efficient transmission.
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8. 1line Comtrol

Teleprocessing needs a line control procedure to
perfora the following functions:

1. Indicate start and end of a message.

2. send an address with the message so that it goes
to the requisite device.

3. Detect transmission errors.

4. Initiate retransaission of messages in error, or
messages failed to arrive.

S. Maintain 1line discipline to ensure that two
devices do not transait at once, and garkle each
other's sessage.

The designer selected processors to be interlinked
must ensure that they use exactly comspatible line-control
frocedures. Some line control procedures such as start-stop
control with with the CCITT alphabet No.5(ASCII) [Ref. 5]
IBM*s SCLLC [Ref. 6] is a subset of BEDLC. 4o0st other
manufacturers have tbheir ovn version of HDLC.

9. gode Selectica

To communicate the frocessors selected aust be able
to use not cnly the same line ccntrol procedure but also the
same character set, possibly the ASCII code or CCITT
Alphaktet No.5. If we buy IBN's products then we have to use
EBCCIC.

10. Nessage Header

A variety of control information may be carried in
the header of each @message. The systea designer wvho has
€elected to use conventional teleprocessing rather than a
netvork architecture must determine what information is
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needed in the message headers. The following are some of the
types of beader inforsmation that might be necessary:

a. TYPE OF MESSAGE

Often a machine will receive more than cne type
of message. The header should be indicate the type fpossitly
ocne Eyte.

5 t. DESTINATICN ADDRESS

In our system message can travel over more than
cne rphysical links. A destination address is needed to tell
the concentrater or switch where to route the message.

C. SOURCE ALLRESS

The receiving processor needs to know vhere a
message has come from. If it has traveled more than one link
via a concentrater or switch, it must carry the address of

its source. this address is placed in any response messages.
d. MESSAGE SERIAL NUMBER

The messages may Le given a sequential number.
This mpay Le used for the following purposes:

1. Por that no message is lost.

2. For associating a response with the message
triggering that response.

3. If a long message is split into blcck or
packets for reasseamabling that message.

4. For identifying a message for audit
purgcses.

€. TRANSACTICN SERIAL NUMBER

When several messages are involved in one trans-
action, the transaction may be given a serial numler rather
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than irdividvual messages. This enables the transacticn to be
traced and referred for audit, testing or retrieval
purposes. If it is fossible for one message within a trans-
action to be missing the message within a transaction may be
numbered.

f. CHAINING INDICATIOR

If a trarsaction can be split into nmessages a

chaining indicator may indicate that more messages will

Y v
o
L

. -
[ Ll T O]
[ P

follow in that transaction. Two bits are sometimes used in
the chaining indicator, having the following meanings:

1. Pirst message in transaction.
2. Middle message.

3. Last message in transaction.
-l 4. Only message in transaction.

i MEACAENE
1,.1' .

. k.

g MESSAGE REASSEMBLY INDICATOR

If a long message is chopped up into blocks or
packets, sufficient information must be included to reas-
semble the message and detect whether any packet is lost.
This is wusually dcne with a chaining indicator and
sequential rumber.

h. RESPONSE INDICATOR

Sometimes when a processor sends a message, it
requires a response; It may be programmed to wait until it
receives a response. In this case it should send an indica-
tion in the message saying that it is waiting. A 2-Lit
indicator is sometimes used having the following meaning:

1. No response expected.

2. A response must be sent to this message.

3. A response must be sent to this chain of
messages after the last message in the
chain is indicated.

8u




4. A message Bmay or may not be sent.

i. TINME AND LCATA STAME

We need tc know the time and the date of the
messages that they were sent. This is used for reference and
audit purpcses. Thus the messages should be wmarked to
indicate the time and date they were sent.

j« BATCH CONIROLS

In our system we usually transmit a batch of
transactions rather than individual transactions.
Demarcaticn controls are needed in the batch to indicate the
start and end of individual records or transactions and the
end of latch. At the end of the batch a control record
should be sent so that the receiving machine can check that
the transactions received are complete and accurate. This
control record may ccntain a count of the transactions and a
hash total.

The receiving machine adds up this total and
ensures that it agrees with the total written by the
transaitting machine in the ccntrol record.

11. Ccntrol Nessages

To regulate the transfer of information and deal
with exception conditions, certain messages are needed which
do not carry application data but which are control sigrnals.
The following types cf control messages are used:

a. READY TO EEGIN

One machine signals to another that it is ready
to receive transaissicn.
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L. NOT READY

A machine indicates that it is not at the moment
that it is ready to receive.

Cc. REQUEST PERMISSION TO TRANSMIT

One machine contacts another, requesting fermis-
sion to tranmsait.

d. REJECT

One machine rejects the transmaission from

another, indicating the reason. The rejection will not

P
i
.-

normally te due to a transaission error because these are
detected and dealt with by the line control grocedure. It
will te a validity error or failure message of some type.

TV S

Ty

€. RETRANSMISSION REQUEST

» %
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The receiving machine reguest that a message
with a given nuaber be resent; or possibly all messages
after a given number. This may ke necessitated by a machine
or line failure of some type.

f. INTEBRRUPI

One processor may send an urgent message to
interrujt another prccessor.

° g INITIATE SESSION

- Various types of message may be interchanged to
L; initiate a session betveen two machines or to check that the
- messages have permission and have the resources to communi-
Ev cate. Security checks may be necessary before the session
can ccmmence.
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12. CoBracticn

L
L
"

If transmissicn efficiency is a major concern, data
may be ccafpressed before transamission. This can reduce the
nuaber cf bits by cne third or one half [Ref. 7] The
conpressed message will be restored to its original form at
the cther end of the link Lkefore use. The compression and

‘q
1
daty iy W ML L . JEEL. A

expansion may be dopne by soiftware in the using coamputers.
like crygtography, it may also be done by intelligent
hardware external to the coaputer [Ref. 1]

G. BCUTIING

The routing algorithm is that part of the netwvork layer
software, responsiktle for deciding which output line an
incoming packet should transmitted on.

Regardless of wlether routes are chosen independently
for each packet or just at the start of new sessions, there
are certain properties that are desirable in a routing algo-
ritam: correctness, simplicity, robustness, stability,
fairness, and optimality.

Cnce a retvork ccmes on the air, it may be expected to
run continuously for years without system-wide failures.
During that time there will be hardware and software fail-
ures of all kinds. Hosts, 1IMPs and lines will go ufp and
down repeatedly and the topology will change many times. The
routing algcrithm must be able to cope with changes in the
topoiogy and traffic without requiring all jobs in all hosts
to be akorted and the network to be rebooted every time scme

IMP crashes.

As a ccampromise many networks attempt to mwminimize the
number of the hops tends to iaprove the delay and also
reduce tke amount of bandwidth consumed, which tends to
inprove tke throughput as well.




Rcuting algorithms can be classed into two «classes:

nonadaptive and adaptive. Nonadaptive algorithms do not base
their rcuting decisions and measurements or estipates of
the current topology and traffic whereas the adaptive ones
do. Adaptive algorithms can further be subdivided into
centralized, isolated, and distributed [Ref. 8)

Re will pnot here lock at all routing algorithms. We will
only 1lock at the static routing which meets all cf cur
design specifications. Since our network does not have too
many ncdes and static routing is the simplest one. Besides
if wvwe can make a good estimate about alternate routes,
static routing can be the most efficient one for our systea.
Fortunately we have ss»sall number of nodes which permit us to
make a gcod estimaticn on alternate routes.

1. Static Rcutipg -

Static or directory routing is a simple algoritham
and one cf the most widely used. Each IMP maintains a tarkle
with one rcw for each destination IMP. A row gives the best,
second best, third test and so on, outgoing line for that
destination, together with a relative weight. Before
forwarding a packet, an IMP generates a random nueber and
then chocses among the alternatives, using the weijhts as
probakilities. The tables are normally worked out by the
network orerators, 1loaded into the IMPs before the netwcrk
is btrought up, and nct changed there after.

Actually in our network we don't have a big routing
groblea. Since the bhosts do not have more than one connec-
tion at any level. Thus if TAF1 would like to send a packet
to TAF2 there is only one route via APCONM. It is obvious
that ve don't need to determine which route is better than
the others. In futcre if we sake a lateral connections in
this network then we will have a serious routing probles. In
that case we should reconsider these routing issues.
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EL;: The only proklem with static routing is the determi-
7 ration of weights for each route. This job should nct te ad
. hoc. A Letter althcugh more complicated way to chcose the
Eﬁlj routes explicitly mipimize the mean packet time [Ref. 9]

ﬁi}f Static directory routing can give good perforrance

if the tcpclogy and the traffic do not change much. It also
makes good use of existing bandwidth by using alternative
routes.

H. TEANSHISSION ERRCES

Trapsmission errors are the fact of 1life. Network
designers have develcped two basic strategies for dealing
with errcrs. One way is to include enough redundant infcrma-
tion along with each block of data sent to enable to the
receiver to deduce what the transmitted character must have
teen. Tke other way is only to include enough redundancy to

ﬁﬁ? allow the receiver to deduce that an error occured but not

which error, and have it request a transmission. The first
strateyy is error correcting codes, and second uses error

detecting codes.
1. [Errer Correcting Codes

A message consists of m message Lits, and r check

:1 kits. Llet the total length be n. An n bit unit ccntaining
N data and check bits is often referred to as an n bit code-
: word. The error detecting and correcting properties of a

,f code depend on its Hamming distance [Ref. 10] The number of
?f kit positions in which two codewords differ is called the
'ﬁ Hamming distance d apart, it will require d single-rtit
‘.?" errors tc convert one into the other. To detect d errcrs, vwe
oo need a distance d+1 ccdeword because with such a code there

. is no way ¢that d single-bit error can change a valid code-

word intc another valid codeword. When the receiver sees an
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invalid codeword, it can tell that a transmission error has
cccured. Similarly to correct d errors we need a 24+1 code
Lecause that way the legal codewords are so far apart that
even with d changes, the original codeword is still closer
than any other codewcrd, so it can be uniguely determined.

The bits of the codeword are numbered consecutively
starting with bit 1 at the left end. The bits that are rower
of twc are checkbits. The rest are filled up with the m
data bkits. Each check bit forces the parity of some ccllec-
tion of bits, including itself, to be even or odd. A
message kit may be included in several parity computations.
To se€ which check bits the data bit in position k, contrib-
utes the, rewrites k as the sua of powers of 2. For exaample,
29=1+4+8+16. A bit is checked by just those check bits
cccuring in its expamsion. WRhen a codevord arrives, the
receiver initializes a éounter to zero. It then examines
each clkeck Lits, k tc see if it has the correct parity. If
not it adds k to the counter. If the counter is zero after
all ¢tte check bits bave been examined, the codeword is
accepted as valid. If the counter is nonzero it contains the
pusber cf incorrect Lit.

Hamming codes can obnly correct single errors.
However there is a trick that can be used to permit Haaming
codes to correct burst errors. A sequence of k consecutive
codewcords are arranged as a matrix, omne codewvord fer rovw.
Normally the data would be transamitted one codeword at a
time, fcram left to right. Tc correct burst errors the data
should be transamitted one column at a time starting with the
leftmost coluan. When all k bits have been sent, the second
columsn is send and so on. When the message arrives at the
cther side the matrix is reccanstructed, one column at a
time. If a burst error of length k occurs, 1 bit in each
of the k words will have been affected, but the Hamming code
can ccrrect one error per codeword, so the entire block can
te restored.
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<. Error-Detecting Codes

Error correcting codes are sometimes used for data
transsission, for example when the chanunel is simplex, so
retransmission can nct be reguested, but most often error
detection fcllowed by retransmission is preferred because it
is more efficient. In practice a method is in widespread
use: the polynomial code(also known as cyclic redundancy
code or CRC ). Polyncmial codes are based upon treating the
bit strings as representations of polynomials with coeffi-
cients of 0 and 1 only. A k-bit message is regarded as the
coefficient for a polynomial with k terms. Such a polynomial
is said to be of degree k~1. For exanmple, 11000 has five
tits and thus represents a five term polynomial with coef-
ficients 1, 1, 0, 0, and 0. Polynomial arithmetic is done
sodule 2, according to the rules of algebraic field theory.
There are no carries for addition and no borrows for
subtraction. Both subtraction and addition identical to
exclusive or.

When the polynomial code is used, the sender and
receiver must agree upon a generator polynomial, G(x) in
advance. Both the high and low order bits of the generator
must re 1. To compute the checksum for some messages with m
bits, ccrresponding to the polynomial M (x)the message must
Le lcnger than the pclynomial. The basic idea is to aprend a
checksum to the end cf the message in such a way that the
rolyncaial represented by the checksumnmed message is divi-
sible by G(x). If there is a remainder, there has been a
transmsission error.

The algorithm for computing the checksum is as follows:

1. Llet r be the degree of G(x). Append r zero bits
to the lcw order end of the message, so it now
contains m+r Lkits.
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2. Divide the string corresponding to G(x) into the
bit string correspondiag to r zero bits appended
message.
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3. Subtract the remainder (which is always r or
fewer bits ) from the bit string corresgcnding
to r zero kits appended message, using modulo 2
subtraction. The result is the checksuamed
messaje tc be transmitted.

ChaC ReC)
R

I. CRYFTIOLOGY

Until the advent of cosputers, one of the main
constraints on cryptography has been the ability of the code
clerk to perform the necessary transformations, often a
Lattlefield with little equipment. An additional constraint
has Leen difficulty in switching over Juickly one cryptcgra-
phyic method to anothber ‘one since this entails retaining a
large nusber of peorle. The danger of a code <clerk Leing
captured by the eneay has made it essential to be able to
change the cryptcgraphyic method instantly. These .
conflicting requirements bhave given rise to the model of
Figure 5.5 .

The messages to be encrypted known as the plaintext, are
transforsed by a fuanction that is parameterized by a key.
The cutput of the encryption process known as the cipher-

text, is then transmitted by a messenger or radio. We assume
that the eneay or intruder hears and accurately copies down
the ccorlete ciphertext. Sometimes the intruder does not
only listen to the ccsmaunication chanmel but can also record
sessages and play back them later, inject his own messages,
or modify legitimate messages before they get to the
receiver.

The key consists of a skort strings of characters that
selects cne of many fctential erncryptions. 1In contrast the
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First and the oldest cipher known is the CEASER
cipher. In this method each letter is substituted with a
3~-letter shifted one. For instance a becomes D, b becomes E
and so on. A slight generalization of this cipher allows the
ciphertext alphaket tc be shifted by k letters, instead of
alwvays 3. In this case k becomes a key to the general method
of circularly shifted alphabets.

The next improcvement is to have each of the symbols
in the plaintext, say 26 letters for simplicity, each map
onto scme other letter. For example, first row is a
plaintext and the seccnd row is ciphertext.

atcdefghijklmanopgrstyvywzxysz
stlyhorpwbxuczafcidjveuwmkngrtc

This general system is called monoalphabetic suksti-
tution, with the key being the 26-letterx string
corresponding to the full alphabet.

Given a surprisingly spall amount of ciphertext, the
cipher can re broken easily. The basic attacks take advan-
tage of statistical properties of natural languages. In
english, for exanmple, e is the most coamon letter, followed
by t, a, o, n, 1i. The most common letter coamabinaticms, or
digrams, are: th, in, er, and an. The most common three
letter ccmbinations, c¢r trigrams are: the, and, ion and end.

A cryptanalyst trying to break a monoalrhatetic
cipher wculd start out by counting the relative frequencies
of all letters in the ciphertext. Then he might tentatively
assign-the most commcn one to e and the next common cne to
t. Then by making guesses at common letters digrams, and
trigrass, cryptanalyst builds up a tentative plaintext
letter Lty letter.

To make the cryptanalyst's job more difficult, it is
necessary to smooth out the frequencies of the ciphertext,
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Figure 5.5 Cryptographic Method.

general method, vhich may be every fewv years, the keys can
te changed as often as reguired. Thus our basic model is a
stable and publicly knmown gemeral method parameterized by a
secret and casily changed key.

Encryption methods historically divided up into two
categories: substitution ciphers and transposition cifphers.
Now we will look at €ach of then.

1. Sybstitution Ciphers

In a substitution cipher each letter or group of
letters is replaced Ly another letter or group of letters to
disguise it.
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so the letters representing e, t, do not stand out so

clearly. One way of achieving this goal is to introduce
pultiple cipher alphatets, to be used in rotation, giving
what is known as a polyalphabetic cipher. As an exanmfle
consider the VIGENERE cipher. It consists of a square matrix
containing 26 CEASER alphabet. The first row called rcw A,
is A P C «.. X Y 2. The next row is called row B, is B C D
EF oo 1 Z A. The last row, called row Z, is Z A B C D ...
WX VY.

like the moncalphabetic cipher, this cipher also has
a key, Lut instead of being a string of 26 distinct charac-
ters, the key is usvally a short, easy-to-remeaber word or
phrase, such as EXTEFFESTRIAL.

EXTERBRESTRTIALEIXTERRBRESTHR R
tacticalforceswillstart

The key letter above each plaintext letter tells
which row to use for encryption. The t is encrypted using
the CEASER alphabet row E, then a is encrypted using the
CEASER alphabet row X, and so cn.

A more powerful polyalphabetic cipher can be
constructed by using arbitrary monoalphabetic ciphers for
the rcws instead of restricted them to CEASER ciphers. The
only fprotlem with this scheme is that the 26x26 square takle
then teccmes part of the key and must also be memorized or
written down.

The next step up in the coamplexity for the cryrtog-
rapher is tc use a lcnger key than the plaintext. 1In fact,
constructing an unbreakable cirher is easy. First choose a
random bit string as a key. Then convert the plaintext into
a bit string for example using ASCII representation.
FPinally comfpute the EX-OR of these two strings, Lit by bit.
The resulting ciphertext cannot be broken, because every
possitle plaintext is an equally probable candidate. The
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ciphertext gives the cryptanalyst no inforsation at all. 1In
a sufficlently large saasple of ciphertext, each letter will
occur egually oftea, as vill every digraa and every trigraa.

This method is knowva as the one tise key, bhas a
pusber of practical disadvantages, uafortunately. 10 start
vith, the key can ©pot be nesorized, 80 both sender and
receiver must carry a written copy vith theas. HWritten keys
are upndesiradble. Additionally the total asount of data can
te transaitted is lisited by the amcunt of key available. If
the spy strikes it rich and discovers a vealth of dats, bhe
say find hisself uaalle to traasait it back to headguarters
because the key has reen used up. Another prodblea is the
sensitivity of the sethod to lcst messages, or aessages that
arrive in the vwrong crder. If the sender and the receiver
get out cf synchronization as to vhere in the key they are,
they are in trouble. '

Substitution ciphers need not always work oame letter
(or bit) at a tise. Yor examsple PORTA's cipher uses 261226
table, 1like the VIGIEEARER cipher. The plaiantext is eacoded
tvo characters at a tise. 7The first charscter indicates a
tov, the second a colwman. The puaber of letter paid found at
the intersection is the eacrypted value. If 26 different
tables ate prepared, trigraas can be encrypted as units by
using the first letter of each trijraa to select a table.

2. Sedas

As the uaits encrypted becomse loanger and longer, the
cipher 1legins to reseadble a code. The wain difference
betveen & cipher and a code is that the former encrygts a
fized-size umait of plaiatext with each operation, vhereas
the later eacrypts a single vaciable-length linguistic uanit,
typically a siagle vord or phrase.

Codes bhave the disadvantage of requiring large
tlocks, that cas not De replaced as easily as the key to a




cipher. However they bave the advantage of being harder to
treak tban ciphers. Codes acd ciphers can te coastined to
sake the cryptanalyst’s life less pleasaat. Por exasple,
encoding a message aight yield a five-dijit nambers. These
suabers could be concatenated to fors a digit sejuence, that
could than be encrypted using a polyalphabetic cigher.
Encipbering a coded message is called superenciphersent.
Superenciphered codes are harder to break.

3. Izanseesition Ciphexs

Substitution ciphers and codes preserve the crder of
the plaintext but disguise thes. Transposition cighers, in
contrast, reorder the letters bLut do0 aot disguise thesa.
rigure 5.6 3Jepicts a coason transposition cipher, the
coluapar tramspositico. The cipher is Kkeyed by a wvord of
ghrase nct containing any repeated letters. 1In this exasgle
TROUBLIE is the key. 1Ihe purpose of the key is to ausber the
coluans, colusn 1 being under the key letter closest tc the
start of alphadbet, and 80 on. The plaiatext is written bori-
zontally, as a series of rows. The cipherteszt is read out
ty colusas, starting with the column vhose key is the
lovest.

o treak & transpositica cipher, the cryptanalyst
sust first be avare that he is dealing vith a traasgosition
cipher. By looking at the freguency of e, t, a, o, i, 0, 1t
is easy to ses if they fit the noramal pattern for plaintext.
If so the cipber is clearly the transposition cipher,
Lecause ia such a cijpber every letter represents itselt.

Sose transposition ciphers accept a fizxed-length
tlock of iapst and jroduwce a fixed-leagth block of output.
These cighers can be cospletely descridbed by just giving a
list teliliag the order in which the characters are to be
ocutput.
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Pigere 5.6 <Traamspositios Cipher.

8. 3be Data Eacsiption Standacd

Shile descriling tdhe various classical cryptogra-
pbyic scheses, we have tried to make it clear hov cosputers
can Le¢ used as poverful tools by the cryptanalyst, both for
collecting freguenc)y statistics and for trying out large
puabezrs cf teatative solutions. We will thiank about making
the encryption process so cosplicated that anot even a
coaputer caa break it.

Although wsodern cryptography uses the saae lasic
ideas as traditiosal cryptography, transition and substitu-
tion, its eaphasis is different. Traditionally cryrtographs
used sisgle algorithss and relied on long keys for their
security asovadays reverse is true: the object is to aake the
eacrystion algoriths 80 cosplex. And involuted that even if
the cryptanalyst acqguires vast acunds of eaciphered text of
his cwn choocsing, he will ot be able to sake any sense of
it at all.
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?dguze S.7 A: P-Box, B: S-Box, C: Cascade Ciphers.

Iransposition and substitution can be done wvith
sisple ciccuits. Pigure S.7 A, shows a device known as
F-box, used to effect & transgosition on an 8-bit ingput. If
the 8 Lits are designated fros top to bottom as 01238567,
then the ovutput of tbhis particular p-box is 36071245. By
approgpriste iaternal vwiring a p-box can be made to perfora
any traasposition. Substitutions are perforsed by vdat are
called s-boxes, as shcva in Pigure 5.7 B. 1In this ezasfle a
3-bit plaintext is entered and a 3-bit ciphertext is output.
The 3-bit ifaput selects one of the lines exiting fros the
tirst stage aad sets it to 1; all the other lines are 0. IThe
second stage 4is a gg-box. The third stage encodes the
selected ingut line is binary again. With the wiring shown,
if the eight octal »susbers 01238567 were input one after
snother, the output seguence vould be 28506713, Again by
sppropriste wiring of the p-box, any substitutioa can be
accoaglished.

The real power of those Dbasic elesents only becomes
vhen ve cascade a vwhole series of ciphers, as shown {n
figure 5.7 C. In this exaasple, 12 input 1lines are trans-
ported Ly the first stage. Theoretically, it vould be
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Fossible to have the second stage be as S-box, that safpped a
12-bit nusber oato ancther 12-bit anuaber. Hovever, such a
device vould need 20912 = 8096 crossed uires in its aiddle
stage. Instead the ipput is brokenm up into four groups of 3
bits, each of which is substituted independently of the
others. Although this method is less general, it is still
poverful. By iancluding a suftficiently large nusber of stages
in the product cipher, the ocutgput can be sade to a nonlinear
function of the input [Ref. &)

e Lave talked about too such on cryptology so far,
tecauvse of our systes needs very tight security seasures. It
is otvious, that the cryptology is aot only the way to
prevent salicious act, to gaia access to secret inforsatics.
Be sbhould alsc consider the overall systea security aand
privacy. But we will not coasider them in this thesis, siace
they are very wvide subjects and depend on the particular
spplication.

R
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VI. COST SONSIRERAZIIONS

A. FRELIBINARY CONSICBRATIONS

dinicoaputers bhave historically lacked the pover of
sainfrases. Their lcver price, novever, sade the systeas
ideal for dedicated tasks. Technological advances, gquickly
elevated sinicoaguters to the class of standalone, general-
furpose systeas, and sanufacturers began developing high-end
ainiccaputers with 32-Bit architectures to challange
sainfrase sarkets.

1. Lefining leeds

The first task is purchasing a ainicoaputer is to
develor a definition of the use for the nev systea. By
detailing the envircaseat and utilization, aa organization
can guickly deteraine vhether or not a full-povered sinicce~
puter is needed. Osz systez will bhave to support approxi-~
sately 28 interactive users and provide such services as
electronic mil, data base managasent, and adveanced
accoustirg fuanctions. In addition the systeas will be
reguired to perfora tatch updates to the smainfraae several
tises a day. Also, ve stroagly desire that the ainicosputers
bave several (<coasunication capabilities in teras of
petverking.

Exaaiaing the capabilities of alternate types of
systess vill lead this ocganization to the conclusion that
siaicosgeters represent the best option. The single-user
8-and 16~ Bit aicroccaputer systeas would obviously ot
satisfy cur systes regquiresents. Bigh-end aicroccaguters
could certainly prcvide necessary throughput, but this
guickly degrades as additional users are added. On the cther
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and of the sarket, it would be hard to justify a sainfrase
for 28 users.

It is this type of dedicated application that aany
experts fredict the sinicosputer vill continve to fulfill.
Biniccaputers will also be required for other such applica-
tions as controlliag clusters of single-user aicrocosputers,
dedicated coanmunication svitchiag and sanaging various
netvork fuactioas.

2. 7breughput

Once the application is defined, one should estisate
the reguired throughput. Throughput can best be defined as
the systea's ability to accept, process and output the
results cf transactions. 7The nuaber of tramsactions, the
nuaber of users, aad the amount of data that is involved
will grovide a relative throughput regyuiresent.

Actual throughput is detersined DLy a combination of
Frocessing pover, generally expressed in aillions of
instructions per second (8IPS), bus transfer rates and
aenory cycle tise. Such factors as the intercupt systea,
operating scftvare and the availability of cache aemory also
effects throughput, and any ocme of these elements is cagarle
of distorting the ovezrall picture. A systeam featuring a high
level cf pzccoessing pover, for exasple say provide unaccep~
table resgonse bDecasse of operating systes Dottlenecks
encountered vhen several users access it sisultaneocusly.

The ideal sjystea nust offer the opecessary support
for issediate aeeds. It is also iaportant that the systes
te able te support fature expanded reguiresents. This
support say reside ia the systeas itself, or ia the for of
available spgrades.
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3. Dssi Reguizsasptis

Sose systeas support sultiple users through sulti-
Flexed BRS-232 interfaces. Others Bwsay isplesent direct
connecticns for each terainal using clustered coantrollers.
Cnce again, the architecture vwill affect the throughput and
response tize of the aystea.

Coe should additionally understand the vendor'’s
sethod ¢f supporting sultiple users. Potential buyers
should detersine hov interrupts are assigned and activated.
A systes Dased on priority interrupts may not provide the
response that lov gpriority users —requicre if & large
percentage cf the higher gpricrity users cossoaly run CPU
intensive prograss. On the other bhand, a tise-slice or
polling structure say frustrate users running loang or
complicated tasks. .

Bost ainicosputer vendors configure their systess
vith 8 lisited nuaber of high-speed ports and direct aesory
access chancels. Tkese ports can speed transacticas and,
depending on the application, aay be the key eleaeants of a
systes'’s success. For exasple an application reguiring
intensive updates to a disk resident data base vould bdepetit
fros suck a high-speed chaanel.

B. 182 BABLEARR CONFIGERATION

In deteraining the application, it is iaportant to quan-
tify the ascunt of data reguired. Pucrchasers should examine
such factors as the tjype and frequency of hard-copy teports,
the anscust cf data that vwill ke stored and the aethod used
to backsj that data. The peripherals supporting these func-
tions can seriously Jdegrade the overall perfotaance of the
systea if chosen improperly.

Priaters should e selected to provide both the spesd
and grinot guality that an application requires.
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The aacuat and type of sass storaye supported cn a
systed should also be considered. All systess support lisk
drives, but they vary significantly in their capacities. The
technology used in tle disk drive can also be important.

Ancther element that should be exasined is the sethod of
copying data for archival storage. Although reel-tc-reel
sagaetic tape is tle most ccamonly used device for this
operation, an application may dictate the isplesentation of
cartridge disks or streasiag tape drives. The recording
speed of Dackup device and the ability to store the sedia
off-1ine are primsary coasidecations in this area.

1. gopamsications

Che advantage that sinicosputers preseatly have over
sicrocosguters is cossunications support. Isplesenting a
ainiccaputer in a distributed petvork reguires a data coamu-
nications link and prctocol. It is, therefore, very ispor-
tant that the host and siaicosputer be able to talk with
with cte ancther.

A ccamon solution to this prodbles is through resote
Job estry. Bost vendcrs, ia addition to RJE, offer esulation
softvacre as vell as 1B SEA and X.25 protocol support.
Several vendocs bhave also developed proprietary netvorkiag
protocols. 1he type of link that will be established Letween
the sainframse and the wmisnicoapaters vwill depend on the
application. Resote job eatry say be the most effective
approach for a reaote systes which only updates a ceatral-
ized data base at the end of each day. A systes that inter-
acts with & host several tises a day, however, vill need to
sepport as advaaced jrotocol or network architecture.




C. 1I3F SOPINARE QUESTIION

Ninicomputer vendors typically provide a progprietary
operating sj)stes, a selection cf compilers, utilities and a
linited amcunt of agpplications software. The ofperating
systes should, of cotrse, supgort the intended applicatics.
If the systes vill be supporting transaction processing, it
is isperative that tie¢ operating systea support those tasks.

Sisilarly, it prcgrass are to be developed ip-house, it
is isportant that the systes support lanjuages already teing
used Ly the prograssers. The standard supported by
languages under consideration should be exasined carefully.

D. <T03 SERVICE FACICB

Several areas of vendor support aust be addressed during
the Dduyizg cycle. The most obvious ites is saistenance.
Tbe prim:.y concern in this area is the availadility and
cost of a saintenance contract as vwell as the location of
the pearest mintenance ceater, the scheduling of preventive
saintezance, and the response tise. One should also ascer-
tain the vendor®'s policy concerning systeas configured vith
third-pacty softvare oand peripherals.

1he tuyers should detersine a vendor’s future sacketing
plan. If a vendor is involved in developing sicrocoaputers
to the exclusion of sinicospaters, it is possible that the
vendox vill eventually vacate the minicosputer sacket. Saoch
a sove cculd leave the buyers without systes support and
would severly liait the availability of thicd-garty
petipheresls and software.

The vendor's willinjaness to provide site planning,
installaticn aad 1injitial systea geaecation of secvices
should le studied. These iteas are critical tc the
successfel isplesentation of a nev systea [Ref. V1)
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In this chapter ve vill act consider systes needs sepa-
rately, 1instead ve vill present an asinicoaputer selection
sodel wvbich considers hardvare apnd soltvare features by
their veights. 7Thus this jeneral evaluation sethod lets the
tuyer to set bhis ovi requireaepnts by detersining the veigbts
of each factor. Ap evaluatin exasple vill be presented for
cur systes, but we cap also use it vhenever we vould like to
expand the systes. Also, sose type of minicosputers wvill
te presented to give an idea about the systes cost, ander
today’s sarketing codditions.

3. A SCCEL PO HEINI CORPUTIER SELECTION

Evaluating the ainicosputers for selection ©peeds a
vell-forsed evalmticn nodel. 7This sodel differs froa otber
sodels in a sense that it addresses the relaticoshigcs
tetveen cbjective aneasucres (price, perforsance) and sulbjec~
tive (processor,sesory size). Pacticular user needs and
circusstances could regquire some variatioa froa these
suggested guidelines, hovever, the basic prianciples anil
sethods which are gpresented offer enough flexibility ¢to
accosnodate such chansges. [Bef. 12)

F. 2 31GOBCUS EVALUAIIION RODRL

Shat is needed is an evaluation asodel vhich bas four
lasic cagatilities:
1. The ability to traasfora gualitative coasidecraticas
isto asserical wmits.

2. The ability to express both zuantitative and quali-
tative ratings ia the sase uaits.

3. 7The ability to allov the decision-asker to exflic-
itly his or ber judgesent as to the relative ispor-
tance of gualitative and guantitative factors.
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4. A capacity for performing sensitivity analysis on
the results cf the evaluation by the model.

The rigorous evaluation model (BREM) bas all of the abcve
capatilities. The scdel expresses yuantitative considera-
tions as monetary costs, and transforas the total cost for
each feasible alternative into a score between zero and ocme
(the scores sus to opne). For each gualitative factor, the
sodel translates noainal ratings into numserical scores, and
allovas the decision-saker to express bis viewv of the rela-
tive isportance of the subjective criteria by weighing theam
(both the scores for ¢ach alternative on each criterion, and
the associated veighted scores, sua to one). Tke decision-
saker then selects a veighting scheme vhich represents his
subjective viev of the relative importance of the aggregate
cbjective score, in relation to the aggregate suljective
score,

Tbe aprlication cf the model to computer systess is
illustrated by the fclloving exasple. In this example crit-
ical factors parroved the number of awsinicomputers to be
considered to five. Any coamputer its price range (for a
sinisus configuration) fell outside the range $80,000 to
$150,000 wves eliminated. The five gualifying computers
vere:

1. Data Gensral Soraoration, Eclipse 8Y/6000 II
1. Hultiuser-sultiprcgramsing

2. 1 bytes, 32 bits storage vord, 32 bits transfer
vord.

3. O©oBolL, EASIC, PL/Y, PASCAL, APL, RPG,

8., O0S: OUNIX, AOS/VS, AOS/RT32
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aa,

S. RS=232C, RS-489,822, 20/60 8A, BRS-82) inter-
faces.

TGN,

6. Asyachronous, syanchronous, B8SC, g8dLc, 1.295,
SDLC, SNA, HASP 1I protocols.

7. Distribution: Veador, Yendor saintenance.

8. 1983, Typical systen: 183 RAN, OS and applica-
tion softvare. Price: $83,000-3200,000.

2. [s¢ Yaz=112220
1. Hultiuser-sultiprograssing

2. 14 to 58 rytes, 32 bits storage vord, 132 bits
transfer vord. H0S memory, 28 users, virtual
senory.

3. OQBpOl, BASIC, L/, BLISS 32, CORAL 66
language-C, FORTRAN,DIBOL, HACRO assesbly avail-
able.

8. 08S: wx/vas

S. RS-232C, RS-849/822, 20760 ad, RS-823 inter-
faces.

6. Asynchronous, synchroaous, X.23, S¥a, CLOCHP
pcotocols. Comaunications channels:9

7. Distribution: Vendor, Vendor saintenance.

8. 1982, Typical systea: 18D RAN, 08B disk, 121 8B
fizxed d4isk terainal, vAX/v8S, aultifanction
coaas. ccatroller, Price: $28,500-$59,800
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3.

ibs Systen/38 5381 Nedel 3

r

3.
8.
s.
6.

7.
8.

Hultiusez-sultigrograssing

S12k to 1.5 N bytes, 32 bits storage vord, 32
bits transfer vord.

BOSFET mesory, 80 users, virtual sesory.
BASIC, CCEOL, RPG III, availadle.
0os: Cp?

28-232, CCITT V.35 interfaces. BSC, SDIC, SHA,
pcotocols. Coasunication channels: 8

Distribution: Yendor, on-site saintenance,

19680 price: §$56,370 - $110,220. Lease (no.)
$2 '. 03-$ 5.092

Ecise Computer., InG-Bodel 230-1I

1.

2.

3.

7.

Bultiuser-sultiprograaaing

S12K to &8 bytes, 32 bits storage word, 32 bits
transfer vord.

80S memory, 32 users, virtual aseamory, cache 2KB

CBO0L, EASIC, Pascal, RPG FORTRAN, asseally
PL1/G available.

08: PRIACS

ll’lcltOlcll. X. 25. lSC, BDLC, X. 25. BASP,
DPTX (3270) ,RJ2 eaulation protocols.
Coamunications channels:32, 1t DEA chanael.

PRISTNERT ,RINGERET cospatible.
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8.
9.

Distribution: Yendor, on-site maintenance.

1980, Typical system: 1HB RBAN, 161 HB disk, 75
ips tape. CEKT, 16 asyac lines, PRINOS, Price:
$78,000~-$118,000

5. Jang Labscatories, Inc- X3 63

7. Bultisser-sultiprograsaing 18 to 48 Dbytes, 32
bits storage vord, 32 bits transfer vord.

2. BOS semory, 32-48 users, virtual mesory, cache
32KB

3. 0©0BOL, EASIC, PL/1, RPG, FORTRAN, asseally
availadle.

8, O08S: VS

S. BSC, IBHE 3270, 2780/3780, 3278%/3277,5MA, T1Y%,
Sienens/B8SVI ICL 7182 protocols.

6. WANGNEERT compatitle.

7. Distribution: Vendor, vendor asaintenance.

6. 1983, Price: $63,000.

Thirteen subjective factors vere chosen. Rach is

discussed below, with a description of bhow each coaputer was

rated.

o JCRDSIZX AND CSXICIZ IIHL Both affect computer speed and

pecfccaance. The five computers were ranked 1 thru S.

e EROCESSQR General capabilities, address and instruction

lengths,

nuaber of registers. The coaputers vere

ccapared tvo at a tise, the better receiving point of 1.
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BELOSY EIRANSIQB The saxiasua asount of randos access
aesory (RAN) available through expansion. The nuaber of
K2 vere assigned as scores.

CIBEl UEMORY [PIATURES Various (features not included

atove. Bach machine vas assijned a score on a scale of
1 to 10.

BAZIBOR NUNRIER CI CHBANIBELS This factor will 1lisit the
1,0 expansion. ERach coaputer vas ranked 1 thru S.

NOBBER QF USERS It is isportant in teras of systea
availability of potential user expansion.

RIBRECT ACCESS BEECE] The amount of BAN coaing with the
tasic configuraticn. The nuskter of KB RAN vere assigned

48 scores.

CEEIBAIING SISIEN 1he sachine's operating systeas affects
ecase of use, and efficient use of the hardware.
Operating systeas vere compared two at a tise with a
pciat given to tie superior operating systeam.

43SSEABLIR A poor assembler can limit sose applicatioans.
The capabilities of the asseabler are directly related
tc the hardvare. A zero was assigned for an average or
sediocre assesbler and a one vas assigned to a good
assesbler.

CCHUEILEES The nuster and type of coapilersavailable for
that sachine. Each systea vas assigned a rank fros 1! to
S.

JIZRCRE SOIINARJ Based on availability and guality a
zZero vas assigned to poor softvare and a one wvas

assigned to good softvare.
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o BAEDSABE ¥ITH HININON CONEZIGURAIIQN This factor cates
the hardware that is included in the sinisus configura-

ticn as packaged Ly the sanufacturer. The hardvare vas
ccapared tvo at a tise, wvith a point to the better of
tte two.

e CIBRER [EAIURES Includes coamameats, vhich wvere oot
iscluded in the cther categories. A rank of | to S vas
assigned to each sachine.

fach possible pair of the above factors vas
compared. A point wvas assigned to the more isportant factor
of each ccaparison. The subjective veights vere then
computed by dividing the points for each factor by the total
nuaber of fpoints. 1The resulted veights are presented in
Table 1

TABLE 1
Subjective Pactor Veights

SOBJECTIVE IACIOR

wo:dsizc and cycle tiee
Proces
Hemocry c: apsioa

t
8 g;: :lo:“ ‘t:annols
l r of users

ﬁ;:.“:ig?:;:tz:“"

:

i

=) Ot LIUNAO DD
aMAPOORN DB OYOO

e & © &6 8 6 060 60 0 0
OCOO et A OOQOD 0t O

l:nllﬂl configuration

The result of assigned veights in this smanner vas
validated by ranking the subjective factors.

The scores for each cosputer on each factor vere
converted percentages. For each alternative Table 2 gives
the score and percentage of subjective factor seasure (""N).
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TABLE 2
Cosputation Cf Sub jective Pactor lNeasures
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4. : 3 J:
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The objective factor costs (OPC) vere coaputed by
taking tte price of sinisus configuration and adding five
years of maintenance charges.

The objective factor aeasure (OFN) is computed based
on the OFC. The subjective factor measure (SPM) is coaguted
Ly sussizg the sultijlication of each factor weight (SFrW) by
the respective vweight for that factor given to each
altersative.

The prograa then runs a sensitivity analysis by
varying X f£roa 2zero to 1 by .05 4increments, vhere IX is
defined as the objective factor decision weight. The
follovipg £formula provides the measure assigned to each
alterpative:

BEASUREB= X (CIN(I)) ¢ (1-X) (Sra(I))

The results of this program can be found in 7Taktle 3,
vhereas the folloving shovs the sensitivity analysis of the
data.

In Table 3, WANG received the highest suljective

factor seasure, follcved by IBM and DBEC. DEC received the
highest cbjective neasure, folloved by IBH.
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TABLE 3
Suasary Of Objective and Sudbjective aeasures
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Pigure 6.1 Subjectivity, Objectivity Relatioa.

Thus, if X vere zero, one vas basing his decision
solely on subjectivity, the WANG computer would be selected.
On the other extresme, if X were one, oae vas basing his
decisicn on the objective measure, then the DEC would be

selected.




Figure 6.1 shovs the evaluation of five different
cosputers. Ghile x increasing, vhich seans objectivity gains
eaphasis, on the other hand, vhile x decreasing, vhich seans
subjectivity gains esghasis. Thus, one can make his deci-
sion, Ly choosing ar x value vwhich is related vith its

econosical constraints.




VII. CONCLOSION]

In our systes design considerations it is obvious
that this tyre systea can not be designed in ad Loc
fashion. We need a central planning which at least
looks five years ahead. Because the systes cost
vill be very bhigh and if ve do not start with a
detailed planmning, ve will bhave too many frckileas
in the future and vorse, to correct these errors
may cost sore than the orijinal cost of the total
systea.

Database design is an iaportant part of our overall
systea design. An inflexiable database vill not let
us to take advantage of using the coaputer fpower
and netwvork facilities. Systea expansion aust be
considered carefully. Dtabase tack-up, recovery and
integrity ggrocedures are also very 4isportant
issues. Auditing =must be provided to integrate
data and prevent the salicious accesses.

Setwork design or choosing a network architecture
sust be done¢ carefully. Too many kinds of incosmpat-
ible type of hardvare and softvare products exist
in marketplace. When ve add the dollar factor it
vill be tcugher Jjobk to choose these [roducts.
Also, pnetworking needs a capability of expansion
for further needs. Thus, it must be flexiakle and
pexait the organization to change the systea
configuration, adding nev users and so forth.

The actual ccst of the systeam is very difficult to
deteraine. 1The cost of minicomputers are fluctu-
ating and sany aev products are coaming in to the
sarketplace. Dollar consideration has tc be
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talanced with the systesm needs, it shouldn't be
considered as majcr factor. Since, the systes's
further benefits say balance costs. A structured
systes cost evaluation usethodology aust e kept
during the selection process.

There are [otentially large costs involved in
training users and saintaining softvare. Vewv systes
vill reguire a group of prograsser, analysts, to
procsss softvare, trouble reports tests and
changes, and saintain systea docuaentation.
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