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A BSTRI/CT

/ General design issues of an Airforce information system
are ccnsidered in this thesis.', Current structure of the

system is presented with its requirements. Information

storing, retrieving and updating procedures are presented.

And- a example of a lcgical database is designed. Networking

issues are expressed in an undetailed way. Finally, a set of
0 G-

high-end minicomputers are evaluated to present approximate

cost cft system. And a general methodology for minicomputer
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An Air Force which has no automated processing capa-
bilit7 can not accomplish its tasks, in a modern sense. The

* lack of an automated data processing capability will bring

* - too many problems. 7he dynamic nature of the system can not

te supported by an old fashion mechanical or semi-automated

information gathering, storing, and retrieving methods.
New system will need a powerful processing capability

and a ccmmunication media to exchange information between
* the geographically separated subparts. Establishment of a

computer system will need a huge investment in terms of both

* hardware and software requirements. But the system can pay
lack itself by isproving . the speed, reliability, security

and maintability of the processes.
* First section addresses the current system structure and

the reguirements for the new system. Requirements are not

discussed in detail. Instead they presents general system

requirements.

Second section divides the system into modules. Since

the modularization is an important design methodology, we

also mentioned it in this part. Thus, now it is easier to

Implement the system module by module, in a structured way.

We also set the interfaces among these modules.

In third section we introduced a database model. And an

example of this model is presented.
Section four discusses the networking issues. Since our

system needs a network to interconnect the independent
0 hosts, we presented international standards organization's

seven layer architecture model. Also, cryptographic methods

are discussed in this section.

01
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Section five addresses a minicomputer selection method-

ology rather than system's cost analysis. Since system cost

can depend cn the market conditions, we preferred to present

this methodology. 7hus, it can be used with different

computer products under different market conditions. And an

example of the cost evaluation is presented.

I
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11. SIt UIhlU LUMU

A. DFINITION OF TIN PROBLEM

An air force which is made up of two tactic air forces,

an airlift command, cne training command three supply, main-

tenance centers has no automated processing capabilities.

The prcblem is to autcmate daily mechanical data retrieving,

storing and updating the jobs. Thus efficiency, reliability

and speed of the system will greatly be increased.The actual

statement of the problem is design of an information system
for an air force comzand.

B. SISTI ELIENTS

As we mentioned earlier, this air force is an hypothet-

ical cne which has no strategic missions. Tactic forces are
considered in the same structure. Each of then has four air
bases and its own early warning report center. And again
each tase is considered to be in the sane structure. Each

base has two squadrons one material command and one general

support ccmmand. at the same time each tactic force has its

own supply,maintenance center. There is only one airlift
command which is directly connected to the air forces
command. Air training command is also directly connected to

air fcrces command. This simplified general structure of the

system is more convenient to be designed easily. Further

extensions can be made easily after completing the design of
this acre general system. In fact, expandability is the one

of the system design aspects. The detailed hierarchy chart

of the system is shown in figure 2.1
Early warning centers have their own CRP's(control

report post). They control the activities of the friendly

12
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Figure 2. 1 System Hierarchy Chart.
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and enemy forces in their reskonsibility region. Especially

they need accurate and fast information system, to inform

the friendly forces at right time. Also supply and mainte-

nance centers are the backbones of the system. The response

for a particular demand sometime may take a long time. To

decrease this time, local processing power is not suffi-

cient. They also need a computer communication with the

other centers. This system especially will payback itself

in these twc areas.

C. HOW CURENT SYSTED WORKS?

Before considering system requirements we should first

check tke current system environment. Air operation center

claims daily status reports from the TAF and airlift

comand. These reports are related with the current opera-

tional readiness of troops. Early warning centers send these

reports to air operation center of the command. These

reports are different from the others in a sense that they

have to he updated immediately. In EWC environment each

report post has to send status information to its related

EWC. All troops, have to report all emergency situations

immediately to the u;Fer level commands. The general struc-

ture of the headquarters are the same except the size of

them. Each headquarters has four main parts. They are oper-

ation, training, intelligence, logistics and personnel. We

will consider this structure in the same way when we imple-

ment thes. Main resonsibilities of these systems can be
summarized in the following way.

1 Qgj ga ka§ zTainja

This part of the system is responsible for the oper-

ational readiness. Administration of operations and exer-

cises are the main responsibility of them. Training the

personnel for operational readiness is another impcrtant

°  
. .'-" . ... . . , - . . ." . o . -
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assignment of this part. Planning the operations and

exercises are also tkeir responsibility.

2. Ulsonel

This part of the system is responsible to keep all
personnel records: Iromotions, health status, training and

criminal background, assignments, military home status. Also
this part plans the future personnel policy. It determines
the training needs for new type of jobs and offers new
courses related with the new systems.

This part of the system related with the enemy

status. They plan the intelligence needs and provide them.

After providing the needs, this intelligence is evaluated
and distributed to related troops. They also interrogate the
pilots who are completed the mission. Preparing the
necessary maps and target files is also their
responsitility.

4. 1gq~sis

This part of the system is responsible for providing

the every kind of material and stocking, distributing them

in an intelligent way. Maintenance activities are also their
responsitility. To accomplish these activities it has three
regicnal supply and maintenance center. Logistic planning is
the most inportant responsibility of this part.

These four main part have their own subdivisions to
accomplish their task effectively. These subparts are:
flyer, navigator, maintenance, supply, civil engineering,
electronic weapons, asmunition, communication, transporta-

tion, early warning, anti-aircraft and missile, and
comptrcller.

15
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D. UIEDS

In this system environment, connections among troops and

administration are sc frustrating. We need to eliminate

waste time which is spent on demand, supply, record keeping,

processing, reports. first we have to speed up these activi-

ties and integrate then in a central authority which manages

all these activities instantly. Also lower management needs

its cwn processing power to keep his own activities,

records. By providing automated processing system, lower

level management can easily communicate with upper levels or

vice versa. To provide something from upper managenent, low

level anagers need not to go laterally, in system hier-
archy. They should have as little responsibilities as
possitle. The only level that they have to communicate with

it is one higher level maaagement. By the way higher level

managers can easily control what is going on in lower
levels. Daily reports have to be generated in a way that is

accurate and fast. Message traffic in both direction have to

te speeded up. Personnel do not have to be too such busy

because of the daily routine jobs. The number of perscnnel
who is in charge of doing these jobs have to be decreased.
At the same time we should forget the papers which are in

*, useless form in terms of processing. Office automaticn is
the one cf the important issues.

By providing processing power to lover level management,
they can manage the jobs independently. Thus they can

utilize all the sources efficiently, no overhead for higher

level management. Quick response for a demand is the essen-

tial joint for efficiency of operation. Personnel need ore

time for doing real jobs rather than doing daily routine

bookkeeping things. If we would like to define requirements

more ;recisely, we can summarize then in the following way:

16



hese reports are divided into two groups. One of

then is periodicals. These reports are sent daily, mcnthly

or semi annually. They contain personnel and material status

informations. Other group is the nonperiodicals which are

almost related with the emergency situations and special
cases. They are usually urgent and have priority.

At different levels there is a big necessity for

bookkeeping activities. These are very large jobs and need

frequent prccessing. In mechanical processing most of the

time is spent to store and retrieve these informaticn,

rather then processing them. Storing then in mechanical way

needs too much space and personnel time.

3. JgjeMg Lnd Crders

Sending and receiving messages are done by the means

of teletypewriters. even in this environment this automa-

tion does not satisfy the system constraints.They are time

consuming too. Some messages or orders have priority and

secrecy. Stcring and retrieving these messages are also time
consuming. Nowadays message traffic is over the standard

level. Electronic ailing is the one of the aspects of the
new system.

4 4. Scedulg

there are different kind of scheduling requirements

in different units. All these scheduling activities are

done ky manpower. As a result of these schedules are not

productive, economical, even sometimes they are hig

clashes. Lack of the local computer processing power,

results in a tine consuming, unproductive scheduling.

17
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Especially airlift command needs different scheduling
algorithms and its own processing power.

Personnel reccrds ccnsist so much informaticn abcut

personnel. Decisions on personnel are made according to
these records. Storing, retrieving, searching of these

records are very bard and time consuming. Promotions,
assignments are also made according to these records. Each
year all records are searched all together. By mechanical

way all these activities take a year long. Payroll system

has teen already set up. For other tasks there is a need for
datatase system to prccess all these activities.

6. j 19cordg

These records like personnel records are continu-

ously changed and kept in files. We would like to access

these records frequently. It will be very useful to keep
then in a database in terns of storing, retrieving,
updating, distributing them easily.

Probably the largest manpower is consumed by keeping

the logistic records there are millions of items in inven-
tory of the air forces. Stock control is an important issue.

Keeping the names and part no's of these items and location
of then is the most time consuming problem. We need a very

tig processing capability and a database. Also the nature of

the problem requires a computer network which is established

among the supply centers and the related commands. The

slowest part of the entire system is the logistic system.

Also supply centers need a computer processing power and a

datalase to keep their records.

18
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8. C thIrs

Liz forces need a computer network to accomFlish its

task in a modern sense. Since the subparts of the systems

are related with each other, computer network is the one of

its requirements. All the jobs are in the form of storing

retrieving, updating or processing of information. Thus we

need a well designed database system to handle these jots.

19
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11. lsE iUZ UIME DO.1 ilZ2 =UZI

1. CRITSAL DATADISIBIBOTBD DATA

Before considering the issue of how we can treak the

system down into modules# we should first look at the issue

of what should be centralized and what should be decentral-

ized. The answer to this guestion will determine the modular

structure of the system. In the first chapter we have given

the hierarchical structure of the system. System components

are geographically distributed. According to system hier-

archy and the system requirements we should answer the ques-

tion above. The DP or DDP strategy should start with a top

management view of where, the corporation is going and how

its direction might te changed by networks, database usage,

microcomputers and DDP. The isplemention of data processing

takes one of two forms: designed or ad hoc. In ad hoc

systems user groups do their own things hoping for no

external interference. Designed systems need to begin with a

corporate strategy. his strategy will keep us away from a

dozen side effects of ad hoc implementation. hen we were

talking about the needs of the system; we have said that the

local prccessing power is the one of the important issues.In

distributed environmentthe users can develop their own

programs and now may have powerful compilers, report genera-
tors and other software on a central system to help them.
While most of their programs use the local machine, they are

not restricted to using only that. They can develop applica-
tions which sometimes need the power of large remote machine

or data which are maintained centrally. Centralized stan-
dardization can be welcomed by decentralized groups if it

has the appearance of being a service to them, as in the
case of a corporate data dictionary.

20
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Distributing processing can thus facilitate local
autoncy, initiative and responsibility without obliterating

the advantages of centralized data planning and data-base
software. The user departments are freed from mcst of the

frustraticns of being tied to an overburdened DP department.
They can achieve such quicker implementation of their

requirements and tailcr them exactly to their needs . They
can quickly modify their programs to adjust the local situ-
ations. The rigidities of the centralized scheduling are
avoided. The centralized authorities on the other hand have

not lcst the ability to manage the overall system's grouth

in the corporation. There is a delicate balance between the

degree cf local autonomy and the degree of centralized

control. We can separate the local and the central
responsibilities in the following way:

1. ralizel lesPns

1. definiticn of local and central responsibili-

ties (design considerations)

2. Choice of network standards

3. Choice of data descriptions language

4. Choice of data-base software

5. Database administration services including the

coordinated design of the data

6. Maintenance of a system data dictionary

7. Selection and design of applications to serve

multiple locations

8. Selection of applications to be transferred

between locations

21
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9. Review of documentation of applications trans-

ferred between locations

10. Guidance cn mod ularization needed to facilitate

applicaticn transfer

11. Technical consulting services

12. System security design and administration

13. Design of system auditing controls and facili-

ties

1. Local application development

2. Design of locally used files

3. Design of subschemas which relate to a remote

database in conjunction with a central database

administrator

4. Selection cf equipment within the constraints of

corporate recommendations

5. Development and documentation of applications

intended for transfer to other locations

6. Modifications of applications received from

other locations

7. Liaison with centralized authorities on schema
development and standardization of data itezs

8. Liaison with other locations on applications

developed for common use

In our system designdistributed is the one of the

design issues. So we should also give some objectives which

justify our design ccasiderations.
r.
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3. IUegs 2f Ol__ctives f _1ibtel Data

1. A highly distributed user community

2. Low cost. Data replication is cheaper than

long-distance transmission for the traffic

volumes. This argument is stronger for ccuntries

which do not have low-cost data networks.

3. A need for high availability the data remain

available when one or more copies of it are
inaccessible or long distance transmission links

are down.

4. The military need for surviveability. Data

remain available after destruction of multiple

nodes.

5. Past respcnse time. Access to a local data is

faster than access to a distant highly shared

data.

6. Tunability. Data can be moved to different

nodes as usage patterns change. Data heavily

used in cme geographic region can be stored near

that region.

7. Traffic volumes are too high for a single

storage system.

A major task for more corporations over the ten

years ahead is to decide what databases they need, where
they are best located, what data should be stored in them

and how they should te organized. The amount of data stored

will increase drastically, and the ways the data are orga-

nized will be fundamentally changed to increase their

usefulness. Data bases will become the foundation stone of

much ccxrorate data processing. One of the most difficult
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-- tricks that we have to learn is how to introduce automation
without introducing rigidity. Database techniques are an

important part of the answer. A database is intended tc make

data independent of the programs that ase them. Old applica-

tion programs do not have to be rewritten when changes are

made to data structures, data layout or the physical devices
on which data are stored. The data can be easily reorganized
or their structure added. Now with the distributed systems

- we have a new requirements. If the data are distributed
*existing programs should not have to be rewritten. In other

words we want the data-base system itself to be distributed.

B. SPLIT TBE DATA

Data can be divided within a distributed system as fcllcws:

1. Geographical

2. Type of data
3. Type of usage

1. Gera a isio n

If data originate and are used in given geographical areas

then geographical division may make sense. This type of

divisicn can;

1. reduce tie cost

2. Increase the system availability

3. Increase the accessability of the data
4. Give faster response time

5. Permit iccal users to maintain control over

their own data

On the other hand it lay;

1. Increase the total system cost

2. Become ccplex

24
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-. Be unsecure

4. Be very difficult to integrate later

2. _visoB1l 11.e Of Data

In large organization computer systems perform

different sets of functions. They may be entirely different

independent systems. However, telecommunications links are

found ketween them, or one terminal may have access to

multiple systems. The data are divided by data type. The

advantages cf this type divisicn can be;

1. Local implementation and control are desiratle

2. Simplicity. To put all applications on one

machine can be highly complex. It is often

easier to implement smaller systems.

3. Politics. Local management wants control of its

own data rrocessing.

4. Security. The data could be reconstructed at the

other center from log tapes and file dumps.
The major danger of of separate data systems arises

when data are designed in incompatible ways. Many corpora-

tions, government departments and military organizaticns

* have staggering proliferation of incompatible data and a

growing reed to merge data or develop applications which use

data frcm separate systems. In most cases the desired

converscin or migration is never performed.

3. aiin By. Up_ Qf_ ~Usg

Sometimes the distinction is made according to the

usage of the system. If it is a production or an operation

system, it should be designed for a precisely defined set of

operations. The exact nature of the system is known in
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advance. In an information system the nature of the queries

is not known in detail. The data structures are designed to

handle spontaneous queries which may differ widely in their

nature and may require the data to be searched in various

ways. 7he value of a good information system is sometimes
higher than that of an operations system using the same

data, because it enables management to make better

decisions.
Cur system will be geographically divided,because of

the nature of the system needs this type of divisicn. After

these considerations, now we can apply all of them in our

system. First of all we should determine the system

configuraticn.

C. SISTEB COIFIGURAIIOU

Since our system has a hierarchical structure and the nature

of the ccmmunication is vertical we should choose a configu-

ration which satisfies our goals which are discussed in

chapter 2. Hierarchical configuration is most appropriate

one to satisfy our gcals. The data in lower-level machines

are closely related to those in the higher-level machines.

They are often a subset of a higher-level data used for

applications. The master copy of the data may be kept by the
higher-level machine. When a change is made to the data in

the lcwer level machine, this change aust be passed up to
the higher level machine sometimes immediately, sometimes

later in updating cycle. This is the dependent hierarchical
data configuration which has been shown in Figure 3.1 * In

our inplexentation scietimes higher-level management need

0 not to have all the data reside in lower-level machine, or

lower level machines may store the some of the data which

are in the higher machine and also have some which are its

cwn they are never passed upwards. The bulky data are rever
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SUBSCHEMA SUBS EMA SUBSCHEMA_j L

Figure 3.1 Hierarchical Dependent Data Configuration.

needed by the higher-level parts. For instance Air Force
Command caly need to have the number of operational cr unop-
eraticnal aircrafts. It may not need to know what kind of
problems that these aircrafts have. The detailed data
related to these aircrafts Right be kept in base's datatase.
On the other hand, personnel files are kept by both of the
Command and base itself.
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D. mUlTIPLE COPIES CY DATA

In our implementation some components will have the same

data. In this case care is needed in planning the updates

and the recovery frcu failures. Restart and recovery can

present ;robleas if the database are being continuously
updated. The most easily controllable approach is to have

single ccpy of the data. The other replicated are regarded
as secondary to the master copy. The system is designed so

that if the master copy is destroyed it can be
reconstructed.

Different data each has a single master copy but these

could be stored in different locations. In our system imple-
mentation Air Force Ccmmand will have the some parts of the

database of TAFs, Airlift Command, and Training Command.

And TAPs also will have ,the some parts of the database of

the kases. If anyone of the AFCOK's or TAF's database is
destroyed, integrity can be provided from the copies of data
which are at lower-level command's databases. This applica-

tion is neither exactly master copy approach nor freely

distributed approach but the combination of them. This

application will bring us the benefits of the both

approaches. The most important one is the storage saving.

By storing the only some part of the data of lower level

command's databases will save us a lot of memory space. And

by providing the recovery procedures will provide the

datakase integrity.

1. jg~g ~uUivdating

Ihen we use the master copy approach database may or

may not te updated in real tie. There are two approaches.

1. All transactions immediately update the master.

The master issues new copies of changed records
* to other processes periodically.

I.
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2. Transactions update a nonmaster file. All trans-
actions are saved for periodic updating of the
master. Then the master is updated new copies of
changed records are sent to other processcrs

which use them.

After a failure of part of the system resynchroniza-

tion is achieved by issuing new copies of any changed
records in the master to the processors which keep them. If

the master itself fails then copies of the transactions must

be kept until it recovers. So that it can be updated and

then in turn issue ccpies of the changed records to other

processors which keep them.

In cur iipleuentation the only real time updates are

the Status Reports updates and EW updates. All the cther
updates are saved and then they periodically update the

master.

Now we can break the system down into modules

according to considerations presented so far. AFCON has its

own mainframe computer. It also includes the data which are

in TAP's, Supply and maintenance center's, Airlift Command's
and Air Training Command's database. TAFs hold some data

which ccme from the bases. Base is the smallest mcdule

which gathers information from its subparts. TAFs also hold
the some data which ccme from the its own supply and mainte-

nance center. The mcst important data TAFs have, is the

early warning reports. Those data need to be updated in

real time, and have to be sent to command's database. Laily

routine status reports are sent to TAFs database. Those

reports are also updated in real time, since they are very
small and important in terms of operational decision making.

All other kind of data can be updated periodically.

In system hierarchy lower-level modules can reach to

top level via the intermediate level modules. They can't

29
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access to top level independently. TAF1 and Base 1 are

located at the same ;lace. TAF 2 and Base 5 are located at

the same place. One of the supply and maintenance center is

located at the APCOM's location. These are important only in

terms of hardware reguirements. In base environment subparts

have terminals which Frovide communication with base's mini

computer. TAFs, ATCON, ALCOR and bases have their own minis.

In general each level communicate with one level higher. For

instance bases first have to update the TAF's database.Tten

gathered updates can be transmitted to Command's database by

TAFs. This will reduce the communication costs. In urgent

situations a module can immediately update the both

Command's and TAF's database. For instance early warning

reports and status reports can be updated parallelly. our

system has the same structure which has been shown in Figure

3.1 . This kind of 'configuration will eliminate the

complexity. If every module of the system interacts with

every other the number of interactions grows at approxi-

mately the square of the number of modules N(-1)/2 inter-

action for n modules. It has been observed that as system

grows they become mcre complex and harder to manage. The

complexity and cost following roughly a square law. The

optimum solution can be found at a point in which economies

of scale and complexity are balanced. [Ref. 1] In this

envircnment the system modularization can be demonstrated in

Figure 3.2
In this implementation we considered two things.

First of all geographically close nodes connected to

centers. And those connected nodes are also hierarchically

related with each other. Thus this implementation is more

appropriate than the ethers, like pure logical connection or

pure geographical connection. Also it is convenient to be

modified easily whenever we need to change the system

configuraticn.
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Figure 3.2 lodular Structure Of Tbe System.
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I. IINUCDUCTION

A database is the interface between the people and

machines. The nature of these components is utterly
different. The difficulty is to develop a database which

meets the needs of the people who will use it, a:.: which is

practical in terms of technology and hardware. Since the
database is the bridge between humans on one side and hard-

ware on the other, it must match the characteristics of

each.

A database supports a community of users whose needs
partly overlap, partly diverge, and partly conflict.
Unfortunately there is no algorithm for database design.
Database design is bcth art and science. Dealing with people
understanding what they want today, predicting what they
will want tcmorrow, differentiating between individual needs
and community needs and making appropriate design tradeoffs
are artistic tasks.

Database design is a two-phased process. First we
examine the users's requirements and build a conceptual
datatase structure that is a mcdel of an organization. This

phase of database design is often called logical database
design. Once the logical design of the database is
completed, this design is formulated in terms of a partic-

ular DBUS . Usually compromises must be made . For example
the DUES may not be able to express relationships precisely
as tle users see them. The process of formulating the

logical design in terms of DBSS facilities is called
physical database design.
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We have examined the user requirements in Chapter I. In

this Charter we will build a conceptual database structure,

namell tke logical database design.

B. SURVEY CF PROIVE11 DITIBASS MODBLS

Figure 4. 1, portrays six common and useful database

models. Models on the left-hand side of this figure tend to

be oriented toward machines and machine specifications. Two

categories of database models have been omitted. These

categories are the hierarchical and network data models.A

model is hierarchical if its only data structure a hierarchy

(tree). A model is network if its data structures are bcth

trees and simple networks. Only complex networks need to be

decomfosEd before they are represented. The hierarchical

model has become toc narrow and the network data model too

broad.

Human machine
(logical) (physical)

Semantic Entity Relational CODASYL DBMS
data model relat icnship data DBTG specific
(SDM) model (I-R) model model moel

ANSI/ X3/ SPARC

Figure 4.1 Classification Of Database Models.
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C. LCGICIL DATABASE CESIGN

As stated database design is an intuitive and artistic

Frocess. There is nc algorithm for it. Typically database

design is ar iterative process during each iteration, the

goal is to get closer to an acceptable design.Thus a design

Loaas ,PhyDsical
Database Database

Design Dsg

REQUIREMENTS IMP EMENTATION

Preliminary Detailed
Program Program

SDesign

Figure 4.2 Flow Of The Database Design.

will ke developed and then reviewed. Defects in the design

will be identified and the design will be redone. This

process is reviewed until the development team and users can

find no sajor defects. Figure 4.2, illustrates the flow of

work in a typical database design project. User requirements

*are studied and a lcgical database design is developed.
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Concurrently the preliminary design of database processing,

programs is produced.Next the logical database and the

preliminary designs are used to develoa the physical data-

base design and the detailed program specifications. Finally

both of these are input to the implementation phase of the

project.

1. Cutouts gf _9 si al Database Desi n

a logical database design specifies the logical

format of the database. The records to be maintained, their

contents and relationships among those records are speci-

fied. It is sometimes called the schema, the conceptual

schema, cr the logical schema.

a. LOGICAL EATABASE RECORDS

To specify ogical records the designer must

determine the level cf the detail of the database model. If

the model is highly aggregated and generalized, there will

be few records. If the model is detailed there will be many

records. The database designer must examine the requirements

to determine how coarse or how fine the database model

should be. The contents of these records are specified

during logical design. Names of the fields and their fcrmat
must be determined.

As the requirements are evaluated and the design

progresses constraints on data items will be identified.
These constraints are limitations on the values that data-
base can have. Three types of constructs are common. Pield
constraints limit the values that a given data item have.

Intrarecord constraints limit values between fields within a
given record. Interrecord constraints limit the values
between fields in different records.
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k. LOGICAL rATABASE RECORD RELATIONSHIPS

The essence of database is the representaticn of

the record relationships. These relationships are specified

during the logical design. The designer studies the applica-

tion environment examines the requirements and identifies

the necessary relaticnships. In general the relationshiF can

always te omitted later in physical design, where as if the

relationship were omitted during logical design, it would be

difficult to add it later. The determination of record types

and relationships is an iterative process. While identifying

relationships the team may discover a reason for a new

record type; and while discussing record types the team may

identify a relationship. These two constructs are designed

L simultaneously.

2. _esisaR2n~

The final stage of logical database- design is a

review. The logical schema and the user views are examined

in light of the requirements and program descriptions. Every

attempt is made to identify omissions, unworkable aspects,

or other flows in the design. Typically a panel of indepen-

dent data processing people is convened for this review.

Documentation of the logical schema, user views, and program

descriptions is examined by the panel and the oral presenta-

tions are evaluated. At the conclusion of the design review

the panel Eroduces a list of problems discovered and a

recommendation regarding the next step to be taken. The

panel usually recomaends that the project be continued while

identified pcobleas are fixed. Occasionally however the

design Fanel may recommend that the database design be

repeated. Very rarely the panel may recommend that the

project te discontinued.
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3. .ica., PriL_.

A logical design is a representation of reality. It

is a model of aspects of some activity that are interest to
sponscrs of the database. Such models represent selected

portions of reality; the models are developed by aggregation

and generalization. Since the database represents a subset

of reality, some juestions about reality become unanswer-

able. Ike goal when developing a database design is tc make

only uninteresting questions unanswerable.

4. j mitives In The R_.a World

Before we begin to design files and relationships we

need to describe the foundations of the data modeling. We

need to answer questions like: Where do we begin? What is it

that we are trying to represent? With what aspects of

reality are we to be concerned? We have to be careful

answering these questions.

To make progress, therefore we need to establish a
starting point. We will begin with a set of fundamental

structures or primitives.

1. The first primitive is object. The real world

has objects they are phenomena that can be

represented by nouns.

2. Objects are grouped into object classes, another

important primitive. This is done by generali-

zation.

3. objects have properties. A property is a charac-

teristic cf an object.

4. The collection of all possible instances of a

property is called a property value set.
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5. A fact is an assertion that for a given object,

a particular property has a particular element

from the iroperty value set.

6. Objects can be related to one another. These

relations are called associations. Associations

can exist between objects of the same class or
of different classes.

5. PrIlitiv!l la The q9"Iptal Wold

When we design or process a database we are not

working with real world primitives like objects and prcper-
ties. we are working with the representations of these

Real world primitives Conceptual primitives

Object..................... Entity

Object Class ................ Entity Class

Prcperty....................Attribute

Prcpert7 value set .......... Domain
Fact. ..... 00. .............. Value

Association ................. Relationship

Figure 4.3 Conceptual Primitives.

primitives. As we defined in previous subsection there are

correspondences of the real world primitives which are
called ccnceptual priitives which are illustrated in Figure

4.3
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D. TEE SEMANTIC DATI MODEL

The semantic data model (SDM) was developed by Hammer

and Mcleod [Ref. 2] and first published in 1981. We will use

this model to design cur database.

The most important advantage of SDM is that it provides

a facility for expressing meanin4 about the data in the

database. During lcgical database design we need such a

facility to avcid confusion and to document learnings,

design decisions, and constraints. SiM provides better

facilities for such dccumentation than other data models.

Anotter advantage of the SDM is that it allows data to

be described in context. Users see data from different

perspectives. They see it relative to their field of

operation. SDM allows relative data definition.

A third advantage of SDR is that constraints on database

data can be defined for example if a given item is not

changeable SDM allows this fact to be stated. Also, if an

attribute must conform to a particular format these consid-

erations can readily be defined. With other data models such

constraints are not part of the schema description and are

documented separately.

SDM describes the structure of data instead of structure

of programs. SDM has certain structures and rules and with

those structures and rules the designer has a good deal of

latitude and flexibility.

1. Defining Etill Classes

Entities are organized into classes. Each SDM entity

class may have a name, a description, mcabers (the entities)
and two kind of attributes. Figure 4.4, shows the basic

format of an SDM entity class description. In this figure

entity class names are printed in capital letters. SDM terms

are shown in small letters followed by a colon.
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EN7II!!C1ASSNAE

(desription: *

(interclass connection:j
member attributes:

Attribute-naze
value class: _

(man dat ory)l

(muixtival ued)
(exhausts value class)
(not changeable)
(inverse: Attrib utena me)

(match: Attribute mne of ENTITY
CLASS on Attribute name2T

(derivaticn:
class attributes:

At trib ute-name

(description:)
value class: -

(derivation:__

identifiers:
Attribute-namel +(Attribute name2

Figure 4.4 Entity Class Description.

Entity class is mned and then an informal descrip-

*tion of. the class is provided. The description which is

opticnal defines the purpose of and content of the class.

Special remarks are also written here. Next the member

attributes are defined. These are attributes of the entities

* in this class. class attributes, which are optional belong

to the class as a whole and not to any particular member.
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Nonhase classes are constructed from subsets of of

other classes. Every nonbase class has an entry Interclass
connection that describes bow the class is to be

constructed. For subsets the interclass connection names

another class and specifies which members of that class are
to be included in the new class.

Each entity or member of a class has a set of attri-
butes. These attributes represent the properties of objects.

In SDN each attribute has a name, an optional description a

value class and a set of optional characteristics. These are

Name Mandatory Initial capital letter

Description Opticnal Remarks about attribute
Value class mandatory The domain of the attribute

Descriptor characteristics Default Value

Single or multivalued Single

Value cptional or mandatory Optional
Changeable or not changeable Changeable

Exhaustive or nonexhaustive Nonexhaustive
Overlapping or noncverlapping Overlapping

Figure 4. 5 Attributes.

summarized in figure 4.5 Attribute names are printed with

initial capitals. They must be unique within the class
where they are defined. Also, they must be unique within

all classes that derived from their class of definition.
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Each attribute must have a value class. In SDM value

classes are defined as entity classes. Thus the definition
of every attribute references another value class which
references another and on and on. However regression is
stopped in SDM by the existence of special class called
Strings. String is a default entity class; it needs no defi-
nition. Strings contains any character string that the

designer wants. Any nonambiguous definition of a string is

allowed.

7here are two advantages of defining attribute
domains as entity classes. First the formats and the

constraints on data items are clearly specified. Second

allowing attributes to be nembers of entity classes pernits
a very natural, human oriented way of expressing the

relationships.

5. Akdditi 2oaj 1_actibute __sra . tics

As we have shown in Figure 4.5, there are scme

additicnal characteristics of attributes.
Attributes can be single or aultivalued (like

repeating fields); they can be andatory, aeaning that a
null value is never to be accepted; attributes can be not
changeable, meaning that except to correct errors, the value
of the attribute must remain same.

An attribute can be exhaustive, meaning that every
member of the value class must be used. A multivalued attri-
butes can be specified as nonoverlaping this means that a

member of the value class can be used at once.

SDM provides three facilities for defining relation-
ships. II three facilities use the SDR characteristic that
entities can be contained vithin entities.
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a. Defining Relationships With Inverse

The inverse facility causes two entities to be

contained within each other. Physically this is impossible.
Sequential including of each attribute to each other will
result in infinite regression. But for our purposes we will

ignore the infinite regression. After the first level all

regressicns are duplications of the data and hence unimpor-

tant. The beauty of SCH is that users can have it both ways.
They can see data as they want to see data, even if these

ways are seemingly ccntradictory. In actuality these views

do not ccnflict at all. They are simply different views of
the same thing.

t. Defining Relationships With Hatching

The second SDH facility for representing rela-

tionships is matching. With matching a member of one entity

class is matched with a member of another entity class. Then

the value of an attritute in one of the members is moved to

the cther. The word ON defines how the members in the two

classes must match.

c. Defining Relationships With Derivations

SDH provides a derivation capability for attri-

butes. Derivation can be used to specify relationships among

members in the same entity class. Thus we can derive new

attributes from the ezisted ones. [Ref. 3]

So far we have talked about logical database
design and the semantic data base model. Nowby using these

information,we will design our database for Air Forces

Copmand. First of all we should reconsider these require-

ments which have been discussed in Chapter 1. We should

define the records, according to these requirements.
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At the first step we built nine separate records

for Air Forces Command. These records are in following:

1. Weapons

2. Aauniticr

3. Perscnnel

4. Intelligence
5. Status

6. Inst ellation

7. Logistics

8. Maintenance

9. Courses

These reccrds sake up the schema. Other levels

in air force system have a subset of this schema. They have
almost same records but the information in these records are

limited with their needs.
For instance Tactical Air Forces have the infor-

mation just for the bases which are dependent to TAP, Supply

and maintenance centers, El center. Bases can not have the

information related with an another base. They have the

information related cnly with its own subparts.

TAFs have exactly the same records tc which
AFCOB has. But the only difference, is AFCOM has such more
data than bases have. In base's database courses record has

not been included, because it is needless. Rest of the
records are also included in base database. We designed only

the minimal number of records here. Since, different aEpli-

cations will need different records. What we did here is an

example of the logical database design. Thus, we will not

consider the database needs of EWCs and supply, maintenance

centers. These can be implemented in the same way which will

be shcwn later in this chapter. Thus only one database

design can be used by all the system components. This will

ke very effective in terns of sisplicity, back-up, recovery,

security and integrity. Especially this kind of design
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consideration will ke very useful, when we consider the

network facilities for this system. Networking can be

achieved easily because of the simplicity and regularity of

databases which reside in different places and different

machines.

After these considerations now, we can lock at

the datakase itself. Again the formal structure of the data-

base is taken from SD!, and it has the same structure with

the one which has been illustrated in Figure 8.

3. U!APCS

1. description: Includes all the informationrelated

with every type of weapon systems which are

currently in Air Force inventory.

2. member attributes:

a) Wtype

i) description:Type of the weapon system of the

friendly forces and and enemy forces.

ii) value class:WEAPONTYPE

i ii) mandatory

b) Wid

i) description: Whether the weapon is enemy's

or ours or both's.

ii) value class: FBIENDFOE

iii) mandatory

c) Vrange

i) descziption: Effective range of the weapon

system.

ii) value class: RANGE

d) Wfuel
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i) description: Fuel capacity of the system if
it uses fuel.

ii) value class: FU1L

e) Ilbs

i) description: Maximum ammunition icad cf the

weapc system.

ii) value class: SAXLOID

iii) Dot changeable

f) Wamo

i) description: Types of ammunition which can

be used by this type of weapon system

ii) value class: AMUNITION

iii) inverse: WH!REUSED
iv) ultivalued
v) mandatory

g) mnus

i) description: The total number of this type

of weapon system.

ii) value class: NUMBER_OF_.EAPOSS

iii) mandatory

iv) class attributes:

h) Vdate
i) description: Day of the year on which the

information is valid(last changing date).

ii) value class:D&TE

3. identifiers: W77PE

0
P. AMUNITIOI

1. descriptions: Includes all the information related

with every type of ammunition which are currently in

air forces inventory.
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2. member attributes:

a) Icat,

i) description: Category of the amunition

which are used in weapon systems.

ii) value class: AN,'10CATEGORY

iii) mandatory

i V) not cbangeable

b) Where-used

i) description: Types of weapons which use this

category of amaunition.

ii) value class: WEAPONS

iii) inverse: WINHO

I V) uultivalued

*c) Anua

i) description: Total number of this category

of ammunition currently in inventory

i i) value class: NUNBER OF WE APONS

i ii) mandatory

d) Aibs

i) description: Weight of one round of this

categcry of annunition.

ii.) value class: MAX-LOAD

i ii) mandatory

I v) not changeable

*e) Akill

i) description: Killing radius of this category

ammunition.

i i) value class: RANGE

f) Awar

i) description: Type of warhead of ammunition.

ii) value class: WARHEAD CAT
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iii) multivalued

iv) class attributes:

g) Adate

i) description: Day of the year on which the

information is valid (last changing date).

ii) value class: LATE

3. Identifiers: ACAT

G. PIESCilEL

1. description: Includes all the information related

with the personnel who are in charge of Air Forces.

2. member attributes:

a) Pnase

i) description:First name of personnel.

ii) value class:NAME

iii) mandatory

iv) not changeable

b) Plastname

i) value class: NAME

ii) mandatory

iii) not changeable

c) Paddress

i} value class: ADDRESS

ii) mandatory

d) Gradyeardegree

i) description: Graduation year from Air Force

academy or technical schools and graduation

degree are concatenated to make a unigue

key.
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ii) value class: GEADYEARDEG
iii) mandatory

iv) not changeable

e) Assgnmntloc-date

i) description: Name of the locations at which

the personnel have been there at least once,

after graduation. Assignment date to those

locations is concatenated.

ii) value class: LOCATIONS

iii) mandatory

iv) multivalued

f) Bank

i) value class: RANK

ii) mandatory

g) Prodate

i) Description: Date of the last promotion.

ii) value class: DATE

iii) mandatory

h) S~ecode

i) description: Indicates the personnel's

special training or skill area.

ii) value class:SPECIALTY

iii) mandatory

iv) ultivalued

i) Marsta

i) description: Marital status of personnel.
ii) value class: MARSTA

j) ife name-occupat ion

i) desccription:ife's name and occupation are
concatenated

ii) value class:NAME_OCCUPATION

9
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k) Child name school

i) description:Child's name and school grade

are ccncatenated . School grade is repre-

sented only with its grade(E,H,C)

ii) value class:NANE school

i ii) multivalued

I) Lang-level

i) description:The languages which are known

and their levels.

ii) value class:LANGUAGELEVEL

iii) multivalued

a) Paygrade

i) value class: PAT_GRADE

ii) mandatory

n) Punishments

i) description: Summary of the personnel's

criminal background.

ii) value class: PUMISHAENT

iii) multivalued

o) Awards

i) value class: AVARDS_RECEIVED

ii) multivalued

p) Ccurses_date

i) descriptions: Course no's and dates to which
the Eersonnel attended.

ii) value class: COURSE-DATE

iii) ultivalued

q) lealth status

i) descriptions: If personnel had any major
operations or important illness in the past
those information can be kept with its date
in this part.
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ii) value class:HEALTHST&TUS
iii) multivalued

3. identifiers: GRADYEAR_DEGREE

B. IUTRILIGEICE

1. description: Includes all the information about enemy

fcrces. Alsc includes the locations of the enemy

forces and the date on which the information is

Erovided.

2. member attributes:

a) Iday

i) description: The day of intelligence is

Erovided..

ii) value class: CATE

ii) mandatory

b) lid

i) description: Id of the enemy installation

intelligence was made on that

ii) value class: INSTALLATIONID

iii) mandatory

c) Itypenum

i) description: Cbserved weapons and the quan-

tity of this type of weapons at that instal-

laticn. VeaFon type is concatenated with the

number of this type weapons observed on a

particular day.

4 ii) value class:ITYPNUM

iii) multivalued

iv) mandatory
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REPRODUCED AT GOVERNMENT EXPENSE

d) Irtiairtypenum

i) desriftion: Observed antiaircraft weapon

systems and the quantity of this tyre of

weapcms at that installation. weapon type is

concatenated with the number of this type

observed on a particular day

ii) value class: A14TITYPE-NUM

iii) sultivalued

e) location

i) description: locations of the anti-aircraft

veapcn systems. This information can be

represented by geographical coordinates.

ii) value class: ANTIAIRCRAFT-LOCATION

iii) aultivalued

f) Veather

i) description: Weather status of the day on

which the intelligence is provided. ( espe-

cially for photo intelligence , or tactical

reconnaissance missions ).

ii) value class: WEATHER-STATUS

3. Identifiers:Iday l lid 4 Itypenun + Antiairtype_num

,,7' U

1. description: Includes periodic information which come

from all the subparts of Air Forces . This informa-
tion includes trief operational readiness in terms of
eguiment , material and personnel.

0 2. member attributes:

a) Sday
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i) description: The date of the status report

ii) value class: DATE

iii) mandatory

b) Siii

i) description: Installation id which status

report belongs to it.

ii) value class: INSTALLATION ID
iii) mandatory

c) Unoprtype_um

i) description:Unoperational aircraft type and

the number of them.

ii) value class: UNOPRTYPENUM

iii) multivalued

d) Nuspers

i) description:number of the personnel which
are currently operationally ready in an

installation

ii) value class: NUMBEROF -PERSONNEL
iii) mandatory

e) Tacsta

i) description: Status of the TACAN system if

there exists in that installation.

ii) value class: NAVIGATION-STATUS

f) Gcasta

i) description: Status of the GCA system if

there exists in that installation.

ii) value class: NIVIGATIONSTATUS

g) Rfsta

i) description:Status of the RF system if there

exists in that installation.
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ii) value class: NAVIGATION STATUS

h) Ilssta

i) description: Status of the ILS system if

there exists in that installation

ii) value class: NAVIGATIONSTATUS

i) Weather

i) description: Weather status of the installa-

tion area

ii) value class: WEATHER-STATUS
iii) mandatory

3. Identifiers: Sday + Siid

3. INSTALLATION

1. description: Includes all the information on instal-

laticns. Identification of installation, type of

weapons,categcry of installation.

2. member attributes:

a)

i) description: Installation id which uniguely

detersines installation.

ii) value class: INSTALLATIONID

iii) mandatory

iv) not cbangeable

b) Icat

i) description: Installation category.lhis is

important in terms of assignments.Because

each personnel has to be assigned to

different category of installations for a

certain period.
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ii) value class: INSTALLATION CATEGORY

iii) mandatory

iv) not changeable

c) Ntype_inum

i) description: The type of weapons and the

quantity of them which are currently in this

installation. No matter what conditiors are

there in. (operational or unoperational)
ii) value class: ITYPENUN
iii) mandatory

iv) sultivalued

d) Ipers
i) description:Total number of personnel which

are currently in charge of that installa-
tion.

ii) value class: NUMBEROFPERSONNEL

iii) mandatory

3. Identifiers: lid

K. LCGISTICS

1. description: Includes all the information about
logistics reccds, supply and maintenance activities
and logistics management.

2. memer attributes:

a) Partno

i) description: Unique standard national part

no's of all parts which are currently in Air

Forces inventory.

ii) value class: PART_NO

iii) mandatory
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iv) not changeable

b) Part-name

1) value class: PIRTNAMES
c) Lccation_num

i) description: where these parts are located

and hcw many of them are in that locaticn.

Location and the number are concatenated.

ii) value class: LCCATIONNUMBER

iii) mandatory

iv) multivalued

d) Suppliernaee_address

i) description: Name and address of the

supplier of a particular part are concat-

enated. There may be more than one supplier

for some .parts.

ii) value class: NANE-ADDRESS
iii) mandatory

iv) multivalued

e) Price

i) description:Price of one unit of that

item. This information is needed for bock-
keeping purposes. Prices may differ frox cne
supplier to another.

ii) value class: IT!SPRICE
i ii) mandatory

iv) multivalued

f) purchase date
i) description: The last date of the purchase

for a particular item.

ii) value class: DATE

3. Identifiers: Partjno
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1. EAZIEUAUCE

1. description: Tncludes all the information in terms of

planning and executing the maintenance activities.

2. member attributes:

a) Eqpno

i) description: Serial number of the equipment.
ii) value class: EQUIPMENTNO

iii) mandatory

iv) not changeable

b) Eqpname
i) description: Short description of equipment.

ii) value class: EQUIPET_NAME

c) Eqpcat

i) description': Bguipment

category (HFVHF,UHP, gasoline, diesel).This is

a kind of additional information to equip-

ment naae.This field is optional and it can

be omitted if wanted so.
ii) value class: EGPCATEGORY

d) Arrival date

i) description: The date on which the equipment

arrived at the supply and maintenance

center. This is important because of mainte-

nance planning.
ii) value class: DITE

iii) mandatory

e) Trouble

i) description: The trouble which is repcrted
to supply and maintenance center by the

users of equijpment. Equipment may not have
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any trouble. it might be for periodic main-

tenance and calibration.
ii) value class: EQUIPU!NT-TROUBLE
iii) mandatory

iv) sultivalued

f) Regparts

i) description: To keep track of the replace-

ment Fart needs, we included the required

parts which are needed to repair the equip-

ment.

ii) value class: PIETJIO

i ii) aultivalued

0 g) Eiid

i) descziption:Installation id code that the

equipment belongs.This information is needed
to send the equipment back to its owner.

ii) value class: INSTALUATION-ID

iii) mandatory

h) owner

i) description: This is the owner of the equip-

sent. This is the in base address of the

cv nor.
ii) value class: EGPOVNER

* 3. Identifiers: Eqpno + Arrival-date + Owner

a. CCOASZS

1. descriptioA: Includes all courses offered by Air

Force command in the past, present and future time.

This infornat-cn will provide planning and choosing

tbe persons wbo will participate to these courses.
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2. member attributes:

a) Course-no

i) description: Each course has a unique number

which is related with its topic.

ii) value class: CCURSENO

iii) mandatory

t) Course name

i) value class: COURSENAME

ii) mandatory

c) Course-location

i) value class: COURSELOCATION

ii) mandatory

iii) multivalued

d) Numberofbcurs

i) value class: COURSE-PERIOD

ii) mandatory

e) Start-date

i) value class: LATE

f) Participants

i) description: Names of the personnel wbc did

or will attend to this course.

ii) value class: PARTICIPANT'SNAME

iii) multivalued

3. Identifiers: Ccurse-no,

1. SIDRING TPES

Now we should define the string types for those Leccrds.

Strings are following.

4]
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1 . NIAPCN TYPE

interclass ccnnection: Subclass of STRINGS where

format is 5-alphanumeric character string. Slash ani

dash can be included in string.

2. FBIENDFOE

interclass ccnnection: Subclass of STRINGS where

format is 3-alpha character string.The values are

either FED or TOE.

3. RANGE

interclass ccnnection: Subclass of STRINGS where

value is positive integer less than 25,000.

4. FUEL

interclass connection: Subclass of STRINGS where the

value is positive integers less than 30,000.

5. MAXWIOAD

interclass ccnnection: Subclass of STRINGS where

value is positive integer less than 100,000.

6. NUBER_OF_WEACNS

interclass ccnnection: Subclass of STRINGS where

value is in ketween 0..10,000.

7. CEIE

interclass ccnnection: Subclass of STRINGS where

format is ddzmyy where dd 1.. 31 ;am= 1. 12 and

yyuO..99.

8. AERCC3TEGORY
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interclass ccnnection: Subclass of STRINGS where

fcrmat is single letter string in A..G.

9. NiRBIADCAT

interclass connection: Subclass of STRINGS where the

value is in 1..10.

10. NAIE

interclass connection: Subclass of STRINGS where

fcraat is 10-letter character string.

11. ADDRESS

interclass ccnnection: Subclass of STRINGS where

format is 15-ch/street; 10-ch/apt; 4-digit/no;

10-ch/city; 2-ch/state; 5-digit/zip;

12. GRArYEARLEGREE

interclass connection: Subclass of STRINGS where

format is yyyy/ddd where yyyy represents the yearddd

represents the graduation degree.

13. LCCAEIONS

interclass connection: Subclass of STRINGS where

fcrmat is 4-digit number, which is installation id.

14. BANK

interclass connection: Subclass of STRINGS where

format is 10-ch long string.

15. SFECIALTY

interclass ccnecticn: Subclass of STRINGS where

fcrmat is 4-digit string.

16. MAR-STATUS
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interclass ccnflection: Subclass of STRINGS where

format is single character which is in (S,D,W).

17. NIX EOCCU PAT IC 5

interclass ccznectiofl Subclass of STRINGS where

foriat is concatenation of 25-Ch name/lastname string

and 10-Ch long occupation string.

18. NAME-SCHOOL

interclass connection: Subclass of STRINGS where

format is concatenation of 15-Ch name string and 3-Ch

school string which is in (ELNgHIGOCOL).

19. LANGUAGELEVEL

interclass ccanection: Subclass of STRINGS where

format is 4-'Ch string which are in

(fOOE0FAIBGOCLEXCL) .

20. PI!_GRIDE

interclass ccmnection- Subclass of STRINGS where

format is dd/l where dd is in 1..13 and 1 in 16.4.

21. PUNISHMENI

interclass ccnaection:- Subclass of STRINGS where

format is 15-Cb string.

K22. AVARtSRECEIVIE

interclass ccvnection: Subclass of STRINGS where

format is 10-Cb string.

623. COUNSZDATE

interclass ccnnection: Subclass of STRINGS where

fcrmat is 4-digit course no /ddmmyy where

dd=1..31 ;anal.. 12;yy-O. .99.
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24. H!ALIH-STITUS

interclass ccmnection: Subclass of STRINGS where

format is 25-Cb long string.

25. INSLALLATIONID

interclass connection: Subclass of STRINGS where

format is 4-digit string.

26. I7XPZEjION

interclass ccnnection: Subclass of STRINGS where

format is 5-alphanumexric character string /4-digit

character strimg.

27. ANlIIYPENUM

interclass ccnnection: Subclass of STRINGS where

format is 5-alphanumeric character string /2-digit

character string.

28. A N71AIRCR AYTICCATIO N

interclass connection: subclass of STRINGS where the

format is dd:m;ss/d where ddl1..360;mul1..60;

ssml..60; and d is either E or W.

29. WEATHER-STATUS

interclass connection: Subclass of STRINGS where

format is 4-Cli long strings which are POOR, FAIR,

GCCD.

30. UMOPRTYPENUM

interclass connection: Subclass of STRINGS where

fcrmat is 4-alphanumeric character string /2-digit

number.

31. NUN EERO0F.P ER SCNNEL
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interclass ccanection: Subclass of STRINGS where

fcoat is 4-digit strings in 1..9999.

32. NIVIGATION-STA7US

interclass connection: Subclass of STRINGS where

fcruat is 1-letter strings in (A,B#C,D).

33. 1INSUALLATION..CITEGOR Y

interclass ccrnection: Subclass of STRINGS where

fcrmat is 1-letter strings in (A,BCD,E).

34. FhRTIO

interclass connection: Sut.lass of STRINGS where

fcrmat is is zzz-xxxx-xxx;x is a digit.

35. PIRTJI&MZ

interclass ccnnetion: Subclass of STRINGS where

fcrmat is 15-Cb long string.

36. LCCATION_.NUMBIF

interclass ccanection: Subclass of STRINGS where

fcrmat is dddd/llll where dddd is installation id

* code d is a digit;llll is the Dumber of this part in

that location. 1111 is in l..9999.

37. NINE-ADDRESS

*interclass ccnnectioa: Subclass of STRINGS where

format is 15-Ch nanelast naae;1O-Ch/street;4-digit/

no; 1 -Ch/city; 1O-Ch/state; 5-digit/zip.

38. ITEM PRICE

interclass cconectiont: Subclass of STRINGS where

format is ddddddddd.dd where d's are digits.
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39. ECUIiHENTNO

interclass connection: Subclass of STRINGS where

fcraat is xxx-xzxx-xxx where x's are digits.

40. ECUIIMENTNAMB

interclass ccnnection: Subclass of STRINGS where

fcrmat is 15-CL long string.

41. ECP_CATEGORY

interclass connection: Subclass of STRINGS where

format is 4-Cb long string.

42. EQUIPMENT-TROUBLE

interclass ccnnection: Subclass of STRINGS where

format is 15-alpha Character long string.

43. ECP_CWNER

interclass ccnnection: Subclass of STRINGS where

fcruat is 15- alpha Character long string.

44. COURSENO

interclass connection: Subclass of STRINGS where

fcrmat is 4-digit string.

45. CCURSENAME

interclass ccmnection: Subclass of STRINGS where

fcrmat is 15-alpha Character string.

46. CCURSELOCATION

interclass ccnnection: Subclass of STRINGS where

format is 10-alpha Character long string.

47. CCUESE PERIOD
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7' 7.

interclass ccnnection: Subclass of STRINGS where

value is in 10..1000.

48. PIIICIPANT S NAIE

interclass ccnnection: Subclass of STRINGS where

format is 10-alpha Character name/lO-aipha Character

last name.
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V. NETORK 9.NSIDETIO,

A. II7ECDUCTION

The cid model a single computer serving all of the orga-

nization's computaticmal needs is rapidly being replaced by

one in which a large number of separate but interconnected

computers do the job. These systems are called computer

networks. Two computers are said to be interconnected if

they are capable of exchanging information. By requiring

that the computers be autonomous, we exclude from our defi-

nition systems in which there is a clear master/slave rela-

tion. In our view a distributed system is a special case of

a network, one with a high degree of cohesiveness and

transperancy.

In our information system we need a great deal of infor-
mation exchange hetween the units. Since the system elements

located geographically dispersed in order to exchange infor-

mation than we need to design an information network between

the units. This network will accomplish our system gcals,

which have teen previcusly stated.

B. IETHEK GOALS

Air forces will have a substantial number of computers

in operation, located far apart. Initially each of these

computers may have wczked in isolation from the other ones,

at a certain time APCOM may decide to connect them to be

able to extract or ccrrelate iz formation about the entire

system. This goal is to make all programs, data and cther

resources available to anyone on the network without

regarding to the physical location of the resource and the

user. Load sharing is another aspect of resource sharing.
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In air forces envirorment system elements frequently request

infornation from other ones and need some remote queries or

update remote databases. All these processes need a way to

accomplish these jobs. This way is a well-established

information network.
A second goal is to provide high reliability by having

the alternative scurces of supply. With unconnected

computers if a machine goes down due to hardware failure,

even thcugh there may be substantial computing capacity

available elsewhere. With a network the temporary loss of

single ccmputer is much less serious, because its users can

often be accomadated elsewhere until service is restored. In
our system a cosplete loss of computing power for even a

few hours due to some catastrophe, natural or otherwise is

completely intolerable.
Another important reason for distributing computer power

has to do with the relative price of computation versus

communication. Until about 1970 computers were relatively
expensive compared with communication facilities. The
reverse is now true. In our system application data are
generated at widely scattered points. Prior to 1970, it was
not feasible to put the computer at each location to analyze
the data because the computers were so expensive. Instead,
all the data are transmitted to a central computer some-

where. Ncv the cost cf a small computer is negligible, so it

becomes attractive to analyze the data at the place where

it is captured, and only send occasional summaries back to

computer center, to reduce the communication cost, which now

represents a larger percentage of the total cost than it is

used to. This approach results in a computer network.
4 Yet another goal of setting up a computer network has

little to do with networking at all. As a side effect of its
other goals, a computer network can provide a powerful
communication medium among widely separated people. Using a
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network it is easy for two or more unit which are far apart
to write a report, send a message. Jhen a change occurs the
ethers can get the change immediately, instead of waiting
for a long period of time.

Another major attraction building a large system by
coupling large number of smaller machines is the expectation

of a simpler software design. In our system it is Eossitie
to dedicate some (cr all) of the processors to the

specialized functions for example database management.

dIter ceso ~ xocessors example

0.1m.........cir~itboard..data flow mach.
1m ..~ ........... m....... multiprocessor

1 Ca.... ... ... . com.. .

100m ....... ...... ktuilding......j.local network

lO0ka............ccuntry...... . .long haul network

1OOOkm.........o..ccntinent......
10,OO0km.........;lanet.... .... I interconnected networks

Figure 5. 1 Classification of interconnected Processors.

By eliminating the multiprogramming, we can also elimi-
4 nate such of the software complexity associated with the

F large mainframes.
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In figure 5.1 we give a classification of multiple

process systems arranged by physical size. At the top are

data flow machines, highly parallel computers with many

functional units all working on the same program. Next come

the multiprocessers, systems that communicate by exchanging

messages. Finally the connection of two or more distant
network is called internetworking. In our application our

system can be classified as the long haul network. Since

there is only one network is established for whole system.

C. UJIUCRK STRUCTURB

In any network there exist a collection of machines

intended for running user programs. These machines are

called hosts. For instance in our system AFCOM, TAF1, 1AF2,

and each of the bases* are the hosts. The hosts are

connected by the communication subnet. The job of the subnet

is tc carry messages from host to host. By separating the

pure communication aspects of the network from the applica-

tion aspects the complete network design is greatly

simplified.

In all networks the subnet consists of two basic ccmpo-

nents: switching elements and transmission lines. The

switching elements might be specialized computers. We will

call them IMPs (interface message processors). Transmissicn

lines are called circuits or channels

In figure 5.2, each host is connected to one IMP. All

traffic to or from tie host goes via its IMP.

Broadly speaking there are two general types of designs

for the communication subnet.

The network ccntains numerous cables on leased tele-

phone lines, each one connecting a pair of IMPs. If two IMPs
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-- HOSTS

Figure 5.2 Communication Subnet.

that do not share a cable nevertheless wish to communicate

they sust do this indirectly via other IMPs. Vhen a message

is sent from one IMP to another IMP via one or more interme-
diate IMPs the message is received at each intermediate IMP,

in its entirety, stored there until the required output line

is free, and then forwarded. A subnet using this principle
is called point-to-point or store-and-forward subnet. In cur

system we will use tkis kind of communication. Since some
units need not to communicate directly with AFCOM in system

hierarchy. Ve will take a close look at to this subject wven
we consider network tcpology.
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2. 4Ajj QjEjzne.j.

7he second kind of comaunication architecture uses

broadcasting. In this design there is a single coamunica-
tion channel shared by all IHPs. Inherent in broadcast

system is that aessases sent by any I.P are received by all
cther IEs. Something in the message itself must specify for

whom it is intended. After receiving a message not intended

for itself, an IMP just ignores it. The most important issue

in broadcast channels is the lack of privacy. Privacy is an

important system aspect in our design. Thus we can not use

broadcast channels in our design.

D. URTURCE TOPOWG!

The goal of the topological design is to achieve a spec-

ified jerforaance at a minimal cost. There are no exact

solutions in this business. Trial and error plus the

services of a large ccaputer are essential. The problem is

so immense that the only reasonable approach is to generate

a potential network topology and then see if it obeys the

connectivity and delay constraints. If not generate another

one, until a feasible one is found. In our system design

constraints we should first consider the interactions among

the units. Since our system's nature is hierarchical and

then we should first this at one side. Then, we should look
at the ccamunication issues. Ue have said that the broadcast
communication is not suitable due to lack of its privacy.
And the most important issue is the design consideration of

the datatases. Since we have designed the databases of the
sub levels as a subschemas of the upper levels, subunits
need not to communicate directly to the upaost level. First

we should look at the point-to-point interconnection

topology types.
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STAR LOOP TREE

COtM9E~TE ITERSECTI4G LOOPS

Figure 5.3 Possible Topology Types.

In Figure 5.3 we see several possible topologies.

Among these topologies tree structure is the most appro-

priate one to satisfy our system constraints. This topology
permits us to isplement our network in a hierarchical way.

In this structure each subunit can communicate with one-

level higher unit. If this unit wants to get, or send any

information fro& or to higher level units, it should do this

via intermediate levels. For instance if a base would like

to retrieve a record from AFCOH's database it should do this
via its ordinate TAF. And, also if TAFt would like to send a

message to IAF2, then it should send this message via AFCOH,
then 1FCCM can transmit this message to TAF2. THis is very

important in terms of network design, because this will
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greatly sisplify the design of network. Besides there is a
great need to establish a connection among the supply and

maintenance centers. Because the traffic is very heavy amcng

these subunits, if we do not set up interface for these
subunits then we can greatly reduce the overall system
throughput. Also supply and maintenance centers pass very

burstly information to each other. But the other system

compcnents will not have this big jobs to be interacted with

each cther subunits.

1. DISIGN ISSUES

The first design decision is the rules for data

transfer. Do data cnly travel in one direction called
simplex communication, or can they travel in either direc-
tion, but not simultaneQusly called half duplex communica-

tion, cr can they travel in both directions at once, called

full duplex communication? For our system half duplex commu-
nication is enough. Since, we have established an interface

among the supply and maintenance centers, this will reduce

the traffic. Thus the half duplex communication is

preferatle besides it is simple and efficient method.
The protocol must determine how many logical channels

the connection corresponds to, and what their properties
are. In our information network provides two logical chan-
nels per connection one for normal data and one for urgent
data.

Errcr ccntrol is an important issue when the Ehysical
communicaticn circuits are not perfect. many error detecting
and correcting codes are known, but both ends of the connec-
tion must agree on which one is being used (we will look at
to this issue later in this chapter). In addition the

receiver, must have some way of telling the sender which

messages have been correctly received and which have nct.
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Not all communications channels preserve the order of

the messages sent on them. To deal with a possible loss of

sequencing the protocol must make explicit provision for the

receiver to allow the pieces to be put back together

properly.

An issue that cccurs frequently is how to keep a fast

transmitter from swamping a slow receiver with data. Some
kind of feedback frcm the receiver to the sender can be

established related with receiver's current situation.

When there are multiple paths possible between source

and destination at some point in the hierarchy, a rcuting

decision must be made. Also we will look at to this issue

later in this chapter. para;All these are very important

issues related with the system's performance. Ve should

consider these issues very carefully when we are designing

our system.

P. RTUCRK ARCHITECTORES

To reduce the network design complexity, most networks

are organized as a series of layers or levels, each cne

built upcn its predecessor. The number of layers the name

of each layer and the function of each layer differ from

network to network. However in all networks the purpose of

each layer is to offer certain services to the higher

layers, shielding those layers from the details of how the

offered services are actually implemented. Layer n on one

machine carries on a conversation with layer n on another

machine. The layers and convention used in this conversation
are collectively known as the layer n protocol, as

illustrated in Figure 5.4 for a seven layer network.

In reality no data are directly transformed from layer

n on one machine to layer n on another machine (except in

the lowest layer). Instead each layer passes data and
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Lar 7 protocol
Layer 7 Layer 7

Layer 6/7 interface

ayer6 protocol I
Layer 6 Layer 6

S_ Layer 5/6 interface ac

5] Layer4 protocolae 4

Layer 5 - -- ° Layer

Layer 4/5 interface

Layer3 protoco

Layer 4 O Layer 4

Layer 3/4 interface

Layer3 protocol
Layer 3 Layer 3

'r--_ _ _Layer 2/3 interface

Layer 1 Layer 2

J Layer 1/2 interface

Layer i protoo
Layer Layer1

.e Figure 5.4 ISO Seven Layer Architecture.

76

-*. " " '. " . • ' " ". " , ". .2 . '.-. .. '. -. .. .-. :-... . :.'.:'- ". .



control information to the layer immediately below it, until

the lcwest layer is reached. At the lowest layer there is

physical communicaticn with the other machine as opposed to

the virtual communication used by the higher levels. In

Figure 5.4, virtual communication is shown in by dotted

lines and the physical communication is shown by the solid

lines.

Between each pair of adjacent layers there is an inter-
face. The interface defines which primitive operations and
services the lover layer offers to the upper one. When we

decide how many layers to include a network and what each

one should do one of the most important considerations is

having cleanly defined interfaces between the layers. Having

cleanly defined interfaces in turn requires that each layer
perform a specific cclleqtion of well understood functicns.

The set of layers and protocols is called network archi-
tecture. the specification of the architecture must ccntain

enough information tc allow an implementer to write the

program for each layer so that the program for each layer so

that the program will correctly obey the appropriate

protocol.

we will only consider the ISO (International standards

organizaticn ) seven layer model. We will not look at the

cther architectures like ARPANET, IBM's SNA, and DEC's

IECN17. Now we should look at the layers of ISO model.

1. 112 JkkIcal& laer

The physical layer is concerned with transmitting

raw tits over a comzunication channel. Typical questions

here are how many volts should be used to represent a 1, and

how many microseconds a bit occupies, whether transmission

may Froceed simultaneously in both directions, how the

initial connection is established and how it is torn dcwn

when toth sides are finished, how many pins the network
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connector has and what each pin is used for. We will use

the leased telephone lines as physical connections among the

hosts.

2. PAta jj Laver

The task of the data link layer is to take a raw

transmission facility and transform it into a line that
appears free of transmission errors to the network layer. It
accomplishes this task done by breaking the input data up

into data frames, transmitting the frames sequentially and
processing the acknowledgement frames sent back by the

receiver. Since layer 1 merely accepts and transmits a

stream of bits without any regard to meaning or structure,
it is up to the data link layer to create and recognize
frame bcundaries. This can be accomplished by attaching

special tit patterns to the beginning and the end of the

frame.

A noise burst on the line can destroy a frame

completely. In this case the layer 2 software on the scurce

machine must retransmit the frame. Another issue that arises
at layer 2 is how to keep a fast transmitter from drcwning

a slow receiver in data. A mechanism must be employed to let

the transmitter know how much buffer space the receiver at

the moment.

3. The Netjg~k layer

the network layer controls the operation of the

subnet. Amcng other things, it determines the chief charac-

teristics of the the INP host interface and how packets the

* units of information exchanged in layer 3 are routed with in
0 the subnet. A major design issue here is the division of

labor between the INEs and Hosts, in particular whc should
ensure that all packets are correctly received at their

destinations, and in the proper order. What this layer
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software does basically is accept messages from the scurce

host, convert them to packets and see to it that the packets

get directed toward the destination. A key design issue is

how the route is determined. We will consider this issue
later in this chapter.

4. US, I g a

-he basic function of the transport layer also known

host-to-hcst layer is to accept data from the session layer

split it up into smaller units, if need be pass these to the
network layer, and ensure that the pieces all arrive at the

cther hand.
the transport layer also determines what type of

service to provide the session layer, and ultimately the
users cf network. The most popular type of transport connec-

tion is error free (virtual) point-to-point channel that
delivers message in the order in which they were sent.

Although the network architecture specifies nothing

about the isplementation, it is worth pointing out that the

transEcrt layer is often implemented by a part of the host
operating system, which we will call a transport station. In

contrast the network layer is typically implemented in the
host ty an input/output driver. The data link and physical
layers are normally izplemented in hardware.

The session layer is the user's interface into the

network. It is with this layer that the user must negotiate

to estatlish a ccnnection with a process on ancther
machine. Once the connection has been established the

session layer can manage the dialog in an orderly manner if

the user has requested that service. A connection tetween
users is usually called session. A a session might be used

to allow a user to log into a remote time sharing system or
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to transfer a file between two machines. To establish a

session the user must provide the remote address he wants to

connect to. Session addresses are intended for use by users

or their programs whereas transport addresses are intended

for the use by transport stations, so the session layer must

be able to convert a sessicn address to its transport

address, to request that a transport connection be set up.

the presentaticn layer performs functions that are

requested sufficiently often to warrant finding a general

solution for them, rather than letting each user solve the

problems. These functions can often be performed by likrary

routines called by the user.

A typical example of a transformation service that

can be performed here is text compression. The presentation

layer could be designed to accept ASCII strings as input and

produce ccmpressed bit patterns as output.

This layer can also perform other transformatiors in

additicn to message compression. Encryption is one possi-

bility. Conversion between character codes, line and screen

length, end of line convention, scroll versus page mode,
character sets and cursor addressing are but a few of the
many problems. The representation layer attempts to

alleviate these problems.

7. jk jRktj&Lag

The content cf the application layer is up to the

individual user. When two user programs on different

machines communicate they alone determine the set of allowed
messages and the action taken upon receipt of each.

Nevertheless there are many issues that occur here that are

* quiet general.
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It is generally inadvisable to create cur cwn

network software. The job inevitably seems to take much

more ;rogramming time than anticipated. A do-it- yourself

approach may be seen reasonable for simple point-to-point or

dial telephcne lines between processors. But our system can

grow rapidly in a few years. Thus this kind of more complex

forms of transport network will need complex software. These

are sufficiently complex that a do-it yourself approach is

not advisable.

A full-function architecture for distributed

processing from a given manufacturer should do everything

listed in this section. So we will look at only designing

issues rather than designing our network software. [Ref. 4]

SME ijS, RANS1&7IONS D BATCHES

A message is a group of bits sent as a single ccmmu-
nication between two machines. It is possible that for tech-

nical reasons, a message may be divided into separate blocks

for tramsmission (sCmetimes called packets). If that

happens, the message will be reassembled before it is given

to the process which uses it.

A transacticn consists of the data which fcrm a

basic unit of work for the application in question. To

complete one transaction several messages may have tc go

Lack and forth.

A group of transactio.s is sometimes sent together

in one transmission, for example from a peripheral processor
used for data entry. This is referred as a batch. It may

sent as multiple transmitted blocks, depending on what block

size gives the most efficient transmission.
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8.

Teleprocessing needs a line control procedure to

perform the following functions:

1. Indicate start and end of a message.

2. send an address with the message so that it goes

to the reguisite device.

3. Detect transmission errors.

4. Initiate retransmission of messages in error, or

messages failed to arrive.

5. maintain line discipline to ensure that two

devices do not transmit at once, and garkle each

otherfs aessage.

The designer selected processors to be interlinked

must ensure that they use ezactly compatible line-control

procedures. Sone line control procedures such as start-stop

control with with the CCITT alphabet Io.5(ASCII) [Ref. 5]

IBf's SCLC (Refo 6] is a subset of HDLC. Most other

manufacturezs have their own version of HDLC.

9. 012g 1s2ge.UisI
To communicate the processors selected must be able

to use not only the same line control procedure but also the

same character set, possibly the ASCII code or CCITT

Alphatet No.5. If we buy IBM's products then we have to use

IBC CIC.

10. UAMSL Ani

0 A variety of control information may be carried in

the header of each message. The system designer who has

elected to use conventional teleprocessing rather than a

network architecture must determine what information is
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needed in the message headers. The following are some of the

types of header information that might be necessary:

a. TYPE OF MESSAGE

Often a machine will receive more than cne type

of message. The header should be indicate the type Eossibly

one Eyte.

b. DESTINATICN ADDRESS

In our system message can travel over more than

cne ]physical links. A destination address is needed to tell

the concentrater or switch where to route the message.

c. SOURCE AEtRESS
S

The receiving processor needs to know where a

message has come from. If it has traveled more than one link

- via a concentrater or switch, it must carry the address of

its source, this address is placed in any response messages.

d. MESSAGE SERIAL NUMBER

The messages may be given a sequential number.

This may Le used for the following purposes:

1. For that no message is lost.

2. For associating a response with the message

triggering that response.

3. If a long message is split into blcck or

packets for reassembling that message.

4. For identifying a message for audit

puricses.

e. TRANSACTICN SERIAL NUMBER

when several messages are involved in one trans-

action, the transaction may be given a serial nuaer rather
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than irdividual messages. This enables the transacticn to be

traced and referred for audit, testing or retrieval

purposes. If it is ;ossible for one message within a trans-

action to be missing the message within a transaction may be

numbered.

f. CHAINING INDICATOR

If a trarsaction can be split into messages a

chaining indicator may indicate that sore messages will

follow in that transaction. Two bits are sometimes used in

the chaining indicator, having the following meanings:

1. First message in transaction.

2. Middle message.
3. Last message in transaction.

4. Only message in transaction.

g. MESSAGE PIASSENBLY INDICATOR

If a long message is chopped up into blocks or
packets, sufficient information must be included to reas-

semble the message and detect whether any packet is lost.

This is usually dcne with a chaining indicator and

sequential rumber.

h. RESPONSE INDICATOR

Sometimes when a processor sends a message, it

requires a response; It may be programmed to wait until it

receives a response. In this case it should send an indica-
tion in the message saying that it is waiting. A 2-bit
indicator is sometimes used having the following meaning:

1. No response expected.

2. A response must be sent to this message.
3. A response must be sent to this chain of

messages after the last message in the

chain is indicated.
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4. A message may or may not be sent.

io TIME AND LATA STAMP

We need tc know the time and the date of the
messages that they were sent. This is used for reference and
audit purpcses. Thus the messages should be marked to

indicate the time and date they were sent.

j. BATCH CONTROLS

In our system we usually transmit a batch of

transactions rather than individual transactions.

Demarcaticn controls are needed in the batch to indicate the

start and end of individual records or transactions and the
end of katch. At the end of the batch a control record
should be sent so that the receiving machine can check that

the transactions received are complete and accurate. This

control record may contain a count of the transactions and a
hash total.

The receiving machine adds up this total and
ensures that it agrees with the total written by the

transmitting machine in the control record.

11. &fl la a

1o regulate the transfer of information and deal

with exception conditions, certain messages are needed which

do not carry application data but which are control signals.
The following tyres cf control messages are used:

a. READ! TO BEGIN

One machine signals to another that it is ready

to receive transaissicn.

85

4 4 ~ ." S- U - . .7.



K
I

b. NOT READY

k machine indicates that it is not at the moment

that it is ready to receive.

C. REQUEST PERMISSION TO TRANSMIT

One machine contacts another, requesting permis-

sion to transait.

d. REJECT

One machine rejects the transmission from

another, indicating the reason. The rejection will not
normally be due to a transmission error because these are
detected and dealt with by the line control procedure. It
will be a validity error or failure message of some type.

e. RETRANSMISSION REQUEST

The receiving machine request that a message

with a given number be resent; or possibly all messages

after a given number. This may be necessitated by a machine
or line failure of some type.

f. INTEBRUP

One processor may send an urgent message to

interrupt another prccessor.

g. INITIATE SESSION

Various types of message may be interchanged to

initiate a session between two machines or to check that the
messages have permission and have the resources to conuni-

cate. Security checks may be necessary before the session
can ccmence.
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I -12. Cjilatio

If transmissicn efficiency is a major concern, data

may be ccmpressed before transmission. This can reduce the

number cf bits by cne third or one half [Ref. 7] The

compressed message will be restored to its original form at

the cther end of the link before use. The compression and

expansion may be done by software in the using computers.

Like cryftography, it may also be done by intelligent

hardware external to the computer (Ref. 1]

G. BCUTrlG

The routing algorithm is that part of the network layer

software, responsible for deciding which output line an

incoming packet should tzansmitted on.

Regardless of wlether routes are chosen independently

for each packet or just at the start of new sessions, there

are certain properties that are desirable in a routing algo-
rithm: correctness, simplicity, robustness, stability,

fairness, and optimality.

Once a network ccmes on the air, it may be expected to

run continuously for years without system-wide failures.

During that time there will be hardware and software fail-

ures of all kinds. Hosts, IMPs and lines will go up and

down repeatedly and the topology will change many times. The

routing algcrithm must be able to cope with changes in the

topology and traffic without requiring all jobs in all hosts

to be aborted and the network to be rebooted every time scme

IMP crashes.

As a ccmpromise many networks attempt to minimize the

number of the hops tends to improve the delay and also

reduce the amount of bandwidth consumed, which tends to

improve tke throughput as well.
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Rcuting algorithms can be classed into two classes:

nonadaptive and adaptive. Nonadaptive algorithms do not base
their rcuting decisions and measurements or estimates of

the current topology and traffic whereas the adaptive ones

do. Adaptive algorithms can further be subdivided into

centralized, isolated, and distributed [Ref. 8]
we will not here look at all routing algorithms. We will

only lock at the static routing which meets all of cur

design specifications. Since our network does not have too

many ncdes and static routing is the simplest one. Besides

if we can make a good estimate about alternate routes,
static routing can be the most efficient one for our system.
Fortunately we have small number of nodes which permit us to
make a gcod estimaticn on alternate routes.

Static or directory routing is a simple algorithm

and one of the most widely used. Each IMP maintains a table
with one rcw for each destination IMP. A row gives the best,

second best, third test and so on, outgoing line for that

destination, together with a relative weight. Before

forwarding a packet, an IMP generates a random number and

then chocses among the alternatives, using the weights as

probabilities. The tables are normally worked out by the
network operators, loaded into the IMPs before the netwcrk

is brought up, and not changed there after.

Actually in our network we don't have a big routing

probles. Since the hosts do not have more than one connec-
tion at any level. 7hus if TiFl would like to send a packet
to TIF2 there is only one route via AFCOM. It is obvious

that we don't need to determine which route is better than

the others. In futroe if we sake a lateral connections in

this network then we will have a serious routing problem. In

that case we should reconsider these routing issues.
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The only problem with static routing is the determi-

ration of weights for each route. This job should nct be ad

hoc. A better althcugh more complicated way to choose the

routes explicitly minimize the mean packet time [Ref. 9)

Static directory routing can give good performance

. if the topology and the traffic do not change much. It also

makes good use of existing bandwidth by using alternative

routes.

H. UBAISHISSION ERRECS

Transmission errors are the fact of life. Network

designers have developed two basic strategies for dealing

with errcrs. One way is to include enough redundant infcrma-

tion along with each block of data sent to enable to the
receiver to deduce what the transmitted character must have

been. Tte other way is only to include enough redundancy to

allow the receiver to deduce that an error occured but not

-- which error, and have it request a transmission. The first

strategy is error correcting codes, and second uses error

detecting codes.

1. Uraro 9-mr221122 Codes

A message consists of m message bits, and r check

tits. Let the total length be n. An n bit unit containing

data and check bits is often referred to as an a bit code-

word. The error detecting and correcting properties of a

code depend on its Hamming distance [Ref. 10] The number of
bit positions in which two codewords differ is called the

Hamming distance d apart, it will require d single-bit
errors to convert one into the other. To detect d errors, we

need a distance d 1 ccdeword because with such a code there
. is no way that d single-bit error can change a valid code-
*.. word intc another valid codeword. When the receiver sees an
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invalid codeword, it can tell that a transmission error has
occured. Similarly to correct d errors we need a 2d 1 code
because that way the legal codewords are so far apart that
even with d changes, the original codeword is still closer
than any other codewcrd, so it can be uniquely determined.

The bits of the codeword are numbered consecutively
starting with bit 1 at the left end. The bits that are power
of twc are checkbits. The rest are filled up with the a
data bits. Each check bit forces the parity of some collec-

tion of bits, including itself, to be even or odd. A
message bit may be included in several parity computations.

To see which check bits the data bit in position k, contrib-
utes the, rewrites k as the sum of powers of 2. For example,

29=1+4+8416. A bit is checked by just those check bits
occuring in its expansion. When a codeword arrives, the

receiver initializes a counter to zero. It then examines
each ckeck bits, k tc see if it has the correct parity. If
not it adds k to the counter. If the counter is zero after

all tke check bits have been examined, the codeword is
accepted as valid. If the counter is nonzero it contains the

number of incorrect it.

Hamming codes can only correct single errors.
However there is a trick that can be used to permit Hamming

codes to correct burst errors. A sequence of k consecutive
codevcrds are arranged as a matrix, one codeword per row.

normally the data would be transmitted one codeword at a
time, fcrm left to right. To correct burst errors the data

should be transmitted one column at a time starting with the
leftmost column. When all k bits have been sent, the second

column is send and so on. when the message arrives at the

other side the matrix is reccnstructed, one column at a
time. If a burst error of length k occurs, 1 bit in each

of the k words will have been affected, but the Hamming code
can correct one error per codeword, so the entire block can

ke restored.
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Error correcting codes are sometimes used for data

transmission, for example when the chanLel is simplex, so

retransmission can nct be requested, but most often error

detection fcllowed bv retransmission is preferred because it
is more efficient. In practice a method is in widespread

use: the polynomial code(also known as cyclic redundancy

code or CRC ). Polyncial codes are based upon treating the

bit strings as representations of polynomials with coeffi-

cients of 0 and 1 only. A k-bit message is regarded as the

coefficient for a polynomial with k terms. Such a polynomial
is said to be of degree k-1. For example, 11000 has five

tits and thus represents a five term polynomial with coef-

*ficients 1, 1, 0, 0, and 0. Polynomial arithmetic is done

module 2, according to the rules of algebraic field theory.
There are no carries for addition and no borrows for
subtraction. Both subtraction and addition identical to

exclusive or.
Uhen the polynomial code is used, the sender and

receiver must agree upon a generator polynomial, G(x) in
advance. Both the high and low order bits of the generator

must be 1. To compute the checksum for some messages with a
bits, ccrresponding to the polynomial M(x)the message must
be lcnger than the pclynomial. The basic idea is to append a

checksum to the end cf the message in such a way that the

polyncmial represented by the checksummed message is divi-

sible by G(x). If there is a remainder, there has been a

transmission error.

The algorithm for computing the checksum is as follows:

1. Let r be the degree of G(x). Append r zero bits

to the lcw order end of the message, so it now

contains m~r bits.
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2. Divide the string corresponding to G(x) into the

bit string corresponding to r zero bits appended

message.

3. Subtract the remainder (which is always r or

fewer bits ) from the bit string correspcnding

to r zero bits appended message, using modulo 2

subtraction. The result is the checksummed

message to be transmitted.

I. CEIPTOLOG!

Until the advent of computers, one of the main

constraints on cryptography has been the ability of the code

clerk to perform the necessary transformations, often a

battlefield with little equipment. An additional constraint
has been difficulty in switching over juickly one cryptcgra-
phyic method to another tone since this entails retaining a
large number of people. The danger of a code clerk being

captured by the enemy has made it essential to be able to
change the cryptcgraphyic method instantly. These

conflicting requirements have given rise to the model of

Figure 5.5
The messages to be encrypted known as the plaintext, are

transformed by a function that is parameterized by a key.

The output of the encryption process known as the cipher-
text, is then transmitted by a messenger or radio. We assume
that the enemy or intruder hears and accurately copies down

P the ccplete ciphertext. Sometimes the intruder does not
only listen to the ccmmunication channel but can also record

messages and play back them later, inject his own messages,

or modify legitimate messages before they get to the
receiver.

The key consists of a short strings of characters that
selects cne of many ictential er.ryptions. In contrast the

92

*r o o , . . ,., • • . . . . . . . . . . . ... ." . .. .?• '. .° • . , . . .. - . .- . - . . • . • . .- o- . . • .- .- . , -. . . . . .... . .. - -. ,°. . -,



First and the oldest cipher known is the CEASER

cipher. In this method each letter is substituted with a

3-letter shifted one. For instance a becomes D, b becomes E

and so on. A slight generalization of this cipher allows the

cipherteit alphabet tc be shifted by k letters, instead of

always 3. In this case k becomes a key to the general method

of circularly shifted alphabets.

The next improvement is to have each of the symbols

in the plaintext, say 26 letters for simplicity, each map

onto scme other letter. For example, first row is a

plaintext and the seccnd row is ciphertext.

abcdef ghij kl nopqrst vywxyz
stl y ho pwbx ucza f c idjv e a k nqr

This general systea is called monoalphabetic sutsti-

tution, with the key being the 26-letter string

corresponding to the full alphabet.
Given a surprisingly small amount of ciphertext, the

cipher can 'e broken easily. The basic attacks take advan-

tage of statistical properties of natural languages. In
english, for example, e is the most common letter, followed

by t, a, o, n, i. The most common letter combinaticns, or

digrans, are: th, in, er, and an. The most common three

letter ccbinations, cr trigrams are: the, and, ion and end.
A cryptanalyst trying to break a .onoalphatetic

cipher wculd start out by counting the relative frequencies

of all letters in the ciphertext. Then he might tentatively

assign-the most common one to e and the next common cne to
t. Then by making guesses at common letters digrams, ani

trigrams, cryptanalyst builds up a tentative plaintext

letter by letter.
To make the cryptanalyst's job more difficult, it is

necessary to smooth out the frequencies of the ciphertext,
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Passive intruder Active intruder

intruder

Plaintex Encryption Decryption Plaintext
M Met h od Method

:'. ciphertext

Encryption key Decryptlon key

Figure 5.5 Cryptographic Method.

general method, which may be every few years# the keys can

te changed as often as required. Thus our basic model is a

stable and publicly known general method parameterized by a

secret and easily changed key.

Encryption methods historically divided up into two

categories: substitution ciphers and transposition ciphers.

Now we will look at each of them.

In a substitution cipher each letter or group of

letters is replaced ty another letter or group of letters to

disguise it.
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so the letters representing e, t, do not stand out so

clearly. One way of achieving this goal is to introduce

multiple cipher alphabets, to be used in rotation, giving

what is known as a polyalphabetic cipher. As an example

consider the VIGENERE cipher. It consists of a square matrix

containing 26 CEASER alphabet. The first row called rcw A,

isA P C ... X YZ. Thenext rowiscalled row B, is C D

E F ... 7 Z A. The last row, called row Z, is Z A B C D

V X 7.

like the moncalphabetic cipher, this cipher also has

a key, but instead of being a string of 26 distinct charac-

ters, the key is usually a short, easy-to-remember word or

phrase, such as EXTEFEESTRIAL.

EXTE RE S TR I ALE XT E RRES T R

e tact ica forces wills tart

The key letter above each plaintext letter tells

.* which row to use for encryption. The t is encrypted using

the CEIASE alphabet row E, then a is encrypted using the

CEASEP alphabet row 1, and so on.

A more powerful polyalphabetic cipher can be

. constructed by using arbitrary monoalphabetic ciphers for
the rcws instead of restricted them to CEASED ciphers. The

only problem with this scheme is that the 26x26 square table

. then beccmes part of the key and must also be memorized or

written down.

The next step up in the complexity for the cryptog-

rapher is tc use a lcnger key than the plaintext. In fact,

constructing an unbreakable cipher is easy. First choose a

random bit string as a key. Then convert the plaintext into

a bit string for example using ASCII representation.

Finally compute the EX-OR of these two strings, bit by bit.

The resulting ciphertext cannot be broken, because every

possible plaintext is an equally probable candidate. The
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cipherteit gives the cryptanaijat no information at all. in
a sufficiently large sample of ciphertest# each letter will
occur egually of tea, as will every digram and every trigras.

Ihis method is known as the one time key, has a
number of Frecticai disadvantages* unfortunately. lo start
with* the key can not be meoized, so both sender ad
receiver munst carry a written copy with them. Written keys
are undesirable. Additionally the total amount of data can
te transmitted is lisited by the asount of key available. if
the sly strikes it rich and discovers a wealth of data, he
may find himlf unable to transmit it back to headquarters
because the key has teen *sed up. another problem is the
sensitivity of the method to lost messages, or messages that
active in the wrong order. If the sender and the receiver
get out Cf synchronization as to where in the key they are.
they are in trouble.

Sustitution, ciphers need not always work one letter
(oz bit) at a tine. Yor example P023U's cipher uses 26z26
table* like the VIGNUR cipher. The plaintext is eacoded
two characters at a time. The first character indicates a
row, the second a column. The number of letter paid found at
the, intersection is the encrypted value. if 26 different
tables are prepared* trigrams can be encrypted "s units by
using the first letter of each trigras to select a table.

2. SOMg

As the units encrypted become longer ad longer, the
cipher kegins to resemble a code. The ain differeace
between a cipher and a 0ode is that the f ormer encrypts a
fixed-sine unit of 1lainteit with each operation, whereas

4 the latex encrypts a single vatiable-length linguistic unit,
typically a single word or phrase.

Codes have the disadvantage of requiring large
tlocks, that can not be replaced as easily as the key to a



cipher. NGove,. they hav* the advantage of being harder to
break than ciphers. Codes and4 ciphers can to combined to
make the cryptanalystes life less pleasant. ror examplev

encoding a msage might yield a five-digit numbers. These
nuabers could be concatenated to form a digit sequence, that
could than be encrypted using a polyalpkabotic cipher.
inciphering a coded message is called superencipherrent.
Superenciphered code& ace harde" to break.

3. Z~aOR~L10 CLAKAu

Substitution ciphers and codes preserve the order of
the plainteat but disguise them. Transposition cifhers, in
contraste reorder the letters but do not disguise then.
Figure 5.6 Ispicts a common transposition cipher* the
columnar transpositicu.. The cipher is keyed by a word of
phrase act containing any repeated letters. la this example
TROUBLE is the kae The purpose of the key is to ausber the
columns, column I being under the key letter closest tc the
start of alphabet. and so on. The plaiatext is written hoti'
zotally, as a "tries of rows. The cipaertet is read out
by columns, startng with the column whose key is the
lowiest.

To break a transpositica cipher, the cryptanalyst
must first be aware that he is dealing with a transposition
cipher. By looking at the frequency of e, t# a, o# L. a* it
is easy to se if they fit the noral pattern, for plaintext.
if so the cipher Is clearly the transposition cipher,
because In much a cipher every letter represents itself.

Some transposition ciphers accept a fixed-length
block of input and, Izoduce, a fixed-length block of output.

* These cilhers can be completely described by just giving a
list tolling the order in which the characters are to be
output.
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Mile descriting the various classical cryptogza-
phyic schemes* have U1rie, to make it clear how compters
can to used as powerful tools by tk. Cryptanalyste both for
collecting froguseacy statistics and for trying out large
numbers of tostative solutioss. We Vill think about making
the eaczyption process so complicated that not even a
computer can break it.

Although modern cryptography uses the Saoe tasic
ideas as traditional cryptography# transition and substite-
tion, its emphasis Is different. Traditionally cryjptographs

C used atolls algacithas and relied on long keys for theic
security nowadays reverse is true:s the object is to make the
encryltiom algorithm so complem. ad Involuted that even if
the ctyptanalyst acguires fast sounds of enmcipherced text of

C his cvn choosing* be will not be able to make any sense of
It at all.
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ligure 5.7 A: P-DoZ. 3: S-3oze C: Cascade Ciphers.

Transposition and substitution can be done with

simple circuits. ligure 5.7 A. shows a device known as

1-box, used to effect a transposition on an 8-bit inut. if

the S bits are designated from top to bottom as 01230567,

them the output of this particular p-box is 360712*5. By

appropriate internal wiring a p-box can be made to perform

any tzansposition. Substitutions are performed by what are

called s-boxw, as sbcVA in Figure 5.7 a. Zn this examfle a

3-bit plaintest is entered and a 3-bit ciphertext is output.

he 3-bit input selects one of the lines exiting from the

first stage and sets it to I; all the other lines are 0. The

second stage is a p-box. The third stage encodes the

selected infut line Is blacy again. lith the wiring shown,

it the eight octal numbers 0123eS7 ere iaput one after

another, the output seguence would be 24506713. Again by

appropriate wiring of the p-box, any substitution can be

accomlished.

The real power of those basic elements only becomes
when we cascade a whole series of ciphers, as shown in

tigure 5.7 C. fn this example, 12 input lines ate trams-

forted ty the first stage. Theoretically, it would be
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. Fossibel to have the second stage be an S-boxe that gaFlfed a

12-bit unaer onto ancther 12-bit nmber. Hovever, such a

device would need 2*012 a 4096 crossed wires in its middle

stage. nsteamd the Input is broken up into four groups of 3

bits. each of which is substituted independently ot the

others. Although this method is less geaeral#, it is still

owerful. By including a sufficiently large number of stages

in the product cipher, the outlut can be made to a nonlinear

L Lunction of the input caes. ]
se kave talked about too much on cryptology so far

kecause of our system needs very tight security measures. It

is ot vious that the cryptology Is not only the Val to

prevent malicious act, to gain access to secret Lntocmatica.

go sbould else consider the overall system security and

pivacy. but we will not .consider then in this thesL, since

they are very wide subjects &ad depend on the particular
applicatlon.
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vI. £012 £0IEZU Zo I

A. FIILZIIAIR COISUItATZOiS

ianicomuters have historically lacked the power of

mainframes. Their Ucer price, aosyer, made the systems
Ideal fox dedicated tasks. Technological advances* guickly

elevated hinicomptes to the class of standalone general-

=aspoe systems, and manufacturers began developing higb-ead

miniccaputers with 32-lit architectures to challaage

mainframe markets.

1. £1u t

the first tak is purchasing a minicomputer is to

develo; a defnaitiom of the use for the new system. By
detailing the onvircamnat and utilizatioa, an organization

can quickly detemine whether or not a full-povered miniccm-

puter Is needed. Our system vil have to support approxi-

mately 24 interactive users and provide such services as
electronic mAil, data base management, and advanced

accovatiAg functions. In addition the system will be
required to perfecm katch updates to the maLafCaae several

times a day. Also, we strongly desire that the minicomputers

have several communication capabilities in terms of
networking.

IzamLaiag the capabilities of alternate types of

systems will load this ecgaaIzatioa to the conclusion that

aiicoaejters reporset the best option. The siagle-user

6-and16- lit microccoputer systems would obviously not
satisfy cur system requirements. Nigh-end mictoccmjuterm

could certainly prcide aecessary throughput, but this

quickly degrades as additional users ate added. On the cther
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and of the markets it would be hard to justify a mainframe
tot 24 users*

It is this type of dedicated application tbat aany
experts predict the ujaicompater will continue to fulfill.
siniccaputets will also be required for other such applica-
tions as controlling clestets of singile-user microcomputers*
dedicated comuication switching and managing various
network functions.

2. UkiNuhazi

Once the, application is defined* one should estimate
the reguired throughput. throughput can best be defined as
the system's ability to accept, process and output the
results cf transactions. the number of transactions the
number of users# and the amount of data that is involved

* will provide a reLative throughPst, rejuiremest.
Actua throughput is determined by a combination of

processing power, generally expressed in Billions of
Instructions per second (lIRS),p bus transfer rates and
memory cycle time. such factors as the interrupt systes,
operating software &ad the availability of cache memory also

* effects thrzoughput, sad any as* of these elements is calatle
of distorting the overall Pictere. A system featuring a high
level of prcossing faoer, for example my provide aaccep-
table response because of operating system bottlenecks
encountered when several users access it simultaneously.

the ideal syates ment offer the necessary support
for Immediate neods. It is also important that the systes
te able to support future expanded requiLrements. this
support may toside is the system itself* or ia the form of

* available upgrades.
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* 3. JMg Rear senuta

Some systems support multiple users through multi-
jplexed 13-232 interfaces. oesmay implement. direct
connections for each terminal using clustered controllers.
once again# the architecture ill. affect the throughput and

response tia. of ths, System.
Cab should additionally understand the vendor's

method cf supporting multiple users. Potential buyers
should determine how intercupts are assigned and activated.
A system based anpriority interrupts may not provide the
response that low priority users require if a large
percentage of the higher priority usaes commonly run CPU
intensive program. On the other hand, a time-slice or
polling structure may frustrate *sers running long or
complicated tasks.

Bost inicomputer vendors configure their systems
with a limited member of high-speed ports and direct memory
access channels. These, ports can speed transacticns ado,
depending on thes application. may be the key elements of a
systes Sucess. for ezaaple an application requiring
intensive updates to a disk resident data base would beet
from such a high-speed channel.

s. III IlASCIAI C03126MVA!ON

in determining the application, it is important to quan-
tify the amount d9 data required., Purchasers should ezaaine
such factors as the type and frequency of hard-copy reports,
the &@cost of data that wiln be stored and the method used
to backup that data, The peripherals supporting these func-
tions can seriously degrade the overall pormcaace of the
system if chosen improperly.

Printers should to selected to provide both the speed
and print quality that an application requires.
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Ike ancuant and type of Bass stocage supported6 Cn a
system should also be considered. AIL systems support Uisk
drives# but they vary significantly in their capacities. Ike
technology sed ina tie disk drive can also be important.

Ancthez element that should be exiamined is the method of
copying data for archival storage. Although reel-tc-reel
sagnetle tape is tie sost ccemonly used device for this
operation* an application may dictate the implementation of
cartridge disks or streamaga tape drives. The recorling
speed of backup device and the ability to store the media
off-line are primary considerations in this area.

1. anauU&ALAaa
Cas advantage that inicomputers presently have over

q £icrocomjuters Is cossumicatioas smjport. Implementing a
minicomputer in a distributed network requixes a data commu-
nications link and pretocol. It is. therefore, very impor-

% taut that the host and inicomputer be able to talk with
with cgs ancthet.

A ccrnos solution to this problem is through remote
job entry. lost vendorsp in addition to lilt, offer emulation
software as well as 12l SNA ad 1.2S protocol support.
Several vendocs have also developed proprietary networking
;zotocole. The type of link that will be established ketween
the saiafzase and the amicompters wllI deed on the
application. le1mote job entry may be the most effective
approach for a remote system which only updates a central-
ized data base at the sad of each day. A system that inter-
acts with a host several times a day, however, will need to
sapport as advasnd protocol or network architecture.
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*" C. III SOl naI QUISIOI

insicomputo vendors typically provide a prOFrietarl

operating myst•e, a selection cf compilers, utilities and a
limited amset of aplications software. The oferatlng

system shoulde of coczse, suport the intended applicatics.
If the system will be supporting transaction processing, it

* is imperative that tie operating system support those tasks.

Similarly, it pccgras are to be developed in-house, it

is imFortant that the system support lanjuages already teing
used ky the prograemers. The staadard supported by

Languages nde consideration should be ezamned carefully.

D. in Suvrcs IlCuC

Several areas og vendor support mst be addressed during

the bujiag cycle. Ihe most obvious ite is maintenance.

The ptimv.. concern in this are is the availability and

cost of a mainteance contract as well as the location of
the nearest maintenance cuter, the scheduling of preventive
Saitlegaaco and the response time. One should also ascer-

tamn the vendors policy concerning systems confLgured with
third-party sortaro and peripherals.

he kuer should determine a vendor's future macketag

plan. if a vendor Is involved in developing mLcrocoputers
to the exclusion of sinicompeters. it is possible that the
ven4oz will eventua11l vacate the minicomputer market. Sach
a move could leave the buyers without system support and
would sevezly Limit the availability of third-Fatty
peripherals and software.

The vendor's willinnoess to provide site planning,
installatiom and initial system generation of services

should te studied. These items are critical te the
saccessful leplomentat.oa of a ne system [tef. 11)
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In thxa chapter we will act consider system needs s"pa-

ratelle Instead we Vill present an minicomputer selection
model Vhich Considers hardware and software features by
their weights. Thus this geneal evaluation method lets the
Lyer to set his own se~uLreaents by detorining the weights

of each factor. An evaluatin example will be presented for

cur systes. but we can also use it whenever we would like to

expand the system. "so, some type of minicomputers Vill

ke presented to give as idea about the system cost, under

today's marketing conditions.

1. A ICAM t1 U5Z COUNEI SULMCMON

Ewaluating the minicomputers for selection needs a

well-faormed evalustics nmodel. This model differs from other

models in a smse that it addresses the reLaticnuhips

ketween bjectve measures (pricee petformcace) asd subjec-
tive (F Socessor eeorzy size). Particular user needs and

circumstances could reire so" varLato from these

suggested guidellnose however, the basic principles and
methods which re jz:esented offer enough flexibility to

accommodate much chaages. [ef. 12]

. A HGOBOGS S3 UZO@N 30331

*hat is needed is an evaluation model which has four

Lsic calakiltles

1. The ability to transform gualittive considerations

lato mmerical malts.

2. the ability to express both - santitathve and uall-

tative ratings is the same unaits.

3. The ability to allo the decisLoS-maker to ezFlic-

itly his or ber judgement as to the relative iopor-

tamc of qualitative and quaatitative factors.
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4. A capacity for performing sensitivity analysis on

the results cf the evaluation by the model.

Tbe rigorous evaluation model (BEN) has all of the abcve

capabilities. The mcdel expresses vuantitative considera-

tions as monetary costs, and transforms the total cost for

each feasible alternative into a score between zero and one

(the scores mm to one). For each qualitative factor, the

model translates nominal ratings into numerical scores, and

allows the decision-maker to express his view of the rela-

tive importance of the subjective criteria by weighing them

lboth the scores for each alternative on each criterion, and

the associated weighted scores, sun to one). The decision-

maker then selects a weighting scheme which represents his

subjective view of the relative importance of the aggregate

objective score, in relation to the aggregate subjective

score.

Tbe ap~ilcatLon cf the model to computer systems is

illustrated by the fclloving example. In this example crit-

ical factors narrowed the number of minicomputers to be

considered to five. Any computer its price range (for a

minimum configuration) fell outside the range S80,000 to

$150.000 was eliminated. The five qualifying computers

were :

1. Raj General £Cegaaratiga,, EipsR 5L002 11

1. sult iser-multi Frcgraming

2. In bytes, 32 bits storage word, 32 bits transfer

ord.

3. COBOL, EASIC, 01/10 PASCAL, APLO REG,

Language-C, FORTRAI 77, DG/L, SWAT available.

4. OS: =11,, A0S/S,, AOS/3T32
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4

5. iS-232C* RS-449/422* 20/60 a&. S-423 Later-

faces.,

6. Asynchronous synchronous. BSCV HDLC* 1.25t

SDLCv Sli BASP 11 protocols.

7. Distribution: Veadoc Vendor maintenance.

6. 1983. Tyj1cal system: 13N RAN* os and applica-

tion softvare. Price: $83,.300-S200000.

2. iss 1u.a.Uad

1. Ultiusez-multi programmiag

2. 13 to 51 kytes, 32 bits storage word , 32 bits

transfer word. 80S maol. 24 users. virtual

semo&y.

3. COBOLw PASC* PL/10 BLISS 32v CORAL 66

Languge-C€ OITtAU.DIBOLO nACRO assembly avail-

able.

4. OS: VA/US

5. a-232C# IS-449/422. 20/60 mA IS-423 inter-

faces.

6. Asynchronous, slnchcoaous, 1.25@ Spa* CDCBP

protocols. ComamaLcatioas channels: 9

7. Distribution& Vendor* Vendor maintenance.

6. 1962. Tyjical systems INS sa3, 108 disk* 121 l

fixed disk terLi, VAX/VBS aultifunction

cosa. ccntroller, Price: S28,SOO-SSg,4O0
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3. 1kg kla Wl tmI i jA J
* 1o Uultiusez-multi 5rrogramniag

2. 512k to 1.5 8 bytes@ 32 bits storage word, 32

bits transfer word.

3. OS1T memory* 60 users, virtual memocy.

4. 3SICO CCIOL, 2G 111# available.

• .S OS: CUF

6. 13-232, CCITT V.35 interfaces. SC, SDIC, 551

i otocola. Communication channels: a

7. Distribution: Vendor, on-sLt alntenance.,

S. 1960 price: $58,370 - 8110,220. Lease (mo.)
52,6O3-85,092

4. ULIM iaMsLMu In-MOWa ..z
1. nult luser-multi progsamming

2. 5121 to 41 bytes, 32 bits storage word@ 32 bits

transfer word.

* 3. NOS eozy, 32 seros, victual memory, cache 211

4. COBOL# EASLC Pascal, RIP FOT331 assembly

1 1/0 available.

S. 053 MSINCS

6. AsJyncbtoacus. 1.25, BSC, UDLC, 1.25. 5AS11

DPT1(3270)JtJ emulation protocols.

Communicetions chamnols:32, I DNA channel.

7. MIRMTIIGlI3 compatible.
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8. Distributions Vendor, on-site maintenance.

9. 1980. Tyjical systes: INS BAN* 161 85 disk# 75

ips tape. CRT* 16 &sync lines, PRInOS. Price:

578 000-11800 0

s. JUS Usor Ws. US. U 11

1. 8ultiuser-1ultLprogrlaming IN to 48 bytes# 32

bits storage word* 32 bits transfer word.

2. lio memory, 32-8S users, virtual memory# cache

3215

3. COIOL IEASZCO PL/I. SFG. FOT3AIf asseakly

available.

4. 0: VS

S. BSC. 1BE 3270. 2780/3780. 3274/3277.SllA. TI!

SLemeas/ISVZ ICL 7182 protocols.

6. 3AIGI3 compatibe.

7. Distribution: Vendor, vendor maintenance.

8. 1983. Price: 563,000.

2hirten subjective factors vere chosen. Each is
discussed below, with a description of how each computer was

rated.

* IUUZ U C Q =I[ Both affect computer speed and

perfcrmance. The five computers were ranked I thru S.

* ZUSUEU General capabilities, address and instruction

lengths, number of registers. The computers were

ccmpared two at a tim, the better receiving point of 1.
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, jAlJL0 JAME1 The maximum amouot of randoa access
* memory (LAN) available through expansion. The number of

It veto essigned as scores.

S11* .U1102 augz URU Various features not included
atove. Each macbine was assigned a score on a scale of

1 to 10.

* Aj iiji KijU fj £ELLU This factor vil limit the
1/O ezxpsion. tech computer was ranked I thra 5.

* UUZB 91 gnu it is important in terms of system

availability of jotential user expansion.

" Jla jf5 & LIU M The amount of RIAN coming with the

kasic configuratica. The number of KB BN were assigned

an scores.

" MjMJjf flflJ The sachine's operating system affects

ease of use and efficient use of the hardware.
Operating systems were compared two at a time with a
paint given to tke superior operating systes.

* U Z A poor assembler can limit some applications.

"he capabilities of the assembler are directly related

to the hardware. A zero was assigned for an average or
sediocre asseablar and a one was assigned to a good

asebler.

G fifILN The nuker and type of coapilersavailable for

that sachine. Each system was assigned a rank from 1 to

5.

12C &ZP5IIfI Based on availability and quality a

zero was assigned to poor software and a one was

assigned to good software.

4i

111

*.. ~ - -~**,-* ~ -'

*,, .. r .~ -,** *. ***-* *.* **.. *** ..



* l10iA 1 IZ UIEIN _E GRIUATZON This factor rates

the hardare that is included in the minimum configura-
tion as packaged ty the sanufactarer. The hardware was

compared two at a time, with a point to the better of

tke two.

-* Z U U includes coentse, which were not

included in the ctber categories. A rank of 1 to 5 was
assigned to each machine.

Each possible pait of the above factors was
compared. i point was assigned to the more important factor

of each ccaparison. The subjective weights vere then

computed by dividing the points for each factor by the total

number of ;oints. Ibe resulted weights are presented in

lahie I

Subjective Factor Weights

Wordsize and cycle time
Processormemory ez ansjoaOthe sear Clzeat~ cps

ma man e: oucanelsar of o r D

D rect. access memory
an sj8te0

Co. eroolet rk so tva
aft ale v tb sium configuration

2he result of assigned weights in this manner was
validated by ranking the subjective factors.

Ihe scores for each computer on each factor were
converted percentages. Por each alternative Table 2 gives

0 the score and percentage of subjective factor measure (rvn).
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TAiLE 2

Computatios Cf Subjective Factor oasecoe

i1.o . j.,o ' 14 .26  168 .26
80M S 0 .25 123 1/9 .25

V.01 :11 41 /.121 1;e1

.17 .22 .22 .16 .23

The objective factor costs (OVC) were comuted by
taking tte price of minimum configuration and adding five
years of maintenance charges.

Tho objective factor measure (01) is computed based

on the O1C. The subjective factor measure (S} Is confuted
by summisg the sultl$lication of each factor weight (SF3) by
the respective weight for that factor given to each

alternative.

The program then runs a sensitivity analysis by

varying I from zero to 1 by .05 increments, where I is

defined as the objective factor decision weight. The

following focmula provides the measure assigned to each

alternative:

UIAsUBI= I (ClUCK)) * (1-I) (s11(1))
J+

the results of this program can be found in Table 3.

whereas the following shows the sensitivity analysis of the

data.

In Table 3g V&N received the highest subjective

factor measure, followed by 198 and DEC. DZC received the
highest cbjective measure, followed by 158.
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!ABLI 3
Summary Of Objective and Subjective measures

Ulzu 2m ALM usQ

IWEASURE

2.6

L4

LO

0 .2 .4 .6 .6 1X

Figure 6.1 Subjectivity.t objectivity Slution.

2hose if I were zero* one was basing his decision
* solely on subjectivity* the WANG compater would be selected.

On the other extreme, if I were oae, one was basing his
decisics on the objective measure* then the DIC would be

selected.
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Figure 6.1 shows the evaluation of five different

computers. Shile x increasing* which means objectivity gains

emphasis# on the other hand, while z decreasing* which means

subjectivity gains onrhasis. Thus, one can make his deci-

sian, ty choosing at X value Which is relateA with its

economical constraints.

I

0
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1. In our system design considerations it is obvious

that this type system can not be designed in ad hoc

fashion. we need a central planning which at least

looks five years ahead. Because the system cost

vil be very high and if we do not start uith a

detailed planning, we will have too many rchleams

in the future and worse, to correct these errors

may cost more than the original cost of the total

system.

2. Database design is an important part of our overall

system design. An inflexiable database will not lot

us to take advantage of using the computer power

and network facilities. System expansion must be

considered carefully. Dtabase back-ape recovery and

integrity pzocedures are also very important

issues. Auditing must be provided to integrate

data and present the malicious accesses.

3. letwork design or choosing a network architecture

must be done carefully. Too zany kinds of incompat-

ible type of hardware and software products exist

in marketplace. hen we add the dollar factor it

will be teugher Job to choose these products.

Also, netvozking needs a capability of expansion

tor further needs. Thus, it must be fleziable and

permit the organization to change the system

configuration, adding new users and so forth.

4. The actual cost of the system is very difficult to

determine. The cost of minicomputers are fluctu-

ating and many new products are coming in to the

marketplace. Dollar consideration has tc be

116
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balanced itb the system noed4 it shouldn't be

considered an mjcr factor. Since the systels"

further benefits may balance costs. A structured

system cost evaluation methodology must be kept

du ing the selection process.

5. Thet are ;otentially large costs involved in

training users and maintaining software. New system

will require a group of programmer, analysts, to

process software, trouble reports tests and

changes, and maintain system documentation.
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