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2. A MOod t Dhbuto Sydow.
In afte wi *heb dft liftpelfty teaft dea. onu mm ad general, we Intuce= a simple mode of

*IWhsyef

A ess:akdo Iap lea b4vdlr p 0 wMs modie set rnedumGand edP rot udg u dobthatOc
diAce edg e o inr palm e* (uv) C edSGeO) if and only If(v4u IE edgON) (We consider a pit of

ofeteded= rathr dum a singl undirected edg In order to roodel, te comucdmIn each direction
upaml).we call ft. ea* (0~) o.uie of u. aid a be*g of v. Owvn U a Au of nods(%) due

ig raebdedby U bdevphoom fl*e nodesin Uaaddedgebtwee nodeU.
The Inedelder ofU is te at of edges urn maiim omsde u Intw u.. tat is. epG) n1 ((nodeK0)\u)
XU).

A system 9 Is aenmunlcadion graph G with an asignent of a device and an lept to each node of 0.
Devics ame unde6i primite objet Thw specific inputs we consider wre anco~ng of 3.1m. red
numbess or mnivalued. Ilmeton of time (e4g local clock) The pomcula typ of Input depends on due
apg en Ue mnlem aidresmi. I a mode b asigned devic A In symtn 9. we my dt t m ode mmn A. A
1-uahi10 of 9bu- mibva u of0 withilheamseod devicessad Inpiu

Evesyq -yem9hnA qie. bhavior, 6,which ha ailocoatugabehaioof evey ode MiceeI
0. (We do& r dcie 6 aa behavior of the communiaio graph 0. Note tha a syse his emach on
behavior, whil a paph my hae eerl depending on the devices and Inputs amiged to the nodst) Mwe

mwdn of amabtviwl g o dw beblonof dw fodu ad edes of a uzbpoaph0of() bim
inemhfof0 is

For ur% we Mok amd ad odge beh-vIons a primitive In more acmrt and hfala ods, a node or
oft bow mAW be a Aime a hub auac of momes or a mapping ftm Wh positiv ab to-
mN , dKm&sift smea fa A-ene of time (We use the latter Inwnterreato lr Lawe reuit.). Lem huller
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u.U~~aehu~tbeavlm, map11.000es N**stst or Arm eauslhse rdinals loaes To
odmo elmn e prWeWe i u kan of node and e behavior is ualmpocns We eed only

nukWlcim momil wate dfe giowing two laold. (Wp mm ds two adomsdroughou the pape.
Sam oldhe ber remis require additional amurmpton)

LOmn AIAm . LA and j bes mswith be Bm andrsevy, M isomorphk m m
% wd RL (with va aw U ad M). U dwc mqiaon gdbe klus Gthe bep
boersU a m n6an d 6'aml d n~ti cal ena i ts and l~am lencal.

At heamt the Localsy aiom uys thtcmw wla only takes placover the edges of the p-emnicadon
graph. In paoticular. ip PieP-4 the follow* property: Theonly pem'neersaeasig the behaviorofny

loal portion of a rsm are di devices amd impu at each hd node, together with say Inlbnadon

incomns over edges hon the mander oldie s3ystm. If them parmeenar are the in two behavioa, the

local behavim (scenaros) are the amnL.nCkedy, some such locality property must hold, or agreement is
trivially achible by havin v read other device's inpu dirctly.

Fa* Axm Let Abe my devia Le IEr~Ed be dea* behavom such thntteach EIs thie behavof
the ith outedge, In some system behavio 0, of a node running A. Let u be any node with
d outedges (uV1),4u,,V). There Is a device F such that in any system t which u rums F,
dhe behavor of each outedge (4.9) b Er

In this case, we write FA(E.Ed for F. This axiom expmees a pom werfalmusurdnS capability of faled
device. Any behavior exhibited by a device over differt edges in different system behaviots can be

exhibited by a biled device In a single system behavior. When this axiom is siglpificandy weakened (say, by

adding an unblgeable signature iammpdon), the Howing Impo lity result do not hold [LSPPSLI.

In order to establIsh die relevance of our imposibility realt o more concrfte models of distributed

systems. it is sufficient to interpret our definitions in the particular model and then to prove the Lty and
Fault azlom

Our proofs utilize the graph-theoret c notion of a covaft For any graph 0. let nhbors = ((uV) I uis a

node ofG and V is the set ofall nodes v such tnt there I an edge ftrom v to u in G). A graph S com0s if

them is mapping ftn the nodes ofS to die nodes oG that pe "neighbL" That is fnode nolS

has d negihborsv1,,v. and (u) = w fbr a node w of0, then w hs d eighbor x.., and (vO a x ft1
i : d. Undr such a mappins S looks locally like G.

3PJwu winkM auiti te Ibn8is epd ank w mud to ettead db boult puepuy ttim ths a m .



~- 01 '-*-*

Uw*gI lml-4q2 mmt 0 p0b ka 90 pp11 0 WOWlh~ 04r CW Dam syom devics Ar sm..Af

We be*) *ft ofewma bdof 3 + Ift h =W odes ausA d fu~ya mhavIngfm
SMhich alas aA =,ai u3wee adn m *Ler Correc sm beaw cm e sdix fte

AMb~rete er correct nods elmoassdm urn vaMe. odsw d~W~

Mal~ co lt ph SouIs aet haedets n&tMitIptmsh i aut~

I W ei h di lcWerft bo0 o~fm +w MIPP 9i dine b o~) 4l node require ali B y areend.
*f w fis z ol e ~ m~ n a. = i a m = 1 u m e m t apbe a m e o v d ~



5

Now Vpecify the system by assigning devices and inputs for the nodes in S as Wolows.

A--B--C--A--B--C
0 0 0 1 1 1

By this we mean tha node u runs device A with input , node v runs B with input O, and so on. 1e I1

denote die resulting behavior of the system: I includes a behavior for each of the six nodes and twelve
directed edages m.

Now consider scnas1w w, and 117 in , where each consists of the behaviors of the two Indicated
nodes in S, along with the activity over the two connecting edges. Wc arge that each of these scenarios.
identical to a scenario in a correct behavior of G.

The first scenario TV. is shown below.

I $ I
/-------------- -- /.---
A--B--C--A--B--C F--B--C
0 0 0 1 1 1 I0 0

I .I. .

This scenario is the behavior in 1of nodes v and w, together with that of the communication edges between
v and w. Now consider the behavior 9 1 of G in which node b runs B on input 0. node c runs C on input 0,
and nodea runs a device that mimics node u in talking to b, and mimics node x in talking to c. Formally, i
%.v) and .w) are the indicated edge behaviors in , node a runs device FA(E(.v),F1., } (we have written
just F in the figurc). This device exists, by the Fault axiom, and in the resulting behavior, edges from node a
to node b and to node c have behaviors E(u,) and E(X.w , respectively. By the Locality axiom, the scenario
containing b and c's behaviors in 61 is identical to :f,. Validity requirements insure that node b and node c
must choose 0 in 1 Since their behavior is identical in 1, v and w choose 0 in 1.

Next, consider scenario 1,,.

1 s2
/-----------------
A--B--C--A--B--C A--F--C
0 0 0 1 1 1 1 0

I .. II-I I-1

This scenario includes the behavior of nodes w and x in 1. It is also the behavior of nodes a and c in a

behavior 62 of G which results when they run their devices A and C on inputs 1 and 0, respectively, and node
b is faulty, exhibiting the same behavior to node x that v exhibits to w in , and the same behavior to node a
that y exhibits to x in . The behavior of node c in 2 is identical to that ofnode w in 1 ,so node c chooses 0 in

C. fom the argument above. By agreement, node a decides 0 In 92. Thus node x decides 0 In I.
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Now consider dhe third Kaia 11Y

A--B--C--A--B--C A--B--F
0 0 0 111 1 1

YI In

lbbacenaio sth bavror of nodes xand y In . Itis also the behavior ofnodes aand bin acorrect

beaiwir 63 of G which results when they both run their devices on input 1. and node c is faul exhibiting

thecsame behavior to node athat wexhibis to xin i.and the same behavior to node bthatz exhibis to yin .
Validity requirements insure that nodes a and b must choose 1. Thus nodes x and y choose 1. But we have

already establilhed that node x must choose 0, a contradiction.

Now consider the generalcase ofl101 = n :53m. Pattion thenods of0 into thunesets, ab and c,so that

a. b and c have at least 1 and at most m nodes.- MIis means that any two seas together contain at least n-in

nodes. lbw nodes in each set are running agreement devices. and we denote by A the set of devices running

at the nodes in a. and similarly for B and C~ Now construct the covering graph S In the obvious way. Briefly,

take two copies of G. and label the sets a. b and c in eich copy by u, v and w, respectively. in one copy, and x,

y and zin the oher. Now replace thecedges between nods in uand wand between nodes in xand zby

COIrresponding edges between u and z and between x and w. Assign devices to nodes of S according to their

corresponding node in 0. We represent the covering graph S and assigned devices exactly as above, so that

* the edges depicted between two sets of nodes in S, say sets u and v, are now a shorthand representation for all

thecedges in Sbetween nodes in set uand nodes in set v. Thlc inputs depicted forthe sets of devices A. Band

C are assigned to all the devices in the respective sets Ile arguments proceed exactly as in the preceding

pictures. We consider only one in detal

/-------------- --- -
A--B--C--A--S--C F--B--C
0 0 0 111 0 0

This scenariois now the behavior of the setsof nodes in vand win the behavior I Itis the sameasthe

behavior of the sets b and c in a behavior 9, of G in which all nodes in both sets run their devices with input 0

and the nodes in set a exhibit the same behavior to members of b that the corresponding nodes in set u exhibit

to the members of v in . and the same behavior to nodes in c that the corresponding nodes in y exhibit to the

members ofx in . Sice9M b and ctoehercontain atleast n-m correct nodes, 1 is acorrect behavior of

0. Thm aldenodes in band cmust docde 0,bythe valdiycondtion. and ccontains atlearone node, by

Mir. 'II
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construction.

32 Connectift

Now we carry out thc 2m + I connectivity lower bound proof. Let c(G) = connectivity of G. We assume

we can achieve Byzantine agreement in a graph G with c(G) :5 2m. and derive a contradiction.

For now, we consider the case m = 1 and the communication graph G of four nodes a, b, c and d, running

devices A, B, C and D, as indicated below.

I /'....'I
A--Bl--C--D)

The connectivity of G is two; the two nodes b and d disconnect G into two pieces, the nodes a and c.

We consider the following system, with the eight-node graph S and devices and inputs as indicated.
/----------------

0 0 0 0 1 1 1 1

The resulting behavior ofthe system is 1. We consider three scenarios in r. 11. 12 and 13.

The first scenario. TV. is shown below.

/--------------------- --------I / . . . .- --'. . I\ I / - . . . \ 1
A--B--C--D--A--B--C--o A--B--C--F
0 0 0 0 1 1.1 1 0 a 0
I-- - I I-- - I

This is a a scenario in a correct behavior 91 of G. In gP nodes a, b and c are correct. Node d is faulty,

exhibiting the same behavior to node a as one node running D in the covering graph, and the same behavior

to b and c as the othcr node running D exhibits in the covering graph. Then nodes a. b and c must choose 0 in

SP and so must the nodes running A, B and C in 1I.

Now consider the second scenario, 12.

---------------------- --------
.4z

I / ... \ /-....\1 I /-....\1
A--B--C--D--A--B--C--, A--F--C--O
0 0 0 0 1 1 1 1 1 0 0

I-- - I . I-I. I-....I

This scenario in Y is also a scenario in a correct behavior g2 of G in which nodes c. d and a are correct This

",- " "
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-- im node b is faulty. exhibiting dw same behavior to nodesc ad d aso ne nod rnning B In terig
|

and the se behavior to node a ad de otum node rnning B. So nodes a. € and d must in tr and so do

he cotrespondin nodes in I. Since the mde manin C chooses 0 from he argument above, dhe mdes

mnning Dand A in12hooe. MM

Finally. consider the last scoasi 73.

1 63

-- -- -- -- -- -- - -----

A--B--C--0--A--B--C--D A--.--C--F

0 0 0 0 1 1 11 111
I-----..I I-----..I

This scenaro is again ihe eas a scenaro n a behavior 63 of G n which nodes a. b and c re correctbt

have input L Node d is faulty, exhibiting the same behavior to node a that one node running D in the

covering graph exhibits, and the same behavior to nodes b and c as the other D in the coveing exhibits. Then

nodes a, b nd c choosl in y and so must the nodes running A,B and C in 3 contradcting the argumet

above that the node running A chooses 0.

The general case for arbitrary c(G) 2m is an easy generalzation of the case for m .The same pictures

are used. Just choose b and d to be sets consisting of tmost m nodes each, such that removing de nodes in b

and d from G disconnects two nodes u and v of 0. Let G be the graph obtained by removing b and d rm

G, let the set a contain those nodes connected to u, and the set c contain the remaining nodes of 0 (c contains

at least one node, v). Construct S as before, by taking two copies of G and rearranging edges between the 'a'

sets and their neighbors. Thc nodes and edges in our figures are now a shorthand fbr the actual nodes and

edges of G and S.

This completes the proof ofTheorem 1. 0

The succeeding impouibility results for other consensus problems follow the same eneral aom as the two

arguments above. We assume a problem can be solved by specific devices In an inadequate raph, G, ia

the devices in a graph S that covers G, and provide appropriate inputs. Using the Locality and Fault axioms,

we argue the existence of a sequence of correct behaviors of 0 that have node and edge behavios Identical to

some of those in the behavior of S. (lbis sequence was (1r $2, 63), in the arguments above.) By the

agreement condition, correct nodes in each of the behaviors of 0 have to agree. Because each successive pair

of system behaviors has a correct node behavior in common, all of the correct nodes in all the behaviors in the

sequence have to agree. But by the validity condition, correct nodes in the first behavior in the sequence must

choose different values than those in the last behavior, a contradiction.

- .



'we InAiwd In the Mvtxdcin a less getal version of 1heorem I wag previousy known ad dhe
s roor pmof imia to dud of earleM* IPS P 4 Our proof dlfb" In the com uctn on
of the syste be m haior1. 2 MA a . arier muls conmuct these behaviors inductively. in less gneral
model ofdir&ued symm. The detailed amumptlmis of the models we necemary to cam out die tedious

ad iovedeoutisoa.

Rae tm couct di bevs mpcy, ewe ild dim Rem pices (ode ad edae behailoa
et r om atul of die devic In a coveig Waph. Te Lcality and Fau axioms imply dit
cenarios i die c 'ing gph mao fud o tbehaviorsof the original aquategrh.

The model used to obtain dese reults is an extremely gnral one, but It does aamme that system behave
deteninistdily. (For every set of inputs, a system has a single behavior. By coidein a systemand
inputs as detemning a set of behavlo Po t P iIm- may be Iooduced In a -l-1tfrw iil mw ntr.
One dange tie Locaft axiom to eprms the folowimg if there exist behavior of two qstm In which die
Inede boders of two iomorphic subsyses ar identical. there exi such behaviors iha w he behavir
of the subsystems ar also identical. Using this axiomw the same prooh suffte to showtat nondetmln
algo cannot guarantee Byzantin areemea

4 Weak Agreement
Now we give our impossibility rmul for the weak agrvecn4 problem. As in the Byantine eme

case, nodes have Boolean inputs, and must choose a Boolean output. The agremen condition is die - a
for Byzantine Rgecment-al corret nodes must choose the same output The validity condition is weaker,
however,

Agreement: Every corect node chooses the same value

Validity: Ifan nodes are orrect and have the same input, dtat Input must be the value chosen.

The weaker validity condition has an interesting Impact on the agreement problem. If any correc node
observes disagreement or hulty behavior, then all are foe to choose a debut value, so iong a they still pme.

Lamport notes that there are drvices fop raching a form of approximate weak comieasn which wot when

101 : 3m. Running these for an infinite time produces exact consensus (at die limit) [L In such Infinite
behaviors, ifany correct node observes disagreament or faulty behavior, it has plenty of tim to noti the

others before they choose a value. Thus. strengthening the choice condition, to pohft such Isian
solutim, Is necesry w obtain the ermbound.
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Wfi" Op~ bou4 a cas deb"y ama SuM me or pasmr typ a( infunie bemvkW Is
M to, Is *SL k dee soowr bound on utsiANNOi delay, and dat devices can cooed die

delay, amd bav webmuiadoks, we bav kund a aleda hr reuhiq weak comocomot This
algaim s a moa w usis pr mo0ek Al with noarO trAuuulio delays and works Widh any

mumberfrels. Api., disibemeany uct node which oboeries disqemm ar faft behwvor.
p-w of dome to motib de othem behRe dley dcoose a vaue. In mm realic mode it Is ipui blo 0o
,wad uskmismM biquw srsiu To iuow ads, di m1i01 smind. s ad lathe psmusm

eedm mm beemmded to eaelude lma m iirudy Wm. We do dis s fauw PrvWueu, behavIL
o mnods; ad edges urn doueom vsme a m Hcfnfrd. we commidr Ibm to be .mm o fm
Ikoo),(our defnido o de), to abitrary OuNsm Thus, ifE b a behaviorfofode u, Ihem i isIn ate it}

atdM,,

We add the Mow condition io ft weak asreemet peblm,

Choice A corect, ode nmust duo 0 oa 1 aimNr a finite anount o dem

ThS memn there Is a (mcdn CHOOSE fSm behaviors ofnod running weak agement devices to01,
with the llowing pmpry: Every such behaviMor has a finite prefix Et (H eurctd to dw inwvd ID,O
such dint Al behavimi L' exmtedn 5 have CHOOSS(E a CHOOSE(E).

This choice condition prohibits Lampor's inlnite soludon. To prohibit die second sdudon, we bound the
rate at which lobmaton can mves the networL To do so, we add die ollowini umqor locality Mon to
our model.

flounded-Delay Lawaly Axle.
There exists a positive conutat 8 sach that die Mllowing Is ue. Let Q and Q' be systems
with behaviors 6 and S'. respecvely, and norph subsystLu % and m U ', (with ve z
sem U and ULr Ifthe corropodn behaviors of iaeInedge bardn of U and U" b Ia d
re Identical through ame t, dm senarios u and 6V are identical through dm t+.

Thus, news ofevents k edes away fomsome subpbh' lakesdm at IamU to aruive ata. In amodel
with explicit memaes this aIom ould be prows from an ammpion that the Mimlon delay is at l
8. ad die edg behavio, In our nm would cmspond to state dscriptions of de tranunitting end ofe su
communiclinsIn.

2Nsbdiftttdmt.umddudeatbis L Thley bmimm thkuvd mathN0 spel4n~lmhodtInl 112. ifamai Urn

dem d n or hma rn H) 1 i udmd e ha dm n dhoausil mddm piw. oft k wUdwII
I-V Te I utm desit b muds by empum tdu L
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rus.. 2: Wesk Wmmem is uet pOM b is ioquMas v for mode si,. d d
NouWnd*y Ieoy ade

^s* we Am ske*b d, 3m + I node bound. In dds mc. dw. pmvi-usl publMWsh P L was very

difLAuk Abeb wre r isestbouraston tuw he cutI 101 - 3,.m = L (thec lrmwalm iblow
inimedlaty.justa hoe.

Amume dre weak reemet dev AA, B and C for dhimig le I nph G conalai nods a bid c.

Coniderh wt behoim of 0in whidch Aod am coract.a d Alhve Input 0 orafAbhve l AL Lae
be a upperbound as hdde it W= A nodes toseeO or I in bobbeav Choose k tIo be a

multiple of3.

The covering gaph S Anm oftk nod% aranged In a ring and aulned devc and ut as Mosm

---------------- ----------------- --- ---------------------- -
A--S--C. ... 8"C"-A*B.. •A"B"UC""Ae"-C .. .B-C-'A"-... A"-I1"¢
0 0. S 1 0 # 0 0 0 1 1 1 1 t I I I 1 1

Consider t ramesdng behavio each apk ofacsie vo.node ma suc, a s t two below.

* .. ... C. .

As bcibm each scenario i Isdential to a scenario In a beavior in Go the appropriaetwo weak counesm

dcvccs. Since each peir olsuccessive senorios oyerhas in one node behavior(here, dt oldhe node nning

BI) all the nodes in both scenarios must choose die same value in 0 and in S. By induction, every node In S

must choos the sme value. Without la otlenenlity, amum they choos L

Consider the k scenarios indicated below.
/---------------------- ---------------------------------

A--B--C ... - --- -... A---------C...B--C--A,-- ... A--6--C
0 0 0 0 0 .0 0 0 0 0 1 1 1 1 1 1 1 1 1 1

-------------- I 1

La Ibe o behavlor of 0in which a, b and are corect and each has Input Oand denot the esul

bb in, of&. b and c bye. E%and e espectively.

Ln 3: Theavor In scenadoj I of anode running'device A (or B or Q is idendcal t 1i
(or ., or F.) duo doe 18.
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Pwn, oe prevpav mnmay hductm u g de Imu dan Loclit axilm. 0

I I m I the sod nmkif devics C amdand A In aemeo b h avi ldmdcd KWe aidEF

htme h dwM US e sode c ad a h G lve lmm uu 0 by is dw. sotm eeai mdq

mdes I Z. a cessmkdM.

"rhepadm t cS ]O m ft ,,d U.S i vk bud now akbr ftumtehpq 1 3

Ther a won hilie besseon 6 arpmmst a pmof b yAslmcocv i leader -lek i

dip sad abitruily low kn of pr N s [A. Dods dmim d4mud audy on the exiinme ofa .low
bound om the rm of imhrunIam Iw. Undw ti maimptd. devices in diftmat o unlcadon networts
can be shnown to we h sarn lcd behv vi r afor i d dme.

S. By*s Frtin S
Th Byzauine r squad promlm adim. a m of 1d y a I dua i the pas n- o, DPuneme

failures. The problm istosNdm*" a repome to- hIput sthimWo Thwe pWon in enm a duignaud
FIREsme. rhe problm w n studied a i ially .I L. In [CDDSI, a redto of weak arement to e
Byza &e firing squd problem demonstrates that di laUtr is impoible to sobe in inadequate g e We
provide a dbc proof dim a simple variant of die ga problem is impussible solvo in nadeaue
graphs. (In toriginalverion, the sdmuus an ardve tany dme. We require it to rve at time 0 or not at

AL Our vality condition b slightly difflrea.) The proofis very similar to that for weak agreement.

Oneormrodevicesmay receve astiuluscatm O Wemodl ihestimulusasan inputof L, and asene
of the stimulus a an input of O. Correct executions must satisfy the Mlowing conditon.

Agreement: If a corrct node ensm die FIRE state at tim 4 ev correct node entems the FIRE state at

dine L

Validity-: I all nodes = correct and the stimulus occurs at any node thy enter die FIRE state aft som
finite delay. If the stimulusadoes not occur and all nodes ae corrct, no node ver onth ie FIRE stat.

As in the cae of weak aprement. solutiom to die Byzatine firing squad problem exist in models in which
there is no minimum communication delay. Thus the folowin result requires the Bounded-Delay loc alt
axiom, in addition to the Fault axiom.

Thumr. 4: The Bamdne fii squad prolm cannot be salved in inadium gaphs; h
models sitisyings ie Bounded-Delay localty axiom.
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W&O" Ot sft + 1u0fbOA AbWN WW e 41111MO h *a a -3.m a L

Assam 6w e ft-mzadaae Oftnaquadde&%to A. B OWd C Ar die tiangl graph G contalaingnmds a. b
amic. Consider te two behleiidOb which Ai nodes wecueea.m d haoe hupuOorai have kiput L
Lot tbe sdw o t whdwoc d ces cowrdeFIREft in h e due di c sdmosacued (dw
10pM' Iam) Sinese~ comet, nodes Oever ease die PqR. awul.n die Ai. otdie gblms the outin
dDdonasrhFMft~tdmLt ~hsk 2: VS t be a ultple of 3. (Raot s dumimlmu.s

~inimloadeay defloed Is die Daunded-Dulay Locality axkwn)

The covering grah S conist of4k softs Arranged lin a rig ad MOWe devices ad Input a bw

A1BC. ... U-CAB .*. AI8-C--A5.C... .. A eC
000 0000 @00111 1111 III

Similarlyto die oofhr wea et eat, diemidletwo iceleiing hddiUmalum nw t FIRE
ON at time a dbbavgio mi diwa m ue odPn c odesIn Wit
received the stlimu and fir at dm L Doam heri f tid cslndly tee tlnt V d Im wi tar
aws from die distant nodes to resh &w me eice.D rpeiud is of die qrmn ppan die

devicesi Smust fie at dane t. &an trough dust diem itwo deviesm eeivgdie fstbu behave
exa* acorrecnodes inO which doo fed"O dilhu(dWeinMiAue) Clt'IMadiy doagotlhe at
tim t. a Mnradkdoa.0

6. Approximate Agreement
NexM we turn to two versions of die approximate ageement problem (DPSW.MSI Wecal d dim Atopl

aPPOXbni agreement and (a.&yhqmmm& hn dm probleft ndes have redl valises a " hpanmd
dioase realumnbersasur Theow al istohave dresltsdoeto each odeand to d pm I rer
to obtsin the stronges possible impossibility remit, we ftanue very weak versons o die problems.

For die Ibiowing two therenis we us only die Lality ad FwAt axoms. We do not need d the o&
Delay Locality axiom used hr die weak agreement andl firin squa mrend

6.1. Smle Appxmate Agren
First we turn to dhe simple approximate agreement problem IDLPSW The venom e examine ke based

on di nIDLPSV4 Each corc code aredvYAluhndw ourvgAlflul a hM mus devcead
chaos a real value. Correct behaviors (dihaw in which at leas a - at nodes are corrct must mad* the
flowhmidmis...
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Areesen The muo uiom vIIIUmchUw by mori ct modesmwKbestrlciy aMuardi
the i m mncbtmdIputsor be opld to d lowdfTmence Wk m

V~ c P oo!etld c wivstwidthin she f d ihtinpuwddu ds

Thus ~ inp qpeslme rement bnot PONin himadewuae rahs.

MIThe 1fi SoIWA OWI* toal dIbr 1 yzndme morUUUe Aemwe coider deviceswichmink bpm
numb.s ka die humral All3 ad choea value ka All to ouVput (Ouputs ave madded by a Aim

CHOOSE, ha behmiavi of nodes zrnaq due devie op doe Iterval 10.11.) As beft. ammme simpl
appzluaseagremet can be reached Wi the triangle graph 0. Coalder he blowing three mmndas hao

die Indicated beavio i the veog graph L

Again, each IsaiDIo .a sceario I ac c ebehaviorof. In dieR finsmeado, die onl vakieCcan
choo s. mIn thWd doaonly value A cm oAsbl1. Tis means ft values chue by Asod Cin do
die seond maul.i aw 0 and 1. m o tdie outputs arm no closer than the inputs, vioM@g the Ien
cooidoo.

The general cme of101:5 3m and the connecivty bounds blows a r Byzantineapme.

This Version otroumc agrememn Is bagd on that In (M Let . ansd I be positve real numbrs.
The correct nodes receive real mumben a bnpus. with r2 and rm the swakm and baVm such bMpms

resectvel. bm inputs areA al mos 0.8 spart(e. the Interval of inputs [a. rmi ha lengo at moat I)
They muacsta real mnmea output. such thatcorrect:behavion (those In which at lem a n-m nodes are
correc) sads~ die blowin conditios

Agremut The value chosen by correct nods are all at most a apart

Valt. Each correc node chnose a value in d.thern mWrjyru+j.

Nowte htit. :& 8. Jf)gremnt anbeachieve trivafy bydchosngthe Input alu aoutput
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-' If. ¢L (.,J -qr mis no possibie i ladqm sraph

PkVuto y and podve d mombamwithe (L We pme oaly d 3m+l boundm thea mber
ofnode Assume die devices A, B and C exis which sov# die (J,1y)-appmxkia qeemnen putm -in
*Acomplete ph Gon m node& r plarculr va ofe. 8 nd y, where (I.

co k z leq t, > 2yk-1) +. and k+2 Is divisible by hm The covea jiv i - ..
conai k+2 oodma nred In a ring. with device and ipus loned to cIeate t wng sym.

A ----- " --B-"---C

node 0 1 ... k k+1

input 0 a kJ (k*1)$

Let IW 0 I: i :5 k. dom die two-node s ia ro h lontainif the behavorsonods i fad i+L By

die Faul Aiom. each sceario is a scena of a conrec behavior or, i which th ae t bramnpt value to a
corrM nod is+1)8.

Lei 7a. For 0: 1 k. the vdueosen by di dviceat ode I+1 atmost + y + IL
Proo. The proof a simple Induction. The devc at aoelI chooses at moat + y. by vd~ky applied w

scnarioY, Asuminducivelythatthe device atnode chomatmost S + y+ (l)erO(i(k+L By

agrementappleto sconrio ,he devea tnode i+ l choom mostS + y + it.

In particular, Lemma 7 implis the device at node k chooses at most S + y + (k-l)#. But validity applied

to sccnao Yk inplls du deviceat node k choomesat least kS -7. Sok-y 8 + I + k-). Ths hnp

8: 2/(k-1) + s. a contradicdoo.

Te enal cue of r g 3m and the counectivity bounds ow as In previous pmo& 0

7. Clik S-chrofthamd
Each node has a hardware clock and maintains a logical clock. The hardware clocks am ral-valued,

invertible and Increasinft Amcdos of time. In generaL dilibrmt hardware clocks run at difibrent rase aid

the nodes wib to synchronise their ogicalcdocks more closely than thir hardware clocks. We abo wat the

logical docks w be rnm bly close toal dme-st tm to be cnmy zero should pmbably be
Abidden. Ths~ we require the osical docks to smay within -e eaoelape of the hadwae docka

This plrblem was studled In P)HSI 1br the case of'linear clock and envelope fanction where it was show

dtht 1i hapoilble to synebromla to within a comantm in audmto Sraple. Some questions concerni
mmm g ebadado. prob ems were whsd. It was pointed o. fo eape t dvrin ltNea'



dmirkhadwaeclocks. For a lue clms of clck amd daeope Ihiedo (hucreu! mod imvetible decksL
I h ~ idoea)4 wearn able hiicsulz.dm.beeti Pynhiuhademporiftla imadequame Wupbs.

We m dsorsbwec ockDi. aa pt ddeat =a Ieohava Wt)$at dMe L Ia

vahloical d hck at d t Is ud Sivabe pmt m of die mso of* md.die L The ;i an mw odeo

fode l(ach dwatnoe s i soF~) at de m we es s b~d ock valuecat ime ta qEP4%

We amme that amy aspect of dke systm whicit is dqemedemt upon dime (audi m £ramloum delay.
miimm seep dima um rM= n ofmu ansmiulon) Is a linictiom of die scane of di hardware docks
Haviag made this aumpion. it is dear dthat dn up or dowing down t hardware decks umlamul In

'Mhrn bdebaioacammbeobseble to the nodes. so due only kmpact as die behavn miw be Othat y
q d upat dew don in dwumway die hardwaedocks

TO bmihzse tis ammmpton. we and o talk about scaling dockrand behavior Let h be any iinvaltl
fibcdon of dm W lEs a bhavi(of a WV or-o d ie s he FM, thbehavW P.sWah I# h.Issisdwa
Eh~t)=E (Q) lot 88 dine L Simimy. Dli is the hardware clock D scle by h.~ Dh(:) a h~t* If 1 is a
systm behavior or scenafle Chi h di. sysm behavior or ceao& obtained by scalng emer node ad edO

bebaiorn SylLSimilarly. Iflbasysm dien A is dwsystcmobtained byscwafteswaydock In 1y h.
Intuitively, a scled dock or behavor is in the urn at dtim that t correpouift wumWe deck or
behao is In at dinh(

Senhgin Mi.. Is Owth behaior of symtm 1, dim Uh i die behaviorof system Ah. 0

If this axim Is signfleand weakened a by boundin t wramlulon delay, clock synciolao may
be paidble in insaquate grphs.

In die Iblowin we wue Me Loaity, Fault and Scaftn axioms. We do riot need die Bouned-Delay
Localit aiom used fr Me. weak agremet and firing squad results.

7Ue syncrnto poblem caube suaed a follow Let coraiu hardwarecdeckstuniher at 1(),orfgt
wher fand g ar increafng Invcrtb ibtc coms with 1(t)g I(Q. fr A-L~ Lot the envelope fimcdonsad a
be umwdmereasing fhons such that Kt),,5 u(t), for a0Lt

Conider what hupp aui If everyone run their bigca decks at t kIwo envelope, C(B(O)=M%~t) Thus
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dh e c l ocam sym rind td w within K$)-IRtf Mw god tien it M hnpsw, dii tivial

sphmumidi. We *w dint oial clocks cannot be synhcroaW ithin Kjt))-)).. wfr any

IUb . in, hhl Kmk ~ e. is adieved by gyncroluuon devcs In G if wre exist poitve
cosmos aid di t mb du every co met Im behavlor $i s de di Moviagcondiom.

Agsmnem: For my twm eet aird ulmd im S
Kj (4o) -c 11401 <5 IWO -Wil)-,,. Ibr, diasmt if .

Validity: For ay corec. node I In IL wit hardwarecock dw reulting behaviorlEr XIRg) C1(4)

S 49%

lTeaem t Nontvri vi -1- I me I b nt pos1sie in Inadequat ppl r mode lsifu

Wesow hbremvr bnmwsk>2. die iabavigor'ofO buwhliciso 1 i c haard odoc

R = f(dua k NQD(t O)ad k w* XRC)+kIs. ForItbig enoulh duh vlo~hdppWW
enveopes conithion, Cpp~())S uw)

De hi = r s Tm is x* r Ko)) Then h*" =l Note d,, h t) a t for A , doe R(O Sft 0

We begin with du dure node, one fault case. Mw argument b very similar to de pmrof bom 6.

Assme dietence of devices A. B and C time t' and poie constant a such dt logical cocb of

corrct nodes obey dug qmant ad vali€ t conditios

I(0) -Ii(t)M: IW -) XR) -a. for al(timesr t k e.

XqO) ig Q(140:5 UWQ fot)~ r dl *=iM.

soo ean iegor k > Z such that k+2 Is a multiple of three, and suc that l(t')) + ka ) u(t')). Mhe
coverinj Prapb S comain k+2 modes arra d in a fins with devtics and dock inpum aulnd to ims due

' . . - , rq l ' a 'follow'f r ' 1 " '' ' r'



A .a

A ------ 1-- ,,--8 ------ C

mode I. I ,, k k1

clock I oh- ... h k  gh(k 1 l)

bbaltvor Eo F1 •• k k

Let lbs di.behavioftdiwnym As hidaly iroubling concern is dw thde hardware docks in 1sue
much slower In nmo de devices I. die Ida. dy wouldbe in ac c rm bolavlorinGC hat ominderr
dftwo-node scenario onains die bcavlo of nodes I aid I+1L wher 0 i 5 k

.,,A...... --- ....

node 1 01

hardware clocks g0 gh "( 1)

resulting behavtor El EM

Now consider Slh' die sem~lu~d byh
---- ..... , , .

node 1 1

hardware clocks I f

resulting behavior Elt  E1 ht

In this scenario, die hardware cocks have values within the consraints for correct behavion of G. Thus we

have die bnowb&

Lag 9 Sceemrio J .for 0 i S: k, Is a scenario containing the behavios of two orret
nodes in a cmct bd wOf.

sm It For An1. 0 i S k, and al. t a hA(t I 1t+j, 1 (E 1(t) - (t)N g :5 (h (t))) -

Proo. Fix t 2 h(t'). Then 'h(t) 2 t'. By Lea 9, 1 and 1+1 are correctin 1hi, so by the a*eiet

inum" od IC;+ (E1 1 h ih'(t))) - Cih i(h'l(t))M : X(g(h(t)))- X(f(h 1(t)) - a. The result is immediate. 0

Let dne C" = h (q Note dha t" > hktj r 1:5 k.

Lesa 11: For a l 1 : i : k+ 1. CF(()) KShS (t')) + 0-1)a

Pivo Thh poofkby inducdon on L By Lemma 9, scenado t 0Is a enarlo in G ofcrct nodes aand b,
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with hardware docks S and E respectively. From de validity condiion. fbr all t. C1(K.(t)) > X(R)). Setting t
r MW.d substtuting ow' t ( we have thebuiskap: Cl(F (:)) Kh'(r)).

Now make te inducve a mpion C~ t)) k lh( ')) + (l-1 )forir 1 k.

Si k h(t'), hoin Lem 10. we know I+ g(E+1(t '))" C, '(E:)N X Eghk(t"))" 4Lh'(:")) -

This implies C1+ (E,+ (r)) : C(jf(t"))- l(sh'(t")) + K &At')) + e.

Substituting for C,(E1(t*) using dweinduictive assumption gives us C,+(I., I(:")) 2: I(gh1(z)) g~
+ X&At')) + iW X t= -I '()) + Ia. Noting that f = s'. we have the result. C1+L(F1 1(:")) 2
Xsh'('+"(t)) + i,,.

Proof orbeormA &L

Lemmia 11 Implies SkE,+z(t')) :) + ka. Since t" = he(tl we have C+(Fk+(t)) =

Ck+,lF(+l(h(Ot)) = C,+(Ek+leh(t)) 2 l gh '+)hk(e) + ka = Xq()) + k,,.

But the upper envelope constraint lor the scaled scenario k1hk (in which k+1 is correct and has hardware

clock frt)) implits that S.+ (Ek+ lhk(t)) < u(g(t')). Thus, Kit:')) + ka -5 u(g(t')). This violates the assumed

bound on k, X(W)) + kim )u(('))

Once again, the general case of 101 e 3m is a simple extension of this argumenL The connectivity bound

also follows easily, as with the earlier results. 03

7.1. Linear Envelope Syncbronization and other Corollres

Linear envelope synchroauation, as defined in [DHS], examines the synchronization problem when the

clocks and envelope functions are linear ftunctions (g(t=rt, Q=t, t)=az+b and u(t)=ct+d. It requires

correct logical docks to remain within a constant of each other, so that the agreement condition is C4(P1 () -
Cj(Et)) :5 a. for all dame .instead ofour weaker condition ICi(F(Q) -CEj(:)N art -at- a. for all des t

ec. Our validity condition is slightly weaker, as well. bus, the proof of [DHS] shows that oical docks

cannot be synchronized to within a consant; we sh that that the snhronizaion of logical docks cannot be
bqwo by a constant over the synchronization (art- at) that can be achieved trvially. • Thus the following

corolary hows immediately from Theorem 3. (lRach of the four corollades below holds for modes

satisfying the Slng axiom.)

Coenlary 12: Unear-nveIope synchronizatli is not possible In inadequate graphs.



We Am, get due Wfowing result immuediauely flun lleotem by choosing specific values ror the clock
and lower euvekipe fuitions. Not that te particular choice of the upper envelope funon does no affet

de miniaJ synchronization pauible in idoua graphs. although dhe existence of awne upper envelope
fnction is necessary to obtain our lmpoulblilty prook

Cas" 13: If fqt)=, g=rt, and I(t)m=+b, no devices can synchronize a constant closer
than awat in inade ae &rap

Crlhlary 14: If Rt)= t(, t)= t+c and l(0=t+b, no devices can synchronize a constant closer
than ac in inadequate graphs.

CuMlhry IS: If lAt)=t. 1t)=rt and It)=o02(t, no devices can synchronize a constant daoser
than log2 r) in inadequate graphs.

In general, tie bes possible synchronization In inadequate graphs can be achieved without any

couunicatio at all. Th best modes can do is run their logical docks as slowly as they ar permitted, C(E(t)
= l(D t).

8 Conhusom
Most of the results we have presented were previously known. Our proofa are simpler than earlier proofs,

and hold in more general models, but this is not their main contribution. While simplicity and generality are

important goals, in this instance they are the welcome byproduct of our attempt to identify the fundamental

issues and assumptions behind a collection of similar results.

One important contribution is to elucidate the relationship between the unrestricted, or Byzantine failure

assumption, and Inadequate graphs. As is clear fro our proof, this fault assumption permits faulty nodes to

mimic executions of disparate network topologies. If the network is inadequate, a covering graph can be

constructed so that correct devices cannot distinguish the execution in the original graph from one in the

Cov-rn graph

A second contribution is related to the generality of our results. Nowhere do we restrict state sets or

transitions to be finite, or even to reflect the outcome of effective computations, The Inability to solve

consensus problems In inadequate graphs has nothing to do with computation per se, but rather with

distribution. It s the distinction between local and -global state, and the uncertainty introduced by the

presence of Byzantine faults, which result in this limitation.

Finally, we have Identified a small, natural set of assumptions upon which the impossibility results depend.
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For example. in the case of weak agreement and the firing squad problem, the correctness conditions are

sensitive to the actions of faulty nodes. Instantaneous notification of the detection of fault events would allow

one to solve these problems. An assumption that there ar minimum delays in discovering and relaying

information about faults is sufficient to make these problems unsolvable.
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