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| Abstract

Easy proofs are given, of the impossibility of solving scveral consensus problems (Byrantine agreement, weak
- agreement, Byzantine firing squad, approximate agrcoment aad clock synchrunization) ia certaln
communication graphs. It is shown that. in the presence of m fauits, no solution to these problems cxists for
" communication graphs with fewer than 3m+ 1 nodes or icss than 2m+ 1 conncctivity. While some of these
results had previously been proved, the new peoofs are much simpler, provide considerably more insight,
applywmsmﬂmodckofmpumbmmd(pmkuhdymmemdcmmmmm
significantly streagthen the results,

. The work of the first suthor was supported by the National Science Foundation under Grant
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» hmwmumm ammmmt
. i Comminic otk prighe We prove sesils for Bjeiatind agrosficst; isk agrecmient, the Bysatine
mwmmmumm ‘The bounds are ol the same;
sdeg 51 holts roquives st et 3m + 1 nodes, and requires o lesit 2m -+ 1 conneciviey in the
communicstioh gripk. (The conacctivity of a graph is the miniwim bumibor of Bodes whese removal

of m, we éult graphs with fewerthan 3m+1 nodes or less than 2m + 1 conitectivity inidequate graghs.

depm&hnm&w We assume that a given problem cande solved in a
system with. an inadequate communication graph, snd construct & set of system behaviors, which cannot all
satisfy the correctncss conditions for the given problom, although they are required to do sp.. Versioas of

maay of the results were already knows, with proofs of this same general form. Our proofs differ from the
wnumuhunw-emcmmmdm mmim and applics

to more general models of distributed computation:

Fummboﬁiuﬂmmmm~mh+lnbhqhdh,

{PSL] was proved only for a particular syachronous model of computation. . Akhough carefully dope, the

proof is somewhat complicated and not a8 intuitive 25 ooe might She. I contrast, our proof s siiaple snd

transparent, and applics to general models of computation. A proof of the 2m 4 1 connectivity lower bound
wasprescmdhfommﬂyh[l)];wpmc&ubmmdmhmﬂyandbrmmm

For weak Byzantine agrocment, the requirement of 3m + 1 nodes was kaown {L], but was proved usiog &
complicated construction. ‘The new proof is easy and extonds 10 more general models (aithough aot as
general as those for Byzantine agreement and approximate agrcement). The 2m + 1 coancctiviey
requircment was previously unkaown. The result for the Byzantine firing squad problem follows from a
reduction 0 weak agreement in [CDDS). We provide a direct proof. For approxisate agreement, the 3n +
1 bound was noted, but not proved, in {[DLPSW], while the 2m + I connectivity requirement was previously

. S .

For clock syachronization, the 3m + 1 node bound was proved ia [DHS], with a complicated proof. The
authors of [DHS] also clsimed that they knew how w prove the correspondiag 2m + 1 conacctivity lower
bound, but we presume that such a proof would also be complicated. We prove both the Jm + 1 node and
the 2m + 1 connectivity bounds, for a much more general aotion of clock synchronization than ia [DHS}.
" These syachromization bounds assume that there is fio dircct way nodes can measure the pasage of teme,
other than by reading thelr inaccuratc hardware clocks.

o




 Simee we cbtain the same krwier bounds for cach problom, one might think that the problcms are cquivalost
hmm Mbm”m We 500 thet the bounds for the different problems roquire different
g showt e widartying medok. - For cxample. the lower bounds for Bymntine and appreximate
mu-&Mwa‘mmmummuu
agreement sequires & apccial sspumpsion, placing & bound on the rate of propagation of information through
measure time. Many of e copults ace-sqasitive 1 small difforcaces ia underlying sesumptions (Abowt such
factors as comansnigation deley or the Dehaviors of fuskty nodes). This peper helps to claridy these lasuss.

ZAMM“WS’M
hﬁunmmmmm mhemd.ened.weiam&muhplemodelef

Ammhammonahmeauuc)wmsmmmm
dhu&edednumnpah:edp(u.v)éMG)W:MWK(VJ&)GMG). (We consider a pair of
directed edgcs rather than a single undirected edge in order t model the comemunication in each direction
scparsely). We call the cdge (11,v) an outedge of u, and an inedge of v. Given U a subset of nodes(G), the
subgragh G induced by U s the graph conssining all the nodes in U and a the edges between nodes in U.
mwmofoumemofmmmmumu that is, edges(G) N (nodes(GN\U)
X U). :

A system § is a communication graph G with an assigninent of a device and an isput to cach node of G.
Devices are undefined primitive objects. The specific inputs we consider are cacodings of Booleans, real
numbers or resl-valued functions of time (c.g. local clocks). The particular type of input depends on the
agreement problem addressed. If a node is assigned device A in system §, we say that the node rams A. A
subsystem U of § is suy subgraph G; of G with the sssociated devices and inpuss,

Every system § has a system bohavier, 8, which is a tuplc containing a behavior of every node and edge in
G. (We also describe € as a behavior of the communication graph G. Note that a system has cxacdy one
behavior, while a graph may have several, depending on the devices and inputs assigned to the nodes) The
restriction of a syssess bebevior § 10 the behaviors of the nodcs aad ¢dges of a subgraph Gy, of G Is the
scenarie 6, oG, in 8. '

For sow, we ke node and cdge behaviors as primitives. In more concrete and familiar models, a node or
edgs buhavier might be 3 flales er inflake scquence of statcs, or a mapping from the positive reals © some
sate set, denoting stase 28 a function of time. (We use the latter interpretation for laser results). Less familiar
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model reight imtorpect behavions as mappifgs foom reals s states. of from transilnite ordinals 10 states. To
obtale casr feat-ésules, the precisc intéspretaiion of node and cdge behaviors is unimportant. We nced only
restrict our model 0 that the following two axioins hold. (Wg assume these two axioms throughout the paper.
Somte of the laser results require additional assumptions.)

Lecalty Axiom- Lot § and §" be systems with behiviors § and €', respoctively. hd isomorphic subsystems
- QU and W', (with vertex sets U and U'). If the corresponding behaviors of the inedge
borders of U and U’ in 8 and 8" are identical, then scenarios 8,; and €, arc identical.

At heart, the Locality axiom ssys that commusication only takes place over the cdges of the communication
graph. In particular, it expresses the followiag property: The only parameters affecting the behavior of any
 focal portion of a sysiem are the devices and inputs at each local node, together with any information
incoming over cdges from the remainder of the system. 1fthese parametcrs are the same in two behaviors, the
focal behaviors (scenarios) are the same. Clearly, some such locality property must hold, or agroement is
trivially achitvable by having devices read other dovice's inputs directly.

Fault Axlom °  Lct A beany device. LaEl_;E"bedeﬁcmviﬂtm that each E; is the behavior of
the 'th outedge, in some system behavior €', of a node running A. Let u be any node with
doum(u.vl).....(u.v‘). MhadevkeFaﬂlMinmysymhwhichummF.
the behavior of each outedge (uy) sE, o .

In this casc, we write F ,(E,...E ) for F. This axiom expresses a powerful masquerading capability of failed
devices. Any behavior exhibited by a device over different cdges in different system behaviors can be
exhibitcd by a failed device In a single system behavior. When this axiom is significanty weakened (say, by

adding an unforgeable signature assumption), the following impossibility results do ot bold (LSP,PSL}

In order to establish the relevance of our impossibility results %0 more concrete modets of distributed
systems, it is sufficient to interpret our definitions in the pacticular model and then o prove the Locality and
Fault axioms.

Our proofs utilize the graph-thcoretic notion of a covering. For any graph G, lct neighbors = {(u.V) juisa
node of G and V is the set of all nodes v such that there is an edge from v to u in G}. A graph S covers G if
there is a mapping  from the nodes of S to the nodes of G that preserves "ncighbors.” That is, if node u of S
has d neighbors v,,...v,, and @(u) = w for a node w of G, then w has d neighbors X, and ¢(v) = x, for 1
< i € d. Under such a mapping, S looks locally like G.

3 For wesk agreement and the fring squad problem, we ncod 10 extend this localty property 1 inchude time, 1 well
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Theorem 1: Byzantine agroement i ok possibic in jaadcquate graphs.,

M.Nnberofw :

Wemmmmuundonmufmmemmofmmmnxammqmm |
Fimwmiderdwmmmzn=3adm= L WMMMNbesdvedﬁxm
mmkﬁmmﬂGmmﬁm&mmmﬂymmwmm Let the three
nodes of G be a, b and ¢, and assume that they run agrecment devices A, B and C, respectively, We represent
each pair of digected edges by a single undirccted cdge, and label the nodes with the dovices they run.

A-<8--C

The covering graph S is as follows,

I ------- ; ---.‘--\
“&-'--'..l-‘,--z

This graph looks locaily like G under the mapping @ defined by (u) = Q(x)=l,v(v) ¢(y) =band
pW)=9p(d)=c
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Now specify the system by assigning devices and inputs for the nodes in S as follows.
A--8--C-~A+-B-~C
0 0 0 111

By this we mcan that node u runs device A with input 0, node v runs B with input 0, and soon. lct¥

dcno(etheremltingbehaviorofdnsym ¥ includes a behavior for cach of the six nodes and twelve
directed edges in S.

Now consider scenarios ¥, ¥ and‘!x’in 3, where cach consists of the behaviors of the two indicated
nodes in S, along with the activity over the two connecting cdges. We argue that cach of these scenarios is
identical to a scenario in a correct behavior of G.

The first scenario :fw is shown below.

R 81
Jeeemcmmnaccaan \ [====n \
A--8--C--A--B--C F--8--C
000 111 00

e ' 1-==-I

," ,"

This scenario is the behavior in ¥ of nodes v and w, together with that of die communication edges between
v and w. Now consider the behavior 81 of G in which node b runs B on input 0, node ¢ ruas C on input 0,
and node a runs a device that mimics node u in talking to b, and mimics node x in talking to ¢. Formally, if
Em'v) and E(x_') arc the indicated edge behaviors in J, node a runs device F,(E sy .(“,) (we have written
just F in the figurc). This device exists, by the Fault axiom. and in the resulting behavior, edges from node a
to node b and to node ¢ have behaviors EW) and F( Wy
containing b and c's behaviors in 8, is identical to ¥, . Validity requirements insurc that node b and node ¢

must choose 0 in Sl. Since their behavior is identical in ¥, v and w choose 0 in ¥,

respectively. By the Locality axiom, the scenario

Next, consider scenario 3“.
L 4 8,
R e \ /-==== \
A--B--C--A--B--C A--F-=C
¢ 0 0 1 1 1 1 0
=== -1, 1
"I wx

This scenario includes the behavior of nodes w and x in ¥. It is also the behavior of nodes a and ¢ in a
behavior 82 of G which results when they run their devices A and C on inputs 1 and 0, respectively, and node
b is faulty, exhibiting the same behavior to node x that v exhibits to w in ¥, and the same behavior to node a

that y exhibits to x in ¥. 'The behavior of node ¢ in Szisidemicaltotha_tofnodewin ¥, so node ¢ chooscs 0 in
&, from the argument above. By agreement, node a decides 0 in 8,. 'Thus node x decides O in 3.
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[emmeonccaces -\ [-==== \
A--B-~-C--A--B--C A--B--F
000111 11
[===-] J===-|
Yy xy

~ _This scenario is the behavior of nodes x and y in 3. It is also the behavior of nodes a and b in a correct

behavior €, of G which results when they both run their devices on input 1, and node ¢ is faulty, exhibiting
the same behavior to node a that w exhibits to x in ¥, and the same behavior to node b that z exhibits to y in J.
Validity requirements insure that nodes a and b must choose 1. Thus nodes x and y choose 1. But we have
already cstablished that node x must choose 0, a contradiction.

Now consider the general case of |G| = n < 3m. Partition the nodes of G into three sets, a, b and ¢, so that
a, b and c have at least 1 and at most m nodes. - This mcans that any two sets together contain at least n-m
nodes. The nodes in each set are running agreement devices, and we denote by A the set of devices running
at the nodes in a, and similarly for B and C. Now construct the covering graph S in the obvious way. Bricfly,
take two copics of G, and label the sets a, b and ¢ in each copy by u, v and w, respectively, in one copy, and x,

_yand z in the other. Now replace the cdges between nodes in u and w and between nodes in x and z by
corresponding cdges between u and z and between x and w.  Assign devices to nodes of S according to their
corresponding node in G. We represent the covering graph S and assigned devices exactly as above, so that
the edges depicted between two sets of nodcs in S, say sets u and v, are now a shorthand representation for afl
the edges in S between nodcs in set u and nodes in set v. The inputs depicted for the sets of devices A, Band
C are assigned to all the devices in the respective sets. The arguments proceed exactly as in the preceding
pictures. We consider only onc in detail.

y 8,
et \ Jmmmme\
A--B--C--A--B--C F--8--C
000 1 11 0 o0

This scenario is now the behavior of the sefs of nodes in v and w in the behavior ¥. It is the same as the
behavior of the sets b and ¢ in a behavior sl of G in which all nodcs in both sets run their devices with input 0
and the nodes in set a exhibit the same behavior to members of b that the corresponding nodes in sct u exhibit
to the members of v in ¥, and the same behavior to nodes in ¢ that the corresponding nodes in y exhibit to the
members of x in 3. Since scts b and ¢ tgether contain at least n-m coerect nodcs, 8, is a correct behavior of
G. Thus, ail the nodes in b and ¢ must decide 0, by the validity condition, and ¢ contains at lcast onc node, by
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construction,

3.2, Connectivity
Now we carry out the 2m + 1 connectivity lower bound proof. Let o(G) = connectivity of G. We assume
we can achicve Byzantinc agreement in a graph G with o(G) < 2m, and derive a contradiction.

For now, we consider the case m=1 and the communication graph G of four nodcs a, b, ¢ and d, running
devices A, B, C and D, as indicated below.

[mmmmmmae \
| 7-=-=\]
A--8--C--D

The connectivity of G is two; the two nodes b and d disconncct G into two pieces, the nodes aand c.

* We consider the following system, with the eight-nodc graph S and devices and inputs as indicated.
| 7-====\ /----\|

A--B--C--D--A--B--C--D
00001111

The resulting behavior of the system is J. We consider three scenarios in £ .‘fl. .‘fz and 33.

The first scenario, 3'1. is shown below.

s 8,
it \ [mmmmmmae \
| /===-- \ /-===\] | /-===\]|
A--B--C--D--A--B--C--D A--B--C--F
0000 1 1.11 000

This i also a scenario in a correct behavior 81 of G. In 81, nodes a, b and c are correct. Node d is faulty,
exhibiting the same behavior to node a as one node running D in the covering graph, and the same behavior
to b and c as the other node running D exhibits in the covering graph. Then nodes a, b and ¢ must choosc 0 in
8,, and so must the nodes running A, Band C in ffl. '

Now consider the sccopd scenario, %,.

s 8,
fmmmmmmmmmm—m—emmaeae \ fmmmmmmmn \
| ===\ [memmy| | 7---=\]
A--B--C--D--A--B~-C--D A--F--C--D
00001111 1 00

This scenario in S is also a scenario in a correct behavior 82 of G in which nodes ¢, d and a are correct. This

..........
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8
‘ time, node b is Fulty, cxhibiting the same behavior 0 nodes ¢ and d as one node running B in the covering.
' andthembchaqumnodeunhcomermdcmmin;& Somden.canddmminsrandsodo
the cofresponding nodes in ¥,. Since the node running C chooses 0 from the argument above, the nodes

¢ mnﬁhs-l)md:\in:f,chm&m

© Finally, consider the last scoaario 7. 4
o

¢ 4 &,

y fommemecmcacacanan -\ [===eo=nn \ ﬁ
R0 A \ /====\| | 1-===\] :

I A--B--C--D--A--B--C--D A--B--C--F

}, 9 0 0 0 1111 1 11

e J==m=men N

This scenario is again the same as a scenario in a behavior 8 of G in which nodes a, b and ¢ are correct, but
?, have input 1. Node d is faulty, exhibiting the same behavior to node a that one node running D in the
. covering graph exhibits, and the same behavior to nodes b and ¢ as the other DD in the covering exhibits. Thea
nodcs a, b and ¢ choose 1 in €, and so must the nodcs running A, B and C in %, contradicting the argument
above that the node running A chooses 0.

o o
bk ol

The general case for arbitrary ¢(G) < 2m is an casy gencralization of the case for m = 1. The same pictures
are used. Just choose b and d to be scts consisting of at most m nodes each, such that removing the nodes in b
and d from G disconnects two nodes u and v of G. Let G be the graph obtained by removing b and d from
G, let the set a contain those nodes connected to u, and the set ¢ contain the remaining nodes of G (¢ contains
at least one node, v). Construct S as before, by taking two copies of G and rearranging edges betwcen the ‘s’
scts and their neighbors. The nodes and edges in our figures are now a shorthand for the actual nodes and
edges of G and S.

T o e
‘28iFy 8
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This completes the proof of Theorem 1. O

The succeeding impossibility results for other conscnsus problems follow the same general form as the two
arguments above. We assume a problem can be solved by specific devices in an inadequate graph, G, install
the devices in a graph S that covers G, and provide appropriate inputs. Using the Locality and Fault axioms,
we argue the existence of a sequence of correct behaviors of G that have node and cdge behaviors identical to
some of those in the behavior of S. (This sequence was (sl. 82. 83). in the arguments above.) By the
agreement condition, correct nodes in cach of the behaviors of G have to agree. Because cach successive pair
1 of system behaviors has a correct node behavior in common, all of the correct nodcs in all the behaviors in the
scquence have to agree. But by the validity condition, correct nodes in the first behavior in the sequence must
choose different valucs than those in the last behavior, a contradiction.
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szeindkmdinmemtmductkm.alesucnemlvcdonoﬂmm 1 was previously known, and the
mcdmupmfbmydmnarmmmduﬂhrmwﬁwsunx Our proof differs in the construction

’ omemmvmc,.c,mc Earfier results construct these behaviors inductively, in less gencral

modc!sofdiuﬂbnwdm mdaanedmmpﬁomomemodekmmrytoummmm
mdmvolvedmﬁons. -

mmumn-m-m.nwummm(wmmwﬁb&)
cxtracted from actuel runs of the devices in a covering graph. The Locality and Fault axioms imply that
scenarios in the covering graph are also found in correct behaviors of the original inadequate graph.

The model used to obtain these results is an extremely gencral one, but ik does assume that systems behave
deterministically. (For cvery set of inputs, a system has a singic behavior). By considering a system and
inputs as determining a set of behaviors, nondeterminism may be introduced in a straightforward manner.
One changes the Locality axiom to express the following; if there exist behaviors of two systems in which the

hedpbudmofmhmomhkmmwm&mmmmmmm-
' ofdnmmahoidenﬁal. Usumhummmepm&mmeemmmm

algodﬂmunnmmnnweByundnemmL

4. Weak Agreement

Nwweyvemuknpoasibiﬁtymﬂaformemkmecmntpmblem. Asmthenyunﬁmw
case, nodes have Boolean inputs, and must choose a Boolean output. The agrecment condition is the same as
for Byzantine agrcement--all correct nodes must choose the same output. The validity condition s weaker,
however.

Agreement: Every correct node chooses the same value.
Validity: Ifall nodes are cosrect and have the same input, that input must be the vaiue chosen.

The weaker validity condition has an intercsting impact on the agrecment problem. If any correct node

obscrves disagrecment or faulty behavior, then all are free to choose a default vatuc, 30 long as they still agree.

Lamport notes that there are devices for: reaching a form of approximate weak consensus, which work when
|Gl € 3m. Running these for an infinite time produces exact consensus (at the limit) (L) In such infinite
behaviors, if any correct node obscrves disagroement or faulty behavior, it has pieaty of time to notify the

others before they choose a value. Thus, strengthening the choice condition, to prohibit such infinite

solutions, is necessary to obtain the lower bound.

. - eew .
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We must alwo bound communication delays away from zcro, or a similar type of infinite behavior is
poagible. I fact. If we assume there is 20 lower bound on trapsmission delay, and that devices can coatrol the
MMMWManuWhMQMM This
mmammmmmmmwmm and works with any
number of fasis. Again, this is because any corvect node which observes disagreement or faulty behavior bas
plesty of time 0 notify the others before they choose a value.2 Tn more realistic models i is impossible t0
reach weak consenens in inadequate graphs. To show this, the misnimal scmastics introduced in the previows
sections must be cxtended 0 exciude thesc infinitary solutions. We do this as follows. Previously, behaviors
of nodes and edges were clemeats of some arbitrary set. Henceforth, we consider them 0 be mappings from
10.20), (our definition of time), (o arbitrary state scts. Thus, if E is a behavior of node u, then u s in state B()
atimet |

%ddu‘mmb~mthpm
Cholce: A correct node must choose 0 or 1 after a finite amount of time.

This means there s a function CHOOSE from behaviors of nodes running wesk agrecmen devices 1 {01},
with the following property: Every such behavior E has a finite prefix E, (K restricted 10 the interval 10,0
such that all behaviors E extending E, have CHOOSE(E) = CHOOSE(E).

This choce condition prohibits Lamport’s inflnite solution. To prohibit the second solution, we bound the
rate at which information can traverse the network. To do so, we add the following stronger locatity axiom to
our model. : ' ' '

Bounded-Delay Locality Axiom
There exists a positive constant & such that the following is true. Let § and §° be systems
_ with behaviors 8 and ', respectively, and isomorphic subsystems U and AV, (with vertex
sets U and U"). 1f the corresponding behaviors of the inedge borders of U and U’ in € and
c'mmmmmmgmmsumsumidmmmmw&
Thus, news of events k edges away fronr some subgraph G' takes time at lcast k8 to arrive at G*. In a model
with explicit messages, this axiom could be proven from an assumption that the transmission dolay is at least
8, and the edge behaviors in our model would correspond to state descriptions of the transmitting end of each
communications link.

ZNodes tart 2 time O, nd docide st thme 1. They brosdoast their value ot time 0, specifying i 1o anive ot time 1/2. I7'a node fiekt
dotects dimgroemont or feilure (at time 1), it brosdeasts ¢ “fifure detecied, choose defhult valus™ mesage, specifying & 10 arvive ot time
14/2. The cbvious docision is made by everyone st time L
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Theorem 2 Weak agrecment is net possiblc in inadlequate graphs for modcls satisfying the
Mkhy'mm :

Amwcm:kcnhmeh + lnodcbonnd. lnmismﬂlcpmiouypubﬁdndpmoﬂl.lum
difficult. As before, we restrict our attention to the case |G| = n = 3, m = 1. (The case for general m follows
immediately, just as sbove.)

mmamwmmnwamhmmcmmmuua

- Consider the twe behaviors of G in which all nodes are correct, and all have input 0 or all have input 1. Let¢

beannpperboundondnﬁmeummaodutoclmhrlinmm Choosek > ¢/8wobea
mulupbofl

mmmsma«mwmmmmmmmam
/- e I \
A--l—-c. esB==C=-A~~8,, . A-~B--C~-A~-B-~C.. .n--c-’a--a. . A=-8=<C
6 6 0 0300 000111 ‘1311 131
mmmmrmmmammmw-mmm

.o --‘c"‘h"".c-q‘-- .
B ERE

 As before, each sconario is identical to a scenario in a behavior in G of the appropriate two weak consensus
devices. Since each pair of successive scenarios overlaps in one node behavior (here, that of the node ruaning
B), all the nodes in both scenarios must choose the same value in G and in S. By induction, every node in §
must choose the same value. Without loss of generality, assume they choose L,

Consider the k scenarios indicated below,

, ................ - ap D R G D UDED ER WD W5 @ o 4P Gh S @b EB G 4D 4D W W S0 D S U 4R ED AP @ D & . @B 4B . \
A--B--C' L] .n--c--A-". - QA--B--C--A-.B--CU . OB--C.-A--Q. L] .A--B--c
o 00 0090 0O0O011 111 1111 111

Let € be the behavior of G in which a, b and ¢ are correct and each has input 0, and denote the resulting
behaviorsof a, b and ¢ by E, E, and E,, respectively.

lm&‘l‘lnbdmbrinmrio! ofanodcmnnin;dcvlceA(otnorC)hidcndednB‘
(or E, or F.)) through time i8.
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M?&Nhnmh«mﬁuuﬂuw Bounded-1etay lacality axiom. O

hlmlummmcmAbm%mquﬁ'dﬁ.
through time k8. Since nodes ¢ and a in G have chosen output 0 by this time, 50 have the comesponding
nades in ¥, a contradiction. . A .

P - s rew

The gencral case of JG{ < Im and the connectivity bound follow as for Byzantine agreement. 0 .

Mmmmmumduamummmmmh
rings and arbitrarily long lincs of processoes [A].  Both results dépend crucially on the existence of 2 lower

can be shown 10 sce the same local behavior for some fized time,

5. Byzantine Firing Squad -

The Byzantine firing squad probiem addresses a form of syachrosization in the presence of Dyzantine
failures. The probicm is to synchronize a response 10 an input stimulus. The response is t0 enter a designated
FIRE state. The probiem was studied originally in [BL}. ln [CDDS] a reduction of weak agreement to the
Byzantine firing squad problem demonstrates that the latter is impossibie to solve in inadequate graphs. We
provide a direct proof that a simple variant of the original problem i8 impussible to solve in inadequate
graphs. (In the original version, the stimulus can acrive st any time. We require jt to arrive at time 0, or not at
all. Our validity condition is slightly different.) The proof is very similar tw that for weak agreement.

One or more devices may receive a stimulus at time 0. We model the stimulus as an input of 1, and absence
of the stimulus as an input of 0. Correct executions must satisfy the following conditions.

Agreement: If a correct node enters the FIRE state at time ¢, cvery correct node enters the FIRE state at
timet

Validity: If all nodes are correct and the stimulus occurs at any node, they enter the FIRE state after some
finite delay. [f the stimulus does not occur and all nodes are correct, nonodeemcnmdaeb‘lksm.

. As in the case of weak agrecment, solutions to the Byzantine firing squad problem cxist in models in which
there is no minimum commuaication delay. Thus the following result requires the Bounded-Delay [.ocality
axiom, in addition to the Fault axiom.

i Theorem 4 The Byzantine firing squad problem cannot be soived in inadequate graphs for
modcls satisfying the Boundcd-Delay Locality axiom.
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muu+ | node dound. mmnmuwms ax=lm=l

mm«mmwm& nmcwmewmcmumu
andc. Consider the two bohaviors o' O i which all nodes are correct, and all have nput 0 or oll Rave input L.
Let t be the time at which the correct devices enter the FIRE state in the case that the stimius occurred (the
input 1 case). Since the corvect nodes never enter the FIRF state n the sbscace of the stimwlus, they certainly
do not eater the FIRE state ot timve L. Choaso k > /8 0 be 2 multiple of 3. (Rocall that & is the miaimum
Mmmhummmmmx |

mmmsmaamwmmmmmmmsm

, -——e L L2 2 Y \
A-.‘.-Co . "‘C“‘“" .o A"""C"'l""’c- . .""C‘“"“"’.. . .A".“c
e 00 00090 0090111 1111 111

Similarly to the proof for weak agrecment, the middle two deviced recelving the stimlus eator the FIRE
state at time (, 2 their behavior through time ¢ is the samc as that of the correct nodes in G which bave
received the stimulus and fire at tme ¢ Bocause of the conmmunication delay, there & aot cnough tame for
"news” mummwmmm Dyupandmofmemm all the
devices in S must fire at time . MWMLMMMW“MMWW
mlyammnoduhﬁwhnhdonumadnﬁeﬂhuﬂus(ﬁehuﬂm). 'ﬂnslheydoutﬂeu .
time ¢, a contradiction. 01 a

6. Approximate Agreement
Next, we wra to two vcmomofdwappmxnmmmmupmblmlbwswu& Wewmm

approximate agreement and (2,3,v)agreement, mmmmmum-mu
choose real numbers as a result. mmhmhavednmhdonmmhmm»u\em In order

mmmwmbummuumwmmmmm«mm _

For the following two theorcms we use only the Locatity and Fault axioms. chonotneedmew
Delay Locality axiom used for the weak agreement and firing squad results,

6.1. Simple Approximate Agreement

First, we tumn to the simple approximate agreement problem [DLPSW]. The version we cxamine is based
on that in [DLPSW]. Each correct node has a real value from the interval [0,1] as input, runs its device and
chooses a real value, Correct behaviors (those in which at least n - m nodcs are corect) must satisfy the




u o
ummmmmmwummummnhm

T

\ Vm ﬁﬂmmm;mmdtmthewomchmdum

:  numbers from the intcrval [0.1], and choose a value from [0,1] to output. (Outputs are modeled by a function

{ mm.mmwmmmmummmﬂmn As before, assume simple
approximate agreement can be reached i the triangle graph G. Consider the following three scenarios from
the indicated behavior in the covering graph 8.

; Jomwcccncocncnncncnsa \

b © Ac=eBreCeecA==-B-=-C i

.0 @ @& 1 1 1

'-".d----'
l..‘.,'-..'

; ‘ Again.edm«lohahoambhambdmiorom !nmeﬁmmb.beulynheCm
: choose is 0. munmud.memymmAmdwmkx 'IhsmeansmevaluudmenbyAdehtb

” mmmbmommx»mmmmmmmmmc.muw
* condition

N The general case of IG] < Jm and the connectivity bounds follow as for Byzantine agreement.

6.2.(,, FAgreement
mmdwmmmhbmdmﬂmhm l.eu.!andybepodﬁvelulm
The corvect nodes receive real sumbers as inputs, with rﬂmr_mmmmwm
respectively. These inputs are all at most § apart (Le. the interval of inpus fr,__. r__] has length at most 8).
y They must choose a real number as output, such that correct behaviors (those in which at least n - m nodes are
correct) satisfy the following conditions. :

Agrecment: The valucs chosen by correct nodes are all at most ¢ apart. .

Validity: Each correct node chooses a vaiue in the interval [r___ 7.5, +7}

Note that if ¢ 2 8. (¢,3.y)-agreement can be achieved trivially by choosing the input value as output.
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s Mﬁ _ma.u.mmuhumhmm

Pmnl': LGG,GM?“MRMMMNL \Vepmeonlymelm-t-lhmndmmm
of nodes. Assume that devices A, B and C exist which solve the (¢.8.y)-approximate agreement peoblem in
mmmammmmmmae.am1.wm.<s

ChnukaMhmM&)Mkl) + c.andk-l-ZBdwsﬂ:lcbyu\m. The coveriag graph $
eomiqsk+2 mwhamimm,mmmmmm following system.

[=== - \

A--mnnn B-= ... ==B-=====C
node 0 1 ... &k k+1
input S k§  (k+1)3

Let:f faosighmmwvmmh!mnmmmofmimuL By
mmmm.mmr is a scenario of a correct behavior of G, hwhidnﬂnehruhwtnlueua
eonectnodek(i+l)8

huﬂ'FwosiShmemdwnbydtcdevkeamnliumt+1+h.
Proof: Theproofhuimplemdncﬂon nndevbeamdelchomam8+r.byuwapMn
scenario ¥, Ammmducﬂvdymmedevbeamdeidmumml+1+(il)c.bt0<l<k+l. By
agreememappﬁedwmaﬁo! ﬂ\edcvienatuodel+ldwmatm8+r+k Cl

In particular, me7inpﬁumedeviceatmdckchmatnm8+1+(ll)c But validity applied
tosccnamr unpliesmedemeatnodckdloomatleastkii v. Sokd - y$8+7+(k-l)c. ‘l'hisimplh
8 S y/(k-1) + c.amndiction.

mmmamsmmmmnﬂqmmmamWMD

7CloekSynchronizatlon
Each node has a hardware clock and maintains a logical clock. ’l'hehardmclocksmml-vmed.

invertible and increasing functions of time. In general, different hardware clocks run at different rates, and

« the nodes wish to synchronize their logical clocks more closcly than their hardware clocks. We also want the

logical clocks w0 be reasonably close to real time--setting them to be constantly zero should probably be
forbidden. Thus, we require the logical clocks to stay within some envelope of the hardware clocks.

mmmmmmnslhmmw‘maka@mmmnmm-
that & is impomible to synchronize to within a constant in inadequate graphs. Somc questions concerning
mmﬂqﬂwﬁmﬁmpmbl«mmm It was pointed out, for exampie, that diverging finear
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elocks can exslly be synchronizod 1o wichin s comcant I nodes cas ran their logical clachs as the g of

Whele hardware clocts. For a large clams of clock and cavelope fuactions (iscreasing and inverible clcts,
""*‘iﬂmwmwummmmmhwm

mmmmmmmm

wemumrswmmu,uamuumumetuumo,mumc The
value of the hisdware clock a2 time ¢ is assumed to be part of the state of the sode at time t. The time oa node
T's Togical clock at real tme t is givea by a function of the entire state of node L. Thus, if E, is a behavior of
node i (such that node | is in state F,(t) at time 1), thea we cxpress 1's logical clock value at time t 23 C(E(0)

We assume that any aspect of the system which is depeadest upon tme (such as transmission delay,
minimum step time, maximum tatc of message transmission) is a function of the states of the hardware clocks.
Having made this assumption, it is clear that specding up or slowing down the hardware clocks uniformly in
different behaviors cannct be observable to the nodes, 30 the only impact on the behaviors should be that they
spoed up or slow down in the same way as the hardwareclocks. -

Tomuamnmwummmmwmmm Let h be any invertible
function of dme. !fEaabehMor(ofaedaeouude).mcnmthebdnvhfsuhﬂyll.hudlu
Eh(t)=E(h(1)), for all times ¢. ﬁumy.mnnmcmcmmbmwo.n(m). if8isa
symbdmbrumhﬂmﬂumubdwm«mamobumedwummmum
behavior in 8 by h. Similarly, if ¥is a system, then h is the system obtained by scaling every clock in Tby h,
Inwitively, a scaled clock or behavioe is in the ste at time ¢ that the corresponding unscaled clock or
behavior is in at time h(¢). -

Scalig Axiom  If8 is the behavior of system 9, then €h is the behavior of system Jh, O

lrdmmomhmwmkened.abybwndhndnmm&hy.dmksymhmm“
bepodblehinadeqmem

In the following we use the Locality, Fauk and Scaling axioms. We do not need the Bounded-Delay
Locality axiom uscd for the weak agreement and firing squad results. .

’mthmMnManbemdaﬂm Let corrcet hardware clocks run either at (t) or g(t),
where f and g are increasing, invertible functions, with At) < g(0), for all&. Let the envelope functions | and u
ummmmmm)smmngu

Consider what happens if cveryone runs their logical clocks at the lower eavelope, O(E())=KIX(0)). Then




n
the logical clocks are syacheonired 10 within Kg(H(KO). The goal then, is to improve’ this trivial
syacheontzasion. nguhﬁulckthbesyncbmindwwidﬁuui)ﬂlon.brmy
positive &. .

That is, nentrivial synchrentzation is achicved by synchronization devices in G if there cxist positive
constant & and time ¢ such that every correct system behavior 8 satisfies the following conditions.

* Agroement: For any two cosreet nodes i and j in 8,
ICCEL) - CEN < Kg(h - KKD) - ., for ail timest 2 €.

Validity: For any correct node i in 8, with hardware clock D, and resulting behavior E, KR9) < C(E()
S u(g(t)-

Theorem &: Noatrivial syachronization is not possible in inadequate graphs for models satsfying
the Scaling axiom. ,

We show thatfor every iswger 132, there i a behavior € 0f G i which node s correct, has hardware clock
D, = f(that . Dyf0) = RU) and in which GE(()) 2 KK) + k. For k big enough, thi viotates the upper
eavelope condition, C{E(X)) < olg(t). .

Define h = g, (Thatis, 1(t) = £"Y(g(1)).) Thenh’! = gL Note that 1(t) > t for all t, since K2) < ol0).
We begin with the three node, onc fault case. ‘The argumicnt is very similar to the preof of Theore 6.

Assume the existence of devices A, B and C, time ¢’ and positive constant & such that logical clocks of
correct nodes obey the agreement and validity conditions:

ICE) - CLEON < Ke(®) - KHQ)- @ for all imes ¢ > €.

KAY) < AE()) < u(g(): for all timest.

Choose an integer k 2, such that k+2 is a multiple of three, and such that KRt)) + ka > u(g(t)). The
mmsmuzmwmm%mmm&mmmmmm
following system. '




Let 7 be the behavior of this system. An initially troubling concern is that the hardware clocks in ¥ are

much slower in moat of the devices in the ¥ than they would be in a correct behavior in G. But consider ¥, *
the two-nodc scenario containing the behaviors of nodesiand i+ 1, where 0 € i < k.
' N iy 8---
node 1 el
hardware clocks gh"! gh(¥+1)
resulting behavior E, Eiet

R S -
node .. 1 i+l
hardware clocks g f
resulting behavior: et g0

In this scenario, the hardware clocks have valucs within the constraints foreorrectbehayionofc. Thus we
have the following.

Lemma 9: Scenario Sh! forOSnSk.isaseenaﬁoeontmnhxdlebelmionoftwocom
nodes in a correct of G.

Lemma 1& For all i, 0 < i S X and all ¢ > bY(¢), IG;, ,(E,, ,0) - CEWN < s -
AL ) - .

Proof: Fixt2 h(t). Then h'(t) > t. By Lemma 9, i and i+1 are correct in %', 30 by the agrecment
" assumption IC, , (E, . ;h'(h7®)) - CERG N < Kah () - KA (©) - a. The result is immediate. O .

Lot time ©* = h%(t). Note thatt™ > hi(t), fori < k.

Lessma 11: For all |, 1 i  k+1, C(E(t") 2 Kght") + (1)
Proof: The proof is by induction on i. By Lemma 9, scenario ¥, is a scenario in G of correct nodes a and b,
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with hardware clocks g and f, respectively. From the validity condition, for all t, C(K,(1)) 2 R0). Seuing t
= ", and substituting gh™' for £, we have the basis siep: C(E,(t7) 2 Kgh™(t")).

Now make the inductive assumption C{E{t") 2 Kgh'(t")) + (-Da, for 1 Si Sk

Since ¢* 2 h{(t), from Lemma 10, we know IC,, ,(E, . ") C(E(N < Kghie) - K- e

Thisimplies C,, (E, , () 2 CLE() - Kgh ™) + KB Y) + a.

Substituting for C,(E,(t")) using the-inductive assumption gives us C,  (E, () 2 Kgh'(¢)) - Kgh(")
+ KA + ia = M) + ia. Noting that £ = ghl, we have the result, C, (F,, (") 2
G+ Ye)) + ie.O

Proof of Theorem 8:
Lemuna 11 kmplies C, , (E, , (") 2 Kgh®*D(t")) + ka. Since t* = bX(¢), we have C, _ (E, , () =
Cy o 1By NOM = G, (B, , 1) 2 1gh T+ DHE(E)) + ke = KAL) + k.

But the upper envelope constraint for the scaled scenario %,h* (in which k+1 is correct and has hardware
clock (1)) implics that C, , ,(E, , ;h'(t)) < u(g(t)). Thus, KAE)) + ke < u(g(t’). This violates the assumed
bound oa ¥, KAY)) + ka >-ulg(t)) | |

Once again, the gencral case of |G| < 3Im is a simple extension of this argument. The connectivity bound
also follows easily, as with the earlier results. O

7.1. Linear Envclope Synchronization and other Coroliaries

Linear envelope synchronization, as defined in [DHS], examincs the synchronization problem when the
clocks and envelope functions are linear functions (g(t)=rt, Rt)=t, t)=at+b and u(t)=ct+d). It requires
correct logical clocks to remain within a constant of cach other, so that the agreement condition is ICE(0) -
C,(F.,(t))l £ a, for all times ¢, instead of our wea.lkcr condition lCi(B‘(t)) . C,(%(l))l Lart-at-a, forall timest
2 €. Our validity condition is slightly weaker, as well. Thus, the proof of [DHS) shows that logical clocks
cannot be synchronized to within a constant; we show that tha the synchronization of logical clocks canaot be
improved by a constant over the synchronization (art - at) that can be achieved trivially. . Thus the following
corollary follows immediately from Theorem 8. (Each of the four corollaries below holds for models
satisfying the Scaling axiom.)

Corollary 12: Lincar envelope synchronization is not possible in inadequate graphs.
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We also got the following results immediately from Theorem 8, by choosing specific values for the clock
andm«euvekwfumtm Noumamcpnntuhrchoneofuwupperenvek)peﬁunuondoesmtaﬁect

. mmmmmmwmmmcxmofmmupwmw

function is nccessary to obtain our impossibility proofs.

Covellary 13: If f{t)=¢, g()=rt, and Kt)=at+b, no devices can synchronize a constant closer
than art-at in inadcauate graphs.

Corollary 14: If Rt)=t, g(o=t+§ and t)=at+b, no devices can synchronize a constant closer -
than ac in inadcquatce graphs.

Corollary 1S: If R)=¢, g(l)zrt and lt)-logz(t). no devices can synchronize a constant closer
than baz(r) in inadequate graphs.

In general, the best possible synchronization in inadequate graphs can be achicved without any
communication at all. 'Ihebatnodelcandolsrund:cubmulclocksasslowlyaslbeympcmﬁued.qm»

= KDY

8. Conclusion

Most of the results we have presented were previously known. Our proofs are simpler than carlier proofs,
and hold in more gencral models, but this is not their main contribution. While simplicity and generatity are
important goals, in this instance they are the welcome byproduct of our attempt to identify the fuadamental
issues and assumptions behind a collection of similar results,

One important contribution is to elucidate the relationship between the unrestricted, or Byzantine failure
assumption, and inadequale'gmphs. As is clear from our proofs, this fault assumption permits faulty nodes to
mimic executions of disparate network topologies. If the network is inadequate, a covering graph can be
constructed so that correct devices caanot distinguish the execution in the original graph from one in the

covering graph.

A second contribution is related to the gencrality of our results. Nowhere do we restrict state sets or
transitions to be finite, or even to reflect the outcome of effective computations. The inability to solve
consensus problems in inadcequate graphs has nothing to do with computation per sc, but rather with
distribution. It is the distinction between local and global state, and the uncertainty introduced by the
presence of Byzaatine faults, which result in this limitation. '

Finally, we have identified a small, natural set of assumptions upon which the impossibility results depend.
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‘ For example, in the case of weak agreement and the firing squad problem, the correctness conditions are
: sensitive to the actions of faulty nodes. Instantancous notification of the detection of fault cvents would allow
. onc to solve these problems. An assumption that there are minimum delays in discovering and relaying
L information about faults is sufficient to make these probiems unsolvable.
- -
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