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;3; A refinement of the results obtained for optimum energy
;ﬁ; constrained jamming of digital receivers is obtained by
:{; modeling the jammer as a random process. In the modeling
}’J process, a random time arrival or random frequency errors
ﬁf are accounted for by including these effects in the repre-
l%; sentation of the jamming waveforms. Performance analyses
W are carried out in order to determine the effect of random
{44 time of arrival and random frequency errors on the part of
;}; the jammer, on the receiver probability of error.

:é& The mathematical results derived are programmed, evalu-
':ﬁ ated on the computer, and compared against ideal optimum
t»j energy constrained jamming strategies previously studied.
?-j Results for both coherent and incoherent receivers are
:5: derived and analyzed utilizing conventional binary modula- v
3 tion schemes. Results show that generally some but not a
%; great deal of jammer effectiveness is lost due to random

'l time of arrival or random frequency errors associated with

e the jammer waveform.

&

20T,
o 2 4
&

ROL

o @
4

B
a’a

-
ERS
L

P4
Pl e



LA Ak a4 B s L e e soh L o i TR TR C T T aer g e w e g T g erw e R reve e s Wy worw ey

TABLE OF CONTENTS

1
'yﬂ I. INTRODUCTION . . . v + v v v o o w w o« v v v . .10

AN II. COHERENT RECEIVERS . . . « « « « « v v « « « o . . 12

e A. GENERAL . . . . « + v v v v v v v v v v v o .12

- B. JAMMER OPTIMIZATION . . . . . . . . . . . . . 14

T C. EFFECT OF DETERMINISTIC JAMMING WAVEFORM . . . 16
D

& . ANALYSIS OF THE EFFECT OF THE JAMMING
o~ WAVEFORM HAVING RANDOM TIME OF ARRIVAL . . . . 17

i 1. BPSK » + v o e e e 10
s 2. BFSK + v v v e e e e e e e o1

® E. ANALYSIS OF THE EFFECT OF THE JAMMING
o WAVEFORM HAVING RANDOM FREQUENCY ERRORS . . . 23

8 L. BPSK . . = v « o v e e e e e e e . 23
2% 2. BFSK + « v v v e e e e e e e .26

III. INCOHERENT RECEIVERS . . . . . . . . « . . . . . . 30
e A. GENERAL . . . « « v v v e e e e e .30
L B. EFFECTS OF OPTIMUM JAMMING WAVEFORMS . . . . . 30
o 1. ASK . . . . « v v v v v e oo o230

2. BFSK . « + e e e e e e e e ... 38

el C. ANALYSIS OF THE EFFECT OF THE JAMMING
Y WAVEFORM HAVING RANDOM TIME OF ARRIVAL . . . . 47

‘ig 1. ASK . . v v v e e e e e e e .. 47
R 2. BFSK . . v v v v e e e e e e e oo .50

P D. ANALYSIS ON THE EFFECT OF THE JAMMING
- WAVEFORM HAVING RANDOM FREQUENCY ERRORS . . . 52

Dy 1. ASK  + v v v v e e e e e s ... 82
[ 2. BFSK . . . v v v v v v e e e e e ... 57

sy ' IV. DESCRIPTION OF GRAPHICAL RESULTS . . . . . . . . . 64
oo A. GENERAL . . . . . . . « « « ¢+ v « o v+ . . 64
Wt

‘:ﬁ B. COHERENT RECEIVERS . . . . . . . . . . . . . . 64




Y v L oa mad Sca ALd s Ak SBe AAe- Aa i -die s i oAl MAl Bl el Bk Mok 2 odh o sl A=A i AtSl A datis sule JRiLE sl el ahd -t ol

l. PSK . . . . . . . ¢ v v v v v v v . . . . 64
2. BFSK . . . . . « . « v v v v v o v v . . . 66
C. INCOHERENT RECEIVERS . . . . . . . . . . . . . 67
1. ASK . . . . . . . o o . o .. .. . . . 68
2. FSK . . . « « v o o v o v v v v e v .. 68

V. CONCLUSIONS . . . . . . « « v v v v v v o v o . 171

LIST OF REFERENCES . . . . . . . . . . . . . . + + . . . 85

INITIAL DISTRIBUTION LIST . . . . . . . « « « « « « « . . 87

k 2on i o o o e g
DA

‘u-\"\‘n‘

. .

R SRR T SRR |
DA I RN S A N AT Iy Y I I



S~ N &

SNR REQUIREMENTS
SNR REQUIREMENTS
SNR REQUIREMENTS
SNR REQUIREMENTS

LIST

(Pg
(Pg
(Pg
(Pg

OF TABLES

10-6 Psk)
1076 FsK)
10™> ASK)
1072 ASK)

"

66
67
69
69




.'.'r‘.'.*-‘-
B AN
oS
A

. ""‘

s

XA
P

-
)

e N
s

‘20N ®

e o

------

vt »n L»n in »n

N n &~ W=

.10

.11

.12

.13

.14

.15

LIST OF FIGURES

Coherent Correlator Receiver

Single Correlator Coherent Receiver
Quadrature Incoherent Receiver for ASK
Incoherent Matched Filter Receiver
Incoherent receiver for FSK

Performance of the PSK Coherent Receiver
Deterministic Jamming e e e s

Performance of the PSK Coherent Receiver
Timing Error Jamming e e e

Performance of the PSK Coherent Receiver
Frequency Error Jamming Coe e

Performance of the FSK Coherent Receiver
Deterministic Jamming C e e

Performance of the FSK Coherent Receiver
Timing Error Jamming

Performance of the FSK Coherent RECEIVER

Frequency Error Jamming

with
with
with
with

with

with

Performance of the ASK Incoherent Recelver with

Deterministic Jamming

Performance of the ASK Incoherent Receiver with

Frequency Error Jamming

Performance of the FSK Incoherent Receiver with

Deterministic Jamming

Performance of the FSK Incoherent Receiver with

Frequency Error Jamming

......................
...............

.......

73
73
74
74
75

76

77

78

79

80

81

82

83

84

85




. ACKNOWLEDGEMENTS

. I wish to express my sincere appreciation and
indebtedness to Professor Daniel Bukofzer of the Electrical
) and Computer Engineering Department of the Naval
Postgraduate School for the guidance, assistance and
continuous encouragement which he provided during the
pursuit of this project. This thesis is dedicated to my wife

Yoonah and my children Jeewoo and Jeewon, for their support

away from our home, during our 1life at Monterey in the
" United States.

et v 1 e

.. "‘.',', LIRS ]

q | AR
[SCIEINEIN

4

S

)
P

DA A
at. .
[P T S B u.
s e
¢ il

0 o

-
AN

ar
A
kd

.,,
PR

R
%

p0y

O

7

o )

Ty
L)
Pl Sl i S T

(Xe]

S
.
.

.',.‘
PR

L ol




2 " o
fA A

I. INTRODUCTION

The structure and performance of digital receivers
operating in additive White Gaussian Noise (WGN) is well
known. While this noise assumption is often wvalid, in many
cases, especially when there is intentional jamming in the
channel, the WGN interference assumption breaks down. For
this reason, there is interest in determining the
performance of digital receivers designed to operate in a
WGN environment, that must however operate in a different
environment.

In this thesis, the performance of digital receivers has
been analyzed under the assumption that the interference
consists of additive WGN and some intentional jammer
waveform, whose model represents a refinement over previous
work in this area. It is to be expected that the presence of
any jammer without such prior knowledge on the part of the
receiver, will cause the performance of the receiver to be
degraded.

For the «case in which the jammer waveform 1is
synchronized with the digital signal and has exact knowledge
of the frequency of operation, results on receiver
performance have already been obtained and analyzed [Ref
1,2]. This thesis endeavors to investigate the effect of a
more realistic jammer model in which the jammer lacks
synchronism with the digital signals as well as exact signal
frequencies knowledge. This model is used in conjunction
with both coherent and incoherent binary digital receivers
designed to operate in a WGN environment.

In Chapter 2, the performance of coherent receivers is
investigated under the assumption that the jammer waveform
lacks synchronism with the digital signals or that it lacks

exact knowledge of the frequencies of operation. A
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mathematical model of the jammer waveform is introduced
based on previous results on optimum energy constrained
jammer waveforms wused to degrade the performance of
different binary modulation receivers. The analysis of the
performance of the receivers is carried out and the effect
of miss-synchronization (i.e, timing errors) and of
frequency offsets (i.e, frequency errors) are discussed in
Chapter 5.

In Chapter 3, the work carried out in Chapter 2 1is
repeated for incoherent receivers. Specifically, incoherent
Amplitude Shift Keying (ASK) and incoherent Frequency Shift
Keying (FSK) receivers are analyzed, performances are
evaluated and the results are discussed in Chapter 5.

In Chapter 4, graphical results are presented
corresponding to the numerical analyses that have been
performed. In most cases, the graphs display receiver

probability of error as a function of signal to noise ratio

for given values of jammer to signal ratio. The effect of
jammer miss-synchronization or of frequency offsets is then
analyzed with the aid of the graphs.

Chapter 5 presents conclusions pertaining to what was
learned from the results obtained and the numerical

evaluations carried out.
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II. COHERENT RECEIVERS

A. GENERAL

The correlator receiver structure depicted in Fig (5.1)
which can be shown to be equivalent to the optimum single
correlator receiver of Fig (5.2) is known to be optimum (in
minimum probability of error sense) for discriminating
between two signals sl(t) and so(t), received in the
presence of additive White Gaussian Noise (WGN), with O<t<T.

We define

r(t) = received signal in the interval O<t<T
sq(t) = sq(t) -sg(t)
N,/2 = Power spectral density level of the WGN.
P = probability that so(t) is transmitted.
N
o P 1 _
v el In(——5—) *+ 5 (E;-Ep)

where y is the receiver threshold level used to decide on
whether s;(t) or sy(t) was transmitted and E; is the energy
of the transmitted signal si(t), that is
E T 2
i = J; S, ()" dt i =0,

The probability of error P, of this receiver is derived in
many text books [See for example Ref 3]. The coherent
digital communication receiver of Fig (5.2) can be analyzed
in terms of the resulting P, when r(t) contains a jammer
waveform nj(t) in addition to the noise and sg(t) or sy(t).
Thus, under these conditions, the received signal appearing

at the front end of the receiver is mathematically described
by

r(t) = sj(t) + n(t) + nj(t) O<t<T i = 0,1
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""::j where again sg(t) and sl(t) are the two signals used to
3 transmit the binary information, n(t) is a sample function
- of a White Gaussian Noise process having a power spectral
;‘o* density level of N, /2 (Watts/Hz), and n_]-(t) is the jammer
'-’,'.3:1 waveform present during the signaling interval [0,T].

-

2 i The receiver of Figure (5.2) has been analyzed in so far
V) as the effect of nJ-(t) on the receiver -Probability of error
{: (Pe) 1is concerned under the assumption that nj(t) can be
n.}\ modeled as deterministic waveform. [Ref 4]

"‘i: It has been demonstrated that under such an assumption,

the receiver P, becomes

~

N

oy Y o+ %Hsd]lz - (n,,S)

:,-_f Pe =P . erfc[ J ]

o No

4 ESTER]

’-‘ v'-illsllz-(n 5,

2 d d'd

+ (1-P) erf (2.1)
g No

]2— IS4l

._'".'

: where

No P

' 1

[ T

W (n.,S.) . .
CL) nJ, a = J; nJ(t) Sd(t) dt

g T

Voo s 02 = s ()2 dt

e d o 9

of,

L

."“ With P=1/2 , we obtain

e

:‘:' o« xz

- 1 =

T |

W 2n

a S " —d

[ ql d

N _ 2

o sq[ndm] . _ ;

,'_}_: + —— e dx (2.2)
:i: -0 Zn
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g\‘l
%2 where

" 2
" S [ 2 ] N [Is4l] 4=
AN = = = (n_.,S.)
2 T lwellsg? 1 e
B. JAMMER OPTIMIZATION
\
oS In the previous section, Eguation (2.1) allows for the
:&: evaluation of performance of the receiver wunder the
:{ assumption that a jammer waveform is present. From the
A jammer standpoint, the optimum jammer waveform must be
& chosen in such a way that it maximizes the receiver
‘yﬂ Probability of error. By evaluating the first derivative and
f; second derivative of P, with respect to 'd' which is the
;’ cross correlation between the jammer waveform and the signal
A difference sd(t), the optimum jammer waveform can be chosen.
%@ Carrying out the mathematical operations, we have

<
s 2, 2 .2
¥ i Sq lud +d‘l

i ap, s 2 .
o x —l—.e sinh(S_°-N_-d)
,-\ ad V2n . q
r{.'
':1.:

3 2
2 3 [Hy*d]

N a Pe S Nd 2

vl::: 5 = q e ) O
i ad I2n
pg From the above results, it can be seen that P, is a
:; monotonic function of 'd' and making 'd' as large as
Tg} possible in magnitude results 1in the largest possible
¢5 increase in P,. In the iimit, as |d| - « we have P, - 1/2.
o However, from the Cauchy-Schwarz inequality
=

x> L1di] = 11 (nj,sg) 1 < [Ingl1 [Isgll (2.3)
v

o,

i? with equality if n; (t) is proportiona. to sy(t). Defining
o ||nJ|| = Pnjl/2 , where Pnj is the jammer energy, the

.’\j
)
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condition |d| - « implies that Pnj-m s when ||sgql| <
Under the condition that the jammer power be constrained to

Pnj’
made into an equality by setting

in order to get the maximum P,, Equation (2.3) can be

nJ-(t) = K sy4(t)

where K is a constant of proportionality. Since ||nj{|2 =

P,j » K must be set to the value P_;1/2/||s4||. Thus ||d]|

is maximized by setting

nj(t) =2 — Sd(t) (2.4)
TEAT

and this results in P, being maximized. Substituting

Equation (2.4) into the probability of error expression of
Equation (2.2) for P=1/2 yields

L) -12
2
PEB% 1 e dx
]T ”Sdll 2a
No s 2 - nyjy 1
o lis4ll 2
2 [ d +/F .3 -X
No 2 nj 1 2
+ —_— dx] (2.3
v/2n
00

By defining

E/N SNR ; signal to noise ratio.

o

P_:/E = JSR ; jammer to signal ratio

nj
and observing that

2 [T 2
(E L [S,(t) - S,(t)17dt = 2E(1-p)

15

v e Saut ans mah aas




ﬁ--u‘\wuwnmxwvmwn—v‘w.w A Ala ki Ailas e A e il i 6 fe- Al Ale ke~ A e e Aaln ~Ain 4 M At A5 0 a0 aa* e i - Al Al 20 Al e Abe-dine e dlae- alaundin Ao Ahe i AR a e o

where p is the cross correlation coefficient between two
information signals, the probability of error expression of

Equation (2.5) becomes

2
1 * 1 7
Pe -5 [ e dx
/SSNR(/1-p -/2JSR) vIn
~/SRE(/T=p +/2TBR) _x2
. L e 2 4y ] (2.6)
. 2=

C. EFFECT OF DETERMINISTIC JAMMING WAVEFORM

In the previous section, the design of the jammer
waveform and its degrading effects on the receiver
performance has been analyzed. The effect of such jamming
waveforms on the receiver performance has been found in
terms of receiver probability of error. From Equation (2.6),
it can be easily seen that the three independant variables
which affect the performance of the receiver are SNR,JSR and
cross correlation coefficient between the two signals used
to transmit binary information, denote by p In a binary
signaling set, it can be shown that -l<p<l. For Phase Shift
Keying (PSK), p = -1 and for FSK, p = 0. Thus P, for PSK,

using Equation (2.6) is given by

o 2
P s-l— —!——Q dx
e 2 /I
JSNR(/2-J/2J5R)

2
-/SNR(/Z+/2IGR) -
N I . dx ] (2.7)
- /2n
and for FSK, using Equation (2.6), P, is given by
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v,

ot )

P
=3

P 2

~ X
N o T
: P = l -—1— [ dx
o e 2 20
s J/BNR (1-v/2TSK)

~ 2
o - ~/SNR(1+/2T5K) -
o + e dx ] (2.8)
" J e v2n

<

D. ANALYSIS OF THE EFFECT OF THE JAMMING WAVEFORM HAVING
RANDOM TIME OF ARRIVAL

';E The results of the previous section demonstrate the
.i: effect of an energy constrained jammer on a binary

';ﬂ communication receiver using a strictly deterministic jammer

ff model. Such a model however must be refined because among
ﬁ{ other imperfections, the jammer signal may not be in
fﬁ synchronism with the digital transmission. In other words,
> there may be a difference in the time of arrival of the

'? information signal and the jammihg signal. The modeling of
N? such an effect will be accomplished by letting

$¥

) nj(t) = K sg(t-r)  Os<geT (2.9)
g

o

e Observe that in this model, the optimum jamming waveshape

5 has been maintained, however a time delay parameter 7 has

.k‘ been introduced. In order to be able to analyze how the

hﬁ time delay 7 influences the effectiveness of the jammer, and

f% compare the resulting receiver P, with that involving the

23 idealized jammer model in which the jammer operates
- synchronously with the receiver, we will require that K be

;; such that

pos T

E{ llnjll2 - J; [K'Sd(t-f)]2 dt = P . (2.10)
¢

o Therefore, for this constraint to be satisfied, we must have
2 17

-
«
.
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s K = J - nJ (2.11)

o I 842 ¢t-T)dt

dJu o

gﬁ? and the jammer waveform is now modeled as

)

W\

§ o’ - "

%ij n;(t) = K S (t-1) (2.12)

[ uN

1y

g&f with K given by Equation (2.11). In order to determine
receiver performance using this new jammer model we may use

S

Sagd Equation (2.1) in which now

ol

e (n,,8)

e nSe) = B(Sy 40 8y (2.13)

..I

;{é where

o ( T

'.' . S s - }

P d,r ' 34 = J; S4(t-7) .5 (t) dt

ff' while the remaining terms in Equation (2.1) are unchanged.

I¥§ Thus the P, for the receiver operating in the presence of

:S' noise and a (non-synchronized) jammer mathematically modeled

»
3

5 o,
P

by Equation (2.12), is given by

1 2
AR ‘i‘||5d|| - K(S

\‘”“ .lr.‘,
ot bt

1S .,)
Pe = P-erfc[ d,r d ]

b No

[ tis,11

iﬁ; v - —%- ||sd||2-x(sd + 154’

SESe +(1-P)-ertl 2 ] (2.19)

j _-::- “o

[3= syl

4 r{'.

f~ This expression can be evaluated for specific modulation
g schemes, such as Binary Phase Shift Keying (BPSK) and Binary
WY ¢

o Frequency Shift Keying (BFSK).
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1. BPSK

For BPSK, the difference signal sy(t) defined on
Page 12 becomes

sq(t) = 2A cosw,t

where we assume that . T = n7r and 'n' is an integer. Thus

Sd,r =sq(t-T1) 2A COch(t'T)

so that

T T
J Sdz(t-f)dt I [ 2Acose_(t-7) 12 4t = 2821 - 4E

"] o
where
A%T/2 = E
The above assumption w.T = ng has been used in order to

simplify the expression for the energy of sy( t- 7 ). Thus
from Equation (2.11) and Equation (2.12),

P 1
n.(t) = Td .5 (t-1) = — JIBE S . (t-1) (2.15)
J d d
4E 2
where we define
Pnj/E = JSR = jammer to signal ratio

In order to numerically evaluate Equation (2.14), we need to

specify the inner product term, namely

T |
(sd,T 'sd) = J; 2Acosuc(t—7)-2ncosuct dt

=2A2T-coso°7 (2.16)

19




B R S I Oy o O T P PP Ny o g A e i e o S .
(1" .
2
Y N
.
[T% 1%
RIS . .
By substitution into Equation (2.14), receiver P, for some
J',:'.‘\:: given value of 7 becomes
'.\:;x
o P 1 2 2 2
: In ~—5 *+ —— ||I8,}]°- —= K:20“T.cose 7
e l’e = P-ertcl 1-F No d No L ]
o [ 4 lisgl
ARRE ) o 1 2 2 2
~ In —5 - =8, }]|°- == K-28°T.coss_=r
oy +(l-P)-erf[ 17 _No _d Ho e ]
AN, 2
B,
..}:_ ] 5 18411
e
‘;\‘_'
AR (2.17)
e
"y where furthermore, since p = -1,
o
A
"::\ —-l—-l |Sd||2 = 2 SNR (1-p) = 4 SNR
® I 2
.»_\.‘"4- ' ls l I
R
LN s K 20%T = 4 SNRJJSE
Xy Thus, for the special case in which P=1/2,
\_‘ .
L
o 1 4SNR - 48NR/JSR:cose¢ T
o c
e, Pe('r) = i-lerfc( )
9 ) 2/25NR
'\ ) -4SNR —CSRRJJSR-cosuo'r
Wl + erf( )] (2.18)
2‘.\ 2/25NR
f§ "
=~ Equation (2.18) can be expressed in terms of a normalized
A
i':j:; delay TN+ Observe that
}::' T
% .
éﬂf CoS& 7 = cos(e T -
A where
.."-x"
NPE r
g ™ " (8 7 < T
e
B
‘ 20
A
=
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s Thus Equation (2.18) can be reexpressed in terms of 7y. The
e integer 'n' specifies the number of sine wave cycles within
. the observation interval. In most practical cases, n>10 ,
: A however results are not greatly affected by this parameter.

¢€ It is apparent that in most cases, ty cannot be
3 determined a-priori, so it must be treated as a random

quantity with some associated probability density function

N (p.d.£f.). A logical, yet simple choice for such a p.d.f. is
e . . .
.4 to assume Ty uniformly distributed over [0,1], so that
j Equation (2.18) must be interpreted as receiver P,
conditioned on TN- The actual (unconditional) receiver P, is

N obtained by integrating over the p.d.f. of ty, namely
- 1
.jf Pe = I Pe(T“) di

b o

®

oY 1 4SNR - 4SNR/JSR:-cose_7

e 1 c N

Y = — I lerfc( )

3 o 2/25NR
b -4SNR - 4SNRV/IGR:cose_7)

" + erf( ) ] d‘r“ (2.19)

2/2SNR
1 2. BFSK
‘-} D —

For BFSK, we have

Sd(t) = A (c05w1t d COSth)

jE where we assume that

;:.T wsT = (wl "'wo)T = anr

-

N wqT = (wy] -wg)T = 2my

fi and 'n','m' are integers with n>m. For this case,

‘23 ' Sq,7 = sq(t- 7) = A (cosw;(t-1) - coswq(t-7))

3,'5' so that

-.J

¢ I 5 20t-1) dt = “2[I [cose, (t-7) - cose (t-1)12 dt
o o o ! o
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= 82T « 2E (2.20)

From Equations (2.11), (2.12) and (2.20) the jammer waveform
becomes

n () = I -—5Ei— 'S4 (t-1) (2.21)

Furthermore, the inner product term takes on the form

T
2
(Sd'T,Sd) = J; A [cosul(t r) - cosao(t—f)]

[cosult - cosuot] dt
AzT

= — [cosul1 - cosoorl (2.22)

so that substitution of these results in Equation (2.14),

vields
ln—g—#ZSNR -/2JSR:SNR:({cos& ,T-COS&,.T)
1-P 1 o
P () =« P.erfc
¢ 2/5NR
1n-P—-2SNR -/ZJSK-SNR: (cose,T-COS®.T)
1-P 1 /]
+(1-P) erf
2/SNR

(2.23)

Utilizing the previously defined normalized delay TN
Equation (2.23) becomes

ln—g—42SNR-J2353-SNR-(2cosnn7 -cosmnT,. )
1-P N N
Pe(1H)=P~erfc
2/5NR
ln—g—-2SNR-J2JSR-SNR(2cnsnn1 ‘COSWnT, )
1-P N N
+(1-P).erf
2/5NR

(2.249)

where
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Assuming once again that Ty must be treated as a
random dluantity with uniform p.d.f. over [0,1], for the

special case of P=1/2, we obtain

PQ(TN)'J; Pe(rn) dT“

N L 2SNR - 2SNR»/2_JS_R-cosnn'ru-cosm7
N
=% [erfc-( )
Jo 2/5NR
-2SNR - 2SNRJ2JSR-cosnn7“-cosmnrN
+erf « ( )]dru
2SNR
(2.23)

E. ANALYSIS OF THE EFFECT OF THE JAMMING WAVEFORM HAVING

RANDOM FREQUENCY ERRORS

In actual situations, it is oftentimes difficult for the
communication jammer to know the exact transmission
frequency or frequencies of the adversary's communication
system. This lack of knowledge may be due to the use of
imprecise frequency estimation methods, or due to frequent
frequency changes made by the communication system's users.
Thus in this section the effect of lack of ©precise
transmission frequency knowledge on the part of jammer is
studied and analyzed insofar as coherent binary digital
receivers 1is concerned. Specifically, BPSK and BFSK
modulation only, will be considered.

1. BPSK

The lack of precise transmission frequency knowledge

on the part of the jammer is modeled by introducing a
frequency difference Aw in the known optimum jammer model
for BPSK. That is,

nj(t) = K Cos(wc + Aw)t (2.26)
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e

j% where Aw is, in a sense, the jammer frequency error. Since
a9 the jammer power is constrained to be P,;, we must have

. -

’:‘:{ 2 T 2

= [Ecos(e _+4ws)t]l dt

ff anl Ao PnJ = j; o

- £2T sin2(e_+4u)T

v — .27)
», = —32 [1 Y TTI(e 0T ] (2.2

o) c

'ké Thus we have from Equation (2.11),
‘ 2P,

nY B = sxn2(u +A0)T (2.28)
o T[1 * 2(u ¥2a)T ]
f—f_".

:. In order to determine the effect of this jammer on the
> Y

S coherent receiver, all that is needed is the determination
A‘:< .

i of the inner product (nj’sd)Aw' Thus

’-.-'“I

; T

g (n_,S)) = Ecos(e +A4Aw)t.2Acoswe t-dt

e J' d Ae ° c c

N sin(2e_+Aw)T

. sinAeT c
Jk‘ =RRT[ AoT + (20c+Ao)T ] (2.29)

)

Defining now a normalized frequency error, AwN where
b

the constant K and (nj’sd)Aw can be rewritten as

&N 2 P —-
nj
sxn2u T(l+a ) ]

2« T(l*u )

s -

4

and

"

NAY TSN
Sy @

a

v
W
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N
(n.,8.), = xar-[ N
j'od’ se soTTZo" ucT(2+Au

sinooT-Ae sxna T(2+A0
;]

N % z

nJ
sxn20 T(1+0 )
20 T(l+a ) ]
sine T-4Aw sxnu T(2+Aa )
c N +
' o T 80 m T(2+Aa )

s o

(2.30)

N c N

Substituting Equation (2.30) in Equation (2.1), we obtain

in T B + 4SNR -4SKRVJISR-I[Bl-[C]
P (Aw) = P-erfc-[ ]
e 2/35NR
in q - 4SNR -4SNRJJSR:[Bl1-[C1]
+ (l-P)-erQ-[ ] (2.31)
2/2SNR
where
i
p l 2
B = .
sine T(i+Ae )
1+ c N ]
ucT(l+Aa )
sine T-:Aw sine T(2+Aw )
C = c___N o “ "N
“cT'AON ucT(z+A«“)

Equation (2.31) yields the receiver P, when Awy has some
known value. Unfortunately, in many cases AwN will not be
known exactly and must therefore be modeled as a random
variable. Thus, in order to compute the average value of Po

it 1is assumed that the probability density of Awy 1is

uniform on (Awy,Awy), where Awyp, is the lower limit

and Aa4{ is the wupper 1limit of the normalized frequency
E,i error. With this assumption, the average P, can be
IJ: calculated as




H
1
P. = A“H-A“L Pe(dau)-dAu" (2.32)

or equivalently

H ln P + 4SNR -4SNRVJSR:-IBl-[C]
P 1 1-P
.RW { Prerfe-

HL ., 2/25NR
L
In :-P - 4SNR -4SNRVJSR-[Bl-[C]
+ (l-P)-erf-[ ]}ddaN
2/25RR
(2.33)

where B and C have been previously specified and are
functions of AwN. Results on the evaluation of Equation
(2.33) will be presented in Chapter 4, under the assumption
that P=1/2.

2. BFSK

The lack of precise knowledge of the transmission

frequencies on the part of the jammer, is modeled by
introducing frequency differences, Aw; and Awg in the
known optimum jammer model for BFSK. That is

nj(t) = K[cos(wl + Awq)t -~ cos(wg *+ Awg)t]

where in a sense, Aw; and Awg are the jammer frequency

errors. Since the jammer power is constrained to be Pnj’ we
have
2 T 2
Hnju = Pnj = J;[ K[cos(al*dul)t - cos(uc+beo)t] dt
) K2rﬂ [2’ sxn?(UIOAol)Z_ . snn2(00+duo)z
2(01+Au1)T 2(00+Auo)T
_y sxn(el*dol0ao0AuO)T Ly sxn(al+Aul—ao-Aae)T ]
(010A01000*A60)T (01+Aal—uo-duo)T
Thus
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5 2P ,}
o x.[ nj ]
Tl i - - -

:? T(20:1nc2(al+dcl)T+sxn02(¢o+Aao)T slnc(0‘0Au')T 2sinc(¢d ud))
Lo

? - l”n; .ID1

)

N where

4

L

N sinc x = ~3in X _

o 1‘» N ) b

)

L Ws T w1 Y wo

e wg = @1 * ©g

b

and

R 1 1
‘:, D=[ ]2
S T(2+si + i -s5i ~2si -
kﬁ& (2 sxncZ(at Aul)T*sanZ(oofdaQ)T sxnc(as+Aas)T 2sxnc(ud cd))
4.\':‘;]

.# In order to determine the effect of this jammer on the

WS
;tﬁ coherent receiver, all that is needed is the determination

o of the inner product (nj,sd). Thus

) ]

3 T

- (nJ,Sd)aj;R[cos(al+Aa‘)t-cos(oo+bao)t]-A[cosolt-cosoot]dt

A ; I : . - )

Hi: . EAT | sanulT . sxn(2ol*dol)T _ sxn(ud Auo‘z

e 2 Be T (Ze véu IT (0 =8ug)T
C) _ sxn(os+dao)z _ sxn(adtdul)z ) sxn(us+A01£I

”?Z* (os+Auo)T (udfdol)T (us+Aal)T

?iﬁ . sxn(2ao+A0Q11 . sinde,T
‘ﬁtj (200+A00)T AOOT
' ;";‘.

.f"

ﬁfj We define now two normalized frequency estimation errors,

. namely

'ﬁﬁ da

e buy = o, 1=0,1
SRNA
o so that

A ]
,:;_:. AwlT = wlT AwN’]_

‘ ")
N AweT = woT Awy, o

«.‘;,:..:

N
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and

(n;,S,) = _EAT | 'p;y

d 2 (2.34)

where

F = sinc(e,T-Ae ) ¢+ sinc(e T (2+4A0 })
1 N, 1

1 N,1

- sxnc(udT-ooToduu’o) - sxnc(ssT-aoT-Aa“'o)

- sxnc(adT+alT-A0"‘) - sinc(usT+alT-Aan'1)

+ i . 1
sxnc(uoT A“R,O’ + sxnc(uoT(2+A¢N,a))
Using again Equation (2.1), Pe(Awy 1,AwN,0) for
known AwN,l and AwN g values become

In-— +2SNR -2SNRVISK-[DI1-[F}
<P
Pe(AoN I’A“N o)aP-erfo[ ]
| ] 2 @m
1nT§F -25NR -2SNRVJIBR: (D] [F] ‘
+(1-p>-erf[ ] (2.35)
2/SHR

If we now treat AwN,l and Awy g as random variables
b

uniformly distributed over appropriate ranges, and

furthermore, assume that the normalized frequency errors are

statistically independent, the probability density function

of AwN,l and AwN,O becomes

N,0’ = Tae

p(Aw y Aw

N, 1 -4Aw Y (Aw )

N, 1,L) %°N, 0, H7%%x,0,L

where AwN,l is in the region (AwN,l,L ’ AwN’l,H),

[sra and AwN,O is in the region (AwN,O,L . AwN,O,H)' The
Fff average P, is finally obtained from R
e
e Aoy, 1,10 A% 0,1
i‘-}::; . ] -
%&i Pes Pe(A“N,l’A“N,o) p(A“N,l’A“N,O’ dA“N,ldA“N,O
y. p. 1)
s‘;}f“: "’ ‘ 'L N,O.L
DS
%
-
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1

(N
v

y

L)

; or equivalently

4

5 Aoy, 1,H 2N, 0,0

N 1

i P12 =™ X7 =y, )

. € N,1,H ““N,1,L N,0,H ““N,o,L" | re

- N,1,L “"N,O,L

) In;om +2SNR -26NR/JSH- (D1 -[F)

: P'erfol ]

o 2/SNR

v 1nT'-:-F -26NR -2SNRJJSRE.[D]-[F]

- +<1-p)-err[ ] dde, dbe. o

2/SNR ’ ’

o (2.36)
ﬂ,

2

& The results of the evaluation of this Probability of error
expression will be shown in Chapter 4.
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ITII. INCOHERENT RECEIVERS

A. GENERAL

In incoherent systems, the phase of the carrier signals
is not available at the receiver so that the phase must be
treated as a random variable which is typically assumed to
be uniformly distributed over [0, 24]. As such, we may
expect the performance of an incoherent receiver to be
degraded in comparison to the performancé of the
corresponding coherent receiver. However, because of their
simplicity, incoherent systems are widely used in many
applications.

The analysis to be carried out on the performance of an
incoherent receiver in the presence of WGN and jamming 1is
based on previous work in which it was assumed that a
deterministic jammer model was adequate, and that the
optimum energy <constrained jamming waveform for the
corresponding coherent receiver can act as a good jammer for
the incoherent receiver also. Thus, such near optimum jammer
signals are studied and evaluated in terms of their effect
on the performance of incoherent receivers, under more
realistic conditions now in which the jammer is
miss-synchronized, or lacks exact knowledge of the signal's

operating frequencies.
B. EFFECTS OF OPTIMUM JAMMING WAVEFORMS
1. ASK

Analysis of the incoherent receiver starts from the
assumption that r(t), the signal appearing at the front end

of the receiver can be mathematically modeled by either

r(t) = A sin(wct + ©) +n(t) + nj(t) OgtgT

or
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r(t) = n(t) + nj(t) O<t<T

where ® is a random variable uniformly distributed over
[(0,27], n(t) is a sample function of a White Gaussian Noise
process having power spectral density level N, /2 (Watts/Hz),
and nj(t) is the jamming waveform present during the
interval [0,T].

In the absence of nj(t), the optimum receiver fo:
the binary ASK problem being presented is well-known. Its
derivation is well documented in the statistical detection
theory literature [Ref 3]. The receiver structure is shown
in Figure (5.3). An equivalent form of this structure is
shown in Figure (5.4).

In this section, the effect of nj(t) on this
receiver is analyzed by evaluating the resulting P,, under
the assumption that nj(t) is a deterministic waveform,
however unknown to the receiver itself. This analysis has
been carried out in [Ref 2], but is repeated here for
completeness and the general result 1is applied to the
specific problem analyzed in this thesis. Receiver
performance evaluation requires determination of the
statistics of either G2 or G, where G2 is the output of the

quadrature detector and is given by
c2 = x2 + y2

where

T
X = I r(t)-sinuct-dt = (r,5)

T
Y = I r(t).cose_t:dt = (r,C)
Py c

Provided that the random variable ®@ 1is fixed to some

value § , X and Y are conditional Gaussian random variables
with

R T e
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ECK|H,,8) = (AS,,S) + (n;,5) = my,

Ecvlnl,a: = (AS,,8) + (nJ,S) = "™le (3.1)

where SB is used in place of sin(w.t + #). Also, it can be
shown that

sin2ocT
Q—U;T = VIP{XIHO)

Var(X|H,,8 = EC(n,5% - ":Tll-

and similarly
sin2e T
NoT c
Var(YIHl,D) = —z—[l "‘53;? = Var(Y|H )}

For convenience, we assume @/ T=nmw , where 'n' 1is an
integer. Thus the 'sinc' terms above vanish resulting in

the simplification

Var(X|H,,8) = varty|n,6 = 2T . 52
If this assumption is not made, an additional term remains.
However , 1if (n/wc)<<T, the additional 'sinc' term is

small and can be neglected. Furthermore, the covariance

EC [X - E(X|H,;,83) LY - ECY|H, ,02) | H ,8)

i=0,1

"DTI 1- sin2uc'|' ]
= =3 = @

2 T
c

provided the assumption on @, holds. This implies that for
any given value of § , both X and Y are uncorrelated
Gaussian random variables and therefore statistically
independent. The density function of 62 conditioned on the
phase § is non-central Chi-Squared distributed, and is given

by

- ag
1
20 JgM
p (g|H,,8) = —x .e % SR EA LY g0

2 is defined above and

and zero otherwise, where g
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e M= E2{X|H1.0) . Ez(Y|H‘,0)
:ﬁ- 2 2

§ = [ (8S,,8) + (n;,8) 1° + [ (AS,,C) + (n;,C) ]
N
fﬁ&' Due to our assumption w.t=ns , we obtain
1:5“
57 AT, 2
*? M= (—5) +nT[(nj,9)coso + (nJ,C)sinOJ
A0
N
b +n_,52 + (n.,022 (3.2)
I~ J J
- If r(t) consists of noise and jammer only, then X and Y are
& also independent Gaussian random variables with
e
if E(Xlﬂo) = fnj,s) =m

L J

e Ecv|uo) = (nj,C) = m
:é% so that the density function of G2 assuming no signal 1is
'AS :

sent 1is

gf : _ g+m’
AR 2

- 1 20 Jgn*
Ry P ,{g|H,) = — e 1S A LI )
= 62 o~ .2 0o'" 2 g9:

=
& &
s

S -~
&

St
Y

and zero otherwise, where

M . (nj,S)z f(nJ,C)z (3.3)

>

v

l..’

x
=
&'

If we now let

£
-

£

(A =

P(Hl) = Pr (sinusoid transmitted)}

79

2

P(HO) = Pr (no signal transmitted)
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2
P= P(H) sz(qlﬂl)dg + P(Hy) p 2(9|H°)dq (3.4)
G
o 2
n
where
[ ]
P ,(g|H,) = I P ,(g|H. ,8)-p_(8) d8 i=0, 1
62 i oo G2 i e '

The second integral in Equation (3.4) can be expressed as
follows
w - 9*:’
J 1 20 Jogl?
— @ e L]
2
2

I (
20 o

) .dg

where

2
Qta,B) = Ja;-e I (aV) dv
p o

is a well-known tabulated function called the Marcum Q
function. The first integral in Equation (3.4) can be

expressed as follows

2
~ OO
[ J pez(glﬂl,O) pg(0)-do ]-dg
o -0
2
r OO
= Pg!d) [ Jn P ,¢g|H ,8) l de (3.5)
J_ G
oo o

where the Equation (3.5) has been obtained by changing the
order of integration. The inner integral of Equation (3.5)

can be expressed in terms of the Marcum Q function as
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Therefore the receiver probability of error P, can be

written as

/M 1
Peeptﬂo)-Q(—;—, > ) fP(Hl)[l 3" Q
]

(ZE—,—Q—)dDI (3.6)
o a

0 is imbedded in the terms M and
the M', the threshold 5 which the receiver sets assuming

where the dependence on

that no jammer is present is obtained as the solution to the

equation
_ar
e He I ( 28 ) = A A,z _21221
o No ") ] P(Hl)

which can be equivalently put in the form

alr
o 2

. ¢ AT n_ , _.,
No

The I(+) function used here and also previously used in
conjunction with the development of Pe is the modified
If the definition of

average signal energy previously introduced is used, we have

Bessel function of the first kind.

E = (A2T)/4
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- which is reduced in half in comparison to the signal

S transmission case, due to the fact that the information
- - .
e bearing signal(s) do not have equal energy.

, In order to afford comparisons with the coherent
ﬁﬁ receiver case, we implicitly boost the value of the signal
b amplitude A, to obtain

> _ 2
D) E = (A°T)/2
3; in order to have agreement with previous cases insofar as
’i: signal energy is concerned. Thus the threshold determination
R
e equation now becomes
b ~-SNR
e -I_( JISKR --1-) = A
e o [} "]
o If we assume P(H;) = P(Hg) = 1/2, then
-
~ n
T 1 1 /M n M7 n
2o = - — ———
5 P= 5 [1 o f:Q( ote ) 48 ¢+ QC ——, 21 (3.7)
O ‘
", and the threshold setting equation becomes
o -SNR
T e .1 ¢ JI5RR -—1- ) = 1
° ?

If we are to find the optimum jammer waveform so as to

maximize P,, an attempt must be made to solve

ape bPe
—= 0 and —_—= 0
oM an’
Unfortunately the resultant equations are

mathematically involved and do not appear readily solvable
for nj(t). It seems however that a good jammer waveform can
be postulated based on the results obtained for coherent
ASK. It was found for such a case that the optimum nj(t)

under the constraint that the energy of nj(t) be limited to
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g
:SE some value Pnj is a tone at the carrier frequency. Thus the
Pl following jammer waveform can be used as a potential near
:.J optimum jammer, namely "
N
\ n () = Pnj—.%- . sine_t dstsT (3.8)
.
,@{ Observe that with this choice, |[nj(t)]| = Ppj- The
Eﬁ: probability of error P, can now be determined using the
- threshold setting equation and the previously derived
. expressions for M and M'. The effect of the near optimum
j%; jammer waveform on the receiver (i.e, incoherent receiver
e performance) can be analyzed by evaluating P, as a function
f:ﬁ of JSR using Equation (3.8).
-gx It can be shown that when P(Hy;) = P(Hy) = 1/2 the
~$j probability of receiver error given by Equation (3.6)
.i&' _ becomes
e P 1 1+ . n

- g [ Q(/ZSNR-J5K, 1)
< ) a

: - —%; o 2-SNR(1+2m-c058+JSR),-—Z——)-da ] (3.9

0

. where
Wt
YT JSR = P, ;/E
138
:25 In section C and D of this chapter, P, will be evaluated
IS once again under a more realistic jammer model that includes
;ﬁl miss-synchronization and frequency offsets.
i 2. BFSK
®-
Efﬁ : For binary incoherent FSK with a jammer present, the
Ei; received signals under the two hypotheses are either
et
t?‘::»} Hy 5 r(t) = A-sinfe,t + @) + n(t) + n(t) @<t<T
<8

ey
-‘\‘h' or
0
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Hy 5 rit) = A.sinteyt + $) + n(t) + nj(t) OstsT

a
By separating the frequencies w; and wq suffieciently, we
can form signals that are orthogonal, have equal energy, and

have the same advantage of ease of generation. Here, §

and ¥ are assumed to be independent random variables

uniformly distributed over [0,2%].

The receiver function is to compare the envelopes at
the output of each channel once every T seconds and decide
in favor of the larger of the two envelopes (Figure 5.5).
It is assumed that the probability of sending either one of
the two signals is 0.5. For the purpose of analysis, assume
first that a 'mark' signal has been transmitted, that is,
the hypothesis H; 1is true. An error 1is committed if qg
exceeds qy. An error is also committed if q1 is larger than
qg when a 'space’' signal has been transmitted, that is, when
the hypothesis Hgy is true.[Ref 3]

Let P, denote the probability of the first type of

"error described above, which is expressed as Pr(q0>q1 | Hl)'

Under the assumption that a 'mark' signal has been sent, the

output q; of one of the envelope detectors is given by

2 _ 2 2
q1” = {17 + ¥

T T
X = r(t) sine, t dt Y, = r(t) cose, t dt
1 1 1 " 1
Observe that Xy end ¥, conditioned on the phase and either

of the two hypotheses are Gaussian random variables with

T T
EC(X_|H, ,8) =] A -sir(e t+§) -sine t-dt + n.(t) 'sine,t dt
171 P 1 1 PR 1

= (AS §;) + (n;,Sp)

1,8'°1 1
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and

T T
ECY, |H ,8) =] A-sin(e t+8).cose, t:dt + | n_(t).cose,t dt
171 ® 1 1 o 9 1

S (ASI,O'CI) + (nj'cl)

where ASl,o represents the function Asin(wjit + ). Sy
represents the function sinwyt and Cy represents the
function coswit . Likewise, assuming again that w1T = n7 ,
where 'n' is an integer, and that n(t) is a zero mean white
Gaussian noise process with P.S.D. level N, /2 Watts/Hz, we

obtain

NoT
q

Var(xllnl,on = Var{Yllﬂl,O) =

Furthermore, it can be shown that

EC X, -Ecxllnl,a}l-tv -E(vllux,azl ] H,0) =0

1
so that the conditionally Gaussian random variables Xy and
Y; are uncorrelated and therefore independent. The sum
involving random wvariables X, and Y;, and producing qlz,
will result in a non-central Chi-Squared distribution so

that

9ty
) 1 202 VA, ™y
P, qllnl,o> = 5@ I ———) q,20
Q 'H 8 20 o o 1
117y,
where
m ., = EX(X |H, ,8) + E2CY, |H,,8)
11 1 1% 1 My
2 2
= [(AS; 0,80 ¢ (n;,S )17 + ((AS; ,,C\) + (n;,C))]
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P

9
8
: ]
%@ and 02 = N,T/4. Using standard random variable
§§\ transformation techniques, it can be shown that
T

el 2
. i b ¥ —

b q 2 q,v m
:Qﬁj p (q1|H1,0) = ; Y] 20 -Io(-l__ill_) qlz@
k- Q,IH,,8 o o

o)

SosN so that

1R

?{}

Sas .

o a

. P, (q,|H,) = p (q,|H,,8):p _(8) do

s 1'1

neld

.".‘*.“"" 2
o i dy My
... ~ q 2 J_'.—

1 1 20 Y M1

. —— L] a a

£5¢ ® TZn JQ 7' I(——s—)-d8 (3.1
-\:._n.- o o o

v

wq-

258

e where the dependence on § is imbedded in the term mjy;. On

the other hand, the output q0 of the other envelope detector

:gﬁ (Figure 5.5) when Hy is assumed to be the true hypothesis,
190 is given by
-1
e 2 _ g2, .2
- 90 = %o * Yo
i)
‘\:' where
:_::f T T
Q}g Xo = J; rt) sxnaot dt Yo = J; rit) cosuot dt
®
Ef: Following a similar procedure to the one used above, it can
Bl be shown that
Eﬁﬁ T T
fgﬁt E{XOIHI’O} =I Q-sin(ult+0)-sinuot-dt + I nJ(t)-sinaot dt
, o ")
S = (RS ,,S5,) + (n;,Sy)
e
e
‘:;-j‘ and
|
40
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T T
E(Yolﬂl,O) -J;Aosin(ultéa)-cosuot-dt + J;nj(t)vcosuot dt

= (A8, ,.C

) + (nj,co)

Here, S, represents the function sinwgt and Cy represents
the function coswpt . It can be demonstrated that

NoT
Var(X,|H, ,8) = Var(Y,|H, ,8) = —

and also that

EC (X, -ECX,|H,,831(Y

® ® -E(Y,|H,,83) | H,,86 > =0

so that the conditionally Gaussian random variables X3 and
Yy are uncorrelated, hence independent. Thus, similar to
Equation (3.10), the expression for the conditional density

function of qy becomes

p (aglupe 4| Jo . 26% o’ Mo
o' 2n 2 o

W o ¢ o

).-d8 (3.11)

where

2 2
m,, = E(X,|H ,8) + E Yy lH,,0

o1
2 2

= [(AS )+(n,,S5,)]1 "+ [(ASl’o,Co)0(nj,Co)]

1,8'50 j'So

and now the dependence on § is imbedded in the term myjy.

In order to compute the probability of error, we can
use the previous expression for the conditional probability
density functions which are derived assuming a 'mark' signal
has been sent. That is, for a given value of q;, an error is
made if qp>qp. Thus the average error probability is found

by averaging the conditional error probability given by

Poy = Prl gy q, | H, )
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"_(

) = I [ J tqy |H,) dqg ] letqllnl) dq, (3.12)
ar o q

1
" Substituting Equation (3.11) in Equation (3.12) and

h“.
-
e
« A
R

interchanging the order of integration, we obtain

103 2,
Rres o - 90 Vo1
) q 2 g,/ m
x P .= =1 9@ o 20 4 (2 9, .4 ]-da
n el 2n o2 o o2 o
e o -0 q,
: pQ1(q1'H1) ] dq, (3.13)
’ﬁj In the above equation, the inner-most integral can be
e
"f expressed in terms of the Marcum Q function as follows
don
T
' 2
— Gp *"Mg,
o q 2 v/ m Vi
T e . 20" | o "oy | dq, = o o1 Y1
N _ o2 o o2 o c ' o
’&'_"\.' ql
R
ool Then, Equation (3.13) for P_; with the aid of Equation
- (3.10) becomes
o, 0 n —
P . = 1 Q¢ Tor 1, 4 p. (q,|H,) dq
el 2n o' o Ql 11 1
ol o
o S
m q
1 o1 1
= Tr QU ——y—— ) do ]
L] o
o 9™y
.- a1 @ 2 o 1 (21..2&1_) de la
2n 2 o 2 9
o © o

(3.14)

From the orthogonality property of the signal pair used

(which is obtained by assuming sufficient separation between

—

‘v
Fals
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i

3

§: the two frequencies and that wy as well as wq are large),
e, we have

. T

 § J;sin(ol+t)-sinuot-dt = @

,f so that the term mgy is independent of @ Therefore Equation
K

v (3.14) can be rewritten in the following form

19

‘f 2n

N = 9y

W Pel 2n I [r |

b TP

183

> q 2 62 q,/m

b S S S QUM T S a6

0 r- of Tz ! 44, (3.15)
s

K- where the order of integration has been changed.
éi Furthermore, wusing the following formula involving an

‘ integral of a Marcum Q function [Ref 5],

% a12+02

i - 2

. a o aV

> 2V v 1 1

. Q( q,q )'0—2'9 -Io( o 2 )-dV

o 1 1

< 9

g o, a 2 a 2

oy 1 2

. = _5——- 1 - Q — = — e

s o,%v0. 2 o, “+o 2 o 240 2
« 1 7% 1 7% 1 %2
B —
;3' a 2 a 2 a 2
',"' + Q 3 1
. o 2+o 2 2+a 2 o, “+a 2

- 2 1 2 1

L
P the inner integral in Equation (3.15) can be simplified in
"

- such a way that P.1 becomes

i n —  —
o 1 | ™11 YMo1

‘ Pelﬂ 5 1 - —2—'7 Q( ’ ) d&

Y
3
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e

e L [ Ymey /AL
o + =] ¢ ) ) do ] (3.16)
25 o VZoJ/Za
.f%
kX
R where the dependence on § is imbedded in the term my1 only.
o Following exactly the same procedure used in
.%1 obtaining the expression for Po1s it can be established that
;gj the expression for P_ 3 which denotes the error probability
:" when Hy 1is assumed to be the true hypothesis, that 1is,
":.;:i Pr(q1>q0 | Ho) takes the form
a
m@ 20
a8 b . 1[ g o 2| o Deo e |

= 95 vy 9

."? e@ 2 2ﬂ-‘ ° /—5 p f-i o
§$; 2 /m, . m
R + —%; Qe —2 20, 44 ] (3.17)
e Jo 20/ 20

o
3N

A.’o
;Jfl _ where only the term mgo 1is dependent on ¢ . Therefore the
%ﬁf total average Probability of error P, can be obtained from
‘)- P = —l— P + P

iy e 2 el e®

«h
Pt S

assuming, as previously indicated, that the two hypotheses

O

are equally 1likely. Using Equation (3.16) and Equation
(3.17), it is obtained that

vm Jvm
o= [ ) - ¢ 21 _ 11 )ldo
/—_ o JF_ o /20 J2o0o

o n —
" _ 1 oo ""10
S 4an

o'\ v o

e
Pt AL

P X a

B
v

, ) - Q¢ e ]d#] (3.18)
vV 20/ 20 /2o /—_ o

. A -
s‘-"-;.‘
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ﬁt. If we now use the jamming waveform which is optimum
Ot
$>~ under energy constraint, when coherent FSK reception taken
. place that is
N
P n(t) = | ™ rsine .t - sine t3 (3.19)
. 5 b ] T 1 o
)
\_l
ﬁf then the terms mij(i,j=0,1) in Equation (3.18) which are a
ﬁg function of the jammer waveform nj(t), can be computed as
o
A follows
< - 2 2
i mpy = LAS) 5,80 + (n;,521% + (RS, 50Cy) + (n,C,y)1
o 2 aT/F_ P T
o = 2 . 2J_ .cosg + —Bd__ ¢3.20)
TE 2 4
-_}';_f
s . 2 2
0N mpy = [(RS, ,,54) ¢ (n;,573° + ““Sz,o'co’ *+ (n,Cp0)
N Pan
N5 = (3.21)
'7"\'; and
2 2
e Mmoo = [(AS, _,5.) + (n.,5.) 2
o o °,8'70" * MjiSg)l  + L(ASy 5.Ce) + (ny,Cyll
.':: AT 2 AT nj Pn'T
s = (—5) + rcosg + —2J (3.22)
N 2 4
o
p 2 2
E: mo = L€ASy 5,50 + (n;,8,)1° + (RS, 51Cy) + (n;,C 1
.3 P .T

n
- —3 (3.23)
‘o 4
,%:
S
" Thus the Probability of error can be expressed in terms of
kd SNR and JSR only, as follows
e
b6
i .
> 5
Nt
@
s
.'(.,,i‘ ............

e 2
Y
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‘(.’_1. n J—
e p 1[1 _1 oc L Yo, o T TR )4
2 =z|! @ '
° J2 J2 I J2 |
s i Jao e Jfao
N -Tl_r [Q( 0 " 10 , o 1o _ 90 )]-u] (3.24)
i o n
%_.P,: o L /T /T Ve B ;
AGAY
D
)
'.N
- - where |
hey
o @, = SNR-(2 + 2/35R-cosé +JSR)
AN N
- @y, = @, = SNR.JSR
-‘-
Ay Gpp = SNR:(2 - 2/JSR.cos$ +JSR)
-.::.
'.‘J-_: “21.
) —————
('o. 2
o SNR =
O No
|‘: P
R JSR = — 04
uoh E
R

. Receiver performance can now be evaluated as a function of -
;h SNR for fixed values of JSR, using Equation (3.24).

2l
a1 ey
a'a

These results have been included here so that it

will be possible to compare receiver performance given by

X

bt Equation (3.24) with performance of a similar receiver under
P the assumptions of jammer miss-synchronization or frequency
N _‘.
:?} offsets. In every case, it has been found that a degraded
»
[ ¢ jammer produces a smaller receiver Probability of error than
B a 'perfect' jammer. This is to be expected and the analysis
~a . . !
i of the next two sections demonstrates this. ‘
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o
ST. C. ANALYSIS OF THE EFFECT OF THE JAMMING WAVEFORM HAVING
(v RANDOM TIME OF ARRIVAL
W'y
, 1. ASK
?:E In the previous section, the effect of the
'ﬁ% deterministic jamming waveform given by Equation (3.8) on
ﬁW' the performance of the ASK receiver of Figure (5.3) was
M studied. Since such an 1ideal jammer would have to be
;f synchronized with the signal transmission, we now develope a

more realistic model in that the difference in the arrival

time of the jammer waveform with respect to the signal can

LA be characterized by a parameter 7 . Thus the difference in
:$3 the time of arrival between the jammer waveform and the
.:} information waveform is given by the parameter Tt so that we
..".

Pu L

° have

if

4, a— * -

i nj(t)7- Pnj T sxnac(t T)

:?;

~ The effect of having this time difference ¢+ will now be
n:tﬁ analyzed using the results of the previous section.
s
’éﬁ First, using Equation (3.1), for a given value of 7
53. the conditional means of X and Y become

::_,;: 1-:(}{]!11,0)7 = (AS,,8) + (nJ,S)T = m"lﬂl 8.1

o E(Y|H ,8) = (AS,,C) + (n;,C), = m”"“oﬂ

:iﬁ. Since the conditional variance and covariance of X and Y are
%? independent of the signal and jammer waveform, the results
‘T§; on the variance and covariance of X and Y derived previously
L in section B.l can be used here to obtain, for any given
NS value of 7

AR

o NoT
, Vau-cxlul,mT = Var(?lHl,O)T = —3

-
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-
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The mathematical expression previously derived for P, is
useful here in order to obtain the ASK receiver performance.
Some modifications however are necessary that require the

computation of

T
(nj.S)f = J I?nJ_T— -sinoc(t-f)-sinuct-dt

2:'sine T'cos{e T-u 71)
= anJ-%—- [ cosacf - c c c ]
2:-sine T
c
= IP T ‘COS® T
n,)i c

Since @/ T=ngy , the second term in the above bracket 1is
zero. Similarly, we can show that

(nj,C)T = |P -sin(-acr)

njg 2
These results are used in the evaluation of Equation (3.2),
namely
M = E2(X, |H,,8)_ + EZ(Y |H ,8)
r - L S 4 [k S 4

2
- [(As,,S) + (nJ,S)le + [(ASE,C) + (n,C) )

2
aT I r. —I— (3.23)
= (—5—) + AT Pnj_f— cos(u°7+8) + PHJ 5

and in the evaluation of Equation (3.3), to yield

2
M* = (n.,S) 2, (n.,C)T
T J T J
T (3.256)
= Pnj_i-

Using Equation (3.7) along with the results of Equation

(3.25) and (3.26), for a given value of 7 it can be seen
that
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ot
bt 20 S v
- P (1) =t 1 -5——‘ Qt—r.21 .48 + Q«—I, 1 (3.27)
v e i n -o ,a .
. o o
N o
‘::
s which in turn can be expressed in terms of SNR and JSR.
\::: Since
)
v ",
..Q . 2SNR + QSNR-JJSR-COS(UO'I'*O) + 2SNR.JSR
) ag
'5':
! and
o 7— = 2-SNR-JSR |
o 1
N
. substituting the above in Equation (3.27), Pe(T) becomes
B~ 1 n !
\ JISHAR-JSR. -1 |
’t}v P.('r) = —— [l + Q(J/2SNHR.JSR, o) 1
"4:' n
i —5;1'- Q(stmu1+2/an-cos<uc7+a>usm,-g)-dsl (3.28)
;C;C o
\ Observe now that the integration of Equation (3.28)
- involving the wvariable § is over the range [0,2¢]. Thus
f
;) regardless of the value taken by the term weT » Since
-' cosine is periodic, the values taken on by cos(wc'r + ) are
"::: the same as the values taken on by cos § , with 0<f<2q
v Thus, Equation (3.28) is in essence identical to Equation
v (3.9) which yields P, when the jammer waveform has no timing
1Y
e difference 1 . Therefore it is clear that any timing error
:: associated with the jammer waveform doesn't affect the
; performan_ce of the incoherent receivers for ASK, when the
" jammer waveform is given by Equation (3.8).
£
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2. BFSK

In this section, an analysis similar to the one
carried out in the previous section is now applied to FSK
modulation. The timing error associated with the jammer
waveform for the FSK system is modeled by modifying Equation
(3.19) as follows

l 1 . .
n'i(i:).r - PnJ—T—--[sxnul(t-f) - sxnoo(t-f)] (3.29)

As in the previous section, it is found that changing the
jammer model requires only a recomputation of the terms myy,
mg1, Mg, and mjq given by Equations (3.20), (3.21), (3.22)
and (3.23) respectively. Thus, using Equation (3.29), we

will compute
E<X |H_,8 = =
ll 1! )T (QSI'O,SI) + ‘“3'51’7 'x1lnl,a,r

E(vllﬂl.a>7 = ‘“51,99”1’7 + ‘“j'c1)7 = “Yllul.e,r

It can easily be seen that

NoT
v.-u-cxllnl,m.r = Var(Y, |H,,0) = 7

so that these variances remain unchanged. Furthermore,

T
1 . , .
(nj’sl)r = J PnJ—T_ -[sxnul(t ) -~ s;neo(t-f)]-sxnalt-dt
o
= Ipnj—f— 'CoSe, T
and

T
(n.,C )7 = I P .—%— ‘[sine (t-1) - sine (t-f)]-cosult~dt
9

J 1 nJg 1 o
= lpnj_i_ -sxn(-ulf)
50




P\ | | ’T
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oty
a i)
LQRY
?ﬂl
-
R L Therefore, from Equation (3.20), we obtain
SRS
w 2 2
" -117 = [(ASl'a,Sl) + (nJ,Sl)1] + [(ASI,O’CI) + (nj'el)fl
S
2 AT/F - P_.T
g = (-2;—) + nj ‘cosle _74+8) + nJ
L 1
- 2 q
»; and from Equation (3.21), we obtain
N
g
g - 2 2
i Motz = LIAS; 5.Sp) ¢ (nj,5,) 1% + [(AS; 5,Cqy) + (n;,Co) 3
N Pp_.T
.". = ——nJ
. 49
:_4,
n{: Also from Equation (3.22), we have
oo 2
e m = [(aS S,) + 2
.1,.. . 2,8'So (n;,8g),1° + [(AS, o,Co) + (n,Cq), 1
oA 2 ATV . P_.T
ey = ¢ “; ) o+ = _.cos(o,T+e) + —DJ
el 2 a
"-‘:(L
e and from Equation (3.23), we have
1S m ., = [(AS, .,S,) + (n.,S,0_ 12 ¢ ((AS, .,C.) + (n_,C.) 12
T 107 0,8'°1 ji'1'r 0,8'"1 i'‘1'r
L P .T
[~ nj
Y\ -
' "i ’ 4
J
NS By substituting the above results in Equation (3.24) we
A
g:x- obtain Pq for a given value of 7 namely
AN
_‘.__", n o o [ )
. p iy -—‘r [Q( T e, o Zer T )) de
; e 2 4an ’ ’ '
§:ﬁ ° I /2 I /2
3T —
;:Ei 1 Pz"[( Y10 V0 Y%
| ", - ‘QT Q ’ ) - Q( N )]'d’]
35._( Jo I /3 I /3
[ where

a‘l = SNR-(2 + 2JJS§-cos(alf+0) +JSR)

[ 4 = &

°1 = SNR-JSR
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%% = SNR. (2 - 2JJ§R-cos(u°7+¢) +JSR)
a?r
SNR = —2 - |
No ’
P
JSR = — D
E
By observing above probability error equation it is
noted the the only term changed is cosf . Although the cosf

term 1is changed, due to the integration of the § over
interval [0,27], whatever the value 7 is, the P, doesn't
change. The timing error associated with the jammer waveform
does not affect the performance of the incoherent receiver.
An observation similar to the one made at the end of
the previous section reveals here also that Pe(T) is
actually independent of 7 . Therefore, timing errors
associated with the jammer of Equation (3.19) do not affect
in anyway the performance of the receiver analyzed in this
section.
D. ANALYSIS ON THE EFFECT OF THE JAMMING WAVEFORM HAVING
RANDOM FREQUENCY ERRORS
In this section, the effect of frequency errors
associated with the jamming waveform is analyzed insofar as
the performance of incoherent binary receivers is concerned.
Results derived in section B that are applicable to the
present problem will be utilized in this section. As is will
be seen, frequency errors associated with the jamming
waveform change only the mean value of the receiver output.
This fact makes the analysis of the receiver performance

more tractable.

1. AsSK

r's
£l B ]

In the previous section, we studied the effect of

R o

e N
Alx

timing errors in the jamming waveform. Now we assume that

5
"“l

the frequency error of the jammer waveform is Aw while the

i‘r r
¥ 'r'

S
‘,‘: B N
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timing error is zero or can be shown to be negligible. Thus

we have
n;(t) = K sin(w, * Aw)t

Since the jammer power is constrained to be P the

nj:
constant K must be consistently defined. Since we have

T
IIn.II2 = J Kz-sin2(0c+da)t'dt

J
o
. KzT ' ' - sxnf(oc#Au)T e
S T2 2(ac+Aa)T— = "nj

we must have

' P .
E =« | B3 __

T-{E?*)
where
sin2(e +As)T
E* = | 1 I
2(00+A0)T

In order to evaluate the receiver P, using Equation (3.1),
for a given value of Aw , the conditional means of X and Y

become

E(X'Hx,G)A“ = (ASO,S) + (nj'S)Au = -XIHI.O,AU

E(YlHI,O)A“ = (AS,,C) + (nJ,C)A“ = mYIHl,O,Au

where Sg, C, and S have been defined in the previous
chapter. It can be shown that the variance and covariance
of X and Y conditioned on H; and # are independent of the
signal and jammer waveform, so that in spite of the

frequency error Aw present, we have

Var(X|H ,8), = Var(Y|H ,8), = NoT

Au Aw q

and




A
.
al

'4
£ o

_——
oy -
0

UK
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2 EC (X - LY - =

190% ‘xlnl.a.ul Ly "vlnl.a,u’ |H,,8,40 3 = @

-."‘

K1y In order to compute the mean value of the receiver output
r ;}:: under the assumption of jammer frequency error as described
' above, we must compute

{::. T

{: (nJ.,S)“ = l-sin(oc+u)t-sxnoct-dt

..:_:. o

o KT [ sinder _ Sin(2e,440)T

al =77 | T deT (Ze_+4a)T

o

AR and

e T

. = ] i . .

o (nj'C)Ao JR sxn(uc+Au)t cosoct dt

oSS "

S -

:3‘_'-; _ KT [ 1 -cosdeT _ 1 oos(2000bu)_1‘_

hal T T2 AaT (2e_+48w)T

o c

o With these results, by substituting in Equations (3.2) and
H'~ (3.3), we have the conditional means M and M', given by Ma
;t:' and M Aw

P 2

Wl M, = 2T + atr(n.,5), .cos@ + (n.,C)-sindl

:'_ Aa 2 RV ™) §’

s 2 2

Q’fz + (nJ.S)“ + (n,i'C)Aa

.- - «20? + AL g.r.rB'1 + ag? 72 1022 (3.30)
W

i-’ff-§

E:;" where

At

] o sin(AwT-g)+sing _ Sin{(26,+40)T + sing

LI AeT (26 _+2a)T

)

M @ T . sinA—g—T

T C' = I c ]

LIRS

v 40T ((26_+46)T)

oy and

=
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2 2

M, = (n + (n;,0),,

Au '3 s

= ax2.72.1C"12 (3.31)
By substituting the above results in Equation (3.7), for a
given frequency error Aw , the receiver error probability

becomes
n
v,
1f, 1 s n ds n
P.(Au) - 7[1 T Q(——;——, a)da +Q¢ L o)l (3.32)
o

Equation (3.32) must to be expressed in terms of SNR and

JSR. Since it can be shown that

n ' tcr1?
4e _ 25NR +4snn-¢i§ﬁ;-£§—%77— + 32.SNR:-JSR

ot [R*) [E*)

ns L2

__gﬂ = 32.SNR.JSR L€'1

o (K’ 3

where
SNR = A2T/No
JSR = P ;/E

Equation (3.32) now becomes

' 2
P (Aw) = _%--[1 + Q Jazosun-an ok n_) |
e (E’]
n 3 |
] ’ |
_51. Q(J2SNROQSNBJ3§EL—£E—%7§*32SNRJSR[c 1 ,—%—)d&] |
" ® (K’ (K’
(3.33)

where the dependence on Aw is imbedded in the terms B',C'’
and K'.




By defining a normalized frequency error,AwN, the

above results can be rewritten as a function of AwN, where

s Aw
. Aw,, =
! 2§ N “a
N
Y
'.&,‘; The terms B',C' and K' as a function of Awy become
P M D
)
"
S48 sin(e_T-48,-8)+sin8  sin(e T(2+4sy) + sind
B B - _ _ T(2+2 ]
3& T e _T ae,) _T(2380)
Cf‘s oy
T sine T-
c 2
] 9 P—
\ ‘,_‘g € = [ Zee TzvEey ]
1=
e in2¢ T(1l+he )
iy sin2e
*3;‘1“ K = 1 - c N ]
Y :.'5 2 _T(l14+4e)
° c N
N so that
\'-’__/
5N _
N 1 rcr1?
( P (Ae )= ——- {21 + Q( 132-SNR-JSR .
— e N 2 o
o [K*]
R n q 2
St ’ ’
ey -1 o¢|25NR+asNR/TSE—LBY) _ia26nrasrECIY 7 40
" 2n 172 ; -
[R*] (K’1
W )
_ (3.34)
\.4
rE
oy
*-'.1:-
:"}}_: The developed expression is actually the probability
'® ! of error conditioned on a given frequency error. A procedure
--,_ similar to the one used to analyze the effect of frequency
::'::'." errors on a coherent receiver is used here in order to
AR
3\_ obtain the average probability of error for the incoherent
“}JJ s . . . . .
= "receiver of Figure (5.3). It is clear that the conditional
j*.;.- probability of error for a given value of A“’N is a function
o .
1 of A“-’N' Therefore, in order to compute the average value of
",
'_"\;. P,, it 1is assumed that A“’N can be modeled as a random
L8
- variable whose probability density function is uniform over
:-‘.:-‘,
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Rl
WY some range (Awyp,Awyy), where Awy; is some the lower limit
WY and Awyy is some upper limit of the normalized frequency
e Xl
) error. With this assumption, the average P, can be obtained
4 from
L4 A
08 1 N,H
k.
X P = P_(Aw. ) -dAe
A9 -
oy e A“N,H A“N,L J' . e N N
X 4oy, L
"
!|p
3‘ or equivalently
B,
) A“N,H ] -
Rl - 1 (C*1 n
o Pe y.v v J -5 ll + Qf JSZ~SNR-JSR T )
Ny N,H N,L e [E’]
4.'».
.::1' N’L
o~y -
Wu A 5
. ?
Y o Q(‘|2SNR(1+2/3§T%'————+[B 1o+16.0sptE 1 0 )dO]-dAou
™ °® [E’] '3 9
R
b ' (3.35)
A
where B',C' and K' have been previously defined. The
o computation of P, is complicated by the fact that B',C' and
:»2 K' are themselves function of Awy- !
2. BFSK
o)
{h In the previous sections, a deterministic waveform
:3% has been used to model a jammer signal. Here, we introduce
j;; a more realistic jammer model which includes a frequency
"
‘ error. The reason for choosing such a model stems from the
:Rj fact that in practical situations, a jammer will lack exact
‘&{ knowledge of the transmitting frequencies. Thus, for BFSK,
fﬁf we model the jammer as
‘1YW
L n_(t) = E-[sin(e_+4A0,)t - sinl(e_ +4e,_ )t]
=T j A“l’A“O (4w, sinle,+de,
b
.ﬁ% Due to the power constraint on the jamming signal, we must
. satisfy
.'
-1
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T
2
1"“0' K -I:sin(alan1
il )

2
'nj(t’.da

yt - sin(oo+Au )lz-dt

sin2(e_ +46¢ )T |1n2(¢o*ds )T

2
ET [, - 177 - 0

2 |
2(e, +46 T 2€uytde,) T

sin(e _+406 )T
s s

sint(e _+4e )T
- 2. d d + 2.

= P .
] nJ
(ad0A¢d)T (os*bos)T

This means that the jammer waveform must be reexpressed as

2
nJ——.r
1
g1 2 |

n.(t) = -[sin(al#bul)t - sin(uo+ba)t]
J

Aal,Auo

where

E” = [ 2~ sinc2(ul+A01)T - sinc2(uo#Auo)T

- Zslno(odidud)T + 2sino(us+Aus)T ] (3.36)
and
sinc X = —=in X
X
“, = slfoo Aa' = A“I’A“O
by =9, "0, Aad = Aoi-doo

By assuming that the jammer waveform contains frequency
errors, it turns out that the only changed statistical
parameters are the mean values of the receiver output
conditiﬁned on a given frequency error. Thus we can use

Equation (3.18] in order to compute P, as a function of the

S frequency error. We need to compute

"n{‘t‘: T 1

248 Ty
“ = LK

e SVCROMPVRE Y [ O T
W o o

@

12' -(sln(al+bal)t - sin(uo+doo)t)]-sinult ]dt
2

o
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1 |

--1 -
- IP“J -%—-[R 1 “.B"3 (3.37)

where :
B . sindolf sin(2ol+del)T sin(ud-Auo)T +sxn(usfdoo)'l' 1
4e T (26, +40 T (0 -w, )T (o _+80,)T &
(3.38) |
Similarly, we can show that
-1
L} 2 -
(nj’cl)A“IOA“o = I Pnj -5 (k"] +[C"1] (3.39)
where
c- 1-605(261+A01)T . l-cosAalT _ l—cos(us+AuQ)T
(201+A01)T AulT (050400)7
1-cosle +464,)T
- d "o (32.40)
(ud+Ao°)T
Also
(n.,S,) - Ip . T . [E~3.[D"] (3.41)
J' 0 Aw, ,A0 njg 2
1 (.}
where
b o - sanuOT +sxn(Zuoﬁdoo)T *sxn(ud+A01)T -sin(HSOAal)T
AuoT (20°+A00)T (od+Aal)T (os+Aal)T
(3.42)
., \.:
00 Finally
%} -1
B (n.,C,) - I P T .tx-1 Z.gFey (3.43)
i’ 0 Aw ,As nj 2 .

\ 1’""eo
N




T
LS.
W
““1 where
5\
N
Rt i1-cos(e_+4w )T 1-cos(w _+46,)T
{ F* = s 1 * d 1
i (o _+4e OT (o +88 )T
S cos(2e_ +4w0,_ )T cosduw, T - 1
LS 0 o
N + + L (3.44)
W (2u,+4u,)T BayT
Ko
Y
%‘; Using Equations (3.20),(3.21),(3.22) and (3.23), the
B conditional means of either channel output conditioned on
ove either hypothesis and conditioned on a given frequency error
;ﬁ: can now be computed. From Equation (3.20), we have
1
2
ok m = [(AS, .,5,) + (n_.,S,) 1
L\ llAa , Aw 1,8°°1 R | Aul,doo
® 1 o
C 2
‘_.-"‘.': + [(AS ,c ) ’ (n.’c ) ]
tif 1,8"°1 J' 1 Aul,Aao
1o = (A7) cos?e + 2(-.£I)c050'|!' T_ g1 2.tB"2
2 2 njg 2
\} 2
A T.ex=1-1.rp=12 AT .2
,\3“- +Pnj 5 [K™] (B”1" + (—2 ) sin" @
W 1
B W -
B -
A +2(—91)sin9|9 T tg-1 2.cm1 + P, T tg-17 1 1cm12
30 2 nj 2 nj 2
; ) 1
e =~
e = AT, ATIP LIS 2P 2-[ (B*1cos8+[C"1singd ]
h'* 2 nj2
s > -1
o + P_ L (K™ 2-[ tB~1%+1c~12 ]
‘b nj 2
dong From Equation (3.21), we have
gy
g m = [(AS, ,,54) + (n ,S.) 12
. ’ :i?
o OIA“I,A“o 1,8’ J' o Aul,Aao
e
\\ + [(ﬂSl'a,Co) + (nJ,CO)A“l’A“o]
Yo _ T  cpeq=l rnu.2 T eyl a2
e = Pan [K"] (n~1" + PnJT [K"3 {F~1
..,‘..
ifl Also from Equation (3.22),we have
%G
‘."5:
':‘:'c.‘
‘ w
n‘l\- 60
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m = [(AS ) + (n,8g) 12

2

0,8'Se

+ [(AS ) + (n;,Cp) p

® Au ,du,

= (53—)2 * ATIP T -[K"]-%- [D"lcos8+LF~1sind
2 njz— cos s1n

0,9'Co

T 2

-y 2 - w2
+ Pnj—i--tx ] [ EID"1T¢L[F"™]) ]

and from EQuation (3.23), we have

2
m = [(AS S, + (n_,5.) ]
104“ , A 2,8'"1 A | Aul,Auo

1 "
2
+

[AS ) + (“J'CI’A»I,AaoJ

u2 T ..-l ,.2
(B”1" + Pnj-i—-tx ] [c"1

0,0'C)

T 1

= Pnj—z-—‘ [K b |
With SNR and JSR as is previously defined, we can rewrite

the above equations specifying the conditional means, as

it '%
(—m) = 2SNR-| 1 +2/FSR-[E"1°([B"1-cos8+(C~1:5ind)
2 Ae,,As
o 1 o
+ Jsr. -1 B 12+1c"1%) ]
(o1, 25NR-JSR- k-1 1. (1D~ 124 tF-32)
— 2 Ae,, A8
o i o
1
oo -7
(—a) = 2SNR-| 1 +2/FBR-LE~1°((D")-cos@+IF"1-5ind)
2 "Aw, ,Ah0
o 1 o
+ Jsr. -1 Yep=124tFr-1%) ]
"10 -1 2 2
¢ ) = 2SNR-JSR.-CE"1 " .(IB“1°+£C~1%)
2’ Aw, , A6
o 1 o
Using the above results, we obtain the conditional

Probability of error by substituting in Equation (3.18) to
yield
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n
1 1 %14 ] To1, _ J o1 ]“11
P.(Aul,boo)s—i—ll-zsje [Q( —5 7 -Qt|]— |—3 )] de
°

T a a [ a a
"%EJQ [Q‘J"gg' ;o)-0<] ;O,J :o)] a8 ] (3.45)
o

where

a, = 2snn-l 1 +2/F5R-[E~12([B"1.c0s84LC"] -5ind) j
{
o=l 2 .2 !

+ JsR-tx~1 B 12+1c-1%) | (3.46)

wq—1 . ] w2
ag, = 2SNR.JsR.tk-17'.(epm1%erre3t) (3.47)
1
Cgp = 2snn.[ 1 +2/F5E-[R"12(ID" 1 -cos8+[F"1-5ind)

+ JSB-[K"]-I([D"]2+[F"]2) ] (3.48)

a = ZSNR-JSR-[K'J-I-([B“]zf[C'lz) (3.49)

10

As in the previous chapter, normalized frequency
errors A‘*’N,l’ and A“’N,O are introduced and it is assumed
that these normalized frequency errors can be modeled as
independent, uniformly distributed random variables over a
given range. Thus, following the same procedure previously
used, the average probability of error can be obtained as a
function of AwN,l and AwN,O' Using the assumption of
independence and of uniform distribution of the frequency

errors, we obtain
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Cxa
L I v 3

e

$ o 1 1 N,1,H[  N,Q,H
:( - o
i ®  duy L,H N1, %N,0,0%N,0,L e "
e N,1,L %“N,o,L
i~
e . . .

:_:,: Polluy |1Auy o) dduy  -dbu, o

L3

?{ Using now Equation (3.45), we obtain

XN

Q0 1 “N,0,H
0 P.= y
R e Aoy . u %%y Aoy 0.0 N, 0.L s

' 1,L ,O,L
- [« ' a
';3_:‘. [Q( u J o1, _ Q‘J ox ;1 ] 40

D a a a

o ooJ 10, I 1oJ 00

(2 J_"‘z , )-Q( —5 |do | dae,  dae, o |
‘):‘.
$"'

% (3.5@)
;;_ where ajy, as, a3, and a4 have been defined by Equations
L (3.46),(3.47),(3.48), and (3.49) respectively, and the

parameters K",B",C" and F" have been defined by Equations
(3.36),(3.38),(3.42) and (3.44), respectively.
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-a'a IV. DESCRIPTION OF GRAPHICAL RESULTS

T4

A A. GENERAL

}E‘ In previous chapters, mathematical models of optimum
‘_1’ jammers were introduced in such a way as to obtain more
"i?? realistic jammer models which include timing errors and
;"‘.:P frequency errors. Analyses were carried out in order to
:‘3 determine the effect of the timing errors or frequency
oty errors on the performance of coherent as well as incoherent
ey digital receivers. This work has resulted in four main
equations which specify the performance of the receiver in
x’* terms of the probability of error as a function of signal to
::" noise ratio (SNR) and jammer to signal ratio (JSR). With the
‘ aid of computer evaluations, the receiver probability of
‘i,':- error for various jammer models has been obtained as a
‘.?‘: function of SNR for a given JSR value and the results
'_ plotted for each case considered. -

:,g? In each plot, the JSR=0 case has been included in order
i to provide a basis for comparisons of the jammer
ff_“.;: effectiveness on the receiver performance as it relates to
Pl additive white Gaussian noise only interference.
Q Additionally the effect of a perfect jammer(7=0,Aw=0) is
\3 also evaluted in order to determine jammer degradation
?_«‘J resulting from timing or frequency errors.

‘L The effect of the jammer waveform on the coherent
“_‘_‘_ receiver will be presented first and then, the results for
X iy the incoherent receiver will be presented next.

"

:st. B. COHERENT RECEIVERS

.- 1. PsK

::g Graphical results on the performance of a coherent
'(.':f BPSK receiver in the presence of optimum jamming are
:}: presented in Figure (5.6), based on the results given by
A~
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Equation (2.7). Plots of P, were computed as a function of
. SNR for fixed values of JSR. i

' Figure (5.6) <clearly shows the 'break point'
F <. phenomenon described in [Ref 1], namely that as a JSR
:f increases to a value of one or greater, P4 does not decrease
$ with increasing SNR. That is, for JSR value greater than or
equal to one, P, increases to the value of 1/2 with
increasing SNR. From this figure, it can be noted that 10.2
dB of SNR is required to obtain a P, of 106 at a JSR value
of 0. In comparison, it takes 14 dB of SNR to obtain the
same P, for a JSR value of 0.1.

: Figure (5.7) displays the probability of error for
) the same coherent receiver under the assumption that the
y optimum jammer previously considered suffers from a timing
error Ty which is assumed to be uniformly distributed over
the inteval [0,1].

It can be seen that now 13 dB of SNR is required to
obtain the P, of 10°% at JsrR = 0.1. We can compare this
result to the 14 dB SNR required when the jammer model does
not 1include a timing error. It is apparent however from
these results that the penalty for lack of coherence on the

ISR

o
[}

part of the jammer with the signal transmission, 1is not

Pl -

severe. Therefore, without knowledge of correct timing for

)
L

synchronization with the adverary's coherent receiver, the

'3
o

jammer has to increase its power by a small amount in order
> to produce the same error rate at the receiver when jammer

synchronization is perfect.

I.I'

SR

When the jammer model incorporates frequency
estimation errors, the performance of the receiver is given
by Equation (2.33) and Figure (5.8) shows the resulting Pg
of the receiver. The plots shown in this figure were

"_ . k“(”-“ 4,

obtained under the assumption that the normalized frequency

),

oA, e

error A“’N can be modeled as a random variable uniformly

e distributed over the range which in this case has been

et P

12
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N assumed to be [-0.001,0.001] and that the number of waveform
_t cycles in one observation period is 10. By analyzing Figure
kL2 (5.8), it is noted that P, of 10" % can be obtained with 13.6
0 dB of SNR, when JSR is 0.1.

3

N

s TABLE 1

Y SNR REQUIREMENTS (Pg = 1079 Psk)

o JSR DET' JAMM|JAMM WITH |JAMM WITH

Y TIME ERR |FREQ' ERR

e JSR=0.0 [10.2 dB |10.2 dB |10.2 dB

. JSR=0.1 |14.0 dB |13.0 dB |13.6 dB

% JSR=0.5 [26.0 dB [20.0 dB |20.0 dB

s JSR=1.0 unable large 46.0 dB

,f;

%

n The values in Table 1 were obtained directly from
e the figures corresponding to P, when the jammer exhibits
ot timing errors or frequency errors.

20N 2. BFSK

The procedure used in the previous section is also
‘o appropriate in the analysis of the figure presenting the

results on the performance of the coherent BFSK receiver.

Y. Figure (5.9) displays the P, of this receiver in the
:f presence of an optimum deterministic jammer which exhibits
:;Z no timing or frequency errors. One can note that when JSR =
ﬁ;z 0, 13.4 dB SNR is required in order to obtain a P, of 1076,
Vy; whereas when the JSR value increases to 0.1, 18 dB of SNR is
o required to maintain a P, of 10°6. Figure (5.10) shows
ANy . . .

e plots of P, for the same coherent receiver when the jamming
‘fé; waveform suffers from timing errors. For P, of 10765 at Jsr
-53 = 0.1, 17 dB SNR is required. This is 1 dB less SNR than

"
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that required for the case of a jammer waveform with no
timing errors. In order to obtain these results, it was
assumed that the normalized timing error ry, can be modeled
as a uniformly distributed random variable over [0,1].

Figure (5.11) displays plots of P, for the same
receiver when the jammer is assumed to contain frequency
errors. This figure was obtained under the assumption that
n=6, m=4 where 'n' is the number of cycles of the summ
frequency (wST=2nﬂ) and 'm' is the number of cycles of the
difference frequency (wyqT=2mw). The normalized frequency
errors AN,l and AN,O are modeled as statisticlly
independent random variables uniformly distributed over
[-0.1,0.1]. The results of required SNR for a given P, at
different values of JSR are summarized in Table 2.

TABLE 2
SNR REQUIREMENTS (Pp = 1076 FsK)

JSR DET' JAMM|JAMM WITH|JAMM WITH
TIME ERR |FREQ' ERR

JSR=0.0 13.0 dB 13.0 dB 13.0 dB
JSR=0.1 18.0 dB 17.0 dB 17.8 dB

C. INCOHERENT RECEIVERS

In Chapter 3, section C, it was shown that the jammer
model wutilized which includes timing errors affects the
performance of incoherent receivers in exactly the same way
as a jammer with no timing errors. That is, the timing error
associated with the jammer does not affect the resulting

performance of the incoherent receiver. Therefore the




performance differences associated with the jamming
waveforms with frequency errors and without will be analyzed
here.

1. AsK

The performance of the incoherent ASK receiver is
graphically displayed in Figure (5.12). These plots
correspond to numerical evaluation of Equation (3.9) under
the assumption of equally 1likely hypotheses. This figure
clearly shows the 'break point' effect at JSR of 0.25. It
can be observed that 16 dB of SNR is required in order to
obtain a P, of 10" when no jammer is present(that is
JSR=0), while it takes 23.5 dB of SNR to obtain the same P
for a JSR value of 0.1.

Figure (5.13) displays the performance of the same

e

ASK receiver except that now the jammer exhibits frequency
errors. Figure (5.13) was obtained under the assumption that
the number of waveform cycles per observation period is 5
and the normalized frequency error AwN can again be modeled
as uniformly distributed random variable over [-0.1,0.1].

Equation (3.35) was used to generate the plots of
Figure (5.13). It can be observed that at JSR=0.l1 in order
to obtain P, of 10795 the value of SNR required is 23.0 dB.
The key results for this case are summarized in Table 3.

2. FsK

Figure (5.14) and Figure (5.15) correspond to
graphical results on the performance of the coherent FSK
receiliver. When the jamming waveform is modeled as
deterministic, P, has been evaluated using Equation (3.24)
and graphically displayed in Figure (5.14). Here, a 'break
point' occurs at a JSR value somewhere between 0.5 and 1.0
as shown on the figure. It can be noted that 13.5 dB of SNR
is required in order to obtain a P, of 1072 for a JSR value
of 0.0, while the same P, is obtained by increasing the SNR
to 16.5 dB for a JSR value of 0.1.
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TABLE 3
SNR REQUIREMENTS (Pp = 107> ASK)

JSR DET' JAMM|JAMM WITH|JAMM WITH |
TIME ERR |FREQ' ERR

JSR= 0.0 [16.0 dB 16.0 dB 16.0 dB
JSR= 0.1 [|23.5 dB 23.5 dB 23.0 dB
JSR=0.25 |unable unable large

Figure (5.15) displays P, plots corresponding to the
same receiver under the assumption that tha jammer contains
frequency errors. In this case, 16.8 dB of SNR is needed in
order to obtain a P, of 109 at a JSR value of 0.1. The key

results are summarized in Table 4.

TABLE 4
SNR REQUIREMENTS (PE = 1077 ASK)

JSR DET' JAMM|JAMM WITH|JAMM WITH
TIME ERR |FREQ' ERR

i
JSR=0.0 |13.5 dB |13.5 dB !13.5 dB
JSR=0.1 [16.5 dB |16.5 dB |16.8 dB
JSR=0.3 |23.5 dB 23.5 dB '22.5 dB

These results were obtained under the assumption that the
normalized frequency errors AwN,l and AwN,O are
statistically independent random variables uniformly
distributed over [-0.1,0.1] and n=6, m=4 while 'n' is the

number of cycles of summ frequency per observed period and
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XE‘ 'm' is the number of cycles of the difference frequency per ?
R observed period.
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V. CONCLUSIONS

In this thesis, the effect of timing errors or frequency
errors associated with jamming waveforms used to degrade the
performance of cohqrent as well as incoherent receivers has
been analyzed. It has been assumed that these receivers are
designed to operate on a signal plus white Gaussian noise
only environment.

The analysis of the effectiveness of jammers that
exhibit timing and frequency errors was undertaken by
evaluating the receiver probability of error in the presence
of jamming, and comparing the results to those obtained when
the Jjamming had no timing or frequency errors. Thus,
receiver error probabilities as a function jammer-to-signal
ratio (JSR) and signal-to-noise ratio (SNR) were evaluated
and determinations were made on how much larger JSR values
were required as a result of timing or frequency errors, in
order to produce a given P, at some fixed SNR value.

For  the coherent receivers analyzed, the effect of the
timing error associated with the jammer was studied and it
was concluded that the jammer's lack of sychronism with the
digital data causes a small decrease in jammer
effectiveness. Typically 1 or 2 dB more JSR was needed in

order to overcome timing errors. Due to the lack of correct
knowledge of the frequencies of communications, the jammer
required typically 1 or 2 dB more power in order to
compensate for frequency errors.

For the incoherent receivers analyzed, it was determined
that the timing errors associated with the jamming waveform
have no effect on the performance of the receiver. However,
the jammer's incorrect knowledge of the communication
system's operating frequencies results in a loss of jammer
effectiveness to the point that jammer power must be
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incresed by about 1 to 2 dB in order to overcome the lack
of precise knowledge of the communication system's operating
frequencies.
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