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SECTION 1. INTRODUCTION TO VOLUME 3

Volume Three of the 1985 DDN Protocol Handbook, a three-volume set, contains
implementation guidelines and severzal auxiliary documents of use to protocol
implementors in both the DoD and DARPA internet communities. Volumes One and
Two contain the actual protocols as well as details about DoD and ARPANET Protocol
review and acceptance policies. Volume Three should be used in conjunction with

o 4
SARAL

. -
either or both of the other two volumes. < "-}

5

o
The price for the three-volume set is $110.00, prepaid, to cover the cost of reproduction '.:-f:

l

et JRE

and hardling. Checks should be made payable to SRI International. Copies of the
handbook will also be deposited at DTIC.

Additional copies of the 1985 DDN Protocol Handbook can be ordered from:

DDN Network Information Center
SRI International, Room EJ291
333 Ravenswood Avenue

Menlo Park, CA 94025

Telephone: (800) 235-3155
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IMPLEMENTATION GUIDELINES RFC 813

REC: 813

WINDOW AND ACKNOWLEDGEMENT STRATEGY IN TCP

David D. Clark
MIT Laboratory for Computer Science
Computer Systems and Communications Group
July, 1982

MRV TRy

1. Introduction

This document describes implementation strategies to deal with two
mechanisms in TCP, the window and the acknowledgemant. These mechanisms

.
%
<

are described in the specification document, but it is possible, while

»
-
»

.

s complying with the specification, to produce implementations which yield

very bad performance. Happily, the pitfalls possible in window and

> acinovledgement strategies are very easy to avoid. N
i ¥
R

O

It is a much more difficult exercise to verify the performance of a

L)
..!‘
o, 00
-
...

specification than the correctness. Certainly, we have less experiencs

LA L

in this area, and we certainly lack any useful formal technique.

SEALL,
P

Nonetheless, it is important to attespt a specification in this area,

7

because different implementors might otherwise choose superficially

‘0 ..
o <
o+

reasonadble algorithms which intersct poorly with each other. This

3 A

7

document presents a particular set of algorithms which have received

el
» [
.‘
[

R A

'J")

testing in the field. and which appear to work properly with each cther.

i '-" L)
%

.7
2

With more experience, these algoritims may become part of the formal

R i B

specification: until such time their use is recommended.
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2. The Mechanisms

r"r Y
, f

.
L

[

A
O

L)
:_a

B

The acknowledgement mechanism is at the heart of TCP. Very simply,

oA

vhen data arrives at the recipient, the protocol requires that it send

acknowledge data by naming the highest numbered byte of data it has

d back an acknowledgement of this data. The protocol specifies that the ‘»:-i:f
< e
h bytes of data are sequentially numbered, so that the recipient can :::2:-
. o
. Lo

»
1"
y

TRY-

received, which also acknowledges the previous bytes (actually, it

v
?
»

. a_ X

identifies the first byte of data which it has not yet received, but

.
s 10

A e
: this is a small detail). The protocol contains only a general assertion :4,.:-3
- that data should be acknowledged promptly, but gives no more specific ';

indication as to how quickly an acknowledgement must be sent, or how

AN
-. LS
X much data should be acknowledged in each separate acknowledgement. :-:.-_
- e
. .:_:\:.
- The window mechanism is a flow control tool. Whenever appropriate, ‘-:‘:{

= A

the recipient of data returns to the sender a number, which is (more or

';_ less) the size of the buffer which the receiver currently has available -5 :,
~ ol
-. for additional data. This number of bytes, called the window, is the
L SI
maximum which the sender is permitted to transmit until the receiver

returns some additional window. Sometimes, the receiver will have no
buffer space available, and will return a window value of zero. Under
these circumstances,the protocol requires the sender to send a small

segment to the receiver now :sd then, to see if more data 1s accepted.

If the window remains closed at zero for some substantial period, and
the sender can obtain no response from the receiver, the protocol
requires the sender tc conclude that the receiver has failed, and to

close the connection. Again, there 1is very 1little performance
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information in the specification, describing under what circumstances

TR

) §
ok

the window should be increased, and how the sender should respond to

£y Ty Xy

'{ I‘A

such revised information.

A bad implementation of the window algorithm can lead to extremely

o
=

poor performance overall. The degradations which occur in throughput
and CPU utilizations can easily be several factors of ten, not Jjust a
fractional increase. This particular phenomenon is specific enough that iﬁ
it has been given the name of Silly Window Syndrome, or SWS. Happily £
SWS 1is easy to avoid if a few simple rules are observed. The most
important function of this memo is to describe SWS, so that implementors
will understand the general nature of the problem, and to describe .
aigorithms which will prevent 1its occurrence. This document also -
describes performance enhancing algorithms which relate to
acknowlaedgement, and discusses the way acknowledgement and window

<

algorithms interact as part of SWS.

--.
L ]

3. SILLY WINDOW SYNCROME

.. In orrder to understand SWS, we must first define two new terms.

Superficially, the window mechanism is very simple: there is a number,

.
(PR

called "the window", which is returned from the receiver to the sender.

However, we must have a more detaiied way of talking about the meaning

of this number. The receiver of data computes a value which we will E
call the "offered window". In a simple case, the offered window
corresponds to the amount of buffer space avallable in the receiver.
This correspondence is not necessarily exact, but is a suitable model -

for the discussion to follow. It 1is the offered window which |is

3-7
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actually transmitted back from the receiver to the sender. The sender

 _,
A

£
ol

A,

uses the offered window to compute a different value, the '"usable
window", which is the offered window minus the amount of outstanding

unacknowledged data. The usable window is less than or equal to the

-
"

offered window, and can be much smaller.

«
s

- A_,_r‘,‘m

i,
e Y

e

Consider the following simple example. The receiver initially "

provides an offered window cf 1,000. The sender uses up this window by

e
N e

sending five segments of 200 bytes each. The receiver, on processing

(Y
.

.
i.

- -
.
.
»
L

¥
’7' .

-
F]

the first of these® segments, returns an acknowledgement which also

»

¥
l.o

1
.
A

P

L
"
EaR

contains an updated window value. Let us assume that the receiver of

the data has removed the first 200 bytes from the buffer, so that the

receiver once again has 1,000 bytes of available buffer. Therefore, the
receiver would return, as before, an offeired window of 1,000 bytes. The

sender, on receipt of this first acknowledgement, now computes the

p

additional number of bytes which may be sent. In fact, of the 1,000
bytes which the recipient is prepared to receive at this time, 800 are
already in transit, having been sent in resporise to the previous offered

window. In this case, the usable wirndow i= only 200 bytes.

Let us now consider how SWS arises. To continue the previous
example, assume that at some point, when the sender computes a useable
window of 200 bytes, it has only 50 bytes to send until it reaches a
"push" point. It thus sends S50 bytes in one segment, and 150 bytes in
the next segment. Sometims later, this 50-byte segment will arrive at
the recipient, which will process and remove the 50 bytes and once again

return an offered window of 1,000 bytes. However, the sender will now

. '
.

. RS B S o
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compute that there are 950 bytes in transit in the network, so that the
useable window is now only 50 bytes. Thus, the sender will once again
send a S0 byte segment, even though there is no longer a natural

boundary to force it.

In fact, whenever the acknowledgement of a small segment comes
back, the useable window associated with that acknowledgement will cause
another segment of the same small size to be sent, until some
abnormality breaks the pattern. It is easy to see how small segments
arise, because natural boundaries in the data cccasionally cause the
sender to take a computed useable window and divide it up between two
segments. Once that division has occurred, there is no natural way for
those useable window allocations to be recombined; thus the breaking up

of the useable window into small pieces will persist.

Thus, SWS 1is a degeneration in the throughput. which develops over
time, during a long data transfer. If the sender ever stops, as for
example when 1t runs out of data to send, the receiver will eventually
acinowledge all the outstanding data, so that the useable window
computed by the sender will equal the full offered window of the
receiver. At this point the situation will have healed, and further
data transmission over the 1link will occur efficiently. However, in
large file transfers, which occur without interruption, SWS can cause
appalling performance. The network between the sender and the receiver
becomes clogged with many small segments, and an equal number of
acknowledgements, which in turn causes lost segments, which triggers

massive retransmission. Bad cases of SWS have been seen in which the
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average segment size was one-tenth of the sizc the sender and receiver
were prepared to deal with, and the average number of retransmission per

successful segments sent was five.

Happily, SWS is trivial to avoid. The following sections describe
two algorithms, one executed Ly the sender, and one by the receiver,
which appear to eliminate SWS completely. Actually, either algorithm by
itself is sufficient to prevent SWS, and thus protect a host from a
foreign implementation which has failed to deal properly with this
problem. The two algorithms taken together produce an additional

reduction in CPU consumption, observed in practice to be as high as a

factor of four.
4. I.proved Window Algorithms

The receiver of data can take a very simple step to sliminate SWS.
When it disposes of a small amount of data, it can artificially reduce
the offered window in subsequent aclnoledgements, so that the useable
window computed by the sender does not permit the sending of any further
data. At some later time, when the receiver has processed a
substantially larger amount of incoming data, the artificial limitation
on the offered window can be removed all at once, so that the sender

computes a sudden large jump rather than a sequence of small jumps in
the useable window.

At this level, the algorithm 1is quite simple, but in order to
determine exactly when the window should be opened up again, it |is

necessary to look at soms of the other details of the implementation.
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Depending on whether the window is held artificially closed for a short

"".-" :"'J

or long time, two problems will develop. The one we have already

7~
:(;:

.

e
{3 '!l‘fl:

discussed -- never closing the window artificially -- will lead to SWS.
On the other hand, if the window 1is only opened infrequently, the

5 |

FE pipeline »of data in the network between the sender and the receiver may :_‘c:s
N have emptied out while the sender was being held off, so that a delay is :’;;[:'
introduced before additional data arrives from the sender. This delay .:;
does reduce throughput, but it does not consume network resources or CPU &'

resources in the process, as does SWS. Thus, it is in this direction
that one ought to overcompensate. For a simple implementation, a rule

of thumb that seems to work in practice is to artificially reduce the

offered window until the reduction constitutes one half of the available
space, at which peint increase the window to advertise the entire space
again. In any event, one ought to make the chunk vy which the window is

opened at least permit one reasonably large segment. (If the receiver

w5
-\ -

.
o W
.
5

is so short of buffers that it can never advertise a large enough buffer

to permit at least one large segment, it is hopeless to expect any sort

.
‘-

PO R

B

of high throughput.)

There is an algorithm that the sender can use to achieve the same
effect described above: a very simple and elegant rule first described t
by Michael Greenwald at MIT. The sender of the data uses the offered ‘
window to compute a useable window, and then compares the useable window E

to the cffered window, and refrains from sending anything if the ratio g
of useable to offered i3 less than a certain fraction. Clearly, if the "
computed useable window is small compared to the offered window, this

means that 2 substantial amount of previously sent information is still
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in the pipeline from the sender to the receiver, which in turn means
that the sender can count on being granted a larger useable window in
the future. Until the useable window reaches a certain amount, the

sender should simply refuse to serd anything.

Simple experiments suggest that the exact value of the ratio is not
i:'.- very important, but that a value of about 25 percent 1is sufficient to
i avoid SWS and achieve reasonable throughput, even for machines with a
small offered window. An additional enhancement which might help
s throughput would be to attempt to hold off sending until one can send a
i maximum size segment. Another enhancement would be to send anyway, even

if the ratio is small, if the useable window is sufficient to hold the
data available up to the next "push point".

This algoritlm at the sender end is very simple. Notice that it is

not necessary to set a timer to protect against protocol lockup when
. postponing the send operation. Further acknowledgements, as they

| ‘\ arrive, will inevitably change the ratio of offered to useable window.
’ (To see this, note that when all the data in the catanet pipeline has
arrived at the receiver, the resulting acinowledgement must yield an
. offered window and useable window that equal each other.) If the
expected acknowledgements do not arrive, the retransmission mechanisa

will come into play to assure that something finally happens. Thus, to

add this algorithm to an existing TCP implementation usually requires .
- one line of code. As part of the send algorithm it is already necessary -
to compute the usesble window from the offered window. It is a simple

matter to add a 1ine of code which, if the ratio is less than a certain
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percent, sets the useable window to zero. The results of SWS are so
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devastat.ing that no sender should be without this simple piece of

.'
I 2

.
&

insurance.

R

5. Improved Acknowledgement Algorithms

.
»

e

v 'w

"oty st
.

In the beginning of this paper, an overly simplistic implementation

-
D

of TCP was described, which led to SWS. One of the characteristics of __,_,

this implementation was that the recipient of data sent a separate :.:'_'::
Ve
acknowledgement for every segment that it received. This compulsive .‘\:\:
aciknowledgement was one of the causes of  SWS, because each ::".'
&S

ne

aclowledgement provided some new useable window, but even if one of the

::: algorithms described above 1is used to eliminate SWS, overly frequent :'L::
‘- acknowledgement still has a substantial problem, which is that it :::;::
. greatly increases the processing time at the sender's end. Measurement '::‘-'
' of TCP implementations, especially on large operating systems, indicate E,
(:: that most of the overhead of dealing with a segment is not in the -',;
g processing at the TCP or IP level, but simply in the scheduling of the :-"
handler which is requirzd to deal with the segment. A steady dribble of h.
acknowledgements causes a high overhead in scheduling, with very little -
to show for it. This waste is to be avoided if possible.
There are two reasons for prompt acknowledgement. One 1is to .-;::.
prevent retransmission. We will discuss later how to determine whether g

unnecessary retransmission 1is occurring. The other reason one
acknowledges promptiy 1s to permit further data to be sen:. However,
the previous section makes quite clear that it is not always desirable r
to send a little bi%t of data, even though the receiver may have room for ﬁ'
NS
E
¥

.. .
0

'-c‘.
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it. Therefore, one can state a general rule that under normal o

" g

"
ot Al

,4
W By

operation, the receiver of data need not, and for efficiency reasons

LS

7,7
s

»

should not, acknowledge the data unless either the acknowledgement is

IR

intended to produce an increased useable window, is necessary in order

-
i 9 %
A

o
"

to prevent retransmission or is being sent as part of a reverse

direction segment be!ng sent for some other reason. We will consider an .E‘_::
2 algorithm to achieve these goals. E

!
f{: Only the recipient of the data can control the generation of :.::
Y acknowledgements. Once an acknowledgement has been sent from the ‘:
Ve A

receiver back to the sender, the sender must process it. Although the

:’ -
e 4

extra overhead is incurred at the sender's end, it is entirely under the

receiver's control. Therefore, we must now describe an algorithm which

]
2t Yy 'y Tl
P R R

occurs at the receiver's end. Obviously, the algorithm must have the

8, £y *o

following general form: sometimes the receiver of data, upon processing

:,' , D OP.E '.'_
v _¥ Mo, Lty et e e e

a segment, decides not to send an acknowledgement now, but to postpone

y

]
.

the acknowledgement until some time in the future, perhaps by setting a

.
.

"
AR AR AP

timer. The peril of this approach is that on many large operating

systems it 1is extremely costly to respond to a timer event, almost as
costly as to respond to an incoming segment. Clearly, if the receiver
of the data, in order to avoid extra overhead at the sender end, spends
a great deal of time responding to timer interrupts, no overall benefit
has been achieved, for efficiency at the sender end is achieved by great
‘.-: thrashing at the receiver end. We must find an algorithm that avoids i
‘ both of these perils.

The followiny scheme seems a good compromise. The receiver of data E




IMPLEMENTATION GUIDELINES

RFC 813

11

will refrain from sending an acknowledgement under certain
circumstances, in which case it must set a timer which will cause the
acknowledgement to be sent later. However, the receiver should do this
only where it is a reasonable guess that some other event will intervene
and prevent the necessity of the timer interrupt. The most obvious
event on which to depend is the arrival of another segment. So, if a
segment arrives, postpone sending an acknowledgement if both of the
following conditions hold. First, the push bit is not set in the
segment, since it is a reasonable assumption that there is more data
coming in a subsequent segment. Second, there is no revised window

information to be sent back.

This algorithm will insure that the timer, although set, is seldom
used. The interval of the timer is related to the expected inter-
segment delay, which is in turn a function of the particular network
through which the data is flowing. For the Arpanet, a reasonable
interval seems to be 200 to 300 milliseconds. Appendix A describes an

adaptive algoritna for measuring this delay.

The section on improved window algorithms described both a receiver
algorithm and a sender algorithm, and suggested that both should be
used. The reason for this is now clear. While the sender algorithm |is
extremely simple, and useful as insurance, the receiver algorithm is
required in order that this improved aclknowledgement strateqgy work. It
the receipt of every segment causes a nevw window value to be returned,
then of necessity an acinowledgement wiil be sent for every data

segment. When, according to the strategy of the pravious section, the
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receiver determines to artificially reduce the offered window, that is :-:::-
Y
precisely the circumstance under which an acknowledgement need not be :-"-.:,
S

...

sent. When the receiver window algorithm and the receiver

P

R}

acknowledgement algorithm are us=d together, it will be seen that

sending an acknowledgement will be triggered by one of the following :3\3
events. First, a push bit has been received. Second, a temporary pause E::Et
in the data stream is detected. Third, the offered window has been r—"-‘
artificially reduced to one-half its actual value. E\::

In the beginning of this section, it was pointed out that there are
two reasons why one must acknowledge data. Our consideration at this
point has been concermed only with the first, that an acknowledgement
must be returned as part of triggering the sending of new data. It is
also necessary to acknowledge whenever the failure to do so would
trigger retransmission by the sender. Since the retransmission interval
is selected by the sender, the receiver of the data cannot make a
precise determination of when the aclnowledgement must be  sent.
However, there is a rough rule the sender can use to avoid

retransmission, provided that the receiver is reasonably well behaved.

We will assume that sender of the data uses the optional algorithm

descriked in the TCP specification, in which the roundtrip delay is .
measured using an exponential decay smoothing algorithm. Retransmission B

of a segment occurs if the measured delay for that segment exceeds the

™
-

smoothed average by some factor. To see how retransmission might be

triggered, one must consider the pattein of segment arrivals at the

v
»

receiver. The goal of our strategy was that the sender should send off E
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A
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a number of segments in ~lose sequence, and receive one acknowledgement .;-.
~

for the whole burst. The acknowledgement will be generated by the P

¥
-8
»

ME<

receiver at the time that the last segment in the burst arrives at the

receiver. (To ensure the prompt return of the acknowledgement, the

3=
N

e
‘o

sender could turn on the "push" bit in the last segment of the burst.)

-
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The delay observed at the sender between the initial transmission of a

2 v
o o, =y w—
P

segment and the receipt of the acknowledgement will include both the
network trarsit time, plus the holding time at the receiver. The
holding time will be greatest for the first segments in the burst, and
smallest for the last segments in the burst. Thus, the smoothing
algorithm will measure a delay which is roughly proportional to the

average roundtrip delay for all the segments in the burst. Problems

will arise if the average delay is substantially smaller than the '
maximum delay and the smoothing algorithm used has a very small
threshold for triggering retransmission. The widest variation between E.

average and maximum delay will occur when network transit time |is
negligible, and all delay is processing time. In this case, the maximum ':j.(:
will be twice the average (by simple algebra) so the threshold that

controls retransmission should be somewhat more than a factor of two.

in practice, retransmission of the first segments of a burst has -_'.‘_-
not been a problem because the delay measured consists of the network A
roundtrip delay, as well as the delay due to withholding the E

aciknowledgement, and the roundtrip tends to dominate except in very low

e e
"'t'

roundtrip time situations (such as when sending to one's self for test

purposes) . This low roundtrip situation can be covered very simply by

including a minimum value below which the roundtrip estimate is not .'_.

permitted to drop. .::'_.
o
l.‘l

‘.’
-
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In our experiments with this algorithm, retransmission due to lx\
(o)
faulty calculation of the roundtrip delay occurred only once, when the N
ik
parameters of the exponential smoothing algorithm had been misadjusted : ‘-’,_‘
so that they were only taking into account the last two or three E

,

segments sent. Clearly, this will cause trouble since the last two or

P A )
o

Ny €
PR

three segments of any burst are the ones whose holding time at the

s

.
s
.I ‘l"

= -
.

"t .

Galit
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- receiver is minimal, so the resulting total estimate was much lower than
appropriate. Once the paramcters of the algorithm had been adjusted so
that the number of segments taken into account was approximately twice
the number of segments in a burst of average size, with a threshold

factor of 1.5, no further retransmission has ever been identified due to

7 AR

this problem, including when sending to ourself and when sending over

T —
..

.
°

high delay nets.
6. Conservative Vs. Optimistic Windows

According to the TCP specification, the offered window is presumed
to have some relationship to the amount of data which the receiver s
actually prepared to receive. However, it is not necessarily an exact
correspondence. We will use the term ''conservative window" to describe
the case where the offered window is precisely no larger than the actual

buffering available. The drawback to conservative window algorithms is

that they can produce very low throughput in long delav situations. It
is easy to see that the maximum input of a cconservative window algorithm
is one bufferfull every roundtrip delay in the net, since the next
bufferfull cannot be launched until the updated window/aclnowledgement

information from the previous transmission has made the roundtrip. E
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In certain cases, it may be possible to increase the overall

%p

throughput of the transmission by increasing the offered window over the

oo

ot

actual buffer available at the receiver. Such a strategv we will call

an "optimistic window" strategy. The optimistic strategy works if the

A
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f, Ty v
2 i &
Salsla
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network delivers the data to the recipiant sufficiently slowly that it

can process the data fast enough to keep the buffer from overflowing.

e
.

>
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If the receiver is faster than the sender, one could, with luck, permit

a
Ly

Tl ol
ol

an infinitely optimistic window, in which the sender is simply permitted

to send full-speed. If the sender is faster than the receiver, however, ‘:\
and the window is too optimistic, then some segments will cause a buffer ‘.,
overflow, and will be discarded. Therefore, the correct strategy to ﬁ
implement an optimistic window is to increase the window size until ' g
segments start to be lost. This only works if it is possible to detect
that the segment has been lost. In some cases, it 1is easy to do, ,,:.
because the segment is partially processed inside the receiving host K !
before it is thrown away. In other cases, overflows may actually cause :
the netwc—k interface to be clogged, which will cause the segments to be \
lost elsevhere in the net. It is inadvisallle to attempt an optimistic %
e window strategy unless ocne is certain that the algorithm can detect the "‘_:.

» resulting lost segments. However, the increase in throughput which is
possible from optimistic windows is quite substantial. Any systems with

s small buffer space should seriously consider the merit of optimistic E

windows.

The selection of an appropriate window algorithm is actuially more '
complicated than even the above discussion suggests. The following E.
considerations are not presented with the intention that they be -
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incorporated in currert implementations of TCP, but as background for f{i:

“_--.:'ﬁ

the sophisticated designer who is attempting to understand how his TCP %t;j

e

will respond to a variety of networks, with different speed and delay E\ﬁq

characteristics. The particular pattern of windows and acknowledgements !gg%

sent from receiver to sender influences two characteristics of the data i?:;

being sent. First, they control the average data rate. Clearly, the ;ifj

average rate of the sender cannot exceed the average rate of the vy

"
] I|¢ >
4

receiver, or long-term buffer overflow will occur. Second, they

v

. ‘-
e
v
.
.l'

influence the burstiness of the data coming from the sender. Burstiness

v' l' l.
“d '- ‘K
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o
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has both advantages and disadvantages. The advaritage of burstiness is

]
"X
29t

that it reduces the CPU processing necessary to send the data. This

follows from the observed fact, especially on large machines, that most

of the cost of sending a segment is not the TCP or IP processing, but :.i’

gy
e e »
AR
e (]
2
4y
4

the scheduling overhead of getting started. e

On the other hand, the disadvantage of burstiness is that it may
cause buffers to overflow, either in the eventual recipient, which was

discussed above, or in an intermediate gateway, a problem ignored in

»
r
e A

n°52° 0% o

this paper. The algorithms described above attempts to strike a balance .!E

between excessive burstiness, which in the extreme cases can cause

delays because a burst is not requested soon enough, and excessive Py
fragmentation of the data stream into small segments, which we "
identified as Silly Window Syndrome. A

Under conditions of extreme delay in the network, none of the

»
Pt 4

algorithms described above will achieve adequate throughput.

Conservative window algorithms have a predictable throughput 1limit,
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which is one windowfull per roundtrip delay. Attempts to solve this by

o

optimistic window strategies may cause buffer overflows due to the

TR TR

bursty nature of the arriving data. A very sophisticated way to solve

this is for the receiver, having measured by some means the roundtrip

.f t “'(‘
T delay and intersegment arrival rate of the actual connection, to open t'.:-:
o LR
":: his window, not in one optimistic increment of gigantic proportion, but '..;:

&

in a number of smaller optimistic increments, which have been carefully

r

Al 1

spaced using a timer so that the resulting smaller bursts which arrive

:rl

[
o &

‘l )’
»

= are each sufficiently small to fit into the existing buffers. One could

¥y

visualize this as a number of requests flowing backwards through the net

2 4

[ut

which trigger in return a number of bursts which flow back spaced evenly

from the sender to the receiver. The overall result is that the

'
v -
2T
B
o 2'p e

- receiver uses the windew mechanism “o control the burstiness of the

-~
DL

q
A
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arrivals, and the average rate.

‘4
i

To my knowledge, no such strategy has been implemented in any TCP.

i First, we do not normally nave delays high enough to require this kind 'E:
: of treatment. Second, the strategy described above is probably nut ‘Ei

stable unless it is very carefully balanced. Just as buses on a single .
; bus route tend to bunch up, bursts which start out equally spaced cculd
ﬁ: vell end up piling into each other, and forming the single large burst ;E:
"'-': which the receiver was hoping to aveid. It is important to understand ;":

this extreme case, however, in order to understand the 1limits beyond E
,.; which TCP, as normally implemented, with either conservative or simple

optimistic windows can be expected to deliver throughput which is a

.
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reascnable percentage of the actual network capacity.
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b, 7. Conclusions 3
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WY This paper describes three simple algorithms for performance *”:

enhancement in TCP, one at the sender end and two at the receiver. The

gy
TR~
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i sender algorithm is to refrain from sending if the useable window is

£
>

smaller than 25 percent of the offered window. The receiver algoritims

s
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TR

,‘4
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3 are first, to artificially reduce the offered window when processing new
. data if the resulting reduction does not represent more than some

fraction, say 50 percent, of the actual space available, and second, to

refrzin from sending an acknowledgment at all if two simple conditions ::::

Either of these algorithms will prevent the worst aspects of Silly

Window Syndrome, and when these algorithms are used together, they will
produce substantial improvement in CPU utilization, by eliminating the C-
process of excess acknowledgements. E

Preliminary experiments with these algorithms suggest that they 'r;\
work, and work very “rell. Both the sender and receiver algorithms have .:‘:E
been shown to eliminate SWS, even when talking to fairly silly .

algorithms at the cther end. The Multics mailer, in particular, had
suffered substantial attacks of SWS while sending large mail to a number
of hosts. We brlieve that implementation of the sender side algorithm

has eliminated every known case of SWS detected in our mailer.

Irplementation of the receiver side algorithm produced substantial

improvements of CPU time when Multics was the sending system. Multics

.
| 4

is a typical large operating system, with scheduling costs which are

large compared to the actual processing time for protocol handlers.
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Tests were done sending from Multics to a host which implemented the SWS

Pl
.

]
¥
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Loar S

suppression algorithm, and which could either refrain or not from
sending acknowledgements on each segment. As predicted, suppressing the

return acknowledgements did not influence the throughput for large data

transfer at all, since the throttling effect was elsewhere. However,

vy
v

the CPU time required to process the data at the Multics end was cut by

v

o
N
l'.ill'

a factor of four (In this experiment, the bursts of data which were

being sent were approximately eight segments. Thus, the number of

TR

acknowledgements in the two experiments differed by a factor of eight.)

»

An 1important consideration in evaluating these algorithms is that

Y
v e
v
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they must not cause the protocol implementations to deadlock. All of

the recommendations in this document have the characteristic that they

suggest one refrain from doing something even though the protocol
specification permits one to do it. The possibility exists that if one

refrains from doing something now one may never get to do it later, and

s
-

.« TR
4 8 4 ‘ o, ‘.‘ . ’

both ends will halt, even though it would appear superficially that the

[ ]
’
-

l‘r 'l 1
%2 N

transaction can continue.

Formally, the idea that things continue to work is referred to as

et
A\
«o 7,

"liveness'. One of the defects of ad hoc solutions to performance

.
l‘l’.\

problems is the possibility that two different approaches will interact

to prevent liveness. It is believed that the algorithms described in

. .-V lm yﬁa

this paper are always live, and that is one of the reasons why there |is
a strong advantage in uniform uso of this particular proposal, except in

cases where it is explicitly demonstrated not to work. )

The argument for liveness in these solutions proceeds as follows.

. e e DI
--------

- & . ® h-. - "-
L TN T N




ll

Ex

DDN PROTOCOL HANDBOOK - VOLUME THREE 1985 .
-

AT

20 1-

First, the sender algorithm can only be stopped by one thing, a refusal

of the receiver to acknowledge sent data. As 1long as the receiver

continues to acknowledge data, the ratio of useable window to offered
window will approach one, and eventually the sender must continue to

send. However, notice that the receiver algorithm we have advocated C

ot

involves refraining from acknowledging. Therefore, we certainly do have

v 1

i} A

.
rirh s

a situation where improper operation of this algorithm can prevent

liveness. =

What we must show is that the receiver of the data, if it chooses o
to refrain from acknowledging, will do so only for a short time, and not

forever. The design of the algorithm described above was intended to

achieve precisely this goal: whenever the receiver of data refrained 'tj
from sending an acknowledgement it was required to set a timer. The ij
only event that was permitted to clear that timer was the receipt of o
another segment, which essentially reset the timer, and started it going Ty

. .
RSP
i,

again. Thus, an acknowledgement will be sent as soon as no data has

.
Ay

L
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been received. This has precisely the etffect desired: if the data flow

appears to be disrupted for any reason, the receiver responds by sending

an up-to-date acknowledgement. In fact, the receiver algorithm is

designed to be more robust than this, for transmission of an
acknowledgment is triggered by two events, either a cessation of data or N
a reduction in the amount of offered window to 50 percent of the actual .E
value. This is the condition which will normally ¢trigger the

transmission of this acknowledgement.
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Dynamic Calculation of Acknowledgement Delay

0,

The text suggested that when setting a timer to postpone the

Ay

BBy

sending of an acknowledgement, a fixed interval of 200 to 300

¥

*

milliseconds would work properly in practice. This has not been

verified over a wide variety of network delays, and clearly if there is

b e ol
-
a

a very slow net which stretches out the intersegment arrival time, a

.
PO

fixed interval will fail. In a sophisticated TCP, which is expected to

g VR

adjust dynamically (rather than manually) to changing network

e e b
RS

conditions, it would be appropriate to measure this interval and respond

SO T

dynamically. The following algorithm, which has been relegated to an

’
e v, ",

"-

Appendix, Dbecause it has not been tested, seems sensible. Whenever a

segment arrives which does not have the push bit on in it, start a

0 s
BN By S P

timer, which runs until the next segment arrives. Average these

a_ e
»

X interarrival intervals, using an exponential decay smoothing function

A

tuned to take into account perhaps the last ten or twenty segments that

e v

IR

have come in. Occasionally, there will be a long interarrival period,

even for a segment which is does not terminate a plece of data being

pushed, perhaps because a window has gone to zero or some glitch in the

R
- = - e . ]

sender or the network has held up the data. Therefore, examine each
interarrival interval, and discard it from the smoothing algorithm if it
exceeds the current estimate by some amount, perhaps a ratio of two or

four times. By rejecting the larger intersegment arrival intervals, one E

should obtain a smoothed estimate of the interarrival of segments inside A
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a bhurst. The number need not be exact, since the timer which triggers
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1 acknowledgement can add a fairly generous fudge factor to this without
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causing trouble with the sender's estimate of the retransmission

interval, so long as the fudge factor is constant.
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1. Introduction

It has been said that the principal function of an operating system

is to define a number of different names for the same object, so that it

can busy itself Kkeeping track of the relationship between all of the o

different names. Network protocols seem to have somewhat the same :\

characteristic. In TCP/IP, there are several ways of referring to E

things. At the human visible interface, there are character string r\‘(,;

"names"” to identify networks, hosts, and services. Host names are ?::E

translated into network "addresses", 32-bit values that identify the -‘t

network to which a host is attached, and the location of the host on E

that net. Service names are translated into a "port identifier", which -

in TCP is a 16-bit value. Finally, addresses are translated into e

"routes", which are the sequence of steps a packet must take to reach i

.:: the specified addresses. Routes show up explicitly in the form of the i)
: internet routing options, and also implicitly in the address to route -
E translation tables which all hosts and gateways maintain. %

This REC gives suggestions and guidance for the design of the E

tables and algorithms necessary to keep track of these various sorts of

identifiers inside a host implementation of TCP/IP. S
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- 2. The Scope of the Problem kY
N
3 3
o One of the first questions one can ask about a naming mechanism is o
" al
how many names one can expect to encounter. In order to answer this, it E
1 is necessary to now something about the expected maximum size of the "\'f
‘:;',- internet. Currently, the internet is fairly small. It contains no more ;"-f
bt %
™ than 25 active networks, and no more than a few hundred hosts. This "
y makes it possible tc install tables which exhaustively list all of these o~
-3'} elements. However, any implementation undertaken now should be based on "
o) an assumption of a much larger internet. The guidelines currently :::'
8. .
v recoomended are an upper limit of about 1,000 networks. If we imagine =
o an average number of 25 hosts per net, this would suggest a maximum X
- number of 25,000 hosts. It 1s quite unclear whether this host estimate :jj
::- is high or low, but even if it is off by several factors of two, the
resulting number is still large encugh to suggest that current table E
management strategies are unacceptable. Some fresh techniques will be :::-
required to deal with the internet ol the futw-e. ::‘:
-
L r‘::
3. Names .
:::: As the previous section suggests, the internet will eventually have ..
'_f a sufficient number of names that a host cannot have a static table ::::
22 which provides a translation from every name to its associated address. E
. There are several reasons other than sheer size why a host would not -
wish to have such a table. First, with that many names, we can expect ,"::
names to be added and deleted at such a rate that an installer might ':'
spend all his time just revising the cable. Second, most of the names E
) will refer to addresses of machines with which nothing will ever be _‘}:
~ o
‘ E
~ 2.°d
.
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A
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exchanged. In fact, there may be whole networks with which a particular

host will never have any traffic.

To cope with this large and somewhat dynamic environment, the
internet is moving from its current position in which a single name
table is maintained by the NIC and distributed to all hosts, to a
distributed approach in which each network (or group of networks) is
responsible Ior maintaining its own names and providing a "name server"
to translate between the names and tne addresses in that network. Each
host is assumed to store mnot a complete set of name-address
translations, but only a cache of recently used names. When a name 1is

provided by a user for translation to an address, the host will first

_.‘- examine its local cache, and if the name is not found there, will
Lo

: communicate with an appropriate name server to obtain the information,
i which it may then insert into its cache for future reference.

Unfortunately, the name server mechanism is not totally in place in

the internet yet, so for the moment, it is necessary to continue to use
the old strategy of maintaining a complete table of all names in every

host. Implementors, however, should structure this table in such a way

that it 1is easy to convert later to a name server approach. In

particular, a reasonable programming strategy would be to make the name

table accessible only through a subroutire interface, rather than by

scattering direct references to the table all through the code. In this

way, it will be possible, at a later date, to replace the <csubroutine

with one capable of making calls on remote name servers.

A problem which occasionally arises in the ARPANET today is that
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the information in a local host table is out of date, because a host has

7

moved, and a revision of the host table has not yet been installed from

.,-,,
s

T

the NIC. In this case, one attempts to connect to a particular host and

w &

discovers an unexpected machine at the address obtained from the local

e |
,d'"!""‘"

table. If a human is directly observing the connection attempt, the

¥
s

. I" »

r” e . B

error is usually detected immediately. However, for unattended

Y oy
»

L

operations such as the serding of queued mail, this sort of problem can

R
4 5

[ N
f'\

lead to a great deal of confusion.

.
«a
T
Feam

The namsserver scheme will only make this problem worse, if hosts

.
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cache 1locally the address associated with names that have been looked .

f.;: :

up, because the host has no way of knowing when the address has changed
and the cache entry should be removed. To solve this problem, plans are
currently under way to define a simple facility by which a host can
query a foreign address to determine what name 1is actually associated
with {it. SMIP already defines a verification technique based on this

approach.
4. Addresses

The IP layer must know something about addresses. In particular,
wvhen a datagram is being sent out from a host, the IP layer must decide

where to send it on the immediately connected network, based on the

internet address. Mechanically, the IP first tests the internet address
to see vwhether the network number of the recipient is the same as the
network number of the sender. If so, the packet can be sent directly to
the final recipient. If not, the datagram must be sent to a gateway for

further forwarding. In this latter case, a second decision must be
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AR
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made, as there may be more than one gateway available on the immediately

attached network.

=

When the internet address format was first specified, 8 bits were

‘
&

R

reserved to identify the network. Early implementations thus

implemented the above algorithm by means of a table with 256 entries, A

o
PR
el

."
i-'.’~'
"- .

one for each possible net, that specified the gateway of choice for that
net, with a special case entry for those nets to which the host was

il

', NG
% immediately conrected. Such tables were sometimes statically filled in, L
L:'. I.o-:'u'
~J which caused confusion and malfunctions when gateways and networks moved ol
- S Y

(or crashed) . " -

Ve
e

L
o .

The current definition of the internet address provides three

different options for network numbering, with the goal of allowing a

]
el

o

very large number of networks to be part of the internet. Thus, it is

no longer possible to imagine having an axhaustive table to select a

; qateway for any foreign net. Again, current implementations must use a R
’ strategy based on a local cache of routing information for addresses r._
h currently being used. ‘f:;::
o
The recommended strategy for address to route translation is as -.:;'::
follows. When the IP layer receives an outbound datagram for ":
transmission, it extracts the network number from the destination ,::::j
E address, and queries its local table to determine whether it Inows a
i ) suitable gateway to which to send the datagram. If it does, the job is ;
done. _(But see RFEC 816 on Fault Isolation and Recovery, for ~':
recommendations on how to deal with the possible failure of the . ‘
gateway.) If there is no such entry in the local table, then select any ‘-\'j
5

. "pk
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accessible gateway at random, insert that as an entry in the table, and
use it to send the packet. Either the guess will be right or wrong. If
it is wrong, the gateway to which the packet was sent will return an
ICMP redirect message to report that there is a better gateway to reach
the net in question. The arrival of this redirect should cause an

update of the local table.

The number of entries in the local table should be aetermined by
the maximum number of active connections which this particular host can
support at any one time. For a large time sharing system, one might
imagine a table with 100 or more entries. For a personal computer being
used to support a single user telnet connection, only one address to

gateway association need be maintained at once.

The above strategy actually does not completely solve the problem,
but only pushes it down one level, where the problem then arises of how
a new host, frechly arriving on the intermet, finds all of its
accessible gateways. Intentionally, this problem is not solved within
the internetwork architecture. The reason is that different networks

have drastically different strategies for allowing 2 host to find out

about other hosts on its immediate network. Some nets permit a '_f-‘
broadcast mechanism. In this case, a host can send out a message and A
expect ar. answer back from all of the attached gateways. In other E
cases, vhere a particular network is richly provided with tools to
support the internet, there may be a special network mechanism which a
host can invoke to determine where the gateways are In other cases, it S

may be necessary for an installer to manually provide the name of at

S R :
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least one accessible gateway. Once a host has discovered the name of
one gateway, it can build up a table of all other available gateways, by
keeping track of every gateway that has been reported back to it in an

IQMP message.
S. Advanced Topics in Addressing and Routing

The preceding discussion describes the mechanism required in a
minimal implementation, an implementation intended only to provide

operational service access today to the various networks that make up

the internet. For any host which will participate in future research,

yos

as contrasted with service, some additional features are required.

These features will also be helpful for service hosts if they wish to ".:‘_:':'
obtain access to some of the more exotic networks which will hecome part "E::
of the internet over the next few years. All implementors are urged to i’i:;:
at least provide a structure into which these features could be later E
integrated. \

There are several features, either already a part of the j.‘:::'."
architecture or now under development, which are used to modify or ﬁ

expand the rslationships between addresses and routes. The IP source

route options allow a host to explicitly direct a datagram through a

series of gateways to its foreign host. An alternative form of the IQW e
redirect packet has been proposed, which would return information E
specific to a particular destination host, not a destination net. i’l'_;:.
Finally, additional IP options have been proposed to identify particular _'::"
routes within the internet that are unacceptable. The difficulty with E
implementing these new features 1s that the mechanisms do not 1lie _
s
0
S8
&
.
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entirely within the bounds of IP. All the mechanisms above are designed S

to apply to a particular connection, so that their use must be specified b

A L A B J‘_J
[0 )
b .|

at the TCP level. Thus, the interface between IP and the layers above Y
it must include mechanisms to allow passing this information back and

forth, and TCP (or any other protocol at this level, such as UDP), must

XA
'fl_"f
.

be prepared to store this information. The passing of information

between IP and TCP is made more complicated by the fact that some of the E

13

information, in particular ICMP packets, may arrive at any time. The b

ty s

normal interface envisioned between TCP and IP 1is one across which -

o
st

~ .
£
-

packets can be sent or received. The existence of asynchronous ICMP

Iy

2 &

mescages implies that there must be an additiocnal channel between the
two, unrelated to the actual sending and receiving of data. (In fact,
there are many other ICMP messages which arrive asynchronously and which
must be passed from IP up to higher layers. See REFC 816, Fault

Isolation and Recovery.)

Source routes are already in use in the internet, and many .
implementations will wish to be able to take advantage of them. The

following sorts of usages should be permitted. First, a user, when

initiating a TCP connection, should be able to hand a source route into

TCP, which in turn must hand the source route to IP with every outgoing

re

datagram. The user might initially obtain the source route by querying

rmmr

a different sort: of name server, which would return a source route

instead of an addrwss, or the user may have fabricated the source route

= e e
- PR T P
e %ot . .

manually. A TP which 1is 1listening for a connection, rather than

attempting to open one, must be prepared to receive a datagram which

contains a IP return route, in which case it must remember this return .r
> L

route, and use it as a source route on all returning datagrams.

., '.‘_-I_'-'_ .
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6. Ports and Service Identifiers

The IP 1layer of the architecture contains the address information :ﬁ
which specifies the destination host to which the datagram 1s being ﬁ
sent. In fact, datagrams are not intended just for particular hosts, %
but for particular agents within a host, processes or other entities J:
that are the actual source and sink of the data. IP performs only a »-::
very simple dispatching once the datagram has arrived at the target E
host, it dispatches it to a particular protocol. It is the r
responsibility of that protocol handler, for example TCP, to finish ::f:

dispatching the datagram to the particular ccnnection for which it is

-

g i

destined. This next 1layer of dispatching is done using ‘'port

*

identifiers", which are a part of the header of the higher level

protocol, and not the IP layer.

. P TS e AT

This two-layer dispatching architecture has caused a problem for

certain implementations. In particular, some implementations have

2, %"=

LA Saw o
]

.

wished to put the IP layer within the kernel of the operating system,

o -
N

and the TCP layer as a user domain application program. Strict

adherence to this partitioning can lead to grave perfcrmance problems,

i '. o " -
]
‘r .- “ . e

for the datagram must first be dispatched from the kernel to a TCP
process, which then dispatches the datagram to its final destination

process. The overhead of scheduling this dispatch process can severely

limit the achievable throughput of the implementation.

As is discussed in REC 817, Modularity and Efficiency 1in Frotocol

e MO

]
L §

Implementations, this particular separation between kernel ani user

Bl -

leads to other performance problems, even ignoring the issue of port

-, > e r e .
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level dispatching. However, there is an acceptable shortcut which can

be taken to move the higher level dispatching function into the IP

B

s

layer, if this makes the implementation substantially easier.

A
Ry

In principle, every higher level protocol could have a different ,-;?:

dispatching algorithm. The reason for this 1is discussed below. :::

However, for the protocols involved in the service offering being :_ﬂ:;

implemented today, TCP and UDP, the dispatching algorithm is exactly the g

: same, and the port field is located in precisely the same place in the (-:
:w header. Therefore, unless one is interested in participating in further \
A protocol research, there is only one higher level dispatch algorithm. ;‘i
This algorithm takes into accourntt the internet 1level foreign address, 4

the protocol number, and the local port and foreign port from the higher E:‘::

level protocol header. This algorithm can be implemented as a sort of
adjunct to the IP layer implementation, as long as no other higher level

protocols are to be implemented. (Actually, the above statement is only

TR TSR

partially true, in that the UDP dispatch function is subset of the TCP ::‘-'

dispatch function. UDP dispatch depends only protocol number and local

port. However, there is an occasion within TCP when this exact same ‘
subset comes into play, when a process wishes to listen for a connection :;:;:Ef
from any foreign host. Thus, the range of mechanisms necessary to
support TCP dispatch are also sufficient to support precisely the UDP o

requirement.)

The decision to remove port level dispatching irom IP to the higher
level protocol has been questioned by some implementors. It has been

argued that i<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>