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Abstractions for Fault Tolerance in Distributed Systems

Fred I. Schocide
4 Deperwme of C=Wmuw Science

Carnell -n
Idmen, New York, U.".A 143

* Abstrnctions useful in fault-tolcrant and distribtited syste are desedhed. Mhe abstractins am
specified as priperties of protocols, hear they have a differen flavor from auactim prevalent in
9Wquetia and concurrent programmiang. Among the abs~tractonscd uar agezent, order,
faiur detection, and stable storage

1. Introduction V(2: Mecssages sent by one proess to another are

Distributed comtputing and fault tolernce are closely dl~rdi h re et
linked. Fault tolerance can only be achieved by replicaton The imotnt properties of the virtual circuit abstraction
of funcetioni using comonets with indndent failine use given by VC1 and VC. Irrelevant details concern

4modes. in a distributed system, the physical sepraton how VC1 and VC2 us achieved--indcuding the message
and isolation of pouoos 'inke by a comunictions rtitiufl protocol in tue and the hardware that cee
network enue that reom have independent failure pt~raceoo--4nd bow the virtual circuit is used-such as
modes. Thus, achieving fault tolerance in a computing w~hether asynchronsous sed or Ada-style rendezvous is

-system can lead to solving problem traditioally associated supported. And, the virtual circuit abstractiont is
with distributed computing systems. Ditributed sytes implementabl-the networking world contains numerous
on the other hand, freqluently involve replicated function ipeettos
and data for performane reasons. Protocols to manage Nk
replication are clearly integral to such systems. Finally. as -. U ae describes abstractionss that ane useful in
the size of a dstributed system inceas em, so does the pFeb- implementting fault-tolerant and distributed systems. The
ability that one or more of its comone ts will fail. A same abstractions serve both fault tolerance and distribo-
large system must continue to function despite som tion, supporting our belief that the two concerns are not

failres orit illbe nusale of~ ~1bI~, I~. separable- Thec abstractions we preset have a somewhat
* mbutcd systenis-et least: large ones--mutst be fault different flavor from abstractions prevalent in sequoential

tolerant. and concurrent programming, which encapsulate state
ifrainandfor provide operations tomanipulate that

One cannut simply employ "sparaiOf~ cocrs state (eg. a stack or a monitor). Our abstractions are bust
to decompose a problem into its fault-tolerance aspects and thus~b of aspoete of protocols or control.

* its distributed computing aspects. The two concerns can-
not be separated biecause each requires the other init ct on 2 describes abstctions Of proressors that can
implementation. Moreover, support for distribution and fail and section 3 revws some fundamentals for coping
fault tolerance pervade the lower levels of a system, so with failures. Section 4 discusses the stt mcine
retrofitting the necessary support onto an ezisting aplis approach, a general way to onauct: fault-tolerant distri-
tio cnrlin a n ncetbepromnepnly buted computing services. I'm state machine approach

* ~~~When constructing a system, the problens asscited with moiaetw abraon ArenntndOdr .

fault tieraince and distribution must be confronted dion 5 discusses a second approach for constructing a
* toethr an frm th ouet.fault-tolerant computing servics and this motivates two

togeher nd rom he utse. mm abtration Falure etmm and Stable Stonrage
Only by using absurucioar, which capture the iI5pO- Implementing abstractions by exploiting hardware is dis -

tant properties of an object of interest and supres acassed in section 6. Section 7 discusses related v, ark.
irrelevant details, aon oam hope to master the complexity I. ,.I..
associated with supporting fault tolerance and distribution. 2. The ine Print
Of course to be useful, an abstraction must be implement- Tobaletprgmapocsro yialyon
able. For example, it is easy to implement a fault-tolerant suto speifiabeton pthgam aefinress bhor. n e typinllycn
system by assuming fault-free processors, but implementing cut pofation th bfr abt eie its boehvior.t Te sa i ua
a fault-free processor is impossible, rendering it a useless mabefrlutiasoelklyobeaanl

abstacton or uildng ealsysemLwritten in some natural language. The specification ------- -
abstacton or uildng ealsysen.explains the architecture of the processor, the effects of

A vinuad cirnus f41 is an example of a good abtrc executing each instruction, the way instructions and data -....
tirn. It is a communications channel that alloS prces are represented, bow the console switches affect cxecution.
to exchange messages according to etc. Invariably, the specification d&e not explain what

VC1: Messages sent by one pr. to another us behavior is possible or likely by a faulty processor. This y Codes
deliivered unciarrupted. omission is problematic when fault toleras desired,

by simn it depives the programmer of information acessary 3nd j or
Tbswor i supotedbyNSF Grant DCR-832O274 for designing software that can detect and cope with Cial

and Offim of Naval Resreh coaxa N0001441&-092. failures.



A Processor falamr ccurs when the r ubP no Failures--be they hard or transent-can be detected
longer satisfies its speciffcation Behavior in response to a only by replicating actions in failure-independent ways.
failure can be dlassifld acordng to the nature of the diar- One way to do this is by performing the action using corn-

u ,io i s patients that ame physically and electrically isoated; we call
Byzatin Falore. Acon xhiit abitary this irepficaion in *wae. Thec validity of the approach fol-

aind a m alum behaior pehp i itgcllso lows from an empirically Justified belief in the indepen.
admag oe bavuo, paeerhs 1o6in1-lusi dence: of failures at physically and electrically Msoated dew-

singothe fauty xinm 161.toss A second approach to replicatio, is for a angle dev.
Cradt Fons A procsso has in remono to a ic to reinrdy pForm the action. We can this nwhen-
failure (a]. doin I. ur. Replication in time: is valid only for transient
Fal-astp Fallures. A procesmor halts in respanme to a failures.
failure; other Fonr can dt that tfil= bo U I the results of performing a set of replicated actions

ocurre (2).disagree, a failure has occurrad. Whthout makting further
Note that them categores of failures con be viewe as assumptions, this is the sit gest statement that can be
defining p neas r satraclon For exampsle, a Fail-stop made. In particular, if the results agree, we cannot asser
Proormar is one that is restricted to fail-stop failures. that no faiure hias occrred and the results ame correct

Byzatin faiure amthe ostdhnxiw-Crah TIis is bemuse if there are enough failures, all of them

failures are less disruptive because procesors never per- rpia ih eor~eytsilam
form errnewous, actions-ceveiy message sent and state Observe that t+1-fold replication permits failure
transformnation performed is consistent with the program detection but not failure masking when there are as many
being executed. However, unlesfr processor execution as t failures. When there is disagreemen t among t4- I
speeds are known or prosor dlocks am approximately independently obtained results, one cannot 'trumc that the
syncrIzed,, it is not possible to distinguish betwn a majority value is orrect Masking faiures requires 2s+ 1-
procuor that is execuiting very slowly and one that has fold replication, since then as many as t values con be
halted due to a crash failure Yet, the ability to make this faulty without causing the majority value to be faulty.
distinction con be important (9]. A promcor that ha Reqiremt for fault-tolerance are usually sefe

*crashed con take no further action, but a proccasor that is in of nW (nsosn-time-between-failures), probabil-
merely slow can. Other proesors can safely perfor ity of failure over a given interval, and other statistical
actions on bhal-f of a crashed, heno: halted, processor, but mesue 331. While it is clear that such chsaracterizatiams
not on behalf of a slow one, bemause subsequent actions by are important to users of a system, there am advantages to
the slow processor might not be consistent with actions per describing the fault tolerance of a system in terms of the

f formed on its behalf by others. Fail-stop failures are the mxumnumber of failures that can be tolerated over
easiest to cope with because processor failures can he some interval of interest. We shall say that a system is t-
detected by other proszssrs-other processors can safely fault tolernt if that system will continue to operate
perform actions on behalf of a failed proessor. And, in a correctly provided:i or fewer failures occur.I Asserting that
system where procmor Ism aprxmwysnhoie a system is s-fault tolerant is a guaran= This guarantee
d~ocks, and nmage delivery delays am boundled, crash is ineedent of the reliability of the components that
failures can be converted into fail-stop failures by uing make up the system and therefore is a mesure of the fault
timeouts. tolerance supported by the system architecture, in contrs

A system that aon tolerate Byzantine failures con to fault tolerance achieved simply by using reliable comn-
-Xtolerate anything. Since an application that makes assump- ponents. Fault toleranc of an actual system will depend

*fnsw about pomble behavior of faulty prosuors rum the on the reliability of the components used in constructing
risk of failing if these asumptions am not satisfied, it is the system--in particular, the probability that there will be
prudent that life-cnitcal control systems tolerate Dyranutine t or more failures during the operating interval uf interest.
failures. However, while there is anecdotal evidence that In practice, tis chasm haed on statistical mucums of
Byzantine faues do ocu, there is no published data con- component reliability. Onoc t has been chosen, it is a rim-
armig the likelihood of such fainues. For mast applica- pie matter to derive the usual statsticalmesures of refia-

*tions, it sufflocs to tolerate crash failures and, where nces- bility by compsuting the probabilites of various contfiura-
sriy, convert tes into fail-stp failurs dons of 0 through ifailures and their cornetsenuenas [2].

a 4. State Macblue Approach
* 3. Rapiladomn One way to employ replication in spuar for a function

Failures zan be partitioned into two clasees, depend- is to plae a copy of a program that implemnents, that futic-
* tig on whether repair is required following a failure. A nion on each of the pomsors in a distributed system. Pro-

coponent can exhibit a single hard failure but multiple vided the program is determnistic and each copy of the
mwu failures between repairs. 7be ocurec of a program receives the same requests in the samne order, it

hard failure influences the future operation of the device, will do the same thing, henrtc proiduce the same results.
while the occurrence of a transient failure does not. The results of these copies can then be compared. If t+1I
Byzantine failures are hard because the failure might des- or mnore of the results are the same, this result can be used
troy state information that would render subseqiuent opera- as the oupu of a i-fault-tclerant implemientation of the
iron mecaninglans; crash and fail-stop failures am hard function. This techinique, known as the isase machine
because the device hats and subsequent operation is approach, was first descrbed in [121. It was generalized to
impasble. Communications Usnes often exhibit transient
failures in respons to a noise burst--a message that is in 'A t-fault tolerant system might continuse to operate
transit mnighit be corrupted, but subsequent transmsin correctly if more than i failures occur, but we cannot
will suced. guarantee correct operation.



handle fail-stop failures in (271, a dlaw of failures bewe determne whether the message has been or-
crash and Byzantine failures in [131, and full Byzannine rupted sine it was signed.
failures in [141. Property VC1 can be satisfied in our system by

The name "state machine" comes from viewing a pro- fewending each message until I+lI identical copies have
gram as an autornatoni that repeatedy rmads input been received. (To tolerate at most i failures, amamu
(requests), performs a computation, and generates results. of 2t+ 1 copies of a message will have to be et.) This is
Not only is this view of progam simpl, It is generaL For a form of repication in time and is appropriate becuse at
exam*l, pr .conril application an usually formu. the assumptions made abofe about the cmuiain
lated in tmeof ame -r mare patM netwr The traditional -n at cheek-suam to tiige

domr- redfrmensr transmission of Carupte messages is actually an optimi-
Compte nw gae an outut vlueszation of this approach that aa-s a failure: musing corr-

wrmte A sctate ndoupt ale uption of a mesage always causes nesnisatency betwe a
wrteoacutr mesnage and its checkt-sm. I= chc-sm rea s hay-

ing agreeen on t+1 espies of the messag; the requst
As another exmla memory cell can be viewed as a for retransmission causes additional copies of the enage
hardware impicementation of a state mchine. Two type to be et only when necessary and only until a espy is
of requests are servied: reaW and write. In respons to a received that is (apparenitly) uncorrupted.
nrad, the curfewt value of the cell is Mted anld inttiie Property VC can be achieved by the sender includ-
as the Output of the state machine; in response to awrim, lag sequence numbers in messages and having the receiver
the current value of the cell is changed and at, ack- es.addlvrthmi titodrb
nowledgment mesnage returned. bufe mber.n eierte nsritodrb

The state machine approach is based on two abstrac- Property Auth can he approximated by using chwek-
tdons: su11115 This approximato works because failures typically

Agrem=nt Every non-faulty espy of the state result in random, rather than truly malitous behavior.

use ife~ in telligerntmlcosbhvr s antcipae&~ep

Nonice that among the (irrelevant) details suppressed by sed
teeabstractions are the behavior of faulty processors and 4.1. Agreement Abstraction
th rprisof th coiui;tosfclty. In Th greet btrcin nh raizdb dv

lar, the Agreement abstraction masks the effects of prOWs- thageeet alosradinated rocliessor, aied
sor failures on the dissemination of values, ytstipulats igaprooor htalw eigae rtesrl

nothing about the behavior of faulty poesr;teOdr the nmawr, to disseminate a value to other processors
iibrt on synchronizes message receipt, ye tplte nsc a way that
nothing about message delivery order or system synchruni- Id: All non-faulty processors agree on the same
city- Implenmeting these abstractions will, of esurse, value.
require attention to these details.

Abstractions are of value only if they an he ime [C2: If the transmitter is non-faulty then all non-
mented, so we now Consider implementing Agreement and faulty processors usa its value as theam they

Order in a distributed system where processors can exhibit agree on.
Byzantine failures. We assume communications lines that The hard part in implementing such a protocol as being
ame only subject to transient failures due to noise bursts able to cope with a transmitter exhibiting Byzantine
and that the network has sufficient connectivity so that failures. Such a transmitter might ed different vahues to
despite hard Maiure every proessor can esoumiee with different processors in an atem" to violate IC. Ckarly,
every Other.2 We also assume that speed differences processors must exchange the values they reeirve from the
between (non-faulty) processors and message delvery tasitte among themslves before agreeng on any
delays have a known bound-in practice, a reasonsble value.
assumption-aend that dlocks- on non-faulty proomsor are To ensure IC1, it is suffi et that when the prtoedl

aproiately synchMRonid-nrt a reasonable assumption, terminates, the set of values received by each non-faulty
but on that aon be discharged using any of the Byzantine processor is the same, bemuse then each procesor aon
dock synchroiztio promis that have bow devised compute some fumnti on the contents of this sat and
I91[19](2OI. obtain a value on which all will agre. However, the

Before considering implemenitations for the Agre details of ensuring this and that IC2 also holds ame subtle.

- -n mnt and Order abstractions, we describe an inteiprooessor One problem is that faulty processors might selec-
- coummunications service that, provided t or fewer failures tively fail to relay values. Then, a processor might he

acer. sartfie properties VCI and VO2 of a virtual circuit delayed forever awaiting a value. To handle this diffi-
(see aection 1), as %vIl as the following authenticaton pro. culty, the assumptions made above about dock speeds and
perr. message delivery delays are exploited. Approximately syn-

Auth: A procan digm a message it receives and chronized dlocks and bounded message delivery delays
~ f~g~jallow a pnrssor to determine when it an expect no

ces ih t toeies an oth e oessag cani ' further messages from non-faulty processors. Thus, no
ass hatreciveSsuc a igne mesag an (faulty) processor an cause another to be delayed indefn-

itely awaiting a message that will never arrive.
'-he is no way to coordinate prowssom if they can- A ftmd problem is that a faulty processor might

not esntunieate. relay different values to different prociessors. However,
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use ot signed mensages prevents a (faulty) processor p 4.2. Order Abetractim
from forginga A.message. An, if p mades a message = Our next task is to support the Order abstaction.
from q, then an attempt by p to change the aomet of M3 For this, we employ timestamps. Every request dissem-
before relaying it will not suceed: q will have signed th mated to the ensemble of state machine opies is given a

date q's signature, which would be detectable by any red- reqestm Atuing that dclon the oesuorimaettingmtin

Thereainngprole i toane tatno to acodn t the reques wrhi s emeUuoth
te aim teeryvercived by cno-at processor a sithet matqe .)M mMi dfau rnettr h ie

* f evalues iial sent by the triattisenr . tta i nonh fte Isnt sufficientfhowever, for susersoanhmn ' onP

fauty romamsape ~ ~ smply to proces reqai that have been received in
solved by having procsm u sind rely th ascending order by tinssmp. We mite Pr that a
they originally receive from the tranunitter. If at most t opy of the state rmilhine pr- I a request only if no
procesors con he faulty, then t+ 1 rounds of manage relay reuswihame intm cnbeusqetl
ae necesary and sufficienit [7. To smthat t+1 rond request Whaallery taaruest an hbe atup one no
em sufficken, note that if the transmitter is faulty the s ecvd eshl yta request wihlwrissapcnb delrdt at a ten
rounds ensure that every massge is set by at least one maie woth lrnigo r ceso pn bedlerd, to thequst
non-faulty processor, and a non-faulty prcso will folo mahidne cpyrunniseg on pafte r p. b coetablyreq. s

* ~~~the protocol and therefore forward the massage to al shudbethsedolratri bcmstbe
procesors; if the transmitter is non faulty, then its value is Testing stability of a request an be acomplished by
the only one that will ever be accpted by a nion-faulty pro- exploiting the bounds on delivery delays and proessor

* ormor dune to the requinre'ts about sintue. clocks. If requests are disseminated using an agreement
Putingal ths ogehe, w ge te fllwin potool protocol like the one above, then there will exist a ostn
Putingallthi tgeterwe et imfolowig potool A such that a mesge dinestamped T by taismier p will

.71fo the faglty p abstract-vinamn the sse reem rtino emcived by r+&- at every other processor according to

thanes of futye procssoeing the yst miter A h pcopming a ach processors local clock. (See [61 for a detailed deriva-
* eutof the state machine the r i essrs don for A in a variety of enivironments.) Once the clock

* ofthestae mchie e th oter rocssosan a processor p reads tim -r, p cannot subsequently
Agreement Protocol. reocv a request with timiestamp less than r - A. There-

Tbe transmitter signs and send& a copy of it fore, a stability test for use with processors that can exhibit
.4value to every processo. arbitrary behavior -iben they fail is:

Every other proccssor p performs sa+ 1 rounds, Order Protocol:
as followS. 3 Whenever p recives a massage in Stable requests are processed in ascending order
round i with i signatures, indiating that the me.by amestamp. A request is stable at p if the
sage has been relayed through i prcse without tnetamp on the request is T and the clock at p
being modified, it adds the value in that mesage has a value greater than T+ A.
to V.,, the set of values it has recive, appends its
signature to the massage, and relays the signed 5. Checkpointsanmd Restorts

manae t allproessrs tat aveOot lretfyA second general approach for achieving fault toler-
signed it. ance is poriodiclly to save state information as check-

At the end of the t+10~ round, to select the points, and reswr the computation from its last checkpoint
agreed upon value, each proeom compute the when a filime acum.'4 This approech requires that two

* sme given function on VP. assumptions hold.
At first, the cost of this protocl-t4+ 1 rounds of mes- (1) Failures em detected before the results of invalid state

sage exchange--might appear prohbitive. In fact, thmtransformations emc saved in a checkpoint.
exist protocols to establish [CI and IC where the number (2) Checkpoints em unaffected by failures and remain
of rounds required is proportional to the number of failures available-
that actually occur during execution of the protocol PSI. These assumptions permit a computation to he resarted
When there em few failures, these protocols are cma- after a failure from one of its prior states that was saved as
able in cost to 2- and 3-phase commit protocols a chckpint.
(1[1711291. However, they are considerably more fault
talerant-classic commit protocols are unable to tolerate As before, we discharge these assumptions by postu-

'. Byzarwie failures. There is an extensive literature con lating abstractions. We assume storage is partitioned into
cerning implementing the Agreement abstraction, which is volatile storage and stable storage [171 such that:
variously aile the Byzantine Generals Problem and the Faluare Detection. Failures are detected before any
Consensus Probilem. Sac [81 and (321. visible erroneous state transformation is performed.

Stable Storage. Information stared in stable storage
I ______________remains available, despite failures.

p 3Since the clocks on non-faulty processors are approxri-
mately synchroniraed and message delivery time is bound- 4A variety of language constructs have been defined to
ed, each processor can independently determine when each support this style of programming fault-tolerant applies-
round stert and finishes. dions. See [241 and (261.



p. Note that inmpleenng the Failure Dtection abstraction is different pricdperformance rauom Our abstractions for
equivalent to implementing the Fail-stop Processor abstrac- fault tolerance give the architect of a fault-tolerant applica-
tion of section 2. tion the opportunity to consider implementations with dif.

Replication in spae: an be used to implement the feret pricelfault-tolemanee ratios. When designing in
Failure Dtection abstraction in a system of processos that terms of our abstractions-at least, in theory-one need
can exhibit Byzantine failures an ha bounded spe no'. decide between hardware and software

dlffrenes ad mage el~vry elay. I ordr ~ Implementations until the entire design is complerte. More
tolerate t failurea, every computation is pefI e I on t+1 am h architect can contemplate A-fault toleant 1mspe

pronoaand the results at each stpa - im . mentaticis for diffirent asumuqtiam A, thereby permitting
Whenever a disagreement occurs, a failure ha bee additional tradeoffs hero prim and fault-tolerance.
detected. *rh details of enmmurng that all copie reeive the Finally, the abstractions permit a separation of onen
saire; input in the same order are the sam n deumrbed and a portability of design not: otherwise possible.

aoefor the staie machim approach-we employ our 7.Diisl
A gre en and Order abstractions. However, for Failure
Dtection, only t+ 1-fold replicaton is rqired, while for a By no means is there widlespread agreement among
replimted state machimc, Zt+ 1-fold repliction was researchers or practitioners on what are the tight abarac-
required. A state machine that is repicasted s+ 1-fald an dns for distributed systems, fault-tolerant systems, or is-
ma~k failures, though; our Failure Dtection implements- tributed fault-tolerant systrma. This paper describes
tdon annot. abstractions that we have found useful. Although the par-

The tabe Strag absracion n aso b unle- ticular abstractions were motivated by specific approaches
mented in such a system by using replication in space to achieving fault-tolerance, they ame quite general. For

Hehowever, data must be replicated 2t+ 1-fold sne example, the Agreemsent and Order abstractions underly
datamus remin cenaibl eve ifas mny n: fflimos distributed synchronization nuxtanisuns, even when

doaa Ag=reain thesle mac if apray astalue fault tolerance is aot of oncern M27. Failure Datectlais
saemachis. responds to uvad and 'uris. requests in the ha plainbyn h hcpitrsart a =me

obvius ay. he iffrenc beweenimpemetingsra~le described in section 5; the literature is replete with alga-
Storge sin a satemacis. nd pumlng ins~ rtm that require such a service.

computation 2t+ 1-old is one of cos. U cese to Stable Themos surprising thing about our abstractions is
Storage are infrequenit, the processing power alloated to their form. Abstractions common in sequential and con-
state machine instances, running the Stable Storage abstrac- current programming relate state information and opera-
tion can be m1 4,, in contrast to what might be required dions to manipulate that state. Such abstractions an usu-
to run the entire computation repliated 2r-s-1 times. ally be presented to the programmer as languagecosre

Uf processors exhibit only crash failures or fa-tp (e.g. the monitor construct or corautisse control-regime) or
failures, then the implementation of the Failure Deeto as a module instance (e.g. a stack or tree). Our abstrac-

tions are best presented to the programmer asabstraction remains unchanged, but the Stable Storage guarantona,-assertions that can be used to simplify a pro-abstraction an be implemented with t+ 1-fold replication.grmbelintgposlexcuos. heISpoet

6. Ei~lolting EHardwatre (41 is currently investigating this approach to fault-tolerant
The escibe abve a qute on- distributed system by providing kernel-level support for

4 The implemenranod esrie abov ar qie Ordering, and Failure etection.
servative. All assumptions necesary for cretesame
explicit, and we generally made no assumptions about Other approaches to designing distributed (fault-
behavior of faulty processoms The implementationa tolerant) systems that are being discussed extend the
also exsive-iez l-. too expensive for all but the most semantics of instructions andfor data to help the program-
critical apcaions. Orter nmplemoamtim do exist, mar cope with distribution and fault-tolerance. Argus (181,
although we avoided them beciuse invariably thsey involve CLO UDS [11, an early version of MSS P1. LOCUS [221,
Sronger asuptos and TABS [311 all provide transaction as an abstraction

for structuring fault-tolerant applition. A &wwton is
Exploiting hardware is a cost-effective way to support like an intstroction, except that its execution is atomic.

our abstractions in practice. For example, Agreement and itreit ttso rnato r ee iilee
Order might be implemented by using a triple-redundant if a failure occur during its execution. Note that a tran-

bin, Filue lrecion (or Fal-sop by saction that aborts due to a failure can be re-executed,
hardware monitoing of key points in the proessor [111, since the state will be unchanged from what existed when
and Stable Storage by using mifcid (dua) dik.Sc the first execution of the transaction was attempted. Thus,
hardware implementations are based on engineering data a sequence of transactions specifies a computation not
about how components fail. While it is usually impossible unlike the cecpoi/restart approach descrbed above. En
to guarantee that thene implemen tations will continue to adto osqeta opsto.tascin nb
work in the presence of (any):t failures, it is possible to comnposedi hkemrchicafly, resulting in nested transactions
assert that they will work provided certain other assuP- (2- ymkn h rino optto ml-a com-

dons~[11 are validg abou thei nube anduato naurmfalue
ding aore ieval o tenubrdatres Thus failultes quence of nesting transactions-we can decrease the inter-
duin soeitra ftrs Tutfttlrnei val that must elapse between failures in order to mak: pro-
realdy a special ase of what we might all A-fauft toter-
wc, which stipulates that an implementation satisfies its grewa and therefore incrae the probability that progress

can be made. Notice that irnlicit in the notion of A tran-
spectiiation pirovided some set of assumptions A remins section is some form of Stable Storage.
valid. Engineering data about com ponen t failures allows a

91set of assumptions A to be chosen. The use of remnote procedure alls (231 provides the
Computer designers frequently design an architecture basis for another approach to designing fault-tolerant dis-

and then investigate realizations o( that architecture with tributed system. A remnot procedure all is like an ordi-
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nary procedure call, exept the procedure body can be exe- [71 Diolev, D. and ELL Strong. Authenticated aign-
cuted by a different processor from the onm executing the rithm. for Byzantine agreement. SLAM Jasuna of
aller. This hides distribution from the program. Computing, 12, 4 (1983).
When done property, it can also hide ertain tyrpes of [81 Fischer, M.J. T1he onsensus problem in unreliable

*failures. Implementing remote procedures so that th pr- distributed system (A brief survey). Proc. 1983
* ~~~cedure body is performed exactly onow-not at most once, ~C o~~o o~tos fCmu~

or at least onew-4s a hard problem [(3[31. Replicated ~ ~ LcueNtsi optrSine O
reoepr (u 5] provide a way to support replication 158, Spigr-eig New York, 1963. 127.140.

in space with a reot procedue call interface. Heme, ce-
ating a single caD can=s a epy of the procedure body to [91 PlW. W., N.A. Lynch. and M.S. Patenos. The
be executed on a number of pracesqos; the results at thes imobty of distrbuted! cnamsna with one faulty
executions ame returned to the caller and omparedpOU Proc. Second ACM SIGACT-SIGMOD Siin-

posiam on Princokls of Database Sysem. March
L. Cemeluim. 196, 1.7.

The idea of structuring sysms in trsof almrac- (101 Gray, J. Notes an Data Bsse Operating Syms.
dns is not new. Identifyring abstractions for faulzttlerant Operating Syms.eis An Advaired Course. Lecnuv
and distributed systems is. Only experience in using and Notes In Computer Science, VOl. 60, Springer-Verlag,
implementing an abstaction will permit us to evaluate its New York, 1978,393.481.

*utility. In the mentim, it behooves the designer of a sys- (111 Katzman, J.A. A fault-tolerant computing system
* tern to think in tWrm of abstractions--be they new -r or P. Eleventh Hawaii International Confrence on

existing ones -because only then will we stp renetn System Sciences, 1978.
the weel.[121 Lamport, L Tume, docks and the ordering of events

in a distributed system. CACM 21, 7 (July 1978),
558-565.

[131 Lamport, L flse implementation of reliable distri-
A~kf~wIiW~hhI3buted multiprocess systems. Computer Networks 2

* Discussions with 0. Babaoglu, IC. Birman, and L Lamport (1978),95-114.
ave the post 5 years have helped me to formulate these (141 Larnport, L Using time instead of timeout for fault-
ideas. They, along with F. Crisati, D. GrimS, E. Harti- tolerance in distributed systems. ACM TOPL4S 6, 2
kainen, R. Shicbting, and B.C. Torng provided helpful (April 1984), 254-280.
commnts on an early draft of this paper. [15] Lamport, L and P.M. Melliar-Smith. Byzantine
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