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Maidriver: A Distributed Campus-wide Mail System

by Rich }'ampell e

I -°

AB3STRA CT

Maildriver is-'a distributed system for a future campus-wide
computer mail service. .The goal of this paper is to set forth the
design aspects of Maidriver insofar as they relate to a distributed
svstem. Thus, there are aspects of Maiidriver which are not
covered herein, but which are presumably part of separate research
(such as the mapping of user names, user authentification, details of
networking, etc.). This paper is divided into four parts -art I
discusses Maldriver from a user's point of view. Part 11 is con-
cerned with implementation details of the various Maildriver func-
tions. Part IllI deals with robustness andcrhs h recovery. Part IV
concludes. In addition, there is an Appendix which contains a
pseu(lo-code listing, based on the C language, of some of the critical
Maildriver processes (specifically, the master processes).
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Maildriver: A Distributed Campus-wide Mail System

by Rich Yampell

Part I. A User's View of Maildriver

1. Introduction

Maildriver is a campus wide computer mail system. It allows any member of
the campus community with any kind of computer access (i.e. a personal com-
puter) to exchange computer mail with other such people in the campus commun-
ity. Maildriver users connect to any one of a set of central, dedicated Mail-
driver machines to either send or receive messages. Because Maildriver is a
distril)uted system, all services are available to the user, regardless of the Mail-
driver machine to which he is connected.

Maildriver is an acronym for M -aildriver A -bsolutely I -nsures L -etter D
-elivery. R -ich I -s V -ery E -xcited. R -eally.

1.1. Environment of Maildriver

Maildriver is assumed to run on a set of dedicated Maildriver machines, nll of
which are ntworked such that any," given macline may coinmunicate directly

with any other. 1ough initial guestimating suggests three such machines as a
starting point, although the Maildriver design allows for the addition of more.
In any case, no hard assumptions are made concerning the number of Mail-
driver machines.

Maildriver also assumes facilities for users to connect to Maildriver machines,
eit her through phone lines or directly. Client computers which communicate
with Maildriver computers are presumed to have front-end programs which
all, w them to cmnmunicate w~ith Maildriver. Such front -ends would, of course,
have to he tailhred for their target machines. Thus. if user .John l)oe uses his
NIaiIntosh to cln iect to Maildriver, he would have a front end pro,,raIni
aih red for the N1aclntssh which knows how to communicat e with Maildriver.
The design of such client front-end programs seems st raight-ffrward, aid is out-
side the scope of this paIper.

1.2. Clients of Maildriver

To be a client of the Maildriver system, one must fulfill three criterion. First,
one rurust have access to a computer which can pIhysically' acce. s Maildriver.
Sec(o(d, one mlist have a front-end program on that computer which can corn-
mun icate wit h Maildriver. Third, one must be a registered Maildriver user.
It is assumed that there will be some adirin ist rat ive organization to oversce the
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functioning of Maildriver; a user would become registered through this organi-
zation.

In addition, for certain privileged members of the administrative organization,
there are special administrative functions available which may not be run by nor-
inal clients.

2. Design Goals

The chief goal in designing Maildriver was to create a robust, distributed sys-
tem in which a user would ahvs have access to the full functionality of the sys-
tem. In particular, tile user should always be able to read all of his mail. An
additional goal was to deal reasonably efficiently with bulk mail. It was recog-
nized that in a University environment, there would likely be a large amount of
bulk mailings and junk mail (i.e. notices to all undergraduates, memos to all
faculty, etc.). Since the number of recipients of such mail could conceivably be
quite large, Maildriver tries to make such mailing as efficient as possible.

3. Functionality

The Maildriver system makes the following functions available to clients of the
system:

send letter -- a letter, already prepared on the client's
machine via some type of editor, is
deposited with the Nlailriver syst em for
delivery.

receive mail -- Maildriver fetches all accumulated miail
for the user and sends it over to the
client machine.

delete letters -- .Maildriver (leletes the specified letters
from the user's mailbox.

list letters -- fetches a quick list of pending mail for
the user. lihis is intended to roughl -"
implement the . nix (tin) "from" coinma nd.

nissa ge-polling -- a quick check is made to see if the user
has any pending m:il.

rhe "receive miil" function sends all letters for the user to his client. machine.
That is, it finds any1 mail, anywhere in the system for the user. WN;hen the mail is
sen i I)%,(vr. it is 1n l d()ethced. NIa il only go)es away when specifically requested to
vii tihe delete letters" funri(t ii. Th us, tile t VlpicaI sequence wou 1(1e fi ,r the
client front-end to re(quest tile user's mail, and then request, deletion of all letters
the t ,r d(es not want preserved.

The "imu, :ui,,-pllin" function is intended to be used by client fr(mt-end pro-
gr:lnll runliii inn the background to peridically check if the user has mail.

If the u
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Since it will necessarily be run frequently and by many users, it is designed to
run as quickly as possible. Thus, only a "quick" check is made for mail; that is,
the Maildriver machine to which the user is connected only checks its own
storage to see if there is mail, rather than polling the entire Maidriver system.
While this is only a heuristic, it will be accurate most of the time. This "quick"
checking approach also applies to the "list letters" function.

In general, Maildriver functions send back an acknowledgement when the task
is completed. If a client receives an acknowledgement, it may proceed with the
certain knowledge that the task has been/will be fulfilled. If no acknowledge-
ment is forthcoming, something may be awry with that particular Maildriver
machine (i.e. it has crashed), and the client would then simply connect to another
Maildriver machine and repeat the request. Note that no damage will be done
by a partially completed request.

In addition to these general functions, the following administrative functions are
available to qualified administrators:

add user -- a new user is added to the system

delete user -- an old user is removed from the system

change master -- forces a specified machine to become
the "Master". More on this later.

4. A Sample Session

Let us consider a sample session of user interaction with Maildriver. Take the
case of our good friend John Doe and his trusty Brand X personal computer.

.Jlohnnv wants to write a letter to his girlfriend Pauline, who lie knows is on the
Maildriver svst em. lie fires up his trusty Brand X (which includes startin. up a
dacmnon called X('LOCK, which periodically polls Maildriver for mail via the

lnessage-I),lling" function) and gets into XTI"XT, the Brand X text editor.
Using X'TIXT, lie composes his letter to Pauline. \While editing the letter, the
daemon finds ou t that lie iII fact has n,9til waiting for him and lights up a .NIAIL
light on his screen. John finishes the letter, saves it, and enters XNIAIL. the
front-end prograin to Maildriver for the IBrand X. lie directs XMAIL to send
the letter to l'auline. XN\IAI, gets the letter, connects to Maildriver, and sends
the letter via the "-send letter" function. Maildriver sen(Is back an ack-
now ledqgeIment that it got the letter, and W.NIAII, tells John that everything is A-
OK. Then .John directs XM.\IL to get his mail for hin. X\IAIl, sends Mail-
driver the "receive mail" directive and Maildriver sends back all the letters
waiting for John. XNIAIL saves the letters as they come in and presents them to
John in a user-friendly way (Brand X computers are notoriously user-friendly). It
tirns ou1t that .Jhn got three letters. John rea(ds then all, and de(ci(les that he
wants to preserve one o(f them within Maildriver and deal with it later; this he
informs X.I.\Il,. To comply with this request, XNMAIL sends a "delete letters"

request to Maildriver for the two letters that John does not want preserved. .
Again, Maildriver sends a back an acknowl(,dgeinent. John is finishied, and

IL.\l breaks connection.

14
_ --
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Note that the specifics of communication protocol are outside the scope of this
paper and are not described here.

h|
Part II. Implementation Details (or, "A look under the hood")

5. Overview of System Internals

In order to meet the design goal of providing full service to all users at all times,
Maildriver is a fully replicated system. This means that all services are avail-
able through any Maildriver machine, and in particular, user mail is replicated
onto each Maildriver machine. Thus, when a given letter is deposited into the
Matldriver system, each Maildriver machine gets a copy of that letter. Simi-
larly, when a letter is deleted, it must be deleted off of every machine in the sys-
tem.

To coordinate all this replication, Maildriver designates one of its machines to
be the "Master". Tle Master machine functions just like any of the other
machines, except that it runs an additional process, the Master process, which
main tains open commu n icat ions channels with all the other machines.

The jot) o tica Master is tw(-fold. First. it directs and keeps track of the state of
letter replication. Second. it keeps track of which Maildriver machines are uip
and which are down; for each d,,wrn machine, it keeps a list of %%hat actions that
machine will need to perf(,rlia when it (()tnes back iiuP in order to catch tip to the
rest of the world.

In addition to the Master., ne machine is (lesinated the liteuternint. The job (f
the Lieutenant is simply to keep a duaplicate copy of the Mfaster's information: in
the event that the Master crashes, the Lieutenaant takes over and bec )ms N as-
ter.

The initial appointments of Master and Lieutenant are specified in st art up filt.-
which are read whaen the svstern first comes iiap.

Each malchine mairitains a set oif .pecial dir,,ctries. The most imp,,rtant of these
is the \\o oSpace directory. This directory is used to process the delivery or
mail. In additin to the Wrk Space directory, each machine has a Master direc-
tory, a ('emetery directory, and a tieutenant (Iirectory. Only the current Master
andl the cui rrent Lieutenant, respectively, actually use these (Iirectories (but si nce
any machliae 11.av at sonie point attain either of these ranks, all machines have
these directories set up in advance).

,\side from the special directories, each machine maintains a directory for each
Maildriver user. These (lirectories are known as the user InBoxes. Each tile in
an lnBtox directory is a discrete letter.

E'very machine has running on it a process known as the Server process. The job
of the Server process is to wait for a user to make connection, and tlien fork off a
copy of itself to process tie users requests. The Server process is tlen,

'. . . . . . . . . . .. . + ' B.1- .
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essentially, the "front-end" of Maildriver. It is the only part of tile system that
clients actually see.

Each machine also has a back-end process which actually handles message
delivery, called the Delivery process. The Delivery process takes its orders from
tile Master, which generally consist of things like sending and deleting letters.

Finally, each machine runs what is called a Pulse process. The sole job of the
Pulse process is to let the Master know that that machine is still up and running.
The Pulse process normally sits, dormant, until a polling message comes in from
the Master, to which sends a simple response indicating life. Thus, the idea is
that the Master takes the "pulse" of a given machine.

6. The Structure of the Master

The job of the Master is complex and multifaceted. In order to keep things
organized and running smoothly, the Master process forks off several auxiliary
processes to perform specific tasks. Thus, the Master machine actually runs a set
of master processes; of these, the parent and chief is the Master process.

The most important of these is called the Caretaker. The Caretaker is responsi-
ble for issu(s of life and death. It regularly polls the Pulse processes of the sun-
dry machines to verify that they are still alive. In this manner, it can determile
when a machine has died and can take appropriate action. This will be discussed
in detail in section 10. (of course, it is useless for the Caretaker to check the
Pulse of its own machine; hence, the Lieutenant is responsible for polling the
M\aster's Pulse process).

The other processes created by the .Master process are called Sender processes.
One Sender process is created for each Maildriver machine in the system. The
job of the Sender is straight-frward: it accepts messages for its machine, queues
them Up>. and sends them over when app~ro)riate. In this way, both the Master . -

andi Caretaker processes can send messages to the sundry mac'hines in an orderly
fashion.

The setup, then, is as follows. Bot h the .Master and the Caretaker can send mes-
sages to any, machine via tle Sender processes. The Sender processes are con-
nected to the I)elivery and Server processes of their respective machines. The
\faster and Caretaker can also co)f nn icate (irectlyV with each other. In addi-
tion, the ('aretaker has separate network coniections to the Pulse processes of
each machine. Finally, the Master has a separate connection to the Lieutenant
l)rocess <o the Lieutenant machine (anl the Lieutenant has ainwther separate con-
nection to the Master's Pulse).

Since all communication out from the Master goes out through the Sendter
prcess,'s, they will not be discussed further; thai is, we will in general refer to
the NMaster sending a message to a machine with the implicit understanding that
in fact the Sender acts as intermediary.

R
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7. Message Acceptance: beneath the "send letter" function

7.1. The Job of the Server Process

\When a user wishes to send a letter via the Maildriver system, he connects to a
Maildriver machine (which is to say, he connects with the Server process for
that machine; the Server process then forks off a copy of itself to service tl,. user)
and deposits his letter via the "send letter" function.

When the Server process gets the "send letter" request, it sets about creating a
thing known as a "l'rotoletter". First, it creates a unique filenane of the form
<local machine name>.<time stamp, given that machine's view of time>.
Thus, a filename might look something like MD1.4039382. It then creates a file
by this name in the \VorkSpace directory and writes a one page [that is, disk
page] header containing the list of recipients of the letter [note: mail aliases are
expanded at this time through a process outside the scope of this paper] and a
State flag, which in general may I)e set to either "valid" or "bogus"; it sets it. now
to "bogus". It then reads the body of the letter from the client and appends it
onto the 1'rotoletter. [Note that the header is a full disk page long, regardless of
h)w much of it is actually used. This is because writing one disk page is con-
sidered an atomic operation]

Once it has the Irotoletter set up, it notifies the Master and sends it the I'ro-
toletter. '[ile Master takes the l'rotolett er and puts it, in its Master directory

Susing the original uniquc filename, of course). \Vlen it has it, it sends the

fieionanw to the Lieutenant (not the file, just the filename). Wh'ien the lieutenant
acknowledges, it rewrites the header, changing the State field to "valid", and
sends acknowledgeunit back to the original machine [note: the original machine
"may well have been tile %laster machine itself. Renember that tie Master

ma('hi in e functions just the same as any other machine, except that it has tie
Master processes on it]. When the original machine gets acknowledgement from
the Master, it in turn sends out acknowledgement to its client. Thus, to insure
letter delivery, what is really necessary is to get a valid copy out to the Master.
Note that recipient parsing is done on the original machiine to avoid overloading
the Master maclin e.

Now the client can -o) his nierrv way, and the forked Server process is free to (lie
(if the client has no further requests). Thie M:ister picks up the ball from here.

7.2. The Job of the Master

lThe Master now sen<cs a oc,,p r f the lrotoletter to each Maildriver machi Ile's
I)elivery process (including its own, of course). Each )elivery process then copies
the l'rotoletter into tie W\')rkS)pace for its machine and procee(ds to process tie
delivery (f that letter. Actually, there is one exception to this proc'(lure: the
Niaster (tc es not send the whole l~rot clott or to the machine which originally
received the letter (since that machine already has a copy of it,); it just sends it, a
special n(e.sage which in human ternis translates out t) "you already have the
letter, just mark it 'valid' and proeess it" [note that the Master doesn't even lved
to ren hlolr whichi machine originally received the letter, since the machinme
nane is part )f the filename],

b3
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Each Delivery process receives the Protoletter from the Master and sends back an
ac: nowledgement. It then processes the Protoletter in the manner described
below, and then sends another acknowledgement to the Master [thus, the first
acknowledgement means "I got it", and the second means "I've finished it"]. The
Master, meanwhile, keeps track of which machines have acknowledged and which
have not. When all machines have acknowledged that they're finished, the Mas-
ter can discard these records, as well as the copy of the Protoletter in its Master
directory (remember that by now it has a copy in its VorkSpace).

7.3. The Job of the Delivery Process

The Delivery process must now perform the actual delivery of the letter, using
the Protoletter. What it does is read the header of the Protoletter, which con-
tains the recipient list for that letter. Then, for each recipient, it puts a link to
the Protoletter into the lnBox directory for that user. It then rewrites the header
for the I'rotoletter to no longer contain that user in the recipient, list. It proceeds
this way until the recipient list is empty, at which point it can delete the Pro-
toletter an( send final acknowledgement to the Master.

If at any point in delivery the Delivery process tries to deliver a letter which is
already there, it ignores the new one in favor of the old one. More specifically, if
the call to "link" fails, and the error number shows the error to be an attempt to
create a link where a file already exists, the Delivery process simply continues,
pretending there was no error (as opposed to taking some kind of emergency
action for an unexpectedly failed syscall). This should virtually never happen,
l)ut there may be some very weird extreme circumstances where it might. This
rule of thiitb works around all such instances.

No)t e the key idea here is the the Delivery process makes links, not copies, of the
l'rotol&'titr. Thus. there is only one copy' of a letter per machine, regardless of
the niiuiii ,,r of recipients of the letter. This is the vital step towards re:li zing our
(To:l ) is-a-vis bulk mail. Since letters never get edited or changed in any way
o , delivrred. there is no reason not to do it with links. Note also that this
deciin to use links is what leads to the one letter per file mail structure (.,s
"l(lsfd t)one )long file as the user's inbox, a la l'nix (tin)).

7.4. The Job of the Lieutenant

l)urin ltter delivery, it is inportant that the Lieutenant keep track of what's
giIg n. .ljit as the Mfaster machine is just a normal machine with a Miaster

procs running on it. so the Lieutenanl machine is a normal miachine with a
llieutenant )ro(c(ss on it. The lieutenant process sits waiting to bear rrom the
M:a.ter (and occasionally polling it to make sure its still alive). 'hen the Master
first gets a new letter, it sends the filename to the Lieutenant, who records the
filena rue for future reference. In this way it knows that there is a letter in mid-
deliverv. When all l)elivery processes have acktiowledge back to the N.'st er, the
Master sends the iUeutenant a special ackn()whe(lgeient which means, essentially,
"its ()k, that letter got sent ok, you can forget about it", and the Lieutenant
d(elets tht send req(uest from its re'c'ords. All this will become reevant in see-
Hion Ii

W1
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8. Message Retrieval: beneath the "receive mail" function

When a user uses the "receive mail" function to get his mail, it is our goal to
make sure he gets all of his mail, even if some of it is only half delivered. When
tile client machine calls up a Maildriver machine, gets connected to a Server
process, and makes a "receive mail" request, the Server process goes through a
number of steps to get that client's mail.

First, the Server process sends a message to the Master, a message which in
English would translate roughly to "Iley, this guy here wants his mail. If you'vegot anything for him, send it righIt over." The Mlaster then scans all of its "recently received letters, looking for any which have not vet been replicated to

the Server's machine and for which the user in question is, in fact, a recipient. If
it fInds iny such letters, it immediately sends them to the Delivery process in the
normal manner. 'These letters, then, will show up presently as Protoletters on
the desired machine; all that really happens is that the user's mail is moved-to-
the-front-of-the-line, as it were.

Next, the Server process examines each Protoletter in the \VorkSpace. For each
lPr tdtoltt er, it reads thlie header page and looks to see if its user is on the recipient
list. There are actually four possible cases, with corresponding actions taken.

If the user is not in the list. it can ignore this Protoletter and go on to the next
One.

If the user is in the list. but the State flag is marked "bogus", then the letter is
n )t d(ii e being, replicated (it is probably one heing sent over by the Maste'r on
rush o rder, as a result of the first step). and what we want to do is wait on it.
The Server p cess puts the namne of this Protoletter on a special list called the
iT( BA(CIL list (the "lemeniber To ('oime Back And Check It Later" list) and
goes on to the next IProtoletter.

If the user is the first person in the list (and the State is "valid"). it means that
there is a Delivery proetss running right now delivering the letter to) the ii,'vr. so
the thing to do is just wailt. Again the name is put on the lT('i.\('IL list and
scanning ilcoit iles.

If tile user is ont1 the recipient list (and the State is "valid"), but is not the first
person, then the Server provce ss locks tie lProtoltter file, and lproceeds to dlivor
the lett,,r itself. iroceeling just as the l)elivery process would. Since the tile is
1hked. tlie l)eliverv proc',,ss will have to walit be*,fore it can st:irt jelivery to :i naew
uii,r (aid t lis we avoid conflicts of two proc,.,sses trving to writt to the same A
file-- hoth the lProtoletter file and the actual letter file). After the Server fre5s
has d,livered the letter and rewritten the Protoletter header, it unlcks the file
and proceeds to the next IProtoletter.

Finally, the Server process must process Ihie UT(C'1A,\('II, list. To do) this, it
repeat'edly scans the list, taking the same actions as wkhen it sc:anned the
\Vork:pa. init iallv, except (if course that imnl,tvIld of putting ,<i-m hhin on the
IUT( .AC'IIL list, it just leaves it there, and %lo(,n the rser i.n't ,n the recipint
list, th:t liaine is removed from the TC(B I L li t (:t ui.,r xi!l c(,:,e to he a
recipient if A) tie ),eliverv pr 'e s ha.s alrt,:lv dlix, rid it (or H) the Server
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process delivered it itself).

At this point, all the mail there is for the user has wound up in his Inflox. The
Server pr~ocess may now send all the letters out to the client program.

9. A Look at Other Functions

9.1. The -delete letters" function

1)eleting a letter is not something that needs to happen particularly quickly
Th'lat is,. a, user is not sitting aroundl waiting for imnmedliate results of a del(etion.
Th'ils fact is madle use of in the algorithm to delete a lett er.

When a client program gives a "delete letters" directive, the Server process
processes each lettcr specified in the delete list-- that is, each letter the user
wants (deleted- in the following manner. First, it verifies that the letter (does in
fact exist in the user's InKox (directory (no point iii deleting a letter he doesn't
act ually have). Th'len It sends the request to the \faster, specifying the user and
letter names: the Mast er in turn sendls the request to the Lieutenant. TFhe Lieu-
en ant gets t he request. marks, it (down,. and sends hack ack nowledlgemen t to the

Master. Now thIiat thle Master aind t he Ilieu teniant hiave made note o)f what let ters
nieed to be dIelet ed. the MIaster sendis hack ack nowledgemnit to the Server pro-
ceIss, w~ho in t ii send(s ackinowled gemen t to thle client p)rograim. Th'le user in av
gTo ;about his buineHiss.

Noiw, the \tosterexmwies Its ylkew of the worldi. Vor each let ter in the delete
list, it losto see if that let ter is inI mid-deliverx'. If not, deletion may proceed
in aI str:ii(,lht-forN%-rd fashion. Th'le Master sendls out dlelete requiests to the
I)eli xcrv pr we-se, of thle sundlrv Maild river inach in es. \ie eac (i maclinei has
ackin w elgedIc o i011 O f thie (lelet ( di thle Master sends wordl to th li iu-
en :i n t , whoi no%%x ceases to remember thle dlelet ion requiest.

If t he letter is InII d-deliv *ry then som't liin g more chaborate is; reqilirel ]in orden
to avo)id the (ase ()f a mnachinie attenipt in'- to delete a letter which ;t hais not vet
eveni received. Consider, for example., the story Of JohnT and Pauiline using- a
Maildriver svstei con fipiredl for fouir nac(liines, A, 13, C. k 1). Suippose that
Pauline 1cone to riacl Iic A and Invokes the -send letter" function to sendl a
let ter to P J l m ?epl icnit i()i nid del iVerV ()f thIie letter now pr~ceedl 'as (lesc ribed
In wctiomi 7. Moe:ini~ile JohIn connects to mlachine 13 and asks for his inail via11
the 'receive niai~i function. As It hiappens, B Iris alremd nange to (deliver its
copy of l';oili's let ter to) Jo(hns- Iniox), in timef for Jo)hit to receive it:, .John gets
It and reads it ri(,4it :-.ay. .Noxv, having read it, he( wvishes to dlelete it. and Issues
an a ppr p rute _d elei let ters- di rect ive. I lowever. (despit e the fact t hat Pa uline's
letter lias a Iread v been suce.sfifflyx deliveredl to macbin es A, 13. and 1), it seems
thait nmichiine C Is still InI the process of delivering it. 'HI'ings co(uld gret real st icky
if toe M\ia-ter wecre to senid out the (eedou requiest right ait t his nionient . because

(cmu Ii findi its~ el attemipting to delete an as-yet i (1elivered let ter. 'Phiis is pre-

cise ly t0e sut iat ion we wish to avoid.

Phe wax arouind this prob~lem is to simply decfer deletion 1It0ii delivery' is cm
iletel. r[ius, if the Iiste ees tHat the letter to be (leete is InI nid-deliver'', it
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puts the letter on a queue (the Delete queue), and forgets about it. When a
delivery completes, the Master checks the Delete queue; if it finds the just-
completed letter there, it performs the deletion as above. While this algorithm
may not be the most efficient time-wise, it is clearly the simplest and cleanest.
Moreover, as already noted, speed is not a prime concern in letter deletion.

9.2. The "list letters" and "message-polling" functions

These two functions are very similar in nature and are both handled in a trivial
fashion for efficiency reasons. In either case, the Server process simply looks at
the InBox directory for the user on its local Maildriver machine. For
"message-polling", it returns true or false depending on whether or not there is
mail waiting in the user's InBox. For "list letters", it returns the list of what
letters exist in the InBox.

Again, note that no attempt is made to garner information from the rest of the
Maildriver system. For "message-polling", the reason is that message polling is
likely to happen so frequently that it is desirable to have it be as small a drain on
the Maildriver system as possible. The "list letters" function, on the other
hand, is likely to be invoked rather rarely, so much so that it hardly seems worth
the effort to race the user's mail through just to get it into the list.

9.3. The administrative functions

In general, for all administrative functions, the Server process just passes the
request along to the Master [The Server first. verifies that the user is privileged to
perform an administrative action, but how this is done is outside the scope of this
paper].

The "'add user" and "delete user" administrative functions are really very trivial
to do. Amain, the Master first off informs the Lieutenant of the request. Then
the user is added/deleted from the system namespace somehow [again, outside
the scope of this paper], and requests to add/(ldelet e the Inflox for that user are
sent out. \When the Master gets back all the acknowledgements, the Lieutenant
is informed that all went well.

The - .,ange master" function wou(ld likely get very little use. Its only purpose is
to allow tile administrators to force a specific Maildriver machine to be the
Mast (r. This would only happen if, for instance, one of the Maildriver
mnacli ilies was more powerful than the others and therefore ought to carry the
extra burden of being Master. If this were the case, t houigh, it would normally he
appointe(l the Master anyway by the default startup routines, so this func'tion
would only be useful after the more-powerful machine had crashed (whereupon
another machine became master) and was now up again.

To implement the function, the Server process, again, sends the request to the
current Ma-ster. The current Master sends out messages to the ('aretaker and
Sender pr()cesses which mean, in English. "Finish up what you're (loing and exit".
Then it sends all its special Master data (the contents of tile Master directory) to
the Mast er-to-be, who now takes over ,as Master (the old Master sends out an
announcement to all the Maildriver machines about the change). If the new

.............................................. ."......... ..,. . " . "" ,



Master had previously been the Lieutenant, it must now, of course, appoint some
other machine Lieutenant and send over the Lieutenant information.

Part III. Robustitude

10. When a server crashes

10.1. When a server goes down

Eventually, of course, machines crash. W\'hen a Maildriver machine crashes, life
goes on. Steps are taken to see to it that things proceed smoothly. In general,
the i(lea is to keep track of everything which happens while the machine is dead,
so that it may catch up when it comes back up.

It is the job of the Caretaker to periodically poll the sundry Maildriver
machines to verify that they are still up and running. If it detects a down
machine, it places the name of that machine in a Dead Machine List (DM1).
Then it creates a list for that machine, called the Dead Machine Catchup List
(I)MCI), which will contain all actions which the dead machine will need to per-
form to get caught up when it eventually comes back to life. It also notifies the
Master of the death. The Master does several things to deal with the death.
First, changes its own file descriptor with which it normally communicates with
that machine; it changes it to communicate instead with the Caretaker. Thus, it,
will le able to continue normal processing in a normal fashion-- requests for the
(lead machine are now simply re-routed to the Caretaker. Next., it sends word of
the death to the Sender process for the dead machine, which tlen proceeds to
send everything in its queue to the Caretaker. The Caretaker, then, receives all
requests for the (lead machine, both initially from the Sender, and subsequently
from the Master, as normal processing continues. Finally, the Master, not
surprisingly, sends word of the death to the Lieutenant, which keeps a DIMI. and
)NMCLs of its own. Since the Lieutenant already receives special notification of

each request in tie system as it. halppens, it. does not need a(dditional notification
for each dead machine request. \Vhen it gets general notification, it simply uses
its own IMIL to put things in D l(ls as appropriate.

Note, of course, that if tie machine that died was the Lieutenant, then the Mas-
ter rniu iit )rmote a new Lieutenant first thing before it can do anything else. It
may hclwose the next Lieutenant in any number )f ways: for example it Inay pick
the maclie with ilhe lightest load; it might also resort to a built-in numbering
schenie. The ('oice of next Lieutenant is not too critical; what is critical is that
one be chosen and sent all relevant information (pending sends, pending deletes,
I)MLs and DMCL's).

Normal processing now continies amongst the living machines, exce)t that no
further requests are sent to the dead machine-- they instea(d endt up at the Care-
taker. oii an appropriate I)M('I, (and on the Lieutenant's duplicate DMCL4. The
ex(eption is for delete requests. If a dead machine requires a delete request, the
IAI(L is first scanned to see if it contains a delivery request for the same letter:
if So, then the delivery request is removed and the delete request is discarded.

-I
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No sense delivering a message which will immediately be deleted!

Also, if a given request is for letter delivery, both the Caretaker and the Lieu-
tenant record only the filename of the letter in the DM1CL -- not the whole letter.
This is simply to save time. The Caretaker, however, can easily get the letter
anyway. It just makes a link into the Cemetery directory of the copy of the Pro-
toletter that exists in Mlaster directory. We are guaranteed that a copy exists
there since the \taster is currently sending out requests to deliver that letter.

10.2. When a server comes back up

r When a dead server comes back uip, it starts out by cleaning tip its WorkSpace,

F.

getting rid of useless things, and finishing up what it can. It goes through all the
Protoletters it finds there; if the Protoletter's State flar is set to "bogus", it sim-
ply (deletes the IProtoletter (this would be the case if the machine wvas In the id-

dle of receiving the Protoletter when it crashed). Otherwise, each Protoletter

accurately shows the state of delivery of that letter; the serxer may simply pick
up delivery where it left off, since the header contains a list of who still needs to
receive the letter.

When it has cleaned up its WorkSpace, it is ready to get connected to the rest of
the svstem and get brought uip to date. To do this, it broadcasts a message to all
the Maildriver machines, a message which translates into English as " tm here!
I'm here! So who's the Master these days, anyway?". Only the Caretaker sends
back a response, identifing itself as Caretaker on the master machine. The
Caretaker then proceeds to provide the reborn machine with requests, which it
takes from the appropriate ofMdl When the DCL has been emptied, the
Caretaker removes the reborn machine from the Dead nachine List, and notifies
the Master. The Master chane its file (escriptor back to the Server for the
reborn machine and sends word to the Lieutenant, which removes that machine
from its D L and destroys that machine's DNICL. The machine is now officially
back tipl.

Note that the Caretaker's MtCL is updated each time a. request is sucesrull
colet ed from it (that is, each time the reborn machine sices tsfully coiplet "
he request). es, if the reborn machine (lies again before the lN, is enip-
ied, the Caret aker still has an up-to-date list of what nees to be lone to catch-

np that machine. alowever. the Lieutenant is not, informed upon successful con
pletion of each catel-up request. The likelihood of two machines, including tlly

Mhaster, going (own at once is rather lean; in that rare event, the reoorn mnslchine
will simply be issued a few redundant req,,,sts which will be essentially ignored
[again, writing a file which is already there is defined to be a noop, as i deleting
a letter which is not therel. This seems a reasonable tradeoff.

11. When the Master crashes

Eventually, the fates conspire to be truly nasty, and the Master will crash.

It is the job of the Lieutenant to poll the Master regularly to make sure it i, still
ip. If the Lieutenant finds that the Nlaster is (lead, drastic measure.s are in

order. The Lieutenant take-s over and becomes Mast er. Fortunately, it has been

.' . " . - - - . . ' - . " . -' " " - "- " ' . " - . , . " ". " " ." " ". . - , ,, , . - ' y , ." , - 2 .. " . :1 " "
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provided with sufficient information and is up to the task.

The first thing that the Lieutenant does is to appoint a new Lieutenant (see sec-
tion 10). It then writes out all its special information to appropriate files which
will be read by the master processes once they get started. Finally, it execs the
Master process.

The Master process now starts up as usual, setting up connections and forking
processes off. It broadcasts a message to all surviving Maildriver machines: in
English, this message would be akin to "The Master is dead! Long live the Mas-
ter!! Anyway, I'm the new master, so please send me any requests from now on.
including anything for which you are still waiting for acknowledgement from the
old Master".

After everything is set up, it reads the file left behind for it bv the Lieutenant.
This file contains all requests which were begun but uncompleted when the old
Master died. The new Master reads this file and re-issues each of these requests
from scratch. This will I)erhaps cause some redundant requests to go out, but
again this will not harm anvthing (hey, nobody ever said that replacing the Mias-
ter was going to be easy!). As usual, a delete request for a partially delivered
letter is queued until delivery is complete. If a request is a delivery request, then
the Lieutenant will only have the filename in his records. To get the actual file,
it first searches its own storage. If it cannot find it there (i.e. it never received
its copy), it contacts the original recil)ient machine (again, the original recipient
machine is part of the filename) to get the file. If the original recipient machine
is not available (i.e. is dead), it broadcasts a desperate request for any machine
that has the file. If no copy can be found, then delivery will have to wait until a
machine with a copy comes back to life. It should be emphasized that this would
be an extremely rare occurance. In this case, it must put the filename in a special
list, which it checks against every time a machine comes back to life. And, of
course, it notifies the new Lieutenant about this.

By now, there is a new Caretaker. The Caretaker may also find files for it left
behind by the Lieutenant. The Caretaker examines the Cemetery directorN,
looking for files of the form "I"romlieu.<machine>". Such a files contains the
D\I ('L for that machine. The Caretaker reads these files in and builds its lists.
It, too, must go through a desperate search for any sending files and uses the
same algtorithlm as the Master did. When it has finished all this, it then simply
proceeds to function as Caretaker.

When tle old NiasIter comes back up, it goes tlhrough the normal restart pro-
ce(lurs (see section 10). It ceases to have a1,"v Master status and erases every-
thing in its Master and Cemetery directories (similarly, when an old Lieutenant
comes back tip, it erases its Lieuienant directory. In short, whenever a machine
comes back up, it erases both its Master and Lieutenant directories). The only
way for that machine to become Master again is for an administrator to issue a

change master" request.

A

1
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12. When a process crashes

The Maildriver system consists of many different processes interacting together.
It is possible that any given process could fail for a number of reasons. Vhile
Maildriver contains many checks and balances to handle machines crashing, to
have the same checking on a per-process basis would be absurdly expensive. On
the surface, this would appear to be something of a problem, but in fact it is not
so. To see this, one must consider the reasons that a process might die.

Processes can die for any of the following reasons: 1) The process exits in a nor-
mal fashion, (i.e. a call to exit()), 2) An error occurs and the process receives some
sort of signal about it (such as SIGBUS -- Bus Error), 3) The process is sent some
sort of signal from another process (such as SIGKI1, -- absolutely kill the pro-
cess), or .1) The operating system glitches badly and somehow loses or corrupts
critical information about, the process.

Case 1 can happen on occasion under controlled circumstances. in which case the
loss of the process is expected and no problem, and cannot happen otherwise
because of the way the code is written.

Cases -1 should not ever happen; if it does, it means that something is seriously
wrong with the system (i.e. hardware), and it is reasonable to expect the system
to crash imnminentlv anyway, so it is pointless to try to (10 anything about it, and
in any case Maildriver already handles the case of a machine crashing, so there
is no prol)lem.

Cases 2 an(d 3 appear more interesting. Assuming that the system has alrealy
been properly written, debugged and severely tested, neither case should ever
occur. If either does occur, it is likely (though not definite) that something is
seriously wrong with the system. It might be possible to take some sort of correc-
tive action. but in all likelihood human intervention is desirab, to find ot just
what's wrong. In light of this like!ihood, and in view of the fact that tracking
dead processes is expensive, the Maildriver solution, radical though it may 
seem, is as follows: crash the svstem. Yes, you read that right. ('rash the svs-
tein. Although first a mess:ige sh ould be written somewhere where a hunmn will
find it, explaining the decision to crash. Actually, crashing the syst em is not as
radical as it sounds. Opera tins- Syst ems do it when they find bad inconsistencies;
Maildriver is just doing the same thing. And again, it is easilv handled. since
there already exists safety valves for dead machines.

13. Summary of Robustitude

Maildriver is clearly very robiist. Because mail is replicated to all Maildriver
machines, a user can connect to any machine and get full service. In particular,
if a machine crashes while a user is using it, his client program can Sinq)ly con-
nct to another machine and repeat the last request, with no h,,;s of functionalit.
Since every action taken by the syst em requires acknowledgenent an( unack-
nowledged requsts are repeated, one way or anotther, there can h)e no lost or par-
tiallv c'mnphelcl reqmests. If acknowhd geinent is given, then the request is
guaraintee(l to be safely at the state indicate by the acknowvdgement. .\nd no
d aimia ge ('a in be (h(ne by redundantly repeated requests. Since a dead inachine is
caught up to the rest o)f the worl when it comes back on line, th,'re is nevcr any

• . , " I
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inconsistency in the system. And since the Lieutenant watches over the Master,
no particular Maildriver machine is critically important; any can fail and life
will still go on. And if a process should fail, it brings the whole machine down
with it, to insure no inconsistencies accrue.

In short, every eventuallity is covered. A user need never be aware of the state
of the system. As long as he can connect to a live machine, he has full services
available to him.

Part IV. Conclusion

Maildriver is a highly reliable system for computer mail. If it has any serious
flaws, they are likely in the realm of time efficiency. Full replication is expensive.
Still, it. is not clear just how bad and in what ways the system clogs up. None
the less, a few possibilities for possible improvement suggest themselves and are
mentioned here, just as a starting point. In practice, one would have to experi-
ment and find just the right combination.

One clear potential problem is the overloading of the Master. It is riot clear just
how much the Master machine will burdened by its extra responsibilities. Hope-
fully the extra burden will not be too bad. If it is, though, certain tasks could
potentially be delegated to other machines, at varying loss of reliability. For
examplh, the Lieutenant could be put in charge of, say, catching up a machine
which has been down. The algorithm would remain the same, with the roles of
Lieutenant and Master switched.

Another possibility which might improve performance would be a change in the
letter delivery algorithm. Instead of the recipient machine sen(ling the 1'ro-
toletter to tle .Master, who then distributes it across the system, one could
instead have the recipient machine simply send a message to the Master saying
that it has received a new letter. The Master would then direct the other
machines to get the Protoletter directly from the recipient mnachine. While this
would result in a substantial lowering of the Master's overhead and distribute it
more evenly across the network, there is a price to be paid in terms of reliability.
Specifically, the recipient machine would have to acknowledge to its client before
a second copy of the Protoletter was made; tis would leave open the p)ossibilitv
that the recipient machine could crash after acknowledging but before actually
etrecting replication. Thus, the acknowledgement to the client was in fact a lie.
It follows that there are only two ways to avoid telling tiis lie. One wou b 11e to
delav acknowledgement until all macihine's have taken ieir copy; tiis i,; silly as it
resuits in more overhead than the original scheme, and keeps the user waiting to
hoo)t. The other would be to w'ait until at least one other machine i:s gotten it.
The problem with this is that it creats additional overhead in terms of keep track
of just who has what copies of what. The logical extension to fix this problem is
to not wait until any( old machine gets it, but to wait until some specific machine
has it. This brings us back to where we started fr(,m, since this is essentially tihe
original Master scheme already presented. Given tlen that, there is no way to
decrea.se the overhead without losing reliability (and credibility), it comes down
to playing trade ofls. In general thi s change would seen an ill av ised m we
un less the laster was severely overloaded and the change would reiedv t lie
situation in a riot iceable wav.

I
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It is also not clear just how long the "receive mail" function will take in terms of
retrieving partially delivered mail. It may be that the extra time may render it
not worth it for some/many/most users. It would be a very simple thing to add
a "quick receive mail" function which would just fetch the mail off the local
machine. At this writing, though, it is not clear that this is necessary.

In any case, despite its possible drawbacks, Maildriver seems a solid system. It
clearly appears to meet its design goals of high reliability, full access, and efficient
bulk mailing.

And it certainly has a catchy name.

t-.
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Appendix: C/Unix-based Pseudo-code of Master Processes

Note: we assume the following bug fixed:

fcntl(fd, F-SETFL, fcntl(fd, FGETFL) I FASYNC)

works for sockets (and hence pipes), and that moreover, the signal handler which
processes the SIGIO receives the value of fd as the arg "code". (see fcntl(2). slavec(2))

MASTER

This process is the master. It must set things
up initially, fork off Sender and Caretaker
processes, and appoint a Lieutenant. Then it
proceeds to perform the normal duties of
coordinating Maildriver.

\a** ** * a.a* a**** ** ********************* a a .aaa a a aa a a

#Include <signal.h>, etc.

#define DONTCARE (-1)

/* ............... .............. ........-- /---

Int lieutenant, caretaker, *machines, *save_machines; /* file descripters * '

something *ActlveMachineList; /* list of active machines *

extern void EmergencyBailout0;

struct ( char *fllename;"
Int machine; .

} *DoYoullavelt; /* list of files we couldn't find a/

HaveLetterDeleted(message) whatever message;

char *fllename = get fliename from message,
*user = get user who wants deletion from message;

nt machine;
FILE *pending = create <filename >.deleting in Master directory;

for (each machine)
send a deletion request to machine, Including

fllename and user;
write machine to pending;

}
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fclose(pen ding);)

Send LetterToM ac hine(messag e, machine, tp) whatever message; mnt machine; FILEN

.fp;sed'mrvaianprestoI

If (machine ==original server)

else
If (machines [machine]l= caretaker)p send filename of letter to It

else
send entire letter to It;

get A got It- from machine;
write machine to fp;

SendOffLette r(message, first machine) whatever message; Int first_machine;

{ mt machine;
char 'filename =filename in message;
FILE *pending =create < filename >.sending In Master directory;

If (first machine!== DONT-CARE)
Send LetterToMl achine(message, first_machine, pending);

for (each machine)
If (mnchine != first machine)

Send LetterToMachine(message, machine, pending);

fclose(pending);

P -------- ------- --- -- ----------- --

P rocess~IfeO rDeat h(message); whatever message;

Int machine =the machine mentioned In the message;

If (machine has died)
send message to machines [machine] about death;
machines [machine] caretaker;
if (machine == the Lieutenant)

lieutenant = pick & connect to some random lieutenant;
Inform It that It Is now lieutenant;p
for (each .sending & .deleting file In

the Master directory)
send the send/delete request to lieutenant;

send it the ActiveachneList;

else
If (machine has come back to life)
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{ send message to machines[machine] about rebirth;
machines[reborn machine] =-savemachines[reborn machine];

for (each entry In the DoYouHavelt list)
If ((machine == (othermachine = machine In entry)) &&

((ask machine if It has file In entry) == FOUND))
{ read file from machine Into Master directory;

remove entry from DoYouHavelt list;
send the file to othermachine;

Inform lieutenant of birth or death;)

ProcessRequest(message); whatever nessage;

{ Int machine = requesting machine from message;

switch(type of request)
{ SendLetter: read letter from server and

put It Into the Master directory;
send fllename of letter to Lieutenant;
await "I got It" from Lieutenant;
send "1 got It" to server;
put filename of letter on delivery queue;
break;

DeleteLetters: send request to Lieutenant;
await "Got it" from Lleutenant;
send "Got It" to server;

check for letter In Master directory;
If (its there)

put message on delete queue;
else

HaveLetter Deleted (mer sage);
break;

ReceiveMail: recipient = get recipient from message;
for (each letter In delivery queue)

If (recipient will receive letter)
SendOffLetter(mcssage, machine);

break;

AddUser: send message to Lieutenant about addition;
await "Got It" from Lieutenant;
fp = creat add.<user>;
for (each machine)

{ send add request to that machine;
write machine to fp;

I14
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fclose(fp);

break;

DeleteUser: send message to Lieutenant about deletion;
await "Got It" from Lieutenant;
fp = creat dcl.<user>;
for (each machine)

{ send delete request to that machine;
write machine to fp;

break;

ChangeMaster: send message to new master about change;
send all Master files & queues to new

Master;

for (each machine)
send message about change of master;

send message to caretaker about change;
send message to lieutenant about change;
exit(O);

ProcessAcknowledgement(message) whatever message;

char *fllename = get filename of letter from message;

switch(type of acknowledgement)
{ delivered letter: open <fllename>.sendIng In Master directory;

delete acknowledging machine from It;

If (<fllename>.sending is now empty)
send 'forget It- to Lieutenant;
await I got It" from Lieutenant;
delete < filename >.sending;
delete <fllename> from Master dir.
if (fllename is on delete queue)

remove it from queue;
11aveLetterDeleted(filename);

}

break;

finished deletion: open <filename>.dcletlng in Master directory;
delete acknowledging machine from it;

if (<fllename>.deletlng Is now empty)
send -forget It" to Lieutenant;
await I got It- from Lleutcnant;

. --2
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delete < filename >.deleting;
delete <filename> from Master dir.

break;

finished add user: open add.<user> In Master directory;
delete acknowledging machine from it;

If (add.<user> Is now empty)
{send "forget It" to Lieutenant;
await -1 got It" from Lieutenant;
delete add.< user>;

break;

finished del. user: open del.<user> In Master directory;
delete acknowledging machine from It;

If (del.<user> Is now empty)
{send -forget it" to Lieutenant;
await "I got It' from Lieutenant;
delete del.< user>;

break;

void Messagelandier(sig, fd) Int sig, fd;

{read message from fd;
If (fd == caretaker)

P rocessLife Or Death (message);
else

if (message Is new request)
ProcessRequest(message);

else
If (message Is an acknowledgement)

P rocessAck nowledgemen t(message);

send -Got It.- to fd;

- - - - - - - -- - - - - - -- - - - - -

StartProcesses() { mt *for-caretaker =calloc(# of active machines, sizeof(int)),
machine;

machines calloc(# of active machines, sizeof(int));
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/* first, set up all the pipes we're gonna need */
r.

for (machine = 0; machine < # of active machines; machlne++)
{ get two pipes;

put one Into forcaretaker[machine];
put the other into

both machines[machlne] and ravemachines[machine];
call fcntl to set them up to be asynchronous;

caretaker = yet another pipe;

for (machine 0 0; machine < # of active machines; machlne++)
fork off a new process;
exec sender with args:

machine, machines[machine], for-caretaker[machine];

fork off another process; b
exec Caretaker with forcaretaker array as args;

for (machine = 0; machine < # of active machines; machine++)
close(for-caretaker [machine]);

/* on a change of master, we only have a filename. we
need the actual file to send! desparately try to
find the file '/

FindFile(message) whatever message;

char *filename = filename contained In message;

If ((scan each user InBox for filename) FOUND)
link(found file, Cemetary);

else
if (machine contained in filename /* machine which originally

received the letter */ Is not on DeadMachneLlst)
send request for that file to that machine;
read letter from machine Into Cemetary;

I
else

if ((ask every other machine If they have it) == FOUND)
read !etter from that machine Into Cemetary;

else
put the fllename and the machine that needs It

on the DoYoullavelt list;

main(argc, argv) Int argc; char **argv;

sIgnal(SIGSEGV etc, EmergencyBailout);

If (argv Indicates this is a fresh startup)

- .- . . . . . . . .
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{ read a startup file to find which machine is initial lieutenant;
lieutenant = get socket connection to lieutenant;

I
else /* we are replacing a dead master ./

socket = whatever argv says the descriptor is;

read a startup file to build ActlveMachneList;
StartProcessesO;

signal(SIGIO, MessageHandler);

if (we are replacing a dead master)
read FromLieutenant file in Master directory

and re-send all the requests found therein;
if request is send letter

FindFile(request);
broadcast -I'm the new Master" to all machines;

I

fo r(;;)
sigpause(O);
while (delivery queue is not empty)

SendOffLetter(flrst thing on queue, DONT_CARE);
remove first thing from queue;

I
}}

/............................................./
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CARETAKER

The Caretaker Is in charge of the cemetary. In
particular, it IS responsible for knowing which
machines are dead or alive. When a dead server
machine comes back to life, the Caretaker Is
responsible for bringing it up to date.

#include <signal.h>, etc.

#define NOPULSE? /* NO-PULSE should have a numeric value indicating
how much time to wait while polling a machine
before deciding it Is dead (i.e. has no pulse).
Infinately tweekable 5/

#define TIMEBETWEENPOLLS ?? /* same kind of deal s/

Int *machines, *pulse, master;

something *ActlveMachineList; /* list of active machines */

struct { char *filename;
lnt machine;

*DoYouHavelt; /* list of files we couldn't find a/

Queue *DMCL; /* array of Dead Machine Catchup Lists 5/

extern void EmergencyBailout0;

nt FinishUpAndDie = 0;

GetPostMor temRequest(message)
whatever message;

Int machine = get machine from message;

if (request in message Is for letter deletion)
for (each request In DMCL[machlne] queue)

If (request In queue Is to send the letter
that we now want to delete)
{ remove the send request from the queue;

remove the link In the Cemetery;
send back "I got It" to master;
return;

o
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if (request Is for letter sending)
{ get filename from message;

lInk(fllename In Master directory, same name In Cemetery);}

add request to DMCL[machine]; ."

send back "I got it" to master;
}
/ .......................................--

SendPreNatalRequest(message)
whatever message;

{ Int machine = resurrecting machine (from message);

if (DMCL[machlnel is not empty)
{ send first thing on DMCL[machlne] to machines[machine];

If (first thing Is send letter request)
send letter over (using link in Cemetary);

remove first thing from DMCL[machlne];
}

else
{ send "That's all folks!" to machine;

add machine to active machine list;
send -<machine> Is back on line" to master;

/* .......................................--

ResurrectMachine(message)

whatever message;

{ Int machine = get machine from message;

send "HI there. I'm the master" to machine;

for (each entry In the DoYouHavelt list)
if ((machine == (othermachine = machine in entry)) &&

((ask machine If It has file in entry) == FOUND))
{ read file from machine Into Cemetary;

remove entry from DcYoullavelt list;
if (othermachine Is dead)

put send request In DMCL[othermachlne];
else

send the file to othermachine;}

SendPreNatalRequest(message);

}

/. ......... . . . . ../.
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void AnswerThePhone(sig, fd)
nt sig, fd;

{ read message from fd;

If (message Is change-of-master notification)
FInishUpAndDIe = 1;

else
If (fd == master)

GetPostMortemRequest (message);
else

If (message Is "Hey, I'm here!" from ex-dead machine)

ResurrectMachine(message);
else

If (message Is "Ok, got It. What next?")
SendP reNatalRequest (message);

1'-s-- ----- ---- ------------------

/* on a change of master, we only have a fllename, we
need the actual file to send! desparately try to
find the file */

FlndFile(message)

whatever message;

{ char *filename = fllename contained In message;

If ((scan each user InBox for fllename) == FOUND)
link(found file, Cemetary);

else
if (machine contained In fllename /* machine which originally

received the letter */ Is not on DeadMachneLlst)
{ send request for that file to that machine;

read letter from machine Into Cemetary;
}

else
If ((ask every other machine If they have It) = FOUND)

read letter from that machine Into Cemetary;
else

put the fllename and the machine that needs It
on the DoYouHavelt list;

maln(argc, argv)
nt argc;

char *sargv;

int machine;

signal(SIGSEGV etc, EmergencyBailout);
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parse argv to build an array ("machines") of descriptors for
communicating with the sending processes for each machine;
/* the descriptors are already open- we have Inherited them--

we Just need to figure out which Is which /f

master = whatever descriptor argv says goes to the master;

initialize DoYouHavelt list;
read a startup file to build ActiveMachineList;
request = allocate space for a request queue per machine;
for (each machine on list)

{ pulse[machinel = set up a socket connection (*synchronous*)
to that machine's pulse process;

request[machine] = Initialize queue for that machine;

for (each file In the Cemetary of the form FromLieu.< machine>)
{ put machine in the DeadMachineList;

read the file Into DMCL[machlne]. while doing so,
check for and remove send/delete pairs;
if (the request Is a send request)

FindFile(request);
delete the file;

signal(SIGIO, AnswerThePhone);

for(;;)
{ for (each active machine)

{ send "Are you there?" to pulsermachine];
attempt to read "Yes I'm here" from pulse[machine],

but time out after NOPULSE time;

If (timed out)
{ remove machine from active list;

send "<machine> has died" to master;
}

}
sleep(TIME BETWEEN_P OLLS);
if (FinishUpAndDle)

for(;;)
{ if (all the request queues are empty)

exit(O);
sleep (TIM EBETWEE N_P OLLS);

}

r 7
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SENDER

This process accepts requests from the Master
or Caretaker and sends them to its target
machine (specified In "argv").

#include <slgnal.h>, etc.

Int target, master, caretaker; /* file descriptors a/

struct qrecord *Queue; /P message queue a/

extern void EmergencyBalouto;

Int MachineAlive = 1, FInishUpAndDie - 0;

InputHandler(sig, fd)
Int sig, fd;

read message from fd;
If (fd = target)

{ verify that this is an acknowledgement meant for
someone else (that Is, Master or Caretaker);
/* this Includes -I am here!" for Caretaker a/

send message to the someone else;

else
If (message is a death notification)

MachlneAllve = 0;
else

It (message Is a rebirth notification)
MachlneAllve = 1;

If (message is change-of-master notification)
FInIshUpAndDie = 1;

else
{ append message onto Queue;

send back "I got it" over fd;
I

/* note: things can get added to the Queue (via Interrupts) while
this function runs, except during the critical section s/

ProcessOutputQueue 0

1W
i --
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{while(the Queue In non-empty)
{get first message on Queue;

mend It to target;
while (MachineAlive) /*could change via Interrupt '

attempt to read acknowledgement from target, but
without blocking;

If (! MachIneAlive)
goto DIED;

sig block (SIGIO); /* begin critical section *
remove this message from Queue;
sigsetmask(O); /* end critical section *

return;

DIED:
send entire Queue to caretaker;

maln(argc, argv)
mnt argc;

char **argv;

signal(SIGSEGV etc, EmergencyBailout);

sscanf(argv[2),-td-, &master);
sscanf(argv[3],%d", &caretaker);
target = set up and open connection to target machine (argv [1]);

/ * arrange for connection to be asynchronous o
/as we will also be handling acknowledgements 0f

/ * back to the Master or Caretaker o/
fcntl(target, FSETFL, fcntl(target, F-GETFL) IFASYNC);

/ * we have already Inherited asynchronous pipes to the Master and
Caretaker. Install handler to talk to them 0

signal(SIGIO, Inputlandler);

/now hang out and process Interrupts as they come In o

fo r(;;)
{sigpause(O);

P rocessOutputQueueo;
If (FinishUpAndile)

exit(O);

-- -- --- -- ---- - -- -- --
I-
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LIEUTENANT

The Lieutenant's Job Is to monitor the doings
of the Master, so as to be able to take over
If the Master dies. It Is also the Master's
poller and initiates the take over If the
Master shows no pulse.

#include <signal.h>, etc.

#define NOPULSE t? /* NO-PULSE should have a numeric value Indicating
how much time to wait while polling a machine
before deciding It Is dead (i.e. has no pulse).
Infinately tweekable t/

#define TIMEBETWEENPOLLS !? /* same kind of deal a/

something *DeadMachineList; /* list of dead machines a/

Queue pending, *DMCL; /* DMCL - Dead Machine Catchup LI3t */

void MessageHandler(sig, fd)
lnt sg, fd;

{ whatever message = read message from fd;

switch(message)
{ "sending letter":

"deleting letter":
"adding user":
"deleting user": put request on pending queue;

for (each machine on DeadMachineLlst)
put request on DMCL[machine];

"letter sent":
"letter deleted':
,user added":
"user deleted": remove request from pending queue;

new master": connect to new master;

"dead machine": put dead machine on DeadMachlneList;

"live machine": delete DMCL(machinel queue;
remove machine from DeadMachneList;

Ii -
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send "I got It" to master;

BecomeMaster()
{ somehow pick a machine to be next lieutenant;

set up connection to that machine (and Inform him
that he Is now lieutenant);

write the pending queue to the file FromLieutenant
in the Master directory;

for (each machine in the DeadMachineLst)
write a file FromLieu.< machine> In the Cemetary
containing the contents of DMCL[machine];

exec Master process (passing fd of new Lieutenant, and the fact
that this is a replacement, not a fresh start);

maino

Snt machine;

slgnal(SIGSEGV etc, EmergencyBallout);

Initialize empty DeadMachneList;
request - allocate space for a request queue per machine;
for (each machine on list)

request[machine] = initialize queue for that machine;

master = set up socket connection to master;

/* arrange for connection to be asynchronous '/
fcntl(master, FSETFL, fcntl(master, F-GETFL) FASYNC);

pulse = set up socket connection to pulse process on master;

slgnM!(SIGIO, MessageHandier);

fo, (;;)
send "Are you there?" to pulse;
attempt to read "Yes I'm here" from pulse,

but time out after NOPULSE time;

If (timed out)
BecomeMastero;

sleep(TIMEBETWEEN_P OLLS);

'

*S*. .- -...



-32 -

/* -------------------
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PULSE

The pulse process simply waits to be polled, so
that It may demonstrate that Its machine I6
currently up and running. Thus, the poller is
in fact checking the "pulse' of the machine.

#include <signal.h>, etc.

int poller; /* descriptor of process taking pulse 0/

extern void EmergencyialloutO;

void Pulsateo

{ read message from poller;
verify that message Is "Are you still there?";
send back -Yup, still here-;

mainO
{ signal(SIGSEGV etc, EmergencyBailout);

poller = set up and open socket connection to outside world;

/* arrange for connection to be asynchronous of
fcntl(poller, FSETFL, fcnti(poller, FGETFL) FASYNC);

signal(SIGIO, Pulsate);

for(;;)
slgpause(O);
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