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, The research addresses the development of methodology for the allocation
of tasks and functions to soldiers and/or automated data processing in command
%' and control systems and was part of a more comprehensive task which emphasized

design and evaluation of CZI systems.

The research used as an exemplar system the Mvapced Field Artillery Tac-

¥ tical Data System (AFATDS).

B EDGAR M. JOHNSON
Technical Director
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. EXECUTIVE_SUMMARY _

e SRE S S5
This report describes and illustrates a methodology to support the
formulation and evaluation of automatic data processing (ADP) technologies
to assist in gpe periormance of command, control, communications, and in-
"teYligence (C71) functions. The methodology provides the means for function
and task allocation between personnel and the system software so as to bet-
"ter accomplish the system's mission. A O

.. The Army, the other services, and industry have all experienced diffi-
‘culty in designing ¢31 system functions and operational concepts to improve
the performance of staff operations. To a large extent this problem has
been due to the following factors:

... e difficulty in conceiving of alternative ways to structure and de-
K compose traditional »manual® information handling tasks;

o limited understanding of what types of tasks or task segments ADP
systems can and cannot handle;

"o Timi ted understanding of what types of tasks or task segments
people dq and do not perform well; and

e limited unde=standing of the "cognitive friction"” between people
and ADP systems and its implications for man-machine job performance.

The preliminary methodology described in this report has assembled
knowledge regarding these issues to produce tools and techniques for use
in C3I system functional design. The core of the methodology contains the

following components:
(1) a taxonomy of generic C3I tasks;
(2) a taxonomy of generic classes of ADP services; and

(3) a matrix describing the gotential uses of the ADP services in
support of the generic C 1 tasks.

- These products can be applied to a specific €1 function or functional area
‘. to describe specific functional and operaticnal characteristics and capa-
bilities for the ADP system. The first stes in their application ‘s to de-
velop a hierarchical decomposition of the C3I function into tasks, subtasks,
" and activities. The activities are then mapped onto the generic c31 tasks
and through the matrix onto the relevant ADP services. A structured de-
scription of the system operation and integration is then developed by

vii
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‘ deﬁcribing the specific information for each task/ADP Servicé"ﬁiik;:and'theW:; S

representation and transformation of that information by the ADP service.

This report i1llustrates the methodology by including the results of
its application to Fire Support C3I. The results of the trial application
- supplement the draft Orgsnizational and Operational Plan (0&0 Plan) for
the Advanced Field Artillery Tacticai Data System (AFATDS)! by providing
analyses and recommendations regarding automated assistance for the Fire
Support (FS) CZ functions. The report includes:

(1) an analysis of the types of services which can be orovided by
automatic data processing (ADP) systems2 using low-risk and
Tow-cost hardware and software technologies and the potential
use of such services in tactical command control (C2);

(2) a decomposition of the FS C2 functions into detailed and ele-
mentary subfunctions having 1imited scopes, simpler objectives,
and specific procedures; and S

(3) recommendations concerning the use of the ADP services to pro-
vide automated assistance to the FS C2 functions and subfunctions.

IOrganizational and Operational Plan for the Advanced Field Artillery Tac-
tical Data System (AFATDS), (Draft) 10 August 1982, U.S. Army Field Artil-
lery School, Fort Si11, Oklahoma.

2For the purposes of this report, the term “ADP system" refers to the en-
tire system of computers, I/0 peripherals, communications equipment, mass
storage units, etc., and all of the associated sofiware which controls the
operation and interaction of the hardware. The AFATDS is an example of
the system. ]
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1.0 INTRODUCTION

This report describes research'performed by Vector Research,
Incorporateq. under the terms of cbntract number MDA90Q3-81-C-0579 fbr the
US Army Research Iﬁstitute for the Behavioral and Socfal Sciences (ARI).
The effort described in the report is part of a broader research program
intended to develop and demonstrate procedures, guidelines, and datatfor
the definition and evaluation of concepts for the design and operation of
ADP systems for Army tactical command control.v The research was
motivated by historicaI difficulties in the development, acquisition, and
fielding of automated command control systems due to such factors as:

° difficulty in conceiving of alternative ways to structure and de-

compose traditional "manual® information handling tasks;

e limited understanding of what types of tasks or task segments

ADP systems can and cannot handle;
o limited understanding of what types of tasks people do and do not

perform well; and

3 el 1 =

o 1imited understanding of the "cognitive friction” be tween people
and ADP systems and its implications for man/machine job perfor-

Jance.

1.1 BACKGROUND

.Th° work reported in this document has focused primarily on
soldier-machine task allocation and on the role of automation in tactical
éommand control. Soldier-machine task allocation is concerned with
defining tasks for the ADP system that will: exploit the capabilities
and recognize the limitations of both the ADP system and mil{tary person- :
nel; be easi{ly assimilated into the command control organization; provide i%
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an easily recognizable contribution to tactical operations; and provide
the €lextdbility and adaptability required' by the diversity of mission's.
tactical organizations, and tactical situations.

Once a soldier-machine task allocation has been adopted, subsequent
stages of the design process include specification of the details of the
system operation, engineering specifications, resource ‘'sizing, and per-
formance evaluation for the candidate designs. Procedures for resource
sizing and performance evaluation have been developed elsewhere (e.g.,
PAMl), but require a sufficiently mature design to varra.t or to sup-
port their use. Hence, such procedures were not gonsidered in the
research reported here. X ‘

The methodology described below, and the research from which 1t was
derived were developed to support the Advanced Field Artillery Tactical
Data System (AFATDS). At the time the research was performed, the AFATDS
was in the preliminary stages of Concept Exploration and there existed a
requirement to'prepare initial descriptions of how ADP would de used in
the system. Those descriptions had to be prepared ‘by personnel with
1imited expertise in human factors, soldier/machine interfazes, or ADP,
but with substantial experience in Fire Support Command Control. Exten-
sive descriptions of data flows had been pm:lucedl and detajled task sub-
task decompositions had been prepared. However, 1imited information was
available on the nature of the tasks and subtasks -- particularly with
reference to supporting the soldiers who might pe;'fom them,

The situatica presented an opportunity in the context of the overall

research program. It involved consideration of Human Factors 1ssues

1A11 Source Analysis System Functionzi System Description (ASAS-FSD)
ASAS Performance Assessment Model, (Overview Manual), 1 September 1980,
US Army Intelligence Center and School, Fort Huachuca, Arizona.



early in the requirements process (which is recognized to be critical)
and provided an opportunity to develop and apply methodoIbgies sqpporting
such considerations (a major goal of the research); On the other hand,
time was constrained. As a consequeﬂée. develogment of alternative
nethodo1ogies and testing was not possible and the research should bé
viewed with this in m!nd;

1.2 PROBLEM DESCRIPTION AND APPROACH

The basic problem addressed was to recommend tasks for asiignment to
the ADP;system and services to be provided to th €2 organization which
uses AFATDS. The AFATUS {s seen as an ADP system capable of providing a
number of basic services. These basic services can be tailored to the
specific oﬁerational functions ard subfunctions in order to accomplish
the tasks assigned to the ADP system, The tasks are specific applica-
tions of the ADP services in support of particular operational functions
and subfunctions. The AFATDS {is intended to be a flexible and multi-
purpose tool to be used and directed by fire support personnel to expe-
dite the performance of various of C2 act{vities.

In order to ensure that the tasks and services recommended report
will contribute to the efficiency and effectiveness of the overall (2
organization and to ensure that the use of the ADP system does not impose
a needless burden on the nersonnel or restrict the versatilisy of that
c2 organizatdon. the following general guidelines on tasks and services
have been used in the preparation of this report. The tasks and services
should:

(1) be well within the state-of-the-art and rely only on "proven"

hardware and software technologies and, thus, be appropriate
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i for mar-ter- 1mp1ementat‘lon with low risk and high prebability

(2)
(3)

(4)

(s)
(6)
(7)
(8)
(9)
(10)

(11)

(12)

of success; _

provide redundancy and altsrnative means of assisting the c2
operational functions;

be taflorabie and adaptable to diverse situations, units, per-
sonnel, etc.;

utilize operating proceduras which are similar to those used in
the current (manual) mode in order to facilitate smooth mns‘l-'
tions between the automated assistance mode and the manual
backup mode; |

be designed to meet the needs of the C2 operatfonal functions
through subfunctions or component activities;

enable the operational functions to be performed both better
and easier than in the manual mode;

be extendable to anew operational funct‘lons beyond those initi-
ally ;nvisioned;

be readily integrated into the fire support organization and
operations;

acknowledge and accommodate the function. capabilities, and
limitations of the operating personnel;

be easily understood and used by the overating personnel and
have a clear contribution to the operational functions;

keep the operating personnel informed and in control of the
system, but not burden them with unnecessary infcrmation or
duties; and

be internally compatible so that they can be ﬁouMned to per-

form larger portions of the operational functions.
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The first four of the guidelines are particu'lai‘ly‘ imporﬁntitb CZ‘
applications. The remainder are applicable in general | ‘
The recommenda tions for the AFATDS bastc services and application
tasks were developed in three overlapping stages. This program of analy-
‘sis was designed T ensure that the recomendations conform to the guide-
iines listed sbove, The first 3tage was an analysis of technologically
feasible ADP services and their potential contribution to C2, The se-
cond concurrent stage was an analysis of the AFATDS operatfonal func- .
tions. The third stage was the description of how the ADP services can
be used to assist in the performance of the operational functions and |
subfunctions. The results of these three stages are summarized briefly
in the psragraphs below and described fn detai) in the appendices to the
report.
The objective of the first stage was to develop a catalog of “prov-
en" ADP servic_es and describe their potential uses in C2 activities.
This was accomplished through a review and analysis of the technical 11t~
erature on ADP systems, the application of ADP systems to tactical €2
in the Aniy. Navy, and Air Force, and the application of ADP systems in
related areas such as corporate planning, operations, and management.
The results are summarized in a descriptive 1ist of “"proven” ADP services
with applications for tactical C2, a catalog of generic C2 tasks, and
a mtrix relating the ADP services to the generic C2 tasks. The matrix
describes how the services can be used fn the C2 tasks. An example of
an ADP service 1s “mafling”. ‘Hai‘ling 1s essentially an electronic postal
service acting in near real-time. In addition to communication processes
(storing, forwarding, routitig. error correction, acknowledgment, authen-

tication, and security), mailing includes features enabling users to
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v,address and postrmssagesly and to scan, retr'ioirq.‘ ihd purge the con-
. tents of their "mailboxes“.2 This service can be used in any C2 task

which involves the distribution or transfer of information, but is not
appropriate for those tasks requiring bi-directional real-time coordina-
tion due to the time required to prepare wessages. |

The products and results of this first stage of the analysis are

presented in appendix C. These are general results and are not resﬁ'ict-

‘ed to the AFATDS context. However, as the software technology evolves

and the experiences of the user communities mature, the results will need
to be updated to incorporate new developments.

The oéjective of the second stage was to provide additional detail
to the 11st of AFATDS operational functions contained in the draft 080
Plan. The draft 030 Plan 11sts and describes 24 functions organized into
five operational categories.3 The five operational categories are:

(1) Fire Support Control and Coordination;

(2) Targ;t Generation and Processing;

(3) FA Tactical Operations;

(4) FA Technical Fire Direction; and

(5) FA Support and Sustainment,

IMessages may actually be quite lengthy and include poth ﬁxt and
graphics. A frag order and an operations order are example messages.

2The "mailboxes” are actually computer files, but are conceptually the
same as traditional mailboxes. .

3The draft 080 Plan also discusses a category entitled “Common Func-
tions”. As noted in the 080 Plan, this is not a category of operational
functions; rather, it is a compendium of system-level functions an
capabilities necessary to introduce and support the ADP system. The
"Common Functions” are not within the scope of this report.
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A consolidated 1ist of functions and subfunctions is presented in appen-
dix A. In appendix D, the 24 functions and their subfunctions are
described. For example, the draft 0&0 category of Support and Sustain-
ment includes the 'Ammunitidn Resupply® function which has been decom-
posed as reported in appendix D into the following four subfunctions:

(1)‘ obtain ammunition status information;

(2) obtain ammunition resupply capability information;

(3) develop aunmnitioh resupply plans; and

(4) {implement ammunition resupply plans.

The subfuhctions were derived judgmentally from the discussion in
the draft 020 Plan; the doctrinal literature; and the Soldier's Manual
for MOS-13F, Fire Support Specialist. These subfunctions were the basis
for the recommendations concerning AFATDS operations. The inclusion of
Fire Support Specialist tasks is especially important since much of the
automa ted assispance to be provided by AFATDS is currently provided by
MOS-13F enlisted personnel (e.g., message handiing and updating the fire
support sftuation mab). Additional]y. building on the MOS-13F task
structure ensures that the recommended AFATDS operations are integrated
into the fire support organization and operations.

The objective of the third stage was to produce recommendations for
describing how the ADP services can be used to assist in the performance
of the operational functions and subfunctions. For example, the recom=
menda tions describe how the electronic mailing ADP service can be used to
23sist in the ammunition resupply function and its various subfunctions.
The recommendations were developed by: (1) producing a matrix relating

the catalog of generic C2 tasks developed in the first stage to the FS
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€2 operational functions a‘nd‘subfunctions developed in the ‘s‘econd
stage; and (2) using this matrix in conjunction with the ADP services/
generic €2 task correlation matrix to describe’hou the ADP services can
be used to support the execution of the operational functions and sub-
functions. Agsain, expert judgment played a principal role in this pro-
cess to accomnodate schedule constraints. | '

The recommendations for AFATDS are contained in appendix E and pro-
vide a basis for the selection of ser\(ices to be provided by the AFATDS ‘
and operational functions to be assisted. The recommends tions include
operating procedures, message formats, data fields, etc., and specifica-
tion of such detail should be performed subsequent to selection of the
services to be provided by the AFATDS.

1-3 PRELININARY METHODOLOGY FOR SOLDIER/MACRINE TASK ALLOCATION
The structure underlying the methodology developed for and applied
to AFATDS is 'l:I'lustrated in exhibit 1-1. The methodology consists of
" four steps:
(1) Prepare a description and 1ist of the command control functions
and subfunctions performed in the system under consideration.
Bases from which such descriptions and lists can be developed
are available for most systems. However, in the early stages
of design the information is 1ikely to be biased toward any
existing system and existing MOS. (Appendix A contains such a
1ist for AFATDS.) ‘
(2) Apply a catalog of generic command control tasks to character-
{ze the tasks of the system in question. A variety of schemes
which define generic command control tasks have been proposed
in the literature, and that chosen for this initial methodology
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was selected with application by personnel whose expertise lies
in operational éoﬁqu control in mind. The catalog is
relatively short and therefore contains broad categories.
Exhibit 1-2 11lustrates the categories used in the application
to AFATDS.

(3) Apply a Generic Task/Generic ADP Service Matrix to define po-
tential ADP applications. A list of generic ADP services is
{1lustrated in exhibit 1-3. The 1{st includes only services
which are well within the state of the art, consistent with
AFATDS requirements.

The relationships between generic command control tasks
and generic ADP services form the basis of a mapping which is
described in exhibit 1-4. The matrix entries provide a quali-
tative statement of the suitability of a service for a task
(theA absence of an entry indicates lack of suitability).

(4) Prepare recommendations for the use of ADP services for the
command control system under consideration using the suitabili-
ty assessments in the matrix combined with other development

considerations.

1.4 RESULTS

The results of the research undertaken to support AFATDS fall into
two categories. The first deals with the apolication tc ATATDS ~- the
recommended uses of ADP services in AFATDS are described in appendix E.
The second category includes the development of methcdologies to support
the consideration of Human Factors in the €31 System design and



LEVEL 1

EXHIBIT 1-2: TAXONOMY OF €2 TASKS

LEVEL

_ LEVEL 2 3
Collect information - count - observe
: ‘ = Measure - locate
‘ = CoRpare
CREATE -
INFORMATION | ~ v ,
Monitor Information - filter - scan
- template - listen
Prepare Information - summarize - reformat
‘ - overlay - compute
- extract - translate
- post - encode
= combine - decode
- edit = transcribe
= gketch = record
= update
PROCESS
INFORMATION
Transform Information - analyze -~ hypothesize
- plan = explain
- evaluate - predict
= decide = project
= synthesize
Disseminate/Obtain - send
Information - receive
- identify
= authenticate
= acknowledge
- alart
Coordinate - brief - question
COMMUNICATE ) - explain - elaborate
INFORMATION - discuss - request
' - clarify

File Information

search
sort
store
retrieve

purge

organize system
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* EXIBIT 1-3: ADP SERVICES

‘o Interfacing -- collecting data from remote sensors and exchanging data
with other tactical data systems. '

L Honitofing - scanning the data stream to check for user-defined data
content, and initiating subsequent action.

e Computing and Manipulating Data -~ performing mathematical computa-
Egons. executing aggor1€ﬁg§. and manipulating large amounts of data in
response to user {nstructions and querfies.

e Preparing Reports -- assisting the preparation of messages, reports,
overlays, ogsers. etc., via multiple services including word

processing, graphical display generation, calculator functions, etc.

e Mailing -- providing electronic mail service (in near real time) for
combined text/graphics messages. Services include routing, distribu-
tion, delivery, hard copy, temporary storage in a "*maiibox®, scanning
the "mailbox", accountability, and authentication.

e FiIing -- providing electronic file cabinet operations for text/
graphics messages and reports. Operations include labeling files,
inserting, retrieving, searching, purging, displaying, and
hard copying.

° Gra%hics Teleconferencing -- audio-visual teleconferencing using com-
puter graphics in conjunction with voice radio teleconferencing to
support real-time coordination activities.




EXHIBIT 1-4: GENERIC €2 TBKS/MP SERYICES CORRELATION MAIRIX

1-13

)

R

ADP Services

3
)
S/ ef\& ef'
4} N Sag S & :
& P /F /X &
: @ N XN/ R ko) N
| & [ BS/E[& J]
Generic €2 Tasks ~ N
Collect Informntiqn 1,2 |1 1 3 1,3 3 2,3
Monitor Information 1 J1,2 | 2 3 |1,3 1,3
Prepare Information 1 1 2 3 3 2,3
Transform Information 1 J1f2 |a {313 ’1.2,3
Disseminate/Obtain 2 2 2 1 2 2 2
Information ' ‘
Cca~dinate 1 2 1,3 2
File Information 1 1,2 2 1 1 Z

Code:
1 == ADP service assfists
2 =— ADP service assists

3 == ADP service assists

in handling input for the C2 sk

in perfo.ming the C2 task
in handling output from the C2 task
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acquisition process. The mihodo'logy developéd 1nclddes three‘ principal
components: . B I "

(1) a catalog of generic C2 tasks;

(2) a catalog of generic ADP services; and 7

(3) a matrix which enables the user to map uski into appropriate

~ services.

The methodology was applied to the AFATDS and the results were well re-
cefved. Few questions arose concerning task definitions or the appropri'-
ateness of the categorization of ADP services. The level of detail was
felt to be appropriate for the eariy stages of the acquisition process,
. {n this case, Concept Exploration. However, these results must be viewed
from a perspective which considers the 1imited amounts of time and re-
sources that were available, the emphasis on recoﬁmndat‘lons rather than
methodology, and the absence of any formal attempt to evaluate the meth-
odology. Thergfore the methodology should be considered to be prelimi-

nary nature with further refinement desirable before.it is widely used.

1.5 RECOMMEMDATIONS

_Based on the application of the matrix-based aﬁproach to the AFATDS,
it is recommended that the approach and associated me thodology be a topic
for further research. Included in that research should be:

(1) formal evaluation, following review and refinement of the gen-
eric tasks and ADP services and preparatibn of a “users
manual®;

(2) expansion of scope to include more detailed treatment of human

processes supported;
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(3) ‘gxpansion of scope to {nclude consideration of potential advan-
'fces in the ‘stata-of-the-art for ADP services and appropriate
ftast and evaluation; and |

(4)\fprovision of greater detail (e.g., cost, risk, utility) in the

” task service matrix.
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" APPENDIX A:

A-1

CONSOLIDATED LIST OF AFATDS OPERATIONAI. FUNCT IONS
AND SUBFURCTIONS

- '1,0.0 FIRE SUPPORT CONTROL AND COORDINATION

1.1.0 Fire

y o L1a
1.1.2
. | 113

1.2.0 Fire

L le2.1

1.2.2
1.2.3
' 1.2.4
10205

1.2.6
CL27

1.2.8
' 1.2.9
- 1.2.10
121
1,212
1.2.13
1.2.14
1.2.15

1.3.0 Fire
1.3.1

. 1.3.2
1.3.3
1.3.4
- 1.3.5

1.3.6

Support Coordination

Mon{ tor FS operations.
Monitor FS capabilities. ‘
Synchronfze FS operations with mneuver operatiors.

Tt

Support Planning |

Advise maneuver command element on use of FS asszis.
Program the allocation of FS assets.

Develop/assign FS tactical missions.

Pcvelop coordination measures,

Disseminate coordination measures.

Explatn/clarify commander's guidance.

Obtain target informatfon from the target generation
processing element.

Plan required fires.

Perform FS C< processing on submitted targets.
Program the distribution of fires.

Forward targets to appropriate FS agencies and IEW.
Obtain FS pians from each FS agency.

Compiie and coordinate the plans from FS agencies.
Distribute the resuiting FS plan.

Prepare FS capability overlay.

Support Status

Obtain information on status of allocated resources,
tfncluding:

e unit location;

unit strength;

personnel resources;

equi pment resources;

unit/weapon readiness;

unit mobility;

engagement status; and

e results of enemy engagement.

Compiie status information from allocated resources.
Maintain status information.

Update FS situation map.

Update FS status charts.

Mstribute status information.

1.4.0 Acquisition, Expansion, and Dissemination of Commandcr's
Guidance

141

Request commander's guidance as necessary.

and



1.4.2

1.4.3
1.4.4
1.4.5
1.‘.6

A-2

Receive commander's guidance concerning: ‘
conventional, nuclear, chemical target analysis;
fire planning;

fire support related combat service support;
munitions management;

Targetted Areas of Interest (TAI);

cr‘;teria for engagement of entry elements within
TAls ; :

priorities assigned to targets; -
the percent of target coverage and personnel response
of engagement by each FS system; and

o specific constraints affecting target analysis.
Record commander's guidance.

Translate the commander's guidance into FS terms.
Mplify the commander's guidance, as appropriata.
Distribute and explain the commander's guidance.

1.5.0 Data Exchange with Maneuver Control System

1.5.1
1.5.2
1.5.3
1.5.4
1. s.s
1.5.6
1.5.7
1.5.8
1.5.9

Monitor task organization.

Monitor tactical missions.

Monitor current tactical situation.
Monitor battiefield geometry.
Monitor future operations or plans.
Transmit recommendations for commander's guidance.
Receive commander's guidance.

Transmit recommendations for use of FS assets.
Transmit acquired ENSIT data.

1.5.10 Transmit FS asset status.

1.5.11 Transmit FS plans and/or orders.
1.5.12 Transmit FS coordination measures.
1.5.13 Receive nuclear release messages.

2.0.0 TARGET GENERATION AND PROCESSING

2.1.0 Target Requirements

2.1.1
2.1.2

2.1.3
2.1.4
z. l.s
2.1.6
2.1.7
2.1.8

Incorporate commander's guidance into target
requi rements.

Incorporate IEW recommendations into target
requi rements.

Perform target value analysis.

Determine TAI for target acquisition efforts.
Establish target criteria.

Establish target purging guidance.
Disseminate target requirements.

Synchronize target generation and processing activities
with IEW operations.

2.2.0 Sensor Control



o 20201
C 24242
2.2.3
2.2.4
2.2.5

- A-3

Plan sensor deployment and operation.
Implement sensor plans.

Cue sensors.

Process combat data.

Distribute combat data.

2.3.0 Target Processing

) 203.1
1 2.3.2
233
2.3.4
2.3.5
2.3.6
2.3.7
2.3.8
2.3.9

Obtain target information. '

Compile and integrate target information.

Maintain target information.

Purge targets.

Analyze/identify targets.

Share information with IEW.

Determine recommended targets for attack.

Determine recommended fire units to execute the attack.
F1omard target and fire unit recommendations to command
element. :

2.3.10 Call for fire.

2.4‘.0 Target Attack Assessment

a}a}aa

NN
.
NOU‘I.&UND-

>

2.5.0 Data
. 2.5.1
- 2.5.2
0 2.5.3
2.5.4

2.5.5
2.5.6

Obtain fire mission information.

Observe effects of fire.

Report effects of fire.

Measure effects of fire against desired results.
Determine 1f additional fires needed.

Determine target location/firing adjustments.
Call for fire. .

Exchange with.Intengence/Electronic Warfare System.

Receive recommended TAI/NAI and other target requirement
recommendations.

Receive target recommendations from IEW system.

Transmit plans for sensor deployment.

Transmit target and combat information acquired by field
artillery.

Transmit target criteria and other target requirements.
Transmit target attack assessments.

3.0.0 FIELD ARTILLERY OPERATIONS

3.1.0 Field Artfllery Status Report

3.1.1

Obtain information on status of allocated resources,
including:

- unit location;

unit strength;

personnel resources;

equipment resources;

unit/weapon readiness;

unit mobility;
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e engagement status; and

e results of enemy fires.
3.1.2 Compiie status {nformation from allocated resources.
'3.1.3 Maintain status information. :
3.1.4 0Oistribute status information.

3.2.0 Field Artillery Ammuni tion

3.2.1 Inventory ammunition.

3.2.2 Compile ammunition status information.
3.2.3 Maintain amunition status {nformation.
3.2.4 Distribute ammunition status information.
3.2.5 Establish warning condition indficators.
3.2.6 Monitor warning condition indicators.

3.3.0 Field Artillery Support Planning

3.3.1 Receive requests for immediate fires.
3.3.2 Select/approve requests for immediate fires.
3.3.3 Designate FA unit for the fire mission.
3.3.4 Plan fires to support scheme of maneuver.
3.3.5 Disseminate fire plans.

3.3.6 Plan ammunition allocation ® FA units.
3.3.7 Select registration points.

3.3.8 Plan survey fieldwork.

3.3.9 Collect survey data through fieldwork.
3.3.10 Compute additional survey data.

3.3.11 Maintain survey data.

3.3.12 Distribute survey data.

3.3.13 Collect meteorological data (MET)

3.3.14 Di sseminate MET data. .
3.3.15 Maintain MET data.

3.3.16 Plan sensor deployment and operation.
3.3.17 Select observation posts.

3.3.18 Implement sensor plans.

3.4.0 Field Artillery Comnand Control

3.4.1 Obtain FA tactical missions.

3.4.2 Obtain force commander's guidance concerning FA.

3.4.3 Advise F3 and maneuver command elements on use of FA
assets. .

3.4.4 Obtain targets for FA fire plan.

3.4.5 Monitor FA operations.

3.4.6 Monitor FA capabilities.

3.4.7 Synchronize FA operations with maneuver operations.

3.5.0 Generation and Df ssemination of Attack Criteria

3.5.1 Incorporate comander's guidance into attack criteria.
3.5.2 Determine attack criteria.

3.5.3 Decide on methods to disseminate attack criteria.
3.5.4 Disseminate attack criteria.
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. 4.0.0 TECHNICAL FIRE DIRECTION

- 4.1.0 Report Generation |

4.1.2
o 8,1.3
4.1.4

Obtain fire unit status information, including:
e weapon location; ‘

weapon altitude;

weapon readiness;

ammo status;
- personnel status.
Cumpile fire unit status information.
Maintain fire unit status information.
Distribute fire unit status information.

4.2.0 Computation

4.2.1

Obtain target data, including:

e target location:

e target altitude;

o size of target. _

Access stored data on fire unfts. <
Test for violations of tactical geatetry. !
Compute firing data.

Transmit/implement firing data.

5.0.0 SUPPORT AND SUSTAINMENT
 5.1.0 Personnel

Determine status of unit personnel.

Compile unit personnel status information.
Distributa unit personnel status information.
Determine unit requirements for personnel,

Aseign and process personnel. -

Develop personnel inspection checklists.
NMstribute personnel inspection checklists.
Prepiire personnel evaluation reports,
Maintain personnel records.

5.2.0 Logistics

50201
5.2.2
5.2.3
5.2.4
5.2.5
5.2.6
5.2.7
5.2.8

Obtain resupply capabiiity information.

Develop resupply nlans.

Implement resupply plans.

Plan mainterance/repair activities.

Implement maintenance/repair plans,

Plan equipment recovery.

Implement plans for equipment recovery.

Synchronize FA support and sustainment activities with
combat service support operations.

5.3.0 Status Reports

Sl

o



A-6

"~ §.3.1 Inventory unit supplies (except class V, ammuni tion).
5.3.2 Compile inventory information.
5.3.3 Maintain inventory information.
5.3.4 Distribute inventory information.
5.3.5 Establish warning condition indiczcors.
§.3.6 Monitor warning condition indicators.
5.3.7 Oetermine supply requirements.
5.3.8 Request resupply.

. 5.3.9 Determine maintenance/repair requirements.
5.3.10 Request maintenance/repair support.

5.4.0 Amwunition Resupply

5.4.1 Obtain ammunition status information.

5.4.2 Obtain ammunition resupply capability information.
5.4.3 ODevelop ammunition resupply plans.

5.4.4 Implement ammunition resupply plans.

5.5.0 Reconstitution

5.5.1 Determine personnel and materiel requirements for
upgrading unit.

£. 5.2 Request required personnel and materiel.

§.5.3 Infuse new personnel into unit.

5.5.4 Supervise unit functioning.

5§.6.0 Security

6.1 Allocate resources for security activities.

6.2 Obtain information from security forces.

6.3 Compile and integrate information from security forces.
.6.4 Determine if breach of security occurs.

5.5 Alert appropriate agencies of breach of security.

6.6 Exchange information with other security forces.

5.7.0 Data Exchange with Combat Service Support System

5.7.1 Transmit status data regarding:
e supplies;
e ammunition;
e personnel;
e equipment.
5.7.2 Transmit requests for:
e resupply;
amnuni tion resupply;
personnel;
equipmen®.;
. maintenance support.
§.7.3 Receive plans for combat s2rvice support activities.

o0 0%
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APPEND!! 8: AFATDS OPERATIONAL FUNCTIONS/GENERIC Cz TASKS
CGRRELATION HAleX

This appendix éontains a‘ kmatrix mapoing AFATDS fu:nct‘ions to Qeneric
¢? tasks. The generic c2 tasks are listed across the top row, and
the AFATDS functions and subfunctiohs are 1isted down the left column.
For the subfunctions, the cells of the matrix contaih keywords indicating
the specific aspects‘of the vgeneric c2 tasks fnvoivad in the subfunc- .
tion. For the operational functions and the categories of functions, an
"X" {is used to _ﬁdicate the generic C2 task(s) which most closely

| correspond to the function or category.
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APPEMDIX C: ADP SERVICES FOR C2 APPLICATIONS

This appendix desér‘lbes ADP that directly assists the types of tasks
performed in the tactical command control setting and that are within the
current limits of hardware and software technologies. This appendix also '
{ntroduces a classification scheme for CZ tasks and relates the resul-
ting categories of C2 tasks to the ADP services.

ADP services can be defined as user-oriented applications of
computer/communications technology; they are services provided to the
user and should not be c;:nfused with the mechanisms for accomplishing the
services. For example, a service provided by an electric hand drill is
to create holes for screws in wood or metal, but the mechanism for accom-
plishing this is the rotation of a drill bit. Similarly, the service
provided by a fire extinguisher is to extinguish small ‘fires, but the
underlying mechanism is to spray a nonflammable foam fﬂ‘led with carﬁon
dioxide bubbles. A tool is usually selected for use in a particular task
pecause of the service it provides to task performance, and the underly-
ing mechanism of the tool is of secondary importance to the user.

This holds true for ADP systems as well as simple tools. The ADP
system s no more than a multi-service tool for handling information. It
{s essential, when developing an ADP system such as AFATDS, to understand
the types of services provided by ADP systems and the relation of these
services to the command control tasks. Unfortunately, due to the rela-
tively recent introduction of ADP systems and the cont‘ln:'nng fascination
with the mechanisms of performance and with state-of-the-art technology,
such an understanding of the ADP services and their roles in the applica-
tion tasks has been lacking in the designs of both business and military
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| Ir‘informatﬂon systems. This has often led to difficulties in design speci-

~f‘;1 ficat!on and to. dissatisfactdon uith the eventual product.

Section c.1 of this appendix describes seven major categories of ADP
services and the components of each category. Section C.2 provides a
three-layer hierérchical categorizatiog scheme (a taxoncmy) for C2
© tasks. These taiks ara generic activities (e.g., file a report) which
are performed in a variety of specific functions or subfunctions (e.g.,
file the ammun"ion status report). Specific functions or subfunctions
can be readfly mapped to the generic C2 tasks. The FS C2 operational
functions are mapped to the generic fasks in appendix B.‘ Section C.2
also contains a matrix that rélates the ADP services to the generic tasks
and describes how the services can assist in the performance of the
tasks. This matrix was used to prepare the recommendations contafned {in
appendix E identifying potential rqles qf the ADP services in the perfor-

mnce of FS C2 operational functions.

C.1 ADP SERVICES

Seven categories of ADP services were fdentified as particulariy re-

levant to tactical command control. These services were listed and
briefly summarized in exhibit 1-3. These categories were developéd after
an extensive review of the technical 1iterature on ADP system design and
- ADP application to command control and related areas such as corporate
management and operations. The major objectfves of this review were to
classify the types of ADP services, identify thefr applications in organ-
{zational and work statior settings, and determire their {mplications and
requirements regarding operators, hardware, and software. The 11{terature

review focused on actual, not theoretical, systems. Meaningful results
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and observations cannot be extracted from theoretical and "in-progress"”
systems. Any ADP service that required unproven, experimental hardware |
or software technology was deemed unsuitable for neér-term AFATDS appli-
cation.

The seven classes of services fall into two groups. The first three
services 1isted in exhibit 1-3 are configured and initiated by the user,
but are thereafter largely autonated. The remaining four sorvices are
highly user interactive. The services and their components a.nd varia-

tions are described in the following sections.

C.1.1 INTERFACING

The 1nterfacin§ service refers to collecting data from sensors and
exchanging data and queries with other tactical data systems. When col-
lecting data from sensors and simil#r devices (such as equipment status
indicators) the data are received, formatted into appropriate data mes-
sages, and entered into the system with appropriate encoding and routing
{nformation. When receiving data or queries from another data system,
the messages are received, acknowledged, and authenticated. Format
translation may be required to accomodate inter-system differences.

Records are maintained of data exchange with other ADP systems. A
mechanism must be provided for users to direct data and queries to other
systems. When transmitting data and queries to other systems, reformat-
ting may be required prior to transmission. A record of outstanding

queries is mintained.

C.1.2 MONITORING
Monitoring refers to scanning the data/message flow to check for

user-specified conditions and initfating subsequent action as per user
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specifications. A mechanism {s provided for users to establish, review,
alter, or delete the monitoring test ;riteria and instructfons for subse- |
quent action. | | . ‘ |

Monitoring is essentially a templating process. Three variéties of
mnit&ring templates can be used. The simples: variety is a template in
which individual messages are examined against a static template. The“
template specifies particular pieces of 1nf6mat‘lon to be looked for in ‘
various data fields, such as particular message types from certain
- sources or particular keywords fn the message text. The other two varie-
ties of templates are ’dynaurlc rather than static. One form of dynamic |
template specifies the necessary relationship between the message and a
databa;e. The secolid type of dynam‘lc template looks for sequences of
messages. This type of template actually consists of a number of static
templates; when all of the component templates have been filled, the
overall template is complete. In this variety, the overall template may
also have the capability to empty some of the component templates, based
on purging criteria such as elapseg time (e.g., overall templates must be
filled within five minutes) or some other static template ({f X {is
observed after Y, then unfill the template for Y).

When a template is ff{lled, some prespecified action is 1nitiated. A
variety of processes may be initiated by the monitoring process. These
include but are not limited to:

(1) roﬁting the message just received or a prepared message to one

Or more users, or to anothe' tactical data system;
(2) d{nitiating some co.uputaﬂon' or database processing; or
(3) updating a dispiay.
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C.1.3 COMPUTING AND MANIPULATING DATA
AP Systens possess the atility to perform extensive mathematical
computations rapidly and accurately, execute complex logical algorithms,
and manipulate large amounts of data. This service has the following
three components:
(1) an instruction/query languuge which enables the user to express
his information needs easily and accurately;
(2) output formats including tables, text, and graphics which pre-
sent the results in an easily and rapidly understood form; and
(3) algorithms, equations, and database organization which enable
the system to produce the desired results accurately and
rapidly.
In order to define these features in sufficient detail for software
development, the requirements for computation and data manipulation must
be accurately and completely specified. For AFATDS this would involve
detailed analysis of the individual operational subfunctions which
fnvolve computation or data manipulation, which is beyond the scope of
this report. However, in appendix E those subfunctions which could be
facilitated by automated computation and data manipulation services are
identified.

C.1.4 PREPARING REPORTS

Assistance in preparing or updating reports, orders, overlays, mes-
sages, workbooks, logs, Journils. maps, charts, etc., incorporates a
variety of subservices such as word processing, graphical display genera-
tion, and calculator functions. Naturally, preparing reports is a highly

{nteractive process. The user is provided the capability to access other
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‘ sérvic?s while preparing reports; e.g., to issue a query or instruction
‘-‘andyinclude the response in the report, or‘to retrieve a copy of a form
and use the text editing capabilities to f{11 in the b‘anks.‘ ﬁenu selec-
tion uay be desirable for some situations, e.g., filling out report or
uessage forms. The user is able to pr1nt the final product or transfer
it to another serv1ce for filing or mailing. To provide sufficient flex-
1bility to adapt,to different units, users should be able to establ{sh

their own report forms, message forms, etc.

C.1.5 MAILING

Hiiling is essentialiy an electronic postal service. ‘Hith this
service the user can send a "letter” to a designated addressee or group
of addressees. The ‘1et£er' 1s a digital message which may include
graphics, standard text, or preformatted sections. The user {s able to
specify an addressee or attach a distribution 1ist for a group of addres-
sees. The comﬁunications 1ssues (f{111ng out header information, rout-
ing, encryption/decryption, error detection and correction, acknowledg-
ment, authentication, etc.) are all handled automatically and are invisi-
ble to the user. For the sender, the system maintains a 1ist of the
mailings and their current status, 1.e., whether or not they have arrived
at their destination and, if so, when.

The mailings are deposited automatically in the addressee's "mail-
box." If the addressee relocates, he may specify a temporary address, in
which case mail is automatically fc-warded. The "mailbox" {1s actually
a file fn the sense of the f1ling service discussed 1a section C.1.6.
Anyone Ean post a “letter” to an addressee's mailbox, but only someone

with the appropriate password should be able to scan, display, print, or
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purge mail. The mailing service should allow the user to scan the con-
tents of the mailbox, 1.e..ydisplay the scurce, tiu of receipt, and
title or first 1ine of each item. The addressee should be able to
select ftems from the mailbox, and have them displayed, hard copied, for-

warded to another addressee, purged, or moved to another file.

€C.1.6 FILING

The filing service consists essentially of electronic file cabinet'
operations. The user {s able to organize his own filing system, {.e., he
can name “drawers” of the "file cabinet" and designate any header infor-
mation, such as title, keywords, date, etc., for scanning.-' sorting, and
summarizing. The user is able to insert material (a "letter” in the
sense of the mailing service described in section C.1.5) into a desig-
nated file, retrieve material from a file, purge material from a file,
and scan the cpntents of a fiie. Scanning the file contents should en-
able the user to l1ist the titles of the contents based on order of inser-
tion, header informatiou, or keywords in the material. The user should
be able to monitor the file contents, including the number of entries and
the file space utilized. A user can permit access o other users,
including read-only access, write-only access, and full access. When a
user retrieves materiel, he can display it, print it, or use it in some

other service such as mailing, graphics teleconferencing, etc.

C.1.7. GRAPHICS TELECONFERENC.#&
Audio-visual teleconferencing using computer graphics is a rela-
tively recent application, based on well-understood technology, which

allows subscribers at several remote locations to view simul taneously,



| discuss‘.‘and modify a chart, map, dverlay. or 6:5..‘- displa‘y.1 In this B ‘
; application. the ADP system acts primarily as an alectronic blackboard" N
‘whicll can be viewed by or drawn on at any node in the netuork and wnicn

~ 1s accompanied by voice radio teleconferencing. The voice and data
signals can be easily wltiplexed over tna same comnication 1ink.

In addi tion to manual drawing, pointing. moving symbols. and eras-
ing, the system should provi.de facilities for l:ayboard text entry. for
graphics creation and modification from the database. and for the di splay
of material retrieved from files. anis service nas appiications for
planning sessions, briefings; and any other real-time codrdination acti-
vities. | ‘ | |

A form of graphics teleconferencing for a distributed command post
has been in use at I}l Corps; Fort Hood, Texas. The III Corps system 1is
based on television technology and is 1ikely to be infeasible for battle-
field applications due to communications constraints. - The television-
based sysitem ai so does not provide computer support capabilities. How=

ever, it has demonstrated the value of the teleconferencing concept.

€.2 C2 TASKS

This section describes a catalog (a hierarchical classification
scheme, or taxonomy) for generic C2 tasks. The generic tasks are
activities commonly performed in operational functions, but independent

of the specific subject matter.

1A demonstration system providing this service is avaflable for
demonstration at ARI headquarters in Alexandria, Virginia.
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The concept of generic €2 tasks s useful because many operationﬂ
functiru or subfunctions involve these common tasks applied to different
subject areas. For example, preparing a unit status report and preparing
an ammunition status report both involve preparing a report. By
identifying the ADP services that pertain to report preparation, the role
of ADP services in all operational functions that require reporting is
defined. Final specification of the services for each operational
function need only address subject-matter-specific issues such as the
standard data that are provided in a unit status report as opposed to the '
standard data provided in an ammuni tion status report.

The taxonomy of generic C2 tasks was surmarized in exhibit 1-2.

The classification scheme has three levels of detail. At the first
lovel, C2 tasks are grouped into three general categories. The second
level presents seven categories that are more specific and encompass 2
broad range of CZ tasks. The third, msf detailed level, while not
necessarily coﬁ)]ete for all C2 settings, appears to cover the range of
tasks involved in the AFATDS operational functions.

The roles of the ADP services in supporting the generic C2 tasks
were analyzed, and the results of this analysis were used to prepare the
recommendations for the roles of the ADP services in support of the
AFATDS operational functions and subfunctions presented in appendix E.
Exhibit 1-4 presented a matrix summarizing the relations among the seven
categories of generic C2 tasks in the second level of the taxonomy and
the seven ADP services. The following seven subsections present the
component subtasks, the relations to the AFATDS operational functions,
and the types of automated assistance offered by the ADP services.

I S SR S bt SR S S S
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c.z.1 anLECT INFORMATION
J Selected ¢2 ectivitics ar» aimed at collecting new infornetion
pertsining to the status of the battle. These activities create new in-
formetion for use {n command contrcl. Generally, fnformation collection
~ tasks are goai directed, t.e., their purpose is to discover some specific
type of infornetion about some geographic or functionei area of the bat-
tleffeld. |
| Fire Support €2 inciuces both elementary subfunctions and more
| complex functions which are primarily oriented toward collecting informa-
- tion. Exampies of elementary fnformation coilection subfunction ere to
invantory (count) ammunition and to assess the effects of fire. ‘The pur-
pose of sensor control is also to collect informetion. but sensor control
is a more complex operational function and 1s composed of elementary sub-
functions.; Senscr control includes subfunctions such as planning sensor
depioyment; implementing sensor plans, and others (see section 0.2.2)
which do not, by themselves, collect information but which when taken
together, coiiect sensor information.

The ADP services provide extensive and multifaceted support to
| this task. Interfacing supports informatfon collection activities by:
(1) collecting data directly from sensors; and (2) enabling users to
seek and retrieve data from other systems. ‘Honitoring and computing and
manipulating data support informatfon collection activities by providing
inputs to assist the user in determining what fnformation needs to be
collected. (This type of support 1s especially important in complex
information‘ccllection activities such as sensor control.) Preparing
reports, mafling, and filing all provide assistance by enabling users to:

(1) ask for information from other users; and (2) convert information
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from mental recall into forms dseful to t.he‘ systea and other users.

~ Graphics teleconferencing a1so offers a means to: (1) collect complex

{nformation (e.g., contingency plans and rationale) directly from other
users; (2) direct others to collect information; and (3) raport

results.

C2.2 MONITOR INFORMATION

Monitoring information refers to those activities whose objectives |
are to be continually cognizant of developments on the battlefield and to
{nitiate responsive action as appropriate. These activities identify
important developments by scanning, filtering, templating, comparing, and
otherwise assessing the significance of the information flowing through
the command control complex. Generally, information monitoring tasks are
concerned with a particular geographic or functional area, are primed to
respond to rel atively well-defined conditions, and have well-defined
response actions (e.g., notify someone else, or begin to implement a con-
tingency plan). '

Examples of {nformation monitoring tasks drawn from the fire support
subfunctions include monitoring fire support operations and wmonitoring
warning condition indicators for ammu