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PROGRAMMING WITH SHARED BULLETIN BOARDS IN
ASYNCHRONOUS DISTRIBUTED SYSTEMS

Kenneth P. Birman, Thomss A. Joseph, Pat Stephenson

Dept. of Computer Science
Cornell University, Ithaca, New York

ABSTRACT

We consider loosely coupled astributed computing systems in which processes interact through shared
resources which are modeled as bullenin boards. The first part of the paper formalizes the notion of consistent
behavior when unreliable processes concurrently access a bulletin board. The remainder of the paper discusses
softwere techniques for implementing consistent bulletin boards in a network of processors lacking shared
memory. Applications for our approach range from asynchroncus interprocess communication to mechanisms
for achieving mutual exclusion, deadlock detection and for buildirg distributed database systems.

1. Introducticn

Two distinct styles of distributed programming have become prevalent in recent years. The imperctive
style is typified by remote procedurc calls [Birrell] [Cooper]: a tightly coupled, synchronous mechanism through
which processes interact. The basic: characteristic of this programming style is that one process can force
another to execute code on its behalf; if a request canimot be handled promptly there is no alternative but to
implement some ot of request queueing or :ynchronization mechanism. The advisory style has raceived
somewhat less attention. According tc this spproach, each process “publishes” information that eventually
becomes accessible to other processes, but without actually forcing them to act on it [Cheriton]. Advisory sys-
tems are thus relatively loosely coupled tnd asynchronous. A good example of the advisory programming
style is the bulletin-boar< abstraction found in some artifical intelligence applications: a collection of processes
(expert systems) interact by posting problems and relevant data on a common bulletin board; each process

checks the board at its own convenience.

In this paper, we focus on the adaptation of data abstractions like the A.l. bulletin board to a setting
charac*erized by processes distributed among multiple sitex (lacking shared memory) in a network, communi-
cating with one another in an advisory manner. Henceforth, we refer 1o these as bboard data structures, or
just bboards. Our work was motivated by the desire to provide a simple, easily used interface to programmers

who do not wish to be involved with the low level details of distributed computing. Bboards povide such an




interface in a way that interposes minimal overhead.

In any distributed system, process ana site failures and recoveries can occur, and other processes that
remain operational may need to detect and act on such events. Ensuring that behavior will be correct in the
presence of failures it a potentially difficult problem that, if not treated at a system-wide level, can greatly
comyplicate application software. Accordingly, we have integrated into the bboerd support a failure detection
mechznisrn that ensures that if any process observes a failure using s obboerd, all processes will do so, and
moreover that the ordering of failures relative to other events will be the same from the perspective of all
observers. As a result a bboard provides a uniform interface that prucesses can use both t> communicate with
one another and to monitor one another. As thc examples in Section 8 illustrate, problems that are difficult to
sclve in the absence of this sort of structure are often easy to solve using bboards.

The paper begins Dy developing a formal model that captures the logical behavior of a bboard executing
in the presence of failures and recoveries. Ve show that different forms of correctness may be desired of a
bboard, depending on how it will be used, and that the cost and ;.erformance of a given implementation are
limited by the desired correctness constraints. The comsequences of interacting with multiple bboards having
different correctness constraints are also explored, and we erc able to shew that good performance can often
be obtained by placing resources into separate bboards that respect differing correctness constraints.

Next, we discuss a particular bboerd impiementation. The implementation is flexible in that it allows
users to provide their own code to implement operations supported by the bboard. On the other hand, no
effort is made to optimize **- implementation by taking advantage of the semantic of operations, and bboard
operations are not permitted to nest by invoking other bboard operations during execution. The imy lementa-
tion is targeted towards a network that is structured as a set of clusters of sites that communicate over iocal
area nctworking devices, the clusters being interconnected by long haul connections. We also assume that
processes and sites fail by haiting, without previously taking any incorrect actions, and that network partition-
ing, whereby subgroups of sites form within which communication is possible, but between which it is severely

degraded or impossi“le, is rare and rapidly resolved.! Our implementation is based on a set of reliable multi-

“This is because our prococols sometimes block during network partitioning, although no incarrect actions resulr.
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cast protocols which we developed and proved correct under these assumptions in [Birman-o).

The concluding sections of this paper discuss applications of the bboard approach. We describe bboard
implementations of binary semaphores, an A.L bboard of the sort ated above, a distributed deadlock detector,
a replicated file supporting transactional access and concurrcat updating [Joseph], and a collection of primitives
drawn from the Linda $Net Kernel |Carriero].

2. The modd

Our model consists of processes lacking shared memory that communicate with one another through
thoards. A bboard consists of a set of objects. An object may be a simple single-valued variable, or it may be

& complex data structure like a queue or & tree. Each type of object has an allowable set of operations. A

process interacts with a bboerd by invoking an operation on it. (A bboard operation is simply a set of opera-
tions on objects on the bboard.) The bboard then accesses the objecs and returns a result to the process. The
irvocation may also cause a change in the state of some of the objects accessed. Operations that do not cause

i the state of any object to be changed are called read-only operations.

B i

A process learns about the behavior of other processes in the system by means of the results returned by
the bboard for the operations it invcxes. From the values it receives, a process could, in general, deduce that
another process has completed a certain action. or that certain events have occwrred in a certain order. Since
ii the bboard responds to each process independently, a correct bbcard should ensure that its responses are such
that the views of the system held by different processes are in agreement with one another. In other words,

E the bboard should be consistent.

Corsistency comes in many flavors and not all of them will be suitable for a pariicular applicaion. The

. most natural form of consistency is atomic consistency: all cperations appear globally atomic. This means that

if one process observes the outcome of operation a before that of operntion b, then all other process will
observe them in the same order. This form of consistency is easy end convenient to use; the bboard appears

to be a tightly-coupled shared memory.

.............



For some appications, atomic consistency is stronger than is necessary. Consider the example of a sim-
ple airline reservation systern, consisting of a database (perhaps implemented as a bboard) containing the
current bookings, and a set of processer that apply reservations and cancellaticns to the database. Severai
passengers make and subsequently cancel reservations for a particular flight. The order in which the processes
observe reservations and cancellations of differens passengers 1s ummportant. It is necessary, however, that
each passeng r's cancellation be everywhere observed to be after his reservation. What 15 ‘mportant here is
that a passenger’s reservation is causally related t5 ins cancellauon. This leads us to 2 secend pe of con-
sistency - causal consistency. To determine whether one invocation causally affects another requires, in gen-
eral, knowledge of the semantics of the operations invoked, which may not be avalable to a bboard. How-
ever, if thear is no means by which knowledge of an invocation i by a process P could have reached process Q
before Q performs i’, then { &uc ' caunot be causally related. .4ll other invocations are porensially causally
related. This is discussed in detal! in [Lamponj. 4 -susally consisiert bhoard orders all potentially causal
invocadons, that iz, &l procesass chaerve the samre order for mvocuiions that could causally affect one another,
but processes may differ in the order in which they observe thic =ifects of operations that cannot causally affect
one another. This form of consistency is useful because it is cheaper {0 implement than atomic consistency;
hence an application that uses atomic consistency waere causal consistency would suffice incurs an unnecessary
overhead.

Finally, we consider minimal consistency, where the orders in which processes observe events may differ
arbitrarily. This form of consistency is useful in applications where a process needs to know whether other
processes have carried out certain actions, but does not care about the order in which they cocurred.

Each form of consistency places restrictions on the order in which processes view events in the system,
minimal consistency pladng the fewest rostrictions, atomic consistency the most. Processes learn of the actions
of c.aer processes only by mesns of the results returned by the bboard. Hence the statement “process P
obrerves event a before event b” should be interpreted as meaning that ‘“the resuits that the bboard returns to

P =re in agreement with the view that a occurred before b.” In terms of the bboard, then, the consistency

requirement only specifies the behavior it should present at its external interface, and does not restrict the




ordcr in which actions are taken internally, provided that the results obtained externally are correct. In typical
implementations, ons would expect a correlation between the order in which actions sre taken internally and
the results obtained externally. However, it is the flexibility obtained by decoupling the two that leads to effi-

cent runtime behavior, as will be seen in Section 7.

Whereas consistency refers to the order in which different processes view events occurring in the system,
synchromization refers to the degree of control that processes have in speafying this order. It may be neces-
sary, for example, for a process that updates the value of a variable to ensure that the new value not be stored
uniil wome other process has read the old one. In our model, processes achieve this sort of syr.chronization
using guards. When a process invokes an operation o on a bboard, it may !abel the invocation with a guard,
which essentially specifies a set of invocations that must ve performed before the execution of 0. In terms of
resuits returned by the bbosrd, this means that the resuit returned for operation o must reflect the outcomes
of the invocations specdified by the guard.

Ancther aspect to be considered is fault-tolerance. A fault-tolerant application requires a mecans of
detecting when a process fails, and a means for different processes to agree on its ocourence. It is often also

necessary for different processes tc consist.mtly order the failure relative to other events in the system. We

use guards for this purpose 100. A guard may specify, for example, that a particular operation should oe per-

formed only after the failurz of s oxrtain process. A bboard ensures that every process observes the same
order between a failure event and eny other event, regardicss of the typs of consistency followed by the
bboard. In addition, the bboard ensures that every process obscrves the failure of another only after it has
observed the effects of all invocations of the failed process, except for invocations whose guard requires it to

be ordered after the failure. This would happen, for example, if an asynchronous action is posted to clean up

Py
1

actions that may be only partially completed if a fe'lure occurs.

We also allow the existence of multiple bboards in a system, because it may be useful to have different

types of consistency on different variables. Indeed, this will be essential in any large system.

.
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3. The formal moded

The specification of 2 bboerd defines the semantics of its operations by descaribing its behavior when
operations are invoked on it sequentially. It gives the resuits that should be returned by the bboard for every
tota'ly ordered sequence of operations on it. For example, the specification of & bboard may state that the
results {0 be returned for the invocation tusert(a, x) [insert item « on queue x}, followed by insert(b, x), fol-
lowed by first(x) [return the first item on queue x] should he done(), done() and done{a) respectively. It
might also state that the results to be returped for the sequence of invocations insert(a, x), first(x) and Srst(x)
should be done(), done(a) and empty() respectively. A speafication may be nop-deterministic, that is, it may
be possible for the sams sequence of invocations to return different resuits. There are many ways in which a
specification may be written: using logical predicates, using state machines, or even by exhaustive enumeration;
the actual method chosen does not concern us.

Even though the specification of 2 bboard is given in terms of totally ordered sequences of invocations,
in practice a bboard will be invoked concurrently. A single process may issue concurrent invocations; invoca-
tions from different processes will in general be concurrent. The rclationship between the results returned in

such a setting to the spedfication of a bboard depends on the type of consistency followed by the bboard.

A process operates by invoking operations on a bboard, waiting for their results, dmng some computa-
tion based on these results, issuing more tnvocations, and so on. We model a process P by a sct of invocations
1, and a partiai order -, on these invocations. Each process has a unique pame, which we call its p_name. An
invocation is a tuple (g, o), where g 1 the guard for the invocaton and o is the operaton to be performed,
with appropriete arguments. Recall that o may consist of cperaticns on more than one object oa the bboard.
The partial order -, gives the order in which P presents invocstions to the bboard. G ~p b :neans that P
presents the invocation b to the bboard after receiving the results of invocation ¢ Thus b 13 potentially
asally dependent o

The behavior of a bboard is modeled by its history, which is a set of events Egy. Events comrespond to
the execution of operations by the bboard, and to the termination of processes. In addition, there is a dis-

tinguished cvent IN/T, which corresponds to the initialization of the bboard. Formally, an event is one of

. 3
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{INIT), [p_name, TERM), (p_name, guard, operation, result]. The bboard assigns cach event & unique name,
which we call its ¢_name. The notation event(e_name) s used to re‘sr to the event named by e_name,. and

¢.e_name, e.guard, e.p_name, e.operation, and e.result, to refer to the name, guard, p_name, operation, and

result of event ¢, respectively.

3.1. Gaards

Tae gumd for an event e spedfies a set of events whosc effects ¢ must observe. A guard may be non-
determiinstic, meaning that the set of events satisfying the guard may not be unique. In this case, at least one

such set of events must oocur before ¢. Notice that guards cannot directly access the objects in a bboard or

otherwise sense the bboasd “state’. Guards are defined as follows:

Guard g for event ¢ {S | S s 8 set of events satisfying g} Comroent

i 9 { {INTT} }
(ii) e_name { {event(e_name)} }
(i) [p , op] { {[p_name, op),

[p_nume, TERM]} }

(iv) [~_name, TERM] { {[p._name, TERM]} }

{ {a} | a matches the
guard g’ and a observes

(v) after(e_name)g’

event(e_name)
(vi) g, and g, {5, US, |5, satisfies g,
and S, satisfies g, }
(vii) g, or g, {S|S satisfies g, } |J

[ 5| sotisfies g, }

g is mivially satisfied
¢ must observe the

effects of event(e_name)

¢ must observe an invocation
of operation ¢p by process p_name
or the termination of p_name

¢ must ohserve the ternunation
of process p_name

e occurs gfter a set of events

matching the guard g’ all of whicn
occur after event(e_name)

Both guards must be satisfied

Either one of the guards
must be satisfied.

Some aspects of the guard syntax need darification. First, a gusrd of the form [p_name, op] is con-
sidered to be satisfied if process p_same fails. Although this does not distinguish abnormal from normal ter-
mingtion, our implementation provides an alternative way to do so (Section §). Second, any field of a guard

may oontain a8 wildcard, denoted by ¢ in our examples; such a field is ignored while cuastructing a set of

events thst match the guard. Finally, observe that nctation (i) delays an invocation until a particular event




e_name occurs, whereas notation (v) delays it until some subsequens events (indicated by g’) occur. The
former form is used when the ¢_name of the enabling event is already known. The latter form is used when
an cvent ¢ has begun a sequsnce of actions that will be terminated by a subsequent event e'.  Although
e'.e_name is unknown, a guard of the latter sort could be used provided that a pattern that will match ¢’ can

be conctructed.

4. Consistency of the bulletin beard

The type of consistency detines the rel=tionship between the results rerurned by a bboard and its spedfi-
cation by requiring that certain orderings between cvents be observed. Mimimal consistency only orders events
relative to failures. Causal consistency also requires that potentially causal events be ordered, and is hence a
stronger requirement than minimal consistency. Atomic comsistency requires that all svents be ordered. In
addition, we require that an atomically conustent bboard orders potentially causal events according to causal-

ity. The three forms of consistency then form an inclusive hierarchy.

What makes an event potentially causally dependent on another? If a process P receives the result of an
invocation i before it issues invocation (', then i’ could be causally depencent on i. In other words, if i -, i'.
then i’ is potentially causally depenaeat on i. Further, if the guard for invocation i’ causes it to be ordered

ter invocation i, then i’ is potentially causaily dependent on /. We formalize this by defining the potential
causality relasion introduced in Sec. ! as follows. A relation ~- on the cvenis in Egg is a potertial causality

relation if it is closed under traasitivity and satisfies the following conditions.

(1) Ifa -, & for some process P, then ¢” - b, where g’ and b are the events in £y correspending to the

invocations a @nd b by proceas P,

(2) For every event ¢ in £, there exists a set § satisfying e.guard such that for all :vents e’ in§, ¢" = ¢.

If guards can contain the names of arbitrary events, it may nct be possible to construct an acyclic poten-
tial causality r=lanon on the events in the histery of a bboard. However, if we assume that when a process
invokes an operation, it uses only the names of events whose effects it has observed, then an acyclic potential

causality relation can always be constructed.




A viev. ‘o1 an event e € Epy under an acydic potential causality relation - is a total order that includes
all cvents that ¢ is causally dependent on. Formelly, let E,, be a subset of E,y such that if " - ¢, then e’ €
E,andif e -. ', then e’ € E,. E, thus comains all events upon which ¢ is potentially causally dependent, no
event which is potentiallv causaliy dependent on e, and may or may not contain events .hat are not potenﬁal!y
causally related to e. Let -, be a total order on the everts in £, such that if a, b € £, and a = b, then
G -y b, that is, -, includes all the relations in ~.. The relation -, is then a vicw for e under ..

A total order on the history of a bboard meets the specifi wion of the bloard if it is true that, had the
invocations had been presented to the bboard in this order and had the bboard returned the same results as in
its histcry, then the bboard would have been performing according to its spedfication. In other words, the
results retwrned by the bboard to the prucesses are indistinguishable from the results returned by a coirectly
functioning bboard that receives invocations seqrientially in the given total order.

We now use these definitions to formalize what it means for a bboard to satisfy each of the three types
of cunsistency. A bboard satisfies atomic consistency if there exists a potential causality relation on its history
that can be extended to a total order that meets the speafication of the bboard. Tius is just another way of
saying that the resuits returned by the bboard should be in agreement with the picture that ali the events wers
totally ordered, and that this order agrees with potential causality.

A bboard satisfies causal consistency if there exists a potential causality relation -. such that for every
event e in E,, there is # view under - that meets the specification of the bboard. This means that for every
event the results returned are such that there appears to be a total order on all potentially causal events, but

since different events can have different views, there need be no global order on the events.

A bbuard satisfies minimal consistency if there exists a potential causality relation - :uch ihat for every
event e in Eg, there is a set of events E containing e with the following property: tor aii e’ € E, ¢’ - e, anu
the events in E can be extended to a total order that mests the spedfication of the bbcard. This requires the

bboard to return r=sults based on some but not ail of ‘he potentialiy causal events, and no ordering require-

ment is present.

------------
........................
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5. Making s consistent cué in a hboard

Misra and Chandy define a consistens cur [Chandy] in a disiributed system with potential causality rela-
ton ~. to be & set of events § such that if e € § then for ail ¢’ - e, e’ € § 18 well. We can then define the
eve~ts at the front of a consistent cut § as the set { e [ € § and there exists no e’ € § such that e’ - ¢ }.
Events, as defined © Misra and Chandy, refer to single-sitz operations, wheras a bboard event, as we have
delined it, may coneist of operations on evoral objects, and may hence ooqur at multiple sites. Thus a single
' oard event may consist of several single-site sub-events. However, the sub-events comprising an individuai
oboard event e alv.ays form the frort of a consistent cut and the svents £, in any view for e form a consistent
cat.  This is interesting because 2 number of distributed slgorithms based on cousistent cuts have been
developed, hence these can easily be imp..mented in the cont=xt of bboards. Invocations in these itypes of
bboards also satisfy a containrent property. Let = and e’ be two events occurring in a Loard and let £, and
E', betbe evensin views for e ande”. If e - ¢’ then E, C E’,,. Moreover, if the bbeasd is atmmically con-
sistent then there is a view such that even i e and ¢’ are not potentially causally related, it is always true that
cther E, S E'yor F'y, Q Ey.

These properties have intuitive intsrpretations in ter.  of the way that time is pereeived by the processes
usirg 9 causally or atomically consistent bboard. Essentially, they say that a bboard cperaticn thai accesses
multiple objects can be thought of as happening instantancously according to a logical interpretation of time:
every other bboard operation is either before or after such ap operation, aad these before and after relations

respect causality. Thus, in a causally consistent bboard, if onc process takes a snapshot of the bboard state

and then communicates on the basis of this with another prixess, the second process always sees a bboard state

subsequent to the one seen by the first. A stronger condition hclds in atomic bboards: all snapshots are

ordered even if the intersection of tho objects they access is empty. These observations iead to valuable sun-
plifications of distributed algorithms th - operate on bboards. For example, in the deadlock detection algo-
rithm of Sechon 3. deadlock detection is done by an operatioa that computes a snapshot of a set of process

states maintained as separate objects in a causally consistent bboard.

« 10 -
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6. Consistency levels in adviscry systems

We have defined a hierarchy of consistency levels, with minirpal consistency at the bottom of the hierar-
chy and ctomic consistency at the top. Each level requires an order to be observed on certain events that the
lower levels do not: minimal onnsistency places no ordering requirements, causal consistency requires that
potentially causal events be ordered, and atomic consistency requires that ev-  n-causal events be ordered.
The question arises, however, of whether these levels of consistency are equivalent in the following sense. Is
it possible fcu a process accessing a bboard to execu‘e a protocol thaet will order events not ordered by the
bboard, thus obiaining behavior equivalent to that from a bboard with a higher level of consistency? Under
the advisory model of computing, this is not possible. In this model, process P can only post its information
and request that other processes post a response. There is no guarantee that other processes will actually read
the posted information, or that tkey will respond within a finite ttme. In fact, since P will in general not be
awsare even of the number of other processes in the system, it will never know when all processes have
responded. Even if . i® agreed g prinri that all processes pericdically post information regarding events they
have recently observed, the fact that there is no bound on the relative speeds of processes means that P could
have to wait indefinitely. W= note that if such a bound exists, it is possible for the processes to “ynchronize
their actions and order events indep ndently of the bboard [Cristian], but this is a deviation from the advisory

model.

Another question that arises is whether the hierarchy can be extended beyond atomic consistency.
Atomic consistency requires all individual events to be ordered. A higher form of consistency could require
that groups of events be ordered relative to other groups. For example, it could be required that all events by
the same process be ordered in the waune way relative to all events by other processes. This is a formu of serial-
izability: the processes behave like transactions. Carrying the analogy further, a still higker level of consistency
might provide an ordering on groups of groups of events, and so fortt:.

Interestingly, once a process has access to an atomically consistent helper bboard, higher levels of con-
sistency can be achieved using it. The idea is to use the helper to share a token. Abstract operations to

acquire and release the token can easily be implemented, and since the ordzr in which these are performed is

<11 -
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fixed by the bboard and is globally consistent, it can be used to generate an ordering on otherwise unordered
events or groups of events. The order selected could also be shared by changing the value of the token when
releasing it. We exhibit such a token in Section 8, and also show hcw it can be used to obtain serizlizatality in
a causally consistent bboard. Because there is little reason to believe that ar explicit bboard with a higher level
of consistency than atomic consistenwy would be much more cffiaent or have some other strong advantage

over a bboard implemented this way, our model was only carried as far as atomic consistency.

7. Implementation

This section describes an implementation of bboards which we are undertaking at Cornell. We begin
with a brief overview of the environment within which this implementation functions. Some pragmatic objec-
tives that were relevant to the internal implementation strategy we adopted are discussed. Finally, the com-
munication primitives on which the implementation is based are presented together with the bboard algorithms
.and a proof that the implementaticn achieves the desired forms of consistency.

Our implementation permits a single process to interact with multiple bboards of ditfering consistency
levels. Moreover, although data items and operations are associated with spedific bboards, as in the model,
guards can include e_narnes drawn from multiple bboards. This feature turns out *o be quite useful in develop-
ing bboard-based application software. We do not believe it would be difficult to extend our model to capture

these possibilities but sow little advantage to be gained by doing so.

7.1. Computing and communications environmen.

Our work assumes a wide-area network of multiprocessing zomputers supporting message-based interpro-
cess communication (the protocols take advartage of clustering into groups of sites interconnected by a higher
speed local network devices to achieve imroved performance). Workstations and individual processes fail by
crashing: execution ceases (no undetectably ifworrect messages are sent first; and the local states of failed
processes are irrevocably lost. Later, we will discuss prospects for recovering state information after a failure

by periodically saving checkpoints.




7.2. OQverview and Langusge Features
The implementation is designed as a package of library routines which is accessible from the C language
under BSD 4.3 UNIX. Each dient program will be linked to the bboard package at compile time. At run-

time, a client can create a new bboard or enroll in an existing one. It can then issue operations to the bboard

using the following interface:

e

BBoards and sessions
bb = bboard(b_name,ops,level) Enroll in or create a bboard. A unique name for the bboard is giver
together with a list of operations it will support and an indication of
the consistency level. A descriptor to use when operations are issued

o

is returned.
initiate bb.p_name Initiate a new session for the designated bboard and the process with
unique name p_name.
terminate bb.p_rame Terminate the session. If the same processes wishes to interact
further with the bboard it should initiate a new session using a dif-
ferent p_name.
Types
bbocrd_tvpe The type of a bboard. )
ename_type The type of an e_name.
phame_type The type of a p_name.
Basic iInvecation
result ;= {guard} bb.op(args) When the guard is satisfied wvoke the operation on bboard b5 and
storc the result in resulr. The object(s) to be accessed are identified
in the arguments, which the bboard machanism does not interpret.
In addition to the guard syntax from Sec. 3, the specal guard
timeoun'secs) is supported; it is satisfied after secs seconds have
elapsed. The bboard spedfier bb may be omitted if the process is
only accessing one bboard.
Quelified invocations
evar:: <basic invocation> After performing the invocation, the e_name that it was assigned is

stored in evar.

evar:: async <basic invocation>  The operation is performed asynchronously. Its e_name is stored in
evar immediately and execuiion continues concurrently with thac of
the invocation.

result := join evar Execution pauses until the asynchronous invocation to which evar
corresponds terminates. The result is then stored in result. Join can
oaly ke exeauted by the process that originated an asynchronous invo-
cation, and provides a way to interrupt a long-running bboard opera-

;:_ tion, for example at the behest of a user.

' caic? evar The designated invocation is cancelled if it has not yet been executed.
Cancel can only be executed by the process that criginated an a<vn-
chronous invocation.

' Specification of operations

3 op(e: ename_type, args) The biowr { performs an operation by invoking the user-supplied rou-

q tine op, passing it the assodiated e_name and any arguments provided

3
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by the caller.

Other system functions
alive(p_name) True if session p_name is still active and false otherwise.
failed(p_name) True if process that initiated session p_name failed while the session

was still active, fzlse if nox.

In our implementation, a single client can initialize and interact with multiple bboards if desired. We will
refer to the processes that are enrolled in a bboard as its componenss. A component invokes guarded opera-
tions using the syntax given above and the guard notation defined in Section 3. Our bboard faality is respon-
sible for packaging each invocation into a message, dispatching the message to the coiaponents of the bboard,
delaying the execution of an invocation until its guard is satisfied, and then invoking the oper=tion with the
appropriate arguments. The programmer who implements a bboard provides code for the operations tuai it
supports, in the form of procedures with value/result semantics. In addition, the programmer provides
mechanisms for mansging storage for bboard data items, procedures to create or initialize data iteras, end (i
dasired) a way to query the bboard to learn what objects are currently on the bboard. Because objecis may not
reside at the same address in different components, objects are normally identified symbolically in the argu-
ments {0 an operation and mapped to the appropriate address using a symboi table at runtime. A symbol

table package is included as part of our bboard implementation.

7.3. Fauit tolerance and degree of replication

If a bboard hns muitiple components and one fails, our implementation is such that the bboard will be
left in & consistent state and the failure will be detectable using the guard mechanisms described earlier or the
system function failed. Fault-tolerance considerations have lead us to replicate all objects on a bboard in every
process where the bboerd is used. Full replication may not be necessary for some applications, however, and

we discuss prospects for replicating bboard objects to lesser degrees at the end of this section.

7.4. inderlying communicution primitives

The implementation is based on a set of communication primidves described in [Birman-b], which enable
a component to send a message to one or more destination components. The primitives guarantee atomic

delivery of messages to all destinations. Atomic delivery is usually taken to mean that if the “=nder does
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fail, all operational destipations will receive the message, and that if the sender does fail but any destination
receives the message, then all other destinations will receive it tos. However, this allows for the possibility
that one of a causal sequence of broadcasts will be received at all its destinations, while a broadcast that it
depended upon is delivered nowhere ~ behavior that we wish to rule out. We therefore modify the standard
definition of atomiaty as follows. Recall that under our {ailure model, when a process or site fails all informa-
tion regarding its current state is lost. It follows that the scenario in which a process receives a message and
then fails is indistinguishable from one in which it failed before receiving the message, unless it took an exter-
nal action like sending a message before failing. Hence, if a process P receives a message m and fails without
taking an external action, we do not require that m be delivered to the other destinations. However, if P

nds a message m’ to Q after receiving m and before failing, then unless Q fails as well, m must be delivered

to its remaining destinations. This is because the state of Q may depend on the contents of r:.

Our primitives differ in several other respects from what has normally been called atomic broadcasi
[Schneider] [Chang] [Cristian]. First, atomic broadcast protocols provide all or nothing delivery to a static set
of processes (often, all processes in the system). In our situation, tie set of components of a bboard can
change dynamically, hence at the time a primitive is invoked, the set of processes ithat will ultimately receive
the broadcast message is undetermined. Secondly, most atomic broadcast protocols provide a glodai mestuge
delivery ordering property in addition to atomic delivery: broadcasts are received in the same order everywhere
in the system. To satisfy this property is costly: it requires a multi-phase or token based protocol, or a delay
before message delivery can be attempted. Such strong ordering is only needed in atomic bboards, and it is
too costly to accept in cases where it isn’t actually needed. To overcome this problem, our primitives satisfy
vary.ag ordering constraints, and have latency that varies accordingly. Finally, uniike the previously reported
work, our communication primitives are integrated with a mechanism for dealing with failure and recovery at
the level of individual processes.

7.4.1. The GBCAST primiitve

GBCAST (group broadcast) is the most constrained, and costly, of the four primitives. Arguments to

GBCAST are a message ani the symbolic name of a bboard, which is automatically translated into a set of

e



destinations. The GBCAST protocol ensures that if any component receives a broadcast b before receiving a
(GBCAST g, then all components receive b before g. This is true regardless of the type of broadcast b.
GBCAST is used primarily to transmit information about failures and recoveries to operational components of
a bboard. When a component fails, the system arranges for a8 GBCAST to be issued to the operational com-
ponents of the bboard on its behalf, informing them of its failarc. This GBCAST is delivered after any cther
broadcasts from the failed component. A new or recovering component wishing to join an existing bboard also
uses GBCAST to inform the operatiovnal components that it has become available.

Because of the way in which GBCAST is ordered relative to other broadcasts, each component can main-
tain a view listing the comnonents belonging to a bboard, - ng it whenever a GBCAST is rcceived.
Although views are not updated simultaneously (in real time), au components observe the same sequence of
view changes. Moreover, all components receiving a broadcast b (of any type) vill have the same value for
the view at the time b is received, and can hence take consistent actions in response to b. Intuitively, we wish
for the view to represent s logical system state in wnich the message was received simultaneously by all opera-

tional bboard components.

GBCAST has a stronger atomicity condition than the other primitives: if a component receives z
GBCAST, then even if it fails all others will receive it too. With this condition, GBCAST provides an inexpen-
sive way to determine the last component(s) that failed, when all coroponents fail. Bboard components simply
record each new view on stable storage: a simplified version of the algorithm in [Skeen] can then be executed
on these stable views when coruponents start to recover after the failure is resolved. We use this property in

connection with the bboard checkpointing mechanism presented at the end of this saction.

7.4.2. The ABCAST prtmitive

The second primitive, ABCAST (atomic broadcast), satisfies a slightly weaker ordering constraint. Any
two messages transmitted using ABCAST will be delivered in the same order at all common destinations.
Further, if the same componert performs more than onec ABCAST to overlapping destinations, then the order
of deliverv at these desiinptions is thc same as the order of initiation of the ABCAST protocol. ABCAST is

.mplemented using a 2-phase protocol.
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7.4.3. The CBCAST primitive

The third primitive, CBCAST’ (causal broadcast), involves less distributed synchronization then GBCAST
or ABCAST. In an asynchrorous distributed system with no shared memory, the only way in which an action
a can influence an action b is if they botli occur in the same process, with the a occurring before b, or if there
is a sequence of messages from process to process which could have curied information about action a to the
process carrying out action b. This is formalized in the defimtion of the informarion flow relation below. The
information flow relation -, is the transitive closure of the following relations.

(1) If a and b are actions by the same armponent of a bboard, and a occurs before b, thena -, b.

(2) If a is the sending of a message by a ccmponent, and b is the receipt of the tame message by ancther,
thena -, b.
If 0, and o, are the actions corresponding to the initintion of two CBCAST’s and ¢, -, 0,, then the mes-
sage sent by o, is delivered before that sent by o, at gl common destinations. Note that no delivery order is
specified for CBCAST’s not related undex .. CBCAST is implemented using an inexpensive 1-phase protocol

that employs piggybacking to enforce this delivery constraint.

7.4.4. The MCAST primitive

The fourth and last primitive is MCAST (multicast). MCAST(msg, gname) atomically delivers msg to

each operational member of gname. The delivery order is unconstrained.

7.5. Basic Bbosrd Implementation

Within the above framework, implementation of the bboard package is straightforward. Each bboard is
created with a single component. When a process wishes to earoll in a pre-existing bboard, GBCAST is used to
broadcast its intention. On reception of an enrollment GBCAST, a coordinator-cohort algorithm, is used to
transfer the bboard state io the new component. In such an algorithm, one bboard component is in charge of
the state transfer and the others back it up; one restarts the state transfer should the courdinator fail {Birman-
a] [Birman-b]. Since GBCAST is totally ordered with respect to other broadcast events, all components have

received the same messages and hence are in equivalent states when the state transfer takes place. GBCAST is
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also used to inform bboard components when a component fails, and they use this informaton when evaluat-
ing guards.

When a component of the bboard is presented with 2n invocation, the following occurs. An e_name is
generated for the invocation. Next, the information corresponding to the operation to perform, the argu-
meuts, the guard, and ihe generated e_name are packaged into a message and sent to all components (includ-
ing the one that issued the invocation). We denote the sending of such a message for an invocation i as
send(i). The primitive used to send the message depends on the consistency level of the bboard: ABCAST is
used for atomic consistency, CBCAST for causal consistency, and MCAST for minimal consistency.” The cailer
the., blocks until the operation is executed as described below and it receives the result, except in the case of

an invocation issued with the async option, in which case the caller resumes execution immediately.

When a message is delivered to a component (an action vz denote by recv(i)), the message is added to a
wait queue, which presegves the ordur in which messages are delivered. Messages in the wait queue of a com-
ponent are processed as follows. Starting at the head of the queue (the earliest delivered message), the guard
is evaluated to see whether operations have been executed on the locai copy of the bboard that satisfy the
guard. An expression of the form [p_name, op] is also considered to be satisfied if :-a GBCAST relating to a
failure of process p_name has been received. If the guard is true, the operation in the message is executed by
invoking the appropriate procedure with the given arguments. If the invocaticn was issued by the local com-
ponent, the result of the execution is returned to it, otherwise the result is ignored. The message is then
removed from the queue. If the guard is not satisfied, the next message in the queue is examined. Each time
an operaticn is executed, the guards for previously examined invocations may become satisfied, hence the wait

queue is reexamined from its head.

In our inidal bbosrd implementation, all bboard components will save e_names until the process that
issued the event terminates. Then, e_names generated by the termunated process are discarded, although its
termination status (whether or not it crashed) is saved indefinitely. This approach is simple ana should entaii

low overhead, provided that individual processes do not execute huge numbers of bboard operations. Possible

*We allow the user to substitute other prorocols for MCAST in arder to benefit fram the bboard intertace while also satisfying
other appiicadon-specific requirements, such as real-time constraiits, that our existing protocols would not address.
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Finally, the cance! operation is transmitted using GBCAST. This means that all components have
received the same set of invocations at the time a cancel request is recrived. Hznce, unless the invocation has

already been performed everywhere, it is cancelled at ail the components.

7.5.1. Performance considerations

This approach to implementing bbeards causes all operaticns to be executed by all components, wh'ch
may seem to be a costly approach to replicating data. However, a response is needed only from the com-
ponent local to the process that issued the operation, beceuse all bboard components compute consistent
resuits. Thus, in contrast to other systems that use this approach io replication [Cooper], the caller does not
wait until remote bboard compcnents have processed the operation before continuing, and a bboard will nor-
mally execute as asynchronously as is possible given the consistency constraints it must respest. A finsh primi-
tive is also provided (o ellow a process to block expliatly until ell the operations it has initiated have been
delivered to remote bboard components. The remaining question is to determine whether the overall cost of
cornputation using this method exceeds what might be achieved with some other methed. For example, our
previous work on resilient objects used a coordinator-cohort method in which cach operation is executed by a
single component (not always the same one), which then distributes the result tc the remote components
(Birman-a] [Joseph]. One might wonder if such a strategy would tend to give better performance.

In fact, there are several reasons for believing that replicated processing will be benefidal in a bboard
implementation. First, the method we have adopted is extremely simple, and this is obviously an advantage.
Perhaps more important is that the cost of simply getting a request to remote bboard components will typically
be much higher than the cost of processing it. Moreover, the communication primitives are implernented to
employ extensive piggybacking when the system load rises. Thus, when the system is under a moderate load,
each arriving message is likely to contain multiple requests. Assurring that O and scheduling overhead dom-
inate compute time for typical requests, effidency rises with increasing load. In tact, performance studies of
the ISIS system, which uses the same primitives described here, confirmed this effect and showed that it can

have a dramatic impact on system performance. In essence, the cost of this dlass of distributed computations,
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in which execution is relatively asynchronous and the messages describing operations are “small”’, is bst meas-
ured by the number of process swcheduling events and U/O operations needed to perform the operation - not

the compute time associated with the operations themselves.

7.6. Correctnes

Each component executes cperations segientially in the order the corresponding messages are removed
from the wait-queue. We assume that there are no errors in the (user-supplied) definitions of objects and
operations on them and hence the results returned at each compenent are in accordance with the specification
of the bboard for the total order (cilowed at that component. We show that even though the order in which
operations are executed may differ from component tc component, the execution yields the desired level of

consistency.

7.6.1. Atomic consistency

For atomic consistency, we must show that the order in which operations are executed is the same at all
components, and that this order forms a potential causality relation. Because ABCAST i3 used to trunsmit mes-
sages, messages are delivered and added to the wait-queue at each component in the same order. Now each
component uses the same deterministic algorithm to remove messages from the wait-queue; hence messages
are removed from the wait-queve in the same order at every component. As a result operations are executed

in the same order at every component.

For the (total) order in which operations are executed to be a rotential causality relation it must satisfy
two conditions:
(1) Ifi, -p i, for some process P, then i, must be executed before i, at all components.
(2) Every invocation must be preceeded by the execution of a set of invocations that satisfy its guard.
The implementation obviously satisfies conditicn (2). As for condition (1), note that if i, -, i,, this means
that the invocation i, was presented to the component P &fter the results of invocation i, were known there.

Clearly, i, was executed at P before i,. Since all comporents execute invocations in the same vrder, it follows

that if i, -, i, for any P, then the invocations are executed in this order at aii components.
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7.6.2. Csausal consistency

We must show that the order in which operations are executed at each compcnent is a potential causality
relation (that is, it satisfies conditions (1) and (2) above), even though the order may differ frora component
to comporsnt. As above, the cowiition on guards is obvicusly satisfied. If i, -, i,, then (the message
corresponding to) i, was removed from the wait-queuc at P before i, was issued. That is, recv(i,) ocourred at
P before send(i,). In terms of the information flow relation, recv(i,) -, send(i,). Since send(i.) -, reev(i.} (by
definition), it follows that send(i,) -, send(i,). Furthermore, any invocation i’ that caused the guard of i, to
be satisfied must also have been executed at P before i) and hence before send(i.). This means that recv(i”)

occurs at P before send(i,). Hence recv(i') -, send(i,). It follows that send(i') -, send(i,).

We have shown above that if i, -, i,, then send(i,) -, send(i,) and send(i’) ~, send(i,) for any i’ satisfy-
ing the guard of i, at P. Since CBCAST is used to transmit information in a causally consistent bboard, it fol-
lows that recv(i,) occurs before recv(i,) and recv{(i’) also occurs before recv(i,) at all components. In other
words, the messages corresponding to i, and all the invocations that satisfied its guard at P arc added to the
wait-queues of all components before the message corresponding to i,. Hence, i) will be executed before i, at

all components.

7.6.3. Minimal consistency

In a minimally consistent bboard, messages about invocations are transmitied using MCAST, which
observes no order. This mekes it difficult to talk about the correctness of a minimally consistent bboard, since
even causally related events are unordered. For example, a process might issue an invocation set(x, 0) fol-
lowed by add(x, 10) on a bboard and then obtain the result 10 from an invocation of read(x). At another
component the operations may occur in reversed order, giving a result of 0 for the read. For this reason, we
do not envision the use of minimal causality in bboards maintaining objects that have a *‘state”. However, cer-
tain reai-tme svstems have behavior that is conveniently modeled by minmimal causality. For example, if a sen-
sor gencrates a high rate of timestamped readings of a device, the timestamp ordering can be us=d to deade if
a particular reading is valid, and it may not be necessary for all readings to be registered provided that a rea-

sonable degyee of currency is maintained. In such a setting a minimally consistent bboard provides a simple,
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uniform, and inexpensive interface that will simplify the software development task.

In the case where a uier specfies some aiternstive protocol to be used in place of MCAST, the con-
sistency achieved will depend on the characterictics of the protocol employed. Any detailed treatment of this

problem thus becomes the responsibility of the user.

7.7. Optircizations

Several types of optimizations are expected to be valuabie fcr obtaining good bboard performance.
First, in the case of read-only operations, it is not necessary to broadcast the invocation to all bboard com-
ponents, provided that the guard for the cvent satisfies a minor restriction. The restriction is that the guard
not refer to some other read-only event, and we believe it is minor because such synchronization seems to
serve no practical purpose. Since a read-only operadon will pot change the bboard state, and its result is
needed only at the component where tt+ invocation occurresd, such an operation can be placed directly on the
wait-queue at the local site, and correctness will not be compromised. However, the issue now anises of how
guard satisfaction can be determined in the case where the read-only event is referenced in the guard of some
other (non read-only) cvent ¢’. Since =’ is not read-only, however, it wil be broadcast to ail bboard com-
ponents including the one where ¢ was executed. That component will discover that e satisfies some part of
the guard for e’. Rather than satisfying the guard locally, it broaccasts the e_name for e to all bhoard com-
ponents, including itself, using the broadcast type appropriate to the bboard. On receiving a message contain-
ing e_names for reac only operations, all redpients apply the ¢_name to their guards. Since all do this, guard

evaluations are censistent and the information {low relation is preserved.

A second optimization concerns the partiel replication of bboard data. In general, this is a difficult open
problem. An important spedial case arises when the events which satisfy & guard will occur at a superset of the
components where a data item resides. In such cases, invocations of operations on a data item need be broad-
cast only to the cormponents maintaining the itema and the implementation will still function correctly. On the
other hand, if some event e satisfying the guard for an invocation | is not broadcast to all components where i

is t0 be executed, some will execute i whereas others will lezve i waiting. Such behavior could clearly lead to

inconsistencies, and a mechanism to resolve this problem is beyond the scope of this pager.




A third possible optimzaticn would allow a process to cache subsequences of the e_names generated by
other bboard components, while keeping the compste sequence of its own e_names. An interrogation
inechanism could then be used tc inguizc about e_names, operating much like the mechanism used with read-

only operations that we described above. Qur initial bboard in.plementation will not support this optimization.

7.8. Checkpointing the bboard state

It is well known that if a checkpoint/rollback algosithm is used ir a nondeterministic system, and the sys-
tem enters a state in which messages that were sent prior to rolling back are received after rollback, even the
weak consistency constraints imposed by minimal consistency can be viclated (the message may not be reissued
in the state that results after rollback). In [Koo] & multi-phase protceol that avoids such behavior is described.
Checkpointing a bboard is much more straightforward because GBCAST is atomic and totaily ordered relative
to other sorts of bhoard events. To establish a checkjvint, a GBCAST is issued to invoke a checkpointing
operation in each component, which causes a checkpoint and a timestamp (o be written (atomically) to stable
storage. If all the components of a bboard fail, components that recover nin an algorithm to determine the
last ones that failed; when these have reccvered, they compare the timestamps of their last checkpoints. The
component(s) possessing copies of the most recent checkpoint restart from it. All others then re-enroll in the
bboard.

8. Applicaticns

The bboard paradigm is broadly applicable. For example, the A L bboard discussed in the introduction
might be implrmented as a causally consistent tboard with operations to post and read problems and ciata.
This would guarantee that if an expert process starts working on a problem, it will also find relevant data and
previvusly posted solutions to relevant subproblems. Similarly, existing advisory commuincation primitives can
casily be recast into the bboard framework. For example, the Linda $/Net kernel provides {our primitives, IN,
OUT, READ and EVAL, to manipulate a collection of tuples comprising a shared memory [Carriero]. IN adds
a tuple to the tuple space. OUT finds a tuple that matches some pattern and removes it from the tuple space.

READ performs the same operation, but without removing the tuple. EVAL adds an unevaluated tuple whoss
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evalugtion begins as soon as the tuple enters the tuple space. These operations could easily be implemented in

an atomiceily consistent bboard.

Below, we show how three well known problems can be sclved using bboards. A token passing examp'e
demonstrates the use of bboards to achieve frir, effident mutual exclusion on a shared resowrce. A deadlock
detector illustrates how bboards might be used to maintain a non-tiivial distnbuted data structure; a deadlock
check will discover deadlock if and only if cne is really present. Finally, a bboard implementation of a transac-
tional replicated file shows how bbonards could be used to implement a database system. Because the bboard

interface is simple and lightweight, these implementations all should perform well.

8.1. Token passing

A distributed token can ecasily be implementsd using a bbboard. In the implememtation we desz'De
below, a process attempting to acquire the token is given it immediately if the token is tree. If the token is in
use, proceases waiting for it queue up and compete to acquire the token after it is released.

The token is represented by a record containing a field holcer that stores the e_name of the event that

caused the token to be acquired by the current holder (¢ if there is no holder). Any additional fields needed

by the application cai be added to the token structure. The operations on the bboard are grab and free, and

are modeled after the usuai implementation of semaphores using atomic instructions [Peterson]. Grab is used

e et &

LS fiutiiti

while acquiring the token. If the token is free, invoking grab causes the hrlder field to be set to the e_name
corresponding to the invocation. If the token is in use, grab does nothing, and the caller deduces that it must
wait by examining the p_name of the holder ficld after it returns. Free is used when releasing the token, and
sets the value of the holder field to &. ‘

A process wishing to acquire or .elease a token does so usin the interface routines acquire and release,
whicu in turn invoke the bboard operations described above. The correctness of the solution follows from the
fact that invocations on the bboarc are totally ordered; hence not more than one process acquires the token at
a time. Notice how the guard is used to avuid busy waiting when an attempt is made to acquire the token
while it is helc Uy some other process. If the first attempt to grab the token fails, each itzration of the while

loop delays the next grab() uperation until the process that holds the token (token.holder.p_name) has either
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- Interface procedures (used to issue requests to the bbeard) -
var token : token_type;

procedure acquire()
begin
grab();
while token.holder.p_name # my_pname
{ after(token.holder)[token. holder.p_name, freej } grab();
end acquire;

procedure reicase()
begin

free();
end release;

failed or released it; either event being subsequent to the acquisition event (token.holder). The soiution is
slightly ineffident in that every process issues a 7 -b() operation each time a freef) is done; design of a more
effident solution (for example, one tha¢ maintains a queue of waiting processes so that a process cnly issues a

grab() if it is the “next” holder of the token) i- left as an exercse.

8.2. Deadlock detection

Deadlock detection is an example of a non-trivial problem that has an elegant solution when expressed in

terms of our bboard approach. Consider the RPT deadlock detection problem. A collection of processes are

- The actual bboard operations —~
functien grab(e : event)

if token. holder = ¢ or not alive(ioken.holder.p_name) then
token.holder := e;
end grab;

procedure free(e : event);
begin

token.holder := &;
end free;
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interacung by remote procedure call. A process that has issued such a call waits for the destination process to
reply Periodically, a process that has been waiting for a while checks for deadlock; if deadlock is detected and
the process has the lowest p_name among processes with which it is deadlocked, it cancels its request. The
solution is inexpensive because nrocess states are stored in a causally consistent bboard, which can delay

transmission to updates to take maximum advantage of piggybacking.

To solve this problem using a bboard, we first introduce a data structure to represent wait-for relation-
ships. A wait-for edge is said to exist between P and Q if P cannot execute until it receives a message from Q.
The wait-for digraph G consists of a set of nodes corresponding to the processes, with wait-for edges inserted
according to the above rule. A deadlock exists if and only if a cycle is present in the wait-for digraph. We

assume that a process can only execute one request at a time.

The deadlock dstector bboard will be a causally consistent bboard supporting the following operations:
insert an edge, delete an edge, and a read only operation to check for deadlock. We will assume that an edge
is inserted by a process that will have to issue an RPC to some other process before it can reply to a caller.
The edge is subsequently deleted by the same process that inserted it prior to sending the reply. No interface
is required; these operations are all performed directly on the bbuard. Notice that the bboard passes the event

name as an argument to each invocation, even though these names were not needed in this example.

To prove that this bboard is correct. we must esteblish that if a deadlock occurs it will eventually be
detectable and that if a deadlock is detected, it corresponds to a wait-for cvcle in the real system. Because the
bboard is distributed, it is not immediate that these properties hold: many deadlock detection algorithms tend
to find phantom deadlocks, which result when wait-for edges from different stages of a computation are assem-
bled into a single, inconsistent snapshot, representing a system state that never occurred [Gray]. For example,
Q might at some time wait for P, and P may now be waiting for Q. If the old wait-for edge representing Q
waiting for P is included into G, a phantom deadlock would be discovered betwesn P and Q and P might
abort tself unnecessarily.

The correctness proof is as follows. Assume that the bboard subsystem is live and that a deadlock

occurs. Since deadlock is a stable property (unless a process detects the deadlock and aborts, the deadlock per-




R e

]
'\
A
:

'

Chdptpdes, Lot

il e S biimg ¢ M S il

procedure inserr(c : event; p, q : processid);

begin
end inserr;

procedure delete(c : event; p, q : processid);
G,:=G,~ (p,q);
end delete;

procedure check_for_deodlock(e : event, p : processid): readonly;

if P is contained in some cycle in G then
return true;
clne
return false;
end check;

sists), then eventually all copies of ‘the bboard will exhibit a system history in which the wait-for edges
representing the deadlock are included. Thus, if a deadlock occurs, it will eventually be detected. Notice that

more than one process may detect the deadlock at once.

Now, assume that a deadiock is detected by process P. Then, P has discovered a cycle
P-Q, - -+ -Q -PinG. Consider the portion of this graph consisting of P - Q, - Q,. It cannot be the
case that Q, responded to P before it waited on Q,. Otherwise let ¢ be the event whereby O, deletes the edge

P - Q, and ¢’ be the event whereby it subsequently inserts the edge Q, - Q,. We thus have e -, e’. Hence,

1

e - ¢’, implying that ¢ would have been applied to G before ¢’. Similarly, it must be the case that Q, is
waiting for Q,, etc. It follows that the deadlock is real.

8.3. Serializable access to concurrently apdeted data items

Using an atomic bboard together with a causally consistert bboard, a transactional mechanism supporting
asynchronous updates tw a replicated datebase can be implemented. Each transaction consists of a begin
operation followed by seqiiere of reud and wriie Gperations terminated by a commir or abort, with the usual

semantics. A transaction that fails before committing is automatically aborted. Two-pnase locking is used to




achieve serializability and a write-ahead lng to implement abort [Gray].

The rpproach is as follows. An atomically consistent bboard, denoted LOCKS, stores a set of lock vari-
ables. These ars acquired just like the tokens of the previous example, but are released by the commit or
abort of the transaction that holds the lock (for brevity, only the “interface’” code is given below). A causally
consistent bboard, denoted DB, stores the log and database items. The begin operation posts an asynchronous
“cleanup” operation; it will be described shortly. Read returns the current value of a variable. Write first logs
the old version of the datu item being updated and then performs the update. Because the log record is writ-
ten before the update is done, the semantics of a write-ahead log are achieved: regardless of how asynchro-
nously the update is done log records are always written before the corresponding update is done. Finally,
commit logs a commit record and then terminates the session, while aborr just terminates the session. Termi-
nation enables the cleanup operation, which checks to see if the transaction committed (termination due to a
failure is treated as an abort). If not, it rew.ites the old values of any variables that have been changed. Then
it deletes any iog records written by the terminated process. Completion of the cleanup operation, in turn,
enables the release of any locks acquired by the transaction; locking is thus two-phase. Morecver, since this
establishes a causal chain between the termination of a process and any subsequent process that acquires a lock
from it, subsequent processes will observe the updates that have been done even if these are very asynchro-
nous (recall that CBCAST is used in this case). A formal treatment of this type of causal chaining is given in
[Joseph].

The code for the interface used to communicate with the DB bboard and the bboard operations them-
selves is given below. As in the case of the token, tie interface procedures are not really part of the bboards,
but rather are used to communicate with them in a stylized fashion. We ort the detaied management of the
log data structure, which s implemented by routines log write, log_delete, restore _from _iog and not_logged.
We also use a “‘pointer”” notation to pass references to data items, although in practice this would be replaced
with a symbolic addressing mechanism.

The implementation needs some discussion. First, examine the asynchronous guarded operations that are

issued for log cicanup and lock release. For each session, begin creates an asynchronous log cleanup operation




— Transactional operations: interface —

procedure START()
begin

- post a cleanup operation, note its ¢_name

termevent:: async { [my_pname, TERM] } log_deanup(my_pname);

e=d START,;

procedure LOCK(x : data_jitemn)
begin

ACQUIRE(termevent, x.lock);
end LOCK;

proceduare READ(x : data_item)
begin

return read(x);
end READ;

procedure WRITE(x : data_jtem; value: data)
begin
log_append(“write”, "x”, x.value);
write(x,value);
end WRITE;

procedare COMMIT()

begin
log_append("commit”, "p", my_pname);
terminate my_pname;

end COMMIT;

procedure ABORT()

begin
termirate my_pname;
end ABORT;

- see below.,

-~ log old value
- update x

- just end session.

- The LOG part of the bboard --

procedure appenc s : event, rtype Teadorwrite, item : data_item, value : data)

begin

- log commit requests and first writs request

if rtype = "commit” or (rtype = "write” and not_logged("write", item)) then

iog_write/rtype, item, value);
end append;

procedure cleanup(e : event, p_name : processid)
if not_logged("commit”, p_name) then
restore_from_Jog(p_name);
delete_log_records(p_name);
end cleanup

-~ committed?

- no, roll-back DB
—~do: -




— The DB part of the bboard —
procedure readonly read(e : event, x : data_item)
begin
return x.data; ~ st return the value
end read;

procedure vrite(e : event, x : data_item, value : data)
begin

x.data := value; - just set the value
end write;

— The interface to the LOCK bboard -

procedure ACQUIRE(termevent : event, lock : lock_type)

var temp : lock_type;

begin
— Post an asynchronous operation to release the lock after commit/abort.
asyrc { termevent } free(lock)
acquure(lock. mutex);

end ACQUIRE;

that waits until the session ends. It does this using a guard will not be enabled unti the invoking process ter-
minates. The e_name of the cleanup operation is noted in the variable termevenr. Later, when locks are
acquired, they post an asynchronous release op=ration guarded by {termevent}. That is, after the cleanup, lock
release events become enabled. These release any locks that the process held prior to ending the session. The
locking algorithm itself can be based on the token passing example, and is omitted for brevity. Recall that an
invocation with a guard that becomes enabled due to failure will be executed after any events initiated by the
failed process with a guard that was satisfied prior to the fallure. Frcm this we see that if a failure occurs, the
cleanup operation will not execute until any pending updates have completed.

A replicated database implemented in the above manner should perform quite well. Updates wiil be

asynchronous [Joseph], and coirectness and fault-tolerance will follow from the fact that the DB is causally

consistent. In fact, good performance using these techmiques was measured in our previous work, and




reported in [Birman-b]. A weakness of the above implementation is that only one class of locks is supported,
hence although reads are local there is no notion of a local read-lock. This limitation could certainly be over-

come in a more sophisticated implementation.

9. Coodlrisions

We have proposed that advisory bulletin boards be consiciered as an alternative to more imperative styles
of interaction in fault-tolerant distributed systexns, and illustrated the approach with a series of exaniples that
are siraightforward when implemented as bboards and more conplex when implemented using other program-
ming methodologies. We do not view bboards as the only fadlity to be used in such systems, and indeed con-
tinue to believe that the mechanisms proposed in our previous work (resilient objects, fault-tolerant process
groups) can play an important role. Rather, it is our fecling that if a diversity of fault-tolerant prcgramming
tools can be provided to distributed systems architects, then they will ultimately find it as easy to build fauit-

tolerant distributed software as it currently is to build fault-into/erans pon-distributed software.

10. Acknowledgemenis

We are grateful to the members of the ANSA prokct for their many thoughtful comments.

11. References

{Brman-s] Birman, K. Replication and availability iz the ISIS system. [0th ACM Symposium on Operating Sysiems
Principles, appearing as Operafing Systems Review 15, 5 (Dec. 198S), 79-86.
[Birman-b] Birman, K., Joseph, T., Stephensan, P. Reliable commumication in the presence of failures. Dept. of

= Computer Science, Cornell Univ., TR 86-694, August 1985 (revised Auguist 1986). Accepted for publica-

5 ton: ACM Transacrions on Campuser Sysiems.

!_:j [Birrell] Birrell, A., Nelsan, B. Implementing remote proceshure cails. ACM Trarsortions on Campuier Systems 2, 1

- (Feb. 1984), 39-59.

E (Chertton] Cheriton, D. Prelimirary thougitts cn probiem criented shared mcmary: a decentralized approach to dis-
tributed systems. Operating sysiems review 19, 4 (Oct 1985), 26-33.

L [Carriero] Carriero, N., Gelernter, D. The $Net's Lind2 Kernel. /0th ACY Symposium on Operafing Systems Princi-

. ples, appearing as Operafing Systems Review 19, 5 (Dec. 1985), 160.

k. [Chendy] Chandy, M., Lamport, L. Distributer] snapshots: Deternuning global states of distributed systems, ACY

E Transactions on Campuser Sysiems 3, 1 (Feb. 1985), 63-75.

t [Chang}] Chang, J, Maxemchuk, N. Reliable broadcast protocols. ACM TOCS 2, 3 (Aug. 1984), 251-273.

! [Cooper] Cooper, E. Replicated distributed programs. [0th ACM Sympasium on Operating Systems Principles,

appearing as Operaring Sysiems Review 19, 5 (Dec. 1985), 63-78.

-31.

...........
a W T e W e, B L
O LA L PR I S IR B P R SR

-

AL SR SR
. . .
PR U P TP Lo i e I SR Y e i i e




juiars

)
.

[Schneider]

[Skeen]

Cristian, F., ef al. Atoomc broadcast: From simple message diffusion 1o

antne . IBM
Techmicas R Byz agreement

Gray, J. Notes un database operating systems. Lecture notes in compuier science 60, Goos and Hart-
manmis, eds. Springer Verlag 1978

Joseph, T. and Birman, K Low cost management of replicated data in fault-tolerant distnbured systerns.
ACM TOCS 4, 1, Feb. 1986, 54-70.

Koo, R., Toueg, S. Checkpaointing and Rollback-Recovery for Distributed Systems. TR 85-706, Dept. of
Caomputer Science, Carnell University (Oct. 1985).

Lampart, L. Time, clocks, and the ardering of events in a distributed system. CACM 21, 7, July 1978,
558-565.

Petersan, J. and Silbershatz, A. Operaring sysiem concepts, 2nd edition, Addisan-Wesley Publishing Com-
pany, 198S.

Schneider, F., Gries, D., Schlicting, R. Reliable broadcast protocols. Science of Computer Programmung 3,
2 (March 1984).

Skeen, D. Determiming the last process to fail. ACM TOCS 3, 1, Feh. 1985, 15-30.

-32-




