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ABSTRACT
A . =
f" ~- ~ )A-JA—/
» This investigatien reviewed the effectiveness of the
Internal Control Review (ICR) program. The review
, consisted consisted of two parts. First, a literature
Ry review revealed strong feelings among field personnel that

the ICR program needs modification. Second, a pilot

interview was administered to 31 Cost Analysis

%% practitioners. At least one representative was selected

xa from each major air command, one Separate Operating Agency
?:: (SOA), and two recent overseas returnees. Participants

#E were polled about their opinions, about strengths or

e weaknesses within the program, and about specific

gg' suggestions for improvement.

;: Statistical analyses were completed using results from
v the Statistical Package for Social Sciences (SPSS) pro-

ﬁﬁ grams. Analysis of results indicated that the ICR program
%g is misunderstood. Program guidance and year-end certifica-
b tion require simplification. Greater emphasis should be

E; placed on invoking and refining current internal management
753 controls. The most frequently suggested method was merging
Tf ) the Air Force self-inspection program with the ICR program.
)E Recommendations included increased training to forestall

zﬁ ' misunderstanding, streamlining guidance, strengthening the
;; self-inspection program, and a cost/benefit analysis of the
$4 ICR program. (
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AIR FORCE INTERNAL CONTROL SYSTEMS:
A PROPOSAL FOR IMPROVEMENT

I. INTRODUCTION

General Issue

Congress and the American public are demanding more
efficiency in handling costly government resources and less
evidence of fraud, waste, abuse, misuse, and misappropria-
tion of these resources (63:1; 53:1).

In 1977, former Comptroller of the United States,
Elmer B. Staats stated:

Today government at all levels is beset with financial

problems; one need only read the papers ([sic]. Our

larger cities have serious financial problems. The

federal government and state governments, too, are feel-

ing the pinch of steadily rising costs accompanied by

widespread taxpayer opposition to tax increases [33:26].

Today’s newspapers frequently discuss Gramm-Rudman-
Hollings decreed budget cuts and limitations. However, the
idea of controlling resources did not originate within the
pages of the Gramm-Rudman-Hollings bill. On 10 June 1921,
the 67th Congress passed Senate Bill 1064 which became the
Budget and Accounting Act of 1921. The Act created the
Bureau of the Budget (BOB) within the Treasury Department.

Two new positions were created, those of Comptroller

General of the United States and the Assistant Comptroller

General. They would head the General Accounting Office lﬁ
(GAO), the new legislative branch agency created by the act __H:
(1:27-8). ;E
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The 1921 Act was a move toward improving control over
federal, and therefore public, funds through creation of a
separate auditing agency, the GAO. The Act separated the
duties of the Division of Bookkeeping and Warrants between
the Treasury Department and the newly created GAO (1:28).

Then in September of 1950, the Budget and Accounting
Procedures Act (Public Law 784) was passed. Its major
emphasis, internal control, was contained in Part II of the
act, Accounting and Auditing. It is therefore widely known
as the Accounting and Auditing Act of 1950 (1:29). The Act
required establishment and maintenance of adequate systems
of accounting and internal controls (47:3) and "placed
responsibility on each agency head” for those actions
(1:29).

Over 20 years later, the weak, unenforceable, or non-
existent federal controls became the headlines of the
seventies. "Fraud, waste, and abuse"” became household
words. Two Inspector General Acts were passed, in 19768 and
1978, to establish the position of Inspector General (IG)
in the major executive agencies (1:29). More in line with
resource management the Acts "require semi-annual reports
on discovered fraud, waste, and abuse” (1:29). These Acts,
however, lacked "teeth,"” there were no enforcement

provisions and they further lacked measures to "safeguard

existing and future resources" (1:29).




"Hotlines" were created in the .ate seventies, many of
which still exist today (99:1; 56:12). They increased
public awareness of the problem, but they were after-the-
fact and not preventive measures (1:30). Fraud, waste, and
abuse programs abound throughout DOD. The Air Force has a
special regulation which mandates the "Hotline" (31:15).

In 1981, a Comptroller General report stated that
"Good internal controls are the most effective deterrent to
mismanagement and misuse of funds" (36:26) and the shift
from detection to prevention began (99:1).

Congress enacted the Federal Managers’ Financial Inte-
grity Act of 1982, 31 U.S.C. 3512 (Public Law 97-255) for
the purpose of strengthening internal management controls
and administrative controls (40:i) and to provide
"effective control over and the accountability for all
funds, property, and other assets" over which an agency has
responsibility (43:1). This Act amended the 1950 Act to
include an annual evaluation and executive agency report of
agency internal control status to the President and
Congress (47:3; 76:81).

The Bureau of the Budget (BOB) was transferred from
the Treasury Department into the newly created Executive
Office of the President. This allowed financial orienta-
tion toward management as well as control. Management

concerns increased as government services became more

complex during the 1960’'s (58:5). Then, in 1970, the BOB




%; was renamed the Office of Management and Budget (OMB) as it

%y is known today. The new OMB orientation was directed

3 toward both management and planning (58:5). Shortly

A thereafter, Office of Management and Budget (OMB) Circular
A-34 required the Director of OMB to approve agency fund

ﬁi control systems (47:3).

J% Within the Air Force, OMB Circular A-123, was included

| as an attachment to Air Force Regulation 170-22, 10

mﬁ, December 1982 (revised 16 August 1983). The circular

Wl outlines a program of Internal Control Reviews (ICRs) to

reevaluate the existing resource controls and identify any

LN

ﬁ‘. significant weaknesses in the areas reviewed (32:1).

t

é& Vulnerability assessments were required of all execu-

tive agencies to “"determine areas susceptible to loss or

l%‘ . R
:*é unauthorized use of resources, errors in reports and infor-
%y
D
(IR )
" . .
&kq mation, illegal or unethical acts, and/or adverse or un-

favorable public opinion" (1:33).

i'?‘Q

o Background

.ap

) In the original OMB A-123 Circular, Internal Controls

ﬁé were defined as:

‘:‘:'n

hm: the plan of organization and all of the methods and

R measures adopted within an agency to safeguard its re-

— sources, assure the accuracy and reliability of its !
o information, assure adherence to applicable laws, regu- f
%ﬁ lations and policies, and promote operational economy

o and efficiency [75:1].

S ’

ﬁb, Internal Controls are defined by the revised OMB

00 Circular A-123 as:
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the plan of organization and methods and procedures
adopted by management to provide reasonable assurance
that obligations and costs are in compliance with appli-
cable law; funds, property, and other assets are safe-
guarded against waste, loss, unauthorized use, or mis-
appropriation; and revenues and expenditures applicable
to agency operations are properly recorded and accounted
for to permit the preparation of accounts and reliable
financial and statistical reports and to maintain
accountability over the assets [75:2].
The reader should note that this definition is
narrower than that of the first OMB Circular. All refer-
ences to administrative controls, adherence to applicable
laws, regulations, or policies, and the promoting of opera-
tional economy and efficiency have been deleted bringing
the definition into closer alignment with the Federal
Managers’ Financial Integrity Act which provides for
management accountability and integrity in the use of

public funds (76:22,24).

Similar definitions exist in Army and Navy publica-
tions, within the GAO Standards, and Department of Defénse
(DOD) Directive 7040.6 (1:19). FY84 Air Force guidance
further simplified this definition. An Internal Control
Review (ICR) is:

a detailed examination of a program or administrative
function to determine: (1) if adequate controls
against fraud, waste, and abuse exist, and (2) if
these controls are working [94:1].

;Q; ’ In simple language, "internal control is more

P

o

E& generally defined as all the methods by which an organiza-
|'9: '

ﬁh tion governs its activities to accomplish its defined

§5~ purpose” (1:19).
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Figure 1
:‘h Adapted from Oppe’:74 (76:74).
wad
;&% Department of Defense (DOD) Directive 5010.38, (re-
ix@ vised and renumbered as of 16 July 1984 from 7040.6) calls
A for managers at all levels to be responsible for internal
e
>
E}: controls. It states that the controls should be in effect
AL
%ﬂ "across the board in every organization within each DOD
s" component” (32:1). This directive stresses the need for
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adequate internal control to efficiently and effectively €:§$§
manage resources, stating that this control is the j.‘%f
“foundation for integrity in the management system" (27:1). ﬁ%ﬁﬁ
Guidelines and standards for internal controls are fy;;g
prescribed by the Comptroller General of the United States ‘i%%:
in the revised OMB A-123. Included are reasonable assur- \ Lhé
ance, positive and supportive attitudes toward the internal L&;ﬁ:
controls, and defined control objectives (47:4). “;;TT
Other standards state that managers and employees are »::}ﬁ

to have integrity, and maintain a level of competence ﬁfg*&

to accomplish their duties and understand the %ﬁﬂﬁ
importance of internal controls [47:4]. gl

All of the standards must be attainable as well as 3%&33
functional (47:4). Other specific standards cover transac- ?ﬂkﬁ
tion recording, separation of duties, resource account- E?f:f
ability, supervision, etc. (see Appendix B). Since there Eé?gi
always seem to be people who take advantage of a system’s E;gg%
“loopholes"” for their own benefit, so called "white collar ‘{\:;ﬂ
crime,” a sound system of internal controls is needed. ;¥“.:
"Reasonable assurance” as to how well an agency is "bﬁé
doing meeting legal requirements of the Act must be -'f&ﬁh

certified annually by the head of an agency (47:4). A
"material weakness” is a situation where the procedures as
designed or the degree of operational compliance does not
provide this "reasonable assurance” to meet the objectives
of internal contro; stated by the 1982 Act (76:82).

It then becomes a question of how much fraud, waste,

or abuse is acceptable, and how much will it cost to



prevent or deter those violations. In The Egyptian by Mika
Waltari, a courtier seeks to curry favor with the Pharaoh'’s
physician, Sinuhe. This courtier secretively warns Sinuhe
that his servant-slave is skimming funds from his transac-
tions. Sinuhe, aware of the thefts, explains that his
servant has made him a rich man, "He is a thief and, as
such, is an excellent financial advisor. He only takes a
reasonable amount and surely this is worth the saving of my
time and well-being" (59:6—75. Although the government may
not be so cavalier, the cost of performing, documenting,
and later auditing, an ICR must be weighed against the
benefits, as it is a long, involved, and potentially
expensive process.

The ICR process described in OMB guidelines represents
"difficult and time-consuming tasks for managers," it is a
detailed examination of a set of internal management con-
trols (37:3). Further, since the ICR program requires
segmentation for better management, the Air Force chose to
create these segments along functional lines. Each segment
must be assessed as to fraud, waste, and abuse vulner-
ability (see Appendix A), and ICRs must be performed on
moderately or highly vulnerable functions (98:1).

For internal control systems to function properly

there are two factors that are considered critical: goal

congruence and linkage (1:24).

.
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A control system should be designated so that actions
people take in their self-interest are also in the
best interest of the organization. This requires
recognition of the fact that individuals act in their
own interest and their individual goals are not
necessarily those of the organizations...controls

need to be linked to objectives in that the controls

are established which provide reasonable assurance

that the objectives of the control system will be

accomplished [1:24].

Two other points should be made about any system of
internal controls. "“First, they should be cost beneficial"”
(1:24; 76:67), benefits should exceed the cost of
implementing the system, and second, emphasis should be
placed on better controls not on more controls.

The cost-benefit relationship must be weighed and both
indirect and direct costs taken into account. Often the
non-monetary impact of the lack of internal controls escapes
the casual observer. Not only does the Air Force face loss
of public confidence in its ability to do business prop-
erly, but there could be a serious impact on mission readi-
ness. Though difficult to measure, consider the loss of
pilferable items from mobility bags. On arrival at a
deployment area, the loss of items that seemed minor at
home could reduce mission capability seriously (93:8). The
very old parable, "For want of a nail, a shoe was lost; for
want of a shoe, the horse was lost; for want of a horse,
the battle was lost; for want of the battle, the war was

lost, " does indeed.summarize the results of inadequate

resources that may appear to be trivial (60:10).
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Development of the program in the Air Force began
before AFR 170-22 was published. Internal Control Reviews
of highly vulnerable areas were directed after initial
assessment of Air Force-wide vulnerability to fraud, waste,
and abuse. Vulnerability assessments by the Secretary of
the Air Force, Financial Management Board (SAF/FMB), HQ
USAF, and major command (MAJCOM) officials led to " judgmen-
tal ranking of 231 subjects” (3:1). Eighty-two of the
topics were considered more vulnerable and were assigned
for internal control reviews during Fiscal Year (FY) 83.

Most MAJCOM commanders have designated their command
comptroller as responsible for developing the command ICR
pPlan to meet the objectives of the Air Force program, as
suggested by the Air Force (50). Similar to other MAJCOMs,

Air Force Systems Command:

functional managers assigned to the headquarters staff
were selected by the various Deputy Chiefs of Staff,
to identify internal control systems for review,
select locations at which reviews would be accomp-
lished, establish a schedule for completion of field
work and provide guidance to base-level functional
managers who would actually accomplish the

reviews [48:6].

In FY83, the first year of implementation, most DOD
agencies encountered similar problems. Implementation led

to wide variance in quality and documentation (38:3),

E}: inadequate or unclear guidance (38:12; 97:1), short lead
ARE

#$j time, lack of training, and "widespread confusion as to
ket what [was] actually required” (48:7). Base/wing

Suﬁ ’ comptroller (AC) divisions, specifically the Cost &

§

e

o 10
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Management Analysis (ACM) branches, were heavily taxed,
along with MAJCOM/ACs, to expend over 293,000 manhours on
the ICR program (98:1). Analysts accomplished "4,400
detailed internal control reviews" which reported only four
material weaknesses (3:1i).

The FY83 program led to new instructions from HQ
USAF/AC in January 1984. These instructions explained the
documentation requirements more clearly (4:4).

FY84 saw increased Air Staff participation, but the
program was primarily performed by base-level Comptroller
(AC) divisions. There were increased reviews, increased
requirements, and 340,000 manhours (98:1) expended on the
program, discovering seven material weaknesses, three
repeated from the prior year (98:1). Of the original
listing of 231 subjects mentioned above, 74 additional
highly vulnerable Air Force-wide subjects were selected for
ICRs by MAJCOMs and Separate Operating Agencies (SOAs) at
approximately 110 installations in FY84 (4:2).

FY85 changed the program orientation more toward the
functional areas, increasing their responsibilities while
decreasing direct involvement by Cost and Management
Analysis. Full Air Staff participation was expected by a
1985 study and DOD training courses were to be developed
and issued (98:2).' The FY86 program has seen further
decreased involvement in the field, with some bases

performing no ICRs so far (72). It is believed by some

11
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that the Air Staff has performed the required vulnerability
assessments, found low risk in almost all cases, and
therefore few reviews will be required (55).

Air Force internal controls are considered a manage-
ment responsibility which is applicable to every Air Force
unit. Air Force Internal Control systems were designed to
meet the standards prescribed by the Comptroller General.
The Comptroller’s standards comply with the Federal
Managers’ Financial Integrity Act of 1982, OMB Circular A-
123, and the Department of Defense Directive 5010.38 (see
Appendix B for a listing of the standards). The Air Force
has implemented an Internal Control Review Program "as a
response to" these requirements and the standards and
objectives outlined in the original DOD Directive 7040.6
(98:1). The objectives are intended to provide DOD
management with a "reasonable assurance” (see Appendix B)
that financial resources, individual office or function
statistical records, and other valuable resources are
protected. This is accomplished by careful adherence to
regulations, laws, and policies through carefully handling
and documenting accountability. The standards outline the
requirements for an “"audit trail"” of transactions. An
audit trail is a traceable paperwork path showing every
step of a process,lwho performed it, what was done, why it
was done that way, when it was accomplished, and how it was

completed. This audit trail allows any manager to trace a

12
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transaction from beginning to end, whether or not he or she
was involved in the actions taken. The documentation
required in the original guidance received by this author
in early 1983 from her Headquarters stressed the need for
an unquestionable and clear audit trail when completing all
Internal Control Reviews. The standards also call for
supervisors to separate action levels (e.g., payments for
travel from the auditing of the travel voucher), so that no
one person controls an entire transaction, thereby reducing
the risk of loss and opportunity for fraud.

The Comptroller of the Air Force has been designated
the office of primary responsibility (OPR). His office
passes Congressional policy down the chain of command,
providing training and guidance. It is charged with
completing vulnerability assessments at least biennially,
taking corrective actions as required and reporting the

results to the Secretary (32:1).

At most major air commands, the Cost and Management
Analysis (ACM) function, recently realigned and renamed as
the Cost Analysis (ACC) function, is responsible for coor-
dinating the annual ICR requirements lists with command
Functional Area Managers. These are forwarded to
individual bases with any new guidance. This annual
listing provides each command (and eventually the bases)
with an enumeration of the subjects and completion

schedules for ICRs due during that fiscal year. Not every

13
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base performs every ICR required for the fiscal year. For
instance, it would not serve a purpose to require a base
without aircraft to perform an aircraft inventory check.
Although the Comptroller of the Air Force is
ultimately responsible for the Air Force program,
Commissary Services and the Accounting and Finance
functions have separate programs from the one managed by
Cost & Management Analysis. The Air Force Reserve and the
Morale, Welfare and Recreation function also have their own
programs. These separate programs are managed by their
equivalent commands; for example, the Accounting and

Finance Center (AFAFC), who then report directly to the

Comptroller of the Air Force. The Accounting and Finance
Center in Denver, Colorado, forwards their annual require-
ments to Finance functions at bases across all commands.
Each of these separate programs also provide separate
guidance and maintain separate records from the program
being studied here. In all the literature and in discus-
sions with Comptroller personnel, this author found that
the Accounting and Finance program was highly praised and
considered very effective. The most frequent comment was
that their (Finance’s) program works very effectively--why
can’'t ACC’s work that way? Accounting and Finance has had
years of practice QOing exactly what ICRs mandate--managing

resources (55).
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i Local wing, base, and unit commanders and managers are
responsible for actual compliance with established con-
trols, review of the vulnerability of an asset, adequacy of
daily controls, reporting any significant deficiencies,
breakdowns, or losses through the chain of command, and
writing performance appraisals to reflect any serious

; breaches of internal control responsibilities (32:1).

The monitor of the program at base level is the Cost
and Management Analysis Branch (ACC) of the Comptroller
Division. ACC is also charged with providing policy
guidance, instructions and training, coordination of
vulnerability assessments and internal control reviews, and
preparation of required reports. ACC may also be tasked to
identify and outline possible topics for local base/wing
commanders (18:3-4).

Success in such an effort relies on specification of
the program in precise language, exact definition of what
is expected in the process, and end products. Careful and
competent vulnerability assessments by base level

Functional Area Managers will reduce the likelihood of

v

# overlooking possible thefts or fraud. They should also

; provide chances to discover opportunities for improving
[ existing procedures and regulations. The Air Force Audit
,E Agency (AFAA) statgd that whenever ICR performance

Cd
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weaknesses or documentation problems were found during the
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first year, they also found confusion caused by "general,
inconsistent, and nondirective guidance from different

sources"” (18:6).

Specific Problem

Cost and Management Analysis personnel seem to think
there is a lack of coordinated, consistent effort, and
centralized control in the Air Force’s implementation of
the program. Many Cost Analysts question whether ICRs meet
the intent of the standards set forth in the Act (see
Appendix B). Personnel within Cost and Management Analysis
(ACC) frequently function without specialized training or
educational background in audit procedures. It is there-
fore difficult and time-consuming at best to accomplish
ICRs properly. |

“"Internal Controls will seek to prevent as well as
detect waste, loss, unauthorized use, and misappropriation”
(32:1). Overall project management for the Department of
the Air Force (DAF) resides with the Secretary of the Air
Force. The Secretary is charged with development, documen-
tation, and periodic review of all management levels to
ensure adequate implementation (32:1). Cost Analysis
manages the program (3:1).

Base level Functional Area Managers complete Internal
Control Reviews baqed on specific topics provided in annual

command schedules from their equivalent headquarters

Functional Area Managers (e.g.. Civil Engineering, Security
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Police, or Chaplain). MAJCOMs and SOAs are given freedom
to expand on the list. Command-unique or high risk topics
of review are encouraged (18:2-3). Commanders may also
designate additional topics that their bases/wings will
review (as was done during the FY85 program). The
completed Internal Control Review (ICR) is coordinated with
the base/wing level Cost and Management Analysis Branch
which forwards copies through the base or wing commander
(depending on the level of the area covered in the ICR) to
the command Cost Analysis (ACC) office and the major
command Functional Area Manager. Recently, ACC has been
withdrawn from the reporting process and Functional Area
Managers forward ICRs directly to their major command
equivalents.

An end-of-year commander’s certification is required
to summarize the well-being of each command’'s management
control systems. The major commands consolidate the end-
of-year reports at the close of the fiscal year. An over-
all vulnerability assessment (see Appendix B) of the
command is then certified by the appropriate commander; for
example, the Commander-in-Chief, Strategic Air Command.
This assessment is then forwarded through the HQ USAF
Directorate of Cost Analysis and the Secretary of the Air
Force to the Secregary of Defense (4:1). It includes any
corrective actions taken when significant weaknesses or

discrepancies were noted. The base level Functional Area

17
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Manager must also include a timetable for correcting
problems. The Secretary of Defense must forward this
certification further up the chain of command (3:1). It is
also reviewed by OMB.

Each executive agency conducts a vulnerability assess-
ment of internal controls within areas designated by the
Comptroller General of the United States each year by
December 31. Assessments are then done at least biennially
thereafter on the same topics (63:2). The Office of
Management and Budget (OMB) and Congress are then appraised
of the state of the DOD’s efforts in the battle against
fraud, waste, and abuse (74:9).

ICR requirements cause problems at the bottom of the
management chain, the individual Air Force base Functional
Area Managers and the Cost and Management Analysis Branch

(ACC). Not only are command guidelines extensive and often

voluminous, but awareness and compliance with the require-
ments to perform and document Internal Control Reviews
create possible duplication of effort with a previously
existing self-inspection program. Further, the Air Force
“already had a system to review our internal controls - the
Air Force Audit Agency” (24:i). The actual performance of
an internal control review closely parallels the steps an
auditor follows in.examining a function (76:60). It is a
matter of adding to someone’s workload without adding the

manpower resources (24:5).

18
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The Air Force self-inspection program, strongly recom-
mended by AFR 123-1 and required at least annually by every
major air command supplement found, requires managers to
safeguard resources and document compliance with the Air
Force-wide fraud, waste, and abuse programs. Self-Inspec-
tion checklists can be used straight from the TIG Brief, a
monthly publication of The Office of the Inspector General,
along with command "special interest items"” and guidance,
or may be added to by the functional manager (20:1).
Control of resources is further covered in regulations such
as AFR 67-10, "Responsibility for Management of Public
Property in Possession of the Air Force,"” and equipment
custodians use AF Forms 126, "Control Logs"” in property
management (95:11-12).

MAJCOMS have these self-inspection programs and
require written verification that an inspection was
performed periodically, usually a minimum of twice yearly.
The inspections include a review of management controls and
compliance with applicable regulation, and the written
report includes a copy of the checklist, discrepancies
found, and the date(s) the problems were corrected.

Like the ICR, this self-inspection report is open to
review by the Air Force Audit Agency (AFAA) and is expected
to provide a clear.audit trail (29:10). The author
believes there are considerable manhours lost through

duplication of effort since her prior duty assignment
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included the performance of Both self-inspection and ICRs
and the subsequent reports required by both programs.

This study will address the problem of compliance with
directives and possible duplication of effort with other
Air Force programs. Duplication of effort stems from the
fact that the ICR program requires reports concerning
fraud, waste, and abuse, as do several other Air Force
programs, especially the self-inspection program.

The study will provide analysis for reevaluation of
the Internal Control Review Program to be forwarded to the
Secretary of the Air Force and eventually Congress.

Further complicating the ICR situation, the method of

review violates one of the basic principles of internal .
controls, that of separation of duties (the persons
performing the job are asked to perform the ICR, review it,
and certify that they are doing it properly) (24:1). This
study will seek a better method to comply with requirements
for separation of duties.

The private sector also employs resource protection
systems. However, in the private sector discrepancies
often can be written off as inventory losses, spoilage, or
discounts. The Federal Government and Department of
Defense, as the guardians of the taxpayer’s dollar, cannot
write these losses.off, but must be able to account for

every dollar spent to Congress and the public.

20
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Other Federal agencies have also grappled with the
implementation of the Federal Manager's Financial Integrity
Act, apparently quite successful in some cases. The
literature review will look at some of these departments,
their findings and recommendations for the program, as well
as implementation by the other branches of military

service.

Objectives of the Research

The overall objective of this research is to determine
an improved method for heightened compliance with Air Force
Regulation 170-22, the use of Internal Control Reviews
(ICRs) as an anti-fraud, waste, and abuse tool. AFR 170-22
was in revision for over two and one-half years and has
recently been put on hold as a draft regulation, AFR 123-X,
was sent to the field during June 1986, and a reviseh draft
was delivered in mid-July, the final regulation was not
published as of August 1986.

The following investigative questions will be the

focus of the research:

1. Can program improvements render Internal Control
Reviews a higher quality tool for safeguarding
scarce resources?

2. Are base level personnel managing the ICR program
in accordance with the directives? Is it possible
to do so?

3. Does duplication of effort between programs and

among offices cause a loss of productivity and
incur costs?
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4. Can simplification of the ICR program be attained
through addition to the self-inspection program, or

conversely, eliminating separate reporting require-
ments?

5. Can experienced ICR monitors suggest workable
improvements to the program?

Scope

This research will be limited to Air Force personnel
in the Comptroller career fields, 67XX or 69XX, who have
been, or are currently, Internal Control Review monitors.
The Literature Review will include a review of information
concerning both the Army and Navy ICR programs and programs
in several other Department of Defense areas. Some private
sector programs will be reviewed also. This thesis, there-
fore, may apply throughout the Air Force and perhaps other
DOD offices if it is found that greater uniformity of
procedures would be beneficial. Specific applications may
differ with each agency or command based on such factors as
mission, Cost and Management Analysis (or equivalent) per-
sonnel assigned, and management level.

Limitations include the time available for completion

of the research and analysis.

Summary

In continuing actions to safeguard scarce resources,

k \-'

E%E OMB Circular A-123'was published requiring each governmen-
:5 tal agency to annually certify the status of its internal

%E control systems to the President and to Congress.
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Due to the volume of guidance, the ICR program often
does not receive attention commensurate with its impor-
tance. GAO standards are often violated, and possible
duplication of effort results.

This thesis will take a first look at problems and
improvements suggested by the “experts” struggling with the

ICR program in the field.
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I1. LITERATURE REVIEW

lntroduction
A literature review was conducted from published
documents pertaining to the ICR program.

Several master’s degree theses have been written on
the subject of internal controls, all products of the Naval
Post Graduate School in Monterey, California. The Navy
program began much as did the Air Force program and there-
fore, its history will not be summarized in this review
(see Martin and Berg for a complete summary). In 1975 one
author recommended that a study be conducted to investigate
the possibility that the three Navy programs: Internal
Review Program, Internal Control Program, and the Naval

Audit Service, are duplication of effort and should be

consolidated (17:12).

Several General Accounting Office (GAO) Reports
were reviewed to gain insight into the past and current
status of the ICR Program. One report, concerning ICRs
which reviewed retiree pay processing, noted that "the
military services must spend more time determining whether
they have good internal controls” (40:4).

The Air Force Comptroller Magazine Professional
Military Comptroller School (PMCS) "idea paper” title list-
ings yielded numerous papers concerning what people believe

is happening within the ICR program and their suggestions
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for improvement. (The "Idea Paper” is a report of facts
and opinions on a topic of the student’s choosing.) These
papers come from senior level comptroller personnel in the
Army, Navy, Marines, and Air Force, both officer and
civilian, yielding a good cross-section of ideas concerning
all phases of the DOD program.

In the Air Force, several other areas perform ICRs
besides the ACC function of the Comptroller Division. Air
Force Accounting and Finance (ACF), although another branch
within the Comptroller Division, has a separate, pre-
existing program directed by the Accounting and Finance
Center in Denver Colorado (49).

There are other divisions on an Air Force base that
also have their own ICR programs. They include the
Commissary Services group, the Air Force Reserve, and the
Morale, Welfare, and Recreation Division. These groups may
all call upon ACC for guidance and training, but rarely do
so (55).

ACF’s reviews are similar to a Quality Assurance
program that has been in existence for many years. Their
reviews are considered well planned and are well received
by their personnel. ACF and ACC at some bases work
together when reviewing ICRs. The ACF reviews are not part
of the ICRs counted into the ACC schedule, nor are those
performed by the other areas listed above (49). ACF re-

ceives their guidance directly from AFAFC, Denver, CO (19).
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‘ Backeground

?u' The Adams & Warywoda thesis provided an in-depth

&W history of the evolution of the current federal principles
?ﬁj on internal controls and their application in the Navy.

ﬁk' The authors reviewed several instances where mismanagement
.Qi‘ or misuse and fraud cost the Navy thousands of dollars.

; E Most of the time the involved parties’ "“fitness reports”
'ki (annual performance evaluations) did not reflect the

fﬂf problems. In one case, an officer received a low fitness
)jg report for not being a "“team player"”, that is, for pot

Tﬁ misusing the system (1:13). This officer was concerned

gg\ that he would not be promoted further, although some of the
k\ officers involved in mismanagement were promoted on their
R "first screening” (1:11,13). The Lancaster thesis also

33 traced the history of auditing. The history discussed the
EEE evolution of accounting from the dawn of recorded history
. to the present (60).

: ; The consensus among the studies reported here is that
: é there must be less costly and less complex ways to carry
e out a program and that such methods should be second nature
:Ea to managers (1; 24) and should be included in their perfor-
:;2 mance measures. The literature concludes that the program
L takes a great deal of time from regular duties in Cost and
:i Management Analysis (or the other services’ equivalents) as
&&E well as from the Functional Area Managers (96:9). They

. conclude that total costs exceed the benefits received.
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There is some evidence of lack of compliance incl