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INTRODUCTION

The degree of sophistication of Army fire control on-board electronic sys-
tems has increased dramatically during the post-Vietnam era. During the 1980s,

the Army Modernization Program has sought to use state-of-the-art mini and micro-
computer technology to a maximum. Some systems that exemplify this policy

include the ABRAMS tank, the Bradley Fighting Vehicle, the SGT York Division Air

Defense Gun, and the APACHE helicopter. Maintenance manuals for a tank can
require 60,000 pages of documentation. Given this increase in complexity, there

exists a corresponding need to provide tools to deal with the maintenance of

these systems.

A major expert system currently under development in the maintenance and
diagnostic environment is BITE (United States Army). BITE is an all encompassing
electronic malfunction diagnostic system for combat ground vehicles. The date of

delivery is 1990. One of the contributions of BITE will be to study two differ-

ent user interface techniques: audible informattcn and visual display. MADII)A
(maintenance and diagnostic intelligent decision aid), the system presented in

this report, could make a contribution to BITE.

Current Approaches to Diagnostics

Current procedures for the isolation of faults in electronic components fall
between two extremes. On one extreme, diagnostic stations consist of large col-

lections of tools and fault manuals. This approach is essentially a manual test

procedure. On the other extreme, computer-controlled test equipment, driven by

highly specialized programs, are used in an attempt to completely remove the

technician from the diagnostic process. The manual process requires skilled

personnel while automation is very expensive and as changes occur tn components,
test programs can be rendered useless and must be reprogrammed at great expense.
Most successful diagnostic environtne1t contain a mix of both manual and auto-
mated strategies. The mix is usually dictated by the cost of automation and the
availability of skilled personnel.

Looking at testing from the Al/Expert Systems perspective, a test procedure
can be vitewed as a sequence of calls to stimulus-response procedures. The order
of these calls is driven by component-specific if-then rule sets.

Tn their most primitive form, these test procedures are paperbound manuals
which provide detailed specifications consisting of schematics and sequences of

input/output reading on test points on the unit under test (UUT). Automatic test
equipment (ATE), called test program sets, are collections of hardware arnd soft-
ware that provide high-level functions to perform stimulus-response 1/0 with the
UUT.



Problems With Current ATE Environments

One important problem with existing ATE environments is the uncontrollable
cost associated with the development of required hardware and software. There is
difficulty in all areas of software development, to properly forecast software
and hardware costs, but especially in the maintenance and diagnostic domain, due
to complexity. Other major proolems with existing ATE are as follows:

1. Lack of portability of the resulting systems

2. The required hardware and software for current ATE enviroiients is
too cumbersome and rigid for future needs. The ATE environment of the future
will require compact hardware and manageable software.

3. Current ATE systems lack a standard maintenance and diagnostic soft-
ware development process. The complexity of the maintenance and diagnostic
domain forced personnel to produce expert-like systems which incorporated and
maintained the large and complex knowledge bases before there were good tools
available. This situation was further complicated when expert system development
tools became available, because there was, and still is, a resistance to convert
from the traditional though cumbersome ATE environments to an environment which
embodies advances in recent Al technology. Although such resistance is a common
human trait, it cannot withstand the economic pressures of today's Army.

Al/Expert Systems and Tool Selection

To improve the performance and reduce the cost of current ATE environments,
it is necessary to incorporate Al/Expert System technology into maintenance and
diagnostic activities.

Expert systems consist of a knowledge base, a control strategy, and an
inference engine. The knowledge base is developed by a knowledge engineer who
extracts rules or examples from the domain expert. The control strategy selects
from among the various rule sets to establish the validity of a premise. The
inference engine is the low-level reasoning strategy or pattern matching tech-
nique for deciding which knowledge to use when making decisions.

The experience gained from constructing expert systems indicates that knowl-
edge base development is the key to an effective expert system. A number of

approaches to knowledge acquisition have been tried (ref I) but all have been
extremely time consuming. The easiest form of knowledge acquisition for both the
knowledge engineer and the domain expert is by example. Therefore, an important

decision in the development of an expert system is to use an expert system devel-
opment tool which allows the construction of the data base by means of examples.

Rule'Master (ref 2) is an expert system development tool which allows this type of

2

.V a.V- % . , .



knowledge acquisition. For this reason and many other,, RtuieMaster was choson as
the starting point for the development of the MAr)T)A svtem.

DISCUSSION

:e!evant Literature

Ti.ere are several research studies that are relevant :!,i, t Sorvic',; re ,ork-
shop on Artificial Intelligenre in Maintenance (ref ) ;ind '-'1rr.' 'tdv (ref

4); e>77,ert system development is presented in reference I ; i.'vs ex i r t
systems and ATE appl ;cations can be found in references - tlhroich ; id tlho
indurtlve approach to knowledge acquisition is dliscussed in rofernw, ? ml And .

MADIDA

MADIDA is a project started in qP6. The overill project goal is to embed
recent advances from artificial intelligence research into a oser-friendlv main-
tenance and diagnostic development environment. The svstem presently nerforms
diagnostic test procedures to isolate faultv pins and channels in a circuit
board.

This year's project goal was to research and develop a system framework that
integrates a graphics subsystem (containing, its own data base) into a data base
of rule sets generated from examples provided by experts.

The procedures for the isolation of faults in components fall between two
extremes: manual testing and automatic testing. This spectrum of fault diagno-
sis, from no automation testing to computer-controlled testing, does not provide
the versatility needed to cost effectively diagnose circuit boards. MADIDA is an
environment which can he used to offer the maintenance and diagnostic personnel
an alternative that allows facilities to incorporate various degrees of automa-
tion throughout their activities.

Where MADIDA and ATE Fit Into the Maintenance and Diagnostic Domain

The most popular maintenance and diagnostic tool presently being used in
this area is ATE. Presently 'IADIDA can be used as a stand-alone system and in
the future can he made to work In conjunction with the automatic test equipment
used to diagnose circuit boards.

The MADIDA system can he used in three different areas of the main-
tenance and diagnostic domain.

1. Environments where ATE does not exlst. Those facilities do not
find It cost effective to buv ATE environments berautse even though they diagnose
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a large number of boards, they do only a small quantity of each board type.
MADIDA world he a cost effective alternative to those ATE environments, costing

approximately $2,000* for a microcomputer (IBM-PC or compatible), S700 for a
graphics package ((KS), and $4,500 for RuleMaster, for a minimum system.

2. Existing ATE environments. ATLAS programs (software that runs
on ATE) perform fault diagnosis on boards down to a predefined diagnostic test
procedure. The level of diagnosis is dependent on the amount a facility is wi]-
ling to spend on the development of hardware and software for the ATE. MADIDA
could take the results from ATLAS programs and run diagnostic test procedures to
go one level beyond the ATLAS program.

3. Maintenance and diagnostic domain where ATE exists for some
boards but would not be cost effective to have all boards analyzed by ATE.
MADIDA could perform diagnostic test procedures on boards that would not be cost
effectively analyzed by ATE.

MADIDA Architecture

The system architecture for the MADIDA system will be discussed in two
parts: (1) diagnostic rule subsystem and (2) the graphics support system (fig.
1).

I. Diagnostic rule subsystem consists of four basic modules:

* Sets of examples

* Induction algorithms

* Rule base

* Uncertainty functions

The set-of-examples module consists of the collection of examples given
bv maintenancp and diagnostic experts. These instances can be nonmonotonic in
nature, allowing the expert to associate degrees of uncertainty with the exam-

nles. The induction-algorithms modutle produces a knowledge base of rules from
the data Drovided in the set-of-examples module. Ouinlan's ID3 algorithm (ref
II) is used to produce the hierarchy of decision trees from the given examples.
The rule-base module contains the sets of rules generated from the induction
algorithms. Aoth forward and backward chaining control strategies are applied to
these rules during the various diagnostic test procedures. The uncertaintv-
Functions module applies degrees of uncertainty to the rules in the knowledge
base, using an inference network to reason about the likelihood of the

hypotheses.

,
Money referred to is in FY 86 dollars.
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the Radian Corporation, was used to generate NiADIDA's rule hase from maintenance
and diagnostic expert examples.

M4ADIDA's rule base consists of 135 leaf-nodes. Each leaf-node can be viewed
as one (fairly complex) rule. The graphics support package consists of 1200
l ines of C source, and the graphics development package consists of 2500 lines of
r source code.

Attributes of RuleMaster

Rule'laster, a genoric expert systemn building tool developed by the
Radian Cornoration of Austin, Texas, was chosen for this project. It of fered
many of the riimal ities that were felt would1 1-e necessary for the development of a
successful maintenance and diagnostic expert system.

The first concern was to uISe .1 tool that could Tenerate knowledge bases
from examnles g ivenl by domain experts;. This induction process is, au important
concept in export system development, since experts best describe their knowledge
through examples. Rim) elaster us-es Qiii nlan' s 11)3 algorithm (ref 10) to generate
rules from examples, ntarrowing, the gap her-ween knowledge eng,-ineer and the domain
expert. The second concern was to build a working tool that could he ported to a
wide range of computer svstems. RuleMaster has been ported to over 60 computers
ranging fromn micros to mainframes. The third concern was to build a sys.tem which
had the ability to interface with other languages, computers, hardware, knowledge
bas e s, graphics packages;, etc. RuleMaster gives uts this ability. Currently
MADIPA works 4ith Silicon Graphics primitives, the "C programming language, and
an electronic mouise. The last major concern was to provide a relatively inexpen-
sive tool that cotild run on re lotive lv inexpens ive hardware. Our goa'-l is to
provide~f a norta"ble cost effective system for the maintenance a nd i agvnosti c
donma in . Tie cost of Rule'laster is S4 , 50 for a single user 'syst em andJ SI 75rl
fo )r i nil1 t i-us ,e r qv oteP"m. Rii'lel-aster is coimpatible with compuiters ranc invg from

O(for an Tl3',-PC (or -ompat ible ) to S fl (10 VAX machines.*

Rtil)e'aster -ilso can g eneratte C and Port ran soulrce codes. Tisq CanJ I1ed
us.-el ti) prohinct reafl-time exo-cit ion sys;tems for use in on-hoaird inis
Well as; to p),rt compl eted ste to Pr ci ss P1,.

Extending RuleMaster With Uncertainty

.xp,,r t f os -<;I - )-, to ( dsc-r i he thiir dei i qioii ma-k i ng pr meswhen
resol iUti) aI ricuin he reusitlog ox'!l\ m fteni incertaii n,!n non-
'idm.in ieitltr(. 10:15 r(-iii re,; tl' it the- t me) us-ed to lie pexpert ;vystemls
1') w theVmw',''-n 'mo Lo smivto degree-. of mnertal itv when nres;entingi

the examploq ti the 'tm. The iincertain~ exmpes'1ven by lianlnosti c xpterts

lit ' rt s:t .- Vi,,'m!inci, eil hvpotit~.e'o-, re oA I ink 'ed lvx ro.les;.
ricli cii e - okcI ~t ~'tl ) im ihr t i i; Lm m m t v t he r iii 1)t v lei,,r ei i, t he



rulIe. These ru t es ire, cnncted -4at,, i i iif ir-c nt wo)rk , whi oh is used (I the
svystem i jf oreaice *-ingi ne t r,,l in)! i)oit thei I i k1Il hood ofthe hvnotheses. A
siimple infere-nce, network, i:

r(1

where h liv\'ot he,;i s e - vi (!enc-, in, r roii

To i mnpI eme at thlis i 1i t0'LI1ea t o, *ac node eh) and each link
Cr) in the- i norence notw rk wil '- :iI ho i 'Io~aoI samdiil1e th~at will he or)ean-
ized i nto a hi era rch\' ;i-rilir to the i a f ,-rence no twork. Seqiien t al and para lie I
,omhi nait ioni no.111es will he i at e rt to the hloec rcliv to combine certainltv

factor,; i n two different si t niat ions- and r.,turn t he co(mhi ned certainty factor
(rv) .

rho transit ion fro)m one tat to) the nex t In ai determninistic state auto-
*Matron (nvq'A) will require, two addit inl aict ions to ho arie out: (1I) call

its an t(cedefn t modulIe , wh ic(h re t u rns' t he CF ot the antecedent module, (2) call
the ;sequential c( nh ina-t inn rnoliil o c ompuite the CF of the in ferred hvpothes is
fron the antecedent's CF anTd the Cles(F.

* CONCLUSIONS

The " V) 1 'A sytem o)f fns th- 1 " 1i n1t 1111C(o al 1 I1i t nostic domaIin an I alterna-
tino to thet t40( clirrent typnes o4 tetiM r 'oe Anoa testing and aulto-
ma;1ticr tepsqt inq(T. ' IAD T T) can T hoe , jcinnor ite it it ic 'I 1-1CCn; Id d ia-gnnos t ic dioiai n
andi~ of f or i -; poect ru m o f i nc reai oi nt -naitel d ioost- i c p roceduiires,;. This spec-
tri m wil noerm itrf -1acntc tei to i o- i rne out in cos,;t pef fecrt ive ma nne r
bV al I W i'i riic jT i tie r iil ~ro t it iont

Theore ire seoverail no f-t v 1bi* . i' -),7 coal ar-

I . Im~~ It io)I'n o I I- I' or T'n at - r nto o c exs iO ira r chy

to int,;raiteo co cr i ox iils v) tie (nowf



2. Integration of additional diagnostic test procedures into the knowl-
edge base, permitting board diagnosis to be performed at a lower level.

3. Coordination of several graphics data bases; as the diagnostic test
procedure proceeds from board diagnosis to component diagnosis to chip diagnosis,

etc., MADIDA can invoke the various graphics data bases to display the section of
the circuit board currently under study.

4. Integration of MADIDA into the automatic test equipment enivironment.
MADIDA's hardware will be physically connected to existing automatic testing
equipment (ATE), and use the results from the ATLAS program to perform lower-
level diagnostic test procedures. Also, we hope to use some of the ATLAS primi-

tives to get readings from the circuit board under test and then incorporate the
data into MADIDA's decision making process.

5. Currently, MADIDA encodes only surface level knowledge. In the
future, we hope to integrate deep-level domain knowledge into the system and have
these two forms of knowledge representation work in conjunction with each other.

1 o
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