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e INTRODUCTION

Lt
E%?: E 1.1 Unknown Interference and Jamming
% 2 - . .
t:::‘ y Many communication systems have to operate in the presence of interference
?:2;: B or noise from other sources. Usually this noise is less familiar to the communicator
" than the thermal noise originating in the receiver and often very little is known
13:3 a about the particular form of this noise. As a result communication is carried out
:5: ‘ over a fuzzily-known channel whose parameters depend on the specific kind of
‘)‘ ' E noise present. Clearly, if communication is to be carried out reliably, some loss
:“,:"1 in the rate at which this is performed will have to be suffered to guard against
hf‘f'.-': E the potentially bad channels that may be encountered. All this is true for a wide
E variety of situations which arise in practice. For example, multiple access noise
.j‘:' (due to transmissions by other users over a common channel) is a case in point.
." § Depending on the message generation rates at the different transmitters the noise
o may be of unknown intensity, of unknown duration and of unknown timing. An-
E::E & other case which is potentially more detrimental to reliable communication is when
‘
'.?‘ ﬂ there is actually a hostile adversary present, referred to as a jammer, who works
s at cross-purposes with the communicator. The jammer is both hostile and intel-
:E‘é % ligent in the sense that he makes inimical use of the system parameters that he
g 1

»
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:::‘:: knows of. For communication to be possible at all, the jammer must necessarily
_;?”‘:' be constrained. Similarly, the communicator is also subject to constraints in terms
S of resources such as power or bandwidth. This scenario lends itself quite naturally
f% to a model formulation in terms of two-person non-cooperative game theory with
Y ’ the communicator’s strategy set incorporating such parameters as he has control
'\:.i.: over as, for instance, input signal energy, rate of information symbols, kind of en-
'a coding and decoding used, kind of quantization used, and the jammer’s strategy
;?':‘ set incorporating the noise parameters he introduces into the channel such as, for
;’..'q‘ example, the noise variance or the kinds of distributions of the noise random vari-
E, :-‘){ ables. Various payoff or objective functions have also been studied in the literature
::t. : such as probability of error, mean square distortion or mutual information.

‘0 Information-theoretic analyses which address these situations where the chan-
,:} nel parameters at the time of transmission are not completely known have devel-
oped well-studied channel models such as the multiple access channel, the interfer-
s % ence channel, the compound channel, the arbitrarily varying channel, and various
E "5 other cases therein. The first two models are suited to the study of interference
la':f originating from other users who are competitive but not necessarily hostile in
m'x)g'\ intent. The theme of the analyses in those cases is to achieve or guarantee some
E::. kind of cooperation or coordination with limited knowledge of the transmission
E. parameters of the other users through the use of encoders and decoders and to
"’, find out the rate region in which reliable communication is possible. The latter
23 three models can be used to model the kind of antagonistic interference originating
;_ ' ¢ from a jammer. For instance, the compound channel model may be viewed as one
;;;'.,... where the jammer chooses one out of a set of possible channels (by choosing one
g",g out of a set of possible noise distributions) and the communicator chooses one out
";;E: of all the possible encoding and decoding strategies with the questions of interest
s being ones such as: what is the maximum rate at which the communicator can
b
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s“:‘\ i transmit information reliably irrespective of the particular noise distribution the
&

‘:: ' jammer uses. The solution to this problem (Wolf 78], [Blac 59], which is the ca-
g pacity of this channel, is 5192(;)(\ rcr‘xég I(X;Y) (where dP(z) is the distribution of the
.-‘!:o - T

::::: :; input symbols, C is a channel selected by the jammer out of the set C, X and Y
M .

" are the channel input and output random variables respectively and I (. ;.) is the

,
L4
"._
- )
b~ o

mutual information function). This illustrates the point made earlier of a game

:E o % theoretic formulation being a natural one for such problems. The solution clearly
etz“ s indicates that the compound channel situation where rate of reliable transmission
4 g is the objective and coding and decoding are strategies available to the communi-
::::: ~ cator may be viewed as a two-person game where the communicator’s strategy set
"', E: is the set of all probability distributions on the input and the payoff is the mutual
» .. information between the input and the output. The compound channel model is
’5 :: useful in modelling those kinds of jamming where the jamming is not adaptive,
!\Q i.e. the jammer does not make use of the chanrel parameters at transmission time

-
-
-

Y to decide his subsequent jamming strategies. If the jammer is sophisticated and

adapts his strategy the appropriate model to analyze rate of reliable transmission

-
e _hc

1
o

questions is the arbitrarily “star” varying channel [Csiz 81 pg.233]. Here for each

transmission of a channel symbol a new channel (one out of some known set of

:\\ & channels) may be presented to the communicator based on the jammer's knowl-
E:::ﬂ' x edge of the previous (and maybe, present) transmitted symbols. Clearly this case

x includes the compound channel model described before. It also presupposes a jam-
:‘"?E ) mer who is omniscient in that the channel parameters at the time of every channel
g::: Ci transmission are cognizable by him and utilized with malicious intent on the sub-
.-—», - sequent transmission. Solutions to these problems may be viewed as conservative
';.: , in the context of less than omniscient real world jammers. The arbitrarily “star”
‘ g varying channel can also be structured into a two-person zero-sum game theoretic
; formulation. In Chapter 2 we will utilize the compound channel model for all our
ISR

-
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'
x' analysis and will explain in the conclusions how the results may, in many cases, be
:‘r extended to the arbitrarily “star” varyin- channel.
$ »,
1;? 1.2 Spread Spectrum Counter-measures
'!0.
3 The most widely used counter-measure to counteract the effect of a jammer as
Pg described above is spread-spectrum modulation. The idea is for the communicator
i to have potential use of a much larger “space” for transmission than ordinarily
" s needed and use private information (i.e. information not accessible to the jammer)
E to enable the receiver to determine “where” an individual transmission is located.
:‘:: The use of such a strategy forces the jammer to either expend his finite power over
; \ the entire space thereby reducing his effectiveness or to use some other strategy
: wherein the jammer may allow some transmissions to occur unimpeded but jam
?'1'.': the remaining with higher power. In fact, partial-band jamming or pulsed jamming
;i::' which exploits the latter idea can be shown to be very effective and does seriously
:’: degrade the communicator’s performance.
?"L Typically in a spread spectrum channel the performance in additive white Gaus-
:’;.-)" sian noise is identical to the performance of non-spread systems; namely the bit
‘, error probability decreases exponentially with signal-to-noise ratio. However, when
,'._:,-‘, subject to worst-case partial-band or pulsed jamming (wherein power is concen-
o trated in time or frequency to affect only a fraction of the symbols transmitted
2::; while allowing the remaining to be received “error-free”) the bit error probability
:.é'b of a spread-spectrum system decreases only inverse linearly with the signal-to-noise
:‘; ratio. This is a significant degradation, typically of the order of 30-40 dB for a bit
2 error probability on the order of 10-5.
::., To remedy this situation most systems use some form of error-correction coding.
, For example, it can be shown that with a hard decision decoder if the code rate
A

L) i 0L WA LT Y X
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is small (< 1/2) and the jammer is allowed to pulse between several Gaussian

distributions then there is no loss in signal-to-noise ratio necessary for reliable

communications compared to an additive Gaussian noise channel with the same

(average) power. So it can be said that coding (with hard decision demodulation)

e neutralizes a (power constrained) jammer (i.e., makes the performance the same as
4';‘:':' E} additive white Gaussian noise). It can also be shown that the worst case jamming
:. n: . strategy is to pulse between two zero mean Gaussian noise distributions, one of
!:3: f“-; which has zero variance.

< e As has been well known in the communication field, hard decision decoding
::: loses roughly 2 dB in signal-to-noise ratio compared to soft decision decoding.
:’ 4, Thus considerable interest has focused on soft-decision decoding. One problem
o that has been observed is that if a (soft) decoding algorithm designed for a non-
jammed channel is used for a jammed channel then the performance is extremely
’ poor when the jamming strategy is optimized. One method for “overcoming” this

difficulty is to assume the jamming noise is one of two distributions (usually one

S
Putete

R

.

having zero variance called the “off” state and the other called the “on™ state) and

- -
-

Ve,
N
(]

e

7=

.

that the decoder knows perfectly when the jammer is “on” and when the jammer

is “off”. Using this side information. similar results to the hard decision case have

" oiyd . . . .
S been obtained for the soft decision case (for small rates there is no loss in per-
) ,.l
‘IS . .o . . . . .
AR forrnance). However assuming this information is available is assuming away the
eh
&5 | > problem. Most systems analyses do not incorporate jamming strategies that affect
N
Y ‘.s K . ey . . . . . .
5 the reliability of the side information. A jamming strategy not usually considered
o » .-
Lo . : . . :
o by such analyses is a strategy that tries to minimize the reliability of the side
»
N information.
”,
3% 4'-’ . . . .o
.-f < Motivated by the improvement in performance of soft decisions over hard de-
('
,-{ e cisions many researchers have considered deroding algorithms that do not assume
e C
side information and do not do hard decision decoding. However. most of these
o
{1
b/t |
. "“I
gy
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: algorithms still assume the jammer pulses between one of two levels. In Chapter 2
P

A we investigate the case of a decoder that processes symbols from a finite alphabet
: and where the only constraints on the jammer are average and peak power. We
L : :

» formulate the problem as a game with two players: the jammer whose strategy set
oo consists of distributions modulating the jamming noise, and the communicator,
%

::: whose strategy set consists of a pair of distributions, one on the input alphabet

- .

\ and one on a set of quantizers. We look for worst-case jamming strategies and
> ] g g
\“"

v investigate when the game admits of a saddle point. We do the analysis using
[ both mutual information (which is equivalent to capacity) and channel cutoff rate
P
iy as our objective functions.

P
:-“
o 1.3. Partial-Band Interference
:3:2

,c
'-f,

-)'

' - In Chapter 3, we do the detailed analysis for a particular kind of signalling and
B
= jamming, i.e. orthogonal signalling in worst-case partial-band jamming. Partial-
[ band jamming is a simple and effective jamming strategy often used against a
.-".

frequency-hopped spread-spectrum system. It may also be visualized as a worst-

B0 8

case model of partial-band interference, i.e. situations where the frequency-hopped

-
Pl

spread spectrum system is subjected to interference in some fraction of the total

-

FAAy

e Nt

spread bandwidth the transmitter is using. For example. in a spread-spectrum

multiple -access communication system with different users using different hop-

2

v
f . . :
N " ping patterns such partial-band interference occurs when two users hop to the
‘Y
Yoy same frequency-slot at the same time. Another instance is when there is some fad-
:' ing of the transmitted signal in certain frequency bands. The underlving wlea in ‘
‘J‘.
"'\ . . . . . . . . -
N partial-band jamming is this: by concentrating more jamming power ona fracton
* . . .
2 of the transmitted bits the jammer is willing to allow some transmissions o occur
unimpeded but causes high error probabilities for the fraction of Lits lammed. Ax
l..,
-~
e
S
>
& |
‘ |
)
L) »
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Xy
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;". * the uncoded bit error probability varies dramatically with small changes in the bit
:‘0.:' energy to noise jammer ratio (E,/.V;) (/V; is the one-sided power spectral den-
e ‘ sity of the jammer’s noisewhen spread uniformly across the whole bandwidth) the
:;E' 3“ jammer can, by an appropriate choice of this fraction, cause a significant increase
'!.o } in the average bit error probability. This is the reason for the well known degra-
7‘ .; " dation of uncoded systems in worst-case partial-band (or pulsed-time) jamming
:EE . [Hous 75], [Simon 85]. The worst-case jammer chooses a different fraction for each
- & Ey/N; and can thereby convert the negative exponential dependence of the bit
~." T error probability with E,/N; to inverse linear dependence. Thus, for instance,
.. :’:E - in frequency-hopped M-ary frequency shift keying (M FSK), this causes the dra-
.i; :",. matic degradation of greater than 14 dB at a bit error probability of about 103
,-; and greater than 30 dB at a bit error probability of about 10~5. For large E,/N;
:1 - typically the worst case fraction jammed is small and thus while the transmissions
-\:;: do not get jammed most of the time those that do are very likely to cause errors.

N,
-
S

This suggests that some form of coding redundancy that causes data decisions to

J"':
:::' ,‘ depend on multiple symbol transmissions can reduce the effectiveness of partial-
DA : : . . : : . :
s band jamming. Typically, besides the usual coding gain we have in these situations
‘ e the addditional gain from the neutralization of the partial-band jammer, i.e. the
"
e worst-case fraction with coding is larger. It is known from previous work [Star
l.‘ “
YRS 82| that, by using codes with rates less than a constant depending on the form
e & of modulation and demodulation used, partial-band jamming can be effectively
A
XN neutralized.
\:\ -
':;’ - Orthogonal signals perform well asymptotically in AWGN although they have
, iow rate. Our analysis in Chapter 3 shows that orthogonal signals perform poorly in
;.|"\ -\ g g p p -
GG . . . . , . .
::‘, ' partial-band jamming even asymptotically . We then investigate the performance
N . . . o . . o :
S of orthogonal signalling with diversity. We do the analysis for diversity using
?‘. L] Fc v - -
e different diversity combining schemes: majority logic combining, linear combining
]
LIRS
AT
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A
g
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8
and clipped linear combining. All the analysis is asymptotic and again we are
interested in the performance in the presence of the worst-case jammer. Of the

above schemes only clipped linear combining performs well asymptotically.
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CHAPTER 11

WORST-CASE ANALYSIS OF UNKNOWN
INTERFERENCE

2.1 Introduction

We consider a modulator that transmits one out of M signals. This trans-
mitted signal is denoted by the random variable X. The received signal which
has been corrupted by the jammer in some fashion is demodulated and quantized
into one of L values. In order to disallow the jammer from using knowledge of
the quantizer in designing his worst-case strategy, we allow randomization of the
quantizer over some given set of quantizers. Clearly such randomization increases
the size of the communicator’s strategy set. Thus, we view this situation as a
game with two plavers; the jammer and the communicator. The jammer selects
the noise in the channel and the communicator chooses the encoder, the decoder
and the quantizer. The strategy set for the jammer is the set of all distributions on
the power of the jamming noise subject to the given constraints on the peak and
average power. The strategy set for the communicator is the set of all distributions
on the input alphabet and on the set of quantizers.

For this general set up we show that the worst case jamming strategy from the

communicator's perspective is to pulse between a finite number of power levels.

9
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:‘::E:E We also consider the case of random decoding strategies where the demodulator
:::!::‘ output is quantized into a finite number of outputs by a randomized quantizer, i.e.
:e;:::; the quantization thresholds are random.

:::0,' For this case we show that the optimal randomized quantizer can perform bet-
:fﬁ??' ter than the nonrandomized quantizer and that from the jammer’s point of view
:) the worst-case distribution of the thresholds is also concentrated on a finite number
:gs of points. Our basic model can be easily seen to fit a frequency-hop communication
o system in which the modulation utilizes an M-ary signal set, which in many cases
ol are orthogonal signals. The spread-spectrum bandwith is divided into a large num-
\ ber of frequency slots. Each possible modulated signal is hopped from frequency
'?f,, slot to frequency slot using a pseudo-random hopping pattern. During each hop,
‘ one of the M signals is transmitted. There are two important special cases. First,
‘-: all modulated signals use the same hopping pattern and second, each signal has
:x.,' its own hopping pattern. The demodulator is a coherent or noncoherent matched
& ,: filter the output of which is then quantized to a finite number of values.

‘ 5 The remainder of the chapter is organized as follows. In Section 2 we define
,%. the models we will be considering and give examples for which ou. models apply.
’..i o In Sections 3 and 4 we derive the above stated results considering the worst case
» jamming strategy and the optimal quantizer strategy using mutual information
;::::. as our objective function for the cases with the decoder uninformed about the
m— quantizer and informed about the quantizer respectively. In Section 5 we do the
E::: analysis for the case when the quantizer is fixed, i.e. no randomization of the
3;:;!: quantizer. We then use the channel cutoff rate as our objective function and
:."‘;:' derive similar results in Section 6. Finally, in Section 7, we state our conclusions
:.‘-« N and extend our results.
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2.2 Channel Models

In this section we describe the models we use in the subsequent analysis. In all
cases we consider a modulator that transmits one out of M signals in D dimen-

sions. This transmitted signal is denoted by the random variable X. The received

) signal which has been corrupted by the jammer in some fashion is demodulated
!f"
:§,: and quantized into one of L values. The received signal is denoted by the random
ﬂé'i

variable Y. (Y can also be a random vector without changing any of the following

analysis).

The general philosophy that we will use is that of game theory with the players

N oHS
(53

“" being the jammer and the communicator. The jamming strategies are distributions

dF on D random variables, Z),Z,,...,Zp. These random variables represent

‘.-ﬂ “’..‘
LI

‘o the power of the jammer in each of the signal dimensions and are modelled as

modulating generic noise variables present in the channel. The jammer, however,

D
:
x5 WS

:lz has an average power constraint and a peak power constraint. More generally the
BI%
::‘: jammer is constrained by
J:.
o b
" / F(21, 22y ooy 20)dF (21, 22, oor 20) < K (2.1)
%
:.f: g and
0',;'
0< 2, £, j=1,...,D (2.2)
LY
) . . . .
e where b; is the peak power constraint and f(z),...,2p) is some continuous
]
i: functional of (zy,...,zp). For average power constrained channels with no peak

constraint we let b; become very large.
The output of the demodulator is quantized into one of L values, say 0,1,...,L—

1. The output of the quantizer, Y, is also the output of the channel for coding.

The strategies for the communicator are to choose a distribution, dG(8), on the

;
:. ; & quantization thresholds and a distribution, dP(z), on the input alphabet. We will
0
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. e

let © parametrize the quantizers and assume O is some compact subset of R (O

-

will be used to denote both the random variable as well as the set of quantiz-

ers). We assume © and X are independent. For each (zj,...,zp) and @ there

o

is a probability distribution on the output of the channel given the input of the

‘-

channel:

Prob{lY =y|X =2,0=0,2, = 2,2, = z3,...,Zp = zp} = p(y|z, 8, 21, 23, ..., zD).

v .-

(2.3)
3 The above model describes the input output relation of the channel for a particular
:: symbol. In addition we model the channel as being memoryless.
2 In all of our analysis we assume that the jammer and the decoder/quantizer
a! have complete information about the set of strategies possible for each other so
: that no secret information is considered. As mentioned previously, the performance
’ measure we consider is the largest rate such that reliable communication (in the
" sense of arbitrarily small error probability) is possible. The type of channels we
;.': are considering are known as compound channels with the set of channels (out of
LB
B which one is chosen) indexed by dF(z). We consider the strategies (distributions)
iE by the jammer to be constant for a whole codeword as opposed to (possibly)
o changing after each symbol of a codeword which would correspond to an arbitrarily
" varying channel. For compound channels the capacity with finite input and output
, is well known to be the maximum of the minimum mutual information. The
: minimum is over all possible transition probabilities and the maximum is over all
4 probability distributions on the input to the channel. Thus, using the maximum of
: the minimum mutual information as the performance measure correspouds to the
. largest rate such that reliable communication is possible no matter what strategy
f .

the jammer employs.

';. We now introduce some notation. Let:

F‘t‘,
L3
K

. . ) » .
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A = {0,1,..., M — 1} be the input alphabet,

B = {0,1,...,L — 1} be the output alphabet,

© be the quantizer parameter space (some compact subset of R)

Z be (Zy,..,2p), (0 < Z; < &)

p(y|z,0,z), the transition probability from z to y given 6,2, and

Pyz(8,2) the corresponding stochastic matrix, P,z(6,z) = [p(y|z,9, 2))].
We assume that

(i) p(ylz,0,z) is continuous in z for all 4,z and

(1) p(ylx,0,z) is continuous in & for all z, 2.
Let S denote the set of all probability distributions on the Borel sets of K 2 {z=

(21,...,2p) : 0 £ 2; £ b;}, and

I(G,P;F) = 1( / / P, 0,z)dG(0)dF(z)>

- (/ (zdF)
- 1&/ dG(o)

= I(P,.(G,F)) (2.4)

where [ (—P-y,(G, F)) 18 the mutual information whenever X and Y are related

by the stochastic matrix Py,

We now illustrate the applicability of the above model with an example. Con-

sider a frequency-hopped. bhinary (M = 2) phase shift keved signal set with data
signal d(t):

20

d(t) = 3 Xaprit—nT)

n=—aoo

where X, € {-1,1} represents the information bit at time interval nT and

=1 0< t< T

t
Prl )= 0 elsewhere .

Here pr(t) is the unit pulse on [0,7] and T is the duration of a data bit. The signal




'.'

N 14

U

¥ ]

:: " after modulation can be represented by

"

18

i s(t) = V2P d(t) cos 27 f.t .

5‘3.

o

::a where P is the power of the transmitted signal. In this example, D, the dimen-

!'.

:E; sionality of the signal set, is 1 (we are using antipodal signalling). After frequency

ﬂ;;_.(, hopping we have the signal s’(t) where

RN

lﬁ:

o $(t) = VEP d(t) cos (2x(f. + Fa()t)

g

. where

O ®

i () = 3 fapn(t—nTh),

Jé‘ ) n=—00

B4 pr,(t) is the unit pulse on [0,T%], {fa}oe_., is an i.i.d. uniform sequence over

the set {fi,...,74}, and T, is the hop duration. For simplicity let us assume

2N

'r‘ Th = T. The jamming signal added in the channel may be described as

D .

h

' i) = S Wi(t)ii(t) V2 cos 2r fit

):; =1

K where

e

ot 00

- W(t) = S Wupr(t-IT)
! lz=-00

::;‘ and V2 is the jamming power in the i** frequency slot during { T < t < ({+1)T
;.:i_ and where j,(¢) is some unit normalized noise random process in the :** frequency
Y

:"!'a slot. Also, for the abstract model, Z, would be the random variable W;; in the
% frequency slot chosen for transmission of the signal during the /th time interval.
‘

‘e ) - .

Ry Given any quantizer , the channel transition matrix p(y|z, 8, z) can be calculated
¥ by considering the effect of such a quantizer on the random variables at the output

i of the matched filter. The received frequency-dehopped signal is

i .

L™, . R

5 r(t) = s(t) + 3 Wit ()8 fa(t). f).

y® =1

- The nature of j, (t) determines the type of jamming that is involved. Thus
o

::: if j, (t) were Gaussian noise, we would be dealing with Gaussian jamming. If,
L
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on the other hand, j;(;!) is chosen to be a;(t) cos (27 fit + @i(t)) , then we have a

model for tone jamming for which

alt) = 3 Vapr(t—nT)

n=—0o0

where V, € {—1,+1} and

o) = S dipr(t-IT)

l==00

where ¢,'s are i.i.d. random variables uniform on [0,27].

Consider the Gaussian jamming case with X, i.i.d. and equally likely to be
—1 or 1 and with each transmission equally likely to be in any of the ¢ frequency
slots. In tcrms of our model, since D = 1 for the BPSK signal set, Z; is a random
variable with the same distribution as W;, f(z1) = (2}), K; = 1 (say) and b;’s
can be any arbitrary constants greater than or equal to 1. For tone jamming the
only difference in the model is that N is the random variable cos¢ where ¢ is
uniformly distributed over [0,27].

The normalized output of the demodulator is then of the form
U=X+NZ

with X € +1, -1, N a generic random variable and Z the jamming strategy chosen
by the jammer. We can see that the interference during the /th time interval at
the output of the matched filter is a random variable of the form I = NW;; with
probability % fori=1,...,q, where N is a standard normal random variable. If
the output of the demodulator is quantized by a three level quantizer, fo.  mple,

then

Y = ¢3(U)

i

o QUL M) AN R NI N W ORGSO OUOUBOL SR A RARTAREE
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e where ¢3(u) is given by

gs(u) =1 u>0

- —
RN =7 —-0<u<d

.
-
3
-
-~

-1 u<-4,
L 0 <6 <1. Then p(y|z,0,z) is given by (for N Gaussian)
ot = 1 1-9 -
’.‘!:.' p(y|119$ Z) = - Q( 2 ) y==z
1+46 1-40
= Q( ) y=?

T~ Q(—
R = Q(1+9) y #z,y #7.

Returning to our abstract model, the strategies for the jammer are all distri-
Al butions dF on Z,,Z,,...,Zp satisfying the given constraints. The strategies for
R0 the communicator are all distributions dP on X and all distributions dG on
©. The performance measures we are interested in is the largest rate such that
’E:Gé nearly error-free communication can be achieved, i.e. channel capacity, and R,
:::' the channel cutoff rate. Ry is a very useful channel parameter especially for the
R use of convolutional codes. Many researchers believe R, to be a practical limit
D to the set of rates for which reliable communication is possible.

y ,*: We consider two different structures for the knowledge of information by the

o comrmunicator.

Ay I. The decoder is unaware of the actual quantizer chosen but only knows the
' distribution dG(8) on the set of quantizers. The jammer knows only the set
of quantizers but not the distribution dG(6) chosen by the communicator.

S He is also aware that the decoder does not know the actual quantizer chosen.

RO II. The decoder knows the actual quantizer chosen. Again the jammer knows
e only the the set of quantizers. He also knows that the decoder is aware of

"t the actual quantizer chosen.

AGNOSOAROAARE ] W ATEN S
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n 3]
:: ; {2 Case I is seen to apply to situations where, for reasons of implementation perhaps,
f:‘.:’!c i the decoding is fixed and not altered with the specific quantizer chosen. It may also
it be viewed as worst-case in the sense that the decoder’s knowledge of the specific
‘}' " .
2 ::. quantizer and the utilization of such knowledge can only improve the communi-
RE s O
3'4;', cator’s performance. When there is no randomization of the quantizer, i.e. the
) _
‘:"',)‘: % quantizer is fixed, Cases I and II are the same and our results for both cases apply
Y

to that situation. Also several special jamming strategies are of interest because

arrss
k)

Yaia)
VIR

of correspondence with physical problems. We will classify the cases as follows.

W

¢ ‘:i § A. Arbitrary joint distribution on Zi, Z, ..., Zb.

:;,_

..l:.

e B B. Zy=Zy=..=2p=2

F

o % 2 C. One dimensional jamming, i.e., at most one of the random variables Z; # 0.
iy

’ ‘\\-b' -

D. Independent jamming, i.e., Z1,Z3,...,Zp are independent.

o2

Case B corresponds to the physical situation where the jammer is not able to
RIS place different amounts of power in different dimensions of the signal space. Case
hhe )
g

C corresponds to the case where only one of the dimensions can be jammed at once.

<\
Y

& Case D corresponds to a frequency-hop communication system with independent
)

M)

::. w hopping for the different symbols. The standard game theoretic description 1s
,.:..’ W, '

", given below.

"

!5‘:' X Communicator’s Perspective

:-:% 9

i:';, - ;d The communicator is interested in the maximum rate at which information can be
e reliably transmitted no matter what strategy the jammer employs. The communi-
f?‘ ;ﬁ

'. i = cator designs his system assuming the jammer will somehow find out the strategy
,.'

:_f;:,‘ E he is using and then choose the worst possible distribution on the power levels. In
R Case I the largest rate for which information can reliably be transmited is

e

i;“' DY

' R L]
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: max min /(G, P; F)
» per G.P F
\,‘
2.", where I(G, P; F) 2 I{X;Y) when (dG,dP) is chosen by the communicator and
el . : :
ond dF is chosen by the jammer and I(X;Y) = ¥, p(z,y)log(p(ylz)/p(y)). That
©)
,;;;.:; this is the maximum rate of reliable transmission is well known since what we
Bk
::’:::n are dealing with is a compound channel with a finite input alphabet and a finite
Lighs
KX :
nine output alphabet and a channel set indexed by the distributicns dF(z). {Csiz 81,
o pgs. 172-173].
168
P ‘.*‘ ) -
) Jammer’s Perspective
DO
oLt
LR The jammer is interested in the minimum rate such that information can not be
:\r;‘ reliably transmitted at any higher rate no matter what strategy the commun:-
r
:j; cator employs. The jammer designs his system assuming the communicator will
y somehow find out the strategy he is using and then design the optimal communi-
W4
n_fl‘\-: cation system. In Case I the smallest rate that the jammer can guarantee reliable
o
i::: communication can not be above is
ROy min max /[(G. P; F).
.,\.»3 dF  dG.dP
o
8 ‘é That this is the smallest rate the jammer can guarantee is obvious since for each
ik
F the rate above which reliable communication is impossible is max I(G.P; F).
_.!. .
B, :: In Case Il the appropriate mutual information can be written as an expectation
‘ o of the mutual information for a fixed 6:
'i' » ,\‘
), I(G,P;F) = Eg(1(0,P;F))
0N
}',:'Lj:
e where E¢ refers to taking expectations w.r.t. dG and I(0, P; F) 2 I(X;Y1|0) where
) .
N
I(X;Y10) = 2., P(z)p(ylz,0)log(p(ylx,0,)/p(y|0)) since X and © are indepen-
it
A

% dent.
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b el We are now ready to state the results. In brief our results show that when
N

~" . 0 . ey

i . the decoder is informed of the quantization rule then (under a compatibility as-
o sumption), there is a saddlepoint in cases A and B, i.e. the jammer’s rate and the
YA

f ~ communicator’s rate are equal (Theorem 5). However, when the decoder is not
S SN

" . . . .
vy informed of the quantization rule then the jammer’s rate and the communicator’s
L rate may differ. However the optimal distributions, F' from the communicator’s
b ™ &
SO point of view and the G from the jammer’s point of view are concentrated on a fi-
e -
3 4 ... N

s aite number of points i 1n all the cases A, B, C and D) (Theorem 1). This converts a
i functional optimization problem into a finite-dimensional non-linear programming
e, -

) probiem

)

s 1 L
13 Py L4 - -:

|].‘. ﬁ
i 2.3 Case Al: Decoder Uninformed

b,"

S ” The romsaunicator Las to determine the distributions (dG(8).dP(r)) that
v maximize the amount of infcrmation. [(G. P: F | transmitted. The jammer has
:;j o to find the noise distribution dFiz) to munimize the information received by the
C e
" . . .

o decoder. Thus. the quantizer's goal i1s to achieve
o [
".;| v, X R
N7 max nun [{G.P. F)

. 4G(8).dP(z) dF(z)

1SN
: v
e e whereas the jammer wants to achieve

B

» % .

e min max [(G.P.F).

:‘i dF(z) dG(6).dP(z)

'

'|‘3 r
::’- é In this section we show that for any choice of strategy of either player there is
- a simple characterization of the optimal reaction strategy of his opponent.
v
e Theorem 1: a) The jammer can achieve the minimumin _max minl(G,P..
0 dG(8), dP(z)dF(z)

1) p . . . .
:. A with a distribution concentrated at at most M(L — 1) + 2 points.
o \

- & b) The communicator can achieve the maximum in min max I(G.P;F)
e dF(:)dG(8), dP(z)

s Q: with a distribution concentrated at at most M(L — 1) + 1 points.
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N Discussion: Theorem 1(a) says that the communicator in trying to achieve
o

e L

b

max min/(G, P; F) has to consider only reaction strategies of the jammer
< dG(8), dP(x)dF (z)

o that have a finite number of points of support, i.e. for each (dG(8),dP(z)) chosen
A
~
';:' by the communicator the worst-case jammer distribution may be assumed to be
T~
. concentrated at a finite number of points and this number is bounded uniformly
\ . .
_ (in (dG(9),dP(z))) by M(L — 1) + 2. It follows that for a fixed quantizer (i.e. no
:ﬁz', randomization of the quantizer) the worst-case jammer is one who chooses such a
d
‘” “%\ . - . . . - . . .
,‘, finite-dimensional distribution. Similarly Theorem 1(b) says that the jammer may,
from his perspective of trying to achieve min max I(G, P; F) , consider
."ﬁm persp ying dF(z)  dG(8), dP(z) (G, P F)
.:;"_:; only finite dimensional reaction strategies on the communicator’s part.
B }’P
-’\ To prove these results we use the following facts: (1) the convexity and con-
® i . : : : o :
.'Q : cavity properties of the mutual information function (it is convex in the channel
5‘3 transition matrix and concave in the input distribution), (2) the equivalence of
s h\:
Wi weak convergence with Levy convergence in our situation (see Appendix B) which
ok g 3 g pp
t 2 we use to show the continuity of our objective function in the strategies as well as
~
-~ . .
:'.-_‘ compactness of our strategy sets (see Appendix C) (this allows us to conclude that
e
NN : . . ‘
N there is a worst case jamming strategy and a best case communicator strategy) and
2 . (3) Dubins’ Theorem in order to demonstrate that the optimal reaction strategies
e
O . . . . . . . .
J';-;.: are described by distributions concentrated on a finite number of points. Dubins’
'J'".:
‘o] . . . .
"".~.', Theorem allows the extreme points of certain convex sets to be written as finite
A2 linear combinations of extreme points of larger convex sets.
::::L:j Proof of Theorem 1:
r;; We prove part (a) in detail. The modifications required to obtain part (b) are
S obvious. We start by first proving two intermediate results, Lemmas 1 and 2.
(14,
‘.:-i‘: Lemma 1: [(G.P:F) is a Levy-continuous functional of dF(z) for any fixed
!,':-“
N (dG(6),dP(z)).
s
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Proof of Lemma 1:

First we note that for every (dG(8),dP(z)),I(P,;) is a convex function of

.
-

3 P,. [Csiz 81, pg. 50}, i.e.,

- i}l

’ I(aP), + (1=a)P%) < ol(P,) + (1-a)I(P},) 0 < a <1
N

and

o

plle,z) = [ plule.6,2) dG(0)

.
LT

R is a continuous function of z (since p(y|z, 4, z) is continuous in z and p(y|z.8.z) <

. 1, this follows from the Dominated Convergence Theorem). Also

P |

S ple) = [ [ p(sl2.0.2) dG(6) dF(z)

b ) -“.: K 9
LY /

= z,z) dF(z).

;'_4" ' Hence p(y|z) is a Levy-continuous functional of dF(z) and therefore P,, is a
§ ﬁf Levy-continuous functional of dF(z).
; Now I(G,P; F) is a convex function of P,, and hence it is continuous in
.‘ ',::'» the interior of the finite-dimensional set W of all stochastic matrices. (Thus,

# .‘l"

2

I(G, P; F) is continuous at any point P, such that at least one row of P,, is

=)
oy

not a one point distribution, i.e. P, is not deterministic). Hence, I(G,P; F) is

. a Levy-continuous function of dF(z) for any fixed (dG(8),dP(z)). o
L 83
::E: * Let S £ set of all probability distributions on the Borel subsets of KA, and
:§ 5 st & {dF(z) € S: / f(z)dF(z) = Ky} (2.5)
‘:a; zi be a hyperplane in S.
_Q!‘_.' M
] Lemma 2: [I(G,P;F) achieves its maximum (minimum) in S'.
8
:: » Proof of Lemma 2:
)
;‘s, We note that S is compact in the Levy topology (Appendix C).

Also S! isahyperplanein S which is closed (since dF(z) — [y f(z)dF(z)

is Levy-continuous) in the Levy topology.
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‘ Hence S' being a closed subset of a compact set is itself ( Levy)compact.

": Thus Lemma | asserts that for fixed (dG(6). dP(r)).I[(G.P:F) is a Levy-

_\\ continuous functional on the compact set S'. Hence it achieves its minimum (max-

-*..- imum) at some point dF*(z) € St -
W The above lemmas are used to complete the proof of Theorem 1.

HURS From Lemma 2 we know that [(G.P; F) achieves its minimum in S' Let
- dF*(z1 be a distribution which achieves min /(G P: F). Denote the correspond-

E' ) dF(z)
:‘ﬂ:‘, ing P,z as P, = [p*(ylz)] ie

yr
A Pr = [ [ plyiz.0.2) dG(#) dF*(2). (2.6)

Now consider the set

&5 N o= {dFmests [ [ plyie n0) dGi0) dF(z)

S -
N = plylz), € A.y € B'} (.

[ )
-1

? where B! = {0.1....L—2}. Theset A istheintersectionof S with M(L—1)+1

5 . hvperplanes viz. S' and the M(L — 1) hyperplanes

B hye = {dF(z) € S': /K /9 plylz.2.8) dG(8) dF(z) = p (yln)}. (28]
) :f‘ Furthermore:

S is convex.

S is linearly bounded (S being compact in a metric space is bounded and hence

i its intersection with any line is bounded).

s S being a compact subset of a metric space is closed and anv line { in the metric

space 1s closed. Thus S is also linearly closed.

Hence we have that S is a convex, linearly closed and linearly bounded set.

‘- By Dubins’ Theorem Dubi 62] we can conclude that since \ is the intersection
]

W
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-
N of § with M(L — 1)+ 1 hyperplanes. every extreme point of .\ is a convex
h combination of M{L — 1) +2 or fewer extreme points of S.
v ‘ From our construction of .\ we know that I(G.P: F) is constant on \. Hence
L}
- for fixed (dG(8), dP(r)) . I{(G.P: F) assumes its minimum value at an extreme
‘ B point of A\ also.

Hence, I(G, P; F) assumes its minimum value at some point dF(z) which is

>~

o a convex combination of M(L — 1) + 2 or fewer extreme points of S.

4. ) . . o . .
- Since the extreme points of S are the one-point distributions. we can finally
» assert that for each (dG(8).dP(z)) the jammer can achieve the minimum in

-~
~
max min [{(G.P.F)
P o dG(8), dP(x)  dF(z)
¥
with a distribution concentrated at M(L — 1) + 2 points. This concludes the
. proof of (a).

For channels which are symmetric for each 9 and z, i.e. p(ylz,.z.0) is some

permutation of p(y|z,,z.8), we see that the set .\ is actually the intersection of S
with (L — 1) + 1 hyperplanes only. and hence part (a) of the theorem holds with
(L-1)+2 =L +1 instead of M(L — 1) + 2. For M-ary symmetric channels.

1.e. channels with M inputs and M outputs and such that for each  and :.

SEl) P

€ . .
plylz.2,0) =1 — e and p(y,|z,.2.0) = V1" # J. the bound on the number
ad N -
g -:: of points of support reduces to 3.
1
» For (b) we note that the jammer wants to achieve
S
min max I{G.P. F).
RS dF(z) dG(8).dP(x)
N
= This may be written as
,::: min max C(G.F)
dF(z)  dG(8)

where C(G.F) 2 max I(G,P: F).
dP(z)

We note that similarly to Lemma 1 for any fixed dF(z). C(G.F) is a con-

[ 28

tinuous functional of dG(8). (Simply note that C(G. F) being the maximum of

A

' b
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i -
;J:g::. functions convex in P,; is also convex in P,; and proceed as before). Using our
Dug
" hypothesis that p(y|z,8,z) is continuous in 6 we can show that
o min max C(G,F)
‘ dF(z)  dG(8)
t‘:‘\
R can for any dF(z) be achieved by the decoder/quantizer by a distribution dG(6)
o
. that is concentrated at at most M(L — 1)+ 1 points.
I N
‘ -f'; Again for symmetric channels we note that part(b) of the theorem holds with
\
e L instead of M(L — 1) + 1. For M-ary symmetric channels this number is 2. The
number of points of support is one less than Case A as we have not imposed any
";;!‘
o constraints on the distributions dG(8) chosen by the quantizer. o
¥ *
frd
Q. 2.3.1 Necessary and Sufficient Conditions
"' ‘ A
' w3
s . .. o .
"‘vr We now characterize the finite-dimensional distributions of Section 3.1 by means
ol
o of necessary and sufficient conditions. We first briefly introduce the necessary defi-
" ﬁ: nitions and results from optimization theory and then specialize them to our cases.
h - Let 0 be a convex set and let f be a function from Q into R. For some
L)
”").‘ fixed zo if for all z
‘4:;‘0 1~ -
h alo a
o
iy exists f 1is said to be weakly differentiable at z, and the above limit is denoted
N as f, (z), the weak derivative at z. If f is weakly differentiable in Q at z, for all
L
.. ' Ioin @, f is said to be weakly differentiable in Q. We now state an Optimization
!
::, Theorem that follows from [Luen 69, pg. 178].
gé; Optimization Theorem: Let f be a continuous, weakly differentiable, convex-
! 3 cap (concave) map from a compact, convex set to R. Let
R 5
-2 C= sup f(z). (2.10)
3 at reN
B n"
wn
oy Then
:ﬂ::n
1:,‘1
e
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R

ﬁ:s &3 1. C = max f(z) = f(zo) for some zo € Q.

Mg

;:‘5‘!

" i 2. A necessary and sufficient condition for f(zo) = C is f, (z) < 0 for
XN

0 all z € Q.

N

e 3

i) &~

a:: i Constrained Optimization Theorem: [Luen 69, pg. 217] Let Q be a convex
L';, : subset of a linear vector space and f and ¢ convex-cap functionals on § to
.‘ ‘ \A-

\ R. Assume thereisan z, €  such that g(z,) <0 and let

3 g &

)

& c'2  swp  f(2) (2.11)
(RS T e

i olz) < 0

e

?:'. . If C’ is finite then there exists a constant A > 0 such that

‘.. ¥

¢ = sup [f(z) — ()] (2.12)
i\ % z €N

- - Furthermore if the supremum in the first equation is achieved by z, € Q and
W

vy

=

g(zo) < 0, then this supremum is achieved by zo in the second equation and

Ag(zo) = 0. [Luen 69, pg. 217].

o

S e

Ll

Now given any (dG(6),dP(z)) and the power constraint

- o r
- -

[ £z 20)dF (1, 20, 20) < K

we define

g U(K;,G) &  sup
F eS8

hr < Ky

- I(G, P; F) (2.13)

-
R M
P

) where hp £ Jx f(2) dF(z). To simplify notation we define

D:S — R by D(F) = /K f(z)dF(z) - K. (2.14)

L

Using the Constrained Optimization Theorem we will infer in Theorem 2 that

there exists a non-negative constant

e
-

!:3 5 A = MNG,K;) for D(F) < 0 such that

O AOAGAONGIGOONK] OISO OGO ONO OO IO T T MO R WA
stfaals “.“t“.‘n"{”t"""a“’f.‘gf“ﬁ't”f‘t"t'a'i,'a’.'.'i’.,fn‘x'aP"t‘ T e S R R T N I T i e T S
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R UAG.Ky) = sup [=I(G,P:F) — AD(F)|. (2.15)
:::’ FesS
e We now formulate necessary and sufficient conditions for the characterization of
iy : the optimal distributions of Theorem 1 in the following two theorems.
3; Theorem 2: ['.(G, K) is achieved by a distribution F, € S satisfying D(F) <
Y
" N 0 and a necessary and sufficient condition for U.(G.K;) = —I(G,P; Fy) is that
W for some constant A > 0
0 _/;\ (—i(z;G, Fy) — Af(2)|dF(z) € ~I(G,P; Fy) — MK, (2.16)
.' forall FeS
-(" ' fplylz,z) dFo (2)
I\ where i(z:G, Fp) éz,' P(z) p(ylz, z) log .
b ! > P(z) [plylz.z) dFo(z)
b4 Proof of Theorem 2:
[\
f.' D : S — R is clearly linear, bounded, convex-cap, continuous and weakly
-
f‘. differentiable in S with D% (F3;) = D(F;) — D(F)). By choosing F, asa
.‘ distribution with unit mass appropriately we can infer that D(F)) < 0. Next we
{ny
‘;Q show that I(G, P; F) is convex in F.
Rs
W
e (G, P;aF,+ (1 —a)Fy) = I(P,. (G,aF, + (1 — a)F,))
)
o = I (/ / pylz.8.z) dG(8) (adF, + (1 — a)dF2)>
5 x Jo
-‘.’ B
.'\' = I(Q Py: (GvFl) + (]»-a)ﬁy.t (G‘F2))
e
" = laP,, +(1-a) P,
N < al(P,,) + (1-a) I(P))
H f:
o (by the convexity of I{.) w. r. t. P,;)
i
!‘_-— = QI(G.P:F;) +(1—a) (G, P, F)). {(2.17)
3 Then, since U,(G,K;) is finite we can infer from the Constrained Opti-
e mization Theorem that there exists some constant A > 0 such that ['. =
) sup [=1(G.P;F) — AD(F)).
:‘n;‘ FeS
:::;L
o4
KW
)
;:3;:1
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Now we show that [(G, P; F) is weakly differentiable at all F € S.
Let L(a) = I(G,P,aF, + (1-a)F,;). Since I(G. P, F)is convexin F.L(a)

is convex in a. Therefore M is non-decreasing in a and bounded from
a
below and thus lirln0 M exists. Furthermore
a a

Lemma 3: I 5, P Fy) = [ i(2;G,Fy) dFy(z) — I(G, P; Fy).
Proof of Lemma 3:

See Appendix D.

We now have that —I{G, P; F)— A D(F) is convex-cap, continuous and weakly
differentiable in F. Thus, by the Optimization Theorem there is a distribution
function F, € S such that U.(G,K,;) = -I(G,P,F,) — AD(F,). The

necessary and sufficient condition becomes

— It (G,P;F) = ADj (F) < Oforall F € S (2.18)
or
J [=izG Fo) = AM()dF(z) € ~1(G.Ps Fy) = Mg, (2.19)

If hg < K; the power constraint is trivial and the constant A is zero, i.e.
D(Fy) < 0 but A D (Fs) = 0. Thus the necessary and sufficient condition is
established. a
From Theorem | we know that it is possible to find F; from the set of
distributions with a finite number of points of support. Finding such an F,
entails determining the set of points of increase as well as the amounts of increase
of Fy at those points. Let E, denote the set of points of increase of F, We
now show
Theorem 3: Let Fy be a probability distribution satisfying the power con-
straint. Then F, achieves I/.(G.A;) iff for some A >0

Cl) —uzG. Fo) < =I{G.P:Fy) + M f(z) = Ky)

forall - € K.
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-‘:' C2) —i(z:G, Fo) = =I(G,P; Fo) + M f(z) — KJ)
for all z € FE,.

S Proof of Theorem 3:

Nt The sufficiency is clear because if both conditions C1 and C2 the conditions of
. Theorem 2 hold. We show the necessity.

ﬂ::’ Assume that Fj is “optimal” but C1 is not true. Then there must exist some
zy € K suchthat —i(z);G,Fy) > —I(G,P; Fy) + AMf(z1) — K,). Let Fy(z)

be a probability distribution with a unit increase at such a point z; € K. Then
J 1-izGF) = M) dF(2) > ~I(G,PiF) = Mk, (220)

Iy which contradicts Theorem 2. Hence C1 must be true.
uhe Now assume that F, is “optimal” but C2 is not true. Then since C1 is true
e -i(z;G, Fy) < —-I(G,P;Fy) + A(f(z) — Kj) for all zin E' where E’ is

some subset of E, with positive measure, i.e.
e /E dFo(z) = ¢ > 0. (2.21)
) Since [p _p dFo(z) = 1—¢ andon Ey — F'
B i(z;G.Fo) = I(G, P; Fo) — Mf(2) - KJ) (2.22)
Hd and
g / [i(z: G Fo) — Af(2)] dFy( )—/ [i(z; G, Fo) — Af(2)] dFo(z)
_\'_; o E Lo OZ_E' v, Lo z ol <
LY + o [i(Z; G, Fo) - /\f(Z)] dFo(Z)
Sy, BzG,Fo) = M (2)] dFi(2)
“o". we have

- I(G,P; Fy) = AK; < =I(G,P; Fy) = \K,, (

[S™]
o
W
N’

1.e. a contradiction. Hence C2 must be true tr.c. a

::'.' DA TSRS (P " e I S A S S Nk 148 Y n,l e 'l W 14‘6 e b bty 'ﬁ'q‘i';‘l'ﬁ‘l i’ﬁ.' ¥ O
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,; 3‘ Theorems 1 and 3 reduce the calculation of the distributions describing the
' reaction strategies to finite-dimensional non-linear programming problems. They
P i can be used to simplify the search for conservative strategies which are optimal for
: : B either player. In Theorem 4 below we assert the existence of conservative strategies
? for each player.

| E Theorem 4: For the game described in Case Al, there exists a conservative
E: strategy (dG(6), dP(z)) for the communicator and a conservative strategy dF(z)
Y

Ll

for the jammer, i.e. strategies such that

dP(z),dG(8)

o

{ \ )

"‘ Y

“:. -~ i) min I(G,P;F) = max min (G, P; F). and
g § dF(z) dP(z)dG(8) dF(z)

i i) max I(G,P;F) = min max I(G,P; F) (2.24)
L) dF(z)  dP(z),dG(8)

& 4

Proof of Theorem 4:

* .
.

From Lemmas 1 and 2 we note that

:,': a) I(G, P; F) is lower-semicontinuous in dF(z) for each (dG(8),dP(z)) and
Wl (¢
i
$
* ! b) There exists (dG(6),dP(z)) 3 I(G,P;F) is lower semi-compact in dF(z).
)
v Theorem 4(i) now follows from a fundamental existence theorem [Aubi 82, pg 209,
3
Y b
y 3 Th. 1). Theorem 4(ii) follows similarly. 0
§ 3 2.3.2 The Remaining Cases
)
I
3 Case BI: With F(z) now recognized as a one-dimensional distribution Theo-
4 3 rems 1 and 2 are easily seen to be true.
" "‘{ M
¢
¢ é Case CI: We redefine S as follows: S = y L, where L; is the space of

=1
™ product distributions such that

’ e g L\ e e ~ , P — AN LR . q ' " 0
1A%, 1 1 KA iy g L O ARN N S POSTIRA A SIREATL f5 () 4 AT U e 1 W e 0 AT DO
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)
) l"l s
o
i:"ﬂ
o
Pr(Z;>0)>0
'I;."I
.:"::.:3 Pr(Z;=0)=1, j#1
r(Z; =0) =1, Z.
i T
.'
_"'":‘ By previous arguments each L; is Levy compact and hence so is S. Now the
A
;.:' proofs of Th. 1 and Th. 2 follow as before.
3
:::." Case DI: We perform the analysis by fixing D —1 of the D distributions
*:i'i .
ot dFy,...,dFp. By minor modifications in the proof of Lemma 1 we see that I(X;Y)
;'.;':i" is a Levy continuous functional of dF;(z) for each i. Defining S and S* similarly
KN
:::" except that now both are spaces of distributions of dF;(z;) instead of dF(z) we see
5'0
‘:':; that for each (dG(J),dP(z)) the jammer can achieve the minimum in
s
i 3 max min I(G, P, F) (2.25)
RO (dG(8),dP(2)) dF(z)=dF}(z1),dF3(z2),--dFp(2p)
RO
e with a distribution dF; concentrated at at most M(L — 1) + 2 points.
G
3 Since ¢ is arbitrary we can assert that the jammer can achieve the minimum
" in (16) with distributions dF;, i =1,...,D each of which are concentrated at at
:)! most M(L — 1) 4+ 2 points. Part (b) of Theorem 1 and Theorem 2 are easily seen
:} to be true as stated for this case.
A
"Nody
e
"3' 2.4 Case AIL: Decoder Informed
1;':#;‘
’t‘,‘b"
e NI |
,:o:, We have an arbitrary joint distribution on Z,,...,Zp. The jammer chooses
o,'_.n‘\‘
' dF(z) . The communicator chooses dG(6) and further the decoder knows 8. The
O
s g jammer knows only the the set of quantizers. He also knows that the decoder is
¢
)
':.:,:" aware of the actual quantizer chosen. !
H,h
- In this case we make a “compatibility” assumption, that is, for every 8 and i
,;l"
" ::§ dF(z) the capacity-achieving input distribution dP(z) remains the same. While

11’1’

X %) 04 A 0 g OG0 2
et (l' .p,l': lr“z' ,37*.';“, ~, 2 .1 q’ “’ ‘ 3“"’.*@ “"’.i"." 1 §“. .l “: 5!‘.! i.th 'I‘Q l (] l ‘. I‘g l.‘ 5.5 i .i‘.‘i ’i“ j.;. ‘y, ‘1*"% ‘1 l'»loﬁfn‘;g
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IS
:':j ‘;: “compatibility” certainly restricts our model applicability, we show by example
?ﬁ that it is often a worst-case assumption. For instance, we know [Dobr 59] that if
" i M = L and if the jammer’s strategy set is restricted such that for each distribution
Wy :
ls N dF(z) and quantizer 8, Prob { error{z } < € for every z, then the saddle-point
g 2 A
) 3 e
::}‘ . strategy for the jammer is to choose a distribution such that
L 1 . 1
.::, X p(ylz) = i forall y,zife>1- 4
L)
:.»““
s'::s EE and
.:"'.:‘ > €
" plyle) = 7—7 v# zifesl-g
iy g
RO = l-€ y=z
b
G S
"‘:"» and the saddle-point strategy for the communicator is to choose a uniform dis-
s P g
.&‘ - tribution on the input alphabet. In our model this corresponds to choosing the
Y
> I canonical noise variables so that p(y|z,8) is a symmetric channel for each 6. Such

. v
=

symmetry (and thereby “compatibility”) is obtained in a number of other situa-

tions as a saddle-point strategy. Under certain conditions, when we have convex

reE

constraints in the M noise variables affecting the M inputs of the channel which

-

are invariant under any permutation of the M variables (i.e. a “symmetric” con-

-
X
-

L
gy

straint) then the choice of a uniform distribution on the input and the choice of a

P~
G e
-~
-

symmetric channel are saddle-point strategies for the communicator and the jam-

X3
e

e mer respectively (see Appendix E). To describe one more example, if we have M

inputs and M outputs,

L
‘:«J
)

]
£

bR yi = n; i=1,... M, i#j

e
v,

y, = A+nj7 l=],

ﬁ. Pl

‘A . . . .

o J': n; are N(0,v;),t = 1,..., M independent random variables and there is further
-4"\ s

, o the constraint ©M v; = ¢, then by arguments similar to those in Appendix B the
‘'a é

—_ saddle point strategy is to choose v; = 55 and a uniform distribution on the input.

POk 0 N b SR 3,59 X OGO LY g, 00 V") OONORG
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: S Utilization of the “compatibility” assumption allows us to write the two pro-
1:’

‘:":‘“! grams as

RN

e .

_:: min max Eg(C(0, F)).

4y

1:21 and

s ) .

ig‘..;‘.' max min E(C(6, F))

R) \

:t*g:. where C(6, F) = max I(6; F) and I(9; F) = I(X;Y6).

a N

By In this section we prove the existence of a saddlepoint. The main result is

. stated in the following theorem:

Wl

? :} Theorem 5: There exists a pair of distributions dG*(6),dF*(z)) such that

0

v Eg(C(9,F")) < Eg-(C(8, F")) < Eg-(C(6, F))

".r:::

E‘_' for all feasible dG(8),dF(z), i.e., (dG*(0),dF*(z)) is a saddle point for the game

‘A

O in case AIL

,_ Proof of Theorem 5: The set of all feasible dF ’s, i.e.

30

Yog

3% {aF(z): [ f)dF(z) < Kj}, 0<z<b

& I, K

;,g' is clearly convex and compact. The set of all dG ’s is also convex and compact.

e We note that for any fixed dF(z),C(0,F) is a continuous function of 6. By

* ‘\i:

* our earlier arguments

o 8,z)dF

:‘: ply | z,0) = /K p(ylz, 0, z)dF(z)

B

‘,; is a continuous function of 6.

o Hence, Py:(f) is a continous function of §. Also C(9,F) = C(P,-(8)) and
'y

::.‘:.' we know that C(P,.(0)) is convex in P,.(9).

.I’J:

.')" Therefore, for every § € © 3 P,;() is not deterministic, C(P,.(9)) is a

ol

e continous function of P,;(#). Hence, for fixed dF(z),C(8,F) = C(P,(f)) is a

LW

: 4y continuous function of 4 and so

s

..:' Z

wm g
S
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"‘;c;
R " Es(C(6,F)) = [, C(6,F)dG(6) (2:26)
“5 'y is a Levy continuous functional of dG(8).
& 5
: ::,'.: Since Eg(C(0, F)) is linear it is also a concave function of dG(8) in dG(9)).
R, o
gt Next we note that C(6,F) is convex in dF(z) for each 8 since C(4,F) =
N
!;'" E: C(P,z(9)). Hence
E:- 2 C(8,aF + (1 — a)F?) < aC(8, F1) + (1 — a)C(8, F?) 0 < a < 1.
x‘g_‘} "
‘ Taking expectations w.r.t. G
B, ol
0 /e C(8,aF" + (1 — a) F?)dG(8)
£y : o
w.!. ;Y
Y & < /e («C(8, FY) + (1 — a)C(8, F?))dG(9).
s
A% ha
% § :;._. Thus
i ﬁ EG(C(8,aF" + (1 - @)F?) < aEg(C(8, F1)) + (1 — a)Ec(C(8, F?)).

- Consequently, Eq(C(9, F)) is a convex function in dF(z).
“‘ ': Also Eg(C(6, F)) is Levy-continuous in dF(z). To prove this it suffices to
B
R g show that for any sequence F, converging to F in the Levy metric
. | EG(C(8, F.)) = Ec(C(8, F)).
A
f‘.t,a; ‘ Since convergence in the Levy metric is in our case equivalent to weak conver-
;-5‘;: 8 gence (see Appendix B) it suffices to show this for F, = F. However,
g -
i!éii
g
o lim Ec(C(8, Fu))
5 = lim /e C(8, F,)dG
A I
,’E = /e lim C(6, F,)dG (by the Dominated Convergence Theorem)
¥ L n
L' & = /e C(8,F)dG (since C(8, F) is Levy — continuous in F)
v
Y = Eg(C(8, F))
i‘;’cf "
e

-

pulad




-
>
o
[ 3
"q:_‘
. which proves Levy-continuity in dF(z). From these properties of the objective
™ function and the convexity and compactness of the feasible strategy <ets we recog-
...’ nize that the hypotheses of the Sion minmax theorem of game theory are satisfied
. <
2
}:.: [Aubi 82, Th 7, pg 218]. This concludes the proof of Theorem 5. O
K.
BN We note that these saddle-point distributions need not have finite support.
] .
o\ However, in this case we have an equlibrium and with no further knowledge of
5}_ each other’s choice of strategy, the jammer and the quantizer should be content
N
o, utilizing dG*(6) and dF*(z).
R Using the Optimization Theorem and the Constrained Optimization Theorem
28
&": we can derive necessary and sufficient conditions at these saddle points. Given any
Cl
B™
v dG(6) and the power constraint we define
@
e 77 a e
S9N UK,;,G)= sup — Eg(C(8,F)) (2.27)
F €8
O hr <Ky
‘-")
.
( and given any dF(z) we define
o~
o V{F) £ sup Eg(C(6.F)) (2.28)
,h:' G € g
,') hd
o
kat\ where G is the space of distributions on ©. Then we have
:.:'_:' Theorem 6: The saddle-point strategies dF*, dG* satisfy to the following inequal-
:::: ities:
A
Py u!l
o EG.(/(-?(zzo. F*) = Mf(2))dF(z)) < Ege(—C(8. F")) = \K, 2,091
‘:j::
_-:j_ for some A > 0. for all F where
‘s
A [plylr .= O dF(z)
= P(r)p(ylz.z.8)] - ‘
3 Zy (2hplyle. 2. 0) log e oFT-
K-
I Also
.
N
Bk EctC(8.F")) < Eqe(C(0.F™)) (2.30)
f,} for all 5.
3 }.:.
AON
253
o4
I’.‘
T
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sz,‘ :.'?r Proof of Theorem 6:

(he

..ﬁ':? i For any F denote the weak derivative of Eg(C(0, F)) at Go as Dg,(Eg(C(6, F))
;,5', and for any G denote the weak derivative of Eg(C(8, F)) at Fy as Dg, (Ec{(C(6, F)).
du

ﬁ::, 'Hv Using Lemma 3 and the Dominated Convergence Theorem, we have

A

Dr,(Eg(—=C(8, Fy)) = Eg(— / (2;0, F\)dFy) + Eg(C(6, F})) (2.31)

A o)

for any Fi, F;.

s

R Also

s De,(EG,(C(6, F))) = Ec,(C(0, F)) — Eg,(C(6, F)). (2.32)
o L

; 2,:5 - Now letting F} = F*,G; = G* in the first equation we have, using the Con-
45 -.:

Y W strained Optimization Theorem and the Optimization Theorem and the properties
" - of Eg(C(9,F)) as in Theorem 2, that a necessary and sufficient condition for F*
b 4- -

“;:‘ - to achieve U (K;,G*) is

‘« b Eg(— /(7(2; 8,F*) — Af(2))dF(z)) < Eg-(—C(8, F*)) = AK (2.33)
o

Wy _: for some A > 0, for all F.

e

:'I) Letting F; = F*,G; = G* in the second equation gives us similarly that a
- 5 necessary and sufficient condition to achieve V(F*) is

g

i Es(C(8, F*)) < Eg~(C(8, F*)) (2.34)
A 5 for all G.

A. t Jd

Ay . . =

N Since at a saddle-point U (K;,G*) and V (F*) are simultaneously achieved.
\) '.:

W the theorem follows. o
P 5

::c: " 2.4.1 The Remaining Cases

i &

o Case BII: Theorem 5 holds with F(z) as a one-dimensional distribution.

g

K

s}
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,;':;':;

“:. Case CII: Although S is compact, it is not convex and so we cannot demonstrate
B that there is a saddle point strategy.

> Case DII: Again we have that Eg(C(6,F)) is a Levy continuous functional
. *‘

n?‘::: of dG(0) and is concave in dG(8). Also Eg(C(9,F)) is Levy continuous in

>

. (dF\(2),...,dFp(z)). However EG(C(8, F\,... Fp)) is not convex in (Fy, ..., Fp).
f \ Hence we cannot assert the existence of a saddle point in this case.
N

)

ff!: 2.5 Fixed Quantizer

“"“
W

; ,:-: Before concluding this chapter we point out that if we did not have randomized
!. 0‘
L.'; quantization then without “compatibility” the game would have a saddle- point
;_u'j:' where the jammer's saddle-point distribution need be concentrated at at most
: _:\'_:E M(L — 1) + 2 points. We summarize this in Theorem 7.
; L Theorem 7: For any quantizer 8, there exists a pair of distributions dP*(z).dF*(z)
\, such that

o 1(8,P,F*) < I(9, P, F") < I(8, P~, F) (2.35)
O
D for all feasible dP.dF. Moreover dF*(z) can be chosen to be concentrated at at
:" most M (L — 1) + 2 points and necessary and sufficient conditions for dF*(z) and
: $: dP*(z) are for some A;, A\, > 0
‘?".9‘
i -0 . F") < =I(0.P° F*) + \(f(z) — Ky) (2.36)
AR
M
e for all : € K

%9 orall - € K and
‘g’:- v"
' —1(z:0.F°)= =-[{6. P F*) + \{(f(z) - Ky) (2.37)
o

.

$:; for all - € E, where i(.:...} is as defined in Theorem 2 with (i concentrated on 6.
§ .05(

Also

X 1.8.P* F*) =\, 12.38)
:;"‘v.i
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5y
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for all z 3 P*(z) > 0 and

I.(6,P, F7) < Ay (2.39)

for all z 3 P*(z) = 0 where

1.(8, ", F) £ 3 p(yla, 6) log = Pli((l;l;z;(?lx 0)

Proof of Theorem 7:

From ine proof of Theorem 5 we know that all we need to show is that I(6. P. F)
is (Levy) continuous in dP(z). We show this by considering any sequence dP,(r) =
dP(z) and showing I(8, P,, F) — I{0, P, F). Since z belongs to the finite set A,

weak convergence is equivalent to convergence in any finite-dimensional metric.

Now

I8,P, . F) - 1(§,P.F)| = | P, 0l p(y|z.9)
10 Po F) = 10, P ) = |3 Polziplylz O)log = O oy

_sp ‘ p(ylz,6)
:‘; (z)p(y|z. 6)log = P(z‘)p(ylz,O)l

S 1X Pal@)plyla, 6) log = . ((i’;:y)lx )

-y p 9 plylz, 8)
L Pulzplylz. ) log =5

. ’0
+ 12 Palz)plylz.0) log = ;g'):(yl)x )

S p 9 plylz, 6)
2 P@plyla.0)log =,

L. Pulz)p(yl|z.6)
> P(r)ply|z.8)

+ Y D|Pa(z) — P(z)] (2.40)

<3 Pu(z)plylz.9)]] log
.y

plylz.6)
Lo plylz,0)

. Pa(r)p(ylz.9)
Y. P(z)p(ylz.9)

+Y_ D|Pa(1) - P(z)]. (2.41)

where D = max, , p(y|r.8)log

< LDllog

l

4

)
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Again since A is finite we can say that for all § > 0 3N such that foralln > N

Py(z)
1-5 < FEl <148 vae

P.(z)p(y|z, )
~ P(z)p(yl|z,9)

L: Pu(z)p(y|z, 0)
-8 s S oy St vaea (2.42)

By the continuity of the log function we can say that Ve >0 3§ > 03

1- <1+6VzeA

Lz Pa(z)p(yl2,6)

~ € < o8 yp(yl=, B)

| <e

The second term in (2.41) can also clearly be made < € for sufficiently large n.
Thus the continuity of I(8, P, F) w.r.t. P is confirmed and the first part of the
theorem follows. The bound on the number of points of support of dF* follows
from Theorem 1(a). The necessary and sufficient conditions are derived as before

from Theorem 3 and well-known results about channel capacity [Gall 68, pg.91].
(]

2.6 Channel Cutoff Rate

In this section we show how the results obtained for channel capacity also carry
over when the performance measure we choose is Ry, the channel cutoff rate. For

a channel given by a transition probability matrix p(y|z), Ro is defined as
Ro £ max(- log E(J(X1, X3)))

where the maximization is over all distributions dP(z) on the input, X, and X,
are independent random variables with distribution dP(z) and

J(X1,X2) = Y \/p(ylz1)p(ylz2).
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rfia

%'::. i‘; The cutoff rate is the largest number for which there is a linear error exponent
g . -

::‘:'. viz. a bound of the form P, < 2-"(Fo—R)_ relating the error probability of the
ol . best code of length n and rate R, which is true for all R < Ro. It is the rate
g

::..': ﬁ beyond which sequential decoding of convolutional codes becomes intractable and
K) (M

':‘:3:: is widely interpreted to be the largest rate at which “practical” coding systems

can be implemented [Vite 79],[ Mass 80].

.

-,
K
:’

X I

2 o

i

A8 . |
;‘.s& " For the compound channel the appropriate Ry to use is
o

¢

5“."lf t$

in_(—log E(J(X1, X

M . max min (- log E(J(X), X))
P

r o where W is the channel set. This is the largest number for which there is a linear
.04

3

error exponent for the compound channel. This follows from the random coding

_..
=
| 1

exponent function and the sphere packing exponent function for the compound

¥
E :‘}i channel [Csiz 81, Lemma 5.4 and Theorem 5.10]. Thus in our game-theoretic
-
fq‘,, - formulation the communicator wants to choose (dP(z),dG(6)) to achieve
'v:',t B
"o
4 .
[ = 4P(2)4G(6) dF(2) ol G, B, F)
]
"::, where
oy
2 E Ro(G, P, F) 2
o
B i ~og(E(S [ [ ploler,2,0G0)dF (@) [ [ plutzs, = 0)dG@)dF(2)) |
v:,’i veEB
e and the jammer chooses dF(z) to attain
I %
,l"‘ z‘
K> min max Ro(G, P, F).
X .- dF(z) dP(z)
R

In case AI we are able to derive results similar to the previous case. Theorem 8

below recovers the same result for Ro(G, P, F) as Theorem 1 did for mutual infor-

e
X2
Yy

mation.

-
 ye

Theorem 8:a) The jammer can achieve the minimumin max  min Ry((i. P, F)
(dG(8).dP(z)) dF(2)

with a distribution concentrated at at most M(L — 1) + 2 points.

3

L TERTCRY ARG GOSN MUIOIOOU A A0 A R 1,08Y , AT R W o (R AN T T A
AR W e O MR AR e BN OTROUCI R T AR X R e A R



Koy g
'E,L"L’-.‘ u"-.' '.,‘

40
b) The communicator can achieve the maximum in y}}?)(dcw) de)RO(G. P F)
with a distribution concentrated at at most M(L — 1) + | points.
Proof of Theorem 8:
As in the proof of Lemma | we note that P, is a Levy-continuous function of
F(z). From the functional form of Ro(G, P, F) it is clear that it is a continuous
function of P, (it is easy to see that for all possible P,,, the argument of the log
can never be 0). Hence we have that Ry(G, P, F) is a Levy-continuous functional
of dF(z) for any (dG(8),dP(z)). The rest of the proof follows exactly the corre-
sponding steps in the proof of Theorem 1 with Ro(G, P, F) replacing I(G, P; F).
For part (b) we point out that Ry(G, P, F) is a Levy-continuous functional of
(dG(8),dP(z)) and proceed as before. O
Furthermore, we can also derive results similar to Theorems 2. 3 and 4 with
Ro(G, P, F) as the objective function. We do this in Theorems 9.10 and 11 whose
proofs we sketch briefly.
Given any (dG(8),dP(z)) and the power constraint we define
Ur(K1.G)S  sup  — Ro(G.P.F) (2.43)
hf SE}S‘,J

and as before
/ f()dF(z) - K.

Theorem 9: ['p(A',.(5) is achieved by a distribution F, € S satisfving DI F,,) < 0
and a necessary and sufficient condition for ['g( K. (C) = —R,((7. P. F,1 is that for

some constant A\ > ()

/K [q(z: Fo G) = M(2)dF(z) < TAG.P.Fy) - \K, ERTY

where

/[ i - N -
R . piylri. sidF\piyir,. =)
QQIZF().(I)QE(Z(Y 1

y

‘3\/[ plylr,. sid k)

X 2 ’ ) » Y ( TPy ~ o O e g ) YN o,
. A s, . “l ¥ Vet
L ‘.5'.""“‘“ S T ottt ¢ " B, 4 ;" SNy I i -.-'M-'\'.'l A0 RS Y, 'o'_h'!‘\s"
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X \/Tp(ylxz,z)dmpwlxl,z)))

2/f plylz1, 2)dFy

Also
To(G.P,F) £ exp(~Ro(G. P, F)).
and the expectation is w.r.t. independent random variables X, X; with common
distribution dP(zx).
Proof of Theorem 9:

Given (dG.dP) we have from the definition of R, that
min Ro(G. P, F) = — max(—Ro(G, P, F)) = — maxlog( E(J( X}, X3)))

Maximizing — Ro(G, P. F) is equivalent to maximizing exp(—Ro(G. P, F)) which
is the same as maximizing E(J(X,, X3) = E(L,\/p(ylz:)p(ylz2). For notational
purposes let us denote exp(— Ro(G, P. F)) as To(G. P. F) = E(L, \/p(ylz1)p(yiz2)).

We show that To(G, P, F') is a convex-cap (concave) functional of F. Let

P'ylzi) £ /p(ylrx,z)dFl(z)
Pz & [plyls)dFy()
plylza) 2 [p(ylzs 2)dFe)
Plyler) 2 [piylza 21dFae)

Then from the inequality a + b > 2v/ab we have

pliyrptyiry) + pligirptylen) > 2/pilylzptyiz,ipyie, pHyir,)

where pliyir;)p*iyir;) may be chosen as a and p'(ylr;)p’lyir,) mayv be chosen as
h.
I'herefore

Hzp"yirl »p'(yl.r-;) +tl - n)lp’)(_uu'] ip"(ylrli

varl —mpliyrptiyle) + all —aptiylr, ip'lyir;

o0 MG ” g B A * 0 Pt Lo S A AL WA RS WA O AR A A
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e > o’p'(ylz1)p' (ylz2) + (1 = @)*p*(ylz1)p*(ylz2)

+2a(1 = a)y/pMylz1)p! (ylz2)p*(yle1)p2(ylz2)

Gt

,':; '{ 0 € a < 1. Taking square-roots we have

4

B Vi@p (vl + (1 - @)palen)apH(yles) + (1 - @)p(ylza)

> ay/pH(ylz1)p (vlea) + (1 - @)y/p(ylz)pA(ylea).

:E“l: Summing over y and taking expectations we have

.(,::‘ E(Zv: Viap'(ylz1) + (1 - @)p2(ylz1))(ap*(ylza) + (1 — a)pA(ylz2)

*f 2 aE(L /P (vlz)p'(v1z2)) + (1 = B/ slz)p*vz2)

:,:; R thus establishing the desired concavity. Furthermore, denoting the weak derivative

E:; of To(G, P, F) at Fy by D (To(G, P, F)), we need

o Lemma 4:D5,(To(G, P, F)) = [ q(z; Fo, G)dFy(z) = To(G, P, F}) .

i Proof of Lemma 4:

::E;;E See Appendix F .

':E"'; Using the weak derivative and the just derived property of concavity we can proceed

f. as in Theorem 2 to get Theorem 9. o

.::.:o: Theorem 10: Let Fj be a probability distribution satisfying the power constraint.

:E:,:: Then Fy achieves Ug(G. K) iff for some A > 0

*;} q(z: Fo,G) < To(G, P. Fo) + M f(z) — K) (2.45)

O

":1:.: forall - € K

' 4(z: Fo,G) = Ty(G. P. Fy) + A(f() - K ) (2.46)

:3’;':%5' for all - € E, where E, denotes as before the set of points of increase of Fy (E, is

‘:'::E: finite from Theorem 7).

g Proof of Theorem 10:

3=§; Follows directly from the proof of Theorem 3. o
.":

O]
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'* - . a—
N T Theorem 11: There exists a conservative strategy (dG(8),dP(z)) for the com-
vl —
*'_“* municator and a conservative strategy dF(z) for the jammer i.e. strategies such
Mt ' tha.t
2 G PF
’ M P
::‘: ﬁ i) dP(x) G (6) Ro(G, P,F) = P dP(D4c(0) Ro(G, P, F)
T
) and
’.r“ g 3 .
o i) min Ro(G, P, F) = max, min RGP F)
-
N B
“o Proof of Theorem 11:
oy 5 Again, parallels almost exactly the proof of Theorem 4. o
R
N3 We also note here that results similar to that derived in the case with mutual
¥ X
'&’v ﬁ information as our objective function hold in cases BI, CI and DI with Ro(G, P, F)
“»' , as the objective function. However we cannot achieve a saddle-point for the case
, "o
:_: ¢ with side information (with randomized quantizers and ”compatibility”) because

X
.
EN

Ro(G, P, F) is not necessarily convex in F and such convexity is essential for any
o saddle-point to exist. If, on the other hand, we give up randomization of the
quantizer (and do not assume ”compatibility”) then we once again have a saddle-

point with the jammer’s saddle-point distribution having finite support. This is

e s B o

stated in Theorem 12.

Theorem 12: There exists a pair of distributions (dP*(z),dF*(z)) such that

ey X
%
i~

: . Ro(G, P, F*) < Ro(G", P*,F*) < Ro(G", P*, F) (2.47)
P‘r A

& ~ for all feasible (dP,dG). Moreover, dF*(z) can be chosen to be concentrated at at
|. -

:::" :§ most M(L — 1) + 2 points and necessary and sufficient conditions for dF*(z) and
. dP*(z) are that for some A, A\, 20

'.f" W

o a(z F*,8) < To(8, P*, F*) + M(f(2) - K2) (2.48)
W

L & for all z € K. Also

R % a(z F",0) = To(8, P, F*) + M(f(2) ~ KJ) (2.49)

l B .9 \) (%) )
vq\‘hu A q’a K Q’l‘l l‘h' ‘ ¢ . ’v ‘ ' . ‘ ¢t ’ vy "‘ W '1'*i “ s !“ “!"”‘ LA h l ‘ o " 5"13" “1" fh ‘\'hl‘
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s #

:ji'.’ for all z € Ey, where Ey denotes the points of increase of F* and

o

. To(8, P, F) = exp(—Ro(6, P, F))

o

o

it

R o

2 >_Vplylz,0)B(y, P*) = As (2.50)
o e

,&:;3{ for all z 3 P*(z) = 0 where B(y, P) = ¥ P(z)p(ylz,6) and

ol T

ia“f

I.(‘i

> V/plylz, )8y, P*) 2 ha (2:51)

v

' for all z 3 P*(z) > 0.

e,

f Proof of Theorem 12:

L2

:‘; We work with To(d, P, F') instead of Ro(d, P, F). We can do this because

o

=3 Ry(6, P, F*) < Ro(9, P*, F*) < Ro(9, P*, F)

1253
" ' & To(8, P*,F) < Tp(8,P*, F*) < Tp(8, P, F*)

el

f&" and so a saddle-point for Ry is a saddle-point for T and viceversa. Obviously
B

:‘.:E:r?: To(9, P, F) is continuous in P and continuous in F. Moreover from the proof of
s

J\ Theorem 9 we know Ty(8, P, F) is convex-cap {concave) in F.

B, \ Furthermore To(9, P, F') is convex in P [Vite 79, pg.140]. Using the Sion mini-
#

:' max theorem as in Theorem 5, the first part of this theorem follows. The bound
L

on the number of points of support follows from Theorem 8. The necessary and

"

sufficient conditions follow from Theorem 10 and well-known properties of the

optimizing distributions for the channel cutoff rate [Vite 79, pg.205]. 0
‘. .
S5 2.7 Conclusions
> >
\'(
he
o
Y
oy We have constructed fairly general channel models which are capable of repre-
0' )
g senting a number of jamming situations. The jammers we have considered have
[ 9ol
'0' h*
®
# ""I'i
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all been non-adaptive and using results from the compound channel we are able
to give operational significance to our minimax performance measures, i.e. we can
assert the existence of encoders and decoders which can perform at arbitrarily low
probabilities of error at rates close to our performance measures. Qur analysis is
also clearly applicable to many restrictions on the jammer’s strategy set other than
the ones we have considered.

In the case with the decoder uninformed (case I) we have shown that the
worst-case jammer strategy (from the communicator’s perspective) as well as the
worst-case communicator strategy (from the jammer’s perspective) needs only be
one of the class of distributions with support on a finite number of points. We
have a bound on the number of these points of support in terms of the sizes of
the input and the output alphabet. Thus we have reduced the computation of
the worst case jamming strategies to a finite-dimensional non-linear programming
problem. Moreover we can characterize these distributions by necessary and suf-
ficient conditions which are fairly easy to test. All the above has been done for
both objective functions: mutual information, which tells us about the fundamen-
tal limits to communication in these situations as well as the channel cutoff rate,
which tells us about the ‘practical’ limits to such communication.

In the cases with decoder informed we reduce the communicator’s strategy set
(either by using the “compatibility” assumption or by fixing a quantizer) . In this
case when we have convexity with respect to the jammer’s strategy (as in cases
AlI and BII) we are able to demonstrate the existence of a saddle-point strategy.
For the case with non-randomized quantization we are further able to characterize
these saddle-point strategies using the earlier theory.

As we have mentioned earlier all the above presupposes non-adaptive jamming.
The compound channel model which we use indirectly by our choice of objective

function is appropriate to use in this case. We can allow for more sophisticated
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2 jammers if we incorporate the cases where the jammer’s strategies are allowed to
N
_‘fu depend on the previous (and present) channel inputs. The appropriate channel
2 model to use then is that of the arbitrarily “star” varying channel (A*VC ) [Csiz
S g
§
e 81, pg.233]. This model generalizes the arbitrarily varying channel (AVC) and
3
o8 includes it as a special case. It is known that the m-capacity (i.e. capacity with
6" maximum probability of error over all the codewords) of the A*V'C is the same as
o that of the corresponding AV C [Csiz 81, pg.232]. This capacity is known for the
g
s:f‘? case of binary output alphabet (and finite input alphabet) and is known to be equal
oG to max min I(X;Y) where X and Y are the input and the output respectively, W
-: 4P(z) wew .
N is any channel chosen from the set of channels W and W is the row-convex closure
I
:_0 of W [Csiz 81]. In our case the jammer’s strategy set corresponding is already
. row-convex closed and hence the appropriate programs would be
a) For the communicator:
o
0 .
i max min I(G, F)
{ (dG(8),dP(z)) dF(z)
L
P2 b) For the jammer
X
e min max I(G,F)
b dF(z) (dG(8).dP(z))

)s

which is the same objective function as we have used. Similarly, in the case with

$

20} . . . .
2 decoder informed we would obtain the same objective functions. Thus, all the
:S results derived in the previous chapter for the case of mutual information can be
& extended to the case of the A*VC channel with binary output. This model may
Y : :
: be viewed as a worst-case representation of adaptive jamming. Unfortunately the
¥ +

o . . .
] m-capacity of the AV C is as yet unknown for output sizes greater than 2. On the
v other hand the a-capacity of the AV C (i.e. the capacity with average probability
',,- of error) is known to be either 0 or else max min /(.X;Y) where W is the convex
e dP(z) WeW
" closure of the set W to which W belongs [Csiz 81, pg.214]. Since in our model
- the set of channels is convex as well as row-convex the a-capacity is known to be
o
5" greater than 0 iff the m-capacity is greater than 0 [Ahls 78]. Thus with average
»
o Ly

!
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n
2 probability of error whenever the jammer’s strategy set is such that he cannot force

the capacity to be 0 then all the results of the preceding chapter extend to the

case of the A*VC channel.
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b - CHAPTER III

. PERFORMANCE OF ORTHOGONAL SIGNALLING
>

g IN UNKNOWN PARTIAL-BAND INTERFERENCE
oA

-
A

f-‘

s

3.1 Introduction

e
.
»r S

.
-

In this vhapter we investigate the performance of simple signalling and demod-

-

» uiation schemes over the partial-band jammed channel. When communicating over
",
» . . -~ X . . . .
s ::j the added white Gaussian noise channel. orthogonal signalling suffices asvmptoti-
» N . . R

- . cally to achieve capacity. i.e. by choosing M large enough the error probability can

e be made arbitrarily small for all rates less than capacity or equivalently provided
L]

AR that the ratio of the energy transmitted per information bit and the one-sided

¥ . _"

fX power spectral-density E,/.Ny is greater than In 2. Conversely no other signals can
N s achieve arbitrarily small error probability when E,/V; < In 2. It is also known

. 3 P h J

[Stark 35a].[Stark 85b], that provided codes of small enough rate are used the ca-

'O . . . . .

] acity of a partial-band jammed channel is the same as that of a white Gaussian

pacity p J
13 noise channel. In the light of this it seems plausible to expect that for the partial-
- band jammed (PBJ) channel. orthogonal signals with correlation detection which
ey suffice in the white Gaussian case. could be used as a simple scheme to form a
b

9 reliable communication system. Unfortunately this turns out not to be true and in

L 18

[>

¢ "
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o
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Section 2 we demonstrate this by considering the limiting value of the error prona:
bility of orthogonal signals in worst case two-level partial-band ;amming For an
Ey/N; the asymptotic probability of error 1s not zero  The anaivsis shows *nar for
large E,/.V; the worst-case jammer p is verv smaid Hence simpie reciniancy o

the form of diversity is next analvzed with majority g decoding as wel as in

ear combining at the rceiving end Both schemes rarsn ur v e nanthi e The
linear combining case indicates that when *hie ourpars of sne 1o eearn oy s
sions are -umnied up. smail values of pr fraction o wane aromed o

L. the humber of diversity transnussions fiav a stgnifoan® Lar L tegrac g e
performance when using the sum statistic  This mat irans cuggests nted neas
combining, wherein we clip the oiutput of eacn tiversr . Srans <0 oy o
effective combining technique. The rationaie for suen 4 wnerie « e e
that our probability of error will decrease hecause now “ne niregent cransieos
sions with the large noise components wiil affect sur sum muen ess 1w tor
greater generality we allow the clipping level 1o be a function of [ *o Oar anase
sis indicates that for this case we recapture the same threshoid phenomenan acte
orthogonal signals that we had for the AWGN channels We do this fn gse of cer
tain Central Limit Theorem approximations. Since such a threshoi phenomenar.
is very sensitive to the kind of approximation used. we need 1o use a powerfiy,
non-uniform “Berry-Esseen™ bound due to Michel and a less well-known form of
the Central Limit Theorem due to Sirazhdinov and Mamatov. Our analves shows
that provided a certain relation is satisfied by the clipping level. the number of
diversity transmissions and the number of signals.then. asvmptotically. orthogonai
signalling with diversity and clipped linear combining suffices to achieve capacity

over the partial-band jammed channel.

RN L e s Ol
QORI
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3.2 Orthogonal Signaling over the AWGN Channel

. We consider the AWGN with one sided noise-power spectral density Ny watts/Hz
, and consider a set of M equi-energy orthogonal signals s,(t), : = 1...., M, limited
+ to time duration T seconds and with average received power S watts. Thus the
" ! energy in each signal will be £ = ST joules and the orthonormal basis functions
: can be conveniently chosen as o,(t) = —l——3¢(t) (/T Om(t)On(t)) = bmny, myn=
T vVE 0 .
K | S \[.where é,., =1, m = n, and éms = 0 m # n). Using coherent correlation
E detection the error probability P, is known to be \
:’ . E, - vy 1 - (u - 2TE()b-logz M)
¢ P Mi=1- /:m(d’(u)) TP . du
.f_: where E, = Eg,LM = energy per bit and ®(u) is the distribution function of a
'i standard normal random variable.
' ‘ [t is well known that {Vite 66)
& A&i-r‘an,(%,M) =1 %<1n2
| = 0 E > In2

Now Shannon's formula for the capacity C of a channel of bandwidth W perturbed

20 Sl ]
LA

bv additive Gaussian noise of uniform spectral density Ny and signal power § is

S
NoW

/ [f we let the bandwidth approach infinity (which is required if we let the number

C =Wlog(l+

)

o

r " . . . .
¢ ; of orthogonal signals increase to infinity) then we have that
S
. lim C =
: W —o00 AV01n2
L)
.‘ . . . . .
the channel coding theorem asserts that for reliable communication over this chan-
W R
0 E nel the rate R(bits/sec) must satisfy
S

. R <
E .:. AVoln2
9

wy

'
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Now if T, denotes the bit duration, i.e. T, = —, then this condition is equivalent

R

to 2] > In 2. The converse to the above theorem asserts that for all signal sets
Ny
such that R > S , which is equivalent to ﬂ < ln 2, the error probability
Noln2 No

approaches 1.
However as we show in the following section when we have partial-band jam-

ming, orthogonal signals perform much more poorly.

3.3 Orthogonal Signaling in Partial-band Jamming

We show in this section that the following partial-band jamming strategy causes

E,
— (N,
NJ+N0( I

is the one-sided power spectral density of the jamming noise). First we describe

the error probability to be non-zero asymptotically for any value of

the model for the signalling and for the frequency hopper and dehopper and the
background and jamming noise.

Let {¢:(t)}M, 0 <t < T be aset of orthonormal signals with s;(t) = VE@;(t)
being the signal transmitted corresponding to symbol j. This signal is frequency
hopped over ¢ frequencies with one symbol per hop and transmitted over a partial-
band jammed channel as 3;(t).

The jamming signal j(¢) at the receiver is modelled as a weighted sum of band-
pass Gaussian processes j(t) = Y.1_, Zi(t)j:(t) where j;(t) is a Gaussian random

process with zero mean and spectral density (one-sided) N; over a bandwidth W/q

Hz where W is the total spread bandwidth of the transmitted signal. In the sub-

. . 1
sequent analysis W/q is assumed to be much larger than T Assume that each

M-ary band lies entirely within or without the W/q bandwidth support of some
Ji(t) (this is a pessimistic assumption and our probabilities of error are higher than
without this assumption). Also assume that the spectral density of j;(t), Si(f). is
such that S;(f)S;(f) = 0 for all f and ¢ # k. Thus j;(t) and j.(t) are independent

TRt A at

W - - - . . N Ay A el -

". i - . R AN : Al o, m O IS o ool T " » P . W \. ™™ Y \ % ‘. 0, )

"n. h:'!a«‘ R;‘.'; [ Eadl 1Y .i."‘ l,J.' ) K' () /1, % ,f. 4 B AN AN LY VLR, O VR h .‘In '."\."0!“.,1‘ X 2V W 0.‘:‘ ‘., ",.‘,l i..'.‘.'a.'.,.,"‘.'. .‘I. J
. 2 [ el 1 . [ i




0
REMJLRAN Y’

52
random processes for i # k. Z;(t) is a sequence of non-overlapping pulses of dura-
tion T, i.e. Zi(t) = Zim, mT <t < (m+1)T. The jammer has the freedom to
choose the distribution of the random variables Z,,, subject to an average power

constraint:

B Zh) <q

=1

The partial band jammer chooses the following distribution for Z, .:

Pr(Zim=0)=1-p 0<p<1

Pr(Zim = \/g) =p

where p is a constant representing the fraction of band which has interference.
Thus when the jammer is ca j;(¢t) has noise spectral density N,/p and when the
jammer is off 7;(t) has noise spectral density 0. Z; are i.i.d. for each : and Z, »
is independent of j;(t).

The received signal is thus
r(t) = 3(t) + j(t) + n(t)

where n(t) is the thermal noise, which is a white Gaussian process with one sided
spectral density Ny/2. The signal is dehopped by a frequency dehopper whose
output r4(t) can be written as:
q -
ra(t) = s(t) + 3 8(vi, f(£))Zu(t)5k(t) + n(t)
k=1

where ji(t) is jx(t) after frequency translation, {vi}l_, is the set of frequencies

hopped to and f(t) is the hopping pattern i.e.
f)y=f;, JT<t<(G+DT. f, € {vi.... v}

The demodulator processes the received signal by computing the M -dimensional

vector

- . » TR T,
A 0 I {) g ) 3 50 .
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L Bt S 2nd 2t Aok Aoh A b A s b o a Ag fih A e Aok aLs Ade Al 4 - g

53
where

T
y.~=/) ra(t)o.(t)dt

Now assume symbol ; was sent, i.e. s,(t) was sent. Then for : # ;

T L ~ T ;
w= ) 2 8on SOV Zu0u00 0t + [ nlt)s(t1dt

and for 1 = ;
g . T
y, = /OT S 8o FONZUD5u( 008560t + VE + [ n(t)o,(0)dt

Thus for : # ;

yi=2Zini+ N,

and for 1 =

y;=VE+Z;n;+ N,

where N,, 1 = 1,..., M are i.id. Gaussian random variables with mean 0 and
variance Ny/2 and the n;, i =1,..., M arei.i.d. Gaussian random variables with
mean 0 and variance N;/2. Thus by conditioning on Z, and then averaging, the

error probability may be written as

E,

N,
1V0+—J'
p

E
P.(p, Es, No,Nj. M) = (1 = p) P37
Vo

M) + pPe( V)

For the worst-case partial-band jammer the error probability is
P.(Ey No, Ny, M) £ sup P.(p, Ey. No. Ny M)
0<p<11

For p =0, P.(p. Ey, No, Nj, M) =P,(%. M).

Vo
Now we show that for any signal-to-noise ratio the worst case jammer can
ensure that the asymptotic probability of error does not go to zero. This is stated

precisely in the following Theorem.
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Theorem 1:
E,
: —_t )
1l For Vor v, < In 2
E E A
lim max pP. — M| +(1=-p) P,(—b.M):l (3.1
M=o 0<p<1 Ny Vo
-+ )Vo
.. E,
1) For m > In 2
) E, (Eb > - 0 -
— — . X = (3.2)
“}1_{110o or?f'gxl pP. N M| +(1-p) P. N, { D )
-_— + ANO
p
where 7 is the solution of the equation
By o (3.3)
"'1 + A’VO
p
_ In 2
.. p = E N,
N‘;’ - -ﬁg- In 2
In 2 In 2 In 2
. < = _ <
R SPTE N, S B
N, Ny Ny No+ Ny
Proof of Theorem 1:
. E,
————— < In 2
R VAT
Eb Eb )
1 - — . 3.4
I, 5205 P (_ﬁNo / M) - pP (32 M 34
> P Es 74 (3.5)
2 Jm, g oP TR
E, ,
> i —_— M) 3.6
2 M, 23X ”P°<N0+NJ (5:6]

(Since P, (z, M) is a decreasing function

of r ) (see Appendix G)

D0
[N
R

- \ R g O B
_ e < p udlon Ao 1 o) 20000 ONLOL O QOO AR OO DO RN B OO0 A
l"“".k‘:s‘..¢i“n*§ :”“\i‘.t h P 2"4‘:'3‘:’@‘3‘:‘:“‘:‘)‘&0‘ i‘:!is\'l' ) -.!'}' i AL AR
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{]
o
joe E, .
o > | M ) = 3.7
f > \l'n‘n‘ P <.Vo N A 1 (3.7)
E,
. _ s |n 2
f._ " \“) + A\‘j o
t’: For any ¢ > 0. let py = 5 - ¢ where p 1s such that
2 \
" =2 (3.8)
hBJ' + .\.0
"{ ['hen
g E
B g—— < In2 (3.9)
”
- - E, ‘ (Eb )
‘e - — . M 3.1
11&“_}21— Ur‘rsxpa%(1 pP, (m 7 ) + (1 - p)P. v, (3.10)
R > limnf P Ly v (3.11)
i M = NPT o?gxp'm” -
K
N o E, 219
:n 2 11&“__lgf m P, (m . M) (3.12)
b. Since this is true for any ¢ > 0 we can infer that
o E E
e . b b -
N oy - = .. > 3.14
R (m ")*“ PP (3 M) 27
{',: Now let py be the value of p which achieves the maximum in
R
o » E, )
- max pP, | g—— . M {3.15)
* Ht 0L ":' A NQ
A Then for sufficiently large M. py < 7 . Else for every M there would be a
;:::' M, > M and py, > 7 such that
e
) E, E, ‘
, P. — . M, | > pP. .M (3.16)
. " (:ﬂwo ) -7 ('—? + Vo )
:Q'I My
'Q: forall p. 0 < p < 1. Now for any ¢ > 0 the right-hand side of (3.16) for sufficiently
.o".c
:::::: large VW (M > M, sav! can be made greater than 75 ~ ¢. Since the left-hand
XX side of (3.16) 1s obviously approaching 0 for py, > p. we have a contradiction.
o |
e Therefore
"‘alj

+
PERTNTAYh
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W
B
“"‘; . Eb Eb

‘ - — 17
. ‘ ll.glj:porggsxl pPe (m, M) +(1 p) Pe (No y M) (31 )
&

L <7

>

‘I From (3.13) and (3.17) it follows that

f’l

& . E, E, )

::u' Py Jim Jpax » P. (m ) M) +(1-p) F. (Fo , M (3.18)
e

Y

,6: a Ey

RO =1 f — 1 2

tﬁ"" f: ! NOE Ny < In

=7 f —=— > In2
t"’ x g : NO + NJ
e

( g The jammer thus is able to thwart reliable communication at any signal-to-noise
it"oh E; ratio by choosing p small enough (but not too small). Since the choice of a small
. p by the jammer allows a number of transmissions to pass through unscathed but
.-: :.-‘

et corrupts the rest substantially it seems likely that simple coding such as through

diversity may be able to recover some of this loss in rate due to partial-band

-

* jamming. We pursue such an investigation in the following section.

hX

SAEEN

*.ﬁ ’ 3.4 Orthogonal Signalling with Diversity

o L

w.j

:j X In this section we try to use time diversity to overcome the partial-band jammer,
U

i i.e. make the worst-case partial-band jammer no more deleterious than a broad-
° g band jammer of equivalent power. With diversity L, the energy per bit, E,, is

bt
) LE
o tog, M and we shall use Ej to denote longM'

2 ¢

AR Assume that symbol ; was sent, i.e. s,(t) was transmitted. Then using the

2 earlier demodulator we have L M-component vector decision variables:
.

s

.| ylz(yl,la"~vyl,M) 1=1727-"sL

o

Nt
" where for i #

’i:‘: YVia = Zl,xnl.c' 4+ A’Vl,i

u'% «

.';:

"

L]

o) L.

. AR ™ P
2 LSOOG, QMO AT AN MM NI N A T A A A A SOOI L e
BRSENLEDNONE POt X BN L NN n"l’:f\‘.’m‘.fﬂf"vfﬂv’"a‘-"a,.‘!c.‘?«‘._i’n,‘!n"n.\‘?lg‘:’h‘k SN RS EI R A
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b and fori =
N
N Yi; = VE + Zin; + N,
i
' - where n,;, is a N(0, V;/2) Gaussian random variable, Z;; is 0 with probability 1 -
A
;, p and \/§, with probability p, N, is a N(0, Ny/2) Gaussian random variable and
'
L/ ..
) Z;,, n;; and N, are independent. Also, y;,...,y, are i.i.d. random vectors.
o
e
g'h‘ 3.4.1 Majority Logic Combining
R
A%
;‘.3'::, We first investigate the following majority logic decoding strategy. The receiver
D%
':::.: observes the output during each interval of duration T and picks : if the output of
(:q l‘q
",' the ith correlator is maximum. At the end of L intervals the output of the decoder
j-_., 1s the symbol which has been picked a maximum number of times. We do the
0N
'{: asymptotic analysis assuming the diversity L to be an increasing function of M
o
A for sufficiently large M.
:::“ Now in each time interval of length T the probability of error (i.e. the proba-
i‘[
gi;:gz bility that j will not be picked) is
R , E
e = PP g M)+ (L= R M)
'I‘l;. 0
KM
N
;‘.“ ' where P,(z,y) is the probability of error for y orthogonal signals with bit energy to
RIG
ey noise ratio being z. Thus the probability of j being picked in each interval is 1 — &
:"lé:' and the probability of i # j being picked in each interval is a— T Using the
3,' above scheme we denote the probability of error as PL(pr, E}, N;j, No, M) where
s ]
N pL is used to denote the jammer’s choice of p as a function of L. Since the channel
‘.E;; is independent between repetitions and the same input is applied to the channel
TSy
;:{ ' during each of the L repetitions, the outputs of the channel during the L diversity
'Y
e transmissions are i.i.d. random variables with finite mean. Thus we can utilize the
::i' Weak Law of Large Numbers as L — oo, i.e. the probability that the proportion
¥
\'

A . g oA A ALY - R AL -
ot W ‘ \ (ol () X ) ) . XA YOOLS A R
AL L ‘l, AT l" W, \' ‘Q' ‘l’ .A., ".,‘q‘,»’",‘ﬂ_'.l"é. W\ .“QA‘"O‘h,’.,MJ‘G.,"E"'“.‘Q.’..a‘l.i:?g!,'.":."\. .":“ LX) ‘gi‘.‘.;‘.l,:“‘..' % "‘Qk.",.“.!.l a.'! DRIAFIN | 'ﬂ”‘;!, .E,.'lq‘_w_;{



[ P

SR

A

g’*! H

58

of times we choose j out of the L repetitions differs from 1 - a; (where af =

E; E! .
PLPe('!;vF_"]TO) +(1- pL)Pe(,T,:,M)) by € > 0 goes to zero:

number of times j is picked
L

gim Prob{| —(1-ar)|>€e =0

number of times i(# j) is picked oL
L M-
Thus we see that using the above decoding strategy the limiting probability of

ggl;lo Prob{|

I>e}—-»0

error will be zero or one according as

aL
l—aL>M_1 (3.19)
or
ar
M—1 >1—-ap (320)
and we examine when this is true. Condition (3.19) may be written as
M-1
ar < M (3.21)

Now if ——E“Fo > In 2 we know from the previous section that

E! E] In2
li P 5 l1-p)P(2M)= ————— =7
M—I.nooos<up P ( +No)+( 2 (No ) %—%ln? p
Hence
E; E;
e 1— Pe _b,M <— .
pLP.(5 +N) +(1-p1) (N0 )<p<1

Therefore for all sufﬁcxently large M,

M-1
7

ayp <
Thus we can say that

lim sup P (pLa Eb’ NJ» NO» M) =0

L—o0 <y <1

. E}
——bh
if =% >In2.

0
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b 4
;;':'2::: Now assume W%\Tj < In2. Condition (3.20) may be written as
e
Pulre M) + (1= pr) P2, M)
‘:.L PLL e %]:_*_Nov PL)E . No,
g o o
'::7:: pLPc(va)+(1 _pL)Pe('ﬁgvM)
-. > PL T (3.22)
iy We show that for a particular choice of pr (pr = 1) condition (3.20) holds for all
¥
::é:,.. sufficiently large M. With py = 1, condition (3.20) becomes
Hh
P e E;
E; Pe -__h_) M)
2 1 = P2, M) Pl M) (3.23)
A
f‘ for which it clearly suffices if
M ,
La lim (M -1)(1 - Pc(—Eb——,M)) =0 (3.24)
dads M=o N;+ Ny
<
\ :.- since we know that
¥ lim P2t M)=1
. W e ) =
:-.'. ; By an easy extension of the derivation in [Vite 64, pp.106-134] (3.24) can be
e
&'3;_\ verified. Thus we can say from (3.19),(3.20) and (3.24) that
e
oy . P
" 2 lim sup P)(pr,Ey, Nj,No,M) =1
':".. M,L—oo 0<p<1
b ,
';3: We have established so far that for WihN—, >In2
G lim sup PX(pr, Ej,Ns,No, M) =0 (3.25)
et M.L~o00gp <1
B
L E
f":( , and for v < In2
lim sup PF(pr, Ej, Ns,No, M) =1 3.26
‘ M'L"’°°0$pz,pSl e (pL by LYJy 4V0 ) ( )
».: )
o Note however that in our diversity signalling scheme the actual bit energy to noise
“n\'»‘_ . ’ Y
e ratio is is not Wihﬁ? but N—wﬁz_ﬁ;: N—:’%\U and thus in both (3.25) and(3.26) we
>
A have allowed very large bit energy to noise ratios. Therefore we can say that
.5'-'::‘
L]
%28
®
A
g , " _
: A':n N ‘9"5‘3&*?:'&".u".—ﬁ-“v-, 0% A_'!'a‘,p',-_'.,'t':‘u':fu'.“':!t At 'Zfa‘i:_ff‘.31",30?,?\";‘«‘3’}'?v:“;"a‘:\"‘o_'tfo"fo‘.'l‘_e‘,'ﬂ:‘.ﬂ:o!:fs"l?"uAfa‘
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: R
: 2 '-f_: when we use orthogonal signalling with diversity against an intelligent jammer our
A
D

scheme allows reliable communication when the bit energy to noise ratio (m"N—J)

increases fast enough with diversity i.e. y vy v +N > Lln2 for sufficiently large L. If

S 4,
3

'*3:: .:}' N_O%W < Lin2 for sufficiently large L then the worst-case jammer can frustrate
\}~ N3 !
u even such high energy to noise ratios. !

C

4 3.4.2 Linear Combining
\.'-< b ]
ks
il Another commonly used method of diversity combining is linear combining.
Ry
N Here we process the output to get the following decision variables:
o
R 3 L
] § Yig ? Yooy
OIS
\ 9 When symbol j is sent then for ¢ # j
N L
Iy
A E D; = Z(Zl,jnl,j + Nij)
[N I=1
(X
Lk . ..
.1""1: 3 and for ¢ = j i
S D; =Y (VE + Zijni; + Ni;)
o =
‘..’.,. [; Again we use PX(py, Ej, N, No, M) to denote the probability of error. By condi-
D) y
E : . tioning on the number of diversities jammed we can write
el
'50::" :; L L LE!
& Y L ! k L-k b
s PL(pL, EL Ny, No, M) = () 1- Pt M),
W E}
y '*i Consider first the case ——— > In 2.
090 ;'ﬁ
- PeL(pL»El;vNJaNOaM)=
2
S Lo, Ey ( ) L-k pLLE; .
1 - P, )+ (1- P,(+—————— M). 3.27
£ (1= P PAGE M 2 P = pr) P M), (32
::.. ] g E/ E!
, Since =2 > —=— > In2, the first term goes to 0 with M. Let the jammer
- No IVO + Ny
*{: 1= choose p;, = ¢ where s is some number > 0. Let a denote the second term in
‘R
o |
4
)‘.; L‘
1"
l\' ----- Por

WAA AT Y “.r AT -\-‘:? ] '\’l* ) '\.l‘ I.
"' ‘fa‘b‘,",t" A "h ’A u'!n 8L :’S AN "’ XX ‘:'l‘ 0‘&0 u R VAT A 'el) :'o KA 4*!"'0 e “? PSRN N ‘!h1’}“"0.:'h“?‘b'.v'i"’l"‘c"‘-.'3:‘
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(3.27). Then

= 1 - Ly
« g(k)p,,( R AT

sE;
kNJ + SNo ’

() bt = pr)o*Ru M)

L

k

L k L~k El,a
(k)pL(l PL) P‘(%’L+LN0’M)'

Since s is arbitrary, let it be chosen so that it satisfies

L
>
k=1

L
>
k=1

B
L+ No

< ln 2

that is, s is chosen to be less than 7 (as in Section 3.1). Then we see that every

term P‘(E%W’AI) approaches 1 with increasing L, M. Hence as L, M — oo,
3 o

a goes to
L

lim 3 (I,;) pi(1—pL)t*

L—oo k=1

= Jim (1 - (1 - po)")

=1-e""

By choosing s to be only slightly smaller than 7 we see that

Jim Plpr, E},N;j,No,M)>1—¢7 > 0. (3.28)
’

. E
Now we consider the case ——>— < In2. Suppose that the jammer chooses
No+ Ny

pr = 1 for all L. Then

£y

L ’ —
Pe (p[nEb,NJvNO»M) = Pe( IVJ+1V0“

V)

Since _IVQ—-E:N—J <lIn?2

EI
lim P(——2— M)=1. 3.29)
LB g M) = 3

Thus we have established for linear combining that for T:;%v_, > In2

lim sup PL(py, E},N; Noy,M)>1—¢" 1330

JL—sc0 0<p <1

P U N S o v “ur
L™ w o J..!.-‘d 2 4 » LY
bt 0 T * ‘ . A, e .Q‘A';A 1

Y, * ‘.( WV
9".‘1‘-":"‘:" .':'. ‘ y
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. - E
piag -° and for b — < In2
,.':‘" 1V0 + LV J
S b )
e . lim sup P (pr, Eyy Njy No. M) =1 (3.31)
_5.'. M. L~ 0<pL <1
SO E; |
RN Thus (3.28) indicates that the worst-case jammer (when V_-:—V_ > In 2) jams
.h‘.\ i 0 ‘/ J
L \r El
V) L such that p, — 0 and (3.29) shows that 1fTT < In2 then the worst-case
fal’ MG J
o+, . . .
\::: jammer can choose pr = 1. In either case the jammer can frustrate very high bit
O : . _E LE]
N o energy to noise ratios ( 7=3%; = X +f:,} ).
LR
We note that although for ——2—— > In 2 the worst- case jammer chooses p;
nwel No+ Ny
h-: = such that py — 0, pp cannot approach 0 too fast for the following reason. Let the
g
Lyon ) 1
N ~ N jammer choose py = F(a > 1) . Now
;. ":'
- ») “
PH(pr, By, Ny No, M) =
2 pLLE]
- LP M) + () (1 - pp) b *P P22y
S (1=p1) ) Z PL(1=p1) ol kNjy+prLNo )
{ ' ﬁ By the jammer’s choice of pp
::i: ::; PL( La Eb1 VJ~‘VOw “1)
s E, Lo/Ly 1 L L' E;
®) 1——LP M)+ ()———"1——L"‘P, - b M
K L ( La') (3, Ny ) I¢Z=:1 k (La) ( L") (k‘\/J + La-1NV, )
N
;:::, Again we point out that the first term goes to 0 with L.M. The second term is
o
" ( ) L-k £y
(1- P. — M 3.32
S § pr(l = pt) (Lc'-‘k.VJ + Vo ) (3.32)
SR .
N Every term P,y - 2 —_ VM) in the summation goes to 1 as L increases and
s <z L>=TkN; + Ny
e so as L — . (3.32) becomes
RV Jim (1= (1= p1)"). (3.33)
"
'..-'. -
4y h Next we show that limy_(1 — py) = 1 and consequently
o : L v v
£ wlim P By N No. MY =0

B e A
IR I NENTIEN
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0% : L
Yo We now prove that im; (1 — pr)” = 1.
4!
N 1
(1= po)t = (1= 5)*
o,
DA
ot ]. 1 L
. T . t
e We know limz_oo(1 — Z)L =etandsoVte (0,1) 3LydVL > L,
o t 1 1
Y 1- =)< (1= (=—)+))*
L $\:
N and so
s
lim (1 = (rog)(+)E 2 Jim (1 - £)% = e~
o L—oo Lo-1* L7 T L—oo L
LA
.:' Since ¢t is arbitrary we have
" L
LR M —_— —
B A
. In linear combining we see that since the output of the L diversity transmis-
L]
. sions is summed up, small values of p;, while making it less likely that a diversity
3, ’a . .. aqs . .
transmission is jammed, make the probability of error on such a jammed transmis-
B
e sion very high because of the low bit energy to noise ratio on such a transmission.
=
o The jammer’s strategy of choosing p; to be inversely proportional with diversity
N
.) level L is intuitively explicable. Since L outputs are added he jams such that if he
o hits one transmission there is enough jamming power to corrupt the sum statistic.
b *l'.‘
N
N On the other hand, trying to put too much jamming power in a single jammed
"l‘;
: transmission turns out not to be too effective because then the number of good
kY
f-ﬁ'_: transmissions increases sufficiently enough to overcome the jamming noise. We
-
e thus see that in linear combining the few jammed transmissions have a significant
o
' effect on the probability of error. This suggests that if we use a form of clipped
o linear combining wherein we clip the output of each diversity transmission our
¢
A probability will improve because the infrequent transmissions with the high P.
f‘.c
s values will affect our sum much less. Possibly the clipping level can be chosen as
Bx a function of L. In the next section we conduct the analysis using this idea.
; ”
s
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3.4.3 Clipped Linear Combining

The analysis in the previous sections suggests that the jammer contributes

infrequently to the decision statistics but when he does so his contribution s large.

This suggests that some form of limiting the jammer’s contribution to

the decision

statistics may be effective. Here we first clip each of the diversity transmission

outputs by a symmetric limiter and then combine linearly.

Thus the decision variables we use are

L
D) =3 Co (Z;.I";.l + N, +VvE) when ) is sent

{=1
13.34)
L
D, = Z CoiZoyng + Nyt #
=]
where
Cilz) = . -ar<r<a
= ap. I >ag
= —ap. I< —-ajp.
The decision rule is to decide that i was sent where D] = max D,

decision rule we calculate the probabilities of being correct.
Pricorrect|) 1s sent) = Prii =) ;i3 sent)

= PriD; < D}. v#) )13 sent)

Again we use Plip; E[ N; No. M) to denote the probability of error

s

Dl (-YL (Z, n,, + 4\"_“' -+ \,‘/F:)

13.35)

. Using this

(3.36)
(337

. Now let

Mh

J
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o
g M .
j:: where Y, = CL (Ze nji + Nji + VE) (i.e. the unnormalized decision variable
RO )
o containing the signal) o7 = ,/Ca.r D’ and iet
4 t."'t: L
o D . Y Ci(ZL nig+ Niy)
5 D, = —=— = i=1
R " VL VL )
k L
: 1 Xy
v = — == (3.39)
;:;2 vL :§ oL
»:‘|. 3
:::. where X, = Cr(Z. n;; + N;;) (i.e. the unnormalized decision variables with
only noise). Note that Pr(D; < Dj,i # j|j issent) = Pr(D; < D, i #
o
::.' 717 is sent). Using the D; ’s as decision variables we show that we can recapture
§
B . g
::': the asymptotic performance of orthogonal signals over the AWGN channel.
4 ‘ Specifically if the number of orthogonal signals, M, and the diversity level L
s increase in a certain relation to each other and the clipping level a; is allowed
A
i to increase with L, but not too fast, then the probability of error with clipped
) linear combining exhibits the same threshhold behavior in worst-case partial-band
'):_f' jamming that orthogonal signalling in AWGN achieves, i.e.
SR
. E,
Theorem 2: i) For ————— < In 2
_F_ eo 1) or No+ I,
)n, lim sup PL(py,E{,N;,No, M) =1
o L= 0p<1
W l",
B . Eb
. i1) For ——— >1In 2
oy Ry
o o] . L ' -
f' M!ﬂwoi‘;gl Pe (PL, Eb’ NJaNOa M) 0
- <pg
S
:" nt Proof of Theorem 2:
-._ We proceed as follows. First we show that the above threshold phenomenon is
¥
::-: true if our decision variables were all Gaussian with parameters chosen in a certain
P ..-",
}';: way. We do this in Lemma 1. The corresponding probability of correct decoding we
*‘
£}
A denote as P.,. Then by use of some fairly powerful Central Limit approximations
e
¢ ) we show that the difference between P, and the actual probability of error goes

IERTATS PR PR OK. |

’ e ; : YoMt
‘g .I‘: '- 4% 4% r‘l‘- ) ;‘l'n‘l'!%'. o A
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] ..
WU to zero establishing the Theorem. We now proceed with Lemma 1. Let
}.:‘ o M-
o . P., é/ o (z) [®, ()] de
" 20
:‘. v where ,(r) is the density of a random variable distributed as .V ( %) ) 1)
MO F] 3 FL
e and 3, — 1 and ¢, — 0 and &, (z) is the distribution function of a normal
)
:; !; random variable distributed as V(0.7.) where 7, — 1. Next we show that:
.- Lemma 1:
ollN E LE 1
ool Do 2 ( ) < In 2 then P.o = 0
A0 H No + .V, log, M \Nog+ N, o= HIen MMM L oo Tea
~ . E, )
= —t 2 =
_‘:: X i) If Nt Y, > In 2, then limpy oo Pra 1
‘_:3, Proof of Lemma 1:
N
o0 M-1
= o ] 1 L(E+e¢) z 1 2
‘ Pca = / -z - / e’ du dI
y; N oo ) P 2 (&’n_«g&) BL —o0 V27
[
.:.4 T Let
&-
Y- L [IEray
1= Not N W= =
e ﬁ ( 2 ) AL L
“." “ Hence
Wl
4 ') p? M-1

# e e | [rEEES
o o 1 s
B C P —/ emi / ST —‘/—j_be-%"*dw dz,

e
[ o)
SRS
i‘“" -, a.nd
‘:‘. "N 0
0 im P = / im ( )dz,
| = M.L—o —o00 M.L—oo
Y
;-:: (from the Dominated Convergence Theorem since the integrand is dominated by
o)
- - I § . .. v .
RN e~ 7 7l which is integrable). Now consider
‘;. n
2 |
i v = Nim yae
ORI
>,
o - V-1
'J': 1 2L F 2L €r

, I 2LE +2Le; \\'
SO = lm In | 7L ® -
P - M. L—nc ( L (\/ VTL (.V() + \1)31, ))
E .
. Denoting ——= __ asé and .3 as qr , (3.10) becomes
\ No+ ¥y

U A R 4 T T KO L
) "*zf’!‘q‘}’?"-"n“,‘t‘.ﬁ!:‘r'l_.-.’ h*h”lh ‘“"tﬂ.‘) cAihmu ) ." 'ﬁ £

i "7!!.‘\\..,-
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w3
LY 26 10 1” 1 + L
- n | VLo | == + 4 M (1+%)

¢ vTL qL ‘

w4 lim i 1
o M.L—co !

) ! M-1 i

g ;
! where qp — 1. Using L ' Hospital's rule we get

ob

0. > T

. lim =

R¥e M. L—oo 2% b M1+f)
o (g + yrEmt)

..‘: | 1 z_f 2610g«4M(1+%) 2z, /‘761 (1 C_L)
:r':: o exp l: (TL + L + \/7__2. 26 log, M + I3
e
k2 26 (1+% ) (=(M-1)?)
'S
P 2M o 2 \fURM (14 %) /G
N .
> _ 1 Jné (1+%) - -12 1
- M,ll.rEoo v2r \qr In M In 2 M N[l‘n];'q_
»5.:::: 1
e [ lom M (1+% )
J-,_. (:}i- + )

) -;: 21 V7L qL
4 S
g
Ko — - ifé<lIn?2
Q!" — 0 fd>In 2
' ¥ which suffices to make (1) and (ii) true as claimed. Thus in vy — —oc if § < In2
¢
ey so that vy ; — 0for & <In2. Foré > In2. Invyyp — 0 so that yarr — 1. a
. Next we show that
" .
D2
N
'_ ‘I'irn ‘} P, - Plip,, E, N, NG M) =0 13411
o
3
)
.:|',: ‘

Py )

A -, ™ g A ; $
B R e y, W] i \ ’ iy I.Jr(.'l G—‘ Bl ‘ Uyl 1, F.(
ﬂ';‘t’,”di‘ Wt ‘l{!"w?!\ !' L\.:‘.E“‘, ’&,’.. '—,“ l‘.&‘ 1é ‘A‘-‘,\';’_i';:i’vﬁ"q W ’ 'Q‘ .\‘0‘ A S ' ) I, \! ' ‘ Ay
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=1

where PCL(pL, E, N, No, M) =1- PE(pr, E{,N;, No, M). For ease of notation we
denote PL(pr, E}, N;, Noy M) simply as P.. Now

i

% .
|Paa = Pl = | Pua= [ 3, (2) (Fo, (2)}""ds

KAL |

+ [~ &) (Foda)M "tz ~ P

where ¢,(z) is the density of a random variable distributed as a V (ff—-@%—%’:—)—)

2
with ¢, — 0 and 3; — 1 and Fp,(z) is the distribution function of the random

variable D, . By the triangle inequality

mse 2% Y

| P, ~ Pi< f: 3,(0) | FM-Yo) - 7' (2) | ds

+ [ 15,2 = Fa(a) || Fo(a)Mldz + ClPr Vi | 2 ault

i where F’D)(I) is the density of the absolutely continuous part of £ {(z) and C s

some constant. In general if 0 < a,0 <1

aM M| = f(a~-b) (&M 4+ aM b 4 dMTIPHE 4 MYy
< la—b M.
Let
A :/ 3,02) | FM Y ey - B ey de
and
A= [ 18] = Fp (el il Fo oM+ ClPr YL 2yt
Then
A < /'w M o,(r) j;["”‘u'l ~ dar dr
and

Ap= [0 B - e e e P Yy
PAREE

e PRGN SN N IR ok
- M e AT W NP &
, ,?;}‘-;-,’?g oy Eraae L
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Now
] Xu )
Fpniz) = Pr | —= =<
o) (\/Z ,Z:,‘ o1
1 & Xu z
= Pr =< =
(7f,§ R
L
T
= Fr (—
. (ﬂ) (say)
o
Let g—f— = 3;. Then 3, — 1 (see Appendix J). Hence
IL
s [owdoim () -0 (3) 14
© M —
= — 0, (4ux) | Fp ) — Bul2) | dz.
- 3

Now we use Michel’s version of the non-uniform Berry-Essern Theorem [Mich 81},

e
Theorem : If X,,. ... X, is a sequence of i.i.d. random variables with £(X,) =
- e X+ ..+ X,
0. FiX}i=1 and F,(r) denotes the distribution of —‘—————‘/—;—-—-—- then
n
Co E7X D
L F.r) - $(r < -
( ”~\/5n+um
i Furthermore (', < 30.34)
Since D 1§L:X“ 1}%»'1 ) where | 1 witl
Since ), = —_— = r: Isay) where Vi, arei1.d. with
L (=1 U‘L W 1=} ]
Evp =0 EiVA =1 and BV <€ a] we have
x M a}
Ave [T s
- VLT + i
. .A\qu
Nea
for some constants « ard O Therefore f Moo and T are dhiosen S0 than )
Vo) |
e+ ) then N, o ) Jl
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E:' "S Now we address the second term Aj.
‘|
"'v o0 — _
N ) 8= [ | @ Fp; ()| IFo(e) M7 da g
o
_— + C[Pr|Yi | > ar )k
ps s
e It follows that
'»"; & C(P{|Yil = atlF < C[P{IY > L
gl v = C [P{[Yeal 2 a}” S C(P{|Yey - pel 2 a1 — pi]
o
A >
:::t“ % where up = uy, ,. Now
‘ L
E((Yei—p1)’]
ﬂ VLSC( (aL — pL)?
.- RZ

:;;’;’.

sC( Ng+ Ny )L

“ . (ap = pL)?
e - where the last step follows from Appendix . Since ar — oo and u is bounded,
s
‘;:a ) R we have
X
Kl 'ﬁ lim vy <0.
L—oco
A It follows that
e o .
RN Lh_r}olo v, = 0.
!f"!

Next we note that Fp (z) is the density of the absolutely continuous compo-

s\
il Y

) ) . . Yi, )

.":' nent of the normalized sum of L i.i.d. random variables, —= . each of which has

wa L

s . V, \

‘oY S J 0 2

e variance | and mean p; = — + e where ¢, - 0 and o} — Y + 5

v Ve (22 ~
L

1 see Appendix J). Since 5,(1:) has been chosen to be the density of a normal ran-

At

oy | , , L(E +¢1)
o] dom variable with the same mean and variance r.e. of a N — .1
.i" ~ J /& + N )
n> L \7 2
¢ s

random variable where ¢; — 0. J; — | we have that the first term of A; is

‘ (a :' . e b= A 1
s o~ < o try - Fory dr
|‘ L9 b | [

1'4 x
0
. . .
it - lsing o transformation of vanahbles po= r wy  we have that N s
‘9‘ o ,
y -’: -_ : / ‘,,n‘qpl I'[,'<p| .[}:
.‘n ,:
*

e ..

- -

ey

n - T, p®
AEASEOL " AESALADMDE, >, q'

A a
TR Wy . \
BB S -\!j’xi ta '1"‘ Bt
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where now ¢;(p) is the density of a standard normal random variable and F D, (P)
is the density of the absolutely continuous part of the sum of L i.i.d. random
variables each of which has variance 1, mean 0 and bounded absolute third

moment. Hence by the result in Appendix H

. 3
Ag < /_w%(z3—3x)¢(z)dx+-5_—2
1 gty ol L G
§3\/2_;(1 4e )\/Z+\/Z

3
Cz QL
3

- VL
ayp

Thus if M,L and a; are chosen so that M\/z. — 0 we have that

Jim P o= lm PL(pL, E{,N;, No, M)

Thus we can conclude that asymptotically our clipped linear combining receiver
exhibits the same threshold behavior demonstrated for P., in Lemma 1. Thus

E
b If — < In 2 PYpL, E},Ns,NoyM) = 0

No + N,
i) If _V-()TbV_J > In 2 PCL(pL,E{,,A‘VJ,xVO,AW) — 1
As we have imposed no restrictions on p; we can say that
Ey
1) for ———— < In 2
No+ ¥y
lim sup P,L(pL,Eg,JVJ‘;VQ. M) =1
'M~L“°°0§p_<_l
. E
1) and for —;—b— >ln 2
.\0 + .\j

im  sup Pl(p. E;. Nj . No. M) =0
M L-—-x 0<p<1 ;

f

R oaCn ORI
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3.5 Conclusions

We have investigated the asymptotic performance of orthogonal signals over
channels with both thermal noise as well as unknown partial-band interference.
Knowing that such signalling suffices asymptotically to communicate over the

AWGN at the limits prescribed by the channel capacity theorem we tried to re-

) t: cover from the effects of the worst-case unknown partial-band interference on the
-.' : ‘*
* performance of such signalling. The worst-case partial-band jammer does degrade
. by
*‘ > the asymptotic performance severely but he needs to optimize his strategy for each
';‘.
S value of the bit energy to noise ratio (Es/(/Nj+ Ng)) chosen by the communicator.
159 *
t ‘y .‘
> Our analysis reveals that for bit energy to noise ratios above a constant (In2) the
": v jammer can be most effective if he jams only a fraction (p) of the band. This
s . -
-, is because the probability of error near the values of E,/(N; + No) around In?2
& ‘ rises dramaticzlly with a small decrease in Ey/(N; + Ng). The fraction p jammed
" ets smaller as E,/(N; + Ny) gets larger (observe however that it does not get
“ 4 g g get
'.2 ’ too small). This indicates that the jammer is wilfully reducing the probability of
3'. ‘
. affecting a transmission in order that he may cause more serious damage when he
) [ y g
“ does affect a transmission. This observation suggests that simple coding such as
! :: . diversity in such a case may be very effective.
o Diversity over the partial-band interference channel was next investigated using.
e at first. majority logic decoding. In this scheme. since the jammer is willing to
N accept a small probability of affecting transmissions. we expect that the majoritv !
&% P P ) g p jority .
1 P of the received diversity transmissions would be received error free. However. the
’_ worst-case jammer optimizes his p with respect to the diversity level and he is
- f_
';_ able to ensure that even for very large Fi/(.V; + \,) the asymptotic svmbol error
\ ,‘: -
"' E. probability s 1. Reliable communication in this case s possible onlv if Eo/( N+ Ny
;—:' increases with diversity level faster than a certain rate.
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::z‘ Our next diversity scheme was linear combining wherein we simply added the
AN

R outputs of each diversity transmission. The hope is that the few diversity trans-
p missions that are jammed are nullified in the sum statistic by the many good
e . . . : :

2 receptions. In this case the jammer can, by an appropriate choice of p; ensure
.':'."\

N that for any E,/(Nj+ Np) the asymptotic error probability is non-zero. The jam-
e mer’s choice of py, is inversely proportional to the diversity level and thus for large
e
I
[ i:; L the jammer is jamming a very small fraction but with a large power. The effect

o

.

A% hoped for i.e. the swamping out of the few bad receptions by the many good ones
(b does take place but only if the jammer’s choice of pL goes to zero much faster.
o

i All this suggests that in our diversity combining we must find a way of limiting

*
ot the contribution of any individual diversity transmission to the overall decision
@ 1
.;' statistic. We therefore proceed with clipped linear combining wherein we first
XAy
:i: clip the output of each diversity transmission and then simply add. The output
L
iy statistics are thus the sums of many i.i.d. random variables which suggests the use
. X~ of some form of Central Limit Theorem Approximations. To ensure the threshold
' ‘ P

s
::: behaviour that we are looking for in the error probability we need to use powerful
b
~"., versions of the Central Limit Theorem for which we need the clipping level. the
et diversity level and the number of signals to satisfy a certain relation. Doing so
B ) A\
\' v &\
;": . we can show that the worst-case jammer can be neutralized asymptotically, i.e.
[\ +
l' * . . . . . v v
»fg.:"_ he is seen to be no more detrimental to reliable communication than the AWGN
WS channel of equivalent noise spectral density.
b
‘.
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i" g In Chapter 2 we have constructed fairly general channel models which are capable
:'.E?' & of representing a number of jamming situations. All our analysis was done in a
.‘. ' game-theoretic framework. We view the entire transmitted sequence as one play of
. gl: a zero-sum two person game. In the case with no side information (Case I) we have

characterized the worst-case jammer strategy by the number of points of support

-

of the worst-case distribution as well as by necessary and sufficient conditions at

:‘:'l - these points. This allows us to formulate the search for the worst case jammer

:,:' ” strategy as a finite dimensional nonlinear programming problem. Although the

-)' E necessary and sufficient conditions are not easy to solve for, they are fairly easy
g

?::' 2 to test. Given the convexities of the objective functions this suggests that it

‘:':‘ Y, would be possible to develop efficient steepest ascent (or descent) computational

algorithms for these optimization problems. Much the same held true for both our

‘o
258

: performance measures, mutual information and channel cutoff rate.

:::! &‘ In the cases with the decoder informed we reduce the communicator’s strategy

set (either by using the “compatibility” assumption or by fixing a quantizer). In

' [

.‘ . . . 0 - .
4 N this case when we have convexity with respect to the jammer’s strategy (as in cases
i

All and BII) we are able to demonstrate the existence of a saddle-point strategy.

For the case with non-randomized quantization we are further able to characterize

FY |

=

these saddle-point strategies using the earlier theory. Part of the reason we get
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saddle point strategies in Case II and not in Case I is that the randomization of the
quantizers in Case I does not average out the objective function. In Case II where
the decoder is informed of the actual quantizer chosen the objective function does
get averaged out and thus we do actually use randomized strategies in this case.

Although our analysis was done mainly for non-adaptive jammers we find that
a number of our results hold true for the case of adaptive jamming as well. An
appropriate model to use in this case was seen to be the arbitrarv “star” varyving
channel. Despite the increase in the jammer’s strategy set we find that in a number
of cases he is able to cause no more loss than if he were non-adaptive. Other gener-
alizations of this game are possible. i.e.if we allow the communicator to change his
strategy after every transmission based on feedback from the previous transmussion
or based on observing the jamming noise. These would be sequential games with
exchange of information and it is not clear what kind of objective function would
have operational significance in this case. While we have an upper bound on the
number of points of support of the worst case distributions it 1s possibie *hat the
number actually needed is less. Also it is possible that the performance s robnse
with regard to the number of jamming levels and that a jammer with a few levers
able to do fairly well. Such questions can best be answered by numericar anacsis

In Chapter 3 we have investigated the asvinptotic performance ot orrnogora

signals over channels with both thermal noise as weil as unknown partia. hane

interference. The worst-case partial-band ‘ammer does degrade he asonee
performance severely but he needs o optimize his strategy for racn va e e
bit energy to noise ratio + £ V= Ny chosen by he comummnoaror oy e o
reveals that for bit snergyv to nowe ratios above a onsrans 0 0 e ey
be most effective 1f he tams onlv a fracton o b e T e e C
Foio N = Vo the worst case camnimmnng s he 0 re e e g VA
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band jamming: getting the communication system to perform around the sharp
rise in the probability of error curve. To do this however, the jammer must allow
a high probability of not jamming a particular transmission. This suggests coding
by way of diversity as a means of overcoming the jammer.

The worst-case jammer tries to counteract such coding by making a few trans-
missions affect the resultant decision statistic significantly. Both majority logic
decoding and linear combining do not perform well against such a jammer. How-
ever, by limiting the effect of a single transmission on the decision statistic, clipped
linear combining is able to asymptotically neutralize partial-band jamming.

Our analysis in Chapter 3 was entirely asymptotic. Other interesting questions
that could be asked are; how should diversity be chosen as a function of the number
of signals to achieve a given probability of error against the worst- case jammer ?
If the jammer has a peak power constraint then what values of diversity and signal
set size will achieve a given error probability igainst the worst-case jammer ?

Although we did our analysis using coherent detection our results are valid for
noncoherent detection in all cases except for the clipped linear combining case.
['us 1s because the properties we use of the probability of error of M orthogonal
signals with coherent detection remain valid even in the noncoherent case. These
properties are the monotone decreasing nature of the probability of error with the
“itenergy to noise ratio and the asymptotic threshold behaviour of the probability
ot error However for the clipped linear combining case. the Gaussian approxima-
“.ons we psed i the coherent case, do not necessarily work. It would be interesting
o determane it there s a diversity combining scheme in the noncoherent case which

et nevtraare the partiai-band jammer.
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="

Consider, the following metric on the space of D-dimensional distributions on

=

~

PN Tt

K.

d(F,G) = inf{h:F(z;—~h,z2—h,...,zp—h) = h < G(zy,...,2D)

S L

£

< F(zy+h,...,zp+h)+h forall(z,,...,zp)}.

.
e
s

»~
.

We check that d(F, G) satisfies the properties of a metric:

:}' A 1. dF,G)>0 and =0 iff F=G.
4,)‘ ;1
) 2. d(F,G) = d(G, F).

=
ANY

T 3. d(F,H) < d(F,G)+d(G,H) .

1. Clearly, d(F,G) > 0. If d(F,G) = 0 we consider a sequence k, | 0 and from
the right-continuity of distribution functions and the definition of d we get
G(z1,...,zp) < F(zy,...,zp). '
Similarly
F(Il,...,ID)SG(xl,...,ID) !
~F=G J

2. Let d(F,G) = d. |

Then for all A > d and V(z,,...,zp) J
F(l’l—}l..,.,l'g—h)—hs G(l’l,...,ID) .
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2 F(zy,...,z2p) S G(z1+ h,....zp+ k) + h.
! Similarly F(zy,...,zp) 2 G(zy—h,...,zp — h) = k.
P . d(F,G) =d(G,F) .
3) Letd(F,G)=4d,,d(G,H)=d,,d(F,H) =d;
Then for by > dy,hy > d; and Y(zy,...,2p)
F(zy—hy,...,2p=h1) =M1 £ G(z1,...,2p) L F(z1+ h1,...,zp+ k1) + Ay
and
G(zy — hay...,Zp — hg) — he L H(z1,...,zp) < G(z1+ h2,...,2Dp + h2) + k2
F(zy—hy—hq,...,2p— h1 —h3) —hy — hy £ H(zy,...,2D)
SF(zy+hi+hay...;zpthi+ha)+ b+ Ay
~ds < dy + ds.
. d(F,G) is a metric.
A sequence of distribution functions F, on RP? is said to converge weakly to F

iff for any bounded continuous function f(z) defined on R? (where g is (z1,...,zp)

[ f@dFu(2) — [ | f@dF)
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s |
:::"! Y Lemma: With F | F, denoting the distribution functions of random vari-
- q ables X(= (X1, X3,...,Xp)) such that t; < X; < u; the following are equivalent:
-
' .
"‘\ 1. F, — F at every point z which is a continuity point of the distribution
A N
;'T" é F(z).
=
A 2. d(F,,F) —0.
q ,§’ -
K4 E 3. F, L F.
r NI Proof:  The proof is accomplished by showing the following: 1 = 2,1 = 3,2 =
LN ‘n"
ey 1, 3= 1.
'o‘?'.
:)‘ & i) 1 = 2. Let C denote the set of continuity points of F(z). Clearly C is
:.e' ' X
’ dense in RP. Choose ay,az,...,ap (€ C) such that a; < ¢;, ¢ = 1,...,D
A" r‘l
SO and by, by,...,bp(€ C) such that b; = u; + 1. Subdivide each [a;, ;] by points
oh
E ai =ajp < ai; < ai2<...<aj,=0b aix € C such that a;x — a;4-1 < €. Let

gt "
Y - E = {(z1,...,2m) : ai < z; < §}. Clearly Pr(E) = 1.

.,p"l
"‘j{ 'i Let L denote the lattice of points with :*» coordinate equal to a;z 0 <k <s. L
;'_ has (s + 1)° points. Denote a generic point of L by l. Given any € > 0 choose
e
k Ji .é N large enough so that for n > N at all points | € L the following inequality is
)
e 1 satisfied:
€V *’

N o e
o | Fa(D) = F() IS 3

o ﬁ

o [

i

3 < Ay 3 Chi ML L LA B LB LB YO A AMOLA

DA PREL A L LALLM L AL PUILPLIA R DA
AR B N ) I
.
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Now we prove that for every £ and forn > .V
Flz,—¢€...,2p—€¢)— e < Fy(zy,...2p) S F(zy+¢€,...2p + €) + ¢

a) Considerz € E .
Then z lies in one of the lattice cells. Let ! denote the closest lattice point such
that { > z and let [ denote the closest lattice point such that | < z. Clearly

7§(x1+e,...,xp+e) and [ > (z;—¢€,...,zp — €).

Now

Fa@) S Fu() SFM+ 2 S Flmi+ et zp+e) + e
Also

Fa@) 2 F(D 2 F) -5 2 Flei—€...,ap =€) — 7. (B.2)
Hence

F(a’l—ﬁ,---,l‘o—é)—g SF,.(:I:)SF(zl+e,...,xD+e)+§.

ZF(zy—¢€...,gp—€) —e < Fuo(z) < F(z1 +¢,...,zp+ €) + €

b) Consider now z € E.

We examine the two cases.
1) £ 3 either z; > a; for all 7 or x; < b; for all ¢. Call the set of all such g, W.
ii) z ¢ W. By our selection of E for such g, F(z) = 0.

Casei) When z € W and z; < b; for all i then by our selection of E, F(g) =
0, F.(z)=0. Hence

Foz) S Fz) + ¢




H ';
h e
L
8 0]
W) N
N RN
Ly * Ll={13U|SI.Sb,l= ----- D}
W,
s i E* £ E-E
W » - . .
s Define {* as follows: consider all the components of ¢, «r, ....r, which are greater
.*." 1 q
D' ."‘
L ﬁ N than b, ,....b, respectively. Call the set of such indices Q. Keeping the compo-

nents with indices ¢ Q as before, reduce the components with indices in Q to

.

','_: Iy ....rI; sothat b, <z} <wu,. b, <r; —e<u,andandb, <ir; +¢<u,
ot !
-:3 with ¢, € Q. This vector we call {* (it is clear that such a {* can always be
’
~ ,
vl found). By construction F(z) = F({*), Fa(z) = Fa({"), F(z, —€,....2p—¢€) =
2 q,-. F(l3 —¢,....1p —¢)and F(z,+¢€,...,zp+¢€) = F(I +¢,....lp +¢). Also, {*
4 :-' e
;C: clearly belongs to E. Therefore this case is reduced to the case when g € E.
p” )
" s Hence by the argument in part(a)
> Y
s ::: F(lz,—¢€...,2p—¢)— e < F,(z) S F(z1+¢...,z2p+¢) + e
)
[, %

Case ii) When z 3 W let [ denote the lattice point closest to g.
Then

H,
k
x
-
-

Pl o R -
e
3
_—
3]
p—
i
P
b
——
&
A
i
P
]
—~
Ay
-~
i
(o]

L]

F(ry—¢...,zp—€¢)—e< F,(z) L F(zy+¢,...,2p+€) + €.

o

o
X Hence
"t!'

F

v

o ot
¢J

<

'; Thus 1 = 2.
1 ' i) 123
§ :: Take any function f(z) bounded and continuous on E. Since E is compact f is
':{; . uniformly continuous on E. Denote by U an upper bound of |f(z)| and choose
B E points

;;;t a;,re€C (
a;=a;0<a;1< <a;j,=b "

t 1,0 1,1 1,8 t i = l,D 1

|
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w4
so that we have a lattice [ on F osuch that filo - [y, ¢ where {; and |,

are points belonging to the same lattuice cell Construct the function f, which s

constant on the lattice cells as follows:
faz) = fty!y r€ Fandy’ s some intenor

point of the lattice cell ) to which £ belongs

=0 r¢E

Obviously for any distribution function G(z)

IL|

[r@dc@ =3 )b,

7
,a
=1 FYRLI W RN

A G(I],....ID)

2 ;
SDapODap+!

where af, , af, ,, are the |-coordinates of y’ and where
Ab].ﬂ])"-vaD,aDF(xl""ID) = FO—FI +F2a"' + (_I)DFD

Fy 1s the sum of all (?) terms of the form F(e,,...,cp) with ¢, = a; for exactly ¢
integers in {1,...,D} and ¢ = by for the remaining D — i integers.

Since F,(z) — F(gz) at the lattice points

[ H@)dF@) ~ [ f(2)dF ().

Also

[1f@ - f@idF@ = [ 1f@ - £@IFE) + [ 1f@) - f2) 14F &)
< 0+/E€dF(1)=e.

Similarly
J1@ - f@)dFu(@) < ¢

Hence

| [ f@dF@) - [ f@dF@) <3e

T
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tor suthaiently large « Since ¢ was arbitrary we have | > 3
e ]

Let g, be a contimnty pomt of Fig) Then for every ¢ > () there exists & » ) such

that
| F(g) = Flag) i< e
/._____.___
f L - Ly & where )i = \/11 .+ 1} Let h = mmle,\/%‘) and let n be

suthciently large so that d(F,, F) < h Then

[‘n(L)) _' F‘f.l'()_l—h ..... IQ'D—h)'—hZ I:(L))_‘..).(

A
e ]
N
e
+
P~

FalLy) LZop+hY+ h < Flry) + 2e.

Since € is arbitrary 2 = 1 .

wv) 3=1.

Let z, be a continuity point of F(z) and let F, = F . Take 6§ > 0 such that for
llz ~ zoll < VDS |F(z) — F(zy) | < € . Define the following sets:

Jé {1: I,‘S.‘L‘o',', 1= 1,,D}

J&é{zl :r.-g:zo,,-—é', i=1,...,D}.

*S{z: i < zoi+56, i=1,...,D}.

L 2T~
LEJ -1
Construct the functions:
fl(I) = L€ Js
1 D
—Z 0i — 6 —max(zo; — b6,z;) =z € J;
Ds 4§

= 0 elsewhere.

SOLER T T ‘? SRR KN AGH
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- _fk;([_' = | FlS J
¥ R
—_ §
L)b ‘1,'[0,1

- max(ry,, I, re J;

0 elsewhere.

k20072

fivzyand fpr are both continuous functions ranging between 0 and |. On J, .

firr) < Land on J,, fiz) < 1.

['hen

"”f"l:.lﬁ'

/fl(.[)df“(.&) 2 /_/ (L) = F(zog —6.....Zop — &) 2> F(zy) — ¢ (B.3)

.

/fz(.&)(”“(.l;) < /J‘ LdF(Z) = F(zoa +6,...,20p +0) < FlLy) + ¢ (B.4)

v

-'- ."“'l.-l’ F o

/fn(.n dF.( / ldF.(z) = Fa(Lo) (B.5)

P 3

.’.’;"-'lx.}n. - |

[ fodFu@) 2 [ 1 dFua) = Fulzo) (B.6)

From the fact that F,, = F for sufficiently large n

|/fl )d Fo( /fl ) dF(g)| < e (B.7)

| [ £@dFu@) - [ fi@) dF@)] < (B)

From (B.3),(B.4),(B.5),(B.6), (B.7) and (B.8)

“ons ol ot Rl Rl

-
-

AR

C

gl F(zo) — 2¢ < Fa(Zo) < F(zo) + 2

Since € was arbitrary 3 = 1 . This completes the proof of the proposition
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e Lemma: ThesetS of distribution functions of random variables z = (z,,....zp)
R

<

such that 0 < r, < b, is compact in the space of distribution functions on g.

i

w0 w Proof:  Let a sequence of distribution functions F,(g) be given. Pick a count-
0

N 3 able set C everywhere dense on the set R?, C = {g,,...,Z,,...}). By Helly's
A%

e Weak Compactness Theorem [Loeve 77, pg. 181] there exists a subsequence
.“. '..n

:"; o Fa(Z),--., Fax(Z), ... which converges at every point £ = g,. Let

o

N .
R i v(z,) = Jim Fy,(z.)
\ -0

IO

w d set

i an

R %

i F(z) = sup v(z,).

] <z

, 5 The function F(g) is defined everywhere on R? and is obviously non-decreasing
ol

"

g

o 0 if ¢ <0. Thus F(g) is a distribution function on R? and F € S.

-l f‘ g

-

:;; . F(g). This is equivalent to weak convergence of F, toF [Ash 72, Th 4.5.1] which
' g by Lemma 1 is equivalent to convergence in the Levy metric. Hence d(F,,, F) — 0.
:‘7;" ~ Hence any sequence of points belonging to S has a convergent subsequence in
' . S. Since the space of all distribution functions is a metric space (with the Levy
;::‘, metric) S is compact.

o

g

4

w’:‘o' ]
'a.!lv

¥

and right-continuous. Clearly F(g) = 1 for z; > b; and F(z;,...,¢,...,zp) =

Also, it is easy to see that F,, (z) converges to F(z) at every continuity point of
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APPENDIX D

Lemma 3 : [y (G: Fy) = [i(z;G, F\)dFy(z) — I(G; Fy)

S plylz,2)dFy _
Y p(2)f plylz, z)dFy

where i(z; G, Fy) = T, p(z)p(y|z. 2)log (
Proof of Lemma 3 :
I (G Fy) = bm— {Zp ) (J [ p(ylz,2,0)[(1 — a)dF\ + adF;]dG(9)).

(J [ p(ylz, 2,0)[(1 - a)dF; + adF3]dG(9))
2 p(&)(J [p(ylz, 2,8)((1 = a)dFy + adF,]dG(9)

=2 2(z)(J f plylz, z,6)dF,dG(8)).

log

log

(L] plslz,2,0)dFdG(6) |
> 2@ ] plylz, 2, 0)dFdG(0)

Denoting | p(ylz, z,0)dG(9) as p(y|z, 2)

Ig (G Fy) = hm {Zp(x ) [p(ylz, 2)[(1 — a)dFi + adF3)

Ip(sl2, 2)[(1 = )dFs +a dF]
Sp(@) [ plylz, 2)|(1 - )dF; + adF)

log

>_p(z)[ p(ylz, z)dF,

x

[ ol Fuop 281 14T }

alo o | 73

i {ZP(;‘) [/P(ylx, z)adF)log ( Ly 2ol dh 2 il )

>_p(z)fp(ylz, 2)((1 — a)dFy + a dF]
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N, _ . Jp(ylz, 2)[(1 ~ a)dF\ + adFy]
' [ plaiz-s)edFiog % ple)plyle, 7)1~ @)dFs +adFy] || }

J

'\ I p(ylz, 2)[(1 — a)dF) + adFy)
L +in a &7 [ iz, )dFiog S p(2)[p(y]z, (1 - a)dFy + adF)

i
.'0.: - z,z 0, L eyl )5
/p(yl ,2)dFylog Zp(a:)fp(ylx,Z)de\,

= a + b(say).

By choosing a sequence a, | 0 and using weak convergence of (1 — a,)dF} +

“ a,,ng to dF1
a = / i(z; G, F)dFy — I(G; Fy)

¢ - 4 z . o I p(ylz, 2)[(1 — @)dFy + adFy]
e b= % ;y”( )/ p(ylz, z)dFilog S p(z)Jp(y)z, 2)|(1 — )dF; + adF;

o Taking the derivative

:‘.,. 2 p(z)fp(yla’,2)[(1 — o)dFiy + ad F)]
b= 22l ) [ ol )R S e

o [(ZW)/ pylz, 2)[(1 — a)dFy +asz]> / pylz’, 2)(dF; — dFy)

- / p(ylz', 2)[(1 — a)dF; + adF)] (Z p() / p(ylz, 2)(dFz — de)>]}

where d = Zp Vfo(ylz, 2)[(1 — a)dFy + adF;.

After some algebralc manipulation it can be shown that 6 — 0 as a | 0.




1)
»

AR

L

-« -

n’ !‘q ;‘;

[

) l‘ ~
(N ‘DIX
o APPENDIX E
NG

c’.,l. '

) 2

* L) v,

i

‘\'h -

t

[

REY
) $\_ M)
5- f} Here we consider 4 . oiniminnicasion galtie s © o e T
R an mput distrtbution » on the Moany up ot wonane 4 foes s
] >
.
) - : -
",:. x tne M« [ transition probaibniaty omaity et Ao e
")
N .
40, SN output random varabies respectively Al el el e e
‘l‘q’l P
.; random variable associated with the cotdimona e 0 o .
AT
\:-' _ feasible n's = n,, AR he compact [ he Larne o AP S R
DRI 1 { 13
S
5.4 .- (ny....ony)). Assume this function s anear and “oat or v e s
e 6 .
S 1......M the channel chosen 1s symmetnic Ler [ = 7 0 0V (e
H. )
4,. . . R . .
o .E is r and B's choice 1s 5. Let ny. iy be constranes o .
4 Sz .
\ W . . .
e: t = l.....c where f, 1s a convex. svmmetric functon of . SR VI -
oy
invariant under any permutation of iy, ... nyy. [hen a sadidie noint srraregs oy s ;
r yp 1 t : ,
;‘" -
:' for both players and for player A it s to chooose a uniform distribution o oe
. [y
i »
'. ’ input and for player B it is to choose all the components of 7 equa,. e iere
A
o o exists n with all its components equal such that
..:-S ‘
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-
v s
b,.‘
at

where r* corresponds to the uniform input distribution.

r3
lil
’

. -

Proof: Step 1: I(r,n*) < I(r*,n")

This follows from the fact that the mutual information between the input and the

"
-
e

output of a symmetric channnel is maximized by the uniform distribution.

Step 2: I(r*,n*) < I(r*,n)
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APPENDIX F

St e e e

VI p(yl1, 2)dF, [ p(y|za, 2)dF; |

Lemma 4 : D, (To(G, P, F3)) = E (E (

g v 2/p(yle2, 2)dFy

5§ 2

‘W \/fP(ylzz,Z)dFlfp(ylmnz)sz)) P

 § 2\/1 plylz1, 2)dFy

. Proof of Lemma 4:

%

R .1

! D (TG, P.F) = lig = [E (S [ luten, )adFs + (1 - )i
r v

\/ p(ylza, z)(adFy 4 (1 - a)dFl)) -E (2,,: /p(ylzl,z)dFl/p(ylzg,z)dFDJ

- Ed; (E (; \/ [ plalzs,2)(adFs + (1 - a)dFl)\/ [ plza, 2)(adFy + (1 - a)df;)))

at a=0.

R -
e e

Using the Dominated Convergence Theorem we have

d
55 (Z-))
= E (Z (\/fp(ylxl,z) (adF; + (1 — a)dFy) [ p(ylz2, z)(dF; — dF})

2/I P(ylz2 2)(adFs + (1 — a)dFy)
[ p(¥1e2, 2)(adF; + (1 — a)dFy) [ p(ylzs, 2)(dF; — dm))

2y/[p(ylz1, z)(adF2 + (1 - a)dFy)

oy

-

T rs o W

)

v

at a=0

"’,"

-
-

" ! BSOSO °
oy MOS0 BOULPUCOUOA “E‘,au’!i“i ot
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_ (Z (lf p(ylz1, 2)dF, J plylzs, 2)(dF; — dF)

- 2,/1 p(ylz2, z)dF:
+)/fP(y|1'2, z)dF, [ p(ylz:, z)(dF; - dFl)))
2y/[ plylz1, 2)dFy

_E (Z ( VT P(lzs, 2)dF: [ plylza, 2)dFy
2\/p(ylz2, z)dFy

v

v

I p(ylza, 2)dFy fp(y|x1,z)dF2)) —Ty(G.P.F
T 2T plale, )R, "R

WA |

-

- -
-
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APPENDIX G

P, (z, M) is a monotone decreasing function of z.

i) Coherent detection:
As z T, Q(z+ 2z log M) l

. K = -\712_—1‘.- /_: ¥ [1—Q(z+\/2:l:logM]ﬂ'f—1 dz 1
» Po(z,M) = 1-K |

ii) Non-coherent detection:

As z 1, I (V&z) e-F |

00 2+ 2 M
. P(z,M) = /0 zlo(zz) exp (—-%) 1- H (1- exp
. sy M
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APPENDIX H

| B S

5

o, We modify a result due to S. Kh. Sirazhdinov and M. Mamatov [Sira 62].
Let Xj,...,X, beindependent random variables with the common distribu-
! tion F(z). Let E(X;) = 0, E(X?) = 1. Let F,(z) be the distribution of

MTHE . It is well-known that F,(z) can be represented uniquely as a sum

Pt o -

- - o

R e
' |: 5 . E! ﬁa

of the form

Fa(z) = A Ca(z) + (1= 2s) Sa(z) 052X, <1 (H.1)

where C,(z) represents the absolutely continuous part and S,(z) represents the

singular and step-function parts of F,(z)
e Let pn(z) be the density of the absolutely continuous part.
Theorem 1: If 3 ny such that A\,, > 0 andif a3 = E(X?) < oo then

for sufficiently large n

e

Y 00 00 C

2% : LoV one) = @) 1 ds = [~ A5 =306 (2)dz + 2 (1)
A

,}:ﬁit K8 where

!;%;': 5 1 2

KN = —== "7 H.3
g:}:’.;:, ¢(z) or ¢ (H.3)

i.e. the density of the standard normal distribution. and C, is some universal

constant

-« e
. 9
-
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Proof of Theorem 1:

Let

g(t) = ¥ + T e et (HA)

where i = /=1 .
and let f(t) and f,(t) = f"(7‘;) (where f™(.) indicates the n-fold convolution)
be the characteristic functions of the distributions F(x) and F,(z) respectively.

We need the following Lemmas.
Lemmal: If §3 = E|X;|?P< oo and |¢|< v then for

24ﬂ23
D) 1fa(® — gn (O < %(ltP + 111 exp (‘tI>
i) 1) - g @) < %(ltl’ 1t e (‘tZ)

Proof of Lemma 1:
i) is proved in [Gned 54).
i) is proved in [Esse 58].

Lemma 2: For ng asin the hypotheses of Theorem 1,

Foy (z) = p Hi(z) + q Hy(x) (H.5)

where p>0, ¢>0, p+g=1 and Hy(.) and Hj(.) are distribution functions
such that if hy(t) is the characteristic function corresponding to H,;(z) then:
1) = [k ()Pt < oo

2) Given any ¢ > 0 there exists a C; > 0 such that the inequality
|y (t)| £ exp (—C4) holdsfor |t]| > e

Proof of Lemma 2:

See [Prok 52).

Lemma3: If p > 0,q 2 0, p+q = 1 then for sufficiently large n,

Y (2)eme < 2 (H.6)

m-np<—/n log n

X (W) OGN CLEM )
Vo l't'ﬁa;ﬁ:“’q"?‘i’u’da-id’?.l’;
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Proof of Lemma 3:

Let W be a Binomial (n,p) random variable. Then L.H.S. of (H.6) is Pr(W <

np — /n log n). Hence (H.6) is true iff Pr(W > np —y/mnlogn) < 1- %
Now from the generalized Cheybyshev inequality we know that
; Pr(w > np—Alogn) < (2] (H.7)

f (np— +/nlog n)

where f is any increasing, non-negative function on its range.
Choosing f (W) = W32 we get
EW?)
(mp — Vn log n)°

< n® p* — (3p° — p")n? + (2p — p* + p)"
= n3p*+3n2p? /nlogn—3n?p (log n)2—n /n (log n)?

Pr(W > np — nlogn) #

2y

n?(=3 p* + p? — 3p? v/n log n + 3p(log n)?) + n(2p® — p> + p+ \/n (log n)°)
n3p® + 3n2p? /nlog n — 3n? p(log n)? — n \/n (log n)?

T e

>1-& (H.8)

? n2
Now we proceed with the proof of Theorem 1.

Let n = nom+r 0 < r < ng. Then according to Lemma 2,

e (fE) e

Here * denotes convolution and the exponents of the distribution functions H

,
A Ton T

and F denote the corresponding numbers of convolutions.

We now divide the sum into two parts. By }°; we will mean the sum over
those values of j for which j —~mp > —/m logm and by ¥, we will mean
the sum over those values of j for which j —mp < ~y/mlog m, and by 3 we

will mean the sum over all values of j so that

e = & X< ex

|I¢s‘ln‘¢‘nﬂ,s r’k"?'j’xai‘ ¢

PN ATV WAL WA (L M
i AN ! "'5'?'0‘ “a‘:"."’.'." i".f“laﬁzii NN

[N

. B R CTE s PP I ¢ . 5 X
w8 . . . MRS AP TP LA wWhiies o T ¥
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Fuz) = T, (7) P q™ Hi s HP 7w Fr
+ 2 (rfn) P qr H{«HY 9« F" (H.10)
2

The distribution Hj * H" ™7 « F™ has the characteristic function

ife /R pmei (¢ fR0) o [

B (7)) (5)
and for j > 2 it has a square integrable density which we denote by p,,;(z)
Let

én (z) = #(z) [1 + B (z® — 3z)

6 vn
Then
[ 1 pu(@) = ¢n(a) | d

< [L12(5) 70 pmite) = tale) 102

m . s
+> ( ) p ¢
2 J
and therefore by Lemma 3

L1 pal@) = dula) 1de < [ | S - b(e) |z +%—

By the Cauchy-Schwarz inequality we have

(e -¢»<f)ldz)2 < [ 1S - al@) P (14 2%z [, f’xz
(H.11)
= ”[/_Zl S -d@ P de+ [T | T - @) P odz|  (H12)

= n [l + L] say (H.13)
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",, We evaluate I and I, separately. Since 3, is square-integrable we have
N

from Parseval’s Theorem.

A2

= [ 1S -6@ d=

[o1m () P b E) 8 (E) £ () —am0 1 et

<5E
o

TP
~

L
-
LK

53 < — ga(t) ? d 2 dt
~ _[SAﬁIEI ga(t) | r+2[>Aﬁl21f
2
+2 /Mﬁ | ga(t) |* dt (H.14)

1

2443,
From Lemmas 1 and 3

-
LSS

e
L

where A <

o
| oo

ol frcas | St = 9O F dt = fucavs | T = oalt) = s | dt

. Y
t::;; <2

W) —ga(t) [Pdt + 2 2 dt
ficas | FO=sa® Pt w2 [ I

< & (H.15)

n

Jpas | 2 17 d

t>A/n 1
< ) m-—} hm—; r |2 h mp dt
| = |¢|>A\/;Il;(])qu 2 2 T A
;:::: b m n
:;g < / - i g™\ | A (t 0\ mp dt
< foas & (T)7 o2 1m (1/52)
L8 M
<[ n(yfZ) rea
N = Jusava | by n |
W . n m
b ¢ < VE [ I

n 0 C.
< |2 e~Calmp~2) 2 < 22 i
< noe /_oo | hi(2) |* dz £ ~ (H.16)
mp

b E ' since 7 > > > 1 in thesum ¥; (for sufficiently large values of m)

B

:'2:2 g Also
G
§

Also

o
2 < _10'
/M>Aﬁ| ga(t) [F dt < 2 (H.17)

EOAOBOAOAOINOD 8 QUML) (NADAL DOOAODOOODC A OUOGLDA DNDNOT
PR AR AL ,".ﬁ‘o’u,o l,g"“q).?‘_ ‘01",0)::7.0’ Aot .‘.",‘nf.‘lﬂcl,?u IOAUL U AN :-“'«'«'-‘fr‘hf.“,e” Y

b AN
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N It follows from (H.15), (H.16) and (H.17) that

1< & (H.18)

‘w'v n

' We now estimate 1.

L= [ 2| % -¢ua) de

';l ) 1

Y

L} had m y y } Lm—3 pry\/ ’

¢ = LA (T)p e - gl e

=+ I, + I (H.19)

L

o and

I B= freas 1B =h) + (5 — (21 a

| < (t) —gn(t) |* dt |? dt
! <2 f s RO-g@Pd+2 [ (S

2 < Cu (H.20)
"7 "
By from Lemmas 1 and 3.

From Lemma 2 we have

013
L (H.21)

% B=2f ol Ords

Also
014

Eay g ! 2 < ~4 .
B=[ o laoFds= (H.22)
e Thus from (H.18) and (H.23) we get

15 I < % . (H.23)
)

Ay From (H.20) , (H.21) and (H.22) we get

. [ 1 p(@) = 4u(@) | e < —% (H.24)
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Y

%’\ e Hence

g o

ki " IO EIRE (H.25)
R < [T 1 ble) - 8l2) | do + /°° | pa(z) — éu(z) | dz (H.26)
%'3' * e e

ey & < /°° %%‘(33-3:) dz + % (H.27)
A —o0
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APPENDIX I

Var (Y.,;) < % + %

Prooff

Denote Var (Y,) as V (Yi,)

Then

V(Y1) = V(Y1 Z4 = 0) Pr(Z; =0
FVALAZ50 # 0) Pr(Z; #0)

= (1= pr)V(CL(Njy + VE))
+oL V( (CL (-1— nji+ Nj,l‘/E))

VPL
S (I=-p)V (Nj,l+ \/E')

1
+pLV (\/ﬁ I + NJ‘J + \/E)
1
= (1 ‘PL); (NN;V+ PL ngﬁ ni; + N',l)
=(1‘PL)TO + —2{ + PL7°
N Ny
T2 2

LML L OO UL UL IO X RO
. BRI B A PR a0 e e
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Eﬁ " APPENDIX J
e

!

R
ol
-
0"!!
Sel
5 |
o o We show here that 8 2 L — 1 by showing that 82 — 1. Now 32 =
P L
|4
" M. Hence it suffices to show that for the worst case jammer Var(Xp ;) —
e T VarYLy) '
fi‘ - N;j/2 + No/2 and Var(Yry — Nj/2 4+ Ny/2. From Appendix I we know that
S
;..! a'_g Var(Xri) < Nj/2+ No/2 and Var(Yz) < N;/2+4 No/2 . Now by simply choosing
= the sequence {py = 1}{° it is clear from Appendix I that the jammer can achieve
1
x: Var(Xpy) = Nj/2+ No/2 and Var(Yy,) — N;/2+ No/2 . Thus clearly the worst-
"‘; case Jammer can achieve Var(Xy ;) = N;/2+4+ No/2 and Var(Yy,;) = Nj/2+ No/2

We also show here that E(Yz,) = VE + er where ¢, -— 0.

&.l—&-:-..
P TR D
s,

E(YL'I) = E(YL,IIZJ',I = O)PT‘(ZJ'J = 0) + E(YLJIZJ"I ;é O)PT(ZJ"[ ?1: 0)

2
-

o Q! = (1= pL)(VE = 61) + pr(VE — (1)

o
T g VE + (1~ pr)61 + prle- |
W
2 Consider first the term (1 — pz)é,

~ar+2VE 2r ~(z—VE)?
1—pr)8 =/ —e T g
Uorle=].,  Fme T

- +\/E —yl
=(1“PL)/ t Meﬁo_dy
-orL—\/E \V/ 27rN0
1 =(=a; - vE)? =(=a; +VE)?

i (1= pr)m(e™ Tt = ™K

<<
B, QI

o5
 t2e]

) >

KN
83 &
. b

Yy

.‘l.

™=

B WO W 2 X ’ "y AV 1, SRR
il ISR DL OD OO PR N T
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‘Q" —0L+\/E 2@ —yd
N - % d
'::l 1 =pr) [-aL-\/E No e
[ Now as L — oo the first term clearly goes to zero. Using the Mean Value Theorem
"o
M)
;‘é [Bart 76, pg. 230] from calculus, the second term goes to zero too.
Pch
f;: Now consider the second term pr(;.
0L ¥
. —yl
-: ~a+VE 2(3/ + \/E) N°+_.LN
B PLCL = PL/ L L Ldy
& ~ap~VE 27"(N0 + 7;}
£
O ey VBN (=a 2
;§, el
K =pr—o=(e TP —e TTE )
:d.' 21!'
i +oL / E_WE e Mot 7L dy
..o:::o -ar-VE prNo+ Ny
A
Now if i%f pL were greater than zero then clearly each term goes to zero with
‘E’N increasing L. If inf; pr = 0 then each term is of the form prc where ¢ < 1 and
.3
Y
‘)‘u hence each of the above terms goes to zero with increasing L.
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