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PREFACE

The use of computer-assisted identification systems to
provide the positive, timely, and scientific identification of
remains of deceased persons is of great value to the USAF.
Such systems can and have helped the USAF fulfill its require-
ment to identify the remains of personnel who die while on
active duty. These systems have established the foundation and
shown the need for the development of a computer-assisted iden-
tification system within the USAF.

Appreciation is extended to Special Agents Bruce Herring
and Timothy Davis of the Air Force Office of Special Investiga-
tions and the staff of the Air University Library, Maxwell Air
Force Base, Alabama, for their assistance in completion of the
research for this project.
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EXECUTIVE SUMMARY
Part of our College mission is distribution of
the students' problem solving products to
DOD sponsors and other interested agencies
to enhance insight into contemporary,
defense related issues. While the College has
accepted this product as meeting academic
requirements for graduation, the views and

- opinions expressed or implied are solely
those of the author and should not be
construed as carrying official sanction.

"insights into tomorrow"

REPORT NUMBER 83-2610

AUTHOR(S) MAJOR GARY M. TRIPLETT, USAF

TITLE USE OF A COMPUTER-ASSISTED IDENTIFICATION SYSTEM IN THE
IDENTIFICATION OF THE REMAINS OF DECEASED USAF MEMBERS

I. Purpose: To advocate the development and use of a computer-
assisted identification system to assist in the positive,
scientific and timely identification of the remains of deceased
active duty USAF personnel.

II. Problem: Although the USAF has a requirement to scientif-
ically and positively identify the remains of USAF personnelkilled on active duty in a timely manner, a number of factors
often prohibit or hinder the USAF's efforts to do so. Recent
questionable remai-ns identifications and the failure in anumber of incidents to scientifically identify remains neces-
sitate the development of a rapid and highly reliable system to
assist in remains identification.

III. Data: Regulations and law require that the remains of
deceased personnel be positively identified prior to the com-
pletion of a death certificate. Identification specialistsmaintain that the use of fingerprints, footprints, and dental
comparisons are the most reliable methods of remains identifi-
cation. These methods of identification are also legally
accepted. The USAF and the USA Central Identification Labora-
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CONTINUED

tory currently use fingerprints, footprints, and dental corn-
parisons in remains identification. Aircraft crashes often
cause fragmentation and extensive trauma to remains and, in the
cases where there are more than one victim, commingling of body
parts. In these and other cases where the remains are exposed
to adverse environmental conditions or otherwise traumatized
the remains identification process can be very difficult.
Because of the extensive amount of data and complexity of iden-
tification procedures in such cases, computer-assisted identi-
fication systems have been developed to assist the identifica-
tion specialists. The US military and numerous civilian law
enforcement agencies have used automated fingerprint identifi-
cation systems and automated systems using dental information
to quickly, scientifically, and positively identify remains.
Highly reliable automated fingerprint identification systems
are commercially available. The US Army is currently testing
the Computer-Assisted Postmortem Identification (CAPMI) System
it developed to assist in remains identification. CAPMI uses
dental information collected during routine, periodic dental
examinations as a data base in remains identification by means
of dental comparisons. Some civilian law enforcement agencies
are very successfully using computer-assisted identification
systems which use integrated relational data bases composed of
fingerprint, dental, and personal descriptor information (phys-
ical characteristics, medical anomalies, etc.) in remains iden-
tification. The USAF currently collects all the dental,
fingerprint, footprint (in the case of flying personnel), and
individual descriptor information on all active duty USAF per-
sonnel necessary to establish relational data bases to be used
for remains identification. The development of a computer-
assisted identification system using such data bases would
greatly enhance the UJSAF's ability to positively and scientifi-
cally identify the remains of deceased active duty USAF person-
nel in a timely manner. No computer-assisted identification
system is currently available for USAF use.

IV. Conclu 'sions: The USAF often experiences great difficulty
in positively identifying the remains of USAF personnel killed
on active duty. Computer-assisted identification systems have
been/are being developed to manage the vast amount of data
associated with the identification of remains by means of
fingerprints and/or dental comparisons. The USAF possesses or
routinely collects the personnel identification data necessary
to develop very comprehensive personnel identification comn-
puter data bases which would include all active duty USAF per-
sonnel. The technology and hardware for development of a
highly automated computer system to use these relational data
bases currently exists and is available. Such a computer-
assisted identification system would improve the USAF's ability
to positively and scientifically identify the remains of de-
ceased personnel in a timely manner..

vii



CONTINUED

V. Recommendations: The USAF must take action to insure all
USAF personnel who die while on active duty are positively and
scientifically identified. The USAF should immediately initi-
ate action to acquire a computer-assisted identification system
which would use fingerprint, footprint (for flying personnel),
dental, and personal descriptor information in relational data
bases to assist in the identification of the remains of de-
ceased active duty USAF personnel. The system should be cen-
trally located and accessible via electronic communication
means to USAF installations worldwide. The personnel identifi-
cation data on all active duty USAF personnel necessary for the
system should be entered into the system and updated periodi-
cally as required by data changes.
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Chapter One

INTRODUCTION

The Dositive, scientific identification of its dead in a
timely manner is a requirement for the United States Air Force
(USAF), but one which is not always fulfilled. The use of com-
puter-assisted identification systems can help resolve this
problem. This paper will discuss the basis and reasons for the
requirement to identify military remains and some of the diffi-
culties which hinder its accomplishment. Fingerprint, foot-
print, and dental comparisons, legally and scientifically
accepted methods to identify the remains of even extremely
traumatized deceased individuals, are briefly discussed along
with some of the problems encountered in their use. Computer-
assisted identification systems which have been developed and
used to help reduce the problems involved in scientific identi-
fication of remains using these identification methods are pre-
sented in a summary manner. Finally, the potential application
of a computer-assisted identification system for the positive,
scientific, and timely identification of deceased active duty
USAF personnel is addressed.

This paper does not address economic or other costs associ-
ated with the development or use of a computer-assisted identi-
ficatior system by the USAF. Nor is a specific system design
proposed. Rather, the intent of this paper is to illustrate
the need for a computer-assisted identification system in the
USAF and the feasibility of design and implementation of such a
system using current technology and data readily available to
the USAF.
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Chapter Two

REQUIREMENT FOR THE TIMELY, POSITIVE, AND SCIENTIFIC
IDENTIFICATION OF REMAINS OF DECEASED ACTIVE DUTY

USAF PERSONNEL

The positive and timely identification of the remains of
deceased active duty USAF personnel is required by rpgulation,
policy, and law. AFR 143-1, Mortuary Affairs, Section C, Iden-
tification of Remains, Paragraph 8-10, Policy on Identifica-
tion, states "It is the policy of the Air Force to individually
identify remains of deceased personnel, when possible, and to
use all available means and scientific resources to accomplish
this." Further, the US Army Central Identification Laboratory
(CIL), which has the mission of identifying the remains of
Department of Defense (DOD) personnel submitted to it for iden-
tification by all DOD branches, is required by Army regulation
and guidance to positively identify by scientific means such
remains. (26:2-15) In addition, in all deaths a death certif-
icate for each set of remains must be completed prior to
burial. A death certificate cannot be completed until remains
are positively identified. (28:6-2). By law, verification of a
member's death must be accomplished via a death certificate for
settlement of the deceased member's estate, award of benefits
to his/her dependents, or the re-marriage of his/her spouse.
(4:655) The positive identification of the deceased must also
be accomplished as quickly as possible to permit official noti-
fication of the next of kin. (28:6-2) Many times the next of
kin challenges the remains identification as is their right by
law. (37:--) Thus the USAF has the responsibility to positive-
ly and scientifically identify the remains of personnel killed
while on active duty and to do so as quickly as possible.

2



Chapter Three

SCIENTIFIC METHODS OF POSITIVE REMAINS IDENTIFICATION
APPLICABLE TO DECEASED USAF PERSONNEL

Scientific means are available and are used to accurately
and positively identify the remains of deceased individuals.
While many deceased active duty UISAF personnel are identifiled
based upon the personal recognition of the remains by someone
who knew the deceased or by objects found on the remains (dog
tags, identification cards, etc.), these methods of identifica-
tion are not considered accurate nor reliable by remains iden-
tification specialists. (3:39) These methods of identification
are totally unsuitable when the remains are decomposed and/or
highly traumatized. Personal effects found on or near the
Derson of or, as is occasionally the case in aircraft crashes,
in the body cavities of deceased individuals, are not generally

- .~ sufficient evidence for the identification of the remains.
These items may, intentionally or unintentionally, be placed

* with the wrong remains during recovery procedures or perhaps
even before the crash. Based upon the need to positively iden-

* tify remains a variety of highly accurate and reliable scienti-
fic means of individual identification have been developed. The
two most frequently used of these scientific means of identifi-
cation are friction ridge patterns of the human skin present on
the fingers/thumbs and feet (fingerprints and footprints) and
anomalies of the human dentition. Fingerprints have been con-
sidered the most reliable, accurate, and applicable means of
personal identification since the early 1900's. Individual
identification using fingerprints and footprints is based upon
the scientifically established uniqueness of the ridge patterns
present on the skin's surface of each individual's fingers!
thumbs and feet. (3:39) Though the most widely accepted means
of individual identification, the use of fingerprints and/or
footprints is often not applicable for the identification of
deceased personnel. Because of the condition of the remains as
a result of fire, fragmentation or dismemberment due to trauma,
or adverse environmental conditions, useable fingerprints or
footprints cannot always be obtained from the remains of de-
ceased active duty USAF personnel. In such cases the identifi-
cation of remains by dental records is the method of choice.
Identification based upon comparison of antemortem (before
death) dental records and postmortem (after death) charting of
the dentition of recovered remains is considered second only to
fingerprints as a scientifically reliable means for the identi-
fication of deceased personnel. (4:655) Dental identification

3



is particularly useful in identifying air crash victims whose
remains are generally severely traumatized, burned, or other-
wise damaged. This is due to the extreme durability of denti-
tion. (3:254) "The most reliable method of positive identifi-
cation of a skeletonized victim is through the use of dental
records." (2:113) This is particularly important for military
personnel whose remains may not be recovered for years follow-
ing an armed conflict such as the war in Vietnam from which the
remains of United States military personnel are still being
recovered. With the individuality of fingerprints, footprints,
and the human dentition established in the scientific commu-
nity, fingerprints, footprints, and dental comparison are con-
sidered the best and most applicable methods of scientific
remains identification. (19:252) These methods of identifica-
tioni are accepted in most jurisdictions and used in conjunction
are the means generally used in the identification of remains
in mass disaster incidents. (31:4)

The DOD has recognized the applicability of fingerprints,
footprints, and dental comparison for the scientific identifi-
cation of deceased active duty personnel for some time. In
1959, the USAF began footprinting of all aircrew members. The
footprints are to be used for remains identification to sup-
plement the fingerprints obtained from all active duty person-
nel when they enter service. (10:4) The footprints of USAF
personnel performing flight duty recorded as a permanent part
of the member's medical record on AF Fm 137, Footprint Record,
are reviewed for accuracy and currency during each flight phys-
ical.' (30:2-1) The fingerprints of all active duty USAF per-
sonnel are recorded on FD 258, FBI Applicant Fingerprint Card,
upon entry into the USAF and are maintained in a Federal Bureau
of Investigation (FBI) repository. These records are also

* periodically updated during security clearance updates. (29:
2-22) The potential use of dental comparisons for remains
identification is of particular importance to the DOD because
of the often traumatized or skeletonized state of military
remains. Comprehensive dental examinations are a part of the
routine initial inprocessing of all USAF members and their
official dental records are established at that time. Each
active duty UJSAF member's dental records are updated during
their required annual dental examinations. (30:2-1) In 1962 the
Armed Forces Institute of Pathology (AFIP) conducted the first
DOD course in forensic dentistry. The purpose of the course
was to consolidate knowledge and techniques of individual iden-

*tification using dentition comparison. (22:37) This course is
still taught periodically at AFIP. The United States Army
(USA) requires that all remains submitted to the CIL for iden-
tification be fully fingerprinted (when the condition of the
remains permits), footprinted, if suspected to be the remains
of a member of the Air Force and the condition of the remains
permit, and a complete dental charting of the remains be accom-
plished. (26: 2-15) The basic data necessary for the use of
fingerprints, footprints (in the case of flying personnel), and

4



dental comparisons to be used to scientifically and positively
identify the remains of all deceased active duty personnel is
thus generally available to the USAF and is currently used in
the identification of deceased active duty USAF personnel.

. I
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Chapter Four

CURRENT PROBLEMS IN IDENTIFICATION OF REMAINS
OF DECEASED USAF PERSONNEL

The positive and timely identification of remains can be
very difficult due to the condition of the remains and/or the
number of remains being processed. In aircraft crashes where
the remains of the deceased are exposed to high speed impact
trauma, fire or explosion, and/or commingled with other remains
the remains are generally difficult to identify. Skeletonized,
decomposed, or burned remains or remains subjected to adverse
environmental conditions are similarly difficult to identify.
When large numbers of victims are involved in an air disaster
the trauma suffered by the victims and the commingling of body
parts often makes the individual, positive identification of
each victim a lengthy and complex process. In the November
1985 Gander, Newfoundland crash of an aircraft chartered by
military personnel, all 256 personnel on board the aircraft
were killed. 248 of these victims were active duty military
personnel. Based on historical experience, optimistic esti-
mates of identification specialists were that approximately
only 70% of the remains would ever be positively identified by
means of fingerprints and/or dental comparisons (no footprint
records for these individuals were maintained) due to the
trauma suffered by the remains. (9:18) Even when remains are
recovered reasonably intact other conditions may impact on the
remains identification process. The author was involved in the
identification of the remains of a number of USAF personnel
killed in the crash of a Spanish Air Force C-130 aircraft near
Zaragoza, Spain in the early 1980's. While there fortunately
was no fire associated with the crash, the difficult task of
identifying the commingled and highly traumatized remains was
complicated by the international nature of the incident. This
necessitated immediate identification of the deceased person-
nel. Special arrangements to obtain medical and dental records
of the US personnel believed on board had to be made in order
for the identification of these remains to be accomplished.
The hazardous conditions to which USAF personnel, particularly
flying personnel, are routinely subjected may result in deaths
in which the recovered remains are very difficult to identify.
In jet aircraft crashes very little of the pilot's and/or
crew's remains are generally recovered. (37:--) Remains iden-
tification can therefore be particularly difficult for USAF
personnel. The USAF has been aware of the need for and diffi-
culty in the positive, scientific identification of its person-

6



nel for some time and is committed to doing everything possible
to promptly and positively identify deceased UJSAF personnel.
(11:264)

Despite concerted efforts the DOD's procedures for the
identification of deceased personnel has been the subject of
professional and public criticism. A former CIL employee has
publicly alleged that a large percentage of the identifications
made by the OIL are Incorrect. (25:12) Some experts in the
field of remains identification agree with this former OIL
employee. As an example, they maintain the OIL identification
techniques used in the 1985 identification of 13 crewmen of an
AC-130 gunship which crashed near Pakse, Loas in December, 1972
were unscientific and unprofessional. (25:12) An independent
DOD panel confirmed that some remains identification techniques
used by the OIL in that incident were unscientific and not in
accordance with OIL policies and regulations. The OIL's ques-
tioned techniques of remains identification centered upon the
use of records, personal possessions recovered with incomplete,
skeletonized and commingled remains, and unscientific assump-
tions in the identification of the remains. (24:2) Such inci-
dents illustrate the need for the use of highly reliable and
accurate methods of remains identification in every instance.

In incidents not involving the crash of military aircraft,
questionable techniques are also used in the identification of
deceased USAF personnel even when their remains are recovered
relatively intact. In many cases of homicide, suicide, *and
accidental death in which the author has been involved, de-
ceased USAF personnel were identified based only upon personal
recognition of the remains by some one who knew the deceased,
comparison with identification card or other photographs, or
based upon items found on the person of the deceased. All of
which are highly unreliable and unscientific means of remains
identification. (3:39) Such unscientific means of remains
identification are generally used when the remains are autop-
sied or processed by other than DOD authorities and/or when the
use of scientific means for positive identification would re-
suit in what is considered by the uninformed as an unreasonable
delay in processing the remains. In cases where the death cer-
tificate is executed and the remains are then released for
burial or other terminal processing by non-DOD authorities, the
USAF is often prevented from insuring the remains are scientif-
ically and positively identified. It Is the general practice
of the author and other Air Force Office of Special Investiga-
tions Special Agents to attend, whenever possible, the autop-
sies of all deceased active duty USAF personnel and obtain
fingerprints of the deceased's remains for identification pur-
poses. Unfortunately, these fingerprints are generally filed
away only to be used should the identification of the remains
later be questioned. In many cases there is no opportunity to
fingerprint the remains. Therefore, no scientific identifica-
tion of the remains ever takes place in many cases. In those

7
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cases where dental comparisons are used to identify the
remains, appropriate identification procedures are not always
used. Appropriate dental identification procedures require
that the dentition of all of the remains recovered in an inci-
dent be charted and then the postmortem chartings individually
compared to all the antemortem dental records of suspected
victims. Potential matches are then made and confirmed by at
least two dental identification experts. On occasion, partic-
ularly when one or small numbers of remains are recovered in an
incident, antemortem dental records of the suspected victim(s)
is (are) directly compared with the dentition of the remains.
No actual charting of the remains' dentition is accomplished
and often only one dentist, who may or may not be trained in
dental identification, is involved. This may lead to question-
able identifications which have no way, aside from the dental
examiner's memory, to rebut challenges to the identification.

* Such dental comparison procedures are unsatisfactory to dental
identification experts. (31:--) In many cases the efforts to
appropriately use dental identification procedures are thwarted
by incomplete or lost dental records. In a recent case the
skeletal remains of a suspected airman were recovered. The
airman had been missing in a wilderness area and unaccounted
for since 1978. The skeletal remains were intact thus present-
ing an excellent opportunity for quick and scientific, positive
identification of the remains by dental comparisons. Unfortu-

V nately the dental records of the missing airman could not be
located. The remains were finally identified almost a year
later after an extensive and expensive identification investi-

.j gation was completed. What could have been a relatively quick
remains identification became a highly complex one due to the
loss of the member's dental records. USAF remains identifica-
tion experts state that the non-availability of dental and
fingerprint records for USAF personnel is not uncommon.
(37:--) The USAF has thus encountered numerous incidents when
unreliable and unscientific means of identification have been
used to identify deceased active duty USAF personnel.
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Chapter Five

USE OF COMPUTER-ASSISTED IDENTIFICATION SYSTEMS
IN REMAINS IDENTIFICATION AND THEIR MILITARY APPLICATIONS

The primary reasons for use of unscientific techniques for
the identification of remains of deceased DOD personnel have.5
been the non-availability of fingerprint and dental records and
the length of time necessary to compare antemortem fingerprint
and dental records of suspected victims with postmortem finger-
Drinting and/or dental charting of recovered remains or re-Il
mains' parts. The FBI has the fingerprint records of millions
of individuals in its files and receives some 27,000 finger-
print cards for comparisons daily from over 20,000 active users
of its Identification Division. (18:2,8) At present the only
repository for the fingerprints of active duty military Derson-
nel is the FBI Identification Division. Currently requests for
fingerprint comparisons of deceased USAF personnel must be f or- W

warded to FBI headquarters in Washington, D.C via mail. The
fingerprints of suspected victims on file are manually compared
by fingerprint experts with the mailed fingerprints obtained
from recovered remains. This is often a very lengthy and time
consuming process. Unfortunately FBI fingerprint repositories
cannot always be relied upon to locate fingerprint records for
active duty USAF or other military personnel. The FBI's fin-
gerprint files for military personnel have been found to be
incomplete in some cases. Many times the new fingerprint cards
completed during periodic securiti clearance updates are dis-
carded once the security investigation is completed. Since the
military services keep no independent fingerprint files, there
are no fingerprint records available for use in the remains
identification process in such cases. (37:--)

The availability of the dental records of deceased DOD per-
sonnel becomes a problem when the death occurs away from the
member's permanent base of assignment where his/her dental re-
cords are maintained or when the records are lost or destroyed
in the incident which caused the member's death. In the Octo-
ber 1983 bombing of the Marine headquarters in Beirut the medi-
cal and dental records of the Marines assigned were destroyed
as they were maintained in the building bombed. This greatly
complicated the identification of the remains as at that time
no copies of a DOD member's medical or dental records were
maintained anywhere. (20:19) Non-availability of fingerprint,
footprint, and dental data and data processing problems at
least partially explain, but do not excuse, the identifications

9
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of deceased USAF active duty personnel by other than scientific
means.

Computer-assisted identification systems can provide ready
access to data for personal identification and serve as a back-
up for original personal identification data. The use of auto-
mated data processing is common place in the United States and
is widely used by the DOD. The general procedure in any auto-
mated data processing operation is to use some source document
to establish a computer file for data storage and processing.
Any well designed automated data processing system has a peni-
odic file up-date and back-up file creation procedure as part
of its operation. A computer-assisted identification system
utes some source document (fingerprint card, footprint form,
dental chart, etc.) to create a computer file. This computer
file is periodically updated and back-up copies of the files
are maintained. Thus the data to be used in the identification
of remains is stored in a format suitable for automatic data
processing and the system provides a back-up record for the
original source document. A program using the data stored in
these computer files and comparing it with data input obtained

afrom recovered, unidentified remains can be used to assist the
*identification specialist in identifying the remains. The use

of the computer for automatic data processing can greatly re-
duce the time required for comparing antemortem and postmortem

data.

Historically one of the major obstacles in the use of
fingerprints for individual identification has been the time
and effort required to compare fingerprints or partial finger-
prints of varying quality with the fingerprints on file of pos-
sible victims. This task is often difficult even when there is
only one victim as may be the case in the crash of a single
seat fighter aircraft whose pilot was at least tentatively
known. A crash in which the pilot did not eject generally
involves extensive trauma to the pilot's remains due to high
speed impact often accompanied by fire and/or explosion. In
such cases, very little remain's tissue material is generally
recovered and that which is recovered is generally in very poor
condition. Rarely are all ten digits of the deceased's hands
recovered intact. The tissue damage on recovered digits may
further reduce the amount of useful fingerprint data suitable
for identification purposes. This was one of the USAF's pri-

*mary reasons for footprinting flying personnel. While flight
boots can reduce the trauma and tissue damage to the deceased's
feet, such is not always the case and such relatively large
remain's parts as intact feet are not always recovered. Thus
sufficient fingerprint/footprint data cannot always be obtained
to make a positive identification. These factors often create
major problems in remains identification when there are a num-
ber of victims and there is commingling of remains. A comput-
er-assisted identification system has proven to be of signif-

* icant benefit in helping to manage the fingerprint/footprint
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data obtained from recovered remains in such cases and that
available from record repositories.

The concept of using computers and automated data process-
ing in the identification of individuals has lead to the devel-
opment of increasing more sophisticated and capable computer-
assisted identification systems based upon fingerprints. As
early as 1934, one year after it was established, the FBI Iden-
tification Division recognized the need for computer-assisted
automation in the processing of fingerprint identifications.
Unable to develop a suitable system on its own, the FBI
requested assistance from the National Bureau of Standards
(NBS). NBS assistance resulted in development of the Latent
Descriptor Index System which used computer punch cards to
locate fingerprints with a certain classification code. This
system required manual input of data concerning the questioned
fingerprint(s) and manual comparison of all the fingerprints
selected as possible matches from the data base. While help-
ful, it was grossly inefficient. A major advancement in com-
puter-assisted identification systems was made when methods for
automated fingerprint data comparison were developed. These
methods use computer logic through algorithms to match finger-
print data obtained from the unknown print with coded finger-
prints on file in a data base. These advancements resulted in
development of the Automated Latent System Model (ALSM). This
first generation computerized fingerprint identification system
uses the positions and direction of fingerprint minutiae
(fingerprint ridge endings and ridge bifucations , splitting of
the ridge) to make comparisons between unidentified finger-
prints and fingerprints in the established data base. With
this system the system operator places the unidentified finger-
print under a camera on a computer terminal which projects the
fingerprint on a cathode-ray tube (CRT) screen. The operator
then marks the minutiae position and direction in the finger-
print with a cursor. An algorithm converts this information
into mathematical form. The information is then entered into
the computer memory. The operator performs this function for
each minutiae present in the unidentified fingerprint. The
computer then compares this information with the minutiae
information of known fingerprints in its data base. A list of
possible matches based on minutiae statistical correlation is
produced in descending order of match probability. A finger-
print expert then compares the unidentified fingerprint with
the fingerprints of the ordered lists. (18:2-8) This highly
successful automated fingerprint identification system was fur-
ther improved with an automatic fingerprint reader which re-
moves the need for the operator to manually mark each minutiae
in the fingerprint as the fingerprint reader does it automat-
ically. This system is commercially available as the Printrak
Automated Fingerprint Identification System (AFIS).

The Printrak AFIS consists of a Read/Edit Operator Console,
Print Processor, Search Processor, Data Storage Subsystem, and

11
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Printer Unit. The Read/Edit Processor serves as the interface
between the computer and the operator. Its console consists of
a keyboard, CRT display, automated fingerprint card indexer,
video scanner, cursor control, and console electronics. The
operator console operates in either an automatic fingerprint
card read mode, manual fingerprint encoding mode, or manual
latent fingerprint encoding mode. In the automatic fingerprint
card read mode, a fingerprint card is placed on the card-index-
er platform and the video images of the prints are transmitted
to the Print Processor which automatically encodes the minutiae
and returns a display of the print with encoded minutiae and
print classification to the CRT display screen. The operator
can then edit the display and change the encoded minutiae or
classification if desired. The Print Processor works with the
Read/Edit Operator Console to process the images received,
extracting exact minutiae from the fingerprint and classifying
it. The processor includes an image processor, automatic
classifier, a minicomputer, disk memory, and a multiplexer.
The Search Processor, which controls the flow of data into and
out of the Data Storage Subsystem, contains a minutiae matcher
unit which compares the encoded minutiae of search prints
(those trying to be identified) with the filed minutiae from
record fingerprints maintained in the Data Storage System. The
minutiae matcher unit scores each match based on the closeness
of the match and transmits the results to the Search Processor.
The Data Storage Subsystem has the capacity of eight (8) 300-

4megabyte disk drives and multiple disk packs. The ten (10)
print fingerprint files of up to 100,000 people can be stored
ona single on-line disk pack. Unidentified latent finger-
prints can also be stored for comparison with new 10-print

S.'record fingerprint cards or other latent fingerprints. The
Search Processor transmits the results of the matching pro-
cess to the Printer Unf.t which produces a printed listing of
possible matches and the probability of each possible match.
The Printrak Automated Fingerprint Identification System may be
networked with the Printrak Latent Subsystem which Is comprised
of a Read/Edit Operator Console and a Printer. The subsystem
allows remote on-line direct access or off-line batch process-
ing of latent fingerprints and file entry and comparison of new
10-print record fingerprint cards. (33:--)

Printrak's success lead to the development of an automated
fingerprint identification system by NEC Information Systems
(subsidiary of Nippon Electric Company of Japan) for the Japa-
nese National Police. The NEC AFIS operates much the same as
the Printrak AFIS and consists of a fingerprint input subsystem
and a fingerprint matching system. There are of course hard-
ware differences between the NEC and Printrak systems such as
NEC's use of an optical storage disk, but the data processing
is very similar. One distinct difference between the two sys-
tems, however, is that the NEC AFIS uses minutiae relationship
(the counts of ridges between a minutiae and its neighboring
minutiae) as well as the positions and direction of minutiae for
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match identifications. NEC maintains that the use of minutiae
relationship in addition to minutiae position and direction
increases the accuracy of identification and that the system is
not affected by fingerprint distortion or deviation in finger-
print direction and position as is the case in the Printrak
AFIS. In the Printrak AFIS the marked image of the search
print must be rotated for minutiae comparison. This is not
necessary with the NEC AFIS. The NEC APIS, currently in use by
law enforcement agencies in Tokyo, San Francisco, Sacramento,
Anchorage, Alabama, and Calgary, Canada, is receiving acclaim
as a result of its use in solving two police Investigations in
California. (6:--) (36:--) Since its purchase of the 2.6 mil-
lion dollar NEC APIS in 1984, the San Francisco Police Depart-
ment (SFPD) has solved two major murder investigations directly

_N as a result of fingerprint matches made by the system. By com-
paring latent fingerprints recovered from the crime scene of
the murder of a San Francisco woman with SFPD fingerprint files
the NEC APIS identified a suspect who was subsequently arrested

% for the crime. The NEC APIS Is credited with solving this six
year old murder case. (17:--) Impressive as resolution of that
case was, the identification of the infamous Los Angeles Niqht
Stalker using the NEC APIS is the success that has brought this
investigative technique to public attention. The NEC AFIS
matched a fingerprint lifted from a vehicle at one of the fif-
teen (15) murders attributed to the Night Stalker to the file
fingerprint of a drifter with a record of drug abuse and auto-
mobile theft. Two days later the suspect was arrested for the
murders. The Los Angeles Police Department (LAPD) estimated it
would have taken a fingerprint examiner sixty-seven (67) years
to compare the latent fingerprint recovered from the crime
scene to the 1.7 million fingerprints on file with the LAPD and
possibly match that single fingerprint to the suspect arrested.
The NEC APIS accomplished the task in a few hours. (21:--)
These are but two of the many dazzling successes of the NEC
AFIS which has made the use of automated fingerprint identif i-
cation systems the most important revolution in personnel iden-
tification technology in decades. (18:3)

Computer-assisted identification systems based on finger-
print comparison have proven to be highly effective and reli-
able. These systems are capable of comparing a single finger-
print with over 1,200 fingerprints in a data base per second.
(17:--) The benefits of such a system are recognized world-
wide. The British have used an automated fingerprint Identifi-
cation system since the mid 1970's. (13:221) There are cur--
rently twenty-two Printrak APIS systems In use in the United
States and six others are being used in foreign countries.
(6:68) Unfortunately full development and implementation of
the FBI's automated fingerprint identification system was
halted in 1985 due to budgetary constraints. (5:22) At present
the system contains only criminal record files and its use is
restricted to criminal inquiries. It Is not used in remains
identification in non-criminal matters. (37:--) When used auto-
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mated fingerprint identification systems can greatly reduce the
time intensive efforts previously required in the use of
fingerprints to scientifically and positively identify human
remains.

While automated fingerprint identification systems are
highly useful in remains identification, computer-assisted

* identification systems based on dental comparisons are of even
greater use in remains identification for air crash victims.
As has previously been stated, the conditions of remains sub-
jected to high speed aircraft crashes are often such that
fingerprints cannot be obtained. Dental comparisons of post-
mortem dentition charting of the remains with antemortem re-
cords of possible victims has proven to be the best method of

* scientific and positive remains identification in such cases.
(3:254) Computer-assisted identification systems based on den-
tal comparisons have been developed and have proven to be of
great benefit in the use of dental data for the identification
of air crash victim remains.

Identification procedures using dental comparisons have
been troubled with the problems of the lack of data bases, the
difficulty of handling the overwhelming amount of data qener--
ated by dental comparisons, and a variety of dental charting
methods. Historically when a mass disaster incident occurred,

* the antemortem dental records of all potential victims had to
be hurriedly collected and forwarded to the remains processing
location. This was often a very long and difficult task.
However, the most arduous and time consuming part of the task
of dental comparisons was comparing the dental chartings of the
remains with the antemortem dental records collected. The
adult human dentition consists of thirty-two teeth each of
which has six positional references and five surfaces which are
used in dental comparisons. (19:246) These factors plus all
the potential restorations and other dentition alterations can
produce an amount of data which is almost impossible to manual-
ly manage. Add to this the variety of different charting pro--
cedures used in dental records and the potential difficulty in
the timely use of dental comparisons for remains identification
becomes readily apparent.

The great potential for remains identification by dental
* comparisons has resulted in military efforts to overcome the
* problems associated with the collection and use of dental data

and to develop a computer-assisted identification system based
on dentition within the DOD. This potential was perhaps first
recognized in 1974 when a relatively unsophisticated computer-

* assisted dental identification system enabled the identifica-
tion of the victims of a civilian aircraft crash in approxi-
mately 30% of the time required for traditional identification

*procedures. (14:194) The potential for military use of such a
system was emphasized by the use of a computer program by mili-

* tary forensic specialists in the identification of the 913 vic-
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tisof the Jonestown, Guyana tragedy. Relying largely on
computerized dental information, the identification time re-
quired for each set of remains from that tragedy was reduced
from approximately 30 hours to a matter of minutes. (31:15-16)

Computerized comparison of antemortem and postmortem den-
tal data greatly reduces the overwhelming amount of time and
effort which can be spent during manual searches of dental re-
cords in dental identification procedures. (7:352)(12:247) In
the first successful use of a computer-assisted identification
system based on dental comparisons in a military related air-
craft crash, Col. (Dr.) Robert R. McMeckin, USA, director of
the Armed Forces Institute of Pathology used a computerized
dental record comparison program to help positively identify
all of the 256 victims of the 1985 Gander air crash. The vic-
tims of that aircraft crash, "the greatest tragedy in military
aviation history" (9:18), included 248 active duty military
personnel. The use of Dr. McMeckin's computer-assisted system
was partially responsible for the scientific and positive iden-
tification of all the victims of that crash weeks ahead of
schedule. (9:18) While certainly not the first time a computer
had been used to assist in comparing antemortem and postmortem
dental records, this application of a computer-assisted identi-
fication system brought the potential military use for such a
system to the forefront.

Recent advancements in computer processing speeds and data
storage methods have made such a system viable for the mili-
tary. The availability of current dental records for all ac-
tive duty military personnel and relatively uniform DOD dental
charting and record keeping systems leaves only the basic prob-
lem of data management in the development of a military comput-
er-assisted identification system. (14:192) The uniform DOD
dentition numbering and coding system makes the handling of
large amounts of data relatively easy to computerize. (31:9)
These factors have lead to development of the Computer-Assisted
Postmortem Identification (CAPMI) System by the United States
Army.

CAPMI is a recently developed computer identification sys-
tem based on dental data for use in the identification of the
remains of active duty military personnel. The system uses two
updated and improved algorithms which take into consideration
possible data base errors. This is basically accomplished by
comparing the unidentified records by maximum number of matches
and by minimum number of mismatches. This allows the system to
have a high degree of selectivity (ability to differentiate one
record from all others) even when the data base has 10-40% er-
rors. (15:973) The system is designed so that the data neces-
sary for the data base is obtained during routine annual dental
examinations of military personnel. The data is initially re-
corded on a special form and then entered into the computer's
data base by means of an optical scanner. The data base is
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stored on magnetic tapes or disks. To identify a set of remains
S the remain's dentition is charted on the special form, entered

into the computer by means of the optical scanner and then
compared with the data base. A rank ordered list of possible
matches is then produced. Then, as is the case with all corn-
puter-assisted identification systems, the unidentified re-
main's record is manually compared with the possible matches
produced by the computer. A forensic dental identification
specialist makes the actual identification. The computer does
not make the identification.

CAPMI was initially tested in the identification of the
remains of eleven service members recovered from the crash of
an Air Force Reserve C-130 aircraft near Honduras on 22 January
1985. Using the CAPMI system, a computer compared the ante-
mortem dental records of the military personnel with the post-
mortem dental data of the twenty-one personnel on the flight.
The computer made its possible matches in seven minutes. it
took three forensic dentists two hours each to complete the
comparisons with the same results. (20:22)

In other tests with a population group of 578 personnel
* composing the data base, the computer system listed the correct

person as first on the list of possible matches 86% of the
time. The correct match was listed as one of the other proba-
bles the remainder of the time. Preliminary evaluation of the
CAPMI system is that it is a quick and efficient method of
determining a subset of records for subsequent manually match-
ing. (15:980) As the system is currently designed, it can be
used on a variety of computers ranging from mini-computers to

% highly portable battlefield systems. (20:22)

* One major advantage of such computer technology is that it
helps the forensic dentist deal with dental fragments. The
handling of pieces of a victim's dentition is one of the most
difficult and time consuming aspects of dental identification.
(31:18) It is possible to identify a victim based upon a
single tooth if it has adeauate individuality. (19:246) The
ability to handle dental fragments in an incident in which the
remains of victims are commingled and/or severely traumatized,
as often happens in air crashes, is therefore of major signif-
icance.

Because of the greatly reduced processing time and increas-
ed ability to handle large amounts of data, a computer-assisted
dental identification system would have great value to the
military where armed conflict can result in the deaths of large
numbers of military personnel. The aim of the CAPMI system
once it is implemented is to have a computerized dental record
for all active duty military personnel to aid in remains iden-
tification. (20:19)

* Identification experts have recognized that the probability
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of quickly and positively identifying human remains in a scien-
* tific manner Is significantly increased when computer-assisted
* identification systems based on fingerprints, dental records,

and other personal descriptor information are used jointly.
(7:349) In 1983, the Washington State Crime Information Center

* (WACIC) developed and began to use a computer-assisted identi-
fication system which used dental and fingerprint records along
with other physical descriptive data of missing persons in a
relational data base to help identify the recovered remains of
unidentified persons. In this system possible matches with
rank ordered probability scores are produced when fingerprint,
dental and, when possible, other physical information obtained
from examination of remains is entered. Identification spe-

5, cialists then use this listing to do physical comparisons of
antemortem records with postmortem records to make the actual
Identifications. This on-line system has greatly reduced the
time previously expended in manual searches of records. This
system of remains identification has also proven to be highly
effective and reliable. (32:--) Realizing the tremendous
advantages of computer identification systems using multi-
parameters, the National Crime Information Center has developed
computerized Unidentified Person/Missing Person files using

* fingerprint, dental, and other individual information. This
national system, which operates in a manner very similar to the
WACIC computer-assisted identification system, is likewise
proving to be a very useful method of assisting in the posi-
tive, scientific identification of unidentified human remains5.
(7:349-371) Computer-assisted Identification systems which use
fingerprint, dental, and other individual identifying data in
conjunction have thus been proven to be extremely valuable in
the positive, scientific identification of human remains in a
timely manner.

Unfortunately the USAF has no computer-assisted identifica-
tion system. The systems used by the DOD and the USAF thus far
have been ad hoc ones and have been used on a very limited
basis. USAF identification experts state that the use of a
computer-assisted identification system would greatly improve
the timeliness of the identification of deceased personnel.
This would be particularly true in aircraft crashes and other
Instances in which the recovered remains are highly trauma-
tized. (37:--)
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Chapter Six

CONCLUSIONS

USAF personnel who die while on active duty are not always
positively identified by scientific means as is required by
regulation and law. The DOD's failure to use scientifically
and legally accepted means of remains identification has
resulted in public and official concern and criticism. The
extensive trauma military remains are exposed to, particularly
in high speed aircraft crashes, environmental conditions, and
commingling of remains often makes their individual identifi-
cation difficult. Fingerprints, footprints, and comparison of
antemortem dental records with postmortem dental charting of
remains are reliable and legally accepted methods of scientific
remains identification which can overcome these problems. These
methods of remains identification are not always used due to
the non-availability of necessary records and the difficulty
encountered in manually managing the vast amounts of informa-
tion involved, particularly when there are large numbers of
remains. Efforts to more easily manage this information have
resulted in development of a number of highly effective com-
puter-assisted identification systems. The FBI and other fed-
eral and local law enforcement agencies have used computer-
assisted fingerprint identification systems such as Printrak
AFIS and NEC AFIS to solve crimes in record time. The DOD has
used similar systems which use dental data rather than finger-
print data in a number of instances such as the 1985 Gander air
crash. As with other computer-assisted identification systems,
the results have been very impressive. Tentative identifica-
tions are made in seconds rather than hours or days. Confirma-
tive comparisons have shown these systems to be highly selec-
tive and very accurate. The recognized potential for such
dentition comparison systems in the DOD has resulted in the
development of the CAPMI system which is currently undergoing
testing and evaluation. The effectiveness of computer-assisted
identification systems has been greatly enhanced through devel-
opment of systems which use integrated relational data bases
composed of fingerprint data, dental data, and personal des-
criptor data. The WACIC and NCIC systems are excellent exam-
ples of such relational data base systems. The use of comput-
ers to assist in the identification of remains is therefore
well established.

The USAF has the potential to develop a relational data
base computer-assisted identification system using existing
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technology and data routinely collected on USAF personnel.
Fingerprint records of all USAF personnel are obtained upon a
member's entry into service. Dental records are maintained in
a standardized form on each USAF member and updated annually.

* The footprints of personnel on flying status are obtained and
kept current during annual flight physicals. Personal informa-
tion on all USAF members is on file at the Air Force Military

* Personnel Center or in their medical records. Algorithms for
computer-assisted Identification systems are available as is
all the hardware necessary to establish the system. Thus the
development of such a system is feasible and possible with
existing technology.

A USAF centralized computer-assisted identification system
using the relational data bases described would provide ready
access to data necessary to scientifically and positively iden-
tify deceased active duty USAF personnel. This would enable
faster and more reliable remains identification than is cur-
rently possible. A spin-off benefit would be the establishment
of back-up files for dental and fingerprint records for each
USAF member. At present such back-up files do not exist for
most personnel. If the original files are lost or destroyed,
they must be reconstructed. This, unfortunately, is not always
possible. The loss of records has been a major problem in the
identification of deceased military personnel on several occa-
sions. Putting such information in electronic storage form
also allows for rapid data transfer almost anywhere in the
world. Thus the data is very accessible to necessary users.

A USAF computer-assisted identification system would great-
ly reduce the current peacetime problem of remains identifica-
tion. The potential value of such a system in wartime when
there are large numbers of USAF personnel killed in action can
only be guessed at, but undoubtedly would be immense.
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Chapter Seven

RECOMMENDAT IONS

The USAF should develop an integrated computer-assisted
identification system using relational data bases. The data
bases should consist of individual personal information,
fingerprint information, dental information and, in the case of
flying personnel, footprint information. The data necessary to
build such data bases currently exists in USAF or other federal
record systems. The Printrak AFIS, NEC AFIS, and similar sys-
tems have the capability to automatically enter data from

* already maintained fingerprint cards into a fingerprint data
base. Likewise the CAPMI system, through the use of its
optical scanner, can create a dental information data base
using the standard dental examination records maintained and
annually updated on all active duty USAF personnel. An exten-
sive amount of personal information already exists in the com-
puterized, centrally located personnel records maintained on
all active duty USAF members. Algorithms and computer programs
would have to be written to use footprint information from the
footprints of flying personnel maintained in their medical
records. However, this should not present a major obstacle
given the development of similar algorithms and programs for
use of fingerprint and dental information.

The integrated computer-assisted identification systems
currently in use by the WACIC and the National Crime Informa-
tion Center prove that such a system is feasible, cost effi-
cient, and highly effective. Such a system, centrally located
and with on-line access, would allow electronic comparison of
fingerprint, footprint, dental and/or personal data obtained
from examination of any number of sets of remains or remains
parts. Through electronic data transfer procedures the remains
could be tentatively identified in a relatively short period of
time. Copies of records on file for possible matches could

* then be supplied via electronic means to the requestor to be
used in the actual identifications. Such a system should allow
for the scientific, positive identification of deceased active
duty USAF personnel in a timely manner.

At the present time no complete computer-assisted identifi-
cation system for the identification of deceased USAF personnel
is available for USAF use. The technology and data necessary
to build an integrated computer-assisted Identification system

I' is currently available to the USAF and has been proven to work.
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Development arnd implementation of such a system must be initi-
ated at once if the USAF is to fulfill its responsibility of
rapid and scientific, positive identification of the remains of
deceased active duty USAF personnel. I
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