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ABSTRACT

This thesis provides an analysis of the organizational
information system of the Marine Corps Air Station, Yuma,
Arizona. A discussion of academic theory concerning struc-
tured systems analysis and design, local area network com-
munications standards, and the characteristics of a local
area network provide the theoretical foundation for the
analysis and design of a local area network information
support system for the Air Station. A survey was conducted
to identify the problems and the functional requirements.
Based upon this analysis, a local area network information
support system is presented as a technologically viable
alternative to the current information system. Implementa-
tion issues are presented as well as an implementation
strategy which can be used to manage the change process.

A cost-benefit analysis is presented to demonstrate the
economic feasibility of the proposed local area network
information support system. Finally, recommendations are

presented for the Air Station’s Local Area Network committee.
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I. INTRODUCTION

A. CONCEPT '
Businesses and non-business organizations have been h
obliged to adapt more rapidly to a changing environment, :
not only in order to innovate but even to survive. To do
this these organizations have increased their investment in J
scientific research, market research, and in computers ;
--i.e., in the creation, acquisition and, manipulation of
information. (Flint 1983:19)

Similarly, the rate of acquisition of microcomputers in

the Marine Corps has grown dramatically in recent years. The \

Marine Corps Air Station at Yuma, Arizona is no exception.

Just two years ago there were fewer than ten microcomputers

in use. 1In 1987 alone, approximately one hundred microcom-

puters have been requisitioned and new requests for \
microcomputers continue to arrive almost daily.
Requests for local area network capability and informa- K

tion concerning other organizations that have implemented F

local area networks became the driving factor behind the

establishment of an Ad-hoc Local Area Network committee for

the Air Station (Hedloff 1987). 1In response to the by

U XTI TLELA ST T. " CC . Ca G LAY S o0 OT SIS O ¢ o I X GO - W P
8. bl W - -.-~ - - - -l -‘

committee’s request, this study was undertaken.
Through the synthesis of theory from several disciplines \

such as systems analysis and design as well as management and \

j g 8

data communications, this thesis analyzes Yuma’s communica-

tion and information requirements. Based on this analysis,
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a local area network design is developed and an implementa-
tion strategy is presented as a feasible alternative to the

current organizational information system.

B. PURPOSE

The primary purpose of this thesis is the application of
academic theory to analyze the feasibility of a local area
network (LAN) to meet the communication and information needs
of the Marine Corps Air Station, Yuma, Arizona. Integrated
with the application of academic theory is the development of
a network design and implementation strategy which is
presented as an alternative to the current organizational

information system.

C. SCOPE

There are several topics closely associated with the
development of an automated information system. For example,
topics range from the design of distributed databases to
security to network management and control. Specific
questions concerning these tcpics include:

1. How are distributed database requirements effectively
developed?

2. What are effective security precautions and measures
for data and how can they be implemented?

3. What are effective network security measures and how
should they be implemented?

4, What is the role of the network administrator in
relation to the management and control of the network?
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Additionally, the impact of the implementation of such a
network upon the current formal and informal communication
networks and organizational structures presents a unique
opportunity for organizational theorists. The need for the
development of specific applications for use within the
network are also areas of concern for many of the individual
staff officers and may well present further areas of research
in software engineering and life cycle management. These and
other issues are certainly a concern regarding the implemen-
tation of a local area network; however, they are beyond the
scope of this thesis.

In defining the scope of this study certain limitations
are imposed. These limitations are the result of discussions
with the Ad-hoc Local Area Network committee. The first
limiting factor is that the implementation of a local area
network aboard the Air Station is solely a garrison informa-
tion system; that is, it is not considered in the light of
any possible deployment (tactical employment) of the Air
Station. Secondly, the analysis and design is confined to

unclassified data traffic. The security of classified

material is strictly governed by Department of the Defense,

Secretary of the Navy and U. S. Marine Corps instructions.

=N

Future requirements for the capability to handle classified
material over the network will require further analysis to

ensure that the network complies with those directives.
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Thus, the central focus of this research is the defini-
tion of the functional requirements for a local area network
as determined by an analysis of the current information
system, the subsequent design of a local area network, and

the implementation strategy to meet those needs.

D. METHODOLOGY

The methodology used in this study consisted of the
development of a survey, based upon academic theory, to
determine information and communication needs. The survey
also captured personal attitudes and opinions concerning the
automation of office work and the perceived usefulness of a
local area network. Statistical analysis of the data
obtained from the survey is performed. The inferences from
this analysis provided insight into the tangible and intan-
gible benefits that can be derived from the implementation of
a local area network.

Additionally, key individuals in the organizational
structure were personally interviewed to supplement the
survey and to provide insight into the current information
system. A review of current literature and of Marine Corps
policy and guidance concerning local area networks and the
Marine Corps Life Cycle Management for Automated Information
Systems (LCM-AIS) was completed to ensure a solid foundation

was established. This foundation allows the combination of

RN A ALY P30 L N oM TS

Y BT LA AR AL SO T i LS N RN
mm‘-ﬁ’:\{&ﬁ;ﬁ:{kf‘.\ :.{ Dt :‘ o A\ \.} \?\'\'\' oy



Bk B bR R0 R R LR e e d%a A s AVa A0y AU R VeV Vot VoW Vel Sab %l a0 Vat b 0,0 8 L0 W0 0.4 & 09, 9°4.0% U

thought from several different perspectives, particularly
current academic research, corporate experience, and

government policy and directives.

E. ORGANIZATION

The next chapter provides the theoretical framework and
methodological background on the facets of structured systems
analysis and design, data communications, and computer
network analysis and design, with a particular emphasis on
the theory applicable to the design of local area networks.

Chapter III begins with a study of the existing system.
Also, an overview of the business and information system
environments 1is presented. Information requirements are
identified and discussed in terms of current capability,
current needs, and the future requirements. Inferences from
the statistical analysis of the survey are presented to
validate the information requirements and to identify
tangible benefits to be realized through the implementation
of a local area network.

Chapter IV presents ﬁhe Marine Corps Air Station, Yuma
local area network design. The chapter continues with a
description of the benefits obtainable from the implementa-
tion of a local area network. A discussion of the implemen-
tation issues for management and a cost-benefit analysis is
presented to demonstrate the economic feasibility of the

network.
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iy} Chapter V presents conclusions derived from this
research. Recommendations are presented for consideration by
the Air Station’s Ad-hoc Local Area Network committee as an
' aid in the decision-making process. Recommendations concern-
Ky ing areas of further research are presented as well to
stimulate interest and thought for both the academician and

N the practicing systems analyst.
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II. SYNTHESIS OF THEORY

R P
-

A. INTRODUCTION 5

PR SY

In recent years there has been a dramatic fall in the
cost of hardware processors and memory, combined with
similar cost reductions and technological advances in the
communications field. The result has been to make computer \
y networks and interconnected computer systems a viable and ‘
cost-effective solution in many environments. Users have

recognized the advantages of interconnecting what were y

-
-

>
-

-

K independent computer systems to permit interaction, d
cooperation and sharing of facilities. (Sloman and

i Kramer 1987:1) ﬁ
" Davis says that systems analysis and design is "...a

N relatively new profession; its methodology is still .
o evolving." (Davis 1983:8) 1In the 1950s, 1960s and the early )
a 1970s computer based systems were developed and managed by ;
g technical computer specialists. With advances in technology, |
A hardware now plays a smaller role in the development of .
i computer systems while software development and the applica- ‘

tion of computer resources has become the central focus

; (Pressman 1987:1-5). A
? However, as the emphasis has shifted from hardware to ;
2 software and beyond to distributed systems and system i
" integration, the computer systems manager and the systems 3
? analyst have been required to expand their areas of expertise 4
o to include general management, organizational development,

data communications, information theory, and systems analysis

and design.
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In addition to the technological advances, the view of

information as a strategic resource and the expanded role of
information technology has led to an expanded role for the
information systems manager (Davis and Olson 1985:630).

The Nolan stage theory offers one explanation for the
shift in emphasis from the management of computer resources
to that of the management of organizational information
resources (Davis and Olson 1985:450-455). 1In the early
growth stages the emphasis is placed upon encouraging the use
of computer resources. As the organization matures,
controls, standards and centralization occur to contain
unplanned expansion and to ensure that there are cost-
effective criteria established. At maturity, there is an
alignment between the information system structure and the
organizational structure. The emphasis is placed upon data
integrity and the management of the information resources.
Also, technological developments have enabled the information
systems manager to focus on information resources management
"...technologies which in the past could be managed sep-
arately are now highly interdependent and should be the
responsibility of a single organizational authority."
Functional components of the information resources management

are shown in Figure 2.1. (Davis and Olson 1985:630-633)
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Figure 2.1 Functional components of information
resources management
(Source: Davis and Olson 1985:633)

) B. STRUCTURED SYSTEMS ANALYSIS AND DESIGN

:% 1. The Management Information System Concept

X In 1513 Machiavelli observed: "There is nothing more
q difficult to plan, more doubtful of success, nor more
[} .

» dangerous to manage than the creation of a new system.

For the initiator has the enmity of all who would profit by
the preservation of the old system and merely lukewarm
defenders in those who would gain by the new one." (Biggs,
Birks and Atkins 1980:1)
N Although technology has made great strides,
" Machiavelli’s words continue to hold true for the systems
developer today (Biggs, Birks and Atkins 1980:1).

But what is a system? There are many different kinds
of systems, such as an educational system, a nervous system,

" an ecological system, a computer based system, and a manage-

ment information system. Some concept of the system is

j connoted by the adijective used to describe each of these
[\ ]

r systems. Brabb defines a computer based system as "...a
L

|5

)

; ?

.0'

.I

.

:i ]

s ‘,“ 'l- ‘. .- ‘0; l '.

b OV " » » ‘ m ’ e
‘:".‘ B N S S0 M R W M XN MO M M S W M s ML N X -.l'o‘l’,l‘-t P AT AN !0‘:.0'. U U0 N t.l.-s




P

vy -
'\'J".‘i \'\""'.c' .o'i'u'l.o.

combination of elements, their attributes, and their

interrelationships, organized in the pursuit of a common
objective." (Brabb 1980:38) The American National Standards
Committee defines a computer based system as "...a collection
of men, machines, and methods organized to accomplish a set
of specific functions." (Davis 1983:4) And Pressman defines
a computer based system as: "A set or arrangement of
elements organized to accomplish some method, procedure, or
control by processing information." (Pressman 1987:33)

Figure 2.2 depicts the elements of a computer based system.
While there is not a single, all-encompassing definition of a
computer based system, certain characteristics are common in
the definitions presented. Thus, computer based systems are
comprised of integrated elements utilizing procedures to
accomplish a specific task or function.

The management information system concept provides a
framework for organizing the elements of the individual
computer based systems used within an organization. Davis
and Olson define a management information system (MIS) as

an integrated, user-machine system for providing informa-
tion to support operations, management, analysis and
decision-making functions in an organization. The system
utilizes computer hardware and software; manual procedures;
models for analysis, planning, control and decision making;
and a database. (Davis and Olson 1985:6)

Conceptually, an MIS can be thought of as a pyramid

structure (Figure 2.3), developed to support the primary

functions of each level of the organization and management.

10
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Figure 2.2 Elements of a computer based system
(Source: Pressman 1987:33)

An organization is comprised of functional subsystems
(Davis and Olson 1985:332); similarly, the MIS should be
viewed "as a federation of functional subsystems"™ rather than
a single, monolithic structure (Davis and Olson 1985:45).
The functional subsystems require information processing at
each level of the pyramid, i.e., transaction processing,
operational control, management control, and strategic
planning. Within each functional subsystem there are
applications that are unique to that subsystem. However,
there will be applications and data which need to be avail-
able across subsystem boundaries. Thus, the MIS can be
described as unique functional subsystem applications with

unique data requirements combined with common applications

11
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Figqure 2.3 The MIS as a pyramid
(Source: Davis and Olson 1985:48)

and data across subsystem boundaries. The combination of the

functional subsystems into the organizational management

information system is depicted in Figure 2.4 (Davis and

Olson 1985:41-54)

Thus, the technological advances and the associated
cost reductions in the computer and communication fields
enable the MIS structure to mirror the organizational
structure and, with proper design, to effectively and
efficiently support the goals of the organization.

2. The System Life Cycle Definad

The analysis and design of computer based systems is

married to the system life cycle. There are various models

of the system life cycle in the literature. There are

differences in the names and the description of each stage or

12
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Figure 2.4 The Organizational MIS
(Source: Davis and Olson 1985:46)

phase of the system life cycle depending upon the author’s
point of view. For example, Pressman presents three phases

(Pressman 1987:27) while Biggs, Birks and Atkins identify

four phases in the system life cycle

(Biggs,

Birks and Atkins

1980:45). Similarly, the
for Automated Information

system life cycle (Marine

Marine Corps Life Cycle Management
Systems defines four phases in the

Corps Order P5231.1).

Regardless of the number of phases, the names or the
descriptions presented, there is general agreement on the
logical sequence of actions involved in the systems develop-
ment process. The system life cycle model, also referred to
as the "classical or waterfall model", is used in this
research. The steps in the system life cycle are depicted in

Figure 2.5. The system life cycle paradigm "...demands a
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systematic, sequential approach" (Pressman 1987:20), "...pro-
gressing from step to step in a careful, methodical fashion,
completing a number of well defined exit criteria."™ (Davis
1983:8) Each step in the system life cycle will be

discussed briefly.

Problem definition
Feasibility study
Analysis

System design
Detailed design
Implementation

Maintenance

Figure 2.5 Steps in the System Life Cycle
(Source: Davis 1983:8)

a. Problem Definition

Problem Jdefinition begins when the user (e.g.,
clerical personnel, the manager or the executive) perceives
dissatisfaction with the current methods of conducting
business. This is often highlighted by wvariances from
standards or established measures, such as processing time
(turnaround time), or it can occur with the introduction of
new technology, such as the personal computer. For example,

the user may define the following problem:

14




"Here at Albert Ross Marine Insurance, we've increased
our staff by 43 percent in the past two years. We’'ve also
doubled our policy range and have increased our business by
more than 100 percent. The cost for all of the extra
clerks and policy supervisors we’ve taken on is becoming
exorbitant. I think we need a computer...."

(Page-Jones 1980:23)

Although problem definition is a logical and
intuitive starting place in the systems analysis and design
process, it is often overlooked or misunderstood (Davis
1983:8). The systems analyst must define the problem in
concert with the user and management. The user often
describes symptoms and possible solutions to a problem rather
than the actual problem. In the example, the user has
implied that the workload and the cost of doing business has
increased dramatically due to an expansion of the business;

" however, the problem is defined in terms of a possible
solution, that is, "We don’t have a computer, I think we need
§ one."
i After the initial investigation into the problem,
the analyst prepares a statement of the scope of the problem
and the objectives. This written document is reviewed with

¥ the user, management and the analyst to ensure that the

- ~!
Avacetdeioded obddldldid

analyst understands the problem and that the scope of the

K]

)

* analysis has been properly defined and agreed upon by all.

<

\

a If not, the analyst will continue the investigation until the \

\ ¢
errors or misunderstandings have been corrected. (Fitzgerald

¥ .

N and Fitzgerald 1973:54-57; Davis 1983:9)
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The statement of scope and objectives is the exit
criteria for the problem definition phase. It provides a
clear understanding of the problem that is agreed upon by the
user, management and the analyst. It provides management
with a go/no-go decision point for continuing the analysis
and design process. (Davis 1983:8-9)

b. Feasibility Study

The feasibility study determines whether the
problem can be solved, technically, economically and opera-
tionally. Its purpose is to:

- Plan the system’s project development and
implementation activities.

- Estimate the probable elapsed time, staffing, and
equipment requirements.

- Identify the probable costs and consequences of investing
in the new system. (Biggs, Birks and Atkins 1980:61)

Davis describes the feasibility study as "a high-level
capsule version of the entire systems analysis and design
process." (Davis 1983:30)

Using the statement of scope and objectives as
input to the feasibility study, the analyst refines the
problem definition, narrows the scope of the system and
defines the system boundaries and objectives. (Page-Jones
1980:24)

During the feasibility study, the analyst studies
the existing system and develops a high level model of the
system. Based upon the 1nalyst’s understanding of the

system, alternative solutions to the problem are developed.
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As the analyst develops possible solutions, the initial
concern is with technical feasibility. (Davis 1983:31-35)

Technical feasibility considers the technology
that is available to apply to the problem. Can the problem
be solved with the current state of technology? Non-existent
technology, whether it is hardware, software, or procedures
cannot be applied to a problem and thus quickly rules out the
solution as an alternative. (Davis 1983:38-39)

After a technically feasible alternative solution
has been found, the analyst must determine operational
feasibility. Operational feasibility, often referred to as
political feasibility, asks, "Can we do it here?" Does the
technically feasible solution fit the organization? If the
solution requires major organizational change or restructur-
ing or major changes in management policy and philosophy, and
unless these organizational or management changes have been
considered and planned for in consonance with the new system,
then it may not be operationally feasible. (Davis 1983:39)

Given unlimited resources, all solutions are
economically feasible. However, resources maybe scarce and,
at any one time, there maybe many projects competing for
those resources. The coscs of the new system must be weighed
carefully against the benefits associated with its implemen-
tation. The analyst must perform cost/benefit analyses for

the alternative solutions that are technically and

17
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operationally feasible. (Biggs, Birks and Atkins 1980:71-73;
Davis 1983:39)

Once the analyst has developed feasible solutions
to the problem, the analyst presents the feasibility study to
management and the user with a recommended course of action,
the cost/benefit analysis, and a rough implementation plan.
The feasibility study report is the exit criteria for the
feasibility study phase. It presents management with a
go/no-go decision point on whether to continue with the
analysis phase, prioritize the project, or terminate the
project. (Davis 1983:274-279; Biggs, Birks and Atkins
1980:73-74)

c. Analysis

If management accepts the findings presented in
the feasibility study, the system life cycle proceeds to the
analysis step. The feasibility study is the primary source
document for the analysis. In contrast to the general
overview presented during the feasibility study, this step
provides an in-depth, detailed analysis of the system.

The objective of the analysis is to develop a
logical model of the system. Using structured analysis
techniques and tools, the analyst studies and documents the

functions and processes of the system. Gane and Sarson

present an excellent examination of the structured analysis

and design methodology and of the tools available to the

18

AP Pty SV

N A e e N T LA™ M AT AT AT 0 A" TN T 7T N 7



AP M TN O, T UM YO PO T U WO TUR R RUTON R TS UK et @ e 0at 2 0% 02" 00" 8 20" 0at Wat Ba¥ BV ta v f5t a0’ 0at e’ 8at 6" 05t Bt Uat 0atabgt (17 84 00
.

...‘4..Y<
Py
d‘.. -

s

Y
-
%

)

&

l

analyst (Gane and Sarson 1979). The tools of structured
analysis include data flow diagrams, data dictionaries,
and algorithm descriptions.

Data flow diagrams provide a graphic represen-
tation of the physical and logical models developed by the
analyst. A large, complex system is difficult to understand
when considered as a whole. Thus, the data flow diagram is
used to partition or decompose the system into subsystems.
This decomposition process is used both in the analysis of
the existing system and in the development of the new,
logical system. (Page-Jones 1980:59; Yourdon 1986:37)

The data dictionary "is an organized collection
of logical definitions of all data names that are shown on
the data flow diagram." (Yourdon 1986:39) The data diction-
ary is the repository for information about the data, the
inputs and outputs to a process. It contains the definition
and use of each data element (atomical form) in an organ-
ization. The combination of data elements defines the
structure of the data depicted on the data flow diagram (Gane
and Sarson 1979:50). Using the data dictionary, the analyst
can ensure that data which is used across functional
boundaries is consistent.

The description of algorithms is used to under-
stand each function or process within the system study. This
description, also called process specification, identifies

the way data is transformed during the process and the policy

19
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which governs that transformation (Page-Jones 1980:79). The )
process specification may be expressed by structured English,
decision tables, or decision trees. The purpose of the pro-
cess specification is to define what must be done in clear, .
concise, unambiguous terms that the user and management will
understand. (Page-Jones 1980:80; Yourdon 1986:40-42)

After the analyst has completed the logical model

of the system together with the data dictiomary and the

process specifications, the model is reviewed by the user and !
management to ensure that the model reflects the problem.

Upon acceptance by the user and management, the system life

cycle progresses to the system design step.
d. System Design
The system design process begins the translation
of the functional requirements identified during analysis
into working components of the new system. The analyst
begins to move from the logical model to the physical (Davis
1983:11).

During system design the analyst develops

) alternative solutions based upon the detailed analysis.

: Solutions may vary from improved or alternative manual

g procedures to implementation of a totally automated system or

ﬁ some combination of both. The analyst attempts to define in

.: general terms how the problem can be solved.

E With the information from the detailed analysis,

Q the analyst can refine the resources required as well as a

0 .
J
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tentative implementation schedule. Based on this refined
information, the analyst can prepare more accurate
cost/benefit analyses for each solution.

The results of the system design step are
presented to management and the user. Thus, it provides
management with another go/no-go decision point in the system
life cycle. A decision by management or the user that the
costs of the new system outweigh the expected benefits will
result in ending the project. If the project provides the
requisite benefits, one alternative will be selected as the
high level design which will be used in the detailed design
step. (Davis 1983:12)

@. Detailed Design

The purpose of detailed design is to define each
component of the system to the level of detail required for
the implementation step (Davis 1983:14). Using the alterna-
tive selected in the system design phase, everything except
the code is developed (Page-Jones 1980:25). Implementation
specifications are developed using structured techniques.
These include the development of structure charts,
input/process/output charts as well as detailed process
specifications. If new hardware is to be implemented, the
detailed hardware specifications are developed during this
step.

Davis says that "the specifications developed

during detailed design are analogous to the engineer’s

21
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blueprints." (Davis 1983:14) Based on these blueprints, the
analyst can begin developing the system test plan and
refining the implementation schedule and the cost estimates.
The detailed design is verified using formal inspections or
walkthroughs. Errors can be corrected before the detailed
design enters the implementation step. (Davis 1983:255-264;
Yourdon 1986:171-185; Page-Jones 1980:294-298)

f. Implementation

During the implementation step, the detailed
design is used to develop the software programs, new
operating procedures, security procedures, system
documentation as well as detailed test plans and test
L programs.

Testing occurs throughout the implementation step
beginning with unit or module testing, subsystems testing and
continuing to the system test. Once the system test (often
referred to as acceptanée testing) is complete, the system
enters the final step in the system life cycle.

g. Maintenance

The maintenance step encompasses everything
associated with the system after it is implemented, such as
correcting latent errors that were not discovered during
:é testing, software modification to meet changing requirements
- as well as enhancements and expansions of the system.

Pressman divides the maintenance activities into four

,? categories (Pressman 1987:526-527). The first is corrective
w
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maintenance. This involves the detection and correction of

latent errors. The second category, termed adaptive mainte-

nance, occurs because of changes in the environment, either

external or internal. New technology, changes in government g
regulations, or the addition of a new product line are z
examples of such changes. The third category is termed :
perfective maintenance which occurs when users suggest J
enhancements or modifications to a correctly working program. "
The fourth maintenance activity, called preventive mainte-

nance, 1is primarily cosmetic maintenance performed to provide

for future benefits in maintenance or reliability.
A system will remain in the maintenance step
until the user or management determines that a problem Y
_exists, thus beginning the system life cycle process anew. E
¢

3. The Systems Development Process

The analyst gathers information about the system by
collecting and analyzing documents, conducting background re-
search, conducting surveys (sampling) and by conducting
interviews. The analyst’s primary tool for gathering that
information is the personal interview. (Fitzgerald and
Fitzgerald 1973:102; Biggs, Birks and Atkins 1980:53-54;
Davis 1983:268)

Using the structured systems analysis and design ,
methodology, the analyst employs "a step-by-step approach to 4
system development...." (Davis 1983:8) This methodology

implies a "once through" or "straight line" approach to
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system development (Figure 2.6). This linear process follows
from the assumptions that the analyst, in conjunction with
the users and management, can accurately define the problem
and the requirements for the new system upfront during the

initial steps in the system life cycle (Pressman 1987:21).

i

I |
! I
| |
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Analysis Design Coding Testing

Figure 2.6 The straight line approach to
systems analysis and design
(Source: Gane and Sarson 1979:224)

In reality, systems development rarely follows this
sequential approach. The system development process requires
an iterative approach because users often define problems in
terms of symptoms and solutions, because it is difficult to
state all of the system requirements accurately during the
early stages of the system development process and because of
errors and misunderstandings and miscommunications between
the users and the analyst (Pressman 1987:21-22; Gane and
Sarson 1979:224-225).

This iterative approach (Figure 2.7) is implemented

in the structured analysis and design process through the use

24




of specific exit criteria at the completion of each step in

the system life cycle. The exit criteria, developed by the
analyst, is reviewed by both the users and management. This
allows the users and management to provide feedback to the
analyst to correct errors and misunderstandings, returning to
previous steps if necessary and thereby reducing the risk of
crucial errors late in the system life cycle or the implemen-
tation of a bad system simply because the money has already
been spent. At the same time, management is given go/no-go
decision points at each step in the development process.

This enables management to review each decision to proceed
with the development process, to prioritize projects in
relation to the business and information systems plan, and to
minimize the costs of the development process should manage-
ment decide to terminate the project. (Gane and Sarson 1979;
Page~Jones 1980; Davis 1983)

Thus, while problems exist with the structured
systems analysis and design methodology, it does provide the
analyst with a set of tools and techniques to use in
translating the user’s requirements into logical and physical
system designs. The iterative nature of the system
development process is captured and enhanced during the
review of the exit criteria. By defining specific exit
criteria, management can exercise greater control over the

systems development process.
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Figure 2.7 The iterative approach to systems
analysis and design
(Source: Gane and Sarson 1979:225)

The management information systems concept and the
structured systems analysis and design provide the systems
analyst with theoretical foundations and methodological
approaches to the systems development process. However, the
systems development process is only one of the functional
components of information resources management as discussed
in Section A of this chapter.

Another functional component is telecommunications.
This includes voice and data communications and local area

networks. The merging of computer and telecommunications
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technologies makes it imperative that the systems analyst has

a working knowledge of computer and data communications.

C. LOCAL AREA NETWORK COMMUNICATIONS

1. Defining a Local Area Network (LAN)

Numerous definitions of a local area network exist in
the literature and in the industry. Although there is little
agreement upon a particular definition, the concept of a
local area network does clearly emerge.

One of the earliest efforts to develop a generally
accepted definition of a local area network was done by
Thurber and Freeman. They define a local area network in
terms of the following properties:

1. They are owned by a single organization.
2. They are geographically limited; that is, a local

network’s backbone spans a distance on the order of
only a few miles.

‘."lT.

3. They contain some type of switching technology.

4. Their transmission rates are usually faster than
those of networks covering a broad geographic area.
(Thurber and Freeman 1982:222)

Tanenbaum defines a local area network in terms of "a
diameter of not more than a few kilometers, a total data rate
exceeding 1Mbps, and ownership by a single organization."
(Tanenbaum 1981:286) Similarly, Durr defines the local area
network as "a communications system that covers relatively

short distances and operates at 1 to 10 megabits per second.”

(Durr 1987:4) The U. S. Marine Corps has defined local area
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.: networks as "user-acquired networks to be utilized within the
;§ confines of an office space, building or closely clustered

i buildings, owned, operated and maintained by the using

ii organization." (U.S. Marine Corps 5239-05:1-5)

k These definitions, while not exhaustive, show how

they have evolved over time. While there has not been a

substantial change in the underlying philosophy concerning

!"

%; the definition of a local area network, there has been an

[}

" attempt to more precisely define a local area network to

ﬁ; differentiate it from wide area and computer networks.

ﬁ: These definitions have certain characteristics in

. common; sole proprietorship, limited geographic area, and a
-r communication system. Single proprietorship differentiates
?‘ the local area network from the wide area network where many
'

. of the components of the network are owned by different

&‘ organizations. Because much of the technology applied to

g: local area networks evolved from the wide area and computer
N network industry, the limited geographic area is similarly
ig imposed to distinguish the local area network from the wide
%ﬁ area network (Cheong and Hirschheim 1983:4). The communica-
e tion system provides for the interconnection of data communi-
l“ cating equipment; autonomous, intelligent devices, such as
f; two or mor= computers, neither capable of controlling the

K other, as opposed to a master-slave relationship typical of
.J the mainframe or large computer system with remote terminals,
3 printers or other peripheral (Tanenbaum 1981:2).
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ment on the concept of a local area network as evidenced by
the common characteristics.

2. The International Standards Organization Reference
Modal for Open Systems Interconnection

;
X
]
Thus, while there is not a universally accepted
definition of a local area network, there is general agree-
A central issue in the development of a local area ‘
' network is that of the communication system. In the early
days of computer communications, the concern was only for the
interconnection of homogeneous computers. Specialized
hardware and software was developed to meet these needs.
As new requirements evolved, "a one-at-a-time special-purpose
. approach" was used to develop communications software. With
advances in technology, the communications problem grew as
users now wanted to connect heterogeneous devices. (Halsall

1985:135; Stallings 1988:389-390) \

These special purpose communications software

e v

packages did "...not address the problem of universal

interconnectability--open systems interconnection...." t

(Halsall 1985:136). In the late 1970s, the International
Standards Organization {(ISO) developed a reference model

"to provide a common basis for the coordination of standards
development for the purpose of systems interconnection."

The results of the work of the ISO is known as the ISO

Reference Model for Open Systems Interconnection (OSI). The

- e av e

reference model provides the logical framework for the

interconnection of heterogeneous computers. The ISO model is

ﬁ
o
: .
[ ]
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not an implementation specification. Rather, it provides the

¥
'f logical and functional framework for the development of )
. protocol specifications. The ISO model uses a layering
:t structure. The seven layers of the ISO model are shown in
§
:, Figure 2.8. (Sloman and Kramer 1987:28; Halsall '
" 1985:136-137; Stallings 1988:389-390) '
E As shown in Figure 2.8, the ISO model provides for ‘
<S communications between similar layers of the two systems.
R Thus, Layer 7 establishes a communication path using an
ﬁ' application protocol, with its peer, the other Layer 7. E
$ This is defined as the logical peer-to-peer communications.
3 Note that while the Application Layer appears to establish '
; horizontal communications directly with its peer, the actual
; physical communication flow is implemented vertically. Thus, '
9 the Application Layer establishes communication with its peer .
E by requesting Presentation Layer services, “through the %
Eé interface between the layers, continuing down the layers of
. the model to the Physical Layer. Only at the Physical Layer,
;; through the physical medium, is communication established
; horizontally. The model does not require that the two %
’ systems be directly connected at the physical layer. (Mayne
‘3 1986:159; Stallings 1988:391-393)
, The layering structure in the ISO model provides for
% the division of communication process functions. Each layer \
} is tasked with a well-defined set of services that it must
h provide to the layer above it. Each layer communicates with '
‘l
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Interface ’ t

Presentation protocoi
6 Prasentation e === ——— — = = — e —mm —— e~ — ——————— —— Presentstion { Message
Interface t ‘

Session protocol

5 Session (e —m——— - m— e — - ——— o —— = = == -  Session Message
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# Communication subnet boundary \ *
a

3 Network e — = &=t Network ' Network e +— — —e{ Network Packet
’ ) Int‘erf\al subnet protocol t

2 Datalink e — ;-—— Data iink J;u Data ink e —— — — =4 Data link Frame
o z

1 Physical , Physical ! Physical Physical Bit

| — Natwork laver host - IMP protocol

[
Host A l | \ \_ IMP IMP J Host B
|
P
{ — Data link layer host - IMP protocol

— Physical layer host - IMP protocol

~

Figure 2.8 The ISO Reference Model for OSI
(Source: Tanenbaum 1981:16)

the layers above and below it through an interface, a service
access point (Stallings 1988:394). Layers 5-7 are generally
referred to as the higher layers. Occasionally, Layer 4 is
included in the higher layers. The higher layer protocols
are normally developed independent of the underlying data
communications facility. The primary focus at this level is
to provide end-to-end services to allow heterogeneous

computers to interact. (Stallings 1988:397)
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Layers 1-3 then are the network dependent layers.

These layers are concerned with the details of the
communications protocols and the data communications network
used to link the computers. Layer 4, the Transport Layer, is
the go-between. It is often considered as the boundary
between the application oriented layers and the communication
oriented layers (Sloman and Kramer 1987:30). It masks the
higher level protocols from the detailed intricacies of the
network dependent layers (Halsall 1985:137).

The Application Layer, Layer 7, is the highest layer

in the model. The Application Layer is concerned with
providing network services to user processes. It provides a
means for application processes to access the OSI environ-
ment. Examples of Application Layer services include file
transfers and electronic mail. (Halsall 1985:137-138;
Stallings 1988:398)

Layer 6, the Presentation Layer is concerned with the
representation of data between the Application Layers. It
resolves differences in the way information is represented
between two application layers through data transformation.
For example, one application uses the American Standards
Committee for Information Interchange (ASCII) character set

while the other application uses the Extended Binary Coded

Decimal Interchange Code (EBCDIC) character set. The

Presentation Layer must convert one to the other at each end
»
L
b
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before passing the information up to the application layer.
{Halsall 1985:139)

Another function performed by the Presentation Layer

is that of data security. The Presentation Layer provides
encryption/decryption operations (Halsall 1985:139).

The Session Layer’s (Layer 5) primary function is to
define the logical user interface with the Transport Layer.
It is the communication manager, responsible for establishing
and maintaining communication paths or channels between two
communicating application processes and for controlling the
dialogue (Halsall 1985:139; Stallings 1988:398). The Session
Layer provides for the mapping of device names (such as hosts
or printers) to network addresses so that applications can
use names to communicate with the devices (Durr 1987:26).
This allows for the logical representation of the devices
rather than requiring the application to know the actual
physical location or address of the device.

The purpose of the Transport Layer, Layer 4, is to
provide reliable and transparent service to the Session Layer
independent of the underlying network type. This includes
end-to-end error recovery and flow control. The Transport
Layer defines network addressing and provides for the
management of the logical connections. (Halsall 1985:140;
Durr 1987:26)

Layer 3, the Network Layer, provides for the trans-

parent transfer of data between transport layers. The
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Network Layer includes such functions as routing, switching
and network management. It may include some error, flow and
sequence control in the transfer of data. The Network Layer
performs physical addressing functions compared to the
logical addressing performed by the Transport Layer. (Sloman
and Kramer 1987:30-31; Stallings 1988:396-397)

The primary service provided by Layer 2, the Data-
link Layer, is that of error detection and correction. The
Data-link layer receives the outgoing message from the
Network lLayer. The Data-link layer breaks the information
frame into packets or blocks for delivery to the Physical
Layer. On the receiving end, the Data-link Layer receives
the raw bit stream from the Physical Layer, performs packet
assembly as well as error detection and, if possible, error
correction. 1If the Data-link Layer can not correct the
error, it is responsible for requesting retransmission of the
corrupted frames. Thus, the requirement for a local area
network to provide relatively error free, reliable service is
implemented at the Data-link Layer, although higher layers
are still responsible for error control. (Halsall 1985:140;
Stallings 1988:396; Hammond and O’Reilly 1986:353)

The lowest layer, Layer 1 in the ISO model, is the
Physical Layer. The Physical Layer, as the name implies, is
concerned with the transmission of the bit streams over the
physical connection. It also defines the rules and the

protocols for the mechanical, electrical and functional
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interfaces between data communications equipment. (Halsall

1985:140; Stallings 1988:396)

Table I presents a summary of the functions and the

purpose of each layer in the ISO model.

TABLE I

THE ISO REFERENCR MODEL FOR OSI

1. Physical Concemned with transmission of unstructured bit stream over physical
medium;: deals with the mechanical. electrical. functional. and pro-
cedural charactenstics to access the physical medium

2. Dara link Provides lor the reiiabie wanster of information across the physical
link: sends blocks of dawa (frames: with the necessary synchroniza-
tion. error controi. and flow control

3. Network Provides upper layers with independence from the data transmission
and switching technologies used to connect svstems: responsible for
establishing, maintaining, and terminating connections

4. Transport Provides reliable, transparent transfer of data between end points; pro-
vides end-to-end error recovery and flow control
5. Session Provides the control structure for communication between applications;

establishes. manages. and terminates connections (sessions) between
cooperating applications

6. Presentation  Provides independence to the application processes from differences in
data representation (syntax)

7. Application Provides access to the OSI environment for users and also pmwdcs
distributed information services

(Source: Stallings 1988:392)

3. The Institute of Electrical and Elactronics
Engineers 802 LAN Standards

The Institute of Electrical and Electronics Engineers
(IEEE) has established a local area network standards

committee known as the IEEE 802 Standards Committee. The

standards developed to date are concerned with the implemen-
" tation aspects of the three lower layers of the ISO Reference

Model. There is an effort to incorporate the IEEE 802 LAN
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standards with the ISO Reference Model. Hammond and O’Reilly

report that "the ISO has agreed to process these standards
for adoption as international standards as they are
finalized by the IEEE 802 Committee." (Hammond and O’Reilly
1986:355-356)

Currently, the IEEE 802 standards are divided into
six parts. Figure 2.9 depicts the division of the IEEE 802
standards and their relationship to the ISO model.

The standards are described as follows:

IEEE 802.1 -- This document defines the 802 standards
and their relationship to the ISO model;

IEEE 802.2 -- This defines the common logical link-control
protocol;

IEEE 802.3 ~- This defines the standards for a bus topology

that uses the Carrier Sense Multiple
Access/Collision Detection access method;

IEEE 802.4 -- This defines the standards for a bus topology
that uses the control token access method;

IEEE 802.5 -- This defines the standards for a ring
topology that uses the control token access
method,

IEEE 802.6 -- This defines the metropolitan area

network (MAN),

As indicated in Figure 2.9, there is no direct
correspondence between 