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CHAPTER 1 i‘l
PROBLEM FORMULATIONS
.
’
: l.1 Iatreduction and Review of Literature ‘
States of nature or observed data are often stochastically modelled
i as Gaussian random variables. At times it is desirable to transmit this :.:‘;:;
P information from a source to a destination with minimal distortion. :E:,):“
: Complicating this objective is the possible presence of an adversary &.‘,‘
é attempting to disrupt this communication. ;
In this the:tis, solutions are provided to a class of minimax and y
. maximin decision problems, which involve the transmission of a Gaussian
random variable over a communications channel corrupted by both additive
Gaussian noise and probabilistic jamming noise. The jamming noise is :“"‘
B termed probabilistic in the sense that with nonzero probability 1-~P, the %
jamming noise is prevented from corrupting the channel. We shall seek __:fq
, to obtain optimal linear encoder-decoder policies which ninimize given ::x-\:’*'
quadratic distortion measures. ‘{.:),‘
: Both deterministic (pure) and mixed encoder strategies are ;"
| investigated. If the encoder mapping is allowed to be a mixed policy, :\ /
: it is assumed the decoder has access to the particular encoding policy o ‘
K adopted. This could be via a side channel which informs the decoder of ,:_-:'_-
the outcome of the chance mechanism that determines the encoder policy ?S"‘
: adopted. Or, as noted in [1l], this can be considered third party :"_J"
X information fed separately to both the encoder and the decoder, which is .::
S
. a structure often prevalent in antijamming systems. E:*
o If the jammer has access to the encoded message (or in one case a E':_Efr
-“
Pttty
" L "':Eg
e
1"'0::'
[ e e L L BRI ",.r'.".-‘.r T e T '-'_f_'-'."-’ oLl P J'" A 'a.‘.' .- .-_‘.-\'.- .r .-{.r 2 '\-:::
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noisy version of it), solutions under four different distortion measures
are considered. When the jammer has access to the source message
itself, the problem is formulated with hard constraints on the channel
input power and jammer power. In this thesis, we allow only
0 <P <1l. For the case of P = 0, i.e., with probability l, the jammer
is prevented from corrupting the channel, the model reduces to the
simple Gaussian test channel treated in [4] and [5], where complete
solutions are given. The case of P = 1, i.e., with probability 1, the
jammer 1is present on the channel, has also been previously examined.
Optimal solutions among all encoder—~decoder policies for the P = 1 case
are given for problems in (1], (3], and [4}. Optimal linear solutions
are found for an extended model with a vector channel in [2]. Reference
[6] obtains performance bounds of block codes used for the transmission
of a sequence of random variables. The transmission of a scalar
discrete—time Markov process over a channel is studied in [7], and in
[8], the problem of transmission of a stochastic process over a
continuous—-time channel is treated.

For the communication problems with a probabilistic jammer
formulated in this rthesis, we restrict ourselves to obtaining linear
solutions mainly because of problem tractability, and also to ensuring

that the resulting structures are readily implementable.

1.2 Complete Description of Problems
The primary references for these problems are [l], [3] and [4]. We
consider two basic communication structures, depending on whether the

jammer has access to the source message or the encoded message.
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Problem | Jamming Noise Correlated with Encoded Message

Consider the communication system depicted in Fig. 1. After
appropriate scaling, if necessary, the source mess;ge is considered to
be a zero mean unit variance Gaussian random variable. Let r1be the
space of all deterministic linear mappings from Rtom for the encoder,
D!. be the space of all deterministic linear mappings from R co}R for
the decoder, and r; be the space of random mappings for the jammer. The

output of the channel (input of the decoder) is z where

z 8 (x+w) vy o+, (1.1)

v = {0 w.p. 1-P (1.2a)
v WeDo P

v = 8(y) (1.2b)

Here 8 ¢ r; is in general a random mapping, and the channel noises w;
and wy are zero mean independent Gaussian random vériables with
covariances ¢1 and ¢2, respectively. Further, w) and wj are independent
of x, v, and v. From (l.2a) we see the jammer is probabilistic, in that
with probability (w.p.) 1-P the jammer's output does not corrupt the
channel. The jamming noise 1is otherwise arbitrary in terms of {its
statistical description.

Within this framework, four different problems are considered.
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Problem 1.l Hard Constraints on Encoder and Jammer Power

It is assumed that there exists a channel input power constraint

E{[y(u)]?} < &2 (1.3)

and a jammer power constraint

ECIB(y)1%) < k° (1.4)

where E{:} denotes the unconditional expectation operation. Performance

is measured by the quadratic fidelity criterion
Cl: R(Y,8,8) = E{ [u=8(z)1%} (1.5)

x X %
We seek a triple (y , § , B ) ¢ rﬂx DZ X r}

satisfying

R(y", 6%, 8) < R(y",8%,8") < R(y,5,8T) (1.6)

for all (v,§,B) € Iﬂx Dz X r}

A triple satisfying (l1.6) constitutes a saddle-point solutiom, and (1.6)
is termed the saddle-point inequality. For Problem l.l, such a triple

is obtained and verified.

The risk functional given by criterion Cl is the mean square error,
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where rthe error is the difference between the source message and decoded o :.,-‘
& (et
g
message. The objective of the encoder-decoder pair is to minimize this za '_';
L J
functional, under the hard constraint of (1.3), while the jamming policy s :';{
‘h). '
attempts to maximize this functional, under the hard constraint of ol oy
« :
N t’vc
(1.4). As noted in [3], it may sometimes be desirable to incorporate s."'
the power levels of the encoder and decoder into the actual risk :\' ; .
Ly
A
functional. When this 1is done, the power coastraints are termed soft. -3:
A
For the following three problems, further assumptions are made to ﬁ _';
L
the structure given i{in Fig. 1. Specifically, o0 =0, ¢.= 0, and w, = w a0
1 2 N,
so that the decision variable z becomes - :‘-::'
D
;‘K"‘ o'.:n‘
o
z =X +v +tw (1.7) C’\
oo l¢‘\
&
LIS N
Sun
[
and “n A
. @
\-. Y
A
- 0 WP 1-p P
v {B(X) W.p. P (1'8) :_f.. :':&.
N RS
BN
Here, the jammer now has access to the exact value of the encoded u:(' NN
‘ >
.
message. This leads to the structure depicted in Fig. 2, which is ::-__
v
e N
analyzed under three different soft constraint fidelity criteria given " t.-N
below: — r’
Sl
vvoale
Problem L.2 Soft Constraints on Encoder and Jammer f-‘ ;:‘:.-
W
2
-"'
2 .2 2 o
c2: R(y,§,8) = E{co‘{ (u) + lu-6(z)] =~ kov } (1.9) L
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v Problem 1.3 Soft Constraint on Jammer -.:’, 5
4 — A
) A
2 2 .o b
‘o C3: R(Y)GDB) = E{ [U-G(Z)] - kOv } (1.10) o >
B {
K 2 2 - i
3 and E{y (u)} < ¢ Vj i,
D LY
[} R
! .
o
Problem l.4 Soft Constraint on Encoder '3 7
"
2 2 R
C4: R(Y,6,8) = Efc Y (u) + [u=6(2)]7} (1.11) > Y
and E{vz} < kz "
AR
LY
For these problems, C, and ko are positive scalars. ";: :‘
X We find that Problems 1.2 and 1.3 admit saddle-point solutionms, ':
| o
just as Problem l.l1 does. However, Problem l.4 does not; hence we seek : E
i —* % ’_" 5
' encoder—decoder policies (y , § ) e | x Dz satisfying <"
L)
}
o v O
sup R(y , § , B) = inf su?_R(Y,G,B) (1.12) Y
ge |3 vel'  8el3 w0
[ GeDl
‘ L
T
D &
A Such policies constitute minimax decision policies for the encoder- ”-
) ."’; t
3 decoder pair. Further, we denote the policy Be rj] which maximizes v ,':
' R(y ,8§ ,8), if it exists, by B , and call the triple (y , § , 8 ) a N
: A
1 -
1 minimax solution. For Problem 1.4, a minimax solution is obtained. v :\
) * DN
We can also seek a jammer policy B ¢ r\J satisfying : N,
NN
1 )
. \ o
inf R(y,6,8 ) = sup inf  R(vy,6,8) (1.13) o :
; ve[? Be Ij ye[' \.‘
§eD §¢D N
’ 2 L NI
B 8 ;.\

W
>
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Such a policy 1is —called a maximin policy for the jammer.

Correspondingly, we denote a pair (v,8) € r“x Dl which minimizes
* x  * * kX

R(y,8,8 ) by (y ,§ ), and call the triple (y ,6 ,6 ) a maximin

solution.

Finally, we note that 1if a pure strategy saddle-point solution
r* * *
exists in xsz r; , then the encoder—decoder pair (v ,8 ) satisfying

—* —%
(1l.6) will be the same pair as (y ,§ ) in (l.12), 1i.e., it also

)
constitutes a minimax policy. Also, letting u* denote the probability
distribution which generates the random mapping B* in (1L.6), then u* is
said to be the 1least favorable distribution for the random
variable v. For a more complete treatment of minimax and saddle-point
policies, see [9].

For the following two problems it is assumed that the jammer has

uncorrupted access to the source message.

Problem 2 Jamming Noise Correlated with Source Message,
Mixed Encoder

The communication system considered is depicted in Fig. 3. We now
allow the encoder to adopt mixed policies and introduce a forward side
channel from the encoder to the decoder. This side channel carries
probabilistic information to the decoder, when the encoder policy is
random. To incorporate the possibility of a random encoder mapping into
the problem formulation, we introduce an additional notation and let f“e
be the space of all random linear encoder policies. Then the problem is
formulated as in Pl.l, with rﬁ replaced by r;. Hence, we have hard
constraints on both the encoder power and jammer power, and adopt the

mean square error fidelity criterion Cl. For this problem, a saddle-

point solution is verified.
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Problem 3 Jamming Noise Correlated with Source Message, ;
Deterministic Encoder S

This problem is the same as formulated in Problem 2, but here the
encoder 1is restricted to be deterministiec. For this problem, minimax

and maximin solutions are obtained.
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CHAPTER 2 e, KA

%

PROBLEM SOLUTIONS FOR THE COMMUNICATION SYSTEM - )

v RN

4

R

In this chapter, solutions are presented for the communication ¢ ?A
problems introduced in Chapter l. First, in Section 2.1, the solutions >
e Bl

to problem 1 are presented. In Section 2.l.1, saddle-point solutions E; k
for problem l.l are derived. Next, in Section 2.l.2, the case of soft = )
:‘:f " ¢
constraints on both the encoder and the decoder (problem 1.2) is = ;1
examined. This problem is partially solved, in that for some regions of g? :5
¥
- ¥
the parameter space, a saddle-point solution is shown to exist. A 30

Ers

partial saddle-point solution is also obtained for problem 1.3, and a
minimax solution is derived for problem l.4. i,
In Section 2.2, solutions to problems 2 and 3 are presented. For

these problems, the jammer has access to the source message. A saddle-

R RS
T

point solution is given in Section 2.2.1 for the case 1in which the :_E
encoder is allowed to be mixed. This is followed by minimax and maximin gé 3
solutions for problem 3 where the encoder 1is restricted to be ?s
deterministic. = sﬁ

Finally, Section 2.3 summarizes and discusses the solutions of the v %’
6 problems which were examined. ﬁﬁ Fﬁ

2.1 Problem 1

2.1.1 Saddle=Foint Solution under Hard Constraints (Pl.l) er, 5@

The communication system under consideration is depicted in A

Fig. l. We define the following regions of the parameter space. Q; "‘
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2 1, 2
R, k™ > 'i[c +té, + ol
P
2 1, 2
R, : k<-7[c +¢1+o]
P
2
R, : Pk = —————— + ¢
2
3 [c2+¢1+0]1/2
,  BelciH))
R, : Pk" -~ =5 — ¢, <0 (2.1)

(e*+p +01"/?

Theorem 2.1 The communications problem Pl.l admits 2 saddle-point

* *x % * x % r‘l r\
solutions (y ,6 ,8 ) and (-y ,-8 ,B ) over | x Dz x | j where
*
Y (a) = {arbitrary in R, (2.2)
cu R
2
-y/P
- in R
*
B (y) = -ky/(c2+¢1+o)1/2 : Ay Ré r\R3 (2.3)
(Pk2+¢ )y
LT LA 2, Nz,

P(c’+))

n 1s a zero-mean random variable, independent of XV, VW ,W,, and

with second moment

(BP40,)7 (cPep +o)
2

E(n’} = k% - [

p(c?+e))
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0 in R1

*(2) = | — — — iz r IR, (2
(c +¢1)(1+29x+9x ) + PA o+¢2 3

—_ 4
(c2 +¢,)

A; z Rz(\Ra

4

and the saddle-point value of R is

1 in R,
* k% * * 2 2
ROY,87,80) = | (g cml) +(ag )78 40,42k + R, MR,
2Pk£[c2+¢1+o]l/2
) (2.5)
c2 2 ¢1
77 (FkH )+ % = R, &,
(c +¢1) c
where
Ay o+ o)
g [od
R, ‘R, °
I T e ]
3 (¢ +¢1+0)

The solution is the same even if the encoder is allowed to use mixed
policies on Y1 , provided that a private side channel is available from

the encoder to the decoder.

Proof. We show that the solutions given by Theorem 2.1 satisfy both the
left-hand side (LHS) and right-hand side (RHS) inequalities of (1.6).
Consistent with the problem formulation, let Y(u) = eu, 8(z) = Az for

some value of e and A. Thus, using the fidelity criterion Cl,

14
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Py,

R(Y,5,8) = E{(u=-§(z))°} R
- E{(u-A(v+eu+w1+w2))2}. (2.6) e

Evaluating, we obtain DR

22 2 R

2 2
R = (de=1)" + A7(¢,+¢,) + A7p" + 28(4e-1)t + 287q (2.7) i”%ﬁﬁﬁ

where @

S eee(n? R

©
(1= }

q PE(WIB(y)} (2.8) 2
¢ & PE(uB(¥)}. 9
'3&2?;

Q':::..::

ek

We first optimize over the decoding coefficient A. Taking the ﬁug(f

i

derivative of R with respect to 4,

".' "'
ey
oy

o}

3R 2
35 = 2(8e-l)e + 28(0 +4,+0") + 2(28e-1)t + 44q )

and setting 3R/34A = 0 yield

* +
A = — ; t (2.9)
(e +p +¢1+¢2+2ec+2q)

as the unique minimizing A for any encoder x=eu, provided the second

derivative 32R/3A2 is greater than zero.
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Substituting (2.9) into (2.7), we obtain

0% + (8,4, + 2t
R = (2.10)

* 2,2
A (e +p +¢1+¢2+2et+2q)

Further,

2
3R, 2[.;-.2 + (¢,+ +p2) + 2et + 2q] (2.11)
aA2 172

With this preliminary work established, we now verify the 2 inequalities
for each of the parameter regions
a) RHS

Rl. From (2.3), fix 8(y) = -y/P. Since

E{B(y)z} = -%(e2+¢l+o) < —%(c2+ ¢, +a) < kzin R;>
P P

B(y) as chosen 1is an admissible policy. From (2.8), t = =-e;

* 2 2
thus A = 0 from (2.9), verifying (2.4) in Rl, provided 3 R/3A > 0.

We have

92 = %(ezwl*'c)

and
q = '¢1
so that
aza 1

;A—Z-Z[ez(%- 1)+¢1(%,-- 1) + ¢, +301 >0

as needed, since 0 < P < 1,
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It follows that R admits a global minimum RY = 1 achieved

N .
by A =0, y(u) = eu, e being arbitrary but e < ¢, thus verifying (2.2)
and (2.4) in R{. In this case, the jammer has sufficient power to do

the best that could possibly be achieved.

R, (\R3 . From (2.3), fix B8(y) = Ay. Since
2 2 2 2
E{(B(y)"} = —5———— (e"+6,+0) < k° 1in R, () Ry,
(c™+¢ +o)

B(y) as chosen is an admigssible policy.

From (2.8), pz = sz(e2+¢l+ﬁ), q= PA¢1, and t = Ple.

Thus, (2.1l1) becomes

2
ﬂz‘- = 2[e2(1+2PA+PA %) + ¢1(1+2m+px2) 9, * paZe] > 0

94

as needed. From (2.9)

* e(14+P))

A = 3 3 3 3 (2.12)
(e®(1+2PA+PA7) + ¢1(1+2PX+PX )y + 9y + PA" gl
and from (2.10)
eZ(sz-PZAZ) + ¢1(1+2PA+PA2) + ¢2+ szo
Rl « = 3 2 2 3
A e (1+2PA+PA") + ¢1(1+2Px+Px ) + ¢2 + PA%¢
We now optimize R| , over the coefficient e. Since
A
(e2eaen®) > 0, (m2-eH2) > 0, and  (1s2eaemr?) - (eaZ-e2AH) > o,
A
o
is strictly decreasing in e; thus, R} . is minimized by choosing e” as
A
17
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large as possible, 1i.e., e* = * ¢c. This verifies (2.2) and (2.4) in

& N

s

o o

‘r‘

. 1

X

S0
X S

4

R, (\Ra From (2.3), fix B8(y) = -apy+n, &8 sﬂ

_~ 3 '

2 2 e

where ap (Pk +¢2)/P(c +¢1). Since R
=

2. .2 I

2, 2 (B 5 5 2 N R
E(B(y)'} =k" = —=——=——=(c™ ) <k in R R,, Yo B

2, 2. .2 2 V1R, .

pile™+,) N

[

=G

B(y) as chosen is an admissible policy. From (2.8) W

o

v

2 2 2,2 2 WA

p° = P(k -ap(c -e7)), q = -Pap¢l, and t = -Pape. - |

o N

5 3

Thus, (2.11) becomes S o
. &

2 (3.4 .

3R, 2[e2(l-2Pa +Pa 2) + ¢.(1=-2Pa ) + sz-aZPc2+ é,]. f.-'.-

a2 P P 1 P P 2 . b

A h" ..

[ X

“‘- ;

L% :

Using (l—2Pap+Pap2) > 0, then =N
ey g

). \ X

2 g

3°R _ 2_ 2 222 Lo

; 5 2 2[¢1(1 2Pap) + (¢1Pap ¢1Pap ) + Pk a, Pc +¢2]. ; o

A w“ o

S

2 2, 2 2 0

Noting that Pk~ + ¢2-Pap (¢ +¢1) = (Pk +¢2)(1-ap) i: k?-
L‘.r

a%r v

it follows that 5 > 0 provided a_ < 1. > -

3a P

.. RN

--" r\ 4
2 1/2 o

Using the definitions of a, and R4, we have aP < k/(e +¢1+0) . As a o
oG

I Ly
function of k/(c2+¢1+0)1/2 the boundary equation for R, is quadratic and AR
»
%
3 3
18 ~ 3
LN
“A 1

O

%
-_.\'
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has roots

1
p(c’r)) PP’ )
Csf) = =5 + 5 5 - 4P¢2/(c +¢1+c7)
(c +¢1+a)

2P

(c2+¢1+0)

Since the quantity under the radical 1is positive in Rz [)RA’ and since

172

Thus it follows that ap <1l and 62R/3A2 > 0. Continuing, 1it can be
2

(c2+¢1)/(c2+¢1+0) < 1, then this implies k/(c2+¢1+0)

*
shown that Rl « 18 again decreasing in e“; thus, e = £ ¢, and that with

e = ¢ in (2.9) we obtain A* = c/(c2+¢1), verifying (2.2) and (2.4) in

R2 n Ry

b) LHS

R Fix {(v,5) as in (2.2) and (2.4). With 6(z) =0, R =1

1.

and hence 1is 1independent of 8 € rg, making any B ¢ r; a maximizing

solution, thus verifying (2.3) in Rj.

z). Using (2.7), then R is given by

Nr,. ¥ y
R2 R3. ix (vy,8) as (cu, AR3

2 * 1)2 . A*
(AR ¢

2
: (9 *+0,) +

R3

pl2a" (oY c-1) E(uB(y)} + a2 Efaly )} + 2a°%E{w,8(y)}
R, R3° usly R, y R, w Bty

The problem becomes

T 0 . g o N - o % AR " = T m oW,y LIS & -
¢ .!.a"':'l l.. a2 ,Q L X A ,l.’? -!. -‘~~ \ ‘ 2ol ,Jk,a Lo ) .o.b Ll Aoo X .“ .o .l.o 1
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e e o

x ok %9 2
su ZAR (AR c-1) E{uB(y)} + L E{8(y)"}
Belj 3 73 *2 3
+ 2AR3E{w18(y)} (2.13)

subject to E{B(y)z} < 12

y ®=cu +w, +s

1
We use a result from [4], (Equation 17, p. 1535), which shows us that

this supremum is achieved by the policy

~kly
[Ey{w(y)z}l

x
8 (y) = 177

where

aY (A a+e)
. R3 AR30 C
m(y) = -5, +

Ry (24 6, + 0

provided 2 > O,

It can be shown, after some algebra, that

.
AR3 Pk(c2+¢l)
g = 5 [Pﬁ e e ) + ¢2]
(1+Px)(c +¢1+0) (c +¢1+0)

*
which 1s positive in R [\ Rge. Thus, the policy B8 (y) reduces

to B*(y) = —ky/(c2+¢1+o)1/2 = Ay , verifying (2.3) in szw R3.

z)e It can be shown that

R, (IR, . F § .
2 4 ° ix (v,8) as (cu, ARQ

20
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e
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L4

X

=L

= J

1

u
P N TR I I AN

%

L
L]




2 2 ¢1u

2, 2 Pc 2
R = —S—— (¢ ++0 /c) + ———— E{v =2v(— - w )}  (2.14)
. (C2+¢1)2 17271 (c2+¢1)2 c 1

where v = 8(y), vy = cu + w;*+ s.  Using the fact that

¢, u
1

E {—E— - wlgy} = 0,
y

[4] shows that the maximizing solution is any probability measure u with

the property

/ vzdu(v) = kz.

-0

*
8 (y) as given by (2.3) in RZ{\ R, satisfies this condition.

Saddle-point Value of R

*
Rl' Clearly, with A = O, R =1,

T

*
R, (\R3. Using (2.7) and the definition of £, R becomes

R*(r*,6%,8%) = (ag c=1) + (a3 )20 +0,+B %) 42PRe(c 4o ) /2

3 3

RZI\ R,- Using (2.14), we obtain Iy ot

z :
5 (sz + ¢1 + ¢2 + ¢%/c2).
(c™+9,) &7

ARk

* X R X
R (Y ,6 ,8 ) = —=

h |

wrs;
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Equation (2.5) is verified in each case. Q; l
The proof of Theorem 2.1 is thus complete. In passing, we note oL
that when P=1 the solution obtained here is 1identical to the solution N
obtained in [4]. With P=l, the solution is optimal among all encoder- :'3 .
decoder policies under the additional specification that the random ) 5
variable n also is Gaussian. This is true because, as noted in [4], all 53 g?
random variables are Gaussian, and the optimal estimator E{u'z}, the A Ev

conditional mean, is linear in the observation z. With P=0, the problem

becomes the Gaussian test channel treated in [5].

o
-

We now discuss the problem of the encoder—decoder adopting a mixed E
& !.:
strategy of the form (y,8) = (Zcu, fAz), where fs {”
L
T l-_.
1 WeDs T A,
g = , (2.15) Y
-1 WePe l1-r 0<r<l1 R
Y
. i
. g
As noted previously, in this case we assume the decoder has access w
l‘-
through a side chaanel, as in Fig. 3, (but with the jammer tapping the Qi (‘
channel after encoding), to the chance mechanism whicn determines the E
35X
particular coding strategy adopted. If this 1is so, using (2.13) and x }i
U
W,
(2.15), the problem faced by the jammer becomes N Ié
N
~® \
|

sup {2a(Ac-1) E{zuB(y)} + 2A2 E{wls(y)} + AZE{B(y)Z}] oL

Be r} e

PEPNT A8

where y = gcu + wy + 3. However, conditioning on y we find that .
e
o 1
:" >3
o~
2 , ",
E{culy} > cy/(c +¢1+o) independent of r U
'
W,
)
W, .“
2 2 % .‘
W
\
N
T Iy \
5
e

-

4
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and
2

E{wlly} = ¢1y/(c +¢1+o) also independent of r.
Consequently, the jammer faces the same problem as 1if the encoder-
decoder policies were pure. A mixed policy of this type can not further
help to defeat the jammer.

x *x x X %
In summary, we have shown that both (y ,8 ,B8 ) and (~y ,~§ ,B ) are

saddle-point solutions for Pl.l.

2.1.2 Partial Saddle-Point Solution under Soft Comstraints (Pl.2)
The communication system under consideration is depicted in

Fig..Z. We define the following regions of the parameter space.

2
RI' <, > ko/P

. 2
Ry: <, < ko/P (2.16)

A saddle-point solution is presented for region R;. For region R,,

.sufficient conditions are obtained for a linear jamming policy to be in

saddle-point equilibrium. Using computer verification, it is found that

these conditions are met for a broad subregion of Rj.

Theorem 2.2 The communication problem Pl.2 admits a saddle-point

x Kk % r7 r“
solution (y ,§ ,8 ) in region Rl over X Dl x| j where
*
Y (u) =0
*
B (x) = ~x/P (2.17a)
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*
§ (z) =0,

and the saddle—point value of R is
* k %
R(y ,6 ,8 ) =1 (2.17b)

Proof. We use a reasoning similar to that used in the proof of Theorem
2.1. Letting Y(u) = eu, §(z) = Az, along with fidelity criterion C2, we
obtain
2 2 2.2
R(y,5,8) = [(de=1)" + A"¢ + A"p" + 2A(4e-1)t] (2.18)

2 2
+ [coe ko/Pp ]

where

N
ue>

PE{8(x)}

(>

PE{uB(x)} (2.19)

Optimizing (2.18) first over A yields

A¥ = > e‘z‘t (2.20)
(c"+p " +p+2et)

as the unique minimizing A for any x = eu, provided BZR/BA2 >0 .

Substituting (2.19) into (2.18) yields

2 t2 ’ ko 2
—p te-t -
g| x5 + lee” = 5= 0] (2.21)
A (e " +p+p+2et)
Further,
24

R

s

?

5

A

774

| S &

My g o
By

S

s R 2 =

=g

-
2

s |

»

O P T R T N R T W o T W W T A W P W A N BT W W T 8 W Y WL W W T M, W T T Tt PR AT N ad
e N A A A A A A A A A L s B SR R b




"t

oY

9.

2
33 = 21e% + (a4p)) + 2et] . (2.22)

94

We now verify the 2 inequalities of (l1.6).

a) RHS Fix B(x) = —x/P. Then, from (2.19), t = -e, and pz = eZ/P.
From (2.20), A* = 0, and from (2.22) 32R/8A2 > 0.

Using (2.21)

2, 2
a]A* =1+ (e % /P e

Since co-ko/P2 is positive in Rl’ R| « 1s clearly minimized by e* = 0,
A
x %
b) LHS With (e ,A ) = (0,0), the problem faced by the jammer is

S;p E{l-koPB(x)z}.
Thus, any choice 8 such that E{B(x)z} = 0 attains the supremum, and,
with x=e*u = 0 almost surely, B(x) = =x/P 1is one such policy.

This verifies (2.17a). Clearly, R(y*,é*;s*) = 1, verifying
(2.17b). This completes the proof of Theorem 2.2.

Region R; 1s now considered. We fix the jammer's policy to be
linear in its observation, i.e.,B8{(x) = Ax. Using the notation developed

in the proof of Theorem 2.2, 02 = szez and t = Ple, so chat

2
2. 2[e(1 + 2PA + PA%) + 4] > O in R,
3a
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Therefore,

A . e (1+P))
[e2(1+2PA+Px2) + ¢

_et@mirh?) 4
* 2 2
A e (1+2PA+P17) + ¢

2, 2
and R + (co kol e

We now minimize (2.23) over the coefficient e.

Let a = e2
a 4 2p%h2%5 0
a, 8 1samemal > 0
and a3 4 c =k XZ.
o o
Rewriting (2.24),
ac, + ¢

*a'—_—aaz+¢+a3a)

and solving

aR x
—A . 0 yield
da
+ /3‘(a2-al)1/2
a = - .
(a3)1/2a2 a,
provided a,7u, > 0, and aq

«

VR BB Wk 6B Cal h Vel v B

(2.23)

(2.24)

> 0, where the former 1is always satisfied.

Requiring a to be real and positive leads to constraint Bl:
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3

h'm

(az- a1)1/2

Bl: /3

-¢ >0 (2.25)
(u3)

If comstraint Bl 1is met, aq > 0 is satisfied and thus the optimum

encoding coefficient is given by

1/2 1/2
s w2 | HEeyme)) '
e =(a) = 1/2 T2
(63) @, 2
or
1/2
* 1 /3(1+P))
e = -0 (2.26)
(1+2Pr 422 %) 172 (co-kokz)l/z

Equation (2.26) gives the minimizing encoding coefficient since it is

easily shown that 32R */382 > 0 when Bl is satisfied.
a * *
We now proceed in the other direction. Fixing 8(y) = e u, §(z) = A z,

and using 2.18, the risk is given by
* * *
R=(e -1)2 + A 2¢ +
x & * *
p2a”(a%e-1) EQusC)} + 2" E(8GOHT + e e -k E(B(0)P.

The problem faced by the jammer hecomes
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*2 2 x Kk %
sup [(a “- ko/P) E{8(x)°} + 24 (A e =1)E{uB(x)}]
8

*
If e #0, the supremum is achieved by

x * *
B(X) = _A_(_Ae_-LL X (2.27)

X %2
e (A "k /P)
o

provided the constraint B2 below is satisfied

*2
B2: A "- ko/P <0 (2.28)

Hence, in Ry, we have a saddle point if:

k ok Kk
- A (Ae -1) _

i) * %2 =X, (2.29)
e (A "=k _/P)
o
* *
where 4 and e are given by (2.23) and (2.26)
and
ii) constraints Bl and B2 are satisfied.

Equation (2.29) is a 4th order polynomial in A. It can be rewritten as
4 2 2
A [ko(l-P) + ¢k°] +
3
A2k 6k /P +c )] +
n" "0 o
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le—co(l-l’)z + 29c k_(1+1/P) + ¢c°2 + ¢k°2/P] +
M28e (c * /D] + c°2 =0 (2.30)

A closed-form solution of (2.30) has not been found. However, as
given in Tables 1-5, (2.30) has been investigated numerically for a rich
class of parameters and has been found to possess real solutions
satisfying constraints Bl and B2, in most instances. Appendix A lists a
FORTRAN program which was used to solve for the real roots of (2.30).

From the tables note that e* and A* are decreasing in P,
whereas lk*l is increasing in P. We see that the actual power expended
by the jammer, E{B(x)z} = E{[Aeu]z}, increases as P increases, since as
P increases, the jammer 1is more likely to be on the channel. In the
extreme case where P=l, the problem reduces to that treated in [3], and
(2.30) can be shown to be satisfied by A = - colko. Further, from Table
5, as the variance of the channel noise ¢ becomes dominant, a constraint
(Bl) becomes violated, as expected, because this noise now dominates the
channel.

We have thus shown that for region R, of problem Pl.2, the optimum

jamming policy in most instances is a linear policy.
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Numerical Solution for Problem 1.2 in Region Ry
Table l. Soft Comstraint Parameters: c =10,k =1.,0 X
Channel Noise Variance: $°= 0.5 ° el
W G
".‘
*

P e A . R* 0 O
8 B

2 I:.:l

0.1 0.454 0.642 -0.049 0.9157 oo o
0.2 0.452 0.636 -0.095 0.9202 3
0.3 0.447 0.626 -0.140 0.9275 *
0.4 0.438 0.609 ~0.184 0.9375 I% *pé
0.5 0.424 0.583 -0.230 0.9501 s
0.6 0.398 0.541 -0.280 0.9651 CS ;"::;
0.7 0.349 0.464 -0.337 0.9819 X ol
e
0.8 0.215 0.277 -0.407 0.9972 ‘i:::
00
0.9 Bl < 0, constraint violation @ sl
2 ey
1.0 c°< ko/P » mot region R, ﬁ z.,l':
Y ‘:g:
2
Table 2. Soft Constraint Parameters: c =1.0, k =1,0 En .L. Y
Channel Noise Variance: q;o- 0.5 ° o ""i‘

i
- . . A % o
P e A A R o s
0
0.1 0.454 0.642 -0.046 0.9156 = N
0.2 0.452 0.636 -0.087 0.9197 - e
Po!
0.3 0.448 0.628 -0.129 0.9264 :: "j
0.4 0.440 0.613 -0.171 0.9357 W e
0.5 0.428 0.589 ~0.214 0.9475 o~

0.6 0.406 0.552 -0.261 0.9617 LRS!
0.7 0.366 0.488 -0.315 0.9780 LB
-b - 4
0.8 0.267 0.346 -0.381 0.9942 oy
o !_hr,
0.9 Bl < 0, constraint violation '\
Coed

1.0 Bl < 0, constraint violation ': N
UL ATt
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Table 3. Soft Constraint Parameters: c =1.0, k =1,5 ~¢
Channel Noise Variance: ¢ = 0.5 ° :q; (
.
* * Eh s
P e s A R" 33
0.1 0.455 0.642 -0.033 0.9152 ‘::;:;-',!;E
' 2
0.2 0.453 0.639 ~0.066 0.9183 ' '::::E:f;
. gt
0.3 0.450 0.632 -0.099 0.9243 !:::::::;:
0.4 0.445 0.621 -0.132 0.9306 __@
gy
0.5 0.437 0.605 -0.167 0.9399 3,“0‘,;%‘
o,
0.6 0.425 0.581 -0.206 0.9515 .::;‘.::;
, . el i
0.7 0.403 0.543 -0.249 0.9653 '.:!2‘?'
0.8 0.361 0.474 -0.303 0.9813 @
0.9 0.242 0.303 ~0.379 0.9969 R
he et
1.0 Bl < 0, constraint violation ':l:‘;':‘:",
:l’.:t';:":
e
Sy hitet
)
Table 4. Soft Constraint Parameters: c =1.0, k =0.25 ..._";'
Channel Noise Variance: ¢%= 0.5 ° ;\f- .:
N
AR
*
P e A 2 R YRR
-
MaYal
0.1 0.452 0.637 -0.163 0.9196 ":3"‘::'3
)
0.2 0.440 0.616 -0.265 0.9323 { .:t.'l::.;..
v (
0.3 0.417 0.581 ~0.339 0.9489 Q]
0.4 0.377 0.523 -0,402 0.9675 '07"!‘-
, 3
» 0.5 c°< kO/P , not region R2 z 3 ek
SR
SRR
|
Table 5. Soft Constraint Parameters: ¢ = 1.0, k = 1,0 RN
Channel Noise Variance: $°= 1.5 ° Q:‘
e
[ "‘r“\
* %* * R* :;vi»::\‘
P e A A AR
; S
0.1-0.9 Bl < 0, constraint violation MW
1.0 c <k /PZ, not region R, :
o o N ;
o
g%
L]
‘.. “!
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2.1.,3 Partial Saddle-Point Solution under a Hard Constraint
for the Encoder (Pl.3)

Again we consider the system depicted in Fig. 2. For this problem,
fidelity criterion C3 is used. A saddle-point solution is obtained for

the following region of the parameter space.
2 2 :
Rl: ko > P(c/c"+¢) (2.31)

Theorem 2.3 The communications problem Pl.3 admits a saddle-point

x k % r“
solution (y ,8 ,B ) in region R1 over rwx Dz x| j where

Y*(u) = cu (2.32)

*
c(1+PX )z
2 2

A0z £ a0 ")z (2.33)
¢ (142PXx + PX 7)) + ¢

5*(2) =

* *
B (x) = x (2.34)
* 2 2 22
A = arg max [(A(A)e=1)"+A(X)"(¢+PA"c")+2PA(A)Ac(A(A)e~1)] (2.35)
A =k ch
)
Proof.
a) RHS

*
From (2.34), fix B8(x) = A x. Using fidelity criterion C3, the

problem faced by the encoder-decoder 1is

2 *2 2
inf E{(6(z)=u)" - kox y(u)™} (2.36)
Y,$
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R = e S

subject to E{Y(u)z} < c2.

Recall from Theorem 2.1, the problem

inf E{(G(z)-u)z} subject to E{Y(u)z} < c2

Y,
was shown to have a minimizing solution given by y(u) = cu. Since
*
ko A 2 E{Y(u)z} is maximized by Y(u) = cu, the infimization of (2.36) is
*
also solved by v (u) = cu, verifying (2.32). Straightforwardly, it is

easy to show the optimum decoding policy is given by

*
c(l+PAr ) 2z

c2(1+2PA*+PA*2)+¢

§7(z) = - a2z (2.37)

verifying (2.33)

b) LHS
Fix y(u) = cu, 8(z) = A(A\)z. The problem now faced by the jammer

is exactly the same as that treated in Section 2.1.2, {.e.,

sup [(A(A)z-ko/P) E(8(x)%} + 2a(A)(A(A)e=1)E{uB(x)}]
8

The supremum is achieved by

* *
87 () = A0 Jeml) L%y (2.38)
c(Ah )7k _/P)
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* 2 ¢
A(A )T - ko/P <0 (2.39) \

FFR
.}’.

*
Using (2.35), it 1is easy to show that A e(-1/P,0). From (2.37), it

follows that

iy

w
SN

0 <a(d) < c/(c2+¢) for X e(-1/P,0)

s
g

*
Consequently, A(A )2 - kolP < 0 is satisfied whenever ko/P > cz/(c2+¢)2,

Lo
R

which is precisely region R;. The proof is now complete.

2.1.4 Minimax Solution under a Hard Constraint for the Jammer (Pl.4) o

We again consider the system depicted in Fig. 2. For this problem,

fidelity criterion C4 is used. A minimax solution is obtained for the sl

following regions of the parameter space.

R,: e = 0 (2.40) x%

where

* )

e = arg min f(c) (2.41) "o
c»0 .
cocz + (A)e=1)? + aCe)2(s+Pr2)=2KPea(e) (ACe)~1/c) o >Pk>

cocz + 1 C2<Pk2

f(c) =

AR
g

75

(2.42)

A
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and ny )

- IN\
c=kP (2.43) hﬁh’

[c2-2ch +Pk2+¢] N

Alc) =

We first will show that problem Pl.4 with an enlarged information ___B
structure admits a saddle-point solution. Then we will show this ?; y
saddle-point solution corresponds to the minimax solution of our TE AN
original problem.

Consider first the problem

2 2 2 2 2 X

min E{(§(z)=u)"} E{y(u)} <ec E{v'} <k ®

Y,$ :

by

which is a simplified version of ©problem Pl.l obtained by b\FX*
setting ¢ = ¢, = 0 and ¢, = ¢ in Fig. 1. Suppose the  jammer  has
knowledge of uxﬂz 4 E{xz} and uses the strategy B(x) = —kx/IxH. It
follows that E{vz} = kz. Further, the minimum value of this problem ,NJﬁ?

using this policy, denoted by R*(c), is a decreasing function of ¢, and

is achieved by E{Y(u)z} = cz. Using Theorem 2.1, we can rewrite (2.42)

b
’
as %

* e
c el +r (e) 2 5 e’ e

¥ 1
£(e) = ° (2.44) X
coc2 + 1 c2 < sz .i:v\
B N

where R*(c) < 1| for ¢® > Pk%. For our problem, we use fidelity Ty

criterion C4, and the problem becomes WX
N
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f: A
2 2 S
min min E{coY(u) + (8(z)=u)"} (2.45) b
c>0 Y,68 L
2y |
2 -
Ely(w)?) = c? &
.
E{vz} < kz $ ::
-
.0
or equivalently ) :
7 I
T
2 % - S
min [c_c¢” + R (e)] (2.46) oo
0 ° N
PUREEY o
[ 8
* & 3
It follows that, if e given by (2.41) satisfies ﬂg e
N
¥
e
* N
e > sz, ¥
St
i o
e
which is precisely region R;, the optimum encoding-decoding policies are A
%* * (xS
given by y(u) = e u, 6(z) = A(e )z. Using these policies, it is clear ;? 1
that the optimum strategy for the jammer is to use maximum power, :¢
~k C& f”
i.e., 8 (x) = <kx/Ixl. w )
* 2 * R,
From (2.41), it follows that either e > Pk”  or e = 0. We now
e
conider the case e* = 0. For this encoding policy, it follows that the vy ~&
* S
optimum decoding policy is § (z) = 0. Hence, the cost Dbecomes Ef"’ k
~ v W
independent of the jammer's policy making any policy B ¢ r} a maximizing b
e B
policy. If the jammer's policy is fixed as B(x) = —x/P, the problem gd Py
faced by the encoder-decoder reduces to - f
> w*,
\.' .

P
»
.

nin Elc_ viw) + 1}

o angh, o

Y,G ,:' ~

*  x SN

which {s clearly minimized by (y ,§ ) = (0,0). ~
G

What we have shown above is that a saddle-point solution exists to -

»

"

&
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the problem with enlarged information structure in two regions of the h JW
parameter space. Equivalently, a saddle-point exists if the jammer is e

assumed to tap the source message directly. uﬁ

T R VY W2

Theorem 2.4 The communication problem Pl.4 admits a minimax

. ]
s

x * % ¢
solution (y ,§ ,B8 ) over r“x Dz X r} where ;
T

§5u) = e'u (2.47)

*
Ale ) in R
(2.48)
0 R, Wit

*
§ (z) =

* .
—(ko/e )x in R

e
8 (x) = (2.49) s
m, - X/P R :

* )

with e* given by (2.4]), and 4(e ) by (2.43). b&»,
N
&

We need to show that the minimax solution to problem Pl.4 ot

o corresponds to the saddle-point solution to the problem with enlarged $ 2
informatfion structure discussed above. For § fixed, 1let B be an b

: arbitrary element of r; satisfying E{B(x)z} N
< k% Let B ¢ fB, where B = B(x,5)

satisfies E{E(x,s)z} < k%. Then

e

A

-

-
ols

'1"v

min [max R(Y,5,8)] = min [max R(y,§,3)] - (2.50)
Y,§ 8 Y,§ B

Tl
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because for fixed v,8, the inner maximization problems arz the same.
The LHS of (2.50) corresponds to the problem with enlarged information,
whereas the RHS is the problem Pl.4. Equations (2.47)-(2.49) thus

*
follow, where Ixl = e 1is used in (2.49). The proof is now complete.
2.2 Problems 2 and 3

2.2.1 Saddle-Point Solution for Mixed Encoder (P2)

The communication system under consideration is depicted in Fig. 3.

Theorem 2.5 The communications problem P2 admits a unique saddle—point

* x %
solution (y ,§ ,B' ) over r; x D, x ra where

cu, cz/(c2+PK’+p) wepe 0.5
%* *
(v ,8 ) = (2.51)
-cu, -cz/(c2+Pk2+¢) weps 0.5

8*(u) = n, E{n} = 0, E{n’} = K2, (2.52)
independent of u, v, and w
and the saddle-point value of R is
R (™, 6%,8%) = (i + g)/Pemtee) (2.53)
Proof. Since Ys‘qe , the encoder policy <can be expressed

as v(u) = zcu for some random variable g, assumed to be independent of

38
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u, w, and v. Thus E{;z} < 1 is necessary to satisfy the channel input

power constraint. Using criterion Cl, the risk becomes
2 2 2 2
R = E{A;cc—l) } o+ A;¢ + ZPACE{ACCc-l)uB(u)} + PA;E{B(u) } o (2.548)

where the decoding coefficient AC is a deterministic scalar dependent on
the distribution of the random variable . We now verify that the
solution given by Theorem 2.5 satisfies the LHS and RHS inequalities of

a saddle point.
a) RHS

ix B(y) = n as given by (2.52). Then (2.54) becomes

2 2 2,2
AC¢ C{ACCC )7} AC ( )

Conditioning on g, (2.55) reduces to A§¢ + (Ac;c—l)2 + PAzkz.

Setting 8R/3A; = 0 vyields

A e — % (2.56)

¢ [;2c2+9k2+¢]

Equation (2.56) gives the unique optimum linear decoding coefficient,

since 32R/3A§ > 0, Substituting (2.56) into (2.55), we lower bound R by

* * 2 * 2
R > EC{AC¢ + (Accc 1" + P(AC)Zk }

39
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*
Since &§(z) = ACZ is an admissible decoding policy (because of the

presence of the side channel) equality holds in the above and the

problem becomes

inf g (k> + 9)

A(z) ¢ (;2c2 + PkZ + ¢;l subject to E{Cz} <1 (2.57)

Pk Recall

that Dz = the space of all linear deterministic mappings from R‘to R~-

A LA
Any A e¢ll- thus induces a pair (v ,8") ¢ [_; x D

where A ¢ L = set of all probability measures on {1 x D

z.
The infimization of (2.57) depends only on the second moment

of £, and thus can be achieved by any A such that E{cz} =1, Clearly,

B

e B &=

®
* 1 weps 0.5 ?j

A (g) = (2.58)
_1 WePeo 0. s {;:.
[
is an optimal measure. Using (2.56) and (2.58) we obtain (2.51) as the .
optimal encoding-decoding strategy. :ﬁ

b) LHS
* ™
1. First, fix (y,8) = (cu,cz/(c2+Pk2+¢)) & (cu,d z) . Then, the risk &
associated with this pair is given by ﬁj
W
* N
R = E((a" 2% &
* 2 x 2 ) 2 £ %

= (A c-1)" + (A )¢ + P(a)E{B(u)} + 2PA (A c-1) E{uB(u)} b
* -
2. Now fix (Y,8) = (=cu,=A z) -
Then, ;$
Y
% '\‘
R(z) = E{(-a z—u)z} -
40 X
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* * *_ x *
R = (%12 + 0%% + p(a" % BWH) - 228" (2%e-1) E(us(w)) =
Clearly then, the value under the mixed policy given by (2.51) is :h%

= L ““
R = 0.5R +0.5R, N

= (-1 + (5% + p(a"? BB, qon

This 1is independent of the correlation E{uB(u)}, and is maximized by the ';éﬁﬁ

choice of a random variable n = 8(u) such that E{B(u)z} = kz, verifying

(2.52). Further, from (2.57), the saddle-point value of R is given by gffff

(2.53). This completes the proof of Theorem 2.5.

Corollary. The encoder-decoder policy given by (2.51) is the unique
optimal solution over fﬂe' x Dz, where the space r;' is induced by

A elL:, where nl = the set of all probability measures on [1x Dz such
that lccl €< ¢ wep. l. Further, in this case, B*e r; has the property

that E{uB8(u)} = O.

Proof. Under the restriction that I;I <1l wep. 1, the entire class of
optimum policies for the encoder-decoder is given by '
2,.,.2 .
cu, cz/(c +Pk"+4) WeDe T R
(3

(2.59) 2NN

(Y))G) = 2 2 .-
-cu, =cz/(c " +Pk"+¢) Weps l-T @

Using this mixed policy,

G
W .:::::
|
WY, %E;
PR
= [
R
A
oy
2
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o
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[ RN
¢ 2 v T - .
)-.AQ,.--- G s %

R~ (8%e-12 + (0")% + p(a™ 2 E(B(W)?) + (20=1) PA (A% c=1)E{uslL)?

* -
Since A ¢-1 < 0, the jammer could use B(u) = =sgn(2r-1)ku, so

¥

R R

- - * L
that E{B(u)z} = kz, but results in R > R . Clearly (2.59) is optimal

43 )

only if r = 0.5.

Now, suppose E{uB(u)} # 0. Then the encoder~decoder pair can be

L2

chosen as in (2.59) with r=0 if E{uB(u)} > O,and r = 1 if E{uB(u)} < O,

)

leading to R < rR*. Thus, a B €l j with E{uB(u)} # O cannot be optimal

&

for the jammer.

2.2.2 Minimax Solution for Deterministic Encoder (P3)

Counsider first the structure depicted in Fig. 2, where the jammer
has access to the encoded message. The structure of Fig. 2 can be

obtained, by setting ¢1 =g = 0 and ¢2 = ¢ in Fig. l. Clearly then,

inf sup R{y,8,B8(x)) < inf sup(Y,8,8(u)) (2.60)
(v,8)e Mx Dl Be FE (v,8)e Fx Dz ge [3
since x = y(u). Recalling Pl.l admits a saddle-point solution, denote
~*
the LHS of (2.60) by R , where the tilde signifies the simplified
version of Pl.l. The RHS of (2.60) is the minimax problem of P3.
Equation (2.60) says that the minimax value for P3 is bounded from below

~

by R , 1l.e.,
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Theorem 2.6 The communications problem P3 admits two wminimax

=k =k —% — % % rﬂ r
solutlons (Y ,8 ,8 ) and (-y ,=-§ ,-2 ) over | x Dz X 1] whare
% arbitrary in R1
Yy (u) = (2.62)
cu R2
—* 0 in R1
§ (z) = c=KP A * (2.63)
) 7% " Ag? R, () 7
[e " =2xPc+Pk"+¢] 3 R n R
(1/e)z 2 4
x B(u) B SI-B arhitrary in R,
B(u) = { -ku R, R (2.64)
8 (u) s.t. E(8(w)? = k2 R2 ORY
et 3 4
and
1 in R1
—* —k kK * 2 *2 2 x %
R (Y ,8,8) =|(ap c=D)7 + 8 "(s+Pk") - 2kPesy (4 =1/c) R, [IR
R R R 2 3
32 3 3 73 R R
(Pk ﬂ) Zn 4
c2
(2.65)
The regions of the parameter space are given by
Ry: kf/c > 1/P
R,: k/ec < 1/P
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3 sz -%kPc +4 >0 (2.66)

R
RA‘ sz - kPc +¢ <0

Proof. This proof follows closely the proof of Theorem 3 in [1].

First, note that the above reglons correspond precisely to the regions
given in Theorem 2.1 with the simplifications o = ¢1 =0, and.¢2 = e
The parameter A of Theorem (2.1) simplifies to A = =k/c. Next, the
minimax value i* for problem 3 satisfies

—*
R < sup R(v,$,B8(u)) for all y ¢ rﬂ, § D

e F} .

We will verify that with (yv,8) fixed as 1in (2.62) ‘and (2.63), the

following equation holds.

sup R, 5, B(w) =R(Y, &, B (u) = & (2.67)

Belqj
— ~k
Along with (2.61), this shows that R = R . That is, the minimax
value of problem P3 is identical to the saddle—point value of the
& —k =k
simplified version of Pl.l. Hence, (Y, § , 8 ) constitutes a minimax

solution for P3.

The proof proceeds by verifying (2.67) in the different regions.

Rj. Since E*(z) = 0, from (2.63), using criterion Cl we obtain

—* 2
R(y,8 ,8) = E{(u-0)"} =1

44

s

e

O %

-2

-

wxd

1)

'4‘-‘.‘”‘ '—

- - "

o

TH s

s W
.'.j
[

e " -.}A‘rirr -{

« % 8w r

P S AR X X X

i

s I RIT T,

- vy,
- .,

!

.

A T R e 1 FEL L)

2]

AL L2



3,59 8gS 037 batale® tat AV Bt UA1A0 04" ta " 0t 008 b fad Gak §ah RV bat dut Sat et ulla¥ el Got 0% Ba® bat dab 0ot bt Fat d 10 Rab Yot et RV bat a0 B0 MU g0 408 gab

for all Bel—g. Clearly then (2.67) holds in R;.

Ran3. With ( ) given by (2.62) and (2.63), we obtain

RG,E,8) = (ay e=1? + (g )% + 2240 (4 c=1) E{uB(w)}  (2.68)
3 3 3
+ p(ag)? E(a()?).
3

—*
The above is maximized uniquely by B (u) = -ku, since the coefficient

x %
Ap (ARc-l) is negative in RZ(W R3. Substituting into (2.68) yields
3 73

—
R(y ,$§

- * 2 *
8 ) = (AR c-1)" + (AR

)2(4+Pk2) = 2PkAT (Ar c-1)
- -
3 3 Ry AR3

Using Theorem 2.1 with ¢l =g =0, it is easy to show that

—k kK ~%
R(y ,§ ,8 ) =R .

Thus, (2.67) is verified in R2 {\Ra.

* K
RZ{\ R, With (vy ,§ ) given by (2.62) and (2.63), we obtain

R(?" E*,s) = E{(u= —i(Cu+v+‘w))2}

»

6 P 2
== + -5 E{(B(u))"}
c c

This is maximized by any random variable 8(u) with second moment equal
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2 —~k —k & 2 2
to k“. Thus R(y ,§ ,8 ) = (Pk +¢)/c”. Again using Theorem 2.1, we see

—* —k —k ~k
Ry ,5 ,B8 ) = R Lo that (2.67) is verified in Rana .
& k=%
From all of the above, it 1is clear that (-y ,-§ ,-B ) also
constitutes another minimax solution for problem 3. The proof is now

complete.
2.2.3 Maximin Solution for Deterministic Encoder (P3)

Theorem 2.7 The communications problem P3 admits 2 maximin solutions

x % Xk %
(v ,6 ,8 ) and (-y ,~§ ,8 ) over M x D, x r‘j where

Y (@) = cu (2.69)
_§_*(z) = cz/(c2+Pk2+¢) (2.70)
8%) =0 E{n?} =%, E{un} = 0 (2.71)
R*(y",6%,8%) = (Pk2+6)/(c2+2K%+4) (2.72)

Proof. This proof follows closely to that of Theorem 5 in [l].
Let y(u) = eu and §(z) = Az.

Thus, using criterion Cl, we obtain

R(Y,68,8) = E{(u-b(eu+vii) )} (2.73)

= (Ae--l)2 + A2¢ + 2PA(Ae~1)t + Azoz
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where pz = PE{B(u)z}

t = PE{uB(u)}

Setting 3R/3A = 0 yields

(e+t)
(e2+02+¢+2et)

as the unique minimizing A for any encoder x eu since

2

aZR/aA2 = 2e” + 29 + 292 + 4et > 0

Substituting (2.75) into (2.73) yields

92+¢-t2

R —P _Te7T
e2+p2+¢+2et

*
A

should be chosen as large as possible.
chosen to be as large as possible.

coefficient e* where

(ol o B o §
AV
[oNolo®)

c,"C

Substituting (2.77) into (2.76), we obtain
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Now, optimizing with respect to the encoding coefficient, we see that e

VAN AT N AT
et Tt ta Ta T T e T T !

(2.74)

(2.75)

(2.76)

2

The term et should also be

This leads to the optimum encoding

(2.77)

|
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-
L.
‘:’)
3
02+¢"t2 <0 V-1
2, 2,,, £
+ o +p- .
Rl . L= ¢ TP (2.78) )
4 ,e p_+o-t -
3 3 t>0 o)
c THp T +p+2cet Y
2 b
We observe that (2.78) is an increasing function of p , and thus is w
maximized over 02 subject to p2 < sz by 02 = sz. Now maximizing over A
nr
o
t, after substituting p2 = sz, we obtain o
g
‘(sztg:ct)(t-c)
R 4 & 3 5 t <0 .
I
gt,e - (c +§k +p+2ct) (2.79) ﬁ{
=(Pk “+o+ct ) (t+e) 0
72 €2
(e™+Pk " +p+2ct) )
Equation (2.79) is continuous in t, decreasing for t > 0, increasing for .
t < 0. Thus, (2.78) has a unique maximum at t = O. Substituting t = 0
into (2.75) and (2.77) yields the encoding-decoding i:

-
-
.

x x %
pairs (y ,8 ) and (=Y ,=§ ) ,verifying (2.69) and (2.70). Further,

using these encoding-decoding policies, it follows that the optimum o
jamming policy 1is any second-order and random variable n such R:
2 o
that t = PE{un} = 0 and p~ = PE{nz} = sz. This verifies (2.71). i
Substituting t = O into (2.78) verifies (2.72). This completes the i'.:
A

proof of Theorem 2.7. Note that this maximin value is the same as the
I;"\
saddle-point value obtained in Theorem 2.5. §S
o
\‘
2,3 Summary and Discussion of Solutions -
In the previous two sections, 6 different communications nroblems -
o
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were examined. In some cases saddle~poi~t solutions were derived,
whereas in other cases, minimax or maximin solutions were obtained. We
have seen that the solutions often differed for different regions of the
parameter space. In most 1instances, the optimum jamming policy w-:
found to be a linear transformation o6f the observed variable, plus, in
some cases, an additional independent noise variable. The optimum
encoding and decoding coefficients were shown to be highly dependent on

the regions of the parameter space.
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CHAPTER 3

CONCLUSIONS

3.1 Summary of Results

The principal objective of this thesis has been to obtain saddle-
point or worst-case solutions for a class of communication problems
involving an wunknown probabilistic jammer. Although the basic
communication structures have been examined previously, this treatment
is the first considering a probabilistic jammer. Specifically, the
problems involved the transmission of a Gaussian random variable over an
additive white Gaussian channel subject to unknown probabilistic jamming
noise generated by an intelligent jammer. The jammer was intelligent
because he had access to the encoded message (or a noisy version
thereof) or the actual source message. Equivalently, the problems can
also be viewed as the. transmission of a sequence of independent,
identically distributed Gaussian random variables over a discrete-~time
additive white Gaussian channel. A variety of quadratic distortion
criteria were used to measure performance.

In Chapter 1, we first introduced the problems and provided some
brief motivation. This was followed by a quick review of the recent
literature. Next, a complete description of the 6 communications
problems was given. Chapter 2 presented the results via the theorem-
proof type approach. Either saddle—point, minimax, or maximin solutions
were obtained for each of the problems; however, ror 2 problems (Pl.2
and P1.3) only partial solutions were found, meaning that solutions for

all regions of the parameter space could not be obtained. In the case
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of saddle-point solutions, the main technique was to show that the

policies satisfy the LHS and RHS inequalities of a saddle-point.
Various other techniques were used 1in the derivation of other
sclutions. For example, in Section 2.1.4 a problem with enlarged
information structure was first considered; then, it was shown that the
solution to problem Pl.4 was equivalent to the solution obtained with

the enlarged information structure.

3.2 Continuation and Extensiouns

As mentioned 1in Chapter 1, we have restricted ourselves to
obtaining optimal 1linear encoding-decoding policies due to problem
tractability. In previous work, where with P = 1 the jammer is always
present, the optimal decoding policy when criteria Cl is used is the
conditional mean estimate. It turns out that this conditional wean
estimate is linear in the observation variable. However, for the case
of the probabilistic jammer treated here, the conditional mean estimate
is highly nonlinear involving integral expressions. This motivated the
restriction to obtaining optimal linear policies. A possible extension
would be to consider general probability distributions on the jammer's
output as opposed to a two-point measure (present w.p. P, not present
w.pe 1-P) which might result in a more implementable form Ffor the
conditional mean estimator.

This restriction to obtaining optimal linear policies was also made
in {2] where an extenled model with a vector communication channel is
considered. As mentioned in [2], even when no jammer is present, the

optimal solution is nonlinear. It seems feasible, however, that optimal
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linear policies for the case of probabilistic jammer could be obtained £
)

for that vector case also. N4 -"

.

An interesting extension to the problems considered here would be .l::..f'

o R

to investigate the structure depicted in Fig. 4. This structure is g ‘l"“
;I

t

similar to that in [7]. The source is considered to be a discrete-time .
e ot

Markov process {m_} described by S W
t'-' i

re {}:’.

P

0,1 v B

= + = X - K

Teep T AT T B 5 £=0,1,

3

] \‘n\

Kr e

The sequence {Et} is an appropriately dimensioned white noise process, E} S
RN

At and Bt are matrices, and m, 1is Gaussian with zero mean and variance NN
@

» '.‘

Qe The times denoted by {tj : j=l,.e.,n} are subtime indices between ¢

and t+l, and refer to the fact that the channel can be used n times . :":::E:
between successive input variables m, and m.,;. Also notice in Fig. 4 & "...""
the presence of a noiseless feedback link between the input of the E!E
decoder and encoder. This enables the eacoder to monitor the input to t? :':k
the decoder, hence leads to the encoder possibly solving a detection {\\
problem (in the case of a probabilistic jammer) to decide if on its b/ ‘
previous transmission the jammer were present. E_-l; ..' l‘(

In {7], the jamming noise {\)tj} was cousidered to be correlated N "k
with the encoded signal {xtj}’ or taken to be independent of {xtj} and '§ .

all other random processes. It was shown that saddle~point solutions

e

exist for both problems. Possible further work could be done in -

i
-

N
.{,..-_(

examining the structure of Fig. 4 and obtaining minimax and maximin o,

A

solutions under various performance criteria.
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i
FORTRAN LISTING OF PROGRAM USED IN = 0N
. [
K
NUMERICAL SOLUTION OF PROBLEM Pl.2 ) o:':
R
" !
“n of
W o
U l'..
FROGRAM ROOTS(ROUT, OUTFUT =ROUT > thoh
[ R
REAL A(S),B1,B2,K0,CO,PHE,L,E,D,KR Lyl
COMPLEX Z(4) SRR Y
INTEGER IER Weldy
co=1. N
WQuT 7 .w’{ ." W
FrHE w5 A W
NDE G=a ‘.\2 1"."
o4 : Nt
FRINT®, 'FARAMETERS FOR THIL RUNICO,KD, FHE, CO/KO ®
FRINT»®,CO,KO, FHE, CO/KO TR
DO 1O Pe_.1,1.01, .1 H‘:’
HCLIBKOR (L ~F 1 e% + PRl ek Omen Q ,l N
ACT B2 K O*FHE# (KO/F+C0) ™
ACT (0B (L =) D2+ 2NFIHE R CO%ICO® (L +1L/F ) + PHE®SCOXK 2+ (WHE/ZF) #KO#m 2 ¢ .i:
ACA) B2REHERCO® (CO+KO /) ~ )
ACS ) mEHERCOX»2 kﬁ et
CALIL. ZFOLRC(A, NDEG, Z, 1ER) MV .
G e
FRINT® . F o
FRINTE, ‘THE 4 ROOTS ARE oy oot
FRINT®, Z ey ol
Lo -:,, ..
F”R}NT' , CCONSTRAINTSG . .' .‘
1IF 0O LT, KO /F®ul) THEN ;lig‘é
FIRINT® GO LESS THAN Qs Fen 2 waTISFLED :a.‘
FRINT®, ' PVt
DO 20 [=1.4 ®
L=REEAL CZCT)) = RN
[F {CO-KOM. »»2 .GE. ¢’ THEN h
HL= (PHE®® . S)x (L +FRL) / (CO~KO®RL xR w5 — FHE W
IF (B1 .GE. O) THEN R
FRINT®, 'Bi >= O, CONSTRAINT O.K.' 3 "
Emd /(LrD2nFni_+Fel_nu2)n% .S % Hixwn.S A ‘|
DRE® (L +PeL )/ (ExxD2mC L +I2%F sl sl w®2) o« HE) / .,'q‘
2w Dwm2=~K O/ F , N
IF (RD (L.T. O) THEMN @
FRLNT®, "D <« O, CONSTRAINT O.k.° AN«
FRINT®, 'ENCODING, DECODING, LAMDA. boe! © '\:\‘y._\
RoE % e F sl 229 (% =F - «FE, (el (f 0% i v w swnl) «FHE) + SLR Y
c (CO—ICOMIL_ %] ) E nwl: ] u(rc(,
FRINT® . E.D,L, R LORRRG
ELSE NS
FRINTw , "Iz CONSTRATNT vinbkA” L0 Y ."-'\N‘ -3
END L Wi Y
EL.SE e
FRINT®, 'B1 < O, CONSTRAINT VIOLATIONS ’: ~
ENDIF W
FRINTe, ¢+ - ;}.‘q-‘
FILSIE bt
FRINT®, 'CO—KO®_##2 NEGATIVE, CONSTRAINT VIOLATION' RS
FRINT®, ' To TN
END LE oAt
20 CONT INUE RSN ¢
i LS
FRINT® 'CO NOT KD/ mell NOT OCEGLON RO
ND [F o
FRINT e, * ',{'l
HEe) TGN L NEL T
SYOH
1IND
n
',
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