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Future computing systems may involve W of networked general-purpose  computers,
without shared memory or shared devices. The “operating system® “"for such a configuration must be
completely distributed, and it must tolerate the random disappearance and reappearance of nodes, possi-
bly with obsolete control information and/or data. Traditional file systems are not equipped to satisfy
these requircments. ¢ prescntcd

—7We present 3 “holographic” file system (HFS),for concurrent data retrieval in a computer system
; with a large number of disks (although it is probable that most nodes will be diskless). In such a file
system it is possible to operate on a file by simultancously utilizing many (or all) of the disks, since the
file system is organized to take advantage of the multiplicity of equipment, rather than limiting access
to a single disk for each file, as in most existing file systems. The main advantages of the HFS are a
speed-up in data retrieval related to the number of disks, and improved availability by allowing access
to parts of a file even when other parts of that file arc not accessible.

Categories and Subject Descriptors: D.4.3 [Operating Systems]: File Systems Management - file
organization, access methods; D.42 ([Operating Systems]: Storage Management -
allocation/deallocation strategies; secondary storage devices; D.4.8 [Operating Systems): Perfor-
mance - measurements; H.3.2 [Information Storage and Retrieval]: Information Storage - file organi-
zation; E.S (Files]: organization/structure; D.4.7 [Operating Systems]: Organization and design - dis-

tributed systems,

General Terms: Design, Organization

Additional Key Words and Phrases: Distributed file system, holographic file system, mterleaved file 4
system, file servers; file system organization, ‘diskless workstations; distributed systems. | .
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1. INTRODUCTION

Future computing needs, such as in the management of large amounts of data, will require unified
computing systems consisting of a large number (possibly thousands) of loosely coupled, independent
computers (nodes), interconnected by a communication network, without shared memory or shared dev-
ices. With so many processors, however, no one processor can "know" the state of the entire system
(because of the overhead and possible-congestion in trying to keep it up to date), and we shall no longer
be willing to shut down the entire system because of the failure of one or a few processors. The "operat-
ing system" for such a configuration must be completely distributed, in some reasonable sense, and it
must account for processors dropping out of the system and retuming at some later time, possibly with

obsolete control information and/or obsolete data.

Unfortunately, existing operating systems arc unable to handle more than several dozens of nodes,
due to the fact t_hat many commonly used mechanisms and internal algorithms lead to congestion when
used in a configuration beyond a certain size. One bottleneck in most multicomputer systems is due to
the use of a traditional file-system organization, in which ail the records of each file are placed in a sin-
gle disk. The main drawback of such an organization is that it does not take advantage of the multipli-
city of the hardware components by allowing parallel operations on files. Future systems, particularly
systems with a large number of disks, must find a way to speed up the access time to files; in particular,

by encouraging parallel access to many records simultaneously.

In this paper we present an organization for a file system that scatters records of a file into
different nodes, in order to allow parallel read/write operations of different records. A related concept,
called disk striping (interleaving), which can use up to 16 partitions, is implemented in the Convex file
system [3]. The advantages of both organizations include (a) the elimination of the restriction that a file
system reside in a single partition of a disk, (b) enhanced throughput due to concurrent accessing of the

same file system by many prcessors, and (c) the possibility of hetter disk-drive load balancing.
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The main difference between an interleaved file system (IFS) and the holographic file system
(HFS) proposed here is the way records are scattered among the different nodes. In the typical IFS, con-
secutive records of a file are placed in consecutive disk nodes, while in the HFS records are placed in a
random fashion, using a hash function on the file and record names. The IFS organization implies that a
centralized index-map must be used for the locations of the records of a file, while no such centralized
map is needed in the HFS. Instead, any record can be retrieved directly by any process on any node,
using the file's known hash function. The centralized index-map of the IFS may be an advantage in a’
single machine with multiple disk drives, but it is a serious bottleneck in a system with a large number
of file servers, all of which may be trying to access the index-map concurrently. Moreover, any single

source of critical information leaves the system very vulnerable if that source "goes down".

Another advantage of the HFS is that it increascs the availability of files and allows operations on
files even when portions of the data are inaccessible due to disk or node crashes. This situation is simi-

lar to a holographic image, which remains visible even if some portions of it are removed.

The use of a hash function to spread data across several machines is also recommended in Kitsure-
gawa et al [8], where hashing is used to prepare the results of one database operation for the action of
the next. They rely there on the clustering aspect of hashing to isolate buckets of data with similar attri-
butes from other buckets, so different processors may act on them independently. This is of course
quite different from the use of a hash function to organize a file system, which is the subject of this
investigation.

The fundamental assumption that we make is that in future systems many, perhaps most, of the
node machines in a large configuration will not have disks. Thus, almost every file-related operation
will be performed to or from a remote file server. While there is often concem over the relative cost of
remote file access over local access, in Lazowska et al [10), it is argued that "with a well-designed file
server ... the cost of remote file access is reasonable even for substantial numbers of client worksta-

tions.” In effect, then, the holographic file system may be regarded as a redesign of the traditional file
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server so that queuing delays and congestion problems are minimized, or avoided altogether.

In the next section we introduce the holographic file system and its main advantages. In section 3
we describe the architecture of a possible target system. In Section 4 we give the details of the organiza-
tion of the holographic file system. Sections 5 and 6 discuss further issues related to the operations on
files, and the management and main features of the HFS. In Section 7 we present analytical and compu-
tational results which indicate the speedup in access which the HFS can provide. Conclusions follow in

Section 8.

2. THE HOLOGRAPHIC FILE

A holographic file is a file whose records are scattered across different disks such that each record
can be addressed directly. Unlike traditional disk-based file systems, e.g., UNIX!, where the whole file
resides on one disk and thus is either available or totally inaccessible due to a node or disk crash, each
record in a holographic file can be accessed independently, even if other records in the file are not avail-
able at that time. In this sense, the file is holographic, i.e., the file survives the loss of part of itself. One
small difference with a physical hologram, of course, is that the loss of a record does not guarantee that
that record can be resurrected from information contained in other records. If it is crucial to a particular
application that no records ever be totally lost, it is possible to employ various replication and recovery

techniques, €.g., the technique developed by Rabin [11).

To illustrate this aspect of the HFS, consider an airline reservation system. At any given time,
each agent nceds to access only a small portion of the whole data base. If one portion is not available,

then only the data of this portion cannot be reached; other parts of the file are not affected.

Since the systems we are considering are specifically aimed at achieving as much concurrency as
possible, one of the goals of the HFS is to encourage concurrency in data access as well as in computa-

tion. This is accomplishcd by allowing independent access to individual records of files, in parallel.

T UNIX is & trademark of Bell Laboratories.
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This implies, of course, that there must be no part of the information needed to access individual
records that resides in only one place. Otherwise, on the way to accessing their specific records, many
processes would be requesting information simultaneously from that centralized source, causing severe
congestion. In particular, information needed to locate a record, given the file name and the number of
the particular record, must be accessible to a requesting process without putting it in competition with
other processes wishing to access their own records. In the HFS, this is accomplished by deriving loca-

tion information for individual records directly from the file name and record number. Such a strategy

implies that not only the data must be dispersed over many disknodes, but appropriate control and status
information must likewise be dispersed and available in parallel. The user interface is unchanged, of

course, since the entire file system is hidden by the supporting kemel on each node.

3. ARCHITECTURE

In generai. a holographic file system can be implemented in any computer with multiple disk

drives. The main benefit of such a file system comes, however, when it is used in a multicomputer with

a large number of processing elements (nodes) interconnected by a communication network, and a rea-

sonably large number of nodes with attached disks. In contrast to existing massively paralle]l architec-

tures for special applications, e.g., the Connection Machine [6], the system under consideration is

intended to be used as a general-purpose computing facility, possibly for multiple users. The relevant

part of its architecture consists of two main components. First, there is a cluster of full-fledged,

' general-purpose processing elements, each with its own local memory, and communication channels
that permit direct interaction between any pair of nodes. We assume that the network topology is a

complete graph, i.e., it is a fully connected network, with sufficient capacity that the communication

delays between any pair of nodes are of the same order of magnitude.

The second component of the architecture is the secondary memory, i.e., the disks. Because of
technology limitations, power consumption, and financial considerations, it is reasonable to assume that

only some fraction of the node machines will possess disk drives. We call these machines disknodes. i “ﬂ
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For example, the TF-1 (Teraflop-1) supercomputer, a massively parallel MIMD machine being designed
at IBM T. J. Watson Research Center [4], will have about 1000 disknodes among its 32,768 computa-
tional nodes. Thus the ratio of diskless nodes to disknodes in the TF-1 is approximately 31:1. Clearly,
other ratios are also possible, including a 1.1 ratio in which all of the node machines are disknodes. (Of
couse, even in a 1:1 system, one could, through software, arrange for temporary configurations with the
behavior of systems with other ratios.) In principle, the disknode machines can function independently,
since they possess all the necessary hardware components. The remaining nodes are diskless, however,
and must depend on services from the disknode machines for many operations; in particular, file-
system-related operations.

An important observation is that regardless of the diskless/disknode ratio, future parallel and/or

distributed computing will require intensive interaction between processing elements and remote files.

Obviously, all of the diskless nodes must perform all of their file-related operations to and from remote

nodes. Thus, the greater the ratio of diskless nodes to disknodes, the more nodes that must perform all -
of their file operations to and from remote nodes. In the extreme case, even if all the nodes are
disknodes, it is difficult if not impossible to guarantee that each node will possess locally all the data
files with which it must interact. Thus even in this case, it must be expected that many, if not most of

the file-related operations will be to and from remote disks.

As an example, consider typical operations on a large matrix. Using traditional file systems, this
matrix will either reside in one disknode, as one file, or will be transferred back and forth to the multi-
computer from an attached file server. Assuming that the operations on the matrix are performed in
parallel by a cluster of nodes, then in either case the appropriate portion of the matrix must be
transferred to each node in a serial manner, using remote file operations. Similar arguments hold for -

input and output files as well as intermediate files .

It follows that an appropriate file system must be devised to take advantage of this (potentially)

massively parallel accessibility. One such file system is presented in the next section. -
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4. ORGANIZATION OF THE HOLOGRAPHIC FILE SYSTEM

In this section we present the organization of the holographic file sysium. We begin with a short
review of the organization of a mdmonal file system. For convenience we call it a single-disk file sys-
tem,

Many single-disk file systems are organized in a three-level hierarchy: directories, index-maps,
and data records. In UNIX (1], for example, the directories are arranged as a rooted tree, where each
directory includes a list of pairs, each consisting of a file or directory name and its index-map (inode)
number. The entries in each directory are arranged sequentially, and normally the user is encouraged to
disperse his files into different directories, using some self-imposed logical division.

The second level of the file-system hierarchy is the index-map, called the inode in UNIX. One
such structure is created for each file. It contains general identifying information such as the file name,
owner, access permission, time of creation, size, etc., and a set of pointers to the actual data blocks of
the file. For example, in UNIX if a file has up to ten data blocks, its inode consists of a single data
block. (In some recent implementations, the inode structure of small files also includes the data [1]).
The motivation behind this organization is to use a cache mechanism, once the file is opened, by load-
ing its inode into main memory and then minimizing the number of disk accesses by maintaining the
appropriate inode information in main memory.

The third part of the file-system hierarchy consists of the data records. In UNIX and many other
systems these records contain only dats, i.c., they do not contain any control information. The goal here
is to maximize the amount of data that can be placed in each block, without wasting any space for con-

trol or identification information.

In contrast to this organization, the main requirement of the proposed multicomputer file system is
concurrent access 1o a large number of data records, by multiple processes that execute in parallel, most
likely in different nodes. Accordingly, the file system should be organized in a way which allows these

processes to access different data records concurrently. This is clearly not possible if an entire file




resides in a single disk. Therefore, in the proposed file system we place different data records in
different disknodes. Furthermore, since data retrieval from a file is intended to allow a high degree of
computational concurrency, we allow a variable record size, defined by the user, based on a logical divi-

sion of the data in accord with the requirements of his various processes, as well as a fixed-size option.

The organization we suggest could in fact be achieved in a traditional file system (with several

disks), by partitioning each file into several smaller files, called records, deliberately placed into

different disks. If this were done by the user, however, then in addition to file partitioning and place-

ment, the user would also be responsible for naming, locating, and retrieving each record. The holo-

graphic file system relieves users of such burdensome and error-prone tasks.

The top level of the HFS is the directory. Its organization is similar to that of a traditional, single-
disk directory, e.g., a rooted tree as in UNIX, in that it includes file and directory names and some addi-
tional control information. In general, this information includes all the properties which are attributable
to all the records of the file and which are not changed frequently, i.e., a unique file ID, the owner's
name, the original date of creation, the hash function to be used to select disknodes for the records of
the file, the file type (i.e.. whether it has fixed-size or variable-size records), etc. In particular, we note
that unlike the directory in UNIX, the HFS directory does not include a pointer to the file’s index-map,

since no such single map exists for the whole file.

The second level of the HFS includes mechanisms for naming, placement, and location of the
records of a given file. Recall that in a single-disk system the necessary information is placed in the
(centralized) index-map of the file. In the HFS, individual records of a file are dispersed among the
available disks using two hash functions. The first maps record names to disknodes, and the second is
used to map record names to specific index-map entries within a node. These entries in turn contain
pointers to the disk blocks containing the data (the third level of the HFS organization). The first hash
function and the file type are directly obtainable from the directory, and are passed on from process to

process as needed without further reference to the directory. They can thus be used independently by
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each process. The second hash function is defined independently by each disknode based on its disk
configuration, and need not be known by a process requesting disk 1/O.

The use of hash functions implies that in the proposed HFS each file and each record of a file must
be given a unique identification (ID). For example, the file ID may be a combination of the machine ID
in which its directory entry is created and a sequence number, while the record ID may consist of the:
file ID followed by the record number. Each record can thus be identified without regard to other
records. Note that in the case of fixed-size records, the system can allocate sequential numbers to new

records.

We now describe in detail the use of the hash Junctions when performing (read/write) operations
on records. Every operation that requires access to a record starts by executing the first hash function on
the record ID to identify the target disknode machine on which the record should reside. Assuming that
this disknode machine is operational, a message with the required operdtion (or data) is sent to that

machine.

4.1. Writing a record

The second stage of the write operation is internal to the target disknode machine. The main
requirements here are: (1) a mechanism that allows quick placement and retrieval of specific records,
an’ ) efficient global operations when needed on all the records of a file which are in each disknode.
To begin with, we require that each disk be partitioned into two parts, the area into which we shall hash,
2nd the data area. The hash area contains pointers to the index-maps of records, with the index-maps for
all of the records of a given file organized as a single B-tree (indexed by the record number), for very
quick access to any specific record, or to all of the records of that file in sequence. The entry in the hash
area, which we may think of as the "root” of the B-tree for a particular file, will also contain control,
identification, and access permission information for the file. Each node of the B-tree, representing a
record in the file and called an imap, since it is somewhat similar in function to the UNIX inode, con-

tains the record number and pointers to the data blocks of that record.
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To realize the mapping from the file name to the root of the B-tree, we use the second hash func-
- tion, applied to the name of the file. This will take us to a block of perhaps 16 entries, representing the
possible collisions in the hash computation. Each entry contains the file name (to resolve the collision),

and a pointer to the B-tree for that file. Depending on the expected number of file names that might hash

to the same value, the collision entries can be searched linearly, or if there are many, they can them-

selves be organized into a B-tree for quick access.

The data area contains the B-trees and the actual data. We note that this allows a high degree of
disk-space utilization because disk blocks in the data area can be assigned within each node from a

linked-list pool of free blocks.

We indicated earlier that we provide in the HFS for both variable-size and fixed-size records,
retaining the file type in the directory so that it is available when the directory information for the file is
obtained. The B-tree organization just described is appropriate for both file types. The difference is that
for fixed-size records the application can refer to specific ficlds within the file by byte offsets from the
beginning of the file and count on the system to compute the relevant record number, while an applica-
tion using variable-size records must keep track of the record numbers itself and cannot use byte offsets
from the beginning of the file. The variable-size record may be more flexible, however, in terms of the

needs of the application.

4.2. Reading a record

When a record is to be read, the first hash function is used to identify the target disknode machine,

followed by a read-request message sent to this node. The target node uses the second hash function to
locate the imap of the record, as described earlier. The record is then read, and the result is sent to the .‘
reading process. As in the write operation, the usual exceptions due to disk failure and subsequent N

recovery apply. This problem is discussed below.
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5. OPERATIONS ON HOLOGRAPHIC FILES

In this section we discuss some of the main issues related to the performance of operations on

records and files in the HFS.

5.1. Global operations on files

The HFS is a record-oriented file system. Therefore all global operations on files, e.g., copy, remo-
val, change of ownership, change of access permissions, etc., must be performed independently in each
disknode. The use of the hash function associated with the file lets us avoid the problem that in the HFS
we do not possess global information about the file size or the specific record numbers used, since these
would contradict our requirement for dccentralized control. To overcome this lack of global informa-
tion, each globa! file operation starts up a system process that generates calls to all the disknodes, some-
what like a broadcast, for the required operation. Then each disknode carries out the operation indepen-
dently and concurrently. Since we hash within each disknode only on the file name, all records of a par-
ticular file will hash to the same B-tree, where they will then be identified by the record number. Thus,
one use of the second hash function of the HFS will identify immediately all of the records of a file
within each disknode, if any, and the global file operation can be carried out efficiently. (Of course,
many global operations, such as change of ownership or access permission, only affects the hash entry

for the file, and not the B-tree.)

We note that certain global file operations, initiated by the owner of a file, or by someone to
whom proper authority has been delegated by the owner, may override the actions of ongoing processes.
For example, an owner’s command to "remove" a file, i.e., to eliminate it entirely, is assumed here to
take priority over the fact that some process which already knows about the file may later refer to its
records by name. Groups of collaborators who wish to avoid such situations are free to create an
application-level process to monitor and "approve” such global actions when they are "safe”, but that is

beyond the scope of this paper.
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To illustrate these ideas, consider a file that has only one record at the time of a global file request,
say record number 10,000. In order to "know" this, and to make sure that there are no other records,
etc., we send the file operation command to all of the disknodes to be executed concurrently. If
appropriate, all but one of the disknodes will respond immediately that the command has been carried
out, and the one disknode which does contain a record for that file will act accordingly. Since all of this

action is concurrent, there is very little lost time in the process.

For another example, in a system that has 1,000 disknodes, a file with 30,000 records would
approximate 30 records per disknode. A request to remove the file would cause a process to issue 1,000
commands to all the disknodes, each of which would simply delete a hash entry. Once its entry is
deleted, the disknode can contine on to release the local space previously allocated to imaps and data

for the records of that file.

It is implied in the previous examples that on some occasions it may be appropriate for disknodes
to respond that a global operation is complete, and on other occasions it may not be desirable to do so.
These are policy decisions, but we note that in those cases where responses are desired, these, too, may
be organized hierarchically. In this way, the number of responses can be minimized, avoiding conges-
tion.

In spite of the possibility of performing most file operations concurrently there are some file
operations, e.g., sequential reading, that cannot be performed with such efficiency because no informa-
tion is available about the number of records and their sequence numbers. One method to speed up the
performance of such operations is to use a parallel merge algorithm on all the B-trees of the file, and
then to refer to the data blocks in the resulting sorted order. In this procedure we can take advantage of
available computational nodes and multiple disknodes to reduce the time required for the command, up

to O (log 2n), for an n-disknode multicomputer.




§.2. Concurrent access to file information

One of the most critical issues in the use of the HFS is how to provide file and record IDs to a pos-
sibly large number of processes. Clearly, if the application first generates these processes and then each
process attempts to read the file name and other relevant information from the single directory entry, a
serious bottleneck may result. To overcome this problem we suggest that first the user activate a small
number of processes (preferably one), which would be responsible for obtaining the names of all the
files to be used and the directory information for these files. This process would then create the remain-
ing processes, which will inherit its information and access rights. We note that this activity itself can

be distributed, so that process creation could be done in a hierarchical manner.

53. A degree of redundancy

The design of the HFS includes a provision to guarantee that data can be written on shadow disks
even when a target disknode is "down" (see the next section for details). This will be seen to provide
excellent recoverability for records written afier the target node is no longer available, but it cannot
guarantee access to records which only exist on the missing node. To guarantee the reading of such
data a provision for some redundancy could be added to the file system. For example, operations on
records could be performed concurrently on k > 1 different disknodes. The hash function could gen-
erate the identifiers of k target disknode machines each time it is invoked, which in turn would then be
interrogated, in the order given by the hash function, until an operational machine was found. If k were
sufficiently large, there would be a high probability that an operational target machine would be found.
The main drawback of this scheme is that any value of k > 1 would increase the number of disk
accesses, potential inconsistencies, etc., since every read/write operation must be performed to all &
disknodes. (In Joseph et al [7) a technique is presented for replicating data efficiently, "permitting repli-
cated data items to be updated concurrently with other operations, while at the same time ensuring that
correctness is not violated." However, the authors assume that no information survives a failure of a

node.) A better solution would be to use the algorithm of Rabin [11] to provide for writing each record,

A
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suitably transformed, to j disknodes, such that the record can be reconstructed from any i pieces, for a
fixed value of {, i < j. An interesting research problem would be to combine the results of {11] and the

file dispersion that results from the design of the HFS proposed in this paper.

5.4. Data balancing and record migration

One optimization strategy which would be possible in an HFS in order to achieve even better per-
formance is record migration. This technique would be particularly attractive in a multicomputer in
which many nodes possess disk drives. There are several potential situations in which migration might
be helpful. It might happen that a particular set of file names (and record numbers) causes records to
cluster in certain disknodes under the specific hash function being used. When this would be detected
(because of congestion at those nodes), we might wish to migrate some of the records to altemnate
disknodes, thus achieving a kind of "data balancing”. Another situation which could benefit from record
migration would occur when several processes, attempting to access different records, happen to select
the same disknodes almost simultaneously over a period of time, even though the records of each file
are rather evenly dispersed. Whcn such congestion is detected, one or more of the popular records could
be migrated to another disknode, and the activity would be "balanced” correspondingly. Still other
occasions for record migration would occur when a (smaller than usual) disk might become full, or
when the number of disks in the system was to be changed rather dramatically. In all of these cases, a
system monitoring process would detect the problem, and advise the user or automatically start record
migration.

To implement record migration, we shall assume that in addition to the standard (default) hash
function known throughout the file system, there are available some additional hash functions (with
perhaps provision for user-created hash functions as well). We have provided in each file's directory a
field which names the hash function to be used for that file, and this information is transmitted to sub-
processes as they may be created. When a situation is detected for which migration is desirable, as

decribed above, a new hash function is selected, and all of the records of the file are remapped accord-
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ing to the new hash function, as a normal global file operation. (We assume that before any global file
operation is started, the initiating process will obtain the most recent hash function from the directory.)
To avoid the problem of processes continuing to use the old hash function because they were
active when the change was initiated, we specify that in each disknode, a new hash function implies a
new "root” for that file, i.e., a new file name hash entry in the disknode pointing to the B-tree for the
file. The old root is retained (pointing to no records), so as to intercept requests by processes which
were unaware of the hash function change. A request for reading or writing a record which has been
migrated would thus get a response indicating that there is a new hash function, and that the request
must be regenerated using that new function. Of course, a process would only need to receive one such
response per file migration. After a while, there would be a small amount of overhead in keeping the old
file hash entries around. At any time when the system became quiescent, so that there were no processes
around which might later want to use old hash functions, a garbage collection process could be initiated
to remove (in pémllel) all unneeded hash entries of this kind. The amount of overhead incurred in data
migration would of course have to be taken into account in determining when migration is desirable,

but in many cases we expect that this would be the case.

6. MANAGEMENT OF HOLOGRAPHIC FILES

In this section we discuss some implementation details and other issues related to the management

of the holographic file system.

6.1. The directories

As indicated in a previous section the HFS file system is a rooted tree with an organization that is
somewhat similar to that of a traditional file systcm except that its directory entries do not include
pointers to index maps of files. Each directory itself may be considered an ordinary file, with the usual
placement of its records using the hash functions. We note the possibility of replicating the root record

of the file system tree to several, or all of the nodes, in order to overcome any single machine failure.




6.2. File accessability and disknode failure

Let us now examine the accessibility of a file in an HFS. To begin with, since different data
records of a file are expected to reside on different disknodes, the probability that the whole file would
become inaccessible is dramatically reduced. Assuming that a file is evenly dispersed over n disks,
each disk failure isolates, on the average, only 1/a of the total number of records in the file. As a result,
based on reasonable disk failure rates, we may conclude that at any given time most of the records of a
file are accessible. More formally, if the probability of a disk or node crash is p, then for a file which is
dispersed over n disks, the probability that the entire data portion of a file is not reachable is p”. The

probability that any single record of the file is inaccessible is 1 — (1 —p)”*.

We now consider how to treat a uisknode failure that results in disconnecting a portion of the file
system. We generally expect that disknode tc retum to the system, but we do have to be careful that
operations on files and records that should have affected its contents have been taken into account, and
to recognize that data already there may have become obsolete and shouldn’t be used. We therefore
associate with each disknode a small set of disknodes, to be referred to as its shadow disknodes. These
are the next 10 disknodes, according to the standard ordering of the nodes of the system, with appropri-
ate wrap-around for the highest-numbered nodes. The reason for using more than one disknode for this
purpose is to resolve problems caused by these nodes themselves leaving and retumning to the system
with possibly obsolete data. As we describe their function, it will become clear that designating 10 such
machines as the shadow disknodes should be sufficient for our nceds without incurring an intolerable

overhead.

Suppose disknode 35 does not respond to a write request, and after the usual number of retries,
etc., it is determined that disknode 3S is in fact "down". The process trying to write the record in ques-
tion would immediately request that the record be writien on all of the shadow nodes of disknode 35.
These nodes could be intelligent about this activity, in that a previous shadow version of that same

record could be replaced thereby. A request to read a record which had been written on the shadow

N
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nodes could be honored, since their version would represent the most cumrent version of the record. (Of
course, a request to read a record which stili existed only on the missing disknode 35 could not be
honored.) In addition, some global file operations could be accommodated by the shadow nodes on
behalf of disknode 3S. In particular, a request to copy a file to another file (name) could be honored at
least with respect to the records available on the shadow nodes. Whether this should be done would be a
matter of policy, since this could lead to some complications. For example, after such a copy was made,
it would be difficult to know which records were missing because they only existed on disknodes which

were "down".

When disknode 35 is ready to retumn to active duty, it must relieve the shadow nodes of their
responsibility, and prepare to begin taking requests. In order to carry out this transition, disknode 35
must receive from the shadow nodes the most up-to-date copies of records they have received, as well
as requests from them to carry out any global operations which they had to defer, such as to delete
records which only existed on disknode 3S itself. Once disknode 35 has thus updated itself, it can begin
business as usual. During this updating process, the shadow nodes may accumulate new requests for

disknode 35, and forward them for processing as soon as the update is completed.

The use of perhaps 10 nodes is to try to make sure that this part of the HFS is as reliable as possi-
ble for new write requests. A technique such as that in [11] could be used, in addition, to ensure that
even if a few of these nodes were down, the probability would be very high that enough nodes would

remain to fully recover the saved information when disknode 35 reappears.

6.3. Disk size vs. number of disks

The organization of the HFS provides a mcans to access and retrieve information concurrently
from multiple disks. The degree of this concurrency depends on the one hand on the application level,
which should be tuned to take advantage of the available concurrency; at the same time it depends on
the physical partitioning of the file into records that are written on different disk drives (on different

disknode machines). Assuming that the application requires a high degree of concurrent record access,
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then as we shall see in the next section, an increase in the number of available disks decreases the
access time (provided the communication speed is high enough). In other words, a file organization

which results in a larger number of (smaller) records can imply more efficient disk retrieval.

The main implication of this discussion is that for a fixed amount of disk space, a large number of
smaller disks might very well be better than a small number of larger disks. Note that we would also

benefit in this case from less disk-head movement, thus improving the average retrieval speed.

6.4. Free-space handling

In the HFS, each disk is controlled by the disknode machine to which it is attached, and is parti-
tioned into two areas, the hash area and the data area. For the data area, a bit map of the free space (disk
blocks) would be maintained. This map is used to allocate free blocks to B-trees and data and for con-

sistency checks of the disk.

6.5. File system maintenance

The organization of the HFS implies that a set of programs must be developed for maintaining its
correctness and integrity. While the details of these programs are beyond the scope of this paper, we

note that many of the required operations can be done in paralle!.

7. PERFORMANCE ANALYSIS AND SIMULATION OF THE HFS

In this section we anaiyze the performance of the HFS and provide some simulation results. In
practice, operations on disknodes are performed by many processors. To simplify the analysis we
assume that all I/O operations are performed by a single node, which in tum generates the total number
of operations on behalf of all the proccssors. Further, we assume that the communication overhead is
essentially zero compared to the time required to satisfy a request by a disknode and that the requesting

processor is sufficiently fast so that all the I/O operations are requested simultaneously.




-19.

Let the number of disknodes be n, and let 7 be the number of I/O requests. Assuming that the first
hash function distributes the requests to the disknodes uniformly with equal probability 1/n, then the
time required to read r records from n disknodes is proportional to the expected maximal number of
records requested from any single disknode, which is denoted in the sequel by T(r, n). We note that this
problem is an instance of the occupancy problem [S]. Also note that since we assume that there is no
communication overhead, there will be a maximal load on the file system, and our results can be con-
sidered to be "worst case". Finally, we note that for convenience, in the remainder of this section we

shall use the terms and notation of probability theory.
Consider an equiprobable scheme of allocating r balls to a cells. The probability that a specific
cell contains exactly & balls is given by:

Py = L;]un" Q-vny=>*, k=12, ...

Assuming that r, n > > k, then P, can be approximated by

’_kllk-n‘n
Kome

which is the Poisson distribution,

x
pk;N)=e> -:'—' . A=r/n.

An approximation for the value of 1(», n) can be obtained by finding the maximal value of k for
which E(k; A), the expected number of cells having & balls, satisfies
Ek,\)=pk:M)n=1,

which is equivalent to finding the value of & for which

k
pk; A=e? %-'- =ln, A=r/n. )

In Table 1, we give values of 1(r, n) for several values of r and n, using the Poisson approximation (1)

to find the maximal value of £. We note that the missing values in the first few columns result from
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values of k which are not smaller than r or n. Also note that the I" function was used for non-integer

values of k.

r 8 16 32 64 128 256 512 | 1024
1.27 1.25 1.21 1.19 1.16 1.14 | 1.13 | 1.11
1.60 1.50 1.42 1.35 131 | 1.27 | 1.24
242 2.14 191 1.74 1.61 1.52 | 145 | 1.39
16 || 3.61 3.01 2.54 2.20 1.97 1.81 | 1.68 | 1.59
32 ] 5.63 445 3.53 2.91 2.49 220 | 1.99 | 1.84

ol
-
~J
—

64 - 6.94 5.16 | 4.00 3.26 276 | 242 | 2.18
128 - 11.40 7.95 579 | 445 3.59 | 3.02 | 2.64
256 - - 12.91 8.82 6.37 | 4.87 | 3.91 | 3.28
512 - - 2199 | 14.14 9.60 6.91 | 5.27 | 4.23

1024 - - - 23.81 | 15.22 | 10.32 | 743 | 5.66

Table I: Values of 1(r, n) using the Poisson approximation.

A comprehensive study of the limit distribution of t(r, ») is given in Kolchin et al [9)]. In particu-
lar, it is shown that the limit distribution of the maximum in the equiprobable scheme coincides with
the limit distribution of the maximum of n independent random variables having a Poisson distribution
with parameter A. We present here the relevant theorem from [9] and then use it to obtain sample values

of t(r, n).

Theorem3: Ifr/(nlnn) = cy asr, n — o and s =s(r/n, n) is chosen so that n p(s; A) = c¢,, where

¢ and ¢ are positive constants, then

P
PM(r,n) S s+k) - exp4 - .
-

where 1\(r, n) is a random variable denoting the maximal number of balls in any cell in one experiment,

and vyis the root, in the interval 0 < y < 1, of the equation

Y+ciny-y+1)=0 .

L

'
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We note that t©(r, n) = E(M(r, n)). Based on the proof of the theorem in {7], we assume as an
approximation, y=r/(n s). Using this approximation, we list in Table II sample values of t(r, n), in
particular, for r = n. These values agree reasonably well with the values on the diagonal (i.e., r =n) in

Table 1.

n 8 16 | 32 64 128 | 256 | S12 | 1024
t(n,n) | 197 | 253 | 3.07 | 3.60 | 407 | 458 | 501 | 5.50

Table II: Asymptotic values of ©(n, n)

In the following, we show how the expected behavior of the HFS, under the assumptions stated
above, can be predicted quite accurately by simply carrying out repeated trials and measuring the
lengths of the queues. Then we relax the assumption that there is no communication delay, using a

simulation package. The results for both cases are quite similar.

We present next the results of S000 independent experiments in which 7 balls are placed into n
cells. Let n;(r, n) denote the maximal number of balls in 'any cell in experiment i. In Table II we list

values of t(r, n) , the average value of n;(r, n), i=1, ..., 5000.

r 1 2 4 8 16 32 64 128 | 256 | 512 | 1024

— = o p—
2.00 1.48 1.24 1.12 | 107} 103}| 1.01| 1.00{ 1.00| 1.00 | 1.00
4.00 2.73 2.12 164 136 1.18| 1.09| 104] 1.02| 1.01 | 1.00
8.00 5.09 3.56 260 207} 166} 137] 120} 1.10]| 1.04 ] 1.02
16 16.00 9.54 6.11 418 306 | 239 | 198 | 165| 137} 121] 1.10
32 32.00 | 1823 | 11.01 7.07| 480 351 273| 222 | 194165 1.38
64 64.00 | 35.16| 2024 1225 | 788 | 541 | 394} 3.07] 245]2.12] 1.88
P___l 28 12800 | 6845 | 3794 | 21.87[1336| 868 | 597 | 438 | 3.38]|2.74| 2.25
[256 || 256.00 | 134.26 | 72.27 | 40.20 | 23.38 | 14.37 | 9.38 | 6.47 | 4.75 | 3.67 | 3.02

[- IR

| S12]| 512.00 } 265.00 | 139.79 | 75.62 | 42.32 | 24.79 | 15.34 | 1004 | 7.00 { 5.15 | 4.00

1024 || 1024.00 | 524.69 | 272.72 | 144.30 | 78.49 | 44.23 | 26.08 | 16.20 | 10.70 | 7.45 | 5.53

Table III: Values of t(r, n), each an average over 5000 independent cases.
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Finally, we have simulated the performance of the HFS, using the Nest [2] network simulation
package. In these simulations various ratios between the communication delay and the disk delay were

used, in contrast with the earlier assumption of no communication delay. The results of this simulation

for the ratio 1: 256 are given in Table IV.

Il n
r 1 2 4 | 8 16 32 64 ! 128 | 256 | 512 | 1024
2 2.00 1.50 1.25 1.11 | 1.05] 102| 1.00( 1.00| 1.00| 1.00 | 1.00
4 4.00 2.78 2.22 169 | 135} 123 1.12| 106} 1.02] 1.00] 1.00
8 8.00 5.16 3.44 2511 192} 152 127 1.10[ 1.04 | 1.02 | 1.02

16 16.00 9.64 6.08 408 ) 3.01 | 238) 198! 158 132]1.14] 1.07
32 32.00 | 1831 | 11.02 7.00 | 487 | 352 | 2.75( 221 | 191] 1.61] 1.32
64 64.00 | 3511 ] 2031 1254 804 | 569 | 4.09] 305] 242213} 197
128 )| 128.00 ( 68.97 | 38.70 | 22.69 [ 13.77 | 898 | 620 | 447 | 343|277 2.30
256 )| 256.00 | 133.88 | 72.63 | 41.11 [ 24.16 | 1486 | 943 | 666 | 484 | 3.71 | 3.02
512 || 512.00 | 264.64 | 140.39 | 7595 [42.83 [24.81 [ 1529 ] 999 | 6838 5.16 ] 4.06
1024 || 1024.00 | 521.51 | 270.66 | 143.62 | 78.78 | 44.29 [ 26.24 [ 1624 [ 1049 [ 7.30 | 5.37

Table IV: Values of 1(r, n) using the Nest simulation.

Let the speedup of the HFS, S (7, n), be defined as:
S(r, n)=1(r, 1)/1(r, n).

In Table V we list sample values of this speedup, based on the results of Table I1I and some additional

experiments for the higher values of r.

9.




n
r 1 2 4 16 64 256 1024
21 1.00 | 1.35 | 161 1.87 1.98 2.00 2.00
4 1&00 147 | 1.89 2.94 3.67 3.92 4.00

16 || 1.00 | 1.68 | 2.62 5.23 8.08 11.68 14.55
64 || 1.00 | 1.82 | 3.16 8.12 | 16.24 26.12 34.04
256 || 1.00 | 191 | 3.54 | 1095 | 27.29 | 53.89 84.77
1024 || 1,00 | 1.95 | 3.75 | 13.05 | 36.26 | 95.70 | 185.17
2048 {| 1.00 | 1.96 | 3.86 | 13.80 | 44.52 | 119.97 | 258.18
4096 {| 1.00 | 1.98 | 3.87 | 14.40 | 49.02 | 144.17 | 344.06
8192 || 1.00 | 198 | 391 | 14.83 | 52.72 | 166.80 | 440.10

Table V: Sample values of the speedup of the HFS.

7.1. Observations

On the whole, there is good agreement between the Poisson approximation derived from the
theoretical model, the asymptotic behavior of 1(r, n), the computed values based on repeated experi-
ments, and the Nest simulations. More specifically, our computations and the results of Tables I-V show
that: |
1.  The approximation of 7(r, n) by the Poisson distribution appears to be most accurate when r > n,

for relatively large values of n. The computed asymptotic values of T(r, n) are not stable for

r > > n, and they are most stable for r = n. The computed values given in Table III appear to be

the most stable values, and perhaps are the most accurate approximation. These values are further

validated by the Nest simulations, which also take into account some network delay.

z. From Table V, as the number r, of disk requests increases (for a fixed n), the speedup appears to
asymptotically approach n. Also, as the number of disk nodes increases (for a fixed r), the
speedup approaches r, although more slowly. These results are encouraging, since we would
expect the HFS to perform better when a large number of processes are generating requests, and

when a large number of disknodes are available, or both!
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3.  Based on the Nest simulation runs, we have observed that if the ratio of the disk response time to
the communication delay is too small, the speedup tends to be very small. On the other hand, if

this ratio is sufficiently large, i.e., over 256, then as r increases, the speedup approaches 7.

4, The time interval to read n records from n disknodes is linearly proportional to log n.

8. CONCLUSIONS

We have presented here an architecture for a file system appropriate for a large multicomputer
system with many disknodes. Such a file system avoids the bottlenecks usually associated with central-
ized directories and storage maps, and encourages processes executing in: parallel to access their data
concurrently as well. In addition, the HFS is designed to tolerate and recover as well as possible from
the disappearance and reappearance of disknodes, without an assumption that the data on such

disknodes must incvitably be lost.

Accompanying these advantages of the HFS is a decided speedup in access time for data stored in
the system. If we assume that communication and CPU overhead is (or will eventually be) much less
than the disknede processing time, there is a definite advantage to using the HFS, especially when many
processes can be expected to access different records spread over many disknodes. As the ratio of the
CPU and communication speed to the disknode speed goes up, and as the number of requesting
processes and their disk I/O rcquests increases, the better the speedup. In the future, these should prove
10 be the prevailing technology characteristics, and the HFS should prove to be an appropriate design

for a distributed file system.
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