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Preface

The purpose of this thesis effort was to redesign the
Network Operating System (NETOS) software in the programming
language Ada with modifications to support variable 1length
messages. This effort was prompted by a need to support
software engineering courses and computer network courses at
AFIT with a unique academic laboratory environment which
encourages modern software engineering principles.

Software development was patterned after the software
engineering development methodology presented in EENG 5.93,
Software Engineering, which consists of requirements
analysis, design, implementation, and testing. Each phase
was completed; however, the data dictionaries for both the
SADT diagrams and the structure charts were not developed
due to time limitation.

I wish to express my appreciation to those who have
supported and helped me in this thesis effort. I am
indebted to Charles Powers and Dr. Hartrum for their
assistance with the LSINET. I wish to thank my thesis
advisor, Capt B. George, for his continual support and
encouragement. I wish to thank my wife, Alicia, and our
children, Jason and Jenny, for their patience and support
throughout my tour at AFIT. And most importantly, I wish to
thank my Lord and Savior, Jesus Christ, who gave me the
strength to complete this work (Philippians 4:13).

Robert Rodriguez
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AFIT/GE/ENG/88D-43

Abstract
A
This thesis redeveloped the Network Operating System

(NETOS) software, which is patterned after the OSI 7-Layer
Model and runs on a Local Area Network at the Air Force
Institute of Technology, from the programming language C to
the programming language Ada, with modifications to support
variable length messages.

The approach taken used a software development
methodology which contains the following phases;
requirements analysis, design, implementation, and testing.
The requirement analysis phase consisted of an enumerated
listing of the requirement specifications supported by SADT
diagrams. The design phase transformed these diagrams to a
structural chart representation of the design.
Implementation of the software was written in Janus/Ada for
the work stations and Whitesmith C for the central system.
Testing was an integral part of the implementation phase and

-

was accomplished at each level of the 7-Layer model.
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IMPLEMENTATION OF THE NETWORK OPERATING SYSTEM IN ADA
WITH MODIFICATIONS TO ALLOW VARIABLE LENGTH MESSAGES

I. Introduction

Background
LSINET is a local area network (LAN) located at the

School o©f Engineering, Air Force Institute of Technology
(AFIT), Wright-Patterson Air Force Base, Ohio. This network
provides a unique academic laboratory environment in support
of software engineering courses, computer network courses,
and various research projects. The LSINET originally
consisted of LSI-11/02 microcomputers, thus the name LSINET.
Later the LSI-11/02s were upgraded to LSI-11/23s. And

within the last year, the work stations have been replaced

with 2Zenith 2-248 microcomputers. The central system and
one station, however, still remain as LSI-11/23
microcomputers. The development effort of the LSINET was

accomplished through the NETOS (Network Operating System)
project.

"The NETOS (Network Operating System)
project was conceived to support a required
graduate 1level sequence in computer systems
which includes courses in software engineering,
operating systems, and architecture followed by
a keystone laboratory that would allow students
to apply software engineering techniques and
methodologies to a large scale development. It
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was planned from the beginning with a dual
purpose in mind. The first purpose was
pedagogical: to define a project that would be
large and complex enough to allow the realistic
application of software engineering principles
and yet be achievable in a single 10-week
quarter. The second purpose was to provide
improved support for the software systems
laboratory course to make software development
more convenient for the students. This
laboratory course was conducted using about a
half dozen LSI-11/02 microcomputers, each with
dual 8-inch single-density disks and only a few

with printers. This latter goal included
improved printing support by network access to
the printers from any microcomputer,

centralized file storage to support multi-team
programming efforts, and upload/download access
between the lab's microcomputers and the
school's VAX-11/780.

The original concept was simply to network
the LSI-11/02s together in the simplest manner
possible. This limited LAN was to become known
as LSINET. The project was then to be the
development of a network operating system which
would provide a 1limited number of network
services, including printer spooler, and file
storage and retrieval. All software was
developed in C except wl!.ere assembly language
was necessary. The initial design involved a
layered, top-down approach involving **four**
ad hoc layers. During the first 1laboratory
effort, it Dbecame clear that the lower levels
needed redesigned and better organized. The
decision was then made to implement a version
of the ISO seven layer protocol. This had not
only the objective of supporting the computer
systems sequence and laboratory, but also of
providing a working ISO model to support our
two-quarter graduate sequence 1in computer
networks. Although the LSINET was certainly a
small, 1limited LAN, and despite the fact that
most documented operational networks tend to
lump the upper three or four layers together,
the decision was made to design and implement
explicitely all seven layers"(Hartrum, 1988).




NETOS has since gone through several modifications and

enhancements. Table I lists the chronclogical development
of NETOS. The original concept was based on an ad hoc
design of four layers. Several problems were encountered

with this initial design. This led to a more structured and
thought out design which was based on the International
Standards Organization (ISO) Open Systems Interconnection
(OSI) 7-layer model. All seven layers including a Data Base
Management System (DBMS) as layer seven were implemented
during the Spring Quarter 1984. During the Summer Quarter
1984, a gateway node was added to the network to allow
interconnection to the Universal Network Interface Device
(UNID). During the Fall Quarter 1984, an interrupt version
of Layer 2 was designed to allow queueing of packets. This
allowed network servers to receive new packets while
continuing to service an already received packet. Also, the
gateway software was modified to directly interface to a
VAX-11/780 running VMS without the use of the UNID. The
Spring Quarter 1985 was used to validate and test layers
1-3. And finally in the Winter Quarter 1988, the LSI-11/23
work stations were replaced with 2-248 microcomputers

(Hartrum, 1988}).




Table I.
NETOS Development Chronology
(Hartrum, 1988)
- First non-ISO NETOS incl Spooler & MSS

Winter '84 - NETOS ISO SADT developed: Dated March 1984,
revised 4/12/84

Spring '84 - Initial ISO Layers 2-7 incl DBMS
DD stored on VAX using editor

Summer ‘84 - Initial Gateway to UNID

Fall '84 - Layer 2 interrupt; extended DBMS; VMS interface
DD on VAX w/Ingres

Spring '85 - Layer 1l; cleanup ISO 2 & 3; add UNIX, CP/M,
MS-DOS

Winter '88 - Converted from LSI-11 to Z2-248 Work Stations

The topology of the LSINET is shown in Figure 1.
Upper-case letters are used to identify each microcomputer.
This thesis effort is restricted to a portion of the network
consisting of nine Zenith Z2-248 microcomputers (Systems A
and C-J) and one LSI-11/23 microcomputer (System B).

A crucial node in the network is the central system
(System B). The central system is the center node of the
star and is responsible for routing packets between
satellite computers. Polling is used by the central system
to detect if any other system desires to communicate with
it.

All software was developed in the C programming




language and based on the ISO 0SI seven layer model. The ISO
0OSI seven layer model is shown in Figure 2. The exception
is the central system which provides network management
functions residing just akove Layer 2 of the ISO model.
Figure 3 shows the relationship of the central system's

protocols layers in contrast to the rest of the network.

2-248

Central
LSI-11 B Systen @

~N
g’(E;E)
»
@

2-248 2-248 2-248

Figure 1. LSINET TOPOLOGY
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Problem

The major problem appears to center around the lack of
cohesion and communication in the development of the LSINET.
The evolving development spanned several academic quarters.
The projects for each quarter were subdivided into separate
student groups. Furthermore, the network not only supported
software engineering development but also various other
activities such as; computer network courses, student
thesis, student independent special study, and faculty
research. Due to this lack of cohesion and communication,
the LSINET contains numerous discrepancies and shortcomings
which hampers its ability to provide a useful and productive
system for an academic and research environment.

After some hands-on-experience with the operation of
the LSINET and examination of the source code, several
discrepancies were encountered. Unfortunately, only the
lower three layers of the network were in operation on the
2-248s. Therefore, all problem areas discovered were
limited to these three layers. Two discrepancies
encountered are described as follows.

In the Test ISO Layer 2, send2 module, the error codes
which determine the appropriate error message to be
displayed do not coincide with the error codes returned from
the 1ISO Layer 2, send_packet module. Table II lists the

error codes found in both modules.




Table II.
SendZ2 and send_packet error codes

Error send2 error code send_packet
error code

a BN U .

No error 0 0
Timeout waiting for TA 2 202
Timeout waiting for ACK/NAK 3 204
Received a NAK 6 205
Unrecognized error all others -

Timeout sending TR - 201
Non-TA received - 203
Non-ACK/NAK received - 206

Also, it was observed that the error message displayed
on the central system's monitor are not always cleared.
This makes detection of errors confusing, since the operator
is wunable to determine if the error belonged to the current
message or the previous message.

A second problem resides in the language in which the
present NETOS software is written. The current software is
written in the language C. However,

"As early as 1975, a few far-sighted
individuals in the United States Department of

Defense recognized the impending software

challenge and realized that an effective

software development system should be founded
no a standard programming language with

features that would encourage modern
programming practices. They defined the
requirements, recognized that no existing

language would support such requirements, and
hence commissioned the worldwide language
design competition that produced Ada" (Booch,
1986).




Since Ada has been chosen to be the standard high level
language as mandated by the DOD, AFIT has begin instructing
all software design efforts utilizing Adg wherever possible.
So, in order to allow students academic experience in coding
in Ada; the NETOS software, which supports courses in
software engineering and computer networks, must be coded in
the programming language Ada.

Another problem is that the present system supposably
allows for wvariable packets sizes to be transmitted.
However, to do so requires that the source, destination, and
central system all be set to the same packet size. 1In other
words, each node that processes the packet must be
configured to the same packet size. The major problem here
is that to change the packet size of the central system
requires the operator to manually interrupt the central
node. And, the configuration of the central system dictates
the configuration of the rest of the network since all
traffic passes through the central node. Thus, the system
at present does not allow for true variable length packets.
The system should be modified to include as Dr. Hartrum
states, "The addition of the ability for Layer Two to handle
true variable 1length packets, where the packet size |is
carried along in the frame, would not only allow dynamic
testing of various packet sizes, but would also allow for
application programs to use a packet size best suited to the

application" (Hartrum, 1988).
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Scope

The scope of this thesis effort was to correct
discrepancies, make enhancements, and implement the existing
LSINET in Ada. Due to the size and complexity of the
LSINET, this effort was restricted to the Central System and
the Work Stations: A, C, D, E, F, G, H, I, and J. 1In order
to stick with the original concept and provide a simple
network, one that 1is easily understood and has a sound
design which can be easily upgraded, this effort limited
itself to the non-interrupt receive message version.
Furthermore, since the interrupt version is primarily used
by the network servers and since the network servers have
yet to be implemented in Ada, the interrupt version is not
useful at this time. However, the non-interrupt version is
required. Unfortunately, since the Central System was not
replaced with a 2-248 but still remains a LSI-11, the
software written for the Central System remained in C as the
RT-11 operating system do not support Ada.

This thesis effort was limited to the ISO Layers 1-6.
Layer 7 software was not implemented. All application
programs (Layer 7) must be supplied by the user.

This thesis effort did not attempt to make any changes
to hardware, including reconfiguring the LSINET, other than
utilizing Comm Port #2 of the Work Stations rather than Comm
Port #1. This freed up Comm Port #1 to be used for other

purposes such as a modem or mouse.

11




Assumptions

It is assumed that simplicity and understandability are
of prime importance in the development of the software,
since the network's purpose is to provide an academic
laboratory environment. Productivity issues such as
throughput and turnaround time are assumed to be of lesser
importance.

Although the o0ld network was extremely reliable, it is
assumed that the transmission across the network is
unreliable. This assumption is made to allow portability of

the software to a less reliable environment.

Standards

The LSINET was developed based on the ISC 0SI 7-layer
network model. This model is a highly structured hierarchy
of protocols organized as a series of layers. Each layer
provides service to the next higher layer above it while
shielding the higher layer from the implementation details
of the lower lavers. All layers, except the lowest layer,
carry on a virtual conversation with its corresponding layer
on another machine. However, the actual communication is to
the 1layer below it. Only at the lowest layer is there a
physical communication to another machine. The layers, the
protocols associated with each layer, and the interface
between layers are shown in Figure 4. Each layer will be

described, starting with the top layer (Zimmerman, 1980).

12
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Figure 4.
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4

Layer 2

¢
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Layers, protocols, and interfaces.

(Tanenbaum, 1981: Fig 1-5)
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Layer 7 - The Application Layer.

The application layer consists of the wvarious user
application programs. The details of the protocol, which
establishes the rules and guidelines for communication

between two application programs, are left up to the users.

Layer 6 - The Presentation Layer.

The presentation layer provides transformation
services. Typical transformation services provided by layer
six are: data compression, encryption, conversion between
character codes (e.g. ASCII to EBCDIC), and various format

conversion to compensate for incompatible terminals.

Layer 5 - The Session Layer.

Since the presentation layer merely provides
transformation services, the session layer is the first
layer that interfaces the user to the network. This layer
is responsible for establishing a connection between two
users. This connection is called a session. Once a session
has been established, 1layer five must then maintain the

session. Finally, 1layer five must be able to terminate a

session.

Layer 4 - The Transport Layer.

The transport 1layer is responsible for providing an
end-to-end transport service between processes. "It maps

multiple processes at the Session layer level into a single

14
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network communication 1link by establishing and deleting
connections on behalf of Layer 5 and keeping track of which
connection 1is associated with which host process" (Hartrum,
1988). Layer four also establishes messages as its units of

information.

Layer 3 - The Network Layer.

The network layer 1is primarily concerned with the
routing of packets through the network. Packets, which are
formed from the messages obtained from layer four, are the
units of information communicated in layer three. Based on
the destination, this layer sends the packets out over the

best available route.

Layer 2 - The Data Link Layer.

The data link layer is responsible for providing error
free transmission of data frames over a link. Frames, which
are formed from the packets obtained from layer three, are
the units of information communicated in layer two. The
frames typically include an error detection code. This is
used at the receiving end to determine if the transmission
was error free. Based on this information, the receiver can
then notify the sender whether the transmission was
successful or not. If not successful, the sender can then

retry transmitting the frame again.

Layer 1 - The Physical Layer.

15
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The physical layer 1is the only layer that actually
sends data from one machine to another. Its purpose is to
transmit and receive raw bits over a communication medium.
Primary concerns involve the mechanical, electrical, and
procedural characteristics of the communication medium

(Tanenbaum, 1981).

Materials and Equipment

The materials and equipment which were required for
this thesis effort were all available on the LSINET. The
computer systems involved consisted of the Central System
(LSI-11/23) and the Work Stations; A, C, D, E, F, G, H, I,
and J (all Z2-248s}). A validated JANUS Ada compiler had
recently been obtained by AFIT and was used to implement Ada

on the Work Stations.

Approach

The approach taken in this thesis effort was patterned
after the software development methodology presented in EENG
5.93, Software Engineering, and EENG 6.90, Software Systems
Laboratory. The approach included requirements analysis,
design, implementation, and testing.

The requirements analysis primarily consisted of an
enumerated 1list of requirements specifications supported by
SADT diagrams. This phase relied heavily on earlier work as
the basic requirements did not change very much. The goal

was to determine all requirements necessary to provide an

16




enhanced LSINET capable of supporting academic and research
work at the Air Force Institute of Technology.

The design phase followed a top-down design approach.
An object oriented design approach was considered, but much
of the software engineering principles, such as information
hiding, abstraction, and modularity, inherent in an object
oriented design are also inherent in the ISO 7-Layer Model.
Also the hierarchy structure of the ISO 7-Layer Model 1lends
itself well towards a top-down design approach. The design
phase was based on structure charts derived from the SADT
diagrams produced in the requirements analysis. Transform
and Transaction analysis was to derive the structure charts.
Implementation consisted of coded modules. Coding followed
a bottom-up approach, beginning with Layer 1 and working up
to Layer 6. This approach was chosen to allow the layers to
be built upon already existing and tested layers. This

reduced the amount of stub and dummy modules required during

testing. Testing was an integrate part of the
implementation phase. Test modules were specifically
designed for each module. And, each layer was thoroughly

tested before work on the next layer was begun.

Presentation Seguence

The second chapter consists of the requirements

analysis of the network. Requirements are subdivided into
their appropriate layer of the seven layer model. SADT
17




diagrams also are provided.

The third chapter describes the design, coding, and

testing effort. Included in this chapter are all design
considerations supported by structure diagrams. The coding
effort 1is described for each layer. The test approach 1is

explained and is supported by a test plan and the results of
the testing.

The last chapter summarizes this thesis effort. This
includes conclusions and recommended future follow-on

efforts.

18




II. Requirements Analysis

Introduction

The requirements analysis was based primarily upon the
current NETOS system. Unfortunately, there does not exist a
document containing an enumerated listing of requirements
specifications for the current system. Therefore, the
requirements analysis for the new system were derived from
the observation of the current system, from a document
containing a narrative form of the functional specifications
of the current system (HARTRUM:88), and from new
requirements developed in this thesis effort. The major
portion of these new requirements are related to requiring
the new NETOS system to handle variable length frames,
packets, and messages.

This chapter will be presented in the following manner.
First, the user's applications program (Layer 7) functional
specifications will be described in a narrative format.
Although Layer 7 is not part of this thesis effort, this
information is provided in order to establish a standard
basis for the interface between Layer 7 and Layer 6. Next,
the central system's functional specification will be
described in a narrative format followed by an enumerated
listing of the central system's requirements specifications.

And finally, the ISO Layers 1-6 will described in the 1like

19
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manner as the central system. SADT diagrams of the central
system and Layers 1-6 are kept on file by the LSINET

manager, presently Dr. Hartrum.

Layer 7

Although Layer 7 is not part of this thesis effort,
this information is provided to give some understanding of
the interface required by Layers 7 and 6. Layer 7 consists
of any application programs that makes subroutine calls to
Layer 6 in order to access the network. These application
programs can provide such network services as a Printer
Spooler, a Mass Storage System, or a Data Base Management
System. Each network service consists of two corresponding
programs, the server program and the user access program.

Before a network service can be provided, both the
server program and the user access program must initialize
Layer 6. Then, the initiating program must send a request
for service message to the corresponding server program.
This is required in order to determine if the server program
is online, ready, and capable of handling the request.
Therefore, this request message must contain all necessary
information to allow the service program to reach a decision
as to accept the request or reject it.

The server program must be capable of sending a status

message back to initiator. The status message indicates
whether the request 1is accepted or rejected; and if
20




rejected, the reason why. If accepted, the status message

may contain further information for the initiator.

Once the appropriate handshaking of requesting a

service and receiving an accept status message is complete,

AY

the 1initiator and network server both must be capable of

transmitting and receiving messages back and forth as
required.

And finally, the initiator must be capable of sending a
termination message when the session is complete.

Typically the initiator will be a user access program.
However, there are special cases where the initiator will be
a4 network server which is requesting service of another
network server. For example, to print a list of files from
the Mass Storage System, this server must request service of

the Printer Spooler System (HARTRUM, 1988).

Central System

Narrative Functional Specifications.

The central system is the center node of a star
topology network. Along with some limited network
management functions, its primary function is to forward
packets from the source to the destination and as such
requires the use of a main routine and only Layers 1 and 2
of the ISO model.

Although the management functions are limited, they do

provide the operator with some degree of management of the

21




NETOS system. The operator has the ability to select which
ports are to be active. He/she has the ability to establish
a work station as a monitor station. All traffic through
the central system will be forwarded to each monitor
station, which will allow the operator to examine the
traffic. The central system will display to the operator
the port being polled, the port in which a packet is being
received, and the port through which the packet is being
forwarded to its destination. And finally, the central
system will display to the operator all errors encountered
during transmission and reception.

The main routine software should initialize the central
system. This should include building a port table from data
loaded from a storage device, calling Layer 1 to initialize
the ports, prompting the operator for port status (active or
not active), prompting the operator in order to establish a
work station which will monitor all network traffic,
prompting the operator to exit to the operating system, and
prompting the operator to activate the network.

Once the network is in operation, it should poll the
ports for a transmit request. Once a TR has been received,
it should respond with a TA. The receiving and transmitting
of packets should follow the same procedures as described in
the ISO Layers 1 and 2. However, instead of extracting the

packet from the frame and passing it to Layer 3, the central

22




system software should forward the frame to its destination

and any work stations defined to be network monitors.

Since there is no Layer 3, the central system software

should interface with the user by sending information to the

display. Information displayed should include all error

messages and several status items such as source host of the

packet being received, destination host to where the packet

is being forwarded, and port being polled.

Enumerated Requirements Specifications.

SPEC_REQ NUM_C.1

SPEC_REQ_NUM_C.?2

SPEC_REQ NUM_C.2.1

SPEC_REQ_NUM _C.2.2

SPEC_REQ_NUM_C.2.3

Must be able to allow the user to exit
to the operating system.

Must be able to allow the user to
initialize the central system.

Must be able to load from a storage
device any information required by the
Central System initialization which is
subject to change. This is to
facilitate changes, by requiring
changes only to the information in the
storage device and not to the program's
source code.

Must be able to prompt the user for
port status. This allows the user to
activate or deactivate a particular
port.

Must be able to prompt the user for
monitor status. This allows the user to
establish or disestablish a particular
work station to serve as a monitor of
all traffic on the network. (All
traffic should be forwarded not only to
its destination but also to any work
station established as a monitor
station by the user.)

23




SPEC_REQ_NUM_C.3 - Must be able to poll all ports, seeing
if there are any transmit requests.

SPEC_REQ NUM C.4 - Must be able to receive a variable
length packet. See SPEC_REQ NUM 2.3

SPEC_REQ_NUM_C.5 - If a valid packet was received, must be
able to transmit the received packet to
its destination and all active monitor
stations. See SPEC_REQ NUM_2.2

SPEC_REQ_NUM _C.6 - Must be able to display the status
codes of the receptions and
transmissions.

SPEC_REQ NUM_C.7 - Must be able to display the port being

polled, the port that is receiving the
packet, and the port that is sending

the packet.
SPEC_REQ NUM C.38 - Must return to the polling state upon
any errors, after timeouts have

expired, or upon a successful
forwarding of a packet.

Layer 1

Narrative Functional Specifications.

Layer 1 provides the capability of initializing the RS-
232 serial ports to a desired configuration. It also allows
testing of the port to determine if a byte of data has
arrived or if the port is ready to accept data for output.
If the port is ready, Layer 1 provides the capability to
transmit and receive a byte of data through a RS-232 serial

port.
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Enumerated Requirements Specifications.

Must be capable of initializing a RS-
232 serial port.

SPEC_REQ NUM 1.1

SPEC_REQ NUM 1.1.1

Although the only ports currently
available on the remote systems (2-
248s) capable of supporting the NETOS
system are ports 1, 2 and 3; Layer 1

R - EE o e

should have the capability of
supporting port numbers greater than
this.

SPEC_REQ NUM _1.1.2 Should allow baud rates of 1200, 2400,

4800, and 9600 bits per second.

SPEC_REQ NUM 1.1.3

The initialization parameters should be
set for; no parity, one (1) stop bit,
and eight (8) character bits.

SPEC_REQ NUM_1.1.4 - Should return an error code if the baud
input is not a valid selection.

SPEC_REQ_NUM_1.1.5 - Should return an error code if
initializing the port failed.

SPEC_REQ NUM_1.1.6 - Should return a status code indicating
that the port was initialized
successfully.

SPEC_REQ_NUM_1.2 - Must be capable of determining if a RS-
232 serial port has data available to
be read.

SPEC_REQ NUM_1.2.1 - Should return a status code indicating
if the port has data available to be
read or not.

SPEC_REQ NUM_ 1.3 - Must be capable of determining if a RS-
232 serial port is available to write
data to.

SPEC_REQ NUM_1.3.1 - Should return a status code indicating
if it 1is clear to write data to the
port or not.

SPEC_REQ NUM 1.4 - Must be capable of reading data from a
RS-232 serial port.
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SPEC_REQ NUM 1.4.1 - Should be capable of reading a full
byte of data, eight (8) bits, and not
just the standard ASCII characters
which utilize only seven (7) bits.

SPEC_REQ NUM 1.5 - Must be capable of writing data to a
RS-232 serial port.

SPEC_REQ NUM_1.5.1 - Should be capable of writing a full
byte of data, eight (8) bits, and not

just the standard ASCII characters
which utilize only seven (7) bits.

Layer 2

Narrative Functional Specifications.

Layer 2 provides the services of transmitting and
receiving frames of variable length.

In order to transmit a frame, a frame is built from a
packet of psize obtained from Layer 3. A checksum is
calculated and included in the frame to provide an error
detection capability. Also included in the frame is the
frame length which is required due to the variable length of
the frames. Next, the proper NETOS handshaking requirement
must be observed. A transmit request (TR) must be sent to
the central system which then responds by sending back a
transmit acknowledge (TA). Layer 2 should allow several
attempts 1in establishing the NETOS handshake requirement.
Once that is established, the frame can be transmitted. The
central system should respond with an acknowledgment (ACK)
or nonacknowledgment (NAK), dependent on errors in the

transmission. Layer 2 should allow several attempts to
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transmit a frame. Based upon the response, Layer 2 will
either relinquish control back to Layer 3, timeout, or try
transmitting the frame again.

In order to receive a frame, the NETOS handshaking
requirement again must be observed by waiting for a transmit
request from the central system and responding with a
transmit acknowledgment. Then, a frame can be received.
Once the frame 1is received, the checksum needs to be
validated. Depending on the results, an acknowledgment or
nonacknowledgment will be sent back to the central system.
Finally, if acknowledged, the packet will be extracted from

the frame and sent to Layer 3.

Enumerated Requirements Specifications.

SPEC_REQ NUM_2.1 - Layer 2 must be able to initialize
all requirements necessary to operate
at this level.

SPEC_REQ NUM_2.1.1 - Must be able to load from a storage
device any information required by
Layer 2 initialization which is
subject to change. This 1is to
facilitate changes, by requiring
changes only to the information in
the storage device and not to the
program's source code.

SPEC_REQ NUM_2.2 - Must be capable of transmitting a
variable length frame.

SPEC_REQ NUM_2.2.1 - Must be capable of calculating a
checksum from a variable length
packet.

SPEC_REQ NUM_2.2.2 - Must be capable of building a

variable length frame from a variable
length packet.
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SPEC_REQ NUM 2.2.2.1

SPEC_REQ NUM_2.2.3

SPEC_REQ NUM 2.2.3.1

SPEC_REQ NUM 2.2.3.2

SPEC_REQ NUM 2.2.3.3

SPEC_REQ NUM_2.2.3.4

SPEC_REQ NUM 2.2.3.5

SPEC_REQ NUM_2.2.4

SPEC_REQ NUM_2.2.5

SPEC_REQ NUM_2.2.5.1

SPEC_REQ NUM 2.2.5.2

SPEC_REQ NUM_2.2.5.3

SPEC_REQ NUM_2.2.5.4

The frame should contain at least; a
SOH, the frame length, the packet,
the checksum, and a ETX.

When sending a frame, must be able to
handle the NETOS handshaking
requirement of sending a transmit
request (TR} and waiting to receive a
transmit acknowledge (TA).

Should allow several attempts in
trying to establish the NETOS
handshake.

Should return an error code if after
a reasonable amount of time Layer 2
is unable to transmit a TR.

Should return an error code if after
a reasonable amount of time Layer 2
has not received a TA.

Should return an error code if
anything other than a TA is received
when expecting a TA.

Should return a status code
indicating that the NETOS handshake
was accomplished successfully.

Should allow several attempts in
trying to send a frame.

Must be able to receive an ACK/NAK
reply.

Should return an error code if after
a reasonable amount of time an
ACK/NAK has not been received.

Should return an error code if
anything other than an ACK or NAK is
received.

Should return an error code if a NAK
is received.

Should return a status code
indicating that an ACK was received.
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SPEC_REQ NUM_2.3

SPEC_REQ NUM_2.3.1

SPEC_REQ NUM_2.3.1.1

SPEC_REQ NUM_2.3.1.2

SPEC_REQ NUM_2.3.1.3

SPEC_REQ NUM 2.3.1.4

SPEC_REQ NUM_2.3.2

SPEC_REQ NUM_2.3.3

SPEC_REQ NUM_2.3.4

SPEC_REQ NUM_2.3.5

SPEC_REQ NUM_2.3.6

Must be capable of receiving a
variable length frame.

When receiving a frame, must be able
to handle the NETOS handshaking
requirement of waiting for a transmit
request (TR) and then sending a
transmit acknowledge (TA).

Should return an error code if after
a reasonable amount of time Layer 2
has not received a TR.

Should return an error code if Layer
2 has received something other than a
TR.

Should return an error code if after
a reasonable amount time Layer 2 is
unable to transmit a TA.

Should return a status code
indicating that the NETOS handshake
was accomplished successfully.

Should return an error code if the
first item of the frame is not a SOH.

Should return an error code if after
a reasonable amount of time the
entire frame has not yet been
received.

Should be able to calculate and
compare the packet checksum with the
checksum sent in the packet.

Must be able to transmit an ACK/NAK
reply based on the results of the
checksum comparison.

Must be able to extract the packet
from the frame received.
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Layer 3

Narrative Functional Specifications.

Layer 3 is responsible for transmitting and receiving
packets of variable length.

In order to transmit a packet, the packet first must be
built from a message of msize received from Layer 4. Next,
the destination host (Dst) code must be mapped to the proper
I/0 port in which to route the packet. Then, the packet can
be sent to the destination process.

In order to receive a packet, the Src code is mapped to
the proper 1/0 port in which the packet will be routed.
Next, the packet is received from Layer 2. Then, the Src
and Dst codes are evaluated to determine if the packet
should be accepted or rejected. Last, if the packet 1is
accepted the message is extracted from the packet and sent
to Layer 4.

Layer 3 should also allow for the transmission and
reception of system messages to be handled at the Layer 3

level.

Enumerated Requirements Specifications.

SPEC_REQ NUM_3.1 - Layer 3 must be able to initialize
all requirements necessary to operate
at this level.
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SPEC_REQ_NUM_3.1.1

SPEC_REQ NUM_3.2

SPEC_REQ_NUM_3.2.1

SPEC_REQ NUM_3.2.2

SPEC_REQ NUM 3.2.2.1

SPEC_REQ NUM 3.2.3

SPEC_REQ_NUM_3.3

SPEC_REQ NUM_3.3.1

SPEC_REQ NUM_3.3.2.

SPEC_REQ NUM_3.3.2.1

SPEC_REQ NUM 3.3.3

SPEC_REQ NUM_3.3.3.1

SPEC_REQ NUM_3.3.4

Must be able to load from a storage
device any information required by
Layer 3 subject to change. This is
to facilitate changes, by requiring
changes only to the information in
the storage device and not to the
program's source code.

Must be able to transmit a variable
length packet.

Must be able to send a variable
length Layer 3 System Packet. This
packet will contain information for
use at the Layer 3 level only.

Must be able to build a variable
length packet from a variable 1length
message.

All packets should contain a time
stamp.

The proper port must be determined in
which to route the packet.

Must be able to receive a variable
length packet.

Must be able to receive a variable
length Layer 3 System Packet.

Must be able to receive a particular
packet (from a particular source
host/process).

The proper port must be determined in
which to receive the packet.

Must also be able to receive a packet
from any source host/process.

All ports should be polled until a
packet is received.

Must be able to extract the message
from the packet.
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SPEC_REQ NUM 3.3.5 - Must be able to accommodate Layer
3 System Packets. (These are packets
which are processed at Layer 3 and
not passed up to the next Laver.
Presently there are no requirements
for Layer 3 System Packets, but
future changes might include them to
allow altering the routing table.)

Layer 4

Narrative Functional Specifications.

Layer 4 provides for the establishing of a 1logical
connection between twoc host processes, maintaining the
connection, and upon completion terminating the connection.

In order to establish a logical connection, Layer 4
must be able to to establish a channel number. This
includes determining if a channel number is available, and
if so, assigning that channel number to a source-destination
transport address combination. The transport address
consist of a physical host designator and a process number.
After a channel has been assigned, a channel request message
is built and sent to the destination Layer 4. The
destination checks to see if the channel request message is
a valid request for a channel. If valid, the destination
establishes its own channel number. Depending on the
results, the destination Layer 4 builds either a invalid
response message or a valid response message. The reply is
then sent back. After receiving the reply message, it is

evaluated to determine if the connection was successful or
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not. If successful, the channel number is returned to Layer
5. If not successful, the channel number is freed and a
error message is returned.

Once a connection has been established, Layer 4 is able
to send and receive messages. To send a message, the
channel number is used to look up the corresponding cource
and destination transport addresses. If the data length to
be transmitted 1is smaller than the variable message size
specified by the application program, then the variable
message size should be adjusted to the data size. If, on
the other hand, the data length to be transmitted is larger
than the variable message size, then the data should be
broken up into 1lengths of message size and each portion
transmitted in turn. When the end of data has been reached
a special message should be transmitted signaling the end of
data.

To receive a message, the channel number is used to
determine the corresponding source-destination transport
address. The original data that was sent is received by
building the data from the collection of received subparts
until the special message signaling the end of data is

received.

33




Enumerated Requirements Specifications.

SPEC_REQ_NUM_4.1

SPEC_REQ NUM_4.1.1

SPEC_REQ NUM 4.2

SPEC_REQ NUM 4.2.1

SPEC_REQ NUM 4.2.1.1

SPEC_REQ NUM_4.2.1.2

SPEC_REQ NUM_4.2.1.3

SPEC_REQ NUM_4.2.2

SPEC_REQ NUM_4.2.3

SPEC_REQ NUM_4.2.4

SPEC_REQ NUM_4.2.4.1

SPEC_REQ NUM_4.2.4.2

Layer 4 must be able to initialize
all requirements necessary to operate
at this level.

Must be able to load from a storage
device any information required by
Layer 4 subject to change. This |is
to facilitate changes, by requiring
changes only to the information in
the storage device and not to the
program's source code.

When sending a transmission, first
must be able to establish a
connection.

Must assign an available channel for
each connection.

Should allow for several different
channels operating concurrently.

If attempting to establish a channel
and all channels are already in use,
should return an error code.

If attempting to establish a channel
and successful, should return a
status code indicating so.

Must be able to send a connect
request message to the destination
signaling it to also establish a

connection.

Must be able to receive the
destination's reply to the connect
request message.

Must be able to decode the reply
message.

If an invalid reply, should return an
error code.

If a valid reply, should return a
status code indicating so.
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SPEC_REQ NUM_4.3

SPEC_REQ NUM 4.3.1

SPEC_REQ_NUM_4.3.2

SPEC_REQ NUM 4.3.2.1

SPEC_REQ NUM_4.3.2.2

SPEC_REQ NUM_4.3.3

SPEC_REQ NUM 4.3.3.1

SPEC_REQ NUM_4.3.3.2

SPEC_REQ NUM_4.3.3.3

SPEC_REQ NUM_4.4

SPEC_REQ NUM_4.4.1

SPEC_REQ NUM_4.5

SPEC_REQ NUM 4.5.1

When receiving a transmission, first
must be able to establish a
connection.

Must be able to receive a connect
request message from the source which
is attempting to establish the
connection.

Must be able to decode the connect
request message.

If an invalid connect request
message, should return an error code
and send back an invalid connect
request reply message.

If a valid connect request message
and a channel can be assigned, should
send back a valid connect request
reply message.

Must assign an available channel for
each connection.

Should allow for several different
channels operating concurrently.

If attempting to establish a channel
and all channels are already in use,
should return an error code.

If attempting to establish a channel
and successful, should return a
status code indicating so.

Must be able to close a connection.
Should return an error code if an
error is encountered in closing the
connection.

Must be able to transmit wvariable
length messages over a previously
established connection.

Should transmit the message MSIZE
bytes at a time.
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SPEC_REQ _NUM_4.5.2 - If the message is less than MSIZE
bytes, transmit only the required
number of bytes in order to send the
message.

SPEC_REQ_NUM_4.5.3 - Should some how indicate to the
receiving end that the entire message
has been transmitted.

SPEC_REQ NUM 4.6 - Must be able to receive variable
length messages over a previously
established connection.

SPEC_REQ_NUM_4.6.1 - Should be able to determine if the
message received is assigned to the
particular channel.

Should be able to determine if the
EOM has been reached.

SPEC_REQ NUM_4.6.2

SPEC_REQ NUM_4.6.2.1

If the EOM has not been reached,
continue to build the submessages
into the original message.

Layer 5

Narrative Functional Specifications.

Layer 5 is responsible for opening, maintaining, and
closing a session between two processes. Layer 5 also maps
the 1logical resource names to the transport address. A
determination 1is made to see if the source and destination
logical resource names are valid; and if valid, convert them
to a transport address consisting of a physical host
designator and a process number.

A 1logical connection must be established between the
source and destination process before transmission can
begin. Once a connection has been established, all

subsequent transmission over the logical connection must

36




- G R aEm .

specify the connection number.

Message transmission and reception is accomplished by
sending and receiving messages over a previously established
connection.

File transmission is accomplished by reading a block of
data at a time from a file and then transmitting it. The
blocks of data are continually sent until the end of file is
reached at which time a special block is sent indicating the
end of data.

File reception is accomplished by receiving the blocks
of data and writing them to a file until the special block
is received.

Lastly, 1layer 5 must be able to close the 1logical

channel and thus, free the channel for future use.

Enumerated Requirements Specifications.

SPEC_REQ NUM_5.1 - Layer 5 must be able to initialize
all requirements necessary to operate
at this level.

SPEC_REQ NUM_5.1.1 - Must be able to load from a storage
device any information required by
Layer 5 initialization which is
subject to change. This is to
facilitate changes, by requiring
changes only to the information in
the storage device and not to the
program's source code.

SPEC_REQ_NUM_5.2 - Must be able to transmit a variable
length NETOS message.
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SPEC_REQ NUM_5.2.1

SPEC_REQ NUM_5.2.1.1

SPEC_REQ NUM_5.2.2

SPEC_REQ NUM_5.3

SPEC_REQ NUM_5.3.1

SPEC_REQ NUM_5.3.1.1

SPEC_REQ NUM_5.3.2

SPEC_REQ_NUM_5.4

SPEC_REQ_NUM 5.4.1

SPEC_REQ NUM_5.4.1.1

SPEC_REQ NUM 5.4.2

SPEC_REQ NUM 5.4.2.1

SPEC_REQ NUM_5.4.2.2

Should be able to map the 1logical
resource name to the physical host
process codes for both the source and
destination.

If an invalid logical resource name,
should return an error code.

Should establish a connection; if no
errors, send the NETOS message over
the channel; and then c¢lose the
connection.

Must be able to receive a variable
length NETOS message.

Should be able to map the logical
resource name to the physical host
process codes for both the source and
destination.

If an invalid logical resource name,
should return an error code.

Should establish a connection; if no
errors, receive the NETOS message
over the channel; and then close the
connection.

Must be able to transmit a variable
length file.

Should be able to map the logical
resource name to the physical host
process codes for both the source and
destination.

If an invalid logical resource name,
should return an error code.

Should establish a connection; if no
errors, send the file over the
channel; and then close the
connection.

Should open the file.

Should transmit the file a block, of
size MSIZE, at a time.
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SPEC_REQ NUM 5.4.2.3 - If the last data in the file is less
than MSIZE, then adjust the block so
that it is the same size as the data.

SPEC_REQ _NUM_5.4.2.4 - When the EOF is reached some how
indicate to the receiving end that
there is no more data.

SPEC_REQ NUM_5.4.2.5 - Should close the file when done.

SPEC_REQ NUM 5.5 - Must be able to receive a variable
length file.

SPEC_REQ_NUM_5.5.1 - Should be able to map the logical
resource name to the physical host
process codes for both the source and
destination.

SPEC_REQ NUM_5.5.1.1 - If an invalid logical resource name,
should return an error code.

SPEC_REQ _NUM_5.5.2 - Should establish a connection; if no
errors, receive the file over the
channel; and then close the
connection.

SPEC_REQ NUM_5.5.2.1 - Should create a file and leave open.

SPEC_REQ _NUM_5.5.2.2 - Should receive the file blocks at a
time.

SPEC_REQ NUM_5.5.2.3 - If the EOF has been reached, then
close the file; otherwise continue

receiving and writing blocks of data
to the file.

Layer 6

Narrative Functional Specifications.

Layer 6 must be able to support the interface
requirements defined in the Layer 7 protocol. This requires
the capability to transmit and receive both request and
status messages by calling on Layer 5. Layer 6 must also be

able to support the transmission and reception of files.
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And finally, Layer 6 should have the capability to send and

receive strings of characters.

Enumerated Requirements Specifications.

SPEC_REQ NUM 6.1 -

SPEC_REQ NUM_6.1.1

SPEC_REQ NUM_ 6.2

SPEC_REQ NUM 6.2.1 -

SPEC_REQ NUM 6.2.2 -

SPEC_REQ NUM 6.2.3 -

SPEC_REQ NUM_6.3 -

SPEC_REQ NUM 6.3.1 -

SPEC_REQ NUM 6.3.2 -~

SPEC_REQ NUM 6.3.3 -

SPEC_REQ NUM_6. 4 -

Layer 6 must be able to initialize
all requirements