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* EXECUTIVE OVERVIEW

This report documents an experiment investigating the effect of Fortran and Ada
languages on program reliability. The experimental design employed here was a 23 full
factorial design, i.e, a design in three variables, each at two levels. The variables and
their levels were language (Fortran and Ada), programmer experience (intermediate and
advanced) and application type (scientific and text processing). Due to experimental and
resource constraints. this study concentrated on a 22 factorial design in two variables.
language and programmer experience. Some of the experimental points in this design were
replicated to determine precision of the effects of language and experience on program
reliability. The scientific problem used here was the Launch Interceptor Program (LIP),
a simple but realistic anti-missile system which has been used elsewhere in connection
with software testing and fault tolerance research. The second problem used was the well-
known text formatting program. The programmers were graduate students in computer
engineering with varying degrees of experience in programming languages.

The programmers developed their own designs from given specifications and did in-
depandent compilations and unit testing. Data on these activities were collected for com-
parison purposes. The function testing of each LIP version was done after removing errors
detected during unit testing and compilation. Fifty-four test cases for this purpose were de-
veloped manually using a hybrid of structure-dependent and structure-independant testing

techniques.

Since it was not feasible to determine the oracle for the LIP program, a variation of
majority voting technique was used to determine the correct output. Specifically, elements

vill




of the conditions met vector, were compared from each version and the majority was taken
to be the correct value. This technique proved to be very useful and efficient in testing
and debugging. Also, this method was successful in providing a very high structural and

functional coverage of the programs.

Errors revealed by eacu of the above fifty-four test cases were removed one-at-a-time
and the remaining test cases were run on the incrementally corrected versions. The plots of
cumulative error symptoms versus test case number seem to follow homogeneous Poisson
processes in each case and provide some useful insights into the error symptom occurrence

behavior.

Operational testing of the LIP programs was done after removing errors found during
function testing using three sets of test cases. The first set of 120 tests was developed
manually using the same hybrid techniques as for function testing. The other two sets of

100 and 1000 were random tests.

Data on errors were collected during development and unit testing, function testing
and operational testing. This included number, causes and types of error and times taken
to 1solate and fix them. Some data on productivity, design and code metrics, as well as on
structural coverage during testing were also recorded. The key measure of reliability used

in this study is the number of errors found during various development phases.

Reliability comparisons between Ada and Fortran programs were based on each of the
following categories: the total number of errors, number of errors found during development
and functional testing, number of errors found during functional and operational testing.
and errors found during operational testing alone. Some comparisons were also based on
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error density, defined as the number of errors per 100 non-comment lines of code. Further
analyses were based on error causes as well as on error types. The main results of these

analyses are given below.

The number of errors in the Ada programs were about 70% less than those in Fortran
when comparisons were based on errors found during all phases. If errors during develop-
ment and unit testing were excluded, i.e , if only functional and operational testing data
were considered, the Ada programs had about 78% less errors. Similar differences were

found for data based on error causes and error types.

Using error density during development and functional testing as a measure, the av-
erage difference between Ada and Fortran programs was 5.70 errors per 100 non-comment
lines with a standard deviation of 1.35 units. The effect of programmers’ experience was
to reduce error density by 2.1 units with a standard deviation of 1.35 units. If data during
functional and operational testing alone is considered, then the Ada programs had 3.2 less
errors per 100 non-comment lines. The effect of experience during these phases was not

scatistically significant.

Regarding the development effort, times spent in specification reading, design and
coding was almost the same for all programs. However, unit testing efforts differed due
the differences in the extent of such testing. Analyses of the data on error isolation and
correction indicated that the Ada programs were easier to debug than the Fortran pro-

grams.

Summarized above are the main results of this study. Even though they are based
primarily on implementations of one problem, they do indicate that there is a statistically

X




significant evidence in support of higher reliability of Ada over Fortran programs. The
extent of this difference, however, is likely to vary from one application to another as well

as across different development environments.
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1. INTRODUCTION

1.1 Introduction

An important goal of any software development activity is to ensure that the resulting
programs have a very high probability of being correct. This probability can be increased
by reducing the probability of programming errors and by increasing the probability of
detecting any errors that are made during program development.

It is well known that the characteristics of the programming language can have a
significant impact on the number and types of the errors in a program. Modern languages
provide a variety of features to help ensure correctness, i.e., to ensure high reliability.
However, programs in some langauges tend to be more reliable than those in others because
of some specific features. For example, Ada possesses many more features than Fortran to
reduce program errors. Many errors, such as type mismatches, array indices out of bounds.
and incorrect ranges of variables are detected during compilation in Ada and may not be
found until testing or operation in Fortran programs. This will tend to yield a higher
reliability of Ada over the Fortran programs.

While certain language features may reduce the occurrence of errors, there are more
possibilities of the introduction of errors during problem implementation due to difficulties
in learning and due to possible incorrect use of these features. Also, it is not known a-priori
whether the combined use of specific features will affect program reliability and even if it

did. the extent of such effect is not known.
1.2 Study Objectives

The objective of this study is to perform a comparative assessment of the reliability

1
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of Ada and Fortran implementations via controlled experiments. The rationale for an ex-
perimental comparison of reliability is that many hypotheses have been postulated about
the role of Ada features in improving program reliability. Even though it may be possi-
ble to prove each hypothesis by itself, their overall impact is not possible to prove, due
to the interdependencies among these features and can best be observed in a controlled
experimental setting.

Ada is of particular interest because it has been developed to become the language
of the Department of Defense. Applications of Ada range from data-processing to em-
bedded microprocessor-based control systems. Reliability and ease of maintenance have
been two critical issues driving its development. Fortran continues to be the workhorse of
the computer industry; certainly thousands of programs have been deveioped and many
more continue to be developed in Fortran costing a tremendous amount of money. It is
the purpose of this investigation to provide some insights into the relative reliability of
implementations in Ada and Fortran languages that could be useful in choosing one or the
other using reliability as a criterion.

1.3 Report Overview

Section 2 of this report provides a description of the experimental design, the problems
chosen for the study, the experimental environment and details of testing. The data
collected during various phases of development are given in Section 3. Analyses of the
data and reliability comparisons of the Fortran and Ada implementations are discussed in
Section 4. F. ally, conclusions of this study and recommendations for further work are

summerized in Section 3.




2. EXPERIMENTAL DETAILS

The purpose of this section is to provide details of the experimental approach employed
in this study. The experiment design employed is described in Section 2.1 and a description
of the problems used for implementation is given in Section 2.2. The background of the
programmers who participated in this study is summarized in Section 2.3 and a brief
description of the computer systems and software tools employed is given in Section 2.4.
A detailed description of the experimental plan for the LIP programs is given in Section
2.5.

2.1 Experimental Design

The original experimental design was a full factorial design in 3 variables, each at two

levels, as follows:

Language : Fortran and Ada
Programmer

Experience : Intermediate and Advanced
Application: Scientific and Text Processing

A diagramatic representation of the various combinations of these variables along with
their levels is shown in Figure 2.1. In this diagram each vertex of the cube represents an
experimental condition, i.e., a combination of the values of the three variables. For exam-
ple, vertex number 1 represents a program to be written in Fortran by an intermediate
programmer for the scientific application. Similarly, vertex number 6 represents the ex-
perimental conditions for a program to be written in Ada by an intermediate programmer

to implement the text processing problem.
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A complete set of experiments for this 23 factorial design consists of eight experimental
conditions, 1.e., eight different programs to be developed according to the combinations
in Figure 2.1. The results of this experiment can provide estimates of the effects on
reliability, i.e., of the change in reliability due to each of the three variables. It can also
provide estimates of the interaction effects among these variables. However, precision of
these effects cannot be assessed from this experimental set up unless certain interaction

effects can be assumed to be small and then used to estimate experimental error.

In order to determine the precision of these effects, we can replicate all the experimen-
tal conditions leading to a total of sixteen programs, two for each of the eight experimental
combinations in Figure 2.1. The data from these replicated programs can then be used to

estimate error which can provide a measure of the precision of the effects on reliability.

After careful consideration of the above issues, vis-a-vis the availability of resources
and the scope of this study, it was felt that developing sixteen programs was infeasible.
The choice then was to reduce the number of variables and eliminate some replications. In
order to obtain the most information with limited resources, it was decided to concentrate
on the scientific application with some replications to determine the precision of estimates.
Also, it was decided to develop two programs for the text processing application. Based
on these considerations, two versions of scientific problem were developed for each of the
experimental condition 1 and 2, and one each for experimental conditions 3, 4, 5 and 6 for
a total of six versions. Two versions of the text processing program were also developed.
Thus, a total of eight different implementations were used in this study, six representing
a full factorial in two variables with some replications and two representing a fractional

)




factorial.
2.2 Description of the Problems Used

The two problems used here were chosen to be representative of the applications
that seemed to be most relevant to the objective of this study. The scientific and the
text processing applications were a launch interceptor and a text formatting problem,

respectively. These are described below.
2.2.1 Launch Interceptor Problem

It is a simple but realistic anti-missile system which has been implemented before in
connection with software reliability and fault-tolerance research [Knight & Leveson 86].
The program uses as input data that represent radar reflections and computes a set of
conditions based on some inter- relationships among these points. There are the so-called
Launch Interceptor Conditions (LIC’s) which take true or false values, i.e., each one is
either satisfied or not in accordance with a large set of input parameters. The boolean
value of the satisfied LIC’s are combined into a vector called the conditions met vector

(CMV) that is further reduced to produce a final launch or no-launch output signal.

The elements of CMV(CMVE'’s) are operated upon by another input, the Logical
Connector Matrix (LCM). This matrix consists of boolean operators AND, OR, and (NO-
TUSED), and serves to combine the satisfied LIC’s as defined by the calling program.
The results of this operation are the off-diagonal elements of a boolean matrix called the
Preliminary Unlocking Matrix (PUM). The diagonal elements of the PUM are input val-
ues and are used to formulate the final unlocking vector (FUV). These individual elements

determine whether the rows of the PUM are to be considered in the final decision to launch




Interceptors, in the generation of the FUV.

Finally, the decision to launch is made based on the boolean values in the FUV. If
and only if all of the elements of the FUV are TRUE will the signal LAUNCH be set to

TRUE.

A detailed set of functional requirements for this program is given in Appendix A.
2.2.2 Text Formatting Problem

The specifications of the second problem, the text formatting problem, are based on
those given in [Naur 69]. This problem has also been addressed earlier in [Goodenough
and Gerhart 77) and [Meyer 85] in connection with specifications and testing research.
More recently, it was used in [Selby 85] for an experimental investigation of the software
development and testing approaches. The following description of the problem is taken

from this reference.

Given an input of text characters up to 80 characters consisting of words separated
by blanks or new-line characters, the program formats it into a line-by-line form such that
1) each output line has a maximum of 30 character, 2) a word in the input text is placed

on a single output line, and 3) each output line is filled with as many words as possible.

The input text is a stream of characters, where the characters are categorized as either
break or nonbreak characters. A break character is a blank, a new-line character, or an
end-of-text character. New-line characters have no special significance; they are treated as
blanks by the program. The new-line and end-of-text characters should not appear in the

output.

A word is defined as a nonempty sequence of nonbreak character:. A break is =

7
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sequence of one or more break characters and is reduced to a single blank character on

start of a new line in the output.

When the program is invoked, the user types the input line, followed by a character
and a carriage return. The program then echos the text input and formats it on the

terminal.

If the input text contains a word that is too long to fit on a single output line, an error
nessage 1s typed and the program terminates. If the end-of-text character is missing, an
error message is issued and the program awaits the input of properly terminated line of

text.
2.3 Programmers’ Background

Six programmers were involved in this study, all graduate students in the Depart-
ment of Electrical and Computer Engineering at Syracuse University with good academic
standing. One programmer was a full time software professional in local industry. The
experience of the programmers in several programming languages, including Fortran and
Ada, is summarized in Table 2.1. These programmers will be referred to as FL1, FL2, FL3,
AL1l, AL2, and AL3 in this report. The FL programmers wrote the Fortran programs while

the AL programmers wrote Ada programs for the Launch Interceptor Problem (LIP).

From the values in Table 2.1, we note that FL1 and FL2 had about 5 years of pro-
gramming experience each with an average of 1.5 years in Fortran. Each of AL1 and AL2
had about 7 vears of experience with an average of 0.8 years in Ada. These are the four

pregrammers with intermediate level of programming experience.

Each of FL3 and AL3 had about 9 years of programming experience. FL3 had 4 years

8




Programmers’ Experience in Several Languages

TABLE 2.1

Years of Experience

Language FL1 FL2 | FL3 | ALl | AL2 | AL3
Assembly Langauge 0.5 0 3 3 2 3
FORTRAN 1 2 4 0.5 0.5 3
PASCAL 0.8 0.5 1 0.5 2 0
ADA 0 0 0 0.8 0.8 1.5
C 1 0.5 0 0.5 0 1.5
BASIC 1 2 1 1 1 0
Others 1 0 05 1 1 0
TOTAL 5.3 5.0 9.5 7.3 7.3 9.0

9




of Fortran and AL3 had 1.5 years of Ada experience. These are the two programmers with

advanced level of programming experience.

In addition to the programming experience listed in Table 2.1, each programmers
had taken a graduate level course in software engineering. Thus, all of them were familiar
with systematic software development approaches including a detailed knowledge of testing

techniques.
2.4 Computer Systems and Software Tools

Various programs used in this study were developed on the computer systems at
Syracuse University. Programs written by AL1, AL2, FL2 and FL3 were developed on
VAX 11/785 under VMS version 4.4. The program written by FL1 was developed on a
VAX 11/780 under BSD 4.2 UNIX and then moved to VAX/VMS for testing. Finally, the
program by AL3 was developed on SUN workstation and later transferred to VAX/VMS
for testing. The compilers for Fortran and Ada were supplied by DEC to run under

VAX/VMS.

Several simple software tools were developed during the course of this investigation.
The main tool was MATCHER, which was used to compute the CMV values computed
by each of the programs as described later in this report. Also, two simple programs
were developed to collect data on CMV combinations tested for determining the structural

coverage of the Ada programs during testing.
2.5 Experimental Plan for LIP Development

The LIP development followed the traditional software phases consisting of specifi-
cations, top-level detailed design, coding, unit testing, function testing and operational

10




testing. Ralevant data to assess programs reliability was collected in each phase. Some ad-

ditional data, such as productivity and test coverage were also collected wherever feasible.

A diagrammatic representation of the experimental plan for LIP is shown in Figure 2.2,
Note that the detailed designs were developed independently by each programmer. Also.
unit testing and compilations were done differently by dfifferent programmers. However.
function and operational testing was done using the same test data for each of the programs.

Additional relevant details about the development are given in the following subsections.
2.5.1 LIP Designs

All programmers employed a hybrid of functional decomposition and structured design
techniques [Bergland 81.Fairley 85] for developing the high-level or architectural designs.
The basic approach taken in each case was to decompose the launch decision function
into subfunctions which consisted of computing various intermediate quantities, such asx
the Conditions Met Vector (CMV) and the Preliminary Unlocking Matrix (PUM). Thesc
subfunctions were then decomposed into computational steps which involved determination
of various conditions. These were further decomposed into computations of geometrical

relationships. The basic flow of data underlying the designs is shown in Figure 2.3.
The lower level subfunctions were related to the higher level functions differently by

each programmer. Thus, all the designs were different but the basic approach used was

essentially the same. The structure chart for one design is given in Figure 2.4.
2.5.2 Design and Code Based Metrics

The number of packages, subprograms, procedures. subroutines, functions and tasks
used in the programs are given in Table 2.2. These measures summarize features of the

11
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Figure 2.2. Experimental Plan for the Scientific Application
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detailed designs. Note that the metrics packages, procedures and tasks are applicable for
the Ada programs only while subroutines are used only for the Fortran programs. Package
is an Ada feature used for grouping of data structures and subprograms. A subprogram
could be a procedure, function, or a task. A task in Ada is a procedure that can run
concurrently with other tasks. Also, the number of subprograms includes functions, tasks
and procedures; and a package includes the package body and specifications.

The code level size metrics given in Table 2.2 include source lines, lines with com-
ments, non-comment source lines, and executable statements. Source lines is simply a
count of all textual lines of code in the final version of a program. It includes compiler
directives, documenting comments, data variable declarations, blank lines and executable
statements. Comment and non-comment lines have the usual meanings and their sum
equals the number of source lines. The number of executable statements is a count of the

assignments and control statements used in each program.

Values of the control ststements IF, IF-THEN, ELSE, CASE, LOOP, WHILE LOOP.

FOR LOOP, EXIT WHEN, DO LOOP and GO TO are counts of these programming
constructs used in the programs. Finally, the values of exceptions and raise refer to the
number of exceptions declared and the number of times they were used in the given pro-

gram, respectively.
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TABLE 2.2

Summary of Various Metrics for LIP Programs

Metric FL1 FL2 FL3 | ALl AL2
Packages 6 4
Subprograms 21 19 28 30 23
Procedures 4 4
Subroutines 13 19 28
Functions 8 0 0 11
Tasks 15

Source Lines
Comment Lines 59
Non-comment Lines
Executable Statements
IF

IF THEN

IF ELSE
CASE

LOOP

WHILE Loop
FOR Loop
EXIT WHEN
DO LOOP

GO TO
Exceptions

Raise




2.5.3 Unit Testing

Each programmer followed a somewhat different approach for unit testing and debug-
ging of the LIP programs. Structure based testing was performed on many of the units of
FL1 and FL2, function based testing was done on units of AL2 and AL3 and very little
formal unit :2sting was done by programmers of FL3 and AL1. In addition to unit testing.

some code reading was also performed on each program.

Several structure based testing criteria were used to generate unit level test cases for
FL1 and FL2. As an example, consider Launch Interceptor Condition 1 (LIC1) for the
Fortran program FL2. This LIC determines whether there exists at least one set of two
consecutive points that are a distance greater than LENGTH1 apart. The directed flow
graph of the unit to check this condition is shown in Figure 2.5. The following criteria were
used to generate test cases for this unit: statement testing, branch testing, path testing,

mutation testing, error-based testing, and domain testing.
2.5.4 Function Testing

The basic questions faced in testing the LIP programs, just as in testing any program,
were the choice of test criterion, selection of test cases consistent with the chosen criterion
and knowledge of the expected output values, i.e. of an oracle. Even though several criteria
can be used for testing at the tﬁn't level testing, very few explicit choices are available for
function level testing because most of the structure-based testing methods are useable

primarily at the unit level and cannot be easily extended to higher level testing.

The level of difficulty in determining test cases and the value of the oracle is largely
a function of the criterion used and the computational complexity of the program. In

17




g,

4

X(I),Y(I)
b |
D = /AX(I)-x@-1¥ + (YD) =y @T-1 0% h

LICI =T LICI =F

1

RETURN

Figure 2.5. Directed Flow Graph of the Unit to check LIC1

18




general, given a test criterion, it may not be feasible to find test cases to satisfy that
criterion. Further, even if the test cases can be found, it may not be possible to determine

the oracle.

In case of the LIP programs, determining the oracle became an almost impossible
task because of the large number of computations required to calculate the output values.
For example, given 20 input pairs of (x,y) values and the other input parameters, it is not
feasible to determine the correct values of LIC’s, CMV etc. For similar reasons, it is not
possible to determine the input values to ensure a given combination of output values for
the PUM, FUV etc. It should be noted that such programs have been labelled as non-
testable programs in [Weyuker 82]. In order to overcome these difficulties, we developed
a testing methodology for LIP which took advantage of the nature of computational steps
involved in this program as well as of the fact that multiple versions of the LIP were

developed in this research. This methodology is described below.

We first note that the main computations here involve calculation of the launch inter-
ceptor conditions for a given set of input values. These conditions are then used to set up
the Condition Met Vector. Therefore, for testing purposes we first concentrate on ensuring
that LIC’s are computed correctly. An implicit assumption here is that if the LIC’s are
correct, the other quantities such as FUV, Launch, etc., are likely to be correct due to the
simpler nature of the calculations involved. Of course, these calculations also need to be

tested for correctness but the testing need not be as thorough as for the LIC’s.

Next, we note that the computations for the LIC’s involve checking the specified

geometric relationships among the input (x,y) pairs and that several of the LIC's are
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based on similar calculations. Hence, similar LIC’s can be grouped together. By doing so,
testing can be concentrated on one group at a time. Since the number of LIC’s in a group
is small, we should be able to determine test cases for desired combinations of the LIC
or CMV conditions in each group without much difficulty. It is this basic approach that
we have employed in testing the various LIP programs. We first judiciously choose the
true/false combinations of the LIC’s to test as a group. This is equivalent to choosing the
elements of CMV, i.e., choosing CMVE’s. Next we determine the test cases by analyzing
the detailed design of the program for chosen CMVE. If the computed CMVE'’s for these
inputs match the expected values, we conclude that the computations of at least part of

LIP are correct.

The above approach, however, does not tell us anything about the correctness of the
other CMVE’s until they too have been tested by the corresponding test cases. Theoret-
ically, there is nothing wrong with implementing a testing approach based on the above
methodology assuming that all LIC’s or CMVE'’s will be tested by some test cases. We
could, though, make it more efficient if the other conditions could also be checked for
correctness since their computed values become available along with those of the chosen

conditions.

To achieve this additional objective, we now make use of the multiple versions of
the LIP programs available to us. While testing for a given set of CMVE’s we compare
the CMV’s :omputed by each of the programs and accept the majority value of each
element as the correct value. Thus, for each test case generated to check the correctness of
the selected CMV elements, we can also determine whether the other elements are being
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computed correctly.

To summarize, the above approach is a two step testing methodology. First we check
the correctness of a specific, small set of CMVE’s by comparing the computed and the
correct values. Next, we check the other CMV elements against the majority values. We

found this methodology to be not only practical but also very efficient in revealing errors.
2.5.5 CMVE Combinations and Test Cases

The set of CMVE'’s to test in a group is determined primarily from the LIP specifica-
tions. Factors that dictate this choice are the type of computations to be performed and
interdependencies among the defining LIC’s. Having decided upon the groups, the next
step 1s to assign a true or false value to each element within a group. This assignment
as well as the total number of combinations to test is a subjective decision. The choice
is partially governed by the programmer’s assessment of which CMV elements should be
tested more than others. It should be noted that some true/false combinations of CMVE’s
are not feasible due to the definition of the CMV’s and hence cannot be included in test
groups. The test cases that would yield the chosen values of CMV elements can now be
determined from an analysis of the detailed design. This is a slow process involving a trial

and error approach.

For testing the LIP’s deveioped in this experiment, we have developed two test sets.
The first consists of 54 test cases based on program AL3, and the second has 120 test cases

based on program FL1 as detailed below.
CMVE Combinations and Test Cases for Set Number 1

The grouping of CMVE'’s and the number of test cases for the first set is shown in
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Table 2.3. As an example, a breakdown of the eleven true/false combinations chosen for
group 1 is given in Table 2.4. A complete list of The test cases for this set is given in
Appendix B.

It is useful to study the various combinations of CMV elements that are tested by the
54 test cases in set 1. A high degree of concentration of one or more combinations would
indicate an unbalanced test set. Theoretically, the total number of distinct combination is
215, Some of these are not feasible due to interdependencies among the underlying LIC’s

and hence the actual upper bound will be smaller.

The actual combinations tested by these 54 test cases are listed in Table 2.5. We note
that there are only eight redundant test cases; six of these are repeated twice and one
is repeated three times. Thus, we see that this test set is quite efficient in terms of the
coverage of CMV elements.

CMVE Combinations and Test Cases for Set Number 2

The second test set consists of 120 test cases which were developed based on program
FL1. The grouping of CMVE’s and the number of test cases in each group are given in
Table 2.6. As an example, details of the twenty true/false combinations for group number

1 are shown in Table 2.7.
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TABLE 2.3

CMVE Groups and number of Test Cases for Test Set 1

Group Number CMVE’s No. of Cases
1 1,8,13 11
2 29,14 10
3 3,10 6
4 4,11,15 14
5 5 6
6 6 1
7 7 6
TOTAL 54
TABLE 2.4

Combinations of CMVE’s 1, 8 and 13 Tested by

Test cases 1 through 11 of Test Set 1

Expected Values of CMVE’s
Test Case (1) (8) (13)
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TABLE 2.6

CMVE Groups and number of Test Cases for Test Set 2

Group Number CMVE’s No.of Cascs
1 2,9,14 20
2 1,8,13 26
3 3,10 19
4 4,6,11,15 24
5 6 1
6 6,7 16
7 5 14
TOTAL 120
TABLE 2.7

Combinations of CMVE’s 2, 9 and 14 Tested by

Test cases 1 through 20 of Test Set 2

Expected Values of CMVE’s
Test Case (2) (9) (14)
1 T F F
2 T T T
3 T T F
4 F F F
5 F F F
6 T F F
7 T T T
8 T T T
9 T F F
10 T T F
11. T T F
12 T T F
13 T T T
14 T T F
15 T F F
16 T T F
17 F F F
18 F F F
19 T T T
20 T T F

25




3. DESCRIPTION OF DATA

In this section we present the data collected during various phases of development
and testing of the Launch Interceptor Programs. Since the main objective of the study
was reliability comparison, most of the data is about errors detected during testing of the
programs. Before presenting the error data, however, we give the details of test results. The
output of the set of 54 test cases and the number of CMV elements computed incorrectly by
each program, are given in Section 3.1. The structural coverage of the programs provided

by this test set is discussed in Section 3.2

The errors found in each program during development and unit testing and during
development and unit testing and during function testing by 54 test cases are given in
Sections 3.2 and 3.4 respectively. Each of these sets of errors are further categorized into
error symptoms, phases during which error was created, error causes and error types.
Results of error error data from 120 test cases of set 2 and random testing to simulate
the operational environment are described in Section 3.5. Data on the effort expended
during program development, testing and debugging are given in Section 3.6. Finally,

some relevant data about the two text formatting programs is described in Section 3.7
3.1 Results of Test Run

The output of the test run from the 54 test cases of set 1 is shown in Table 3.1. In this
table, there are two rows of entries for each test case. The first row lists the incorrect CMV
elements for a program. The three entries in the second row give respectively the number
of incorrect elements for that test case, the cumulative number of incorrect elements for
all the test cases so far, and the cumulative number of distinct incorrect elements for all
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TABLE 3.1 (continued)
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the test cases upto and including the current one. For example, for test case number 2
and program FL1, there are four incorrect computations, viz, 6F (false), 8T (true), 12F
(false) and 13T (true) while the correct values are 6T, 8F, 12T and 13F, respectively. The
total number of incorrect CMV elements in test cases 1 and 2 is 7 (the above four and
6F, 10T and 13T in test case #1). The total number of distinct incorrect values upto and

including test case 2 is five (GF, 10T, 13T, 8T, and 12F).

The total number of distinct incorrect CMV computations is shown in the last row of
Table 3.1. This number is 15 for FL1, 20 for FL2, 12 for AL1, 9 for AL2, and 10 for AL3.
A summary of the conditions computed by each of the programs is given in Table 3.2. The
entries in this Table give the total number of CMV values computed inco.rrectly by each
program. For example, for FL1 CMV (2) is incorrectly computed as false for a total of six

times, CMV (13) is incorrectly computed as true 10 times and as false 5 times.

The information in Table 3.1 and 3.2 is very useful in assessing the correctness of the

programs as well as in debugging as testing progresses.
3.2 Structural Coverage of the Programs

One measure of test data adequacy is the degree of structural coverage of the pro-
grams. In this experiment such coverage of the Fortran and Ada programs was monitored
with every test case. As an e?cample, consider the Ada program AL3. Various relevent
metrics for this program are listed in Table 3.3. The cumulative numbers and cumulative
percentages of several structural metrics of this program were recorded as a function of

test case number.

The metrics monitored were subprograms, branches, statements (executions), in-
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TABLE 3.2

Number of CMV Elements Computed Incorrectly for each Program

Program FL1
CMV Number TRUE FALSE TOTAL
CMV: 2 0 6 6
CMV: 3 0 2 2
CMV: 4 5 0 5
CMV: 6 0 53 93
CMV: 7 6 0 6
CMV: 8 4 1 5
CMV:10 4 1 5
CMV:11 3 0 3
CMV:12 0 49 49
CMV:13 10 5 15
CMV:14 3 0 3
CMV:15 0 11 11
TOTAL 35 128 163
Program FL2
CMV Number TRUE FALSE TOTAL
CMV:1 1 0 1
CMV: 2 2 3 5
CMV:3 2 43 45
CMV: 4 5 0 5
CMV: 5 16 8 24
CMV: 6 1 0 1
CMV: 7 16 3 19
CMV: 8 9 14 23
CMV: 9 0 30 30
CMV:10 0 24 24
CMV:11 20 0 20
CMV:12 5 0 5
CMV:13 39 0 39
CMV:14 0 8 8
CMV:15 43 0 43
TOTAL 159 133 292
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Table 3.2 (continued)

Program AL1
CMV Number TRUE FALSE TOTAL
CMV: 2 0 8 8
CMV: 3 0 12 12
CMV: 6 1 0 1
CMV: 7 0 8 8
CMV: 9 0 11 11
CMV:10 1 16 17
CMV:11 0 14 14
CMV:14 9 5 14
CMV:15 2 5 7
TOTAL 13 79 92
Program AL2
CMV Number TRUE FALSE TOTAL
CMV: 2 3 0 3
CMV: 3 1 0 1
CMV: 5 0 35 35
CMV: 7 0 32 32
CMV: 9 2 0 2
CMV:10 7 0 7
CMV:11 0 3 3
CMV:14 2 0 2
CMV:15 2 0 2
TOTAL 17 70 87
Program AL3
CMV Number TRUE FALSE TOTAL
CMV: 2 8 0 8
CMV: 3 2 0 2
CMV: 7 1 0 1
CMV: 9 7 0 7
CMV:10 12 0 12
CMV:11 0 5 5
CMV:14 1 2 3
CMV:15 3 2 5
TOTAL 34 9 43
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TABLE 3.3

Several Metrics Program AL3

The total number of lines is: 30»

The total number of lines with comments is: 2435
The total number of lines without comments is: 3563
The total number of blocks for the program being tested is: 31
The total number of branches is: 105

The total number of statements is: 136

The total number of input /output: 0

The total number of IF THEN: 50

The total number of IF ELSE: 12
The total number of CASE: 18.

The total number of LOOP: 0

The total number of WHILE: 0

The total number of FOR: 25

The total number of EXIT WHEN: 0
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put /output statements, IF THEN statements,IF ELSE statements, CASE statements,

LOOPS, WHILE statements, FOR statements and EXIT statements.

The results ot the structural coverage obtained by the 54 test cases for program AL3
are summarized in Table 3.4. The entries in this table represent actual coverage values
and percentages of the totals in the program. For example, test case number 1 executes 31
subprograms (100% of the total number of subprograms), 70 branches (66% of the total)
and 89 executable ststements (65% of total). Other entries in the table can be similarly

interpreted.

It is interesting to note that a very high level of structural coverage is obtained by
a very few test cases. The reason for this lies in the fact that computations of the LIP
programs involve most of the program and hence a small number of test cases can provide

high coverage.
3.3 Error Data During Development and Unit Testing

In the development and unit testing phase, errors were found via compilation attempts,

code-reading and unit test cases. The data collected for each program consists of three

sets of values, viz, number of compilation attempts, number of syntax errors and number

of other errors. These values for the six programs are given in Table 3.5.

Errors listed as other errors were further classified into several categories using a
scheme given in [Selby 85]. These are error symptoms, phases during which errors were
created, error causes, and error types. A breakdown of the other errors in Table 3.5 into

these four categories is shown in Table 3.6.

3.4 Error Data During Function Testing
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CUMULATIVE COVERAGE OF EXECUTED CODE

TABLE 3.4

(Ada Program AL3 Test Set 1)

TC# | SUB,P | BRA,P | STA, P | IOT, IFT,P | IFE,P | CAS,P FOR,P | EXI, P
1 31,100 | 70, 66 89, 65 0, 25, 50 7,58 | 18,100 0 20, 80 0,0
2 300 | 83,79 | 107,78 0, 33, 66 8,66 | 18,100 0, 0 21, 96 0,0
3 31,100 | 83,79 | 107,78 0, 33,66 | 8,66 | 18100 0, 0 24, 96 0,0
4 31,000 | 83,79 | 109, 80 0, 33, 66 8,66 | 18,100 0, 0 24, 96 0, 0
5 31,100 | 84,80 | 115,84 0, 34, 68 8,66 | 18,100 0, 0 24, 98 0, 0
6 | 31,100 | 85,80 | 115, 84 0, 35,70 8,66 | 18,100 0, 0 24, 96 0,0
7 31,100 | 85,80 | 115,84 0, 35, 70 8,66 | 18,100 0, 0 24, 96 0, 0
8 31,100 | 85,80 | 115,84 0, 35,70 8,66 | 18,100 0, 0 21, 96 0, 0
9 31,100 | 8580 | 116,85 0, 35,70 8,66 | 18100 0, 0 21, 96 0, 0
"1 | 30 | 8580 | 116,85 0, 35,70 | 8,60 | 18,100 0,0 | 2196 0, 0
11 31,100 { 85,80 | 116,85 0, 35,70 { 8,66 | 18100 0, 0 24, 96 0, 0
12 31,000 | 85,80 | 116,85 0, 35, 70 8,66 | 18,100 0, 0 24, 96 0, 0
E__L_SUOO 86,81 | 117, 86 0, 36, 72 8,66 | 18,100 0, 0 21, 96 0, 0
| 14 31,100 | 86,81 | 118,86 0, 36, 72 8,66 | 18,100 0, 0 24, 96 0,0
15 31,000 | 86,81 | 118,86 0, 36, 72 8,66 | 18,100 0, 0 24, 96 0, 0
16 31,100 | 86,81 | 118,86 0, 36, 72 8,66 | 18,100 0, 0 21, 96 0, 0
17 31,100 | 86,81 | 118,86 0, 36,72 | 8,66 | 18,100 0,0 24, 96 0,0
18 31,100 | 86,81 | 118,86 0, 36,72 | 8,66 | 18100 0, 0 24, 96 0, 0
19 | 3t00 | 86,81 | 118 86 0, 36,72 | 8,66 | 18,100 0, 0 24, 96 0,0
2 31,000 | 86,81 | 118,86 0, 36, 72 8,66 | 18,100 0, 0 24, 96 0, 0
21 31,100 | 86,81 | 118,86 0, 36,72 | 8,66 | 18,100 0, 0 24, 96 0, 0
22 31,100 | 86,81 | 118,86 0, 36, 72 866 | 18,100 0, 0 21, 96 0,0
23 31,100 | 86,81 | 118, 860 0, 36,72 | 8,66 | 18,100 , 0,0 24, 96 0,0
24 31,100 | 86,81 | 121,88 0, 36, 72 8,66 | 18,100 0,0 21, 96 0, 0
25 31,100 | 86,81 | 121,88 0, 36,72 | 8,66 | 18,100 0, 0 24, 98 0,0
26 atio | 86.81 | 121,88 | o, 36,72 | 8,66 | 18100 0, 0 21, 96 0,0
R 31,100 | 86,81 [ 121,88 0, 36, 72 866 | 18100 0.0 24, 96 0, 0

35




TABLE 3.4 (continued)

"EE?#' JS—UB,P BRA, P STA,P— IOT,P |IFT,P | IFE,P | CAS,P |LOP,P | WHI,P | FOR,P |EX]P
28 31,100 86,81 | 121,88 0, 0 36, 72 8, 66 18,100 0, 0 0, 0 24, 96 0, 0
20 31,100 80,81 | 121,88 | 0, 0 30,72 | 8,00 1800 b(]T n—o,"o— 24, 96 0, 0

{ 30 31,100 86,81 | 122,89 0,0 36, 72 “;?ss_ 75,100 0, 0 0, 0 24, 96 0,0

( 3 31,100 86,81 | 122, 89 0, 0 36, 72 8, 66 18,100 0, 0 0, 0 24, 96 0,0
32 31,100 86,81 | 122, 89 0,0 36, 72 8, 66 18,100 0, 0 0, 0 24, 96 0, 0
a3 31,100 86,81 | 122 °9 0, 0 36, 72 8, 66 18,100 0, 0 0, 0 24, 96 0,0
34 31,100 86,81 | 122,89 0, 0 3672 8, 66 18,100 0, 0 0, 0 24, 96 0, 0
as 31,100 86,81 | 122, 89 0, 0 36, 72 8, 56 18,100 0, 0 0, 0 24, 96 0,0
36 31,100 86,81 | 122, 89 0,0 36, 72 8, 66 18,100 0, 0 0, 0 24, 96 0,0
a7 31,100 86,81 | 122, 89 0, 0 36, 72 8, €6 18,100 0, 0 0, 0 24, 96 0, 0

T .—Sl,lUO 8G, 81 | 122 8 | 0,0 36, 72 8, 66 18,100 0, 0 0,0 24, 96 0, 0
39 31,100 86,81 | 122 89 0, 0 36, 72 8, 66 18,100 0, 0 0, 0 24, 96 0,0
40 31,100 86,81 | 122, %9 0.0 36,72 8, 66 18,100 0, 0 0, 0 24, 96 0.0
11 31,100 86,81 | 122, 89 0, 0 736, 72 8, 66 18,100 0, 0 0, 0 24, 96 0,0
12 31,100 86,81 | 122, 89 0, 0 36, 72 8, 66 18,100 0, 0 0, 0 24, 96 0, 0

iy -37100 86,81 | 122,89 0, 0 36, 72 8, 66 18,100 0, 0 0, 0 24, 96 0, 0

T 31,100 89,81 | 122,89 0, 0 39, 78 8, 66 18,100 0, 0 0, 0 24, 96 0, 0

R 89,84 | 122,89 0, 0 39, 78 8, 66 _151_00 0, 0 0, 0 24, 96 0, 0

40 31,10;)& 89,81 | 122,89 0, 0 39,78 8, 66 18,100 0, 0 0, 0 24, 96 0, 0

a7 | 300 89,84 | 122,89 0, 0 39, 78 8, 66 18,100 0, 0 0, 0 24, 96 0, 0
48 31,100 89,84 | 123,90 0, 0 39,78 8, 66 18,100 0, 0 0, 0 24, 96 0, 0
19 31,100 89,84 | 123,90 0, 0 39,78 8, 66 18,100 0,0 0, 0 24, 96 0,0

s 31,100 89,81 | 123,90 0, 0 39, 78 8. 66 _15;,700_ 0, 0 0, 0 21, 96 0, 0
51 31,100 89,84 | 123,90 0,0 39,78 8, 66 18,100 0, 0 0, 0 24, 96 0,0
52 31,100 89,84 | 123,90 0, 0 39, 78 8, 66 18,100 0, 0 0, 0 24, 96 0, 0
53 31,100 89,84 | 123,90 0, 0 39,78 8, 66 18,100 0, 0 0, 0 21, 96 0,0

| 51 31,100 89,84 | 123,90 0,0 39,78 8, 66 18,100 0, 0 0, 0 21, 96 0, 0

-->
W 73 Supragrans ior <23 foor
STA --> Statements FOR -—; ‘ggéLE
I0T --> Input/Output EXI --> EXI
IET --> IF THEN P - p T
IFE --> IF ELSE eércent
CAS --> CASE
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TABLE 3.5

Error Data During Compilation, Code Reading & Unit Testing

Error Data
Category FL1 FL2 FL3 ALl AL2 AL3
Number ot
compilations 33 39 32 20 35 31
Syntax Errors 20 27 17 30 25 18
Other Errors 24 28 10 8 7 4
TOTAL Errors 44 55 27 38 32 22
TABLE 3.6
Breakdown of errors into various catregories
Development and Unit Testing
Category Sub-category FL1 | FL2 | FL3| AL1jAL2} AL3
Error Overflow/Underflow 5 3 2 0 0 2
Symptoms Access Violation 0 0 0 0 0 0
Infinite Loop 0 0 0 3 0 0
Wrong Result 19 23 8 5 7 0
Constraint Error 0 2 0 0 0 2
Step
During Spec. Reading 0 0 0 0 0 0
which Design 2 13 4 4 0 0
Error Coding 22 15 6 4 7 4
Created
Programmer Error 11 5 3 0 3 4
Previous Fix 3 5 0 0 0 0
Misunderstanding
Language 3 1 0 0 0 0
Error Communication
Causes Failure 0 0 0 0 0 0
Incorrect
Specification
Implementation 6 8 2 4 2 0
Clerical 1 5 2 4 2 0
Spec. Unclear 0 4 3 0 0 0
Error Initialization 0 0 0 1 0 0
Types Computation 1 9 3 4 4 0
Control 5 10 3 0 1 1
Interface 8 3 2 0 0 1
Data 10 6 2 3 2 2
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Next we present the results of testing the LIP’s using 54 test cases of the first test
set. As mentioned earlier, correctness of a computed CMV element was determined by
checking it agains* the expected value whenever possible. For other elements, majority of
the five computations was taken to be correct. Recall that the sixth program (FL3) was

tested after the other five had been corrected for errors revealed during testing.

Each program was first executed for the 54 test cases with an output as shown in Table
3.1. The errors causing the incorrect symptoms due to test case 1 were then isolated. The
programs were debugged for these errors and run for the remaining 53 test cases. Errors
causing incorrect symptoms for test case 2 were removed next and the programs run for the
next 52 test cases. This process was continued until no incorrect symptoms were observed.
The number of errors found by the various test cases were recorded as shown in Table 3.7.
We note that the total number of errors found by the 54 test cases are 16, 18, 15, 5, 4 and
4 for programs FL1, FL2, FL3, AL1, AL2 and AL3 respectiv:iy. It is interesting to note
that all the errors in Ada programs were found by 13 test cases while it took 37 test cases
to find all the errors in the Fortran programs. These numbers will of course be different if

the same 54 test cases were run in a different order than used here.

The above errors were further examined and categorized according to the classification
used in Section 3.3. The breakdown into these categories and subcategories is given in Table

3.8. Further analysis of this data will be discussed in Section 4.
3.5 Results from Test Set 2 and Random Test Cases

A total of 120 test cases from test set 2 were run on the five LIP’s and the results
recorded in the same way as for test set 1. However, we found it unnecessary to remove
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TABLE 3.7

Number of Errors found by Various Test Cases

Number of errors

Test Case FL1 FL2 FL3 | AL AL2 | AL3
1 4 5 5 1 3 1
2 1 2 2 1 1
3 4 1 1
4 3 2
9 2 2 2
13 1 2 2
15 1 2
18 3 1 3
20 1 1
25 1 1
37 1
TOTAL 16 18- 15 5 4 4
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TABLE 3.8

into various categories

Breakdown of errors found duiing function testing

Function testing by Test Set 1
Category Sub-category FL1 | FL2 | FL3 | ALl | AL2 | AL
Error Overflow/Underflow 1 4 0 0 1 0
Symptoms Access Violation 0 0 0 0 0 0
Infinite Loop 0 0 0 0 1 0
Wrong Result 15 14 15 5 2 4
Constraint Error 0 0 0 0 0 0
Step
During Spec. Reading 0 0 0 0 0 0
which Design 5 7 4 3 3 3
Error Coding 11 11 9 2 1 1
Created i

Programmer Error 4 10 9 0 1 0
Previous Fix 2 0 2 0 0 0

Misunderstanding
Language 1 0 0 0 0 0

Error Communication
Causes Failure 0 0 0 0 0 0

Implementation
of Specifications 6 4 2 2 3 3
Clerical 3 4 2 2 0 1
Spec. Unclear 0 0 0 1 0 0
Error Initialization 0 0 0 0 0 0
Types Computation 4 6 5 2 1 4
Control 6 4 4 0 2 0
Interface 5 1 1 0 0 0
Data 1 7 5 3 1 0
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errors from the programs since most of the incorrect CMV values were caused by the same
errors that had already been detected by 54 test cases of set 1. In order to get maximum
information about the error content of the programs, we decided to run 120 test cases on
the five LIP versions that had been corrected for all errors detected by test set 1. This run
revealed 1 new error each in FL1 and FL2. No additional errors were found in the Ada

programs.

Two sets of random test cases were run on the five LIP versions after removing all
errors indicated by 54 test cases of set 1. The objective was to simulate the operational

environment for these programs and study their reliability.

The first set consisted of 100 random test cases. These were generated by assuming
a uniform distribution of the number of points over the range 2 to 100. Various other
values of the number of intermediate and number of consecutive points were generated by
assuming a uniform distribution over the corresponding range. For example, suppose the
generated value of the number of points for a test case is 10. Then the value of N-PTS

was chosen from a uniform distribution over (3-10).

The values of (x,y) coordinates and other input variables, such as LENGTH1, were

generated from uniform distributions on the range (0.0-100.0).

The set of 1000 random test cases was generated from uniform distributions similar
to those for 100 random test cases, except that the ranges of (x,y) and variables such as

LENGTHI1 were taken to be (0.0-10.0).

Results of executing the six LIP’s for the 100 and the 1000 random test cases are given
in Table 3.9.

41




TABLE 3.9

Number of Errors Detected by Random Test Cases

Number of Incorrect Unique CMV Elements
Test Set FL1 | FL2 | FL3 | AL1 | AL2 | AL3
100 Cases 2 0 1 1 0 0
1000 Cases 2 0 1 0 0 0
TOTAL 4 0 2 1 0 0
TABLE 3.10

Time spent during development, Unit Testing and Debugging

Time spent, hours

Activity FL1 FL2 | FL3 | AL1 | AL2 | AL3
Specification Reading b) 6 6 10 10 6
Design 15 10 12 16 14 19
Coding 27 25 22 20 18 16
Subtotal 47 41 40 46 42 41
Unit testing
and debugging 41 31 19 10 16 18
Unit Test Case
Generation 45 53 25 20 15 30
Subtotal 86 84 44 30 31 48
TOTAL 133 125 84 76 73 89
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3.6 Effort Data During Program Development

Data on the amount of effort expended during various phases of LIP development

were collected for each program version and are summarized in Table 3.10.

In each case, the figure for specification reading is the total time spent in reading and
re-reading the specification document. The effort reported for design activity includes the
development of high-level and detailed designs. Entries in this category include the time
for the development of algorithms for various geometric functions but exclude the time

spent in reviewing the basic formulae for such calculations.

Coding time is the number of hours spent in writing the code from a detailed design.
It does not include the time required to review or learn the features of Fortran or Ada

languages. However, editing time is included in this category.

Unit testing and debugging time encompasses compilation time and debugging of
syntax errors, execution of unit test cases and the time taken to remove the errors exposed
by these test cases. Time for occasional code- reading and removal of errors found during
code-reading is also included. Note that the times for FL1 and FL2 are substantially larger
than for the other versions. This is so because structure-based testing was done for these

two programs while the other versions were tested using function-based tests.

The time spent in generating unit cases for each program is also given in Table 3.10.
Again we note that the time taken for FL1 and FL2 is substantially higher than for the

other programs.
Testing and Debugging Effort: Test Set 1

Next, we present data on the amount of effort required to isolate and remove the
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errors detected by the 54 test cases of test set 1 The time required to develop these test
cases was 105 hours.

The total effort requirted for each program is given in Table 3.11. Breakdown of the
effort for error isolation and removal is given in Table 3.12 and 3.13 respectively. As seen
from these tables, most of the errors were detected and fixed in less than one hour each.
In general, error detection times are much longer than the corresponding error removal
times.

3.7 Data on Text Formatter

Two versions of the text formatter problem were implemented, one each in Fortran
and Ada. Some relevant metrics about the two programs are summarized in Table 3.14.
We note that these are fairly small programs and make use of the usual Fortran and Ada
features.

Both of these programs were tested using black-box or structure independent testing.
The number of errors found during unit and function testing in the two programs are given
in Table 3.15. Since the number of errors is very small, further analyses of this data are
not likely to provide additional useful information about the relative effects of Fortran and

Ada on program reliability and hence were not pursued.
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TABLE 3.11

Testing and Debugging Effort

Testing and Debugging effort

Effort(hours) FL1 | FL2 | FL3 | ALl |AL2{ AL3
Error Isolation 35 22 18 8 ) 5
Error Removal 11 12 8 3 2 2

TOTAL 46 34 26 11 7 7
TABLE 3.12

Distribution of Time to Isolate Errors

Detected by Test Set 1

Number of Errors in LIP

DurationY FL1 FL2 FL3 | AL1 | AL2 | AL3
0-1 10 12 9 4 2 2
1-4 3 5 4 1 2 2
4-8 2 1 2 0 0 0

8+ 1 0 0 0 0 0
* (in hours)
TABLE 3.13
Distribution of Time to Fix Errors
Detected by Test Set 1
Number of Errors in LIP

Durationt FL1 FL2 FL3 ALl | AL2 | AL3
0-1 14 16 14 5 4 4
1-4 2 2 1 0 0 0
4-8 0 0 0 0 0 0

8+ 0 0 0 0 0 0

* (in hours)
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TABLE 3.14

Some Metrics of Text Formatter Programs

Source Lines

126

Lines with comments

10

Lines w/o comments

116

Packages

0

Subprograms

6

Subroutines

Procedures

Functions

Tasks

[en] Rew) X ep)

Executable Statements

4

IF

IF THEN

IF ELSE

CASE

LOOP

WHILE Loop

FOR Loop

EXIT WHEN

Exceptions

Raise

Goto

Cclocio|Io|uo|o|e|nw I Clc

Do Loop

TABLE 3.15

Error Data on Text Formatted Programs

Category Fortran Ada
Unit Testing ) 3
Function Testing ) 3
TOTAL 10 6
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4. DATA ANALYSES AND RELIABILITY COMPARISON

In this section we compare the reliability of the Fortran and Ada programs based on
the data given in Section 3. We first discuss the program characteristics, development
environment and the adequacy of test cases used in this study. Then, we provide detailed

analysis of the data to assess and compare program reliability.

Specifically, characteristics of the program are discussed in Section 4.1, adequacy of
the test cases in Section 4.2 and the effect of errors on the number of incorrect CMVE's

in Section 4.3.

A discussion of the reliability measures relevant to this study is given in Section 4.4.
The key measure is tiie uuraber of errors detected during various phases. A comparative
assessment of the Fortran and Ada program reliability based on this measure is presented
in Section 4.5. A further comparison for selected error categories is given in Section 4.6.
An analysis of the effort data on development, testing and debugging times is given in

Section 4.7. Finally, a summary of the comparison results is given in Section 4.8.
4.1 Program characteristics and development environment

As noted in Section 2, the programs in this study were developed in a university
environment by graduate students in computer engineering. The main computer system
used was a VAX 11/785 running under a VMS operating system. Both the Fortran and Ada
compilers were supplied by DEC. No software development tools were available. A software
package, MATCHER, was developed for checking the correctness of CMV elements during

testing. Also, an Ada structural coverage program was used in this study.

The programs averaged about 640 lines in length with an average of 195 executable
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statements. Several Ada language features, such as packages and exceptions were used in

the Ada versions (see Table 2.2).

The programmers had experience in various programming languages for a total of 5 to
9 years (see Table 2.1). The intermediate Fortran programmers had an average experience
of about 1.5 years in Fortran, and the intermediate Ada programmers had about 0.8 years
of experience in Ada. The advanced programmers’ experience in Fortran and Ada was 4
and 3 years respectively. Based on the above, it is reasonable to assume that the differences
observed in the reliability characteristics of the programs written by the programmers can

be attributed to the languages.
4.2 Test Case Adequacy

The hybrid functional-strucural approach used for LIP testing was intended to provide
a good coverage of the program codes as well as their functions. All the programs were
tested for the 54 test cases of Set 1 as discussed in Section 2.5 . One measure of adequacy
of a test set is the number of different CMVE combinations tested and another measure
is the code related coverage. The adequacy of this test set in terms of these measures is
seen from Table 2.5. We note that the 54 test cases executed 46 different combinations
of CMVE’s. Further, as seen in Table 3.4 , the structure! coverage provided by these test
cases is very high. As an exaxﬁple, for program AL3 88% of executable statements, 81%

of branches are executed by this test set. Similar high coverages were obtained for other

programs. Based on such high values of functional and structural coverage, we feel that the

test case selection approach developed in this study was very effective in revealing errors.

4.3 Effect of Error Removal on CMVE’s
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The results of program testing, as indicated by the number of incorrect CMVE’s
computed by each test were given in Table 3.1 for test set 1. As indicated in that Table,
the number of incorrect CMVE’s based on test case 1 for say, FL1 was 3 and for AL2 was
2. The total incorrect CMVE's, including repetitions, were 163, 292, 92, 87 and 43 for
FL1, FL2, AL1, AL2 and AL3, respectively. A plot of the cumulative number of incorrect
CMVE’s versus test case number for FL1 is shown in Figure 4.1. It seems to follow a

homogeneous Poisson process with respect to test case number.

Debugging of the programs was undertaken until all CMVE’s were correctly computed
by each program. For example, four errors were found in FL1 which were causing three
incorrect CMVE’s for test case 1. Similarly, three errors in AL2 were giving two incorrect
CMVE’s. The number of errors removed for each program to correct the CMVE’s for
test case 1 were given in Table 3.7 . Each program was run for the 54 test cases after
rémoval of errors for this test case. The resulting incorrect CMVE's for various test cases
are shown in Table 4.1. A plot of the cumulative number of incorrect CMVE’s for FL1
versus test case number is given in Figure 4.2. We note that for this program, removal of
four errors resulted in a reduction of incorrect CMVE'’s from 163 to 50. In other words,
a large number of CMVE’s were being incorrectly computed due to the presence of these

four errors. Similar results were found for the other programs.

The above results can be used to determine the effect of debugging on the number of

subsequent incorrect computations.

As indicated in Table 2.7, all CMVE’s were computed correctly after removing 16, 18,
15, 3. 4 and 4 errors in FL1, FL2, FL3, AL1, AL2 and AL3, respectively.
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Table 4.1

ERROR DETECTION FORM

TC # FL1 FL2 ALl AL2 AL3
1 12T
11 00 00 0'() 0‘0
I 2 8T gF 11F 12F 15T 14T 15T
01 55 11 11 0 0-—‘
_3 2F 3F 7F 8T 9F 11F 15T 9F 11IF
23 510 23 01 00
4 ST gF 1OF 11F 15T I0F 1iF 14T )
03 515 a6 0 l_——r—;(;~
5 7T 9F 10F 11F 15T 10F 14T
03 520 28 01 00
6 8T 9F 10F 11F 13T 14F 15T 10F 15T
03 7071 210 01 00
7 9F 10F 11F 13T 15T 10F
03 532 t11 a1 00
8 9F 7T 8T 13T oF
14 335 112 01 00
o | T iR | R )
04 237 2 14 01 00 |
10 2F 10F 13T 2F 7F N
15 2 39 216 01 00
1 7T 8T 10F 13T
05 443 016 01 00
12 10F 11F 15T 10F 9T 9T
05 3 46 117 12 11
13 14T 15F 3F 5T 9F 10F 11F 7F 14T J
27 551 219 02 01
14 2T ST IOF 11F 13T 15T 7F 10F T 9T
07 6 57 22 02 23
15 7T OF 13T 14F 9F 9F 14F
07 4 61 324 02 03
16 oF 5T 7T OF 13T oF OF
18 465 226 02 03
17 2 ST 7T 9F 13T 14F oF OF 14F
19 570 329 02 03
—18 _7T 15F 7T 10F 11F
B 211 373 029 02 | 03 }
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Table 4.1 (Continued)

TC # FM FH AT AF AE
L19 ST OF 10F L1F 13T I4F 15T | OF 1OF 14F
011 7 80 332 02 03
Cw | uT | 2T 10F 15T 2T 11T
] 112 383 032 02 25
a | ST 10F 11F 15T 9T 14T 9T 14T
012 187 0 32 24 27
|22 12T 15F 10F 11F 13T 10F 15F
214 390 2 34 04 07
23 ST OF 11F 13T I4F 15T 7F 11IF 14F
o | 6 96 2 36 04 18
24 8T 13T
014 2 98 0 36 04 08
i5 oF 3F ST 7F 9F
}' 216 2 100 137 04 08
D oF 3F SF 8T 10F 13T 9F 10F
L as 1104 2 39 01 o8
{ _;ji,!_m sF 9T ST 7T 1IF 13T 15F 10T 2T 9T 10T
{19 5 109 140 15 3n
N 5T OF 1IF 7F 14T 10T 10T
.8
2 21 3112 2 42 16 112
20 9F 11F 13T 15T 10T 10T
. 021 1116 0 42 17 113
T | atur 4T SF OF 15T 7F T 10T 10T
a2 1120 2 44 18 114
T m uT SF OF 13T 15T 10T 10T UT
121 4124 044 19 216
T | atur 7T 8T 13T 15T nT
2 26 1128 044 09 117
T 14T 15F ST OF 1IF 13T | 9OF 11F 15F 14T
208 | 1132 347 110 017
34 9F 11F 13T 14F 15T | 9F 1IF 14F
B 028 5137 3 50 010 017
ma_.s—“;ir 7T 1T 4T SF 7T 8T OF 13T 15T oF
331 7 144 151 010 017
Er; Tw‘:;xfsim 7F 9F tIF 9F 9F (0T | 10T LIF I5F _
132 3 147 253 111 320
I B
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Table 4.1 (Continued)

{'fc_v’é i _fM_ | _FH AT AF _AE
37 ST 8T 9F 11F 13T 15T 15T 1F
i o n 32 B 6 153 1 _5!_ (; 11 1 Ql—
38 | 4TTTOT | 2TATSFITBTIST | 10T 11T 15T | 2T 10T
] ass 6 159 0 54 3 14 2
39 AT 11T A—d'l' 7.’)[" TF 8T 9F Al()F ]3‘1?7147!;“;5;“ ' - R or . HF
2w 9 168 o054 (s | res
}_.,_ —
10 1T 1T AT SF 13T 15T
230 1172 0 54 015 02t
T 1SF | ST T 9F 10F UIF 18T R
o 140 6178 0 54 015 2 26
e T ST 10F 1IF 13T 15T | 2 LIF 4T 15T
- 141 5 183 2 56 015 2 8
i 13 LOF gF 10F 11F 15T 9F 15T
T 142 4187 157 015 129
T 7F 8T
o 012 2 189 057 015 | o
5 | orsriar 5T 7F 8T o B
! b I - S
l 315 3192 057 015 029
yzﬁ i -:E jlu_w 8F 9F IOF HIF 15T 1F L wsT
‘ B f 015 L _ 5197 158 015 130
' oF L5F ST 7F 8T 10F 11F 13T | 2F 7F I5F 9T
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4.4 Reliability Measures

Reliability is generally defined as the ability of a programn to perform its intended
function in the specified environment. Since its true value cannot be determined, the
number of errors found during development and testing can be used to assess prograui:
reliability. There are at least two ways to interpret such numbers. One 1s to consider a
large value of detected errors as an indicator of high reliability, on the assumption thiu
only a few errors are likely to be still remaining in the program. Another interpretation
would be to consider a high value as a sign of error proneness and hence low reliability.

because many more errors may not have been detected.

There 1s no general way to determine which, is either, of these viewpoints is correct.
However, if two programs represent implementation of the same specification and are
subjected to the same level of testing, the one with a larger number of detected errors i-
likely to be less reliable since it tends to indicate a poorer development approach and low
software quality. Furthermore, error detection and removal does consume resources and
hence a program with smaller number of intrinsic errors is clearly more desirable than the

one with a larger error content.

In this study, we have considered several implementations of the same problem which
were then subjected to the same test cases. Therefore, we can use the number of detected
errors as a measure of program reliability. It is this measure that is used in Section 4.5 for

reliability comparison.

Further, the structure and features of the langnage used can affect the number of
errors due to design and coding as well as due to the programimer. Thus, a comparson
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of the errors due to such causes can be used as an indicator of their relative reliability of
programs in the languages. Another measure of reliability can be based on various types
of errors. Specifically, a comparison of interface, control and data errors detected in these
programs can provide additional useful information for purposes of reliability assessment.
Reliability comparisons based on several error causes and error types are discussed in

Section 4.6.
4.5 Reliability Comparison based on Total Errors

The number of errors detected during various phases of LIP development are summa-
rized in Table 4.2. It lists the errors found during development and unit testing, function
testing, testing for set 2 of 120 test cases, and testing for 100 and 1000 random tests.
The data are grouped separately for intermediate and advanced programmers. We now

determine the reliability characteristics of these programs based on the above data.
4.5.1 Errors in all Phases

If we assume that the errors found in various phases are of equal importance, we can
use the total number of errors as a measure of program quality. Plots of the cumula-
tive number of errors versus development phase are shown in Figures 4.3 and 4.4 for the

programs by the intermediate and advanced programmers, respectively.

We note that the totals for FL1, FL2, AL1 and AL2 are 44, 47, 14, and 11, respectively.
Since the programmers of these versions have almost the same level of experience, these
values tend to indicate a much better quality of the programs in Ada compared to those
in Fortran. A similar conclusion can be drawn from the cumulative number of errors for

the advanced programmers.




TABLE 4.2

A Summary of the number of Errors found in various Phases

Number of errors

Phase FL1 FL2 ALl AL2 FL3 | AL3
Development &
Unit Testing 24 28 8 7 10 4
Function Testing 16 18 ) 4 15 4
Subtotal 40 46 13 11 25 8
Operational
Testing
120 Test Cases 1 1 0 0 1 0
100 Random 1 0 1 0 1 0.
1000 Random 2 0 0 0 0 0
Total after
Function Testing 4 1 1 0 2 0
Total for
all phases 44 47 14 11 27 8

o7




CUMULATIVE NO. OF ERRORS

FL 2
(o]
Ful
40|~
30—
20
10
-
0 I |
DUT FT  OT

50}
40|
30}
20 |-
ALI
2
10—
0 | 1
DUT  FT oT

Figure 4.3. Cumulative Number of errors over Development Phases:

Intermediate Programmers

58




@
|

FL3

N
@

O

NUMBER OF ERRORS

@)

DUT FT oT

Figure 4.4. Cumulative Number of Errors over Development Phases:

Advanced Programmers

59




Sometimes it is useful to consider the error counts by normalizing for program size.
For this purpose we compute the number of errors per 100 non-comment lines of code,i.e.,
the error density. These values, obtained from the size data in Table 2.2 and the error
data in Table 4.2, are given in Tablie 4.3. A comparison of the values in the last row of
this table also tends to indicate a higher quality of the Ada programs.

Next, we compute program reliability based on the average number of errors and
average error density. The values of these quantities for the Fortran and Ada programs
are summarized in Table 4.4. We note that on the average the Ada programs in this study

have about 70% less error than the Fortran ones.

Finally, we show the error density values as the results of a 22 factorial design in Figure
4.5. From this we compute the main and interaction effects of language and experience

level on error density as below:

Main effect of language = 1/2[(2.2 + 1.3) - (9.6 + 6.2)] = -6.15

Main effect of experience = 1/2[(6.2 + 1.3) - (9.6 + 2.2)] = -2.15

Interaction effect between languages and experience

= 1/2((9.6 + 1.3) - (2.2 +6.2)] = 1.25

The above values are interpreted as follows. The average effect of Ada versus Fortran
is to reduce error density by 6.15 units and of advanced versus intermediate programmers

is to reduce error density by 2.15 units. The interaction effect between languages and

experience is 1.3 units.
4.5.2 Errors during development and function testing

Since the contribution of errors during operational testing is very small, we now an-
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TABLE 4.3

Number of Errors per 100 Non-comment Lines

Number of errors
Phase FL1 FL2 ALl AL2 FL3 AL3
Development &
Unit Testing 4.36 6.64 1.27 1.41 2.28 0.67
Function Testing 291 4.27 0.79 0.80 3.42 0.67
Subtotal 1.27 10.90 2.06 2.21 5.70 1.34
Operational
Testing
120 Test Cases 0.18 0.24 0.0 0.0 0.23 0.0
100 Random 0.18 0.0 0.16 0.0 0.46 0.0
1000 Random 0.36 0.0 0.0 0.0 0.0 0.0
Total after
Function Testing 0.72 0.24 0.16 0.0 0.46 0.0
Total for
all phases 8.0 11.14 2.22 2.21 6.16 1.34
TABLE 4.4
Average of Total Errors and Error Densities
(All Phases)
Average of all Phases
Programmers F A F-A (F-A)/Fx100
Intermediate Average Number
of Errors 45.5 12.5 33.0 72.5
Average Error
Density 9.6 2.2 74 77.1
Advanced Average Inumber
of Errors 27 8 19 70.4
Average Error
Density 6.2 1.3 4.9 79.0
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alyze the error data from development and functional testing phases only. The average
error densities for this case are shown in Figure 4.6 as the results of a 22 factorial design.
The main and interaction effects for this case are obtained as follows:

Main effect of language = 1/2[(2.1 +1.3) - (9.1 + 5.7)] = -5.7

Main effect of experience = 1/2[(5.74+1.3) - (9.1+2.1)] = -2.1

Interaction effect of language and experience

= 1/2((9.1 +1.3) - (2.1+5.7)] = 1.3

We can also assess the precision of these effects by obtaining an estimate of their error

variance. This is done from the replicated data in Table 4.3 as follows:

V(Effect) = 3/4 V(Subtotal),

V(Subtotal) = 1/2[(10.90 - 7.27) + (2.21 - 2.06)] = 1.8

V(Effect) = 1.35 with 2 degrees of freedom

The values of the effects with one standard deviation are:

Main effect of language = -5.7-1.35to -5.7+1.35

Main effect of experience = -2.1 - 1.35 to -2.1+1.35

Interaction effect between language and experience

=1.3-1.35t0 1.3+1.35

Clearly from the data analyzed here, language does have a significant effect on the
number of errors detected during development, unit and functional testing.

4.5.3 Errors During function and Operational Testing

It can be argued that the errors found during development and unit testing are not

truly representative of program reliability and should be excluded from comparison. For
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functional and operational testing phases, the average number of errors and error densities
are given in Table 4.5.

Using average error density as a measure, the results for the 22 factorial design are
shown in Figure 4.7. From this data, the average effects are obta.ingd as follows:

Main effect of language = 1/2[(0.88-4.07)+(0.67 -3.88)] = -3.20

Main effect of experience = 1/2[(3.88-4.07)+(0.67-0.88)] = -0.20

Interaction effect between language and experience

= 1/2[(4.07+0.67) - (0.88+3.88)] = 0.20

Based on both the data in Table 4.5 and the main effect of language, we again note
that the Ada programs are about 75% less error-prone than the corresponding Fortran
programs.

4.5.4 Errors during Operational Testing

Errors found during operational testing alone can be considered to be another good
measure of reliability. One can correctly argue that this measure represents the true
reliability of the programs in operation.

The relevant data for this case is summarized in Table 4.6. Again, the relatively higher
reliability of the Ada programs is clearly seen from the data given here.

4.6 Reliability Comparison based on Error categories

While the total number of errors provides a good measure of reliability, additional
information about program reliability can be obtained by analyzing errors for selected
categories. In this section we compare the reliability of Fortran and Ada programs with

respect to errors created during design and coding, errors due to programmers and data
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TABLE 4.5

Average Number of Errors and Error Densities

(Functional and Operational Testing)

Functional Operational Testing

Programmers F A F-A (F-A)/Fx100
Intermediate Average Number
of Errors 19.5 5.0 14.5 74.4
Average Error
Density 4.07 0.88 3.19 78.4
Advanced Average Number
of Errors 17 4 13 76.5
Average Error
Density 3.88 0.67 3.21 82.7

TABLE 4.6

Average Number of Errors and Error Densities

(Operational Testing)

Operational Testing

Programmers F A F-A (F-A)/Fx100
Intermediate Average Number
of Errors 2.5 0.5 2.0 80.0
Average Error
Density 0.48 0.08 0.40 83.3
Advanced Average Number
of Errors 2 0 2 100
Avecrage Error
Density 0.46 0.0 (.46 100
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eIrTors.

The errors found during unit and function testing for these and other categories were
given in Tables 3.6 and 3.8 respectively. Some relevant data from these tables are sum-
marized in Tables 4.7 and 4.8. Table 4.7 gives the total and average number of errors in
stated categories for both the unit and function testing phases. For example, the total
number of programmer errors during unit and function testing for programs FL1 and FL2

1s 22 with an average of 11 errors per program.

Table 4.8 is a summary of error data simular to that of Table 4.7 except that the

numbers here are for function testing alone.

We note that the percentage differences in the errors between Fortran and Ada pro-

grams indicate a substantially higher reliability for the programs in Ada.
4.7 Analyses of Effort Data

Two categories of effort data were collected in this study as described in Section 3.6.
The first category was the development, unit testing and debugging effort. Times spent in
these activities for the six programs were given in Table 3.10. The data about the second
category, the testing and debugging effort, was listed in Table 3.11. Further breakdown
of this data into error isolation and error removal times was given in Table 3.12 and 3.13

respectively.

Plots of the development effort data for different development phases are shown in
Fieures 4.8 and 4.9 for the intermediate and advanced programmers, respectively. Recall
that structure based unit testing was done for many of the modules in FL1 and FL1. That
is why the unit test case generation and unit testing and debugging times are so high for
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TABLE 4.7

Total and Average Errors for selected categories

during Unit and Function Testing

Error Categories
Design Coding Programmer Data
Total 27 59 30 24
Fortran
Average 135 295 15.0 12.0
[ntermediate
Total 10 14 4 9
Ada
Average 5.0 7.0 2.0 4.5
Average Percentage
Difference 62.9 76.3 86.7 375
Fortran Total 10 15 12 7
Advanced
Ada Total 3 5 4 2
Percentage
difference 70.0 66.7 66.7 71.4
TABLE 4.8
Total and Average Errors for selected categories
during Function Testing
Error Categories
Design I Coding Programmer Data
Total 12 22 14 8
Fortran
Average 6.0 11.0 7.0 4.0
[i:termediate
Total 6 3 i 4
Ada
Average 3.0 1.5 0.5 2.0
Average Percentage
Difference 50.0 86.4 92.9 50.0
Fortran Total 6 9 9 5
Advanced
Ada Total 3 1 0 0
Percentage
difference 50.0 88.9 100 100
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these two programs. If we ignore the effort on these two activities, we note that the times
spent on specification, design and coding for all the programs was very close to each other.
In other words, except for the unit testing activity, there was no significant difference in
the development efforts of the Fortran and Ada programs. However, if we include unit

testing, FL1 and FL2 took about 60% longer than the other programs to develop.

The function testing for all programs was done using the same test cases and hence
the effort was almost identical. The times spend in isolating and removing the errors found
by the 54 test cases of set number 1 varied significantly among the programs as seen in
Table 3.11. These data are plotted in Figure 4.10. Clearly, the Fortran programs took

much longer to correct than the Ada programs.

To compare the relative ease of detecting and correcting errors in the Fortran and
Ada programs, we now analyse the data in Tables 3.11 and 3.12. These data are plotted in
Figures 4.11 and 4.12 respectively. From Figure 4.11 we note that errors in Fortran took
longer to isolate chan in Ada. Similarly, from Figure 4.12, we see that all of the Ada errors
were fixed in less than one hour each while some errors in Fortran programs took up to
four hours each to fix. Overall, the testing and debugging effort for the Fortran programs

was much higher than for the Ada programs.
4.8 Summary of Reliability Comparisons

In the previous Sections, we provided a comparative assessment of the relative reli-
ability of Ada and Fortran programs. For this purpose, we employed measures such as
number of errors, error density, error causes and error types. In this Section, we provide a

summary of these comparisons.
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A listing of the percentage differences between the number of errors in the Fortran
and Ada programs is given in Table 4.9. The values in this Table are obtained from the
analyses in Sections 4.5 and 4.6. A study of the data in this table clearly indicates that

the Ada programs are about 7G% less error-prone than those in Fortran.

76




TABLE 4.9

A Summary of Reliability Comparisons

Percentage Difference

Category Intermediate Advanced
Total Errors

All Phases 72.5 70.4
Development and

Functional Testing 72.1 68.0
Functional and

Operational Testing 4.4 76.5

Operational Testing 80.0 100.0
Error Density

All Phases 76.9 77.2
Development and

Functional Testing 75.9 76.5
Functional and

Operational Testing 78.4 82.7
Error Causes:All phases

Design 59.0 62.5

Coding 79.0 75.0

Programmer 86.7 66.7
Error Types:All Phases

Control 92.0 85.7

Interface 100.0 66.7

7




5. CONCLUSIONS AND RECOMMENDATIONS
5.1 Conclusions

The main objective of this study was to experimentally assess and compare the effects
of Ada and Fortran languages on program reliability. Towards this objective, six versions
of one problem and two of another were implemented by six different programmers; three

of them programmed the Fortran and three the Ada versions.

The experimental design employed here was a subset of a 23 full factorial design, i.e.,
a design in three variables, each at two levels. The variables and their levels were language
(Fortran and Ada), programmer experience (intermediate and advanced) and application
type (scientific and text processing). For reasons discussed earlier, the main emphasis
was on the data from a 22 factorial design in two variables, language and programmer
experience. Some of the experimental points in this design were replicated to determine
precision of the effects of language and experience on program reliability. The scientific
problem used here was the Launch Interceptor Program (LIP), a simple but realistic, anti-
missile system. The programmers were graduate students in computer engineering with

varying degrees of experience in programming languages.

All versions of LIP were subjected to the same functional and operational test cases.
For function testing, the test cases were developed manually using a hybrid of structure
dependent and specification dependent techniques. Some operational test cases were de-
veloped in a similar fashion and some were randomly selected. The methodology for
developing test cases used here was very effective in providing a high level of functional
and structural coverage of the programs. Since it was not feasible to determine the oracle

78




for testing the LIP’s, a variation of majority-voting technique was employed which proved

to be very effective in error detection and isolation.

Data o errors were collected during development and unit testing, function testing
and operational testing. Some data on design and code metrics, as well as on structural
coverage during testing, were also recorded. The key measure of reliability used in this

study was the number of errors found during various development phases.

Reliability comparisons between Ada and Fortran programs were based on the to-
tal number of errors, as well as on the number of errors found during development and
functional testing, functional and operational testing and operational testing. Some com-
parisons were also based on error density, the number of errors per 100 non-comment
lines of code. Further analyses were done for some error causes as well as for error types.

Folluwing are the main results of these analyses.

The total number of errors in the Ada programs was about 70% less thaa in the
Fortran program. If errors during development and unit testing, were excluded,i.e., if only
functional and operational testing data were considered, the Ada program had about 78%
less errors. Similar differences were found when comparing the number of errors during

different phases and due to error causes and error types.

Using error-density during development and functional testing as a measure, the av-
erage difference between Ada and Fortran program was 5.7 errors per 100 non-comment
lines with a standard deviation of 1.35 units. The effect of programmers’ experience was
to reduce error density by 2.1 with a standard deviation of 1.35 units. If data during
functional and operational testing alone is considered, then the Ada programs had 3.20
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less errors per 100 non-comment lines.

Regarding the development effort, the time spent in specification reading, design and
coding was almost the same for all programs. However, unit testing efforts differed due to
differences in the extent of such testing. Analyses of the data on error isolation and cor-

rection indicated that the Ada programs were easier to debug than the Fortran programs.

Given above are the main important results of this study. What the above numbers
mean is that there is a statistically significant evidence in support of higher reliability of
Ada programs. The extent of the difference in reliability, however, is likely to vary from

one application to another and across different development environments.
5.2 Recommendations

The results of this study were based primarily on several implementations of one sci-
entific program written by student programmers. The claim of higher reliability of the Ada
programs was fcund to have statistically significant evidence in this experiment. However,
the ey =nt of this difference is likely to change with different types of programs written by
relatively more experienced programmers. It is recommended that the experiment design
used here be employed to collect additional data and obtain further confirmatory evidence

in support of Ada reliability.

The features of Ada used in this study were those relevant to the problem. The effect
of these features. such as concurrency, on reliability should be explored for applications

where they are more relevant.

Reusability and ‘ase of maintenance are two well advertised features of Ada. The

programs developed in this study can be used to explore these features and compare them
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with the corresponding Fortran programs.
The use of N-version programming (NVP) for software fault-tolerance has been pop-
ular for some time. The testing results of this study provided some interesting insights

into the reliability of NVP. Further experimental work on this topic is recommended for

developing ultra-high reliable software.
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APPENDIX A

FUNCTTONAL REQUIREMENTS FOR THE LAUNCH INTERCEPTOR PROBLEM
INFUT YARIABLES, RANGES

The fallowing values are global variables avarlable to the
LIF as inputs,

NEIMFOTNTS - The number of planar data points.
(1 - = NUMFDINTS = 1da)

Y - &rray containing the X coordinates of data points.
Y - Arrav containing the Y coordinates of data points.

FARAMETERS ~ A record holding parameters for LIC s:

{ FRNEGTREY - (0 = LEMGTHL)

FADTUST - (@ 7= RADIUSL)

EFSTHION - (¢ = EFSILON <= FI)
ARESL - (= ARERAD

P FTS - (2 “=Q_FT5 <= NUMFOINTS)

DUADS - (1 <= QUADS = )
DIST -~ 4 o= DIST
N_FTS - (3 <= M_FTS <= NUMFOINTS)

FOFTS - (1 = ¢ _FTS o= NUMEQINTS - )
GOETS - A RIS ¢ B_FTS = NUMFOINTS - T)
M ETS - 4 FTS ¢ B_FTS = NUMFOINTS - )
C T3 - (C_FT3 + D_FTS ¢= NUMFOINTS - )
D FI5 - (C_FTS + D_FTS5 = NUMFOINTS - 7)
FFTS - (F_FIS + F_FIS = NUMFOINTS -
F FIS - (E_FIS + F_FTS o= NUMFOINTS - )
GETS — i1 = 6 _FTS = NUMFDINTS - )
PEMGIHD — (@ = LEMGHTT

HaDIUST ~ i@ = RADTUSE

GEESZ - 10 = AREAD)

e - logical connector matrix. WValid values: NOTUSED, ORR,

ERDD.
FLCMTIUTCRANGE, LICRANGE] where 1 <= LLICRANGE <= 15).

FIIM (i agonal elenents) - Yalid values: boolean TRUE, FALSE.
CPUMILLICRANGE, LICRANGE] where 1 <= LICRANGE <= 13).

DUITEDT YRR TABLES

e tollowing values are global variables available to the
ILIF ae rmitputs.

FM (nff ditagonal elements) - Valid valnes: bnolean TRUE, FALGE.
CFUMILTCRANGE, L TCRANGE D where | "= LICRANGE <= 19).
CHY — Valyd values: boolean TRUE, FALSE.

HEMVTE IPRAMBE T where 1 o= ILICRANGE <= 15)

Y - Valid values: boolean TRUE., FALSE.
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(FUVILICRANGE]Y where | o= LICRANGE <= 13).
LAINCH - Qalid values: boolean. TRUE launches.

CONSTANTS

REALCOMFARE — Compares real numbers. Invocation: REALCOMPARE
(A, BY, returns LT: A < B, EGI A =8, GT: A * H.

REQUIRED COMEUTATIONS
Jt 15 assumed that all i1nput (and output) variables have
consistent units, and require no unit conversion.

Cm Generation

The CMY elements are set according to the results of the LIC
calculations. There are fifteen LIC calculations. The
rorreeponding CMY element is set to TRUE if the LIC is satisfied,
and FAILSE 1¢ it is not.

LI Calculabions

1. There etights at least one set of two consecutive data points
that are = distance greater than LENGTH1 apart.

D Yhier e Pistes abt least one set of three consecutive data

roirnts that crannot all be contained on or within & circle of
radins RADTHST,

- There evjsts 3t least cone set of three consecutive data
pointe which form am angle such that:

angle < (FI - EFSILON), or angle > (FI + EFSILON).

The second of the three data points is the vertex. If
c1ther the first or third of the three data pnints coincides
with the second, the angle is undefined, and the LIC is not
z=atistied by those three points.

3. There e:ists at least one set of three consecutive data

points that are the vertices of A triangle with area greater than
AREAL.

S, There eticts at least one set of @_FTS consecutive data
points that lie in more tha QUADS quadrants. Where there is
ambiqguity as to which quadrant contains a given point, priority
nf decision will be by quadrant rnumber, that is, 1, 2, 7, 4. The
data point =1.6) < in quadrant Z, the point (#,-1)is in
Aiadrant T, and the points G#,3), (B, 1), and (1,63) are in
qttadrant 1.
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s. There erists at least one set of two consecutive data points
(£Ci11,vC11) and X[j1,.r¢0;1, swsh that ¥[;] - X[1] #, where i =
3—1.
T There exists at least one set of N_FTS consecutive data
pnints sich that at least one of the points lies a distance
greater than DIST from the line joining the first and last of
the=se N_FTS points, If the fist and last of these N_FTS are
identical, then the calculated distance to compare with DIST will
be the distance from the coincident point to all other pnints of
the N_FTS consecutive points. The condition 1s naoit met when
NUMFOINTS © 7.

Q. There e2:1sts at )east one set of two data points separated by
evactly bF_FT8 consecutive intetvening points that are & distance
agraater than the length, LENGHT1, apart. This condition is not
mEt whien RUMEFOINTS @ 7.

3. There erictes at least orne set of three data points separated
by ecactly A_FTS and R_FT3 consecutive intervening points,
respecti ely, that cannot be contained within or on a circle of
radinsg RADTNSTL. The condition is not met when NUMFOINTS < 5.

1. Thersz exists at least one set of three data roints separated
Liv eractly M_FTS and D_FTS consecubive intervening points,
roesreecty Lely, Fhat foram o an angle such that:

=tile ~ (F1 - EFSILONY, or angle = (FI + EFSILAON).

Thie =econnd of the three data points is the verte:, I+
@rthor the first o third ot the three data points coincides with
the serond, the Angle is undefined, and the LIC is not satisfied
by those Fhree points. This LLIC is rnot catistied i+ NUMFOINTS

=
-

11, There euxists at least one set of three data points separated
by =vrartl s E_FTS and F_FT35 consecutive intervening points,
recpectively, that are the vertices of a triangle with area
greater than AREAL. The condition is not met when NUMFOINTS & S.

17. There evists at least one set of two data points, XC[il, Y[i]
and XTjl, ¥Y[j}, separated by exactly G_FTS consecutive
intervening points, such that X031 - XCil1 4, where 1 7 j. The
condition is not met when NUMFOINTS & T,

13, There erists at least one set of two data pointz, separated
by ewactly F_FTS consecutive intervening points, which are a
distance greater than length, LENGTH1, apart. In addition., there
=:13ts at least one set of two data points separated by eractly
F_FTIS consecutive intervening points., that are A distanre less

tharm lergth, LENGBTHY, apart. The condition 1s nnt met wnen
MEMFOTINTS R

td. There =ii1sts at least one set of three data points, separated
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by eractly A FT5 and B_FT5 consecutive intervening points,
respectivel v, that cannot be contained on or within a circle of
radinas RADIUST. In addition, there exists at least one set of
three data points separates by etactly A_FTS and B_FTS
concecutive intervening points., respectivelv, that can be
contained on aor within a circle of radius RADIUSZ. This
copdition 1 not met when NUMFOINTS 5.

15. There ez1sts at least one set of three data points, separated
by e:actly E_PTS and F_FTS consecutive intervening points.
respectively, that are the vertices of a triangle with area
gqreater than AREA!T. In addition, there ewist three data points
separated by eractly E_FTS and F_FTS consecutive intervening
prints, respectivelyv, that are the vertices of a triangle with
rea less than AREAT. The condition is not met when NUMFOINTS

[~
i

Fiim ff-Diaqgonal Element Generation

Lo ——— - Pee MRS S SIS ML e R ——— e ——

The FIM otf diagnnal elemenrs are gererated by operation of
Fhe | M on the CHMY, The entries in the LCM represent the logical
Frnnectors to be used hetween pairs of LIC's to determine the
cowri-epionding eniley in the FUUM.  1LCMLi, j] represents the boolean
rperator to be applied to CMVYELID and CMJT ), the result being
rlaced v FHME L 57T, The operators are represented by ANDD, ORR,
Aand MOTLISED. ANDD and ORR are to be used as boolean operators

ARID and DR, respectively. The operation by NOTUSED will always
veacnlt oan TRUF.,

The FIIY 15 produced from the FLIM.  An =lement in the FUV 1is
set to TRUF if one of two conditions are satisfied by the FUM.
1f a diagrnal element of the FUM is false, its corresponding
element 117 the FI)V is set to TRUE, i.e., if FUMLi,i]1 is FALSE,
then FIIVEi] is set to TRUE. Tf all of the elements in row i of
the FUM are true, the corresponding element in the FUV is set to

TRIE, 1.e., i FUMLi,; ] is TRUE for j = 1 to 13, then FUVIi]l is
TRHE.

LAUNCH Generation
The LANNCH signal is generated from the FUY. LAUNCH is set
o TRUR if all elements of the FUY are TRUE, otherwise it is

FALLSE, t.e., if FUVIiI]l is TRUE for i = 1t to 15, then LAUNCH is
TRUE.
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APPENDIX B

LISTING OF TEST CASES (SET NO. 1)
A Listing of the 54 test cases for test set number 1 is given in this Appendix. The listed
values represent the input data as explained below.
Data [tems
1 Test case number
2 NUMPOINTS
3 LENGTHI, RADIUS1, EPSILON, AREA1
4 QPTS , QUADS
5 DIST
6 NKABCDEFG(PTS)
7 LENGTH2, RADIUS2, AREA2
8 25 Elements of the LCM: given here are the elements of the upper left hand 5x5 subma-
trix. Other values are not used.
(0 - not used,1 -ORR, 2- ANDD)
9 Diagonal elements of PUM: 0 -FALSE, 1- TRUE

10 Starting with line 10 are the values of (x,y) pairs;one pair on each line.
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Rome Air Development Center

RADC plans and executes research, development, test and selected
acquisition programs in support of Command, Control, Cormmunications
and Intelligence ( cr ) activities. Technical and engineering support within
areas of competence is provided to ESD Program Offices (POs) and other
ESD elements to perform effective acquisition of cr systems. The areas
of technical competence include communications, command and control,
battle management, information processing, surveillance sensors,
intelligence data collection and handling, solid state sciences,
electromagnetics, and propagation, and electronic, maintainability, and
compa:ibility.
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