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OPTIMAL RESOURCE ALLOCATION FOR A CONTROLLER
WITH TWO RESOURCE TYPES

‘Introduction

In this thesis, the problem of allocating the defensive resources of a target
under attack so as to maximize the probability of target survival is considered.
A certain number of attackers arrive in a finite time horizon [0,0], each with
the goal of hitting the target. The target is equipped with various defensive
resources to counter the attacks. Whether or not the target survives depends
on the success of the countermeasures. Combinatorial algorithms are developed
for determining the optimal allocation schemes under deterministic, minimax,
and Bayesian formulations, when the arrival times and arrival angles of the
attackers are known a priori, and in the minimax formulation, when they are not.
A neural network is developed for determining the optimal allocation scheme
under a deterministic formulation when the arrival times and arrival angles of

the attackers are known a priori.

Manuscript approved September 9, 1989.




The model used in the analysis makes four assumptions. The first assumption
is that the target is stationary. This assumption simplifies the dynamics of the
system. As will be seen in Chapter 1, among other variables, the probability of
target survival is dependent upon the physical location of the attacker relative
to the target. If the target is allowed to move, the probability of target survival
- then depends on its trajectory. Restricting its motion eliminates that time
dependency from the expression for the probability of target survival. Also if
the target was allowed to move, its velocity would be much less than the velocity
of the attackers, so this assumption is not unreasonable.

The second assumption is that there is only one type of attacker. This
assumption simplifies the modeling of the problem, and also simplifies the cost
function by removing any dependency on attacker type.

The third assumption is that the only defensive resources available to the
target are decoys and a hardkill system. No generality is lost by this assumption.

The fourth assumption is that the target survives only if none of the attackers
that arrive in [0,] hit it. As will be shown in Chapter 1, this assumption is the
foundation of the cost function. and results in the determination of the allocation
schemes with the highest probability of the target sustaining no hits.

The remainder of this introduction describes the physical model in more
detail beginning with the characteristics of the attackers, then an explanation
of the operation and application of the countermeasures.

The environment is considered to be a plane, with the center of the target
at the origin. All attackers arrive at an initial range of r, from the target,

and at an initial angle in one of M sectors. The sectors are denoted by S, for




{=1,....M. The attackers operate by sampling a region of the environment, and
then traveling with velocity v, towards the center of mass of the distribution
of returned energy from the objects contained inside the region. This is known
as tracking. The sampling region is called the range gate of the attacker. The
attackers can only track objects that are inside their range gates.

The range gate width is divided into two segments: the early-gate segment
and the late-gate segment. If the attacker first amplifies the energy in the early-
gate segment, then centroids on the distribution of energy in the whole gate,
it is employing leading-edge tracking (LE). If the attacker centroids on the
distribution of energy in the whole gate, treating both segments equally, it is
employing centroiding tracking (CEN).

The attackers cannot alternate between tracking techniques, this parameter
is fixed for each attacker.

An attacker is either in the tracking state (T'), in which it is tracking the
target, or in the not-tracking state (T'), in which it is not tracking the target.
After a certain amount of time pr since a particular attacker’s arrival, it will
become known to the target which state the attacker is in. Upon arrival and
during the period pr, it is assumed the attacker is in the tracking state. If an
attacker transitions from the tracking state into the not-tracking state, it cannot
re-enter the tracking state. If an attacker never transitions out of the tracking
state, it will hit the target ug = ;'-,:- time units after its arrival.

Each attacker at time t is characterized by the following parameters:

range from the target r(t) € R*

angle from the target 8(t) € {S1...., 5}




tracking state 3(t) € {T,T)
tracking technique a - € {LE,CEN}

arrival time ¢ € [0, Q).
The state vector describing the the i** attacker at time ¢ is given by:
(ri(t), 8i(t), Bi(t), i, 73).

The target may or may not have knowledge of the tracking technique of the
attackers. When the tracking techniques are not known, an a priori probability
distribution describing the tracking method may be available. This distribution

is given by:

Pr(a=LE) = p

l—p,

Pr(a = CEN)

and it is assumed the tracking method of one attacker does not depend on
the tracking method of any other attacker. Also the target may be provided
with periodic updates of the range, angle, and tracking state of each attacker.
The arrival times and arrival angles of the attackers may or may not be known
a priori. If the arrival schedule is not known in advance, it is assumed the
attackers arrive independently of each other according to a Poisson process with
stationary arrival rate A, and with an equal probability of arriving from any one
of the M angle sectors.

The target has three countermeasures it can apply to protect itself from the
attackers. The first two countermeasures are decoys and the third is a hardkill

system. A countermeasure is successful against an attacker if it causes the




attacker to transition from T to T. Since an attacker cannot traasition back to
the T state once it has entered the T state, a countermeasure can succeed against
a particular attacker only if all the countermeasures applied earlier failed.

There are a total of Dr decoys of type L, and Dy decoys of type R available
to the target. Deployed decoys are the only objects in the environment for the
attackers to track other than the target. Both decoy types operate by entering
the range gate of an attacker, then traveling through it with velocity vp € v,
away from the target. The attacker tries to distinguish between the target
and the decoy. If the decoy is successful, the attacker will track the decoy’s
motion instead of tracking the target. The attacker’s range gate will move with
the decoy, and since the decoy is traveling away from the target, the target will
eventually be outside the range gate. The attacker will therefore miss the target.
This is known as range gate pull off.

All objects inside the range gate of an attacker influence its decision on which
object is the true target, however the attacker must ultimately choose only one
object to track. In other words, the attacker’s range gate cannot follow more
than one decoy. Hence a decoy can succeed in causing an attacker to track it
only if all the decoys deployed earlier failed.

Decoys cannot succeed against any attacker whose range is within a radius
rp € r4 from the target. Every time the target deploys either type of decoy,
each one is placed in the same physical location with respect to the target, with
the location for the type L decoys different from that for the type R decoys. It
is assumed that when a decoy is deployed, it will be contained inside the range

gate of any attacker that is presently tracking the target with a range greater




than rp. The decoy is also contained inside the range gate of any attacker that
arrives within pgp time units after the deployment.

There must be a delay of Ap time units between deploying decoys of the
either type. This is to prevent the decoys from stacking on top of each other,
as stacked decoys are not better at pulling the range gate of an attacker off the
" target than single decoys.

The third countermeasure is a hardkill system. There are a total of B units
of this resource available to the target. One unit is used each time the system
is employed. The target operates this system by directing it toward a specific
attacker and firing. If the system is successful, the attacker will immediately stop
tracking the target. The target is then alerted of the change in the attacker’s
state. The system has a maximum range of rg < rp, outside of which it is
totally ineffective. The target must wait Ap time units after using the hardkill
system before using it again. This countermeasure is denoted by G;, where the
subscript i signifies which attacker the hardkill system is directed toward.

When the attackers arrive, and until it is known otherwise, they are assumed

to travel radial trajectories toward the target given by:

r{l) = ra—valt—71); T—up St<71+uq
6(t) = 0(r); 7 —pup <t <7+ pq.

An attacker will only veer from this trajectory if a countermeasure has caused
it to enter the not-tracking state.

The time interval [0,9] is broken into decision instants. The decision instants
are the only times at which the target can apply countermeasures. If updates of

the states of the attackers are available, they will be provided at each decision




instant. There is a decision instant every A time units starting at time 0,
resulting in a total of K = [%_l decision instants. The times Ap and Ap are
both multiples of A. The k** decision instant occurs at time t;. A decoy of type
L or of type R is a feasible countermeasure at the k** decision instant if ¢, does
not occur during the period Ap after the most recent deployment of a decoy,
and there is either at least one attacker present with range greater than rp, or at
least one attacker known to have an arrival time in the interval [ti,ts +up). Also
the supply of decoys must not be exhausted. The hardkill system is a feasible
countermeasure at the k** decision instant if ¢, does not occur during the period
Ap after the last use of the system, and there is at least one attacker with range
less than rg. Also the supply of resource used by the hardkill system must not
be exhausted.

Let U, denote the set of feasible countermeasures or controls at the k**
decision instant. All sets include a “do nothing” control, which is denoted by Z.
At time t; the target chooses to apply one and only one countermeasure from
Us.

Let u, denote the countermeasure or control to apply at the k** decision
instant, where u; € Uy, and let Ux=(u;,us,...,ux) be the allocation scheme, or
control vector, for I decision instants.

It is desired to detern-ine the allocation scheme, or the control vector, that
maximizes the target’s probability of survival. In this thesis, combinatorial al-
gorithms are developcd for determining the optimal schemes under various con-
ditions. When the arrival times and arrival angles of the attackers are known a

priori, an exhaustive search and a trimmed search are developed for determining




the optimal allocation schemes under a deterministic formulation, in which the

tracking methods of the attackers are known a priori; under a minimax formula-
tion in which the tracking methods are never known to the target, and there is
no prior probability distribution available describing this parameter; and under
a Bayesian formulation, in which the tracking methods are again unknown, but
thereisa prior probability distributjon available describing the tracking method.
In the minimax formulation, the trimmed search is applied to determine the op-
timal allocation schemes when the arrival times are not known a priori. A neural
network of the type applied to the Traveling Salesman Problem by Hopfield and
Tank [1}, is developed for obtaining the optimal allocation scheme in the deter-
ministic formulation, when the arrival times and arrival angles of each attacker
are known a priori. In Chapter 1 the probability of target survival is derived.
In the remaining chapters, the algorithms are described. The efficiency with
which each algorithm arrives at a solution, and the ability of each algorithm to
determine the optimal control sequence are discussed. Numerical resuits from

applying the algorithms to specific attack situations are given in Chapter 5.
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- Chapter 1

Derivation of Cost Function

As stated in the introduction, the objective of each algorithm is to deter-
mine the sequence of countermeasures that maximizes the probability of target
survival. From the fourth model assumption, the target survives only if none
of the attackers arriving in [0,92] hit it. Whether or not an attacker hits the
target depends on the success of the countermeasures applied by the target. For
each countermeasure, there is a probability distribution describing its success
in causing an attacker to transition from T to T, as a function of the time the
countermeasure is applied, and the state vector of the attacker at the time of

the application.




Since a countermeasure can succeed in causing an attacker to transition from
the tracking state into the not-tracking state only if all the countermeasures
applied earlier failed, the probability of success of a countermeasure against
an attacker is zero if the attacker is in the not-tracking state at the time the
countermeasure is applied. It is also zero if the countermeasure is applied after
 time T + Ha, where T is the attacker’s arrival time.

The probability of success of a type L decoy deployed at time t; against the
*» attacker, assuming all countermeasures applied previous to t; failed, is given

by
Pr(ri(te), 6i(te), Bi(te), aiy Tis i)
Similarly, the probability of success of a type R decoy deployed at time ¢, against

the it attacker, assuming all countermeasures applied previous to t; failed, is

given by
Pr(ri(ts), 0i(te), Bi(te), aiy Tiy te).

Unlike the decoys, the target must direct the hardkill system toward a specific
attacker. The probability of success of the system is nonzero only for the attac: er
it is aimed at: it is zero for all other attackers. The probability of success -f
the hardkill system directed toward the i** attacker at time ¢, assuming all

countermeasures applied previous to t; failed, is given by
Po(ri(ts), 6i(te), i, ta).

All three of the above distributions are known.
Since the probability distribution describing the success of the hardkill sys-

tem does not depend on the attacker state parameters a and S(t), they can

10




be included as parameters of the distribution without changing its shape. This
gives the probability of success of the hardkill system directed toward the it
attacker at time t,, assuming all countermeasures applied previous to t; failed,

as
Po(ri(te), 0:(te), Bi(te), aiy 7y ta).

Since the three distributions describing the success of the countermeasures
all depend on the same variables, one distribution can be defined that describes
the probability of success of a countermeasure as a function of the applied coun-
termeasure, the time of the application, and the state vector of the attacker at
the time of the application.

Define the following two events:

S! : Countermeasure applied at time t; caused the i** attacker to transition

from T to T

F! : Countermeasure applied at time ¢; failed to cause the i** attacker to tran-

sition from T to T.

The probability of success of a countermeasure u; against the ** attacker at time

tx, assuming all countermeasures applied previous to ¢; failed, is then given by
Pr(Si|Fi_i..Fi) = P(ri(te), 0:(te), Bi(te), oi, 7, ti, ug). (1.1)
For notational convenience, the above distribution will be represented by

Pr(SyIF}_,..Fi) = P (te).

11
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1.1 Known Arrival Times

Suppose the arrival times and the arrival angles of the attackers are known
to the target a priori. This means the total number of attackers will be known.
Let n be the number of attackers arriving in [0,02]. Define the following two

events:

M; : The i** attacker misses the target

H; : The ** attacker hits the target.

The probability of target survival is written as

Pr(Target survival)
= Pr(None of the n attackers hit the target)
= Pr(All n attackers miss the target)
= Pr(Miss)
= Pr(M; N M2 N...NM,). (1.2)
The success or failure of an attacker in hitting the target may affect the

chances of the other attackers. Therefore, it cannot be assumed that the events

M,, M, ..., M, are independent. Hence,
Pr(Miss) = Pr(M;NM;n..NM,;)
= Pr(Ma|Ma—1...M)Pr(May|Mnoa My). . Pr(M,)

= H PT(I\L‘II\‘L‘-)...hl])

=1

12




fI[l - PT(H.[BI.-lhh)] (13)

=1

Now a hit by an attacker occurs if the attacker remains in the tracking state
during the period [r,7 + ug), where 7 is the attacker’s arrival time. There are
two ways in which this can happen. The first way is if no counter-action is taken
. by the target against the attacker during [r,7 4 pqj. Recall that an attacker is
tracking the target upon arrival. If the target takes no defensive measures, the
attacker will continue tracking it.

The second way an attacker will remain in the tracking state is if all the
counter-actions taken by the target during the time [r, T + ugq] fail to cause the
attacker to transition into the not-tracking state.

The probability of a hit by the i** attacker, assuming the -1 attackers ar-

riving before 7, each missed the target, is given by
Pr(Hi{M,.1..M)) = Pr(FiNnF;Nn..NF)

Pr(F}|Fj_y...F})...Pr(F})

[101 = Pr(SiIFi_y...F})

k—

H[l P, (te)), (1.4)

it

it

i

where K is the total number of decision instants in {0,02].

The probability of target survival given in (1.3) then becomes

Pr(Miss) = JI[ — Pr(H{Mi_i..A0)]

=1

H(l - 1‘[[1 Pl () (1.5)

=1

The above expression for the probability of target survival can be written in

a second form. An attacker will miss the target if one of the countermeasure

13




applied in [7, 7+ uq| causes the attacker to transition into the not-tracking state.
The probability of a miss by the i** attacker, assuming the i-1 attackers arriving

before t; each missed the target, is therefore given by

Pr(MiMi.1..My) = Pr(SkxFx_,..FiU..USFiUS})
= Pr(SxFy_,..F})+ ..+ Pr(SiF}) + Pr(S})
= [P, (t)(1 = P, (t&)).-(1 = P (ts))] + .

+P, (t)(1 = P ()] + P (4)

K k-1 )
= Y P, () J[I(1 - Pl (ta)

k=1 =1

K k-1 I _
=3 ;I L ()1 = Pi (1)) (1.6)

Using (1.6), the probability of target survival in (1.3) can also be expressed

Pr(Miss) = []Pr(MiMi_,...M;)
=1
n K k-1 )
=1 k=1 i=1
Since the events M; and H; exhaust the sample space, (1.4) and (1.6) can be
combined to yield the following relationship:
K k-1

2 H tk) P' tk + H[l - (t,, = 1. (18)

k=1 I=1

1.2 Unknown Arrival Times

Now suppose neither the arrival times nor the arrival angles of the attackers

are known to the target a priori. The number of attackers arriving in [0,9] is
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therefore not known. The attackers arrive according to a Poisson process with
stationary arrival rate A. The expected number of attackers, n, arriving in [0,Q]
is AQ.. The probability that exactly m attackers arrive in [0,9] is given by

Pr(n=m) = M. (1.9)

m!
Using the principle of total probability, the probability of target survival

becomes
Pr(Miss) = i Pr(Missin = m)Pr(n = m).
m=0
The quantity Pr(Missin = m) is given by (1.3) with n=m, that is
Pr(Missin =m) = ﬁ[l — Pr(H;|M;o,...My)].
i=1

Hence, the probability of target survival can be written as

Pr(Miss) = Z Pr(Miss|n = m)Pr(n = m)

S (_’\_‘?_'"_'fﬁp_Per._ M)
m —Aﬂ m .
= go(m) H[l-p 1 - P, (te))). (1.10)

Using the relationship in Equation (8), this can also be written as

Pr(Miss) = z(m)m 0 A T ALt - Pl (L1)

m=0 =1 k=1 I=1

Two expressions of the cost function as the probability of target survival
have now been derived for both the case of known attacker arrival times and
arrival angles, and the case of unknown attacker arrival times. The form used
depends on the attacker arrival information available to the target, and on which

algorithm is being applied to find the optimal sequence of countermeasures.
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Chapter 2

Known Arrival Times

Suppose the attacker arrival times and arrival angles are known to the
target a priori. Let n be the total number of attackers arriving in [0,Q] such
that 0 < 1 < ... <1 <.

The time interval [0,Q] can be defined in terms of the arrival times of the
first and nt* attackers. Recall from the introduction, that a decoy deployed
at time t can affect the tracking state of any attacker whose range from the
target at time t is greater than rp, including any attacker that arrives within
pp time units after the deployment. Therefore time 0 can be defined as 1, ~ pp.

The target has uq time units after an attacker’s arrival in which to counter its

16




attack. The time 2 can therefore be defined as 7, + uq. The time interval [0,)
is then given by [7; — up, Ta + pa), and the total number of decision instants is
K = |meateatia)

As defined earlier, ix = (uy,...,ug) is the allocation scheme, or control
vector, for K decision instants, where u; € U; is the countermeasure, or control,
to apply at the k* decision instant, and U; is the set of countermeasures, or

controls, feasible at time 2,.

2.1 States Updates Unavailable

In each of the three formulations, in order to determine the optimal alloca-
tion scheme for a given set of arrival times and arrival angles, a set of feasible
allocation schemes, or feasible control vectors, must be defined. It is necessary
to know the states of the attackers at each decision instant, and the previously
applied controls, in order to determine the set of controls feasible at each de-
cision instant, and hence the set of feasible control vectors. However, since no
updates on the attackers states will be provided, the target must predict which
controls will be feasible at each decision instant. This is done by predicting the
states of the attackers at each decision instant. A set of feasible control vectors
based on these predictions is then determined. The target assumes each attacker

maintains a radial trajectory toward the target given by

ri{t) = ra—va(t—T); i—pp St< T+ puq

6i(t) = 6i(m) s i—pp St <1+ pg

17




T n~pp<t<m+p
Bi(t) = “ (2.1)

otherwise,

for the i** attacker.

These states are used to predict the time periods during which each control
will be feasible. Recall that a decoy deployed at time ¢ cannot affect the tracking
state of any attacker whose range is within a radius rp of the target at time ¢.
The i*? attacker will reach the range rp at time 7,4+ “'im, assuming it maintains
a radial trajectory toward the target. Either decoy is therefore a feasible control
every Ap time units during the periods [r; — pyp, i + -'-4;—;2] for i=1,...,n. Recall
also that an attacker must be within a range rp of the target in order to employ
the hardkill system against that attacker. The i** attacker will reach the range
rp at time 7; + 54;;—'3, assuming it maintains a radial trajectory toward the
target. The target can fire on the i** attacker every Ap time units until time
7; + pg. The hardkill system is therefore feasible control against the i** attacker
during the time period [r; + Q'fa,'r.- + pq). I a decision instant occurs at a
time when neither a decoy nor the hardkill system is feasible, the only control
available to the target is the Z (do nothing) control.

A set of predicted feasible control vectors can then be determined combina-
torially from knowledge of the controls predicted to be feasible at each decision
instant. The set U, contains the controls predicted to be feasible at time t;.

The number of predicted feasible control vectors is given by:

K
H I uk Iv
k=1

where | Uy | is the cardinality of the set U.

18




Consider a tree with K levels, where each level corresponds to a decision
instant. At the k'* level of the tree, there are [1'=! | & | nodes with | Uy |
branches emanating from each. The branches represent the feasible controls
at time t;. Every complete path through the tree represents a feasible control
vector.

In each of the three formulations, the same set of predicted feasible control
vectors is searched to find the respective optimal allocation schemes, that is

there is only one set of predicted feasible control vectors.

2.1.1 Deterministic Formulation

Suppose the tracking methods of the attackers are known to the target a

priori. The arrival state of the i** attacker is given by
(ri(m) = ra, 0i(n), Bi(s) = T, ai, 7i),

where 0;(7;), 7, and a; are given.
Using the expression for the cost function given in (1.7), the optimal alloca-
tion scheme is the control vector which achieves the following:
n K k=1 ‘
"5?{,{[,[,,2::, ‘=I'Il P, (t)(1 = Py (t))]}- (22)
The solution vector is denoted by wop:.

Computing i, requires computing (1.7) for every path in the tree, using the
state predicting equations in (2.1), and then comparing the resulting [T&., | Us |
quantities to find the maximum.

Although this exhaustive search is guaranteed to find the solution to (2.2),

this method is undesirable if K is large. Instead of exhaustively searching the
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set of predicted feasible control vectors, the same #,,, can be obtained by ex-
haustively searching only the set of controls predicted to be feasible at each
decision instant, determining U,y element by element.

At a given level in the tree, all branches leaving a specific node are compared.
One branch is selected which leads to one of the nodes at the next level. The
control associated with the surviving branch is the control applied at the decision
instant corresponding to that level. In this manner, the optimal path is traced

out sequentially. Consider the following algorithm.
Algorithm 1:
(1) At time t,, apply the control that achieves

rrzgx{fI Pl (0}

=1

Denote this control by uj.

(2) At time t;, apply the control that achieves
Q?X{H[P:;(‘l) + P, (15)(1 = P (1))}

Denote this control by u3.

(3) At time t,,, apply the control that achieves

n m-lk-1 ) m-1 -
max{JJ((3_ ] Pi; ()2 - P (t))] + Py (tm) ‘H (I = P (t))]}-
i=1 k=1 =1 =1

Denote this control by uj,.
(4) Continue until X controls have been determined. The optimal control vec-
tor is given by @A) = (uj, ..., uk).

The cost of i) is given by:
n K k-1

Jas) = TT0C IT PL (t)(1 = P (t))). (2.3)

=1 k=1 =1
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Example:

Suppose n=1 (one missile), =2, and there are only two countermeasures: 0
and 1. Suppose also the probability of success of the countermeasures are time

invariant. Let Po(t) = a and P;(t) = b, where a > b.

- Exhaustive Search:

max{ Py, (1) + Puy (t2)(1 = Pus (1))}
= max{a +a(l — a),a+b(l1 —a),b+b(1 —b)}

= a+a(l —a) = @ = (0,0).

Algorithm 1:

Step 1:
f’&f{P‘"(t‘)} = max{a,b} =a = u} =0.
Step 2: ;

‘g‘g‘z{P‘o;(tl) + P, (t2)(1 — Fy; (1))} J
= max{a + a(l — a),a + b(1 — a)}

=a+a(l-a)=>u;=0.
Therefore #7,=(0,0)=topt-
Proof:

Induction is used to show that Algorithm 1 and the exhaustive search both

arrive at the same w,p. It is desired to show that J(uop) = J(fi:,,’,), that is to
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show the following:

n K k=1 |
nézx{n[z [TIPL (t)(1 = Py, ()]}

=1 k=1 I=1
n K k-1
= _mg ;I Pl (te)(1 = Pi (1))
=1 k=l =1
n K-1k-1
= 1?‘;‘("{1-1‘[[?: 11—I P.i;(ik)(l - P:;(tl))]
= =1 =]
. ’\-1 .
+Pi(tk) T] (1 = Piat)]), (24)
i=1

where the uj, ..., u} are the K controls determined by Algorithm 1.
Without loss of generality, assume n=1. For notational convenience in this
proof, the quantity P2 (tx) will be denoted by P,,. Recall ik = (u1, ..., uK)-

For K=1, the vector #;=u;, and the following is true:
max{F,, } = max{P,} = Ry,

so the equality in (2.4) holds.

Now assume (2.4) is true for K = m so that

n}ax{Pux +P,(1-P,)+ ..+ P (1 =P ,)(1 - Pu)}
= Py + ...+ Py (1 - P, _)..(1-Py;)

= umea&( {Pu; +..+ P, (1- P“:n-x)'“(l - P.,;)}. (2.5)
It must now be shown that (2.4) is true for K = m + 1, that is

max{Py, + ... + Pun(1 = Pu_,)--(1 = F\;)

':M'H

+Pum¢1(l = Pum)(l - P\l))}

= Pu; + ...+ P..;“(l - P“:n-n)"'(l - P,,;)

2
(3]




+P., (1 = Pus)...(1 = Pus).

a {
= ﬁi)’({Pu; + ...+ P, (1 - Pu;._' ). (1 = Pu;)
+P“m+1(1 - Pu,‘,,)(l = Pu;)} (2.6)
Using (2.5) and (1.8), the right hand side of (2.6) becomes

= max{néax{P.., + ...+ Pum(l - Pum—l )(1 - Pu: )}

Ym41

+Puimii[l = (P + ... + Pg (1 = Pz _)..(1 = P}
Using (2.5) again this becomes
= I&%{I%?{Pg, +..+ A, (1 =P,_,).(1=P,)}
+Pu,., (1 - mﬁ'zlx{P.,l +..+ P, . (1-PF,.).1=-P)}})
Grouping terms gives

= max{max{P,, + ... + P,.(1 = P, _,)...(1 = P,))}

YUm4l

X(l - P“m+l)+P“m+l}'

Since Uy, 43 1s not included in a search over @, this becomes

= I'B.E):({miix“Pm + ...+ P"vn(l - Pum-l)(l - Plu)]
X(] - Pum.n) + Puwun}}'

Using (1.8) yields the left hand side of (2.6):

=max{P,, + ...+ P (1 - P,,._,)...(1 - P,)

Um4]

+Pus1(1 = P,)...(1 = P,,)}q.ED.

Algorithm 1 is a trimmed search. At the k** decision instant, it selects one

of the | Uy | feasible controls, which means it compares | U, | control vectors




that only differ in the last element, so that from the first level to the K** level,
a total of =X, | Ui | path comparisons were made to obtain @,y:, as opposed to

a total of [TX., | U | path comparisons required in an exhaustive search.

2.1.2 Minimax Formulation

Now suppose that the tracking methods of the attackers will never be known
to the target, and that no a priori probability distribution describing this param-
eter is available. Recall that an attacker employs one of two possible tracking
methods to decide in which direction to travel: leading-edge tracking (LE) or
centroiding tracking (CEN). The tracking method is one of the parameters
that determines the probability of a countermeasure successfully causing the
attacker to transition from the tracking state into the not-tracking state, and is
therefore one of the parameters that determines the probability of target sur-
vival. A minimax formulation is applied to find the best allocation scheme in
this situation.

Recall from the introduction that a; denotes the tracking method of the s**
attacker, where a; € {LE,CEN}. Let a=(a,...,aa) represent the tracking
method vector for n attackers. There are 2" possible tracking method vectors.

Define the conditional cost R, (k) to be the probability of target survival
using allocation scheme ik, assuming the m** tracking method vector is the true
tracking method vector. The target seeks a control vector which maximizes, over

al] feasible control vectors tx, the minimum of the conditional costs:
min{ R, (i), Ra(tr),..., Ran(iix)}. (2.7)

The control vector achieving this maximum is denoted Gop,.




The arrival state of the i** attacker is given by
(ri(n) = ra, 0i(7), Bi(n) = T, ai, 73),

where 6;(7,) and 7, are given, and this time a; is unknown.

Using the expression for the cost function given in (1.7), the cost of Gy is

- written as

J(Uopt) = u‘lzaxngnPr(Miss).
n K k-1 _
maxmin{[[(3° [T A, ()3 = Po@))). (28)

=1 k=1 =1

Determining @, by exhaustive search requires solving (2.8), which involves
calculating the minimum of the conditional costs for every path in the tree, and
then comparing the resulting [TX_, | 2 | quantities to find the maximum.
Instead of exhaustively searching the set of feasible control vectors to find
U,pt, @ sequential algorithm can be applied that will result in the same @,,,. This
algorithm is similar to Algorithm 1, and differs from it only in the criterion by

which it selects the survivor path.
Algorithm 2:

(1) At time t;, apply the control that achieves

maxmin([] 2., (1))

=1
Denote this control by uj.

(2) At time t3, apply the control that achieves

max main{ﬂ[P,';;(h) + PL(t2)(1 - P:;;(tl))]}'
=1
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Denote this control by uj3.
(3) At time t,,, apply the control that achieves
n m-1k-1 m-1
"aﬁx“gn{gllg ‘],;Il Pl (t)(1 = P (t)] + P, (tm) g (1 - P (t))]}-
Denote this control by u;,.
(4) Continue until K controls have been determined. The optimal control vec-
tor is given by #42 = (u}, ..., uk).

‘The cost of @42 is given by:

opt
n K k-1 )
J(@p) = EEEP“"("‘)“"PJT“’”]' (2.9)

Example:

Suppose n=1 (one missile), K=2, and there are only two countermeasures: 0
and 1. Suppose also the probability of success of the countermeasures are time
invariant and depend only on the tracking method. For the probability of success

of the countermeasures given in the table below, assume b<c<d<a:

a 01
LE a b
CEN ¢ d

Exhaustive Search:

max rIL_in{P.,,(tl) + Py, (t2)(1 = Py, (1))}
= max{min[a + a(l — a),c + ¢(1 — ¢)],min{a + b(1 — a),c +d(1 - ¢)},
minfb + a(1 — b),d + ¢(1 — d)], min[b + b(1 - b),d + d(1 - d)]}

—c+d(l = ¢) = g = (0,1).




Algorithm 2:
Step 1:

max mm{P..l t1)} = max{min(a,c},min(b,d]} = ¢ = u} = 0.
u1 l

Step 2:

max mm{P (t1) + Pu, (t2)(1 = Pyg(t1))}

= max{minfa + a(l — a),c + ¢(1 — c)],minfa + b(1 — a),c + d(1 - ¢)]}

=c+d(l-c)=>u;=1.
Therefore 5%=(0,1)=top.
Proof:

Induction is again used to show that Algorithm 2 and the exhaustive search

both arrive at the same Gy It is desired to show that J(Top) = J(74A2), that

is to show the following:

n K k-1

ma.xmm{l:‘[[?_: ‘I;[ L)1 = P ()

K ket
[Z H P:;(tk)(l - P:;;(tl))]

=1 k=1 =1
-1k-1
= J,??a’f,("},’”{I_Il[[; IH P (t)(1 = P(t))]
+P,, (tx) H (1= P (t))]}- (2.10)
=1

where the uj,...,u} are the K controls determined by Algorithm 2.
Without loss of generality, assume n=1. For notational convenience in this

proof, the quantity P}, (t;) will be denoted by P,,. Recall ik = (uy,...,ux).
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For K'=1, the vector @)=u,, and the following is true:
max min{ P, } = max min{P,, } = P,.,
) a vy & i

so the equality in (2.10) holds.

Now assume (2.10) is true for K = m, so that

max rxgn{P,,, + P,(1-P,)+ ..+ P, (1 =P, _,)...(1=-P,)}
= Pu; + ...+ Pu;n(l - P“:n-x )...(1 - Pu;)

= r?‘:xngn{}’u; “+ ...+ Pum(l -— P":u-x )(1 - Pu;)} (211)
It must now be shown that (2.10) is true for X = m + 1 that is,

max min{ P, + . + Pan(1 = Pup_,)...(1 = Puy)

Um+1

+Pum+1(1 - Pllm)"'(l - P"l)}
= Pu; + ...+ Pu:n(l - Pu:n_,)n-(l - Pu;)

+Pu‘

m+41

(1~ Pus )1~ Pug)
= rna.xm_m{P.‘; + ...+ Pu:"(l - P“:n-l )...(1 - Pu;)

Um41

+PF,,,,(1 =P )...(1 = Pss)}. (2.12)
Using (2.11) and (1.8), the right hand side of (2.12) becomes

= max min{maxmin{P,, + ...+ P, (1 = P, _,)...(1 = P,))}

Ym4l & Ym a

+Pupii [l = (Pg + . + Pug (1 = Pz _)..(1 = Po))]}
Using (2.11) again this becomes

= max min{maxmin{P,, + ... + P,.(1 = Py,._,)...(1 — P,,)}

Ym<1l a

+P,,,, [} =maxmin{P,;, +...4+ P, (1 - P, _))...(1 = P,))}]}.
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Grouping terms gives

= max main{n}a.x Il'}’_in{P“l +..+ P, (1 -P,._,)--(1=P,)}

X(l h P“m#x)+ Puvmn}'
Since up, 4 is not included in a search over u,, this becomes

= max min{rré:x xrgn{[P.., +..+ P, (1-P,_)--(1=P,))

Ymel &
X(l - Puvnn) + Puqu}}'
Using (1.8) yields the left hand side of (2.12):

= maxmin{P,, + ...+ P,.(1 =~ P,,._,)...(1 = P,,)

l:m+ 1 a

+Pmns1(1 = P.).-(1 = Pu)}q.ED.

Algorithm 2 is also a trimmed search. As with Algorithm 1, a total of
K . | Ui | path comparisons were made to obtain i, as opposed to a total of

TIE., | Ui | path comparisons required in an exhaustive search.

2.1.3 Bayesian Formulation

Suppose again that the tracking methods of the attackers are unknown to the
target, but that a prior probability distribution describing the tracking method
of the attackers is available. A Bayesian formulation is applied to find the best
allocation scheme in this situation.

Let a=(ai,...,,) represent the tracking method vector for n attackers.
There are 2" tracking method vectors. Let &; denote the j** tracking method

vector, and let 7, be the probability that &; is the true tracking method vector.
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The target seeks a control vector which maximizes, over all feasible control

vectors Uy, the Bayes risk given by
R,(t-l‘}()ﬂ’l + Rz(a[\')‘lrg + ...+ Rg-.(ﬂ'x)r,.., (213)

where R, (k) is the conditional risk defined in Section 2.1.2. The control vector
" achieving this maximum is denoted by Uopt.

The arrival state of the i** attacker is given, as in Section 2.1.2, by
(ri(r) = r4,0i(7:), Bi(7:) = T, iy 1),

where 6;(7;) and 7; are given, and a; is unknown.

The cost of w,y is given by

J(Topt) = nészr(Miss)
2'0
= rqm:{ZPT(MiSS|5j)Wj}
Uk 7=1
2 n K k-1

= H;:X{E[H[Z I1 P. (1 | &)(1 - Pt | &;))))ms)

1=1 =1 k=1 I=1

2
= fgﬁx{z R;(dk)x;}. (2.14)

j=1
Determining ¢, by exhaustive search requires solving (2.14), which involves
calculating the quantity in (2.13) for every path in the tree, and then comparing
the resulting [TX_, | Ui | quantities to find the maximum.
Instead of exhaustively searching the set of feasible control vectors to find
Uopi, a sequential algorithm can again be applied that will result in the same
top. This algorithm is similar to Algorithms 1 and 2, and differs from them

only in the criterion by which it selects the survivor path,
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Algorithm 3:

(1) At time t,, apply the control that achieves
2" n )
max(IIT £a (1 1 &)}
I=11=
Denote this control by uj.
(2) At time t,, apply the control that achieves
- 2" n - . -
max{3_[[T[Ps; (82 | &) + Py, (t2 | &)(1 = Pis(tr | &))]),).
i=1 i=1
Denote this control by uj.
(3) At time t,,, apply the control that achieves
n m-1k~1

Q&X{Z[H[[E I1 Pi;(tk la;)(1 - P.i,'(tl | &;))]

I=11i=1 k=1 I=1

. m—‘ .
+P.(tn | &;) ‘H (1~ Py (t ] &))]]=;}-
=1

Denote this control by u;,.
(4) Continue until K controls have been determined. The optimal control vec-
tor is given by @43 = (u3,..., uk).
The cost of #45 is given by
2 n K k-1
J(ig) = LIMICTIT Po (e 1 &)1 = Pl (ta | &)m;. (2.15)

=1 =1 k=1 (=1

Proof:

As in Sections 2.1.1 and 2.1.2, induction is used to show that Algorithm 3 and

the exhaustive search both arrive at the same w,p. It is desired to show that
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J(Gope)=J(i55), that is to show the following:

n K k-1

max{Z_;[l:Il[kZ_Jl ‘n [t 1 @)1 = Py (t ] &)=}
T ° 2 n K k-1 ‘
= X;[Ill[kz.:l ;[-I 2 (2 | a;)(1- :;,'(tl | 5,'))]]#,‘

1k-1

= max( SIS 1T Pt 1 8)00 — Pyt 1))

i=1=1 k=1 I=1

+P,, (tk | &) H (1= Pl (ti | &)]im;}- (2.16)
=1

where the uj, ..., u} are the K controls determined by Algorithm 3.
Without loss of generality, assume n=1. For notational convenience in this
proof, the quantity P;, (¢ | &;) will be denoted by P,,, . Recall #x=(u,, ..., uk).
For K=1, the vector #;=u,, and the following is true:
nytx{z Pvu,”J} = max{ZPu‘bw,} = lb’
=1
so the equality in (2.16) holds.
Now assume (2.16) is true for K = m, so that

max{z:[Pu,b + ..+ Pumb(l u,,. lb) (1 “u, )]”J}

Im 55
2
= Z[P";u <+ ...+ P":nb(l - Pu;‘_lb)---(l - Pu;b )]Wj

j=1

_max{Z[P sy F oot Pug, (1= P,

1-1

)

";b )]"J'}' (2.17)

It must now be shown that (2.16) is true for K = m + 1, that is

max{Z[ iy F oot Py (1= Pupyy ) (1= Puyy)

Um+1 j=1
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+Puy (1= Pup ) (1 = Py )Ims )

2
=Y (P +. P (1= P )1 =Py )

y=1

+Py,, (1= Puy )l = Py I,
2
= E‘%{Z[P";b + ..+ P":nb(l - P.,:u_lb )(1 - P.,:b)
=1
+P"m+llj(1 - Pu"nb)(l - Pu;b )]Wj}- (218)

Using (2.17) and (1.8), the right hand side of (2.18) becomes

2
= max{max{d) [Py, + . + Pup,(1 = Pup_y,)--(1 = Pu, )im;)

Umsl Um j=1

2
4+ Z Pum-nu[l - (P“l.b + ...+ P":uu(l - P,.;.-w )(1 - Pu;b))]ﬂ’j}.

=1

Using (2.17) again this becomes

2
= max{x%:x{zjl[ﬂ,b +ewt P (1~ P )e(1 = Py ))ms)
=

YUmel

2 2
+ Z P“m+lb [1r.) - I%:X{Z[P"lb + ves

i=1 J=1

et Py, (1= Py )---(1 = Py )51}

Grouping terms gives

Umel Um

2
= max{max{}_[P,,, + . + Pup, (1 =~ Pup_,, )--(1 = Py, )}75}
j=1

2 2
X(l - ZP"MHIJ) <+ Zt:P""H'lb,rj}'
)=

=1

Since um4; is not included in a search over i, this becomes

2
= I,B,‘a_;)f{nlax{[z[}:"‘b + ..+ Pu,,,b(l - Pu.,._,b)"-(l - Puu, )]”J]
m j=l
2 2

X(l - ZP"mﬂb) + Z P“m-¢lb7rj]}}'

=1 =1
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Using (1.8) yields the left hand side of (2.18):

2
— ves “ — % oo 1 - “
?ﬂ%{Z[P“xu + +Pm|,;(1 Pm-u,) ( Pu,)

j=1
+Pupn, (1= P ) (1 = Py N7idq.ED.
Algorithm 3 is again a trimmed search. As with Algorithms 1 and 2, a
“total of T, | Ux | path comparisons are made to obtain @,p, as opposed to
1K, | Us | path comparisons required in an exhaustive search.

Note that since the set of predicted feasible control vectors is defined a priori,

the optimal allocation scheme in each formulation can be determined a priori.
Algorithms 1, 2, and 3, were applied to several attack scenarios, and the re-
sulting optimal control vectors and corresponding probabilities of target survival

are given in Chapter 5.

2.2 States Updates Available

Now suppose updates of the attackers states will be provided to the target
every A time units. When a decision instant occurs, the target uses the update,
and the knowledge of the previously applied controls, to determine the set of
controls currently feasible.

Obtaining the control vector which maximizes the quantities in (2.2), (2.8),
and (2.14) involves exhaustively searching over a set of feasible control vectors of
dimension K. However, because the controls feasible at a given decision instant
will not be known until that decision instant actually occurs, this set cannot be
completely determined until time tx. Therefore @,y cannot be determined prior

to the first arrival, and the optimal control to apply at each decision instant
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must be determined at the time the decision instant occurs.

However, if a set of feasible control vectors is defined at every decision instant,
it is possible to use exhaustive search to determine the optimal allocation scheme
in each forrulation element by element. This requires defining a total of K sets
of feasible control vectors. The members of each set depend on the previously
applied controls, the currently feasible controls, and the controls predicted to
be feasible at the remaining future decision instants. The predicted controls are
determined as in Section 2.1, by predicting the future states of the attackers.
The set of predicting equations for this case takes advantage of the updates, and
is slightly different from the set of predicting equations given in (2.1). At the
k' decision instant, if the i** attacker is in the tracking state, its future states

are predicted according to the following equations:

ri(t) = ra—va(t—T1); i <t<tg

0:i(t) = 6i(m); i<t <ty

Bi(t) = T; ti <t<ig. ' (2.19)
If the 1*» attacker is in the not-tracking state at time #;, it is no longer a threat

to the target as it cannot transition back into the T state, and it is not necessary
to predict its future states.

The set of feasible control vectors defined for the k** decision instant contains
a total of [JX, | & | members. The first k — 1 controls are fixed. Denote these
controls by uj,...,ui_;. The set U contains ike controls currently feasible. The
sets U; for i = k + 1, ..., I{ contain the controls predicted to be feasible at times

teg1y s LK

In the deterministic formulation, where the tracking methods of the attackers
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are known a priori, at time ¢, this set of vectors is searched to find the vector

which achieves

n K k-1
max {[J(3" IT P, (t:)(1 = P ()]}, (2.20)

koo UK L k=1 I=1

where u; = u} fori = 1,...,k~1. The element in the £** position of the resulting
vector is the control applied at time t;. This control is denoted by u} and is the
element in the k** position of . The i,y determined by this method is given
by tope = (uj, ..., uk).

In the minimax formulation, where the tracking methods of the attackers
are totally unknown, and there is no prior probability distribution available
describing this parameter, at time t; the set of vectors is searched to find the

vector which achieves
n K k-

1
(max min{(TJ[3> , P (t)(1 = PL )]}, (2.21)

""" i=l k=1 I=

where u;=u] for i=1,....k — 1. The element in the k** position of the resulting
vector is the control applied at time t;. This control is denoted by uj and is the
element in the k** position of G,p. The @, determined by this method is given
by oy = (u],..., u}k)-

In the Bayesian formulation, where the tracking methods of the attackers
are again totally unknown, but there is a prior probability distribution available
describing this parameter, at time t; the set of vectors is searched to find the

vector which achieves
2 n K k-1




element in the k** position of @, The @,y determined by this method is given
by @,pe = (uj, ..., ux).

In all three formulations, after the last control uj, is determined, each ex-
haustive search approach will have made a total of ¥X_ ¥ | U | path
comparisons to obtain tyyp.

Applying Algorithms 1, 2, and 3 will yield the same u,,; as their respective
exhaustive search approaches. It was shown in Section 2.1.1., that for the same
set of feasible control vectors, the optimal control vector determined by Algo-
rithm 1 was equal to the optimal control vector determined by solving (2.2).
Therefore the K control vectors that would result from solving (2.20) at each
decision instant, will equal the K control vectors that would be determined by
applying Algorithm 1 at each decision instant. Similarly, it was shown in Sec-
tions 2.1.2 and 2.1.3, that Algorithm 2 and Algorithm 3 yield the same optimal
allocation scheme as their respective exhaustive searches. Therefore the K con-
trol vectors that would result from solving (2.21) and (2.22) at each decision
instant, will equal the K control vectors that would be determined by applying
Algorithm 2 and Algorithm 3 at each decision instant.

However, it is not necessary to define a set of feasible control vectors at each
decision instant for Algorithms 1, 2, and 3 to find the optimal controls. At
time t., each algorithm selects uj from the set of controls currently feasible,
using only the knowledge of the states of the attackers at times t,...,t:, and
knowledge of the controls applied at times t;, ..., tk-1.

In the deterministic formulation, at time t; Algorithm 1 applies the control
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that achieves the following

n k=1m-1 ] ) k-1 )
w3 TT Pop (tn)(1 = PGl + P () TTO - P )}, (229)
k i=1 m=1 I=1 I=1

where the u;, i=1,...,k-1 are the controls that were applied at the first k ~ 1
decision instants.
In the minimax formulation, at time t; Algorithm 2 applies the control that

achieves the following

n k-1 m-1 k-1
‘T&ngn{l_-[llzl ’H P (tm)(1 = P () + P, ‘l:I(l — PL ()}, (2.24)

where the u], i=1,...,k-1 are the controls that were applied at the first k& ~ 1
decision instants.
In the Bayesian formulation, at time ¢t; Algorithm 3 applies the control that

achieves the following

n  k-1wm=-1

,Eu,{Z[H[[Z I1 L. (tm | )(1 = Pis(ts | &))]

j=1i=1 m=1 |=1
. k=1 .
+P,, (4 ] &;) E(l = P (t] @;))]=;}, (2.25)
where the u], 1 = 1,...,k — 1 are the controls that were applied at the first k —1
decision instants.

Algorithms 1, 2, and 3, have two advantages over their respective exhaustive
search approaches. The first is that they do not require determining K sets
of feasible control vectors at each decision instant, which involves predicting
future attacker states, in order to determine the @,,. The second advantage is a

consequence of the first. After the last control u}, is determined, the exhaustive

search approaches will have made a total of "X _ [1X | U, | path comparisons.
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In contrast, Algorithms 1, 2, and 3 will have made only T, | Ui | path

comparisons.
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‘Chapter 3

Unknown Arrival Times

Now suppose neither the arrival times nor the arrival angles of the attackers
are known to the target a priori. As a result, the number of attackers arriving
in the interval [0,9] is not known.

In the case of unavailable updates, finding the i, in each of the three
formulations by exhaustive search requires knowledge of some set of feasible
control vectors. If the arrival schedule is not known a priori, the target will
never know if any attackers have arrived. This results in an infinite number
of feasible control vectors, and it makes finding the optimal control vectors by

exhaustive search impossible.
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If at each decision instant, the target is provided with an update of the states
of all the attackers present, it can use this information and knowledge of the
previously applied controls to determine the set of controls currently feasible.
However, if the arrival times are not known a priori, it is not possible to predict
the controls that will be feasible at future decision instants by the method in
Section 2.2, and using exhaustive search to determine @, in each of the three
formulations element by element, as in Section 2.2, is not possible.

Hence the exhaustive search approach cannot be used to determine the op-
timal control vector in any of the formulations when the arrival schedule is not
known prior to the first attacker’s arrival. However, using the probability of
target survival in (1.11), Algorithm 2 can be applied to determine @, in the
minimax formulation, as long as updates of the attackers states are provided at
each decision instant.

Recall a decoy deployed at the r** decision instant can affect the tracking
state of any attacker that arrives in the time interval [t,,t, + up]. If the target
is considering deploying a decoy at time t,, it is not necessary to know the
exact arrival times of each attacker that will arrive in [t,,t, + pp), but only
the number of attackers that will arrive in {t,,¢, + pp), and their arrival angles,
in order to determine the best control to apply at t,. Since the arrival times
are unknown, the number of attackers that will arrive in any time interval is
unknown. Redefine n to be a Poisson random variable describing the number
of attackers arriving in an interval of length up. Let n, denote the number of
attackers present at time t,.

As described in the introduction, the arrival angle of an attacker can be in
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any one of M sectors with equal probability. Let 5,,. = (0n,41y..+y0n,4m) repre-
sent the arrival angle vector for m attackers arriving in {t,,1, + up), where 6, €
{S1,...,Sm}. There are M™ possible arrival angle vectors. Let 07,,.,, denote the
y*? arrival anéle vector of dimension m. Let Gn, +m=(Q1, -, Qn,y A, 411 ey Anptm )s
where a; € {LE,CENY}. There are 2"*™ possible tracking method vectors.

The probability of target survival is written as

Pr(Miss)
= ) Pr(Miss | m attackers arrive in an interval of length up)
m=1

X Pr(m attackers arrive in an interval of length up)

= i Pr(Miss | n = m)Pr(n = m)
= i Pr(Miss | n = m,8p,)Pr(6m,)Pr(n = m). (3.1)

Since the attacker arrivals are independent, and the arrival rate is stationary,

(3.1) becomes

o M™ - A m_-Aup
S 3 Pr(Miss | n = m, f,) A}m (up)Tem > (3.2)
m=] y=1 m:

At time t,, the target first determines the set of controls currently feasible
U., and then must evaluate the following expression in order to determine u::

oo M™ =2
1 (App)me—dwo
H},axmin{z Z: Mm( o)

m=] y=1

m!
nedm v k-1 - ) -
<[ IT 2 T Pl (te | 8m )1 = PL(ti 1 6m,))))),  (3.3)
=1 k=1 =1
where u; = u for i = 1,...,r — 1. There is not a closed form expression for (3.3),

and there are an infinite number of terms. This expression will be approximated

by truncating the sum at the term for which the value of m is such that Pr(n =
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m) < ¢. Denote this value of m by . The quantity evaluated by Algorithm 2

at t, is then given by

2 (A
m&mn{z Z M’" #o)

m=1 y=1

m o=Aup

m!

nedm r k-1

x[ JT [ TI Pi, (8 | Omy)(1 = Pt | B D1} (3.4)

=1 k=1 i=1

* where u;=u; for i=1,...,r—1. The control that achieves the maximum is denoted
by u} and is applied at time t,.

It must be shown that the solution u] to (3.4) is the same control as would be
determined if the target knew that exactly . attackers would arrive in {t,, t,+up],
for 1 < n <. This can be shown by induction.

The idea behind the proof is to show that if the maximum of a sum of
functions is equal to the sum of the maxima, then each function is maximized

at the same point.
Proof:

For notational convenience in this proof, the following quantities are defined:

r k-1

§y (e | 0m )1 = Pi(ti10my)) = Q)
1 (App)me=ro
Mm™ m! = Tm-

The expression in (3.4) then becomes:

h M™ n.4+m

max min {3 5[ T] @}

Shtny m=1 y=1 =1

Without loss of generality, assume M=1 and n,=1. It is desired to show the

following:
m l4m 14+m
max mm{z H Q'rm} = 27,,,maxmm{n Q'}. (3.5)
Amtl m=] =1 m=1
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For m=1, there is only one term in the sum,
max min{Q'Q*y;} = + maxmin{Q'Q?},
Ue az Ue as
so the equality in (3.5) holds.

Now assume (3.5) holds for rh=p, so that
maxmin{Q'Q*y; + ... + Q...Q"* 1, }
Uy Ap4l
= 7, max min{Q* Q?} + ... + 4, max min{Q’...Q7*'}. (3.6)
Ue Gp4y Up Gp41
It must now be shown that (3.5) is true for rh=p + 1, that is

max gglzm{Q'Q"n +ot QL + QL QP )
= 7 maxmin{Q'Q’} + ... + 7, max min{Q"...Q"}
L 0”2 r 0”2
42 max min{@"...Q"?). (3.7)

The left hand side of (3.7) can be written as

= max rmn{rna.x mm{Qle’h + ..+ QL@ + QM..Q7 1))

Ur Opy2

= max min{max mm{Q '@+ .+ Q@7 (1 + QP )] )

Uy 0"2 Uy
Since ap4z, and thus @%*2, is not included in a search over @41, using (3.6)

yields the right hand side of (3.7):

= ma.xmm{'n max mxn{Q Q* + ..

ot (p + Q’+2‘7,+1)max m_m{Ql...Q”'”}}
= rre‘a.xmln{'n maxrmn{Q Q%) + ..
ot 7 maxmin{Q"...Q"*"'} + 741 max min{Q"...Q7**}}
Uy °P4‘1 14 Gptl
= 7 maxmin{Q'Q?*} + ... + 7, max min{Q"...Q"}
Ur qApp2 YUr ap42

+yp+1maxmin{Q'...Q"**}q ED.
Uy °H2




The length of the interval [0,2] must be defined. Time zero is considered to
be the time at which the target is first alerted to the presence of an attacker.
The time §) can be defined in two ways. The first way is to set Q to some
predefined value. The second way is to consider {} the moment at which some

predefined amount of time has elapsed since the last arrival.
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Chapter 4

Neural Network

Hopfield and Tank [1] have developed a neural network that has been shown
to be effective in solving optimization problems by mapping them to analog
computation.

A biological nervous system makes decisions rapidly by operating collec-
tively in a parallel analog mode. Hopfield and Tank designed a simple analog
electronic nervous system, comprised of a matrix of nonlinear analog elements,
which exhibits the essential features of a biological nervous system: parallel in-

puts, parallel outputs, and extensive interconnectivity between the electronic

neurons.
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A circuit schematic of the network is given in Figure 4.1. Each neuron is
represented by a pair of amplifiers with a parallel RC circuit at a common input.
The output of a neuron is fed back to its input and can also be connected to
the input of any other neuron. There is an externally supplied current into each
neuron.

The RC circuit helps define the time constant of a neuron, and allows for
integration of all the input currents entering the neuron from other neurons in
the network. The synapse between two neurons is represented by the connection
of the output of one of the two amplifiers of a neuron to the input of another
amplifier pair through a resistor. The resistor connecting the i** and j* neuron
is denoted by T;;. If the synapse is inhibitory, the output of the inverting
amplifier is connected to the resistor. If the synapse is excitatory, the output of
the non-inverting amplifier is connected to the resistor. The magnitude of the
synapse is determined by the value of the resistor. The external input current
into each neuron adjusts the general excitability of the neuron.

The voltage into the j** amplifier pair is denoted by z;, and the output of
the j** non-inverting amplifier is denoted by V;. The input/output relationship
is given by V;= (1 + tanh(-*))-—g(z,) and is plotted in Figure 4.2.

Suppose there is a total of N neurons in the network. The equations describ-

ing the dynamics of the i** neuron are given by
dz;
= = . I
T -7 c + Z T;V; +
Vj = g(zi)’ (4-1)

where RC is the time constant of the RC circuit at the input of each neuron.

In an earlier paper by Hopfield [2], it was shown that under a symmetric
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connection matrix (Ti; = T};), the outputs of the neurons converge to a constant
and stable state. He also showed that if the rise times of the amplifiers are very
short, so that the width of the gain curve in Figure 4.2 is narrow, the stable
states of the network locally minimize the following quantity:

N
ZT.‘,'V.'VJ' - EV.I. (4.2)

J=1 =1

MIH
(V]z

E,

It
—t

\
The state space is the interior and border of an N dimensional hypercube. Since
the width of the gain curve is narrow, V; is ultimately either 0 or 1, and the
minimum of (4.2) occurs at one of the 2V corners of the hypercube.

The allocaiion problem must be mapped onto this network. The first step
is to choose a representation for the output. Let N = K E,’;, | Ux |, where K
is the number of decision instants. Arrange the neurons in a TF_, | Ui | xK
matrix. Each row represents a control and each column represents a decision
instant. The output of the neuron in the X** row and ;* column of the matrix

is given by Vx;. The dynamics of the (X, j)** neuron are then written as:

d i X9
—%' = 3‘X ZETXIYJVY]+]X1’ (43)

and (4.2) is written as:
1 -
= ‘5; . Zsz.Y,Vx.VY, ZEVXiIXi~ (4.4)
[ 1 [
When the network stabilizes, the optimal control to apply at time t; will be
determined by the values of the neurons in the k** column of the matrix. For
example, suppose K=3 and Uy={L,R,Z}, U = {L,R,Z}, and U5 = {G,, Z}.

The output matrix shown below gives 4=(L, L, G}).
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l1 23
L 100
R 00 0
Z 000
L 010
R 00 0
Z 000
G, 0 0 1
Z 000

Note there is only one 1 in each column and no more than one 1 in each row
for a total of K 1's in the matrix, so that at every decision instant one and only
one of the controls feasible at that decision instant is selected.

The next step is to determine a function describing the network that when
minimized results in exactly one control being selected for every decision instant,
and also yields the optimal allocation scheme. A function meeting the first

requirement is given by Hopfield and Tank [1]:

B = ST Vali+2 S8 T Ve,

X i g#i i X X#Y
+%(ZZVX¢ - K, (4.5)
X s
where A, B, and C are large positive constants. The first term is minimized
when there is no more than one 1 in each row. The second term is minimized
when there is only one 1 in each column. The third term is minimized when a

total of K 1’s appear in the matrix.




The second requirement is met by appending a term to (4.5) that represents
the probability that the target does not survive the attacks. From (1.2), (1.3),

and (1.5), the probability the target does not survive is given by:

Pr(Target does not survive)

= 1 — Pr(Target survives)
=1-[]01 = Pr(H; | Mj=1...M))]

I=1

n K
=1~ ,I.I(l ~ .,I.I“ - P, (t)))- (4.6)

1
In order to discourage the network from the selection of some controls, and
encourage the selection of others, the notion of a “distance” between the con-
trols must be defined, and these distances reflecic d in the connections (T'x;.y;’s)
between the neurons. This can be accomplished by isolating the probability
of failure of each control against all the attackers, so that the “distance” from
one control to another is the probability of failure against all the attackers of
applying that control. This is done by upper bounding the the expression for
the probability that the target does not survive in (4.6).
Define a set S={b;,bs,b3,b4 : 0 < b < 1, 1 = 1,2,3,4}. The following

relations hold:

(1) biby + baby < by + by + b3+ by

(22) bib; < 1.
Using these relations, (4.6) can be upperbounded as

Pr(Target does not survive)
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n K
<1=3"(1=30 = P (t)])
1=1 k=1
n K

=1-n+nK-Y 3 P ()
=1 k=1
n K

=1-n+) Y (1- P, (t)

i=1 k=1

K
S _(1- P (%))

1 k=1

i(l - P (t)). (4.7)

=1

Wl"]=

Il
M=

»
Il

Py
-~

Define the quantity dxy as the sum of the probabilities of failure against
each attacker of the control in the Y** row applied at time ty, given the control
in the X* row was the last control applied. That is,

n

dxy = §(1 = Pyix(ty)), (4.8)
where ty = t; if Y € Ui. This quantity represents the “distance™ between the
controls in rows X and Y. A control must be applied at each decision instant,
even if it is the “do nothing” control. In other words, no decision instants can
be skipped. Therefore it is required that P,',lx(ty)=0 for I=1,....nif X € U,, but
Y ¢ Ur4yr. Also since no more than one control can be applied at each decision
instant, it is required that P,‘,,x(ty)=0 for l = 1,...,nif X,Y € Up. This is

summarized below:

n (1 - PL(t X el andY €U,
dyy = PIHEY yix(ty)) k k+1 (4.9)

n otherwise.

From these quantities, a symmetric distance matrix (dxy = dy x) is constructed.

This matrix is denoted by d.

52




The following term, given by Hopfield and Tank [1], appended to (4.5) as-
sures network converges to the scheme with the minimum cost, (or minimum

“length™):

D
72 2 DdryVailVin + W), (4.10)
# '

" It yields the numeric value of (4.7) for the allocation scheme represented by the
states of the neurons in the stabilized network.

The function describing the allocation network is the sum of (4.5) and (4.10):

A B
E;, = EEZEVXiVXj+_2-zZ 3 ViV

X @ g i X X#Y
C
+—(ZE Vxi = K)?
2% 5
D
+§Z > Y dxy Vxi(Wis + W) (4.11)
X Y#X i

When this function is minimized, the states of the neurons in the network will
represent the optimal allocation scheme.

It is known that the network minimizes

1
El = _EZ;ZZTA’;'}"‘VX{V}",’—;ZVX"IXS- (4'12)
X ] J

The function F;, and the function that is desired to be minimized E;, can be
made equivalent by choosing the appropriate set of Tx;y;’s and Ix,’s. Hopfield

and Tank [1] bave determined that the following connection matrix and external
input currents make (4.11) equivalent to (4.12):
Ix, = CK (4.13)
Txiy; = —Abxy(l - 5.',') - Bé.','(l =é&xy)-C

—Ddyy(6;i+1 + 6;5i-1) (4.14)
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1 ifi=j
bij =
0 otherwise.

Substituting these into (4.3), the equations describing the dynamics of the

neuron in the X* row and j** column are given by

dzx; zxi

o4 = AL Vai-B Y Wi-C(T T Va; - K)
J#i Y#X X
~D Y dxy(Wrin + W) (4.15)
Y
Vx,' = g(zx;). (4.16)

The derivations of (4.11) from (4.12) and (4.15) from (4.3), using the quantities
in (4.13) and (4.14), are given in Appendix A.

4.1 Deterministic Formulation

This network can be used to obtain the optimal allocation scheme when the
arrival times, arrival angles, and tracking methods of the attackers are known

to the target a priori.

4.1.1 State Updates Unavailable

Suppose no updates of the attackers’ states will be provided. The only
attacker knowledge provided to the target is the a priori knowledge of the arrival

states. The arrival states are given as in Section 2.1.1, by
(T.'(T.') = TA’O‘(Ti)’ ﬂi('ri) = Ta aiaTi)a

where 6;(7:), 7i, and a; are given.




Using the expression for the cost function given in (1.5), it is desired to
determine the control vector which achieves
n K ‘
n;:x{iI-_]l(l —gll - Pt} (4.17)
The set of feasible control vectors necessary to solve (4.17) is determined as in
- Section 2.1.

Since the control applied at time t; must be a member of the set of controls
feasible at ¢, the network is not allowed to consider states in which this require-
ment is not met. In other words, the network is only allowed to consider the
feasible control vectors. To guarantee this, any neuron whose position in the
matrix is such that an output of 1 would violate the above requirement, is fixed
at 0. Therefore Vx(t)=0 for all ¢, if X € U, and i # k.

When the network stabilizes, the control to apply at the k** decision instant is
determined by the value of the neurons in the the k** column. This network was
used to determine the optimal allocation schemes for the same attack scenarios

as considered in Section 2.1. The results are presented in Chapter 5.

4.2 Choosing Values for A,B,C, and D

Hopfield and Tank do not provide any guidelines for choosing the values of the
scalars A, B,C, and D in (4.11), other than the fact that they must be positive
and much greater than one. It is desired to determine relationships between
these scalars which result in choosing values that help the network converge to
a stable state. This is done by analyzing the network at steady state.

Suppose there is a square 5 x n matrix of neurons. The dynamics of a single
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neuron in the matrix are given by (4.15) and (4.16):

dzx; i
—ZTX = ‘%—AZVX)'_B D Wi—-C(X Y Vxi—n)
i Y#X X
=D dxy(Wrin1 + Wric1) (4.18)
Y
Vx.' = g(.’tx.'). (4.19)

Now approximate the input-output relationship of the neurons by:

0 if:ZX{(—uo
Vxi = 4 3+8 if-u,<zxi<u
1 if zxi > u,.

Since the width of the gain curve in Figure 4.2 is assumed narrow, this approx-
imation is not unreasonable.
Replacing —zx; in (4.18) with the approximation 2u,(} — Vx.), and setting

it equal to zero, (4.18) can be written in matrix form as:
0 = ;K- V+AVL+BLV + CKVK - CrK + DAV,

where L,d, K, and S are 7 x 7 matrices given by:

0 1 1 r 1 .
dn . dyy, 1 1
1
L= ,d= )K‘: ]
1
: o | dm do | 1 1|
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and

FO 1 0 0 1T
1 0
0
S =
0
0 IEDER T |
] 1 0 ... 0 1 0 ]

After some algebra, this becomes

[(B+C)L+(C-DIV +[CL+ (A +C)JVL

2u,CnK - %K
+DdVS,

or more simply
E = TV+ AVL 4+ DAVS, (4.20)

where E = 2u,(Cn — 1)K, A = CL+ (A4 C)I,and T = (B + C)L + (C - 1)L

The matrix A is nonsingular, and its inverse is given by

c -y . -y
-v
Al = ’

-y

-y ... =Y o ]

3
_ (1=1)A"~3C4+ A"} = A"iC
where o= AT4nAT-1C and Y= AngnAn-1C*

Equation (4.20) can then be written as

A'E = A"'TV ' VL+DA-'dVS. (4.21)
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Now define a matrix P = AT as

P=

#(B+C)-¥C~1)-v(n—2XB +C) #(C=1) - #n - 1XB +C)
If the off-diagonal elements are set to zero, so that

m-2)(B+C)+(C-1)
B+C ’

<19

then P=[o(C - 1) — ¢

—

A~! with the expression for o in (4.22) yields the following:

AB
-E-+A+B = -1.

Using this relationship gives Q=1 + g.

Equation (4.21) now becomes

A'E = QV +VL+ DA™'dVS

V(QI+ L)+ DA-'dVS,
or since QI + L is nonsingular,
E(QI+ L)™' = AV +dVS(QI+L)'D.
Assuming the distance matrix d is nonsingular, this becomes
d'E(QI+ L)' = d'AV +VS(QI+L)'D.

Define the following quantities:

A = d'a
B = S(QI+L)'D
C = d'E(QI+ L)L

58

#(C=1)=%(n=1XB + C) AP+ C)=KNC=1)-o(n-32KB +C)

-

(4.22)

n — 1)(B + C)|I=QI Equating the expression for o in

(4.23)

(4.24)




So (4.24) becomes
C = AV+VB. (4.25)

From Bellman [3), if the conditions of the following theorem are satisfied, the

solution to (4.25) is given by
VvV = —/w eAtCeBy. (4.26)
)

Theorem 1 A necessary and sufficient condition that (4.25) have a solution
for all C is that \; + p; # 0 where ); are the characteristic roots of A and Bj

the characteristic roots of B.

The characteristic roots of the matrices A and B must be calculated, and
the values of the scalars A, B, C and D adjusted so as to satisfy the relationship
in (4.25), and such that the characteristic roots meet the requirements of the
theorem. In order to do this, the distance matrix d must be defined. This
implies that the scalars are dependent on the values of the elements of d, which
ultimately depend on the arrival times of the attackers. This suggests that the

scalar values are situation dependent, and must be calculated at run time.
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Chapter 5

Numerical Results

In this chapter, the results of applying Algorithms 1, 2, and 3, and the
neural network to several attack scenarios, in which the arrival times and arrival
angles of the attackers are known a priori, are presented. The performance of
the neural network under a deterministic system is discussed. In the determin-
istic formulation, the tracking methods of all the attackers are assumed to be
centroiding (CEN). In the Bayesian formulation, the distribution describing

the tracking method of an attacker is given by

Pr(a=LE) = 3

Pr(a=CEN) = .1
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It was assumed that the defensive resources are inexhaustible. It was also as-
sumed that no updates of the attackers states were provided.

A total of nine attack scenarios were considered. The scenarios include situa-
tions in which one of the decoy types has a higher probability of success against
a half or more of the attackers than the other type, and also include arrival
angles for which the decoy type with the highest probability of survival depends
on the tracking method of the attacker. The specifics of the scenarios are given
in Table 5.1. The ninth attack scenario was included to test the neural net-
work. It differs from the eighth in the spacing of the arrival times, and results
in an increased number of decision instants, which in turn results in a larger
peuron matrix. The probability distribution functions describing the success of
the countermeasures are given in Figures 5.1, 5.2, and 5.3.

In all nine scenarios, the model parameters took the following values:

T4 = 16 miles

vy = .2814 miles/sec
A = 1sec

Ap = 20 secs

Ap = 2 secs

pup = 20 secs

rg = 2.1 miles

rp = 5 miles.

Tables 5.2-5.10 give the optimal allocation schemes determined by Algo-

rithms 1, 2, and 3 for the specific attack scenarios. In each scheme, the decision
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instants at which the “do nothing” control was the only feasible control, are not
shown.

The optimal allocation scheme under the deterministic formulation in Table
1, is interpreted as follows: at the first decision instant, (time -20 secs) deploy
one decoy of type R. At the next decision instant at which there are controls
other than just Z feasible, (time 0 secs) deploy another decoy of type R, and
so on. At time 40 secs, it is feasible to deploy either type of decoy, or “do
nothing”. The “do nothing” control is applied at this decision instant because
the attacker has reached the range rp, and since deploying either decoy has a
zero probability of causing the attacker to transition from the tracking state
into the not-tracking state, the target opts to “do nothing” rather than waste
a decoy. At time 50 secs, the attacker is in range of the hardkill system, and
this resource is allocated every 2 secs until time §)=54 secs. The allocation
schemes in the minimax and Bayesian formulations, and in Tables 5.3-5.10 are
interpreted in a similar manner.

As can be seen, the optimal allocation schemes are very dependent on the
specifics of the attack scenarios, i.e. the arrival times and the arrival angles
of the attackers. For a specific scenario, the optimal allocation scheme also
depends on how much information is known about the tracking methods of
the attackers. As expected, the probability of target survival drops in both
the minimax formulation and the Bayesian formulation, particularly when the
number of attackers is greater than one.

The neural network was applied to the attack scenarios given in Table 5.1.

The network was run 87 times for each scenario. The resulting allocation
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schemes were compared to the allocation schemes known to be optimal as de-

termined by Algorithm 1. The performance of the network is presented in Table

5.11.

Several observations were noted about the behavior of the network. The
network was very sensitive to the values of the scalars A, B,C, and D in (4.11),
" and to the initial values of the neurons. Small changes in the value of any one
of these parameters led to entirely different output matrices, some of which had
elements with values between 0 and 1. Through trial and error, the following
values of A, B,C, and D, and the external input currents resulted in the elements
of the output matrices taking values of either 0 or 1, and were the values used

in each run of the network:
A=400 B=800 C =200 D =500
Iy =C(K +5).
In each of the runs, the network started from a different random initial state.

From Wilson and Pawley [4], the initial condition of each neuron was calculated

using the following:

1 Tinit
Vi = 5(1+tanh(=2%))
Tint = —%3In(1(—1)+6.

where u,=.02, and § is a uniformly distributed random variable on the interval

[=-1Zinity 1 Zinit)-
Whether or not the network converged to a valid allocation scheme depended

solely on the initial values of the neurons. The invalid schemes were character-

ized by column errors, in which more than one 1 appeared in a column, or no
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1's appeared. This is interpreted as the scheme allocating more than one re-
source simultaneously at the decision instaqt corresponding to the column, or
allocating no resource at the decision instant.

In the majority of the invalid schemes, or the schemes that were valid but not
optimal, segments of the schemes were optimal, but the entire scheme was either
not valid or globally optimal. For instance, several schemes gave the optimal
decoy deploying sequence, but an invalid or suboptimal hardkill sequence, and
vice versa.

It is observed, that when the number of attackers was greater than one,
the percentage of valid schemes decreased to zero. In the majority of these
situations, the network resulted in schemes in which the hardkiii cequences were
optimal, but at the decision instants at which decoys were feasible, both decoy
types were allocated.

These results do not show to what degree the size of the network affects its

performance.

One last note, when all of the neurons in the network were allowed to vary,
the schemes the network converged to were never valid, and exhibited almost no
local optimality. When the output of certain neurons were fixed, as described in
Section 4.1.1., the network began to yield valid and sometimes optimal allocation

schemes, and when not valid the schemes often had optimal segments.
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Attack

situation | (8;, 7:) 0
1 (60°,0sec) 54sec
2 (180°,0) 54
3 (30°,0) 54
4 (60°,0),(120°,2) 54
5 (30°,0),(180°,4) 58
6 (110°,0),(180°,4) 58
7 (20°,0),(50°,2),(50°,4) | 56
8 (30°,0),(60°,2),(140°,4) | 56
9 (30°,0),(60°,4),(140°,6) | 62

Table 5.1: Attack scenarios.

-

Probability of

Formulation Uopt warget survival

Deterministic | RRRZG,G, 91
Minimax RRRZG\G, .89
Bayesian RRRZG,\G, .90

Table 5.2: Attack scenario #1.
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Probability of

Formulation Uopt target survival

Deterministic | LLLZG,G, .80
Minimax RRRZG,G, .19
Bayesian LLLZG,G, .75

Table 5.3: Attack scenario #2.

Probability of

Formulation Uopy target survival
Deterministic | RRRZG,G, .94
Minimax RRRZG,G, .93
Bayesian RRRZG,G,4 .93

Table 5.4: Attack scenario #3.

Probability of

Formulation Uopt target survival

Deterministic { LRRZG,G, .56
Minimax RLRZG,G, .46
Bayesian LRRZG,G, 51

Table 5.5: Attack scenario #4.
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Probability of
Formulation Uopt target survival
Deterministic | LLLZG,G,G,G, .59
Minimax RRRZG,G,G,G, .18
Bayesian LLLZG,G1G2G, .46
Table 5.6: Attack scenario #5.
Probability of
Formulation Uopt target survival
Deterministic | LLLZG,G,G,G; .51
Minimax RRRZG,G,G2G; .04
Bayesian LLLZG,G,G2G, 40
Table 5.7: Attack scenario #6.
Probability of
Formulation Uopt target survival
Deterministic | RRRZG,G,G3 .70
Minimax RRRZG,G2Gs .63
Bayesian RRRZG,G,G3 67

Table 5.8: Attack scenario #7.
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Probability of
Formulation Uopt target survival
Deterministic | RRRZG,G,G3 .56
Minimax | RRRZG,G,G3 .46
Bayesian RRRZG,G1,G5 .52
Table 5.9: Attack scenario #8.
Probability of
Formulation Uopt target survival
Deterministic | RRRZG,G,G2G2G3G3 .56
Minimax RRRZG,G,G2G2G3Gs 5
Bayesian RRRZG,G1G2G2G1G5 .57

Table 5.10: Attack scenario #9.
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Attack | Network | Valid schemes | Optimal schemes

situation size found found
1 13x5 21 5
2 13x5 72 30
3 13x5 9 1
4 13x5 0 0
5 17x7 0 0
6 17x7 0 0
7 15%6 0 ]
8 15x6 0 0
9 23x9 0 0

Table 5.11: Performance of the neural net.
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Figure 5.1: Probability of success of decoys witha=LE
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Conclusion

Algorithms 1, 2, and 3 are easily implementable, and require less computation
to determine the optimal allocation schemes than their exhaustive search coun-
terparts. The resulting schemes are totally dependent on the attack scenario,
and the amount of a priori information available about the tracking methods of
the attackers.

The model becomes more complex as the assumptions are removed. Relaxing
the assumption that the target is stationary greatly affects the probability of
target survival by making it a continuous function of time. As explained in
the Introduction, one parameter the probability of success of a countermeasure
depends on, and thus the probability of target survival, is the physical location
of the attacker relative to the target. Permitting the target to move therefore

results in time-varying P;,’s. The values of the P} 's cannot be predicted unless

13




the trajectory of the target is known.

Allowing the target to move can be considered a countermeasure. If the
angle of an attacker is such that the probabilities of success of the decoys or the
hardkil! system are very low, the target may move and turn, so that the attacker

ends up in a position relative to the target for which the probability of success

~ at least one of the countermeasures is higher. However by doing this, the target

may have made itself more vulnerable to other attackers, present or future; and
ma - also have excluded certain countermeasures from being currently feasible.
If the arrival times and arrival angles of the attackers are known a priori, the
target can plan its trajectory and determine an allocation scheme so that its
probability of survival is the highest.

Relaxing the assumption that there is only one attacker type complicates the
model only if the attacker types are unknown, and there are countermeasures
which are only affective on certain attacker types.

Also the issue of constrained resources was not addressed. Reformulating the
model to allow a mobile target, and developing algorithms for determining the
optimal allocation schemes in each of the three formulations, particularly when
the arrival times are not known a priori, and there is a constrained number of
resources, is a possible consideration for future research.

Although fixing the output of certain neurons drastically improved the per-
formance of the network, the neural network does not appear to be a reliable
means of determining optimal allocation schemes. In the case of a single at-
tacker, the network converged to valid schemes in 39% of the runs, and to the

optimal allocation scheme in 14% of the runs. In all cases of two or more at-
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tackers, no valid allocation schemes were determined, however long segments of
the schemes were frequently optimal. The errors in the invalid schemes were
typically the allocation of both decoy types at a decision instant at which de-
coys were feasible, (column error). The attackers seem to be “competing” for
the decoy that is least likely to succeed against him. This results in an invalid
scheme.

However, the fact that the network does sometimes find the optimal alloca-
tion scheme, and that it tends to locally optimize, suggests simulated annealing
as a way of using the neural network to find the optimal allocation schemes.

For the minimax and Bayesian formulations, and when arrival states of the
attackers are not known a priori, it is not clear how to construct the network
to find the optimal allocation schemes. In the Bayesian formulation and the
unknown arrivals case, the cost function is a weighted sum of products. If one
network is to be used, it is uncertain how to bound the cost function, and
calculate a distance matrix that reflects the weights in the sum; or if several
networks are to be used, it is uncertain how to link them together.

The method described in Section 4.2 was not used to choose the values of
the scalars A, B,C, and D in (4.11). This method assumes a square neuron
matrix, and the neuron matrix in the network developed in Chapter 4 was not
square. However the analysis was helpful in giving a little more insight as to the
behavior of the network. The same set of scalar values led to stable networks
in the nine scenarios considered. This suggests that it is only required that
relationships in the form of inequalities between the scalars be met. This seems

plausible since for (4.25) to have a solution, Theorem 1 only requires that none
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of the cross sums of the eigenvalues of the matrices A and B equal zero. The

exact inequalities that must be satisfied, depend on the values of the elements

of the distance matrix d, which explains why certain values of the scalars result

in an unstable network.
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| Appendix A

Energy Function Describing

Neural Network

The derivation of the expression in (4.11) from the expression in (4.12) using
the ecuations in (4.13) and (4.14) is given. The equations in (4.13) and (4.14)

are repeated below for convenience:
Ixi = CK

Txiy; = —Adéxy(l - 8i;) = 35.-1-(1 ~&xy)-C

—Ddxy(6ji+1 + 6;i-1)

1 fi=j
§; = (A.1)
0 otherwise.
From (4.11),
1
El — —E ZZZ TX(,YJ'VX!'VYJ' - ZZ VXi]Xi- (A2)
XY i X

7




Substituting (A.1) into (A.2) gives (4.11),

- _% ;);z;z[_,wxy(l — ;) = B&i;(1 - dxy)

~C — Ddxy (841 + 8;i-1)]VxiVy; — z }: Vxilxi

= '[AEZEVXtVX:*’BE ) sz‘VY.
X i j#i X Y#X
""CEZZZVLVY: +D) ) ZdXYVX.(VYuH + W.i-1))
X Y#X «
—CKZZVX;
= ‘ZZZVA-VXJ+ Z 2 2 VWi
X ¢ ¥ X Y#X
CK?

+—(ZEVX:"‘K)2- ~
+5 E 2 ZdXYVX-(Vle + W,ia1).

X Y#X
The equation describing the dynamics of each neuron given in (4.15) is de-

rived from (4.3) using the equations (A.1).

dzxi _ _ Zxi
d¢d ~ RC
= zx' 26t ZZ[ Abxy(l = 6i;) — Bbi(1 —dxy)-C
—DdXY (51.14-1 + 6),:-1)]‘/)’) +CK
= _z_xi_Az:ij—B Z Vy.-—CZEVY,'-FCK
—D Y dxy(Wris1 + Wia1)
Y
= _% -AY Vx;-B Y Wi-C(_ Y W, - K)
i Y#X Y o
-D 3 dxy(Vyis1 + Wiia1)-
Y

+ ZZTX| YJVY,) + IX:
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