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ABSTRACT

Computer communications are becoming tncreasingly important in the
command, control and communications community. Using models to verify
that the communication protocols used by these computers function
properly is a time and effort saving device. A model called systems of
communicating machines combines two types of models, finite state
machines and programming language models.

In this thesis systems of communicating machines 1s used to specify and
analyze the IEEE token ring protocol. The specificatich makes several
simplifying assumptions about the protocol in order to make the analysis
manageable. These simplifications incClude limiting the network to two
machines and shortening the frame and token formats to reduce the number
of transmissions on the network. This thesis exercises the resulting
specification to both verify that the protocol won't fatl and that the
specification is correct. The type of analysis used in this thesis is called a
reachability analysis or a system state analysis.

This specification and analysis of the |EEE token ring protocol proves the
protocol won't fail for a two machine network. This thesis aiso proves that
the specification of the protocol is correct.
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[. INTRODUCTION

A. FORMAL MODELING OF PROTOCOLS

A protocol is a set of rules and procedures used by different computers
to communicate with each other. The protocols are implemented on the
cemputers in a network as a set of common software. The purpose of 2
protocol is to establish a common set of rules and procedures to allow
different computers to communicate. Protocols are designed in layers, with
the bottom layer being the interface with the communications medium and
the top layer being the user application. The number of layers in between
depends on the design of a particular system and which standard (if any) it
follows.

Each layer of a communications protocol is designed to accomplish
specific tasks. These tasks range from transmitting bits on the
communication medium and reading bits from the medium to breaking files
destined for transfer into packets and formatting those packets into frames
that will be recognizable tc the receiving machine. The design and
implementation of a large protocol suite can be a very complicated task; it
is not always easy to understand how all the pieces fit together. This
complexity makes the testing and verification of a new protocol difficult.
Testing a new protocol design can also be very expensive; not only is
computer time a valuable resource, but many potential failures can take
days to occur.

Due to the complexity and expense of testing new protocols, systems
designers turned to modeling the software to find potential problems. Many
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methods for modeling computer networks have been developed: Petri nets,
finite state machines, programming languages and hybrid models. Analysts
use one or more of these models to specify a network as completely as
possible and then run the model to test for possibie system failures. These
fatlures fall into two general categories: safety errors and progress errors.
A safety error occurs when the protocol fails and communication ceases.

Examples of safety errors include deadlock (a system state from which
there is no exit) and livelock (an infinite loop of a small number of system
states). A progress error occurs when one or more stations in the network
is unable to participate in the communication activity. An example of a
progress error 1s starvation (where one or more stations in the network
never get a chance to transmit tnformation). These models can help identify

these potential failure conditions. They can also be used to prove the
functional correctness of a particular protocol, assuming the model is
accurate. For these reasons, much time and research effort has gone into

the search for new, easier to use models.

B. THE TOKEN RING PROTOCOL

A local area network (LAN) is designed to connect computers in a small
geographic area, such as an office, building, or several butldings. These
networks typically use microcomputers as workstations to share a
minicomputer or mainframe among many users. The microcomputers also
stand alone and enable their users to perform other computing functions
without tying up the main computer. A typical use would be to run user
applications requiring a lot of computational power and speed on the
mainframe computer and use the microcomputers for electronic matl,




running programs remotely on the mainframe, etc. LANs aiso allow the
users to share other expensive resources, such as a graphics printer.

The token ring network is @ LAN. The computers on the network are
connected seriatly in a ring configuration. Each computer has an upstream
neighbor and a downstream neighbor. (See Figure 1). Data flows around the
ring in one direction only. A computer receives data from its upstream

neighbor and forwards data to its downstream neighbor. At any
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Figure 1: Token Ring Configuration

one time, only one computer is transmitting new data on the ring. All other
computers are only repeating the transmitted data (and some are copying
the data into buffers as they repeat it on the ring).

A unique pattern of bits, called a token, s continuously circulated on the

ring. When a statifon wants to transmit, it must wait until it gets the token.




when it gets the token, it removes the token from the ring (so no one else
can transmit) and transmits its data. Every station on the ring has a timer
to prevent it from holding the token too long (and thus monopolizing the
ring). when a station has compieted transmitting, {t waits for the message
to return and then removes it. The station then generates and transmits a
new token on the ring. In this manner, the token propagates around the ring
and every station gets a chance to transmit eventually.

In 1985, the Institute of Electrical and Electronic Engineers (IEEE) and
the American National Standards Institute (ANSI) {ssued the 802 group of
standards. These standards defined the requirements for three types of
LANs: the Carrier Sense Multiple Access with Collision Detect (CSMA/CD),
the token passing bus, and the token ring. The purpose of these standards is
to ensure uniformity among various LANS of the same type and allow users
to buy equipment from different vendors and know it will follow the rules.
These standards will also make it possible to connect different networks of
the same type with a minimum amount of effort. The standard for the
physical and medium access control layers of the token ring ne:work, which
is the basis for this thesis, is ANSI/IEEE Standard 802.5-1985.

C. SYSTEMS OF COMMUNICATING MACHINES

One model used to specify and analyze communication protocols is
called systems of communicating machines. This model has been used to
specify several types of network protocols, such as CSMA/CD, High-Level
Data Link Control (HDLC) and various routing protocols. It also has been
used to specify a simplified version of the token ring protocol. Section i
contains a detailed description of this model and the simplifying
assumptions that were used to apply it to the token ring network.
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Systems of communicating machines uses a combination of finite state
machines and variables to model the token ring protocol.  Each
communicating machine is in one of several possibie states and has local
variables. In any particular state, one or more actions is possible. These
actions may or may not lead to a state transition, and they may or may not
change the values of some variables. Which actions are allowed depends on
the values of the local and global variables and the current state of the
communicating machine. All transitions and actions are instantaneous;
once a transition is enabled, it may occur at any time. Communication
between machines is accomplished through shared variables. Machines read
and write these shared variables to communicate. Each communicating
machine will have its own local state, the set of all local states in a
network s etther a system or a global state.




1. THE SYSTEMS OF COMMUNICATING MACHINES MODEL

This chapter formally defines the systems of communicating machines
model used to specify communication protocols. The first two sections of
this chapter briefly describe the two modeling techniques, finite state
machines and programming language models, which form the basis for the
systems of communicating machines model. The third section gives the
formal definition of the general model; the adaptation of this model used to
specify the token ring protocol will be described in Chapter IV.

A. COMMUNICATING FINITE STATE MACHINES

One method of modelling communication protocols is with
communicating finite state machines. In this model, each process is
modelled as a finite state machine and implicit queues are used for
communication. Global states are used to define every possible condition of
the network. A global state consists of the state of every process n the
network and the contents of the queues. Transitions are enabled by various
combinations of the contents of the queues, and thus machines in the
network transition from state to state, possibly changing the contents of
the queues when they transition.

Communicating finite state machines are primarily used to perform a
reachability analysis. This analysis consists of exercising the model until
every possible state has been generated from the starting state. This type




of analysis is wuseful for predicting deadlocks In the network and
documenting the events leading to a deadlock.

The chief disadvantage of using communicating finite state machines for
this analysis is the so-called "state explosion”. Even if the queue lengths
are finite (which 1s not required in the pure finite state machine model),
modern protocols are so complex that the number of states generated with
this model can be unmanageable. [Ref. 1]

B. PROGRAMMING LANGUAGE MODELS

Programming language models of communication protocols have the
advantage of being more flexible and robust than finite state machines.
However, programming language models are also much more complex than
finite state machines. Several programming languages have been developed
or adapted for the purpose of modelling protocols. These languages include
CSP, Ada, and LOTOS. While each language has features to aid in this
analysis, the programming task can be very formidable if the protocol to be
modelied is large and complex. [Ref. 1]

C. SYSTEMS OF COMMUNICATING MACHINES

The systems of communicating machines model is an attempt to combine
the best features of the finite state machine model with some features
from the programming language model. The resulting model uses finite
state machines, but 1t uses local variables to reduce the number of machine
states. It also uses shared variables instead of queues for communicating.




The following formal definition of systems of communicating machines
is quoted from [Ref. 2] and is reprinted here for the reader's convenience.

A system of communicating machines is an ordered pair
C =(M,V), where

M= [m,, me, . mn]

is a finite set of machines, and

V= [v,, Vo vk]
is a finite set of shared variables, with two designated subsets R,. and W,

specified for each machine m, The subset R, of V is called the set of read

access viriables for machine m,., and the subset W,. tho set of write access
variables for m,.

Each machine m;e M is defined by a tuple (S,., s, L, N)., t,), where

(1) S, 1s afintte set of states;

(2) se 5,1s adesignated state Called the Initial state of m,

(3) Lisa finite set of Jocal variables;

(4) N’. is a finite set of names, each of which is associated with a
unigue pair (p, a), where p is a predicate on the variables oi L, UR,,
and a is an action on the variables of L’. U R, U w,.. Specifically, an

action is a partial function

a:L,.xR,. "")Lixwi
from the values contained in the local variables and read access
variables to the values of the local variables and write access

variabies.

(5) T S,. X ,\',. == S,. is a transition function, which is a partial

function from the states and names of m, to the states of m’.




Machines model the entities, which In a protocol system are processes
and channels. The shared variables are the means of communication

between the machines. intuitively, R,. and W,. are the subsets of V to which

m, has read and write access, respectively. A machine is allowed to make a

transition from one state to another when the predicate associated with the
name for that transition is true. Upon taking the transition, the action
associated with that name is executed. The action changes the values of
local and/or shared variables, thus allowing other predicates to become
true.

The set L, of local variables specifies a name and a range for each. The

range must be a finite or countabie set of values.
A system state tuple is a tuple of all machine states. Tnat is, if (M, V)

ts a system of n communicating machines, and S for 1 <1< n, 1s the state

of machine m;. then the n-tuple (s,. Son sn) is the system state tuple of

(M, V). A system state i{s a system state tuple, plus the outgoing
transttions which are enabled. That is, two system states are equivalent if
every machine is in the same state, and the same outgoing transitions are
enabled. The Initial system state is the system state such that every
machine 1s In its initial state, and the outgoing transitions are the same as
in the initial global state.

The global state of a system consists of the system state, plus the
values of all variables, both local and shared. It may be written as a larger
tuple, combining the system state with the values of the variables. The
initial global state is the initial system state, with the additional




requirement that all variables have their inittal values. A global state
corresponds to a system state if every machine is in the same state, and the
same outgoing transitions are enabled. That is, a global state consists of a
tuple of machine states, plus the values of all varfables. A system state
with the same tuple of machine states as the global state and the same
enabled outgoing transitions {s the corresponding system state.

Let us,, n) = S, be a transition which is defined on machine m;

Transition 1 1s enabled if the enabling predicate p, assoctated with name n,

is true. Transition r may be executed whenever m is In state S, and the

predicate p is true (enabled). The execution of 1 is an atomic action, in
which both the state change and the action a associated with noccur
simultaneously.

Note that if the values of all variables are restricted to some ¥
range, then the model can theoretically be reduced to a simple finite state

inite
machine. Otherwise, an infinite number of global states are possible.
However, even {f the number of giobal states is infinite, the number of
system states is finite, because of the finiteness of each machine. This
may atlow a reachability analysis on the system states, when a reachability
analysis on the giobal states is infinite. Even when the values of all
variables are of a finite range, the number of global states in the equivalent
FSM system may be so large as to be intractable. [Ref. 2]
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I11. THE IEEE TOKEN RING PROTOCOL

This chapter gives a brief overview of how a token ring LAN operates.
The discussion is based on {Ref. 3] and therefore does not pertain to any
particular implementation of the token ring protocol. Section A explains
the physical layout of the network. Section B describes the formats of the
frames and tokens that are circulated on the ring. Section C concludes this
chapter with a description of how the token ring operates. For a more
detailed explanation of the token ring protocol, see [Ref. 3].

A. TOPOLOGY

A token ring LAN is configured in a ring. Transmission is point to point,
in one direction only. Most token rings use centrally located switching
centers to accompiish the ring connections, and each station on the ring has
its own cable connection to the switching center. When a particular station
wants to connect to the ring, it sends a signal to the switching center. The
switching center activates arelay that inserts the station into the ring, as
long as the signal from the station is present, the relay remains energized
and the station is connected to the ring. When an error {s detected by either
the switching center itself or the station, the relay is de-energized and the
station is placed in the bypass mode. This scheme is very fiexible;, as long
as there are connections available in the switching center, new stations can
be aoied to the ring. The switching centers can aiso be connected to each
other, . 'owing more room for expansion. The maximum size of a token ring

IR




network is 250 stations, which {s determined by timing and data rate

considerations beyond the scope of this thesis.

B. FORMATS

The token ring netwerk uses a form of encoding known as differential
Manchester. This encoding scheme allows timing information to be impiicit
in the data signal. It also allows two symbols to be defined which are not
data symbols. These unique symbols, called J and K, are used in both the
token and the frame starting and ending delimiters. If these unique symbols
occur anywhere else in a frame, an error has occurred and the network
accomplishes recovery procedures.

The token format is
[SD, AC, ED).
The frame format is
[SD, AC, FC, DA, SA, INFO, FCS, ED, FSI.

3D 1s the starting delimiter and consists of J, K, and O symbols. AC is the
access control field. A token bit in this field lets a receiving station know
if it is processing a token or a frame; if it is a token, the receiving station
may change the token bit to denote a token and begin transmitting its
messages. The ED field is the ending delimiter and consists of J, K, and |
symbols. The FC field in a frame is the frame control field and identifies
the type of frame. The DA and SA fields are the destination and source
addresses for this frame. The INFO field is the information field and is
optional; i.e., acontrol frame does not need to contain an information field,
but a data message will obviously contain information. The FCS field is the
frame check sequence used for error detection. The FS field is the frame
status field used by the receiver to acknowledge reception of a message.

12




For a more detatled expianation of these fields and their formats,
see [Ref. 3).

C. OPERATION

Wwhen a station on the ring wants to transmit a frame, it must first seize
the token. When the station detects a usable token, ie., a token with a
priority that is equal to or lower than the priority of the frame the station
wants to transmit, it sets the token bit to indicate a frame is next. Setting
the token bit changes the token to a frame; the station has now “seized” the
token. Now no other station can transmit new information onto the ring.
The station proceeds to transmit its frame(s) until it {s done or its
maximum aliowable time to hold the token expires (this time limit is
determined by the network managers). The station then transmits an
end-of-frame sequence and transmits fill (all zeroes) while it waits for the
last frame transmitted to go full cycle and return. When this last frame is
recelved, the station generates a new token and transmits it on the ring,
aliowing the next station an opportunity to transmit.

Every station 1s responsible for removing all messages it originates from
the ring. This is necessary to ensure old frames do not circulate forever on
the ring. While a station iIs waliting for its last transmitted frame to
return, it is also stripping all its previous messages from the ring and
replacing them with fill. The last fieid In a frame 1s used by the
destinatton to acknowledge receipt of a frame. Two bits are used to
indicate whether a station recognized its own address in the frame header
and whether or not that station copied the frame into its buffers. These
bits let the sending station know the result of its transmission.

13




On every token ring, one station assumes the role of active monitor;
every other station on the ring is automatically a standby monitor. The
active monttor s responsible for maintaining the ring in proper operating
condition. It checks and corrects the signal timing to keep all stations
synchronized. The active monitor checks to see that a token is always
present on the ring. It monitors frames that pass to make sure they are
new, not leftover frames that some station didn't remove. The active
monitor also lets the other stations on the ring know that an active monitor
1S present by broadcasting a special control frame periodically. The active
monitor uses timers to monitor these conditions; the timers are reset when
certain conditions are met (such as a valid token going by). If an error is
detected, the active monitor takes corrective actions. Every station on the
ring that is not the active monitor is a standby monitor. If a standby
monitor believes there is no active monitor present on the ring (because of
the absence of the control frames), it will assume the role of active
monitor. In this way, the token ring network 1s self-monitoring. For a more
detailed description of the active monitor and its functions, see [Ref. 3]

14




V. SPECIFICATION OF THE TOKEN RING PROTOCOL

This chapter explains how systems of communicating machines can be
used to specify and analyze the token ring protocol that is stated in [Ref. 3].
The general model is explained in Chapter Il of this thesis; this chapter
describes the specific adaptation of the model to specify the token ring
protocol. Section A explains the assumptions used to stmplify the protocol
to make the model more manageable. Section B describes the formats of the
tokens and frames which are transmitted by the stations in the model.
Section C explains how the model is structured and how 1t works. The
explanation includes a picture of the finite state machine part of the model,
a description of the local and shared varfables used by the communicating
machines, and a transition name/action table to describe the varigcus states
and transitions between them.

A. SIMPLIFICATIONS OF THE PROTOCOL

The model systems of communicating machines can be used to model the
token ring protocol. In [Ref. 2], this model has been adapted to specify the
token ring protocol. In order to keep the specification down to a reasonable
size, several simplifications were made to the protocol These
simplifications were. (from [Ref.2])

1. No attempt is made to model the timing. It is assumed that

transitions which are enabled will occur, eventually.

15




2. The input and output buffers (that is, the shared variables) of the
entire network have the capacity to hold the largest frame transmitted on
the ring. This means that when a station transmits a frame, it may
transmit the entire message before checking its input buffers for the first
part of the message.

3. Only one frame is transmitted before giving up the token. In the
IEEE standard, a station may send as many frames as it can before the
expiration of THT, the token holding timer. For purposes of bravity, in this
section the 1imit is one message.

4. No errors in transmission. In the standard, much of the complexity
of the protocol goes into handling errors.

S. All messages have equal priority. The standard protocol allows
eight different priority levels, with an elaborate procedure for raising and
lowering them.

6. No active or standby monitors. In the standard token ring, every
station contains a monitor for various error checking. [Ref. 2]

Most of these simplifying assumptions could be relaxed, if a more
realistic model is desired.  However, none of these assumptions
significantly changes the function of the protocol and the model is easier to
analyze using them.

B. MESSAGES AND FORMATS

In IEEE Standard 802.5-1985, four different types of units are
transmitted on the ring: binary O, binary 1, non-data symbol J and non-data
symbol K. In the model used to specify the token ring protocol, the units
transmitted on the ring are characters. This means that each station on the
ring will transmit and receive a sequence of characters rather than

16




individual bits. The model uses two special characters, 'J and 'K', to denote
the beginning and end of a message, respectively. These special characters
will not appear in the middle of a message. Two types of messages will be
transmitted in this model: the token and the frame. The token shall have
the format
[J, T, K]
and the frame shall have the format
[J, F, DA, SA, INFO, K, C],

where the DA and SA fields are both integers indicating the destination and
source addresses of the frame, INFO is the data being transmitted (and thus
will be a sequence of characters generated by a higher level protocol), and
the C field is one bit. The C bit is the "frame copied” bit and lets the sender
know whether or not the INFO was copied by the destination station. [Ref. 2]

The first character of any message is a J, followed by either aT or an F,
indicating whether the message is a token or a frame. If the message is a
token, the next character is a K, ending the message. If the message is a
frame, the next two characters are integers indicating the destination and
sending stations, followed by a sequence of characters which are the data
being transmitted. The message ends with a K and the C bit. The receiver
uses the C bit to indicate reception of the message to the sender. [Ref. 2]

C. PROTOCOL SPECIFICATION

To specify the token ring protocoi, a state diagram, an action table and a
picture of the shared and local variables are used. Figure 2 depicts the
state machine diagram of the model. Table 1 contains the action table, and
Figure 3 shows the shared and local variables. Table 2 contains the
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Figure 2. State Dtagram for the Token Ring Protocol

transition names and their meanings; this table is not part of the
specification but is included to aid the understanding of the
transitions. [Ref. 2)

Each edge of the state diagram fs labeled with a transition name. The
enabling predicate and corresponding action which accompany the transition
appear in Table 1, the action table. Figure 3 contains the shared and local
variables associated with each statfon on the ring. The shared variables are
inbuf and outbuf, while PDU and imsgbuf are local to each station. The index

variables (o0, i, m, r, p) are also local variables. In the starting state (0 in

18




Figure 2), all buffer variables (inbuf, outbuf, PDU and msgbuf) are empty,

with exactly one exception, and all index variables are equal to I.

exception to the empty buffers is one shared variable on the ring contains
the token, [J, T, K]. The focal buffer variable PDU is used by the station to
queue messages waiting for transmission on the ring. A PDU is a protocol
data unit, the data block from the higher level protocol on the station. The

msgbuf local variable is used to queue incoming messages from the ring

until a higher level protocol is ready to accept them. [Ref. 2]

TABLE 1: ACTION TABLE FOR THE TOKEN RING PROTCCOL
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The state diagram of Figure 2 for each machine on the ring can be viewed

as two distinct parts. In the left side, states O - 4, the station has no PDU

Figure 3: Local and Shared Variables of the Token Ring

(downstream) (upstream)
outhuf inhuf

1] LI L

.H

msebuf

l PDU

]

queued for transmission, while In the right side, states 5 - 15, the station
has a PDU ready for transmission. A PDU is queued by a higher level
protocol; the PDU 1Is placed In the next available slot in the PDU buffer to
await transmission. The enabling predicate for the PDU-G transition from
state O to state 5 reflects the result of this action by the higher level
protocol. A station in state O is just repeating incoming characters to its
downstream neighbor.

After a PDU is queued and the station has taken the transitfon to state S,

the station continues to repeat incoming characters until it can capture the
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the msgbuf is full. If

transition

... s

token and transmit the PDU. In both parts of the state diagram, the station
must copy any messages addressed to this station into its msgbuf, unless

the msgbuf 1s full, the higher level protocol has not
’ yet read the 1ast message receifved, and the station takes the no transition.

TABLE 2: MEANINGS OF THE TRANSITION NAMES

meaning

Tf‘,)

repeat character to the next station

rpu-Q

a I'DU is queuned for transmission

J

fiist character of a2 frame or tokea

A

second character of a frame

no

no, frame not sent to this station

yes

ftame addiessed to this station

cr

copy and repeat character to next station

I

ending delimiter for frame or token

ek

acknowledgement of frame

AT

transmit frame

DU

“end of protocol data wnit

NEOF

Lransmit end of [rame

reml

remove Ist part of frame

AA

1y address

DA

destination address

S5A

souice addirss

new’l’

transmit a new token

remn’?

rem v

remove 2nd part of frame

temove the K

-

MIES

fame was not eceived successlully

O

[rame was 1eceived

This means the station does not receive the message; the sender will know
because the C bit (the frame copied field) will not be set. [Ref. 2]

If a station has a PL'J yueued and it captures the token, the station

transitions from state

After transmitting the PDU, the station transitions to state 8 and then to
state 9 by transmitting the 'K’ character and the C bit (0).

5 through state 6 to state 7 and transmits the PDU

in
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station waits for the return of its message and strips it off the ring. when
the station recognizes its own address in the SA field, it transitions to
state 10 and transmits a new token on the ring. In state 11, the station
removes the remainder of its message from the ring. In state 12, the
station checks the frame copied bit, the C field. If C = 1, the destination
station copied the frame and this station can clear the PDU buffer and
return to state O via the OK transition. If C = 0, the destination station did

not copy the frame, so this station returns to state S to retransmit the PDU
(after recapturing the token, of course). [Ref. 2]

In the predicate-action table, Table {, the action repeat is the basic act
of retransmitting (repeating) the incoming character to the downstream
station; it consists of the three statements

outbuf(o) <-- inbuf(1); inbuf(1) <-- 0; inc(o, 1).
Increment (inc) adds one to each of its arguments using modulo artthmetic
to simulate a circular counter (i.e., if an argument is at its maximum value,

it is reset to its minimum value when it is incremented). [Ref. 2]




V. ANALYSIS OF THE TOKEN RING PROTOCOL

This chapter explains the results of using the specification described in
Chapter 1V to analyze the token ring protocol. Section A gives the
background for the analysis by explaining what a reachability analysis is
and what the main problems assoctated with this type of analysis are.
Section B explains the secondary goal of this type of analysis: verifying the
model. Section B also describes the errors discovered in the specification
of the token ring protocol. Section C describes what the resuits of the
analysis were. The table included in Section C contains the 630 states that
were generated when the model was run.

A. TYPE OF ANALYSIS
As stated in Chapter Il, a system state for the Systems of
Communicating Machines model 1s a tuple consisting of the state of every
machine in the network, plus the enabled outgoing transitions for each
machine. A global state for this model is a tuple consisting of the state of
every machine plus the values of all its variables, both local and shared. It
is possible for one system state to correspond to several global states;
that Is, two system state tuples may be identical except for having
different outgoing transitions enabled and therefore having different values
in one or more variables.
One method of protocol analysis is called reachability analysis. Once a
specification of the protocol has been developed, it can be run (efther
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manually or on a computer) until all the possible system states have been
generated, or reached. These states can then be studied to detect possible
protocol fatlures. A reachability analysis 1s mostly used to detect deadlock
conditions. A deadlock exists when the system reaches a state from which
there is no exit; all communication on the network comes to a halt. Other
faflure conditions that can be detected with a reachability analysis include
starvation (one or more machines never get a chance to transmit on the

network) and livelock (the network gets locked into a never-ending cycle of
a small number of system states).

There are two main problems with this type of analysis. First of all, it
is undecidable whether the analysis will ever terminate. This means that
there may be an infinite number of possible states. Secondly, even if the
anlaysis does terminate, there is for any nontrivial protocol a combinatorial
explosion of states Tnis means that the number of states may be so large
that even ah automated analysis is impractical, taking days, weeks or years
of computer time.

A reachability analysis was performed on the system states; this is
called system state analysis. The analysis used an abbreviated form of the
global states. The tuples consisted of the state of each machine and the
values of its shared variables; local variables were not represented in
order to keep the size of the tuples small. The network consisted of two
machines; it is left to further research to expand the analysis to three or
more machines. The results of this analysis are contained in Part C of this
section. A total of 630 states were generated for this two-machine
network, and no errors in the token ring protocol were discovered.
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B. VERIFYING THE MODEL

A secondary goal in performing a reachability analysis is to verify the
proper operation of the model of the protocol. As the model is exercised and
ew system states are reached, the user can check to see that the
transitions occur in a timely and logical (consistent with the actual
protocol) manner. The model can be fine tuned to correct any deficiencies.
It can also be modified to simplify the analysis or to bring its behavior
closer to the actual protocol's functioning.

In performing a reachability analysis with systems of communicating
machines, three errors were discovered in the token ring specification.
Correcting these errors brought the specification's behavior in line with the
protocol's function and also helped minimize the number of possible states.

In the original specification, the enabling predicate for the no
transistion (see Table 1) did not include inbuf(i) = 0. Not including this
condition meant that a machine in states 2 or 13 could transition without
having received the address of the frame. The intent of the no transition is
to continue repeating if either the frame is addressed to someone else or
this machine does not have room in its buffer for the frame. Adding the
condition inbuf(i) = O forces the machine to check the address and/or its
buffers before transitioning.

The second error 1in the original specification Involved the Ack
transition. The original specification listed the transition as always
enabled, a machine in states 4 or 15 could immediately transition.
Problems arose if the sender had not taken the XEOF transition to state 9
yet. If the receiver sent an Ack and entered a repeat state, followed by the
sender taking the XEOF transition and transmitting a O, the receiver would
repeat this O and an extra character would be in the queues. The Ack
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transition was intended to remove this O from the system. Changing the
enabling predicate for Ack to inbuf(1) = 0 accomplishes this task.
The third correction to the original specification involved the Xmit
transition. The Xmit transition's original action was:
outbur(o) <-- PDU(r,p); inc(o,p).
while this action is technically correct, it led to a larger number of states
than necessary, i.e., every machine needed to take the Xmit transition three
times in order to transmit a one-character PDU. Modifying the action to:
outbuf(o) <-- PDU(r,p); inc(o,p)

and changing the action of the (preceding) T2 transttion to:

outbuf(o) <-=F; inbuf(i) <-- 0; inc(o,i),
outbuf(o, 0+ 1) <-- DA, SA; inc(0)
simplifies this transition and allows the sender to transmit an entire PDU
in one action.

C. RESULTS OF THE ANALYSIS

Table 3 (in the appendix) contalns a listing of all the states generated
with a two-machine network using the systems of communicating machines
model to specify a token ring network. The num column is a reference

number for each abbreviated global state. The S, column contains the state
of machine 1, and similarly the ) column contains the state of machine 2.

The inbuf i column contains the contents of the inbuf shared variable for

machine 1 (and therefore, for this two-machine network, the contents of

the outbuf shared variable for machine 2), the 1nbui’2 column is the
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contents of the inbuf shared variable for machine 2 and the outbuf shared
variable for machine 1. The last column contains tuples made up of a
transition name and a num reference number. The group of tuples represent
all possible transitions from the current state; the num reference number
for each transition directs the reader to the table entry for the new system
state if that transition is taken. The superscripts on the transition name
denote the number of the machine (1 or 2) which is taking that particular
transition; superscripts were used rather than subscripts because some
transition names contain subscripts already.
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VI. CONCLUSIONS AND RECOMMENDATIONS

This thesis used the systems of communicating machines model to
specify the IEEE token ring protocol. The thesis then used this specification
to analyze the protocol. The purpose of this analysis is both to verify the
protocol functions properly and to verify the correctness of the
specification.

The analysis in Section V proves that the token ring protocol will not
fail in a two machine network. No states were generated from which there
is no transition out; therefore, the protocol is deadlock-free. Also, since
the token passed from one machine to the other with no problems,
starvation does not exist in a network which properly installs the token
ring standard. A close examination of the system states table shows that
no loops exist, either. The network moves from state to state smoothly, and
eventually returns to its starting state and starts the communication
process all over again.

The analysis in Section V also serves to validate the model of the token
ring protocol. Exhaustively exercising the model and generating every
possible state proves the model functions properly. This model can be used
to evaluate other token ring implementations to test for fatlure conditions
and to test how well they conform to the |EEE standard.

This model makes several simplifying assumptions about the token ring
protocol. Now that this version of the model has been verified, future
versions may relieve one or more of those simplifying assumptions in order

to more closely model the behavior of a token ring network. The model
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could be modified to allow a station to transmit more than one frame at a
time when it has the token. This change would require some sort of timing
mechanism (such as another shared variable, called Clock) in order to model
the token holding timer. Adding timing to the model would also make it
more realistic. As the model now stands, one station can transmit several
characters in a row without the other statfon reacting. In a real network,
both stations wouid be transmitting alternately (actually, one station would
be transmitting and one would be repeating). With timing in the model, the
stations would have to take turns transmitting on the ring.

There are many ways to add to the model to make it more closely
resemble the actual protocol. However, the analyst must be careful when
adding complexity to the model. Adding too much detail can make the model
too large and unwieldy to be a useful analytical tool. If the model yields too
many possibie system states, it will be too difficult to interpret the
results of running the model.

Future research may want to add detail to the model and extend these
results to a network with three or more machines. Extending the results to
a network of n machines would prove the protocol won't fail under any
conditions and would be very worthwhile.
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APPENDIX

TABLE 3: RESULTS OF THE ANALYSIS

num | gy | inbufy sy | inbuf, transitions
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TABLE 3: RESULTS OF THE ANALYSIS (cont)

num | s, inbu f, gy | inbicfy transitions
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TABLE 3: RESULTS OF THE ANALYSIS (cont)
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TABLE 3: RESULTS OF THE ANALYSIS (cont)
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TABLE 3: RESULTS OF THE ANALYSIS (cont)
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TABLE 3: RESULTS OF THE ANALYSIS (cont)
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TABLE 3: RESULTS OF THE ANALYSIS (cont)
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TABLE 3: RESULTS OF THE ANALYSIS (cont)

nunt | 2 inbufy 82 inbufy transitions
e 1 Q K.J.F 13 DASA L K,0 (215, remtT) (216, yes?).
(217,n0%)

{82 19 K. FDA N} SA B0 (212 rcm V) (218, erY)

TERIK N, F. DA 0 SA LK (213, rem A" ), (217, DU = Q).
(219.1‘(’1)1)

IR N DS ] 3 I.K (218. Y EOFT) (220,07

IS R K, LEDASY | I, N (219, X EOEFTy, 221, rep?)y,

(222, 1'DU — ()?)

IN6 | R N.J.F, DA ] STk T NEOT (22008 |

IST 1S N.J. T, DA il SA K (26, X L0y (223, 1%

ISS U7 N I DA S AT 3 - (220,50 D0T)

o | TN DS LT o - (20, EPDUY)y (21, 1'DU < QY

o | 7 KVLEDALSY S ! (222, EPDUT) 228, v pT)

ot [T Ko DSy | ] (22, ey coner?y

192 |15 - ST, LE DASAT, I (227, NFEOF?)

a3 | i n.u Ol N, DASHT (227, KTy (228 rem 12

TTHEE I, K,0 q S DA, (228 erN (229 rem iy

105 | SN0 9 A (229, erT) . (230 rcmt Ty

196G 1 5 - ST, DAY S AT (231, NLOF?

197 15 I,0 01 KL DALSA (230 e phy (292 et Ty

s n I.K.0 9 JoEDASA (232, 7 p" ) (2903 et Yy

W 5] ST R 0 DA (233 e p ) (23 rem 1)

00 (15 DLSLIED 9 - (230 g sy 231 el

202 [ 1 0 OVR, DY SAT I C6, VRT3 o Iy

200 [ 3 .0 9 Jor DS A (237, KNS o)

200 |3 T.h.0 0 R (238 ) 20 rom T

200 13 SO R0 9 DA (239 erM (210, ram )

206 |5 - SIN, L DUSY TR (LN LOPD

207 10 0 O RN L E DS LN | (230,000 QN (2t re ph ),
(212 rem 4y
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TABLE 3: RESULTS OF THE ANALYSIS (cont)

num | 8y inbufy . 2 inbuf, tranaitions
20201 0 K0 9 JF DA SAT (212.reph)(232. PDIT ZQT),
' (20, rem 1)

200 [0 1, K0 ) F,DASA (203, v p ) (233, T DU = ),
(2. remt?)

210 | 0 SALKO 9 DA 4, reph 288, PDIT =Ny,
(215, rem %)

200 | 9 r 2 DASA T K0 (26, rem 1) (217, e D).
(218.n0?)

212 19 JF DA 3 SA TR0 (217 eI (210,00 %)

21319 J.F,DA 0 SA T K0 (218 rcm1N) (200, DU — Q7).
(251, rep?)

211 | 9 - 6| F.DA.SAIK.0 (272, ')

205 [ 9 A 13 DA ST K0 (252, cem V) 0200, yos?),
(250, no?)

216 | 9 K.J,F DA v AN (203 rem ) {251 er )

20 | 0 N, 71 DA S SAT R0 (200, rem 17Y, (205, repl)

20 91 W, DA ST |3 I, 0 (210, rem %), (256, er?)

20019 N, LEDASA T I 0 (250, rem KN (255, P DU = Q).
(207, rep?)

20 | RPN DASAT] 3 N (206, N EOFTY) (208, KT

WL 8 KL EDASA T N (250, XLOFY. (2, 'DU = Q7).
(260, p?)

22218 NJLFDASY |5 1. I (250, N EOTFTY (209, 00 pT)

23 R K,LEDASA T K (251 N EOFT) 0261, 00T

M T IR EDASA TS - (259, 1P DU

20 F TN EDASA T - (261, 1P DT

227 |15 0 9 WL DASAT N (262, AelTy, (263, r0m 17)

2238 |t .0 1 J DA ST (263, KT . (261 rem 1)

220 1y 1. K0 4 LoD S A (26 1 Ty (265, rem 17

230 | 1 SA L IN.0 9 DA (265, crT) (266 cm 17

38




TABLE 3: RESULTS OF THE ANALYSIS (cont)

num | s, inbuf 22 inbu fy transilions
230 | H 0 9 N, JFEDASAT K (267, rep"), (268, ren17)
292 [ 5 K0 9 JE DT (268, rept), (269, v 17)
283 15 I,I,0 9 F,DASA (269, 7ep" ) (270, rem 1)
231 | & SN0 9 DA (270, rep!), (271 e %)
296 10 - O, DAS T I L] (262, P DU — QV) (272, rem ) ?)
287 | 4 0 Y JoEDAS ALK (202, Aek Ty (273, rem 1 %)
248 13 h,0 9 P DASAT PHENSNPRNIEE
239 | 3 {1, i, 0 0 DASA (270 erTy (275, rcmt?)
210 | 3 SAT R0 9 - (27h.erTy
200 |0 - O W T DASUT K0 (267, DU = Q). (276. rem17)
22010 0 9 JEEDASA LN (276, r p" ) (268, DU = Q7).
(277.remt?)
213 10 N0 9 F.DAS AT (277 reph) . (260D = QY.
(278 rcmt?)
TR I K,0 h) DAY (278, vcp) . (270, P DU = QT).
(279, rcmt?)
215 | 0 SN0 9 - (279, rep) (271, P DU = (QT)
216 19 - 2 DASA TN {280, ye %), (281, no?)
200 1 9 DA 3 SATK,0 (2890, rend Ty (293 0y
208 [0 1D 0 SAT .0 (280, rem 1) (283, DU = Q7).
(2% l,rrpz)
200 (9] JFDASY |3 I.K.0 (282, rem 1) (285, er7)
250 1 9 J.F. DA 5 SA LK. (2R3, rem 17) (286, 1 pT)
20 9 1 FEDAST [0 1.0 (28 L rem T}, (286, PDU = Q7).
(297.1‘11;2)
202 14 I’ 3 DAS LR 0 (288, rem b 1) (289, e sfy,
(283, )lu“)
20 (0 JoE D) L SA K0 (289 0 1Ty (200, 0 7)
290 [ 9 WL DA S ]I 1.K.0 (290 rcm 17y (290, 1Dy
20 VoW, . hDASAT S 1,K,0 (286, rem 1), (292, p?)
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TABLE 3: RESULTS OF THE ANALYSIS (cont)

num { sy tnbu f, 8 tnhu f, transitions

256 19 N, J, DA ST 3 K,0 (2895, rem 17), (293, 1k )

7 9] KNJLEDASAT |0 k.0 (287, rem 1Ty

2R [ 8K, LEEDASA TR 1 - (293, XEOFT)

my |8 N L EDAS LT s I8 (292, X EOFTY, (2050 p%)

260 [ S [H,JEDASAT RO - (2OLNEOFT) (295, D0 = Q%Y

2610 | 8 N, . 0005010 i N (291, N FOFTY. (296, 17

202 15 - O K. L DASA T R, (207, rem 17y

268 |15 0 9 J o DASATN (207, AelTy (29% v 1)

261 |11 .0 9 DA S A (20%, K1), (299, rem 1y

265 | 14 1.K.0 9 DA5SA (209, T}, (300, rem 17)

266 | 1) S I K0 9 - (300, ¢rT)

267 | 5 - 9 [N, LI.DASAT.K.0 (308, 7¢m 1Y)

268 | 6 0 9 JEDYSA T K (301 rept) (302, rcm %)

269 | h I, 0 9 A RN (3020 p ) O re 1)

27015 1.0 1) DS (303, e pT Y (301, et )

278 [ 5 SA N0 4 - G301 rp)

212 1 0 - g0 JEDASE TR (297, 0D = QTy, (305, rem i1 ?)

203 1 ) 9 FDAS UL S 0305, ATy (306 ram 1)

270 |3 ,0 I DAS AT (306, K1), (307 reni 1)

R I, K0 9 5 (307, erT) (308, A1)

296 1 0 - Ol LEDASHIN. (300,000 — QYY) (3 remt )

27 |0 0 9 FONS LN (309, repT) 302, P DU = 1y,
G0, reml?)

218 10 I, 0 ] DA S A G ety 303, P DI = Q7).
(31 F, remt?y

270 |0 1, k.0 0 51 Hreph) .G IDE = Q).
(312, 8142

280 |0 DA 4 SR RIEN NIRRT

FRTD DA 1 SLILKN0 (3R em T (316, 0y,

= (ST D — Q4
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TABLE 3: RESULTS OF THE ANALYSIS (cont)

. nium | s tnbhu f 82 inbuf, transitions

202 1 9 F,DASA 3 1,0 B remiD), (318, er%)

2%3 1 9 F, DA [ SATK,0 (317, rem IV ), (319, v p?y

220 1 9 F,DASA 0 1,0 (316, rem 1Ty, (3320, rep?),

(319, P DU - Q%)

2% 10 J DA ST 3 v, 0 (IS, rem 1T (321, KT

2% |9 J DAL S 5 1,0 (319 rem iy, (322, v p?)

W7 19 JE,DA ST 0 h,0 (320, re A1), (322, P DUT = Q7).
(323, rep?)

298 |9 - 13 DASA TN, 0 (324, yc ) (317, 1o’

299 | o F.DA N SA TR0 (324 rem ) (325, er %)

200 | 9 JF,DASA I 1.0 (325, ram1N) (326, er?)

200V 9 | NI F,DASA,T (11 I,0 (326, rem 17). (327, K7

@ ol NP DASAT |5 .0 (322, rcm V) (32%, 1 p?)

8 Lo WL DA SA TR ] ) 21, rem 1) (329, Veldy

200 [ O [N, L DASA TN T O 0 (328, remt7), (328, P DU = 7).
(330, 1 /;'1)

v 0 [ RPN, L DASHTL NS - (R, VPO
200 [ S TN I FDASA T K15 - Lo (RT.XLEOET
297 15 - YEJ DL S AT N, (33 remt?)

- 208 TIn ) 9 FDVSA LY BRI ANEE N
200 T K. 0 DASAT 32 R (338 ot
300 11 1.0 0 S5 (333, erT), (337019
301 [ h _ 9L DASA T N 335, ram 1)
AP 0 4 FoOVSA T K (335 e pT ), (336, rem 17
303 |5 I, 0 9 D1,SA T (336, repT ) (337 rem 17)
301 5 1, .0 9 S (337, pN) (3380 1)
300 10 - 91 EDUSALR L [ 330D = QN (339 ram 1)
306 |1 0 9 DS VIK (339, ek Ty (310 ram 1)
07 |3 K.0 9 S (310 KT (311, ALY
J08 |3 I,h.0 ) - (e (12, new )
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TABLE 3: RESULTS OF THE ANALYSIS (cont)

num | sy inbu fy 89 inbu [, transitions
300 [0 - 9 [ F,DAS AT KN, 0] (335, PDU = QT). (313, ram 1%
310 [0 0 9 DASA LK (313, reph) (336, PDU = Q1)
(301, remi?)
MLl i,0 9 SA 1 (3L reph), (337, PDU = QF),
(315, AL A2
31210 I,h,0 10 - (315, repT) (338, P DU - QT),
(316, ncwl?)
Myl - 3 SAA K0 (317, er?)
RN K DASA 3 I,h,0 CHT rem T CHIR e ?)
g | 0 - 0 SA L N0 (319, DU — QF), (350, 1 p?)
316 [0 DA SA 0 1,h,0 (350, rem17), (351, PDU = Q7),
(352, e p?)
BTl K] DA n SAIKN (31, e ) (351, v p?)
318 10 F,DAS AT 3 .0 (IS rcm 1) (353, K
310 19 DS A 3 1,10 (351 rem 1) (35 v p?)
320 19 F,DASA T 0 N, 0 (352, renn 1) G350, PDU = Q7).
.. 350 rapt)
EPTR ) LEPDAS LK i 0 AR rem 1Ty, (306, ek ?)
$22 [0 J.EDAS AL 5 N0 (350, rem 1) (357, 1 p?)
23 19 JEDASAT R 0 0 (355, ren 1T, (307, P DU = Q7).
(308, rep?)
32019 DA I SN0 (359, rcm 1), (360, D)
325 19 FoDALSA N 10,0 (360 rem 1), (361, 1?)
32619 JE,DAS AT 11 I,0 (361, rem 1), (362, h'7)
32010 KOLEDASALN |15 0 (362, rcm T (363 1elT)
PRyl KLFEDASLIK |5 0 (57 rem 1Ty (361 rep?)
99 K EDASA T N0 - (356, ram 1YL (363, DT = Q)
B30 [ 9 [N S DASAA K O[O - (358 rem 1) (361 7D = F)
RETH BE) — Ol D SA T R (365, rcm %)
2 115 0 9 DASALN (365, el T (366 rcm 17
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TABLE 3: RESULTS OF THE ANALYSIS (cont)

num | 8y inbuf, 32 inbuf, transitions
, RSN N L0 ] SA (366, K7y, (367, A1.17)
RETRE TI.h,0 10 - (67, e OGS newTh)
35 1A - O, DASAT R, 0 (369, rem 1)
33615 0 L DASA LK (369, re p" ), (370, renn 17
337 |6 0 ] S, 1 (370, re ph) (371, A NE)
BRI ) 1,10 1 - (3T Lrep) (372, ety
RETT - O 1 DASAH LN T (365 PDU = QN (373 rem 1Y)
310 | 0 T SA N (373, Ak Ty (371 M A7)
AT N0 10 ! ERENNINEERETTR
312 13 IO 0,0, T ) 11 — (375,001
313 10 - 91 DASALI,0 | (369, PDU — QN (376, rem 1Y)
RIT) 0 9 SN (370, DU = QN (376, rephy,
(377, M 1%
315 1o N M) ] (374, DU = QU (377,00 ph),
(378 new(?)
316 10 I.N.0.J T, K 1 - (372.0DU — QN (378, rcpT)
317 19 54 3 1.10,0 (379, M A1) (380 er )
, 1819 DS 3 k.0 (380, rem 1), (381, 1K)
319 10 - 5 SAHI K0 (382, rcp?)
350 ] 0 S 0 I,K.0 (N3, AL AT (382, P DT = 7).
(3810 rep?)
’ 35010 DASA 3 T 1.0 (ISZ,rem 1), (385 1 )
32 1o DS 0 L0 (B8 LoremIT) (385, DU = Q7).
(386, re II‘Z }
33 0 FDVSA LN I 0 CIST o rem 7). 87001
HIA K] oDy S A n .0 (380 o T (IS8 e pt)y
355 179 F.DASA TN Lo 0 (NG, ren ) T ISR P DT = Q7).
(489,00 p?)
36 o | L DA S VTN o - (3STorom Yy (3o, P =7y
Wl ol LR DASUTN |5 0 (ISScrent b0 (391 v p?)




TABLE 3: RESULTS OF THE ANALYSIS (cont)

num | 8 inbu fy 89 inbuf, transitions

318 19| J.EEDASAT. K0 [0 - (389. rem17).(391, PDU - QF)

350 19 - 11 SA K0 (392, cr?)

360 19 DASA 1l 1.K,0 (392, rem17) (393 ¢r?)

6119 rpAsA I I L0 3, rem Y, (301, W)

362 1o T EDA SR 1h ] (B3N, e Ty, (390, Ak

363 {9 TN, L, DA SA L] 5 - (300, rem i)

6L 9O TR LEDALSALE 0] 5 - 3, re et 1)

365 15 - 9D s LR (0, e 19

366116 0 9 SN (305, k1Y, (396, A1 17)

367 {11 .0 10 1 (396, A1)

368 [ 11 18,001 1 - (397, erN)

360 15 - RPN NI (398 rem1?)

370 15 0 0 SALK (398, rept). (399 A1 A7)

371 5 h.0 ] 1 (fi?l.‘),rfp' ) R0 e w 1)

372 [ 5 1., 0,7, T K 1! - (100, 1 ph)

373 10 —~ Y CHWNN (305, PDU ~ QT (101, M 1)

371 ] 0 10 LK (101, AKT), (102, newT?)

35 13 K,0,JT,K 11 I 002, KDY (103, ran2?)

376 1 0 - 9 SAIR.0 (308, P DU — Q) (101, M A7)

37710 0 10 I K 01, repT) (309, PDIT = QT),
(105, new?)

BNl Ko, J T kK 11 1 (105, reph ) (100, PO = QTY,
(106, rem2?)

379 110 - 3 [, K0 (0T ncw Ty (108, e )

e [0 ST 3 W0 (108, 0 ATy oo, /T

381 [0 DASA N 1 0 (109 rem Ty 00, A k)

2 [y 5. n I, K0 CHEL M AT (2 e ph)

383 [ 1o - 0 I, v, 0 3 e Ty C0HL, P DT - QF),

(I Lorep?)
Wi 1o S0 0 I, 0 (LA A i rpr -7,

(115 rep?)
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TABLE 3: RESULTS OF THE ANALYSIS (cont)

num | sy inbu [y 29 tnhu [y fransilions
355 1Y DA S 5 M0 (2 r0m 1Ty (116, 7 p7)
3%6 |9 DASAT R 0 0 (Sorem Y. (N6, PDU = Q7).
(T rep?)
T o oS UL L o - (1O, 7cm 1Ty
388 19 FoDASAT K ) 0 (LG rem 1T (1R re p?)
waelol FDASAT. N0 [0 — (H7oremIN (NS PDU = (QF)
oI DA SAT. K] 6 - (419 rem 1ty
390 {9 | .. DA SA T K05 - (NS remlIT)
302 1o 5 14 I.h.0 (420, M ATy (421, er?)
303 |9 DASAT N .0 (21 rem ) (122, K'7)
301 19 F.DASA TN 1h 0 (122 rem 1Ty (19 k)
395 {5 - g SN (123,017
396 | 156 0 T 1K (123, Ak 2w T
307 (U NOJ TN L { (20 V) (125 rem2d)
398 15 _ 9 SATKN.0 (126, A1)
309 | n 0 10 I\ (126, re ) (127 ncw 1Y)
TN WO T b ] (127 re phy (128 rcm 27y
101 1o - i 1., (1230 D0 = QU (w29 newl
02 11 AN [ 1.\ 1200 0l Ty (0300 ka2
03 |3 NO ST W 1] - (130, 0T
1 1o - i0 1.K.0 CI26.0DU - QN (3 el
105 T o 0.J. 01 I 1N (RT.PDU — Q). (131 e p).
(132, rcm2?)
106 | 0 NOJ TN I ~ (RRPDU = QN (32 rcph)
207 | 1 - NN (433, er7)
s 110 / 3 .0 NI AN EIN RS
00 o SA TN N 0 I3V AT C3a ek
1o [ DA SA TN 0 - (B rem I (136, 0P DT = Q)
1110 - I.I.0 (BT e T CS0ropT)
1210 Sl A N.0 (BN AN 0 pT)
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TABLE 3: RESULTS OF THE ANALYSIS (cont)

num | s inbify e inbuf, transitions
NEREL - 0 (1. N 0. J.T. K | (135.0°D0 — QY (10. e p?)
A0 1o ] 0 .0 (T e T) (BRI DE = Q%)
(H1L.rep?)
TR CRWAS 0 0 (A AMADY (B9 PDU = Q7).
(112, 1'(];2)
TR DASAT N 5 0 (U39 rem 1Ty (3L e pe)
e ol pASULIN.0 o - 2 rem T (L. DU = Q7))
s ol DA SYI K. 0] 0 - (VI3 ety
mo ol rpiysyI. N5 - (436G oty
120 | (o - [ 1.0 (M neat Ty 0D er?)
121 19 S b4 h.0 CH. M AT (116, K7
12219 DASA LN I5 0 (G, rem 1Ty 0136, Aek?)
123 | 5 - 10 1K1 (7 0wl
121 115 AN I I (T ey (IR ram 29
25 |1 N.OJT K £ - (1K
126 | h — 1 [.1.0 (1 new )
27 s 0.J. 1. H I. I (9 e pty (H00. ram?2?)
225 K.0.J.1. I\ 1 - (150, reph)
129 [ 0 JI N 11 1. k.1 CIhL T (e . PDe - Qh).
(52, rem2?)
130 | 1 0.J. 7.k T N (2 el o3 an kD
13110 J.T K 11 1.0 N AIRTICN A T
(150, rem2d)
132 10 0.J.T K i N (S e p ) (0. DT = Q).
(G, rem 4y
133 1 31 N0 TN (BTrem2 ) (1B N7)
o 1.\ 1 0 (IS ncwe Ty (80, el )
135 19 SA TN 0 - (0. M AT 160 DI — ()7
e fol DA sy N | o ~ (160 et
137 | 1) - 5T M 00T ) (161 rop*)
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TABLE 3: RESULTS OF THE ANALYSIS (cont)

num | s inbu f, 2 inhu f, transitions
3% 110 I 5 .0 16T e TTy (162,000 pty
139 19 SA LK n 0 (162, M AN 16300 p?)
410 |11 1 0] K0T K T (6t 2ty (16t . PDU = Q7).
(165 rep?)
TR I K 0 0 (6 eI (162, DU — 9.
(166G re p*)y
2 ] 9 SV A0 0 - (166 M AN ws Dl = QN ]
RN - (163 rem Ty
TR - TREANARS (167, er ) T
TERED) ] [ h.0 (167 ncw T CI6R R 2
G | 9 SATN 15 f) CIGSOM ATy (160, el T
e |5 TN I I W1 (169 Ty (170 rcm2?)
TR EE 0.0 T N 11 I (170 Vel Tt kT
TR JT N [ I 0.0 172 I (3 rem2?)
50 15 0.1 I H Iy (3 e ph (i Lrem )
RN T I NN (5 T G ram 2y
2 10 JTK I [ (6 I (0. P Dr = Q7).
(17T ram 2y
s 1 0.J. 1 I 12 - (7. ek Ty
A I (' [0 (rST T rem2?)
NI JT I 11 .0 (3. 0D = QN cira ).
(IS0 e )
56 | 0 0.J. 1.k 12 = (L DT = QN s ph)
REE - 31 N7 T K (IS Y
a8 [ K { a0.J. 1 N CISL rem2Ny oS24y
(39 1 10 1K1 0 - (2 neT V)OI T DU = Q%)
TR S AN 5 - I
N ! " .0l (IS T rem2T) (IS0 0 pt)
G2 |10 {. N ) 0 (CISO e T ) (ISGL e p?)
63 v SA kL g — (s Y
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TARLE 3:

RESULTS OF THE ANALYSIS (cont)

num | s, imbufy | s, inhuf, fransifions
160 111 - 0 K0S K] (ISLPDU = Q). (187 rp?)y
165 111 RN 0] 0T K | (ST oren2) (16 DU = Q7).
( IN,\‘_r/]JZ)
66 (1ol 1Ko o -~ (RS e 1Ty (USG DT = ()
167 |11 I ERENCNA NS (1S9 2Ty (190, K 7)
168 110 TN 15 0 (A0 e w T 1S3 Aek?)
169 16 7. h RN NI (101.17])
BRI h. 1 (1o2. 20 (193 ren K
HEREIRENANN Y - (193 ek
172 16 roh fnl roneod (T oo rem2?y
BN .0 L1955 06 rem h 4y
RN - (G ph)
tth Lo IR VEL R T (ol DE QN 1S T,
(100, e mr2?)
I T i il N (190071 00 rcm k)
T ol S h 12 i N AR AT
(LON?Y
X o N FEL LN 0007 | (o0l DU - QN v raply,
{03 rem2?)
KR I' I I nNoooJ O3 (U ren i 7
o ol T 0 0Ty (2 miss?y
NREL I PLoood o h (OO0 rem h Ty (06, el T)
2 | Lar o T Tk (AOG. e m 2Ny (5. P DT = Q7).
(hns.14)
RN 5 — (0T el )
. T 77 ‘L‘. 3
IN |1 SV hooodol K (D09 e pe)
RN N oo d ok (00 o 2T (0 pTy
Is6 1ol 1ohoo e (A el
i<t (11 I T AN D TN N RN
(2 rept)
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TABLE 3:

RESULTS OF THE ANALYSIS (cont)

num | s} oinbufy | =, inbuf, l fransitions

ws ] rono o JTON L GBI2oren2y s et — 7).
(h13..J2%)

180 [ - Ll N0 J T W (51 07

0 (11| 1.8 |16 O.J.1- I (I rem2T) (507, 1ek )

101 | 7 N RN (DI N Ml (516 rcm2?)

192 | 6 T.h |1 N (516 T (htT rem?)y

03 1 a | TN 12 I (517,01 (LLONK?

or | 7 I TR A (IS N My (a1 ram27)

5 6 Tk I W00 {(Hi9. /m DAY e %)

Joc 1 A L TN |12 0 (5200 (17 miis<?)

107 [ 5 N 1y ron1Jgr (521, rephy (522 rcm2?)

108 10 - WL N E T W (520,000 — QN (523 rem2?)

199 10 IN 11 NLJT (523 p Y (H22. 0D = Q).

(520 rcm 2

500 1T NN EE I/ (LT3 ON)

S0 i) i ! ..o T (52-’).7'1111}.(.')'._)()'.I'r m2e)

02 10 - NN 0L T R T (2. Dl — QN (a7 rem2?)

503 10 N I N0 (520. D1 — QN (a2 repT).

(722 rem 2

ot | A 12 0..] (328 T ) (6o misst)

505 [ 12 - ! 0. J. 0 h (520, Aek?)

5061 11 h.1 0 JUON (O29 e NIy (301D = (1),
(531..9)

07 111 [oho 3 JoUON (30 ron 2 a0

sos oo T [N (3L rom2Ty ()

500 1 H N g YA 3 e WO (535 e p?)

so bt v o J.oTh (535 rem2 (As6.07)

ST AR - 0 011 K (531 D0 = QI (337 repT)

512 11 .0 0 JTON (37 rem KT 35, PDE = ()2,
(D3N
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TABLE 3: RESULTS OF THE ANALYSIS (cont)

num | s inbu fy 8y inbuf, transitions

513 111 1.0 |1 T. K (538, rem2 ). (539.TF)

514 |1 I 15 0.J.1T. Ik (510 rem 7). (530, Ack?)

s |7 IN WK LI FE DS T (51 EPDUTY (512, rcm2?)

M6 | T I LI Nl (12 X Mah . (v 3 rem 7

51T |6 T.K 12 I..J (513.T]). (16,0 N7

SIN T I NI N0 DS AT (UL EPDUYY (0. ramn2?)

ARG I L N, 0.0 1 (1. N MY (MG rem h ?)

520 | 6 N {2 0./ (516 1)) (G2 missTy

2t |5 — 11 I.N. 1T K (H 17, rem?2f)

522 | 5 I [ .1 T (GLr. repT)y (DISremh )

523 10 - 11 N TN (GIT.PDU = QN (519 ram )

521 10 I 12 1.J.T (517D = QU (519 repT).
(1LON?)

525 | 5 — I [N 0T K (5o rem2?)

5261 5 N 11 NGNS (550 e phy (BOE rem V7))

527 |0 - Il N.o0.J. Tk (530. DU = QN (552 e m KT

s |0 IN 12 0.J.T (1. DU = QN (An2 e pTy).
(9. mss?)

n20 |12 1 0 JTK (T.ORT). (. PDU — Q7).
(hh1..77)

530 [ 11 L. 1 5 JI K (553 ram W) (550,04

330 [ LI N.oiod I T. I\ S Lram Wy (06,17 )

sy [l Lt 16 1. W (555. rem2") (557, T5)

S LN LT I (Ah6. rem2"y (BOR.P DI — Q7).
(550 e p?)

I O - H 0.J.1. Ik (-"l(i“.rrpj)

335 h.0 i JUTW (60 rem N 06177

536 [ 1] IR0 |6 1. h (6L rem2N) (562,175

537 112 0 0 JTK (12 missT) (560, DT = (7).

(763,12




TABLE 3: RESULTS OF THE ANALYSIS (cont)

num | & fubu f 2 inbu f; fransitions

a3% |1t N.0.J f TN (563, rein KT), (56.1.TF)

530 V1l L,0,0T |0 IN (564, rem2), (565, PDU - Q7),
(566, rep?)

510 [ 12 - 15 0.J.1T. KK (553, Aek?)

ST R N LR AL DASA TR 567, N EOTFT) (568, re m27)

512 | 7 Iy I KN, 1L, J DA ST 568, EP DT (569, rem W E)

[YEN IN 12 NS (569 XY A7), (GO, O LY

11 )R N LN 01 DASHT R (0, XFOFTY . (571 rem2%)

5in | 7 N I KOS DA ST TLEPDUTY (572 rem BT

516 | 7 IN 12 0.J.F (572, X M), (76, miss?)

5T L6 - I NS TR (573, rcm )

s 15 N 12 WA (A3 re p ) (S.ORT)

510 1o - i2 ENAN (573, DU — Q) (7,0K'Y)

o 1 oh - 1) No J. 'K (hr-h remiv?)

nal 1oh I B NS (571, e pl ) (15, mixs?)

2 | o — 12 0,0, T, I\ (TP DU < Q1) (13, niss?)

nh3 L2 ] I LUK (13.ONTY . (575,77

Anl |12 1.7 | TOIW L (TLLONTY (5761

555 | 1 N1, 6 T. K (575 rem KT (577.TF)

556 {11 no1L, T 0 IS (576, ram KTy, (578, DU = Q7).
(h79.1ep?)

S TR NN N (577, rem2T) (580, N M i)

ML LKL |5 N (AT rem2T), (581, re p?)

TNV NNE - (T rem2NY (58T DT — Q)

not |12 i 5 ST (19, missT). (AR2, 1 1)

561111 0.7 6 TN (582, ran W) (583, T7)

e 1L IR0 |7 I (583 2Ty (51N M)

nG3 |12 0.J I T I (20 mixsT) (585,17

TR A 0 X (58K rem A1) (586, DU =07,

(AST,rep?)




TABLE 3: RESULTS OF THE ANALYSIS (cont)

nwm | &y inbu f, 82 inbuf, transitions

565 | 11 I.1,0,1.T - 5 Iy (556, rem 2V ) (BSK, rep?)

66 111 I.K,0,],T. ¥ 0 - (587, rem2T) (588, ' DU — Q)

hr | 9 i Wi GLE,DASA T R0 (589, e 1T (590, ron2?)

68 | 8 N b N b J U DASA TN (590, N FOFTy . (0ot e h T

R 5 12 L DA SAT (UL E P DU (T1L.OKT)

T K W LR 00, DA S TR0 (02 rem U (503, e 27

ne N IN 't KO DA ST I (O3 X EOFT) (1 em Y

a2 | I8 12 0, DA SN (591, EP DT (01 nias?)

5t |6 - B LTI (12.0KT)

57115 - 12 0.4, 1K (19, miss?)

5 [ 12 1,7 6 TN (21, ONT) (500, 1)

BTG (12 1,J,T T N (23,00 T) (506, P = Q7).
(7. rept)

n7e | N E 7 N (595 rem A T (A0S, N ATy

5es |11 Wy 5 N (596, e K1) (000 e p?)

nn b NN ) - (507 rem KTy (0 DU - )7

SO [ non bS] T X (600, E DL (R0s pom2Ty

nstb T IKLT R 5 - - (5949, rem?h)

582 |12 0.J 6 I K ’ (28, missT) (GO T7)

[T N,0,J,F T N (608 rem KT (602, X M%)

st Lot v e L, F DA SA Tl T IN GO2. reni2V ) (603, LT D0

R AP 0,0, 7 0 N (0 missTy 60 T HE — Q7).
(605, rep?)

AsG [ 11 K0T 5 N (GO L rem KT (606,00 pt)

[ N0 1T N 0 - (600, e WD) (GOG. DT = Q)

HES N IN.0J T K 5 - (606G, 2"

nsn | 9 — LR DS LT R (607, rem2?)

500 [ 9 K o w LD ST (GOT, rem 1 T) (GOS8 rn 2y

TR I K 2 L EDVSAITR (6OS, N FOFN) (80,007

502 0 - LN 0 DLSA T KO (609, e 2 %)

52




TABLE 3: RESULTS OF THE ANALYSIS (cont)

num | g4 inbef, . 2 inbu f, transitions

504 19 K UIROGLEDASAT RO (609, reni V), (610, reim KTy

501 | 8 5 12 0L E DA ST K (GEHO. X COTFT) (100, nrrss?y

595 |12 (,J.F 7 Iy (32.0RTY. (610, X Mt

596G | 12 1.J.T 5 IN (HLORT)(G12, e p?)

97 [ 12 LJ, T, K 0 ~ (0.OKY,(612. DU = QF)

AT K,1.J,F,DASAL 7 IN (6L rem KT (G, P DI

509 |1 N LLTVR 5 - (612.rem "y

GO0 [HL] LR LI EDASA LR |8 N ol rem2V) (611, Y EO Y

6oL {12 0,J.F 7 N (10, misshy 616, X107

HR Y KO JF DASA 7 N (G e KT (GIG R T DE T

a3 o] 1oh 0 R DS TR s I8 {616, ren2T) (617, N O T?)

(HIA 0,4, T n I ( I'.’,ll:ixx‘),((iI-\',l:,'))

G0n 112 0.4, K 0 - (LonissTY (GIS, D0 = %)

606 11 N.O.J T K 5 - THERTI

G607 | 9 - IR LLE, DA S IR0 (GI9. rem Wy

GOS | 9 IS 2 I FDASAI. N0 (GO cm T (10T.0ORY)

609 |0 - WKL DASITR.D (620, rem KT

Gi0 [ o Iy 120 0. DS VT R0 (620 ram V). (129 nrisa?y

HINEP LI DA S 7 ik FIRISININA IR

Gi2 |12 NN 5 - (2.0LTy

G613 1 N DA SVTN ] 5 (620, rem ATy (622 X EO T
|G LR DA SA TN 0] Y N (G20 rem2") (623, rcnl )

6in 112 0, .. DA S AT T I (52 miss Y (G20 E DI

Gre | 1! N J FDASAA N < N (G2 rcm W) (625 N FOT Y

alr el on oo DL S L ol I5 25, re Ty (626, rom 17
KIEREE 0., 7. I 5 - (1T 1mies’)

6l [ - 120 L DAS TR (128,007

G [0 - 20 00 DA ST {152, miss?)

621 2 VI DA S L R 5 (T ONTY (627, N FOTT

GR2lv ] KoL DASY T N | N (627 rcm N (68 rom 1T




TABLE 3: RESULTS OF THE ANALYSIS (cont)

num | 8 inbu fy sy { inbuf, (ransitions

623 [ 1IN L P DA ST K09 - (628 rcm2")

G621 [ 12 0., F.DASA TN 8 IN (GT.missT) (G29. X EOT#)
625 [ U] NOJEDASA T N0 |9 N o {629, rcon Ry (6300 rem 1#)
626 [V N0, . DASA T N0 9 — (630, 1rem?2")

627 |12 LI DASA T N 4 I (72.0OKT) (63T rem 1)
G2 [ WO DA ST R0 o _ (G631 rem T

629 {12 0. DASA T N0 9 5 (ST sy (632 remt?)
G30 [ 11| NOJ L DALSA T N0 |9 - (632.rcm Ty

631 | 12 L, DAS AT N0 9 - (8LORT

632 | 12 0.J. L. DASA T K0 9 - (98 missl)

54
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