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Executive Summary

This document is the Task 0002 Final Technical Report, entitled “Distributed System
Instrumentation,” under RADC contract F30602-87-D-0094. The report is organized into two parts.
The first part provides the rationale and justification for the design features of PARADISE --
PARAllel and Distributed Instrumentation System Environment. The second part describes, in a
bottom-up manner, the PARADISE design, and a set of feasibility studies culminating with a sample
execution program. PARADISE is a distributed instrumentation system working on DISE under
CRONUS and uses a variety of tools and an Integration Platform. In choosing the design approach,
special attention has been paid to fulfill the design requirements described in RADC PR. No. B-8-3501,

using proved in-practice techniques.

To this end, a number of instrumentation systems have been evaluated. The systems evaluated
include: IDT (Honeywell), PIE (CMU), FIAT (CMU) and Para-Sights (Encore). In many ways,
PARADISE incorporates the most valuable technology from all of these systems.

PARADISE’s main conceptual idea is the relational model, a well known and proven model used
in many applications, including databases. Applying this model to an instrumentation system is
conducive to high programmability and flexibility, as exemplified by the PIE system. Using a well
known query language, the User can ask high level questions about, say, the performance of his
program. Then the system will determine the necessary sensors to be enabled/disabled and present

the user with a suitable high level response to the query.

Another conceptual idea of the PARADISE design is the incorporation of a set of tools, enabling
automated instrumentation, automated experimentation and automated fault injection. The
intellectual value resides in their capability of capturing information from the program and/or u.er
and being able to use it for automating the process they are supporting.

-

Finally, a set of mechanisms for instrumentation and fault injection are described in detail. —?T
These provide a highly efficient way to observe and fault inject. Most of these mechanisms have been g

chosen after a careful feasibility study, and have been proven to be suitable (ia te: ins of performance,

intrusiveness and functionality) for CRONUS and the DISE heterogeneous dis‘ributed environment.
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Rationale and Justifications for the Design
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1. Paradise Design Justification
This section contains a description of the considerations and justifications involved in the Paradise
design.

1.1. Paradise Rationale

In the most general sense, instrumentation is the support for the behavioral and functional
observability of a computer system throughout its complete life cycle.

RADC is currently developing and supporting a distributed system test bed, DISE, along with its
user level operating system, CRONUS, and an integration platform (IP) for a set of tools. This test
bed and its associated tools will be used to develop and evaluate a set of distributed algorithms and
applications requiring such features as:

¢ locally and geographically distributed computing

¢ parallel computing '

¢ real-time computing

¢ fault-tolerant and highly dependable computing

e security

¢ heterogeneous computing

e property validation (predeployment and post-deployment)

In this context instrumentation is perceived as a critical component of the test bed, being geared
toward supporting the evaluation and property validation of the above RADC algorithms and
application features.

One would successfully argue that the quality of a test bed is directly proportional with the quality
of its instrumentation. There are a set of general requirements for such an instrumentation system
such as non-intrusiveness, programmability, flexibility, etc. However, all of these requirements have
to be judged in the light of their suitability to perform a certain relevant task. Hence, our view of
instrumentation for DISE/CRONUS is to suit those requirements to the task at hand. For example,
if one needs {» measure an object operation with an execution time in the hundreds of milliseconds
range, there i; little need for zuro intrusiveness instrumentation (nearly impossible to achieve). In
this cas:, software implemented instrumentation having a controlled intrusiveness in the range of
fractions of a millisecond will be sufficient.

As such, we have identified the performance and dependability evaluation as targets for the
design of the Paradise system. Aside from the fact that these two areas of application are central to
the DISE/CRONUS test beds, we perceived the need to design a system with realistic expectations
and cost.




1.2. Paradise Organization

Paradise system provides support for performance and dependability properties evaluation. As
such, it supports the concept of observability through instrumentation for performance evaluation
[Gregoretti 86]and of fault-injection for dependability evaluation [Segall 88a], [Segall 88b].

In general, an instrumentation system has three components:
» mechanisms "how" to observe and/or fault inject

e expertise "where" and "when" to observe and "where," when and "with
what" to fault inject
* automated tools applying in an automated way the expertise to the mechanisms.
Mechanisms could be further classified into:
¢ Monitoring mechanisms and policies
¢ Stimulus mechanisms
¢ Environment control

¢ Time management

1.2.1. Monitoring Mechanism and Policies
The monitoring mechanism assumes the existence of a sensor object which provides the following
functionalities:

¢ Detection manifests the occurrence of a given event. Detection may be passive or
active. In the former case the event itself triggers the sensor mechanism, in the latter
the sensor actively samples the system, looking for the occurrence of an event.

e Isolation and filtering determines if the event which has taken place has some
significance for the current monitoring policy and should be reported or discarded. Its
purpose is to reduce the amount of information derived from sensors; its simplest form is
the enable/disable (E/D) mechanism. A disabled sensor is transparent to the system in
the sense that no information is collected. The enable mechanism may be static if the
E/D information is contained in the sensor itself and may be modified only by
reprogramming it. In a dynamic E/D mechanism, the E/D information is external to the
sensor and accessible both to it and to an external agent which could change it without
reprogramming the sensor.

» Notification transfers the occurrence of the event, possibly associated with ¢ timestamp
and with other information relevant to the event, to an external environment.

1.2.1.1. Policies
The policy mechanisms deal with the instrumention of each relevant level of the distributed
system using the underlying monitoring mechanism.

The levels of observability of a distributed program execution may widely range from microcode
instruction execution to the overall distributed program behavior. For each level, one may define a
set of objects which are meaningful to that level and a set of events related to those objects.
Examples of such multilevel policies are:

¢ Hardware Policy (HP). The objects defined to be visible for instrumentation are those
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directly related to the dutnbuted computational process, namely Processors, Memory
Units and Communication'channels. Examples of events observable at this level are the
Cache Hit/Miss ration of a processor, the utilization factor of a memory unit and
contention for communication over a common bus. Sensors at this level are not user or
application dependent and the policy will be that of a profiler with a rigid and predefined
set of observable events.

¢ UNIX Kernel Policy (KP). By the term "kernel" we encompass here the UNIX
Operating System functions, including typical kernel mechanisms such as context
switching and interrupt handling, as well as policies such as scheduling, memory
management,and I/O handling. Examples of visible objects at this level are Processes,
Memory Pages, Messages and Ports, I/O Routines and data structures. The KP has a
structure similar to that of a profiler. Monitoring functions are predefined and rigidly
assigned to sensors embedded in the kernel. Nevertheless, sensors at this level are
provided with a limited form of filtering capability in order to be able to focus on a
restricted part of the computational status and reduce the amount of data produced.

¢ CRONUS Run-Time Support Policy (SP). At this level, observable objects are
instantiations of User level Operating System defined entities. Here, typical significant
events are the invocation or the termination of an entity. Such a policy has the structure
of a profiler with a more sophisticated filtering mechanism.

¢ Application Monitoring Policy (AP). This is an application level monitor. Sensors
placement as well as object and event semantics are User language and application
dependent.

1.2.1.2. Integration

The integration among policies has to be organized in such a way that manipulation and retrieval
is straightforward and may be tailored by the User or the system to filter only the information
required for a specific application.

1.2.1.3. Presentation

The last mechanism element is related to information presentation. This may take a substantially
different forms depending upon whether the information is tergeted for a human user or for other
programs. In the first case, the presentation of the information may take into account various
human and application user interface requirements. In the second case, the information format will
have to follow the standard software engineering practices for interfacing distributed programs.

1.2.1.4. Paradise Instrumenta_:ion Mechanism Considerations

Monitoring mechanisms in Parad: ¢ have the following features:

¢ Detection -- Done by mer .8 of software sensors [See Part II, Section 2.3.1]. The reason
for choosing software sensors is related to the requirement for portability between
heterogeneous hosts. Hardware or hybrid sensors are less intrusive, however, they are
not portable and are somewhat harder to manage and interpret.
o Isolation and filtering are done in three ways [See Part II, Section 2.3.2 and 2.3.3):
» software enable/disable on a dynamic basis, system wide

+ count/non-count events

* composite events on a dynamic basis through the mechanism of subordination,
local to each object.
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The reason for choosing the above features of isolation and filtering is to minimize the
amount of information required to travel through the system and, hence, minimize
intrusiveness. By the same token, the concept of subordination provides a mechanism to
support the programmability requirement through the relational model at the
monitoring mechanism level.

¢ Notification is done through an attachment [See Part II, Section 2.3.4] local to each
object. The attachment concept is found to be a suizable way for the flexible and
transparent integration of instrumentation with the CRONUS object model. Note that
the same concept will work with non-object oriented systems, thus providing portability.
To further enhance the filtering capability, an enable/disable notification mechanism for
sensor is provided network wide.

There are a number of policies, hence the policy in Paradise is multilevel in nature. It is based on
the relational model, which provides at each level the capability to define a set of objects and the
relations between them. The choice of the relational model provides for substantial programmability
in a well structured system ‘.biect and relations) [Segall 83] as well as the availability of well known
and understood query languages to wupport this feature. Alternatives to this design decision are
various ad-hoc policies and the Honeywell event-action model [Bhatt 87) . Ad-hoc policies are not
conducive to programmability, flexibility and the integration between policy levels. The Honeywell
event-action model would fit the Paradise requirements quite nicely. However, due to the fact that
the event-action model requires the user to deal with an additional unfamiliar language and that
little practical experience is available for this model, we decided in favor of the relational model
which does not have the above handicaps. '

The proposed initial policies for Paradise are:
¢ UNIX policy with the following objects:
* Nodes

* Processes

+ Communication object
* Scheduler

* I/O devices

¢ CRONUS policy with the following objects:
* Cronus kernel

* System managers
* Object managers
* Cronus communication

¢ Application policy with the following components:
* CRONUS specicic
¢ Objects

¢ Clients
¢ Operations

 Language specific:
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¢ Syntax
s Semantic (some)
« Application specific
¢ Data structures
¢ Application constructs

Common to all of these policies are the relations of time and usage. Obviously, other relations
(simple or derived) could be programmed using the relational model. Example of such relations
include tracing and sampling.

The integration and presentation mechanisms in Paradise are also based on the relational model.
Aside from the above argument in favor of the relational model, the implementation of this paradigm
assumes the existence of a system wide repository for objects and relations. This repository fits
nicely into the Integration Platform proposed by Honeywell. Through the Integration Platform, the
objects and the relations become accessible to both programs and the User. Should the Integration
Platform be an object oriented database, this would provide a positive step toward optimizing the
types of accesses the Paradise policy mechanisms would most likely perform.

1.3. Stimulus Mechanism

A stimulus mechanism is correlated to the particular system property to be validated. In the case
of dependability evaluation, the stimulus mechanism is fault injection. Fault injection is a controlled
corruption of one or more components of the distributed system. For a complete description of the
fault-injection validation process, see [Segall 88a], [Segall 88b] .

From the perspective of the instrumentation system, fault injection can be considered as an
application of instrumentation and, hence, external to the scope of the instrumentation system.
However, for efficiency reasons, fault injection needs to be integrated with the instrumentation
system. The description of the integrated fault injection mechanism follows.

The Paradise fault injection mechanism should answer the following questions:

* "how" to fault inject -- use fault injection attachments > corrupt memory contents (See
Part 11, Section 2.4].

e "when" to fault inject -- synchronized by the Paradi- : sensors [See Part II, Section 2.2.2
and 2.3.2].

¢ "where" and "with what" -- expertise is captured by the automated tools [See Part II,
Sections 4.1.4, 4.2.4, and 5.1.2).

The Paradise fault injection policies follow the structure of the instrumentation mechanism
policies providing a multilevel relational model based on the set of policies at the UNIX level,
CRONUS level and Application level. The filtering policies provide for both transient fault and
permanent fault features. Furthermore, the integration and presentation mechanism are identical
to the instrumentation mechanisms. The fault injection mechanism design is based on experience
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gained with the FIAT system, but is far from being identical. The main difference is related to the
adaptation of the relational model for monitoring, integration and presentation, as well as a
substantial integration with the instrumentation systems.

1.3.0.1. Environment Control
In order to compare and understand two or more executions of an instrumented workload, one has

to know about the exact conditions in which the test bed has been used. Furthermore, in preparing
the experiments, specific commands have to be available to determine the environment
configuration. Accordingly, Paradise provides control of the following:

+ Workload control [See Part 11, Sections 3.1 and 4.1.1]

¢ Multilevel instrumentation control [See Part II, Sections 3.2 and 4.1.2)

« Fault injection control [See Part II, Sections 3.3 and 4.1.3]

e Data collection [See Part 11, Sections 3.4 and 4.1.4])

1.3.0.2. Time Management

The last set of mechanisms in Paradise deals with time. For instrumentation purposes only, it is
assumed that time is available in a consistent way, network wide, and its accuracy is under 1
millisecond. Although we do not provide an explicit design for such a time facility, we suggest that
the above goel could be achieved through the addition of a radio receiver to each DISE station to
access a world wide clock (used in astronomical observation, etc.). This approach has been already
used a number of times with no apparent problems. Alternatively, a software implementation using
Lamport’s clocks could provide the same functionality with some added intrusiveness.

1.3.1. Automated Tools
The set of automated tools available in Paradise have two main characteristics:
1. Support the relational model exported by the mechanisms.

2. Encapsulate instrumentation and fault injection expertise in an automated way.

There are two such tools in Paradise [See Part II, Section 5] :

PPROC responsible for syntax/semantic information extraction and implantation of
sensors.
POPROC does the required attribute extraction for fault injection.

The tools extract development time views, such as the syntactic/semantic view of a language
program, and then automatically instrument the program for either performance evaluation or
dependability evaluation.

The policy definition step could be handled for each level through the use of these tools.

Integration and presentation in Paradise is handled through the relational model and an
automated tool which supports it through a graphical multiwindow interface. The tool,
PARASCOPE, is somewhat identical to PIESCOPE [See Part II, Section 5.4] in functionality and
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design. PIESCOPE and its associated technology has been prcven to be quite successful in practice.
To our knowledge, PIESCOPE is unique and we do not know of any such tool with similar
capabilities. Further discussion on PIESCOPE could be found in [Segall 85], [Gregoretti 86}, [Segall
88cl.

1.4. Librarians and the Experiment Support Tool

There are two Librarians in Paradise:
¢ Workload Librarian [See Part II, Section 5.1.1]

e Fault Injection Librarian [See Part II, Section 5.1.2]

Each librarian has particular expertise in the definition, managing and archiving, respectively,
program modules and fault classes. Although these tools are not usually found in an
instrumentation environment, they are required to support the automated experimentation process
in the context of the Honeywell Integrated Platform.

For the same reasons, an Experiment Definition and an added support tool is proposed. Not an
instrumentation tool proper, it automates the definition and execution of experiments. Given that
the librarians and the experiment definition tools are somewhat optional in an instrumentation
environment, but are necessary in an experimentation environment, we suggest that such tools be
included in the overall design.

1.5. Other Instrumentation Systems
There have been several other experimental instrumentation systems developed inside and
outside CMU. In order place the Paradise design in perspective, we will first give short descriptions

for the better known experimental instrumentation systems:
¢ IDT developed by Honeywell [Bhatt 87)

¢ PIE developed at CMU [Segall 88c¢]
o FIAT developed at CMU [Segall 88a]
¢ Para-Sights developed at Encore Corp [Aral 88).

1.5.1. IDT
Honeywell developed the DSW (Distributed Systems Workbench) in order to facilitate software

development of distributed applications in ADA. DSW is composed of several parts:
¢ Development tools for distributed applications in ADA.

¢ An environment to assist in performance and other types of assessments.
¢ An environment to control experimentation.

¢ Run time support to accelerate experimentation.

The IDT (Instrumented Distributed Testbed) represents one possible hardware base for the
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Honeywell's DSW. It supports the "Event-action” model. The IDT consists of two components:

* A high performance communications network with a set of computer nodes. These nodes
are running the distributed application under study.

e A reconfigurable instrumentation system which collects data from test runs of the
application under study.

The IDT nodes are processors capable of running substantial applications written in ADA. Each
node consists of a commercial 32 bit microprocessor with memory and dedicated peripherals
including a hard disk and CRT. These nodes are interconnected by a network of 10MHz busses. The
interconnection structure is reconfigurable on demand, so various types of networks can be
emulated.

1.5.1.1, IDT Instrumentation
The IDT instrumentation functions allow experiment monitoring and controlling. The User can
specify the observability of an element as well as the methods for data collection and presentation.

This instrumentation system uses dedicated hardware in order to lower the intrusiveness of
instrumentation into the application under test. The dedicated IDT instrumentation resources
consist of a dedicated instrumentation processor, memory and specialized hardware for event
detection and signalling.

1.5.1.2. The Event - Action Model
The IDT instrumentation functions according to the "Event - Action” model.

From the IDT perspective, events are occurrences that are detectable by instrumentation. For
example:
s A packet is sent
¢ A packet is received
¢ A cormmunication error occurs
¢ A statement is executed
~ A value is out of limits, etc.

Such :vents are made visible via special event detection mechanisms. An event which is signalled
by such a mechanism is considered to be a simple event. Multiple simple events which have a
specific relation can form a composite event. The IDT supports a mapping-table facility which
relates events to the actions to be taken upon their occurrence.

The instrumentation actions can be any type of operation(s) which are to be performed upon the
detection of a simple or a composite event. Some typical practical examples of instrumentation
actions are:

¢ Counting of different types of events

¢ Timestamping




s Various relational operations on events
s Various arithmetic operations on events
 Statistical event data processing

e General alteration of the control flow of an experiment in order to provide for the
adaptive behavior of the application under test.

¢ Graphic or alphanumeric displays of the experiment data.

The IDT mapping table provides a many-to-many mapping between events and actions. In
addition, the creation of a composite event can be also considered as an action.

1.5.1.3. Experimentation in IDT
The process of experimentation in IDT consists of six distinct phases:
¢ Experiment definition

¢ Testbed preparation

« Experiment specification

¢ Experiment establishment

¢ Experiment execution

¢ Post experiment data analysis.

In order to facilitate experimentation in all the phases mentioned, IDT provides the
Experimentation Specification Language (ESL). ESL comes with a library of predefined functions
that can be used as "actions” during experimentation. The ESL is a high level language. An
experiment description in ESL is translated by the ESL translator into event-to-action maps. These
maps are loaded into the system during the experiment establishment phase.

The ESL also supports statistical and behavioral performance measurements.

1.5.1.4. Data Presentation in IDT
In addition to the customized actions that can be specified by the User using ESL and the "Event -
Action" model, IDT provides a set of prepackaged display functions such as:
¢ Histogram displays in bar or pie chart form

¢ On-line time plots
¢ Scrolling textual displays
¢ Tabular displays

In addition to data presentation, standard functions to store the experiment data are also
provided.
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1.5'2. Pm

The PIE project (Performance Efficient Parallel/Distributed Programming and Instrumentation
Environment) supports the complete design process from modeling (i.g. prevention), to monitoring
(e.g. bottleneck detection), to run-time (e.g. avoidance).

PIE [Segall 85] views parallel processing in the context of "implementation machine” (IM) models.
IMs are User templates which provide low level process synchronization and communication details
for the programmer. The User can thus concentrate on algorithm design and implementation to a
greater degree than previously possible.

The PIE system’s approach tends to eliminate performance degradations due to classical
structured approaches by introducing "virtual” rather than "ph 'sical” layers. The virtual structure
is available during program development time when such abstractions are required to assist in
understanding complexity. By run-time, however, the structure has been flattened and removed
yielding higher performance paiallel programs.

PIE also embraces the concept of "programming for observability” [Gregoretti 86] in which Users
make use of visual tools to aid in the development, testing, and, debugging of the application.
During development, the PIE system incrementally builds a view of the User program’s semantic
structure. During testing and debugging, the PIE system allows the User to view the execution of
the program (in either an on-line or post-mortem fashion). It is the contention that the extra
information gained from the visual displays will assist the User to think more clearly and more in
depth about the program’s behavior.

The present PIE environment consists of several components:
¢ PERMOD (Vrsalovic 84] is a modeling tool which provides performance prediction in the
early design stages of parallel systems.

e MPC (Multiprocessor C) [Vrsalovic 88] is a C preprocassor that converts special MP
(Multi-Processor) language constructs into C program syntax. It implements the
"Consistent Abstract Shared Data Type Implementation Machine” (CASDTIM) model.
Despite the fact that the target machines can be of different architectures, MPC provides
the CASDTIM model te the User via synchronization, and shared memory constructs.

¢ PIEman implements a relat:~~al model for each PIE IM. All PIE tools share data via
the relational model.

¢ PIEmacs is a Gnu-T..uacs based editor which extracts development time data about the
target program and assists in instrumenting it for the purpose of run-time monitoring.

¢ PIEscope allows all development and run-time data to be presented to the PIE User in
graphical form.

¢ PIEmon supports the collection and storage of run-time events via the use of sensors.

The following sections discuss only the MPC and PERMOD portions of PIE. However examples
given throughout the paper are illustrated by the graphical outputs from PIEscope.
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1.5.2.1. PERMOD - Performance Evaluation Model
PERMOD, a model for predicting the performance of algorithms composed of repeated iterations,
called application cycles, on multiprocessors is derived in [Vrsalovic 84).

The applicable parallel systems consist of a number of processors (N), each having its own local
memory. All the processors are connected to a set of global resources via an interconnection
structure. Each processor has a variable speed defined as the speed of a referent processor (whose
relative speed is 1) multiplied by some factor p. The speed of the global resources is defined in the
same way by a factor q. The interconnection structure allows for the access of any processor to any
global resource in FIFO order with a throughput of r. Notice that r is not exclusively a hardware
parameter due to the fact that an application itgelf has to be able to take advantage of the multiple
global access possibility. In order to clarify this statement let us assume for the moment that the
interconnection structure is built from r parallel buses connecting processors to a set of interleaved
memory modules. In such a case there will be r parallel global accesses at a time if and only if the
application can distribute the data among these modules in such a way that there is no conflict
during the access. It will be shown latter that PERMOD also gives acceptable results [Vrsalovic
84] for systems where local memories are replaced by caches so long as the hit ratio is high and the
portion of code misses are factored into the data access global time.

1.5.2.2. MPC - Multiprocessor C

Section 1.5.2 introduced the concept of the implementation machine, or IM. Unlike the typical
virtual machine approach which relies on very generalized, high level interfaces which are reflected
in the run-time structure of the code, the implementation machine approach translates the User code
into target machine code using only low level calls to the run-time system.

MPC is a special preprocessor which translates MP syntax into a C program. It consists of three
distinct parts: an analyzer, a constructor, and a target code generator.

The analyzer takes an MPC program as input, which the constructor then converts to a C
program. Although the resulting C program may differ from machine to machine, the original MPC
program need not be changed. The analyzer also assists in instrumentation of the MPC program so
that run-time performance data can be collected. In the present implementation, the target code
generator is the C compiler. In the linking stage of the C compiler the User should use the MPC
runtime support library.

The MPC language is modeled directly on C, thus allowing parallel processing application
programmers to use a language with which they are already familiar. All standard C commands and
constructs are recognized by MPC. Identifiers, however, cannot begin with mp_ or MP_, since the
constructor uses these as prefixes for internal identifiers. Consequently, virtually any program
(noting the above mentioned exception) that compiles under C, will also compile under MPC.

The current version of MPC supports the Consistent Abstract Shared Data Type Implementation
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Machine or CASDTIM model. Implementation machines differ in the manner in which
synchronization and communication are handled. MPC exports CASDTIM to Users via several new

constructs that allow for efficient parallel algorithm design, including:

1. ACTIVITIES: Sequential units of computation that are spawned and executed in
parallel with the creating function.

2. JOIN AND DETACH STATEMENTS: “ommands that allow activity management.

3. FRAMES: An encapsulation of global data and operations on that data. Frames are
shared among specified activities and/or C functions and thus represent shared
abstract data types.

4. SYNC AND DSYNC STATEMENTS: Meta constructs that provide for:
synchronization of parallel activities and mutual exclusion for specific parts of data in
frames.

5. TEAMS: Groups of activities and frames composing a unique subsystem with an
associated communication and synchronization structure.

6. SENSORS: Locations for collecting information on parallel program execution during
run time. '

1.5.2.3. PIEMAN

Central to the original PIE thesis is a shared, relational database of information concerning the
applications and experiments using those applications. Additionally, the database manager must
notify the other components of the system when some shared object is updated so as to maintain
system-wide consistency. The current version of the database manager (called PIEman) is
implemented on top of the INFORMIXR relational database package. Communication is via IPC as
implemented in MACH [Rashid 87].

1.5.2.4. PIEMACS

This paragraph describes PIEmacs, the current implementation of the MPOE originally
envisioned in the PIE proposal. The MPOE was specified to be an editor!with special knowledge of
the User programming language. The MPOE uses this special knowledge to create an image in the
PIE database (See Section 1.5.2.3) of the interesting constructs in the User’s program. The MPOE
also maintains a mapping from the objects in the image to their positions in the User’s code. This
map function enables the User to navigate through his «; ~lication using PIEscope.

The original specification of the MPOE called for ¢ . editor that could work with a multitude of
languages. The current implemclantation, however, is just a prototype so the decision was made to
support only one language: MPC. The methods used for handling MPC turn out to be well suited for
just about any statement-based? language.3

1The current version of PIEmacs is written on top of the GNU Emacs editor.
?Heretofore, languages, when used in ‘he generic sense, refers to statement based languages
3LISP mode has also been investigated for PIEmacs but it requires a slightly different approach.
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1.5.2.5. PIESCOPE

PIEscope provides a graphical views of the development and execution of a User's MPC program.

PIEscope uses the X-Windows, Version 10, windowing systera. X-Windows was chosen as it is
becoming the de facto window manager in university environments, and at CMU-CSD in particular.
The PIEscope receives program updates via messages from the relational database manager,
PIEman. Another way to look at PIEscope is as graphical server: any application can be written to
take the place of PIEman and can use PIEscope’s views without strictly being part of PIE.

Currently, PIEscope understands general classes of program constructs, so any programming
language which supports these classes can be handled (See Section 1.5.2.4 for details of these
classes).

PIEscope provides three development-time views and three execution-time views. The
development views are: '

roadmap
a tree-like display of the definition structure of the User’s program.

use roadmap
a tree-like display of the instantiation and static invocation structure of the
User's program

sensmap

similar to the roadmap but also includes the User's explicitly-placed sensors.
The User uses the sensmap view to enable or disable the sensor firings during the
program execution.

The execution-time views are:

barscope
a bar graph of the execution of the User’s program.

animation tree (NY7)
a tree-like display which replays the dynamic invocations (and destruction) of
the structures in the User’s program.

max-animation tree (NYI)
similar to the animation tree except that the destructions are not shown, so the
User can see the maximum amount of resources used by the program.

Each viev. 'as many featurves for zooming in and filtering the viewed data which are not described
here.

1.5.2.6. PIEMON
The PIE performance monitor is a facility for observing computations. It is multi-level, consisting
of User, run-time and kernel levels.

A monitor observes and records events. An event is an observable, time-stamped object occurring
during the execution of a computation; it is the basic unit of information for observability. Events

consist of two basic types, control-driven and data-driven.

e A control-driven event is more than just an obfuscating name for a state of a state
machine because it not only designates a specific logical point (state) in a computation’s
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control flow, but includes the time when that state was reached and, occasionally,
ancillary computation data requested by a User. Examples of control-driven events are
the inception and termination of processes or the start of an iteration of a program loop.

e A data-driven event is a time stamped modification of, or demand for, computation data.
Data-driven events do not contain direct information about computation states, but
enmasse they describe data access patterns. Although inferences can be made about
what computation states are possible for a specific data-driven event, they can be made
only after comparing the event to where the datum is used in the computation’s text and
with an analysis of the execution history provided by control-driven events.

Sensors detect the events of a computation and prepare them for retrieval by collection
instrumentation. This instrumentation is a software/hardware system which appends an event to
the event record of the computation. After an execution terminates, PIEman selects and filters the
events in the event record using a relational data base and any relevant performance or status goals
requested by the User. The relational data base, constructed at development time, contains the
static structures of a program as well the semantic and temporal relations between them. The
structures contain sensor marks so that events collected during execution can be mapped onto their
corresponding computation

Events are observed by a monitoring environment which extracts development and run-time
information about sequential and parallel structures of a computation, and about its execution. The
assemblage of mechanisms and protocols that make up this monitoring environment is called the
monitor. As discussed earlier, our definition of "monitor” is distinguished from three other common
uses of the term by the observational sense which is ascribed to it. Other meanings include (1)
synonymy with "operating system,"” (2) the User interface for an operating system, and (3) a data
object responsible for synchronizing and controlling multiple accesses to critical sections of code.
Each of these familiar uses ascribes notions of resource management and control to the term
"monitor.” The monitoring mechanisms consist of sensors for marking events, instrumentation for
event collection and a relational model that ties together the development and execution time data of
a computation.

1.5.3. FIAT

FIAT stands for Fault Injection-based Automated Testing environment. Sini. each of these
keywords represents part of the goals and concepts of the system, we wil' lirst examine each
keyword and its significance.

1.5.3.1. Fault Injection

In reality, in FIAT, we are able to inject both the fault itself as well as its manifestation in terms
of, say, triggering the error detection recovery mechanisms (EDRM). This is accomplished through
the use of software fault injection mechanisms. The concept of fault injection is not new.
Organizations committed to the development of highly dependable hardware have, for many years,
been using hardware fault injection to evaluate the relative effectiveness of alternative hardware
error detection designs.
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As hardware error detection mechanisms have been enhanced by this process, solid state circuit
design and manufacturing technologies have also been steadily improved, decreasing the rate at
which errors due to hardware faults are generated. The combined effect has been to significantly
lower the rates at which errors due to hardware faults are generated in systems, and to greatly
improve the probability that hardware-caused errors will be detected and compensated for when
they do occur.

Unfortunately, comparable progress has not yet been made in understanding, and compensating
for, errors caused by primary software faults (software "bugs") and by secondary faults in software
caused by undetected hardware errors.

Accordingly, the FIAT environment has been designed for the injection of error patterns into
executing software that are representative of errors that are likely to be generated by software and
hardware.

The function of this fault injection testing process will be to uncover deficiencies in a system'’s
error detection and recovery mechanism (EDRMs), and to guide tradeoffs between alternative design
enhancements, by providing quantitative evaluations of their relative effectiveness.

The FIAT environment provides experimenters with facilities for defining fault classes
(relationships between faults, and the error patterns that they cause); for specifying (e.g., relative to
the source code of an application) where, when, and for how long errors will strike; and how they will
interact with executing object code or data.

The FIAT environment then automatically locates the designated object code or data from its
source code designation, and takes action against it.

In its initial version, FIAT software can fault inject User application code and data, and can inject
faults into messages (corrupted, lost, delayed), tasks (delayed, abncrmal termination), and timers.
Subsequent versions will extend these fault injection capabilities into operating systems, and will
enable hardware fault injection under FIAT control.

The keyword testing refers to botn testing of ercor detection/recovery mechanism as well as
quantitative evaluation of the ¢ _pendability property of the system under test. As mentioned before,
the test set for EDRM happened to be a set of fault/errors. This is the set that has to be injected in
order to make sure that the EDRM are working properly.

Automated refers to the critical issue of the complexity of the fault injection process. As in testing,
the quality of the results will be a function of the capability of the system to inject (test) as many
faults as possible per unit of time. This, in fact, means automated support at development time, as
well as at run time, for the fault injection process.

The keyword environment refers to the high degree of integration of the FIAT system. The
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components of the system, workloads, fault classes, experiments and data analysis (further detailed
below), are integrated under one comprehensive User interface supporting the process of
preparation, debugging, run time control and data analysis.

To summarize, the goals of the FIAT project are:
e Development of an environment for automated software fault/error injection and error
detection/recovery (coverage) analysis.

¢ Fault-free characterization of the system under investigation (performance and profiling
and EDRM testing).

¢ Relative contrasting of two or more fault-tolerant technique (with a substantial software
component) dependability properties.

1.5.3.2. The FIAT Process and Its Abstractions

To achieve the above goals, the following experimental phases are to be applied to the system
under test.

e Fault free validation of system: Profile system software components’ performance
characteristics and collect data.

e Fault free validation of workload: Profile the performance/functionality characteristics
of the workload and collect data.

e Fault injection experimentation: Inject faults into profiled workload and collect histories
and error records.

To support the fault injection process, the following abstractions are provided:
» Workload
e Fault class
¢ Experiment
¢ Data collection/analysis

We now describe each of the above abstractions, as well as the automated tools for manipulating
them.

1.5.3.3. Workload (WL)

Users write distributed real-time dependable programs. The FIAT system manipulates
workloads. A workload is an observable set of real-time communicating tasks. A task is an
observable (monitorable) scheduled unit of computation communicating through observable
communication media named channels.

In order to fault inject a workload at the symbolic level, a number of attributes have to be
extracted from the workload. The term attributes refers to the set of symbolic names identifying the
tasks in the workload as well as the code and data segments within each task. This analysis is
automatically done by a tool known as the attribute extractor. The attribute extractor, after
analyzing the workload, provides tables (e.g., task tables) known as domains. These domains are
further used in the process, discussed below, of automatically generating fault lists.
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Another aspect of fault injection is how to fault inject a task without breaking the operating
system protection mechanism. We solve this issue by linking (at link time) with a number of
program attachments which serve as a Trojan horse to fault inject from inside the task on external
request.

1.5.3.4. Fault Classes and Fault Lists

A fault class is a template describing a set of workload or system modifications, which are
representative of a group of physicalllogical faults having common properties. This template is
similar to an abstract data type. As in any abstract type, the fault class can be instantiated,
meaning that each method is applied to the associated domain and a specific fault (fault instance) is
generated.

1.5.3.5. Data Collection/Analysis

Data collection (DC) supports two entities: histories and error reports. Histories are records of
monitored normal functional and performance events. Error reports are records of exceptions and
abnormal events. Data analysis recognizes three hierarchical levels of experiment data processing:
run, experiment and multiple experiments. A run is a single fault injection in a specific workload.
An experiment is a collection of runs, usually for the same fault class. Multi-experiment analysis
refers to the ability to cross section a number of experiments under a specific number of dimensions.

In FIAT two types of data analysis are available: the canned variety and the open variety. The
canned data analysis provides a set of predefined functions such as workload profiling and error
coverage statistics. The open data analysis is a relational data base query language which enables
the Users to define their own analysis goals.

1.5.4. Para-Sights
Para-Sights [Aral 88] is an environment for debugging and profiling of parallel programs. The
User can control execution and examine values of program variables by using this environment.
Monitoring in Para-Sights is minimally intrusive if a target machine has sufficient parallel resources
to spare for monitoring. Some of the main features of Para-Sights are:
¢ Para-Sight runs as a separate thread of execution in ‘e same address space as the
target program.

¢ Due to address space sharing, Para-Sights can r .a0st nonintrusivelly examine all target
variables.

¢ It provides a dynamic linking facility so various Para-Sights can be linked in on demand
without the need for recompilation of a target.

¢ Para-Sights uses the scan point mechanism, similar to the trace point in common
debuggers, in order to pass control and data to an arbitrary instrumentation server
called parasite running as an independent thread of execution within the same address
space.

e Some of the scan points can have the functionality of breakpoints, thus allowing
manipulations of the target’s control flow.
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Para-Sights provides a set of standard User commands. This set is extensible in order to allow for
customized commands. Here the basic description of the Para_Sights functionality is discussed.

1.5.4.1, Para-Sights Commands

There are several standard Para-Sights commands:
e run [ argl arg2 ...]
- starts procedure main in a target. It passes an arge/argv pair to it.
s quit
- terminates the execution of a target

* hangup
- sends UNIX SIGHUP signal to threads of execution that are involved in the current

execution.

¢ load [-<port>] <parasite>
- call to the Para-Sight dynamic loader to load and link in a new code for an independent
parallel thread of execution (parasite) to act as a monitoring server. The new thread will
have its I/O bound to the Para-Sight console or, if port is different than 0, to a virtual
terminal running behind the port.

e dir
- do list of loaded parasites

» purge <parasite>
- dynamically remove a parasite

» help [topic)
- User help for a specific topic

1.5.4.2. Interface to Scan Points and Parasites
Parasite provides an environment for the design of custom parasites and associated Scan Points.
There is a set of standard functions which facilitate this process:

¢ Para_insert(source)
- inserts a scan point at the source line*,

¢ Para_delete( source )
- deletes a scan point at the source line.

» Para_set( source, trigger_list, quiet )
- set scan point trigger to a list of names.

¢ Para_start( name )
- starts a new thread of execution running the code of the named function.

e Para_display( sp )
- displays information for a scan point.

‘Inserts and deletes are atomic operations and can be done while target is actually running.




1.5.4.3. Restrictions of Para_Sights

There are several restrictions on the use of Para-Sights, but most of them have sources in the
current implementations. However, there are some, like those connected to the generally
nonreentrant UNIX code or libraries, which will require some effort to be fixed. Some of Para-Sight

restrictions according to [Aral 88] are:
¢ The target programs must be compiled with symbol tables included which usually
results in larger and nonoptimized code.

¢ The current directory must contain a symbolic link to a Para-Sight directory.

o The User is responsible to resolve any conflicts in names between Para-Sight and target
functions and/or variables.

e Since the target runs as a thread, there are problems with the parallel execution of
UNIX kernel and library functions which are mostly nonreentrant.

¢ Garbage collection of previous broken runs is left to the User.
e Static functions or variables are not visible to the C interpreter.

1.5.4.4. Some Standard Parasites
In addition to supplying a nice interface for building custamized parasites, Para-Sight includes

three standard parasites. These are:

¢ File browser
- is used for the inspection of a text file. It is based on the public domain program less

and its primary use is in conjunction with a source level debugger.

¢ The "C” interpreter
- its primary function is to allow the User to examine and modify target variables by
using the familiar C syntax. The interpreter is a part of Para-Sights but it is loaded and
executed on demand.

¢ Low-Level Debugger
- is also separately loaded. It provides a function called "low level” which is implemented

as a scan point. It is used for:
« setting breakpoints

» timestamping

* counting instructions
* recording thread ids
* registering dumps

1.6. Contrasting the Paradise Design with Other

Instrumentation Systems
Here we compare the main features of Paradise with the instrumentation systems briefly

described in the previous section. Table 1-1 summarizes the findings in the functionality/model
dimensions. Table 1-2 contrasts the systems under the properties/user support dimensions.

Next, we will explore some of those dimensions in light of the Paradise features.
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1.6.1. Intrusiveness
Paradise uses software instrumentation with dynamic enable/disable to observe and report

relevant events. This type of instrumentation imposes some changes in the behavior of the system
being observed. On the other hand, Honeywell’s IDT uses hardware instrumentation in an attempt
to minimize or even to eliminate intrusiveness. Aside from the net advantage of eliminating
intrusiveness, hardware instrumentation does have some drawbacks. Some of them are:

¢ lack of portability

e difficult to program

¢ difficult to interpret results

o costly

¢ hard to implement after the fact

One of the main questions is, then, how intrusive is the software instrumentation approach used
in Paradise? '

There are two types of intrusiveness; namely, the perturbation of absolute execution times of parts
of the program observed, and changes in the order of events. While the first type of perturbation can
not be completely eliminated, there are two approaches adopted in Paradise to deal with the
problem. First, we minimize the perturbation in execution time by choosing an efficient
implementation of the instrumentation mechanism. Initial feasibility studies [See Part II, Section 6]
have shown the intrusiveness to be under couple of percentage points for a reasonably instrumented
application running on top of CRONUS. Second, simple compensation for the cost of the
instrumentation is used by PARASCOPE when displaying the behavior of the system under
observation. These two techniques compensét.e, for all practical purposes, the first type of
perturbation.

The second type of perturbation, changes in the order of events, is a substantially harder problem.
There are no good ways to compensate for this type of perturbation. So, let us ask ourselves the
question of how seriously this type of perturbation will influence the system under test.

Dist. “ted systems are known to behave undeterministically with respect to the order of events.
Her.e, any order of events is possible, including the ones exhibited through the instrumentation
perturbation. Then the new question becomes whether all orders of events are equally probable.
The answer to this question is still in the research domain. Available results [Segall 88b] seem to
point in this direction. Even if the answer to the previous question is negative, one still has to ask
when the order of events is important. A naive answer to this question will include at least the issue
of the observability of distributed system communication and synchronization.

The truth of the matter is that there are very few well engineered communication and
synchronization techniques which depend on the order of events. The real answer to the above
question is that the order of ever.ts may be important to detect synchronization and communication
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bugs. However, in this case, the answer to distributed synchronization and communication
debugging is not found in nonintrusive instrumentation, but in accurate replay of the run where the
error manifested itself Hence, system execution replay is the issue and Paradise makes ample
provision for supporting it.

To summarize, after careful exploration of the trade-offs between hardware and software
instrumentation, Paradise software instrumentation is implemented with intrusiveness
compensation and event replay.

1.6.2. Program Replay in Paradise
As mentioned above, program replay is one of the main mechanisms for distributed system
debugging.

Program replay in Paradise is supported by four elements:
o Paradise Preprocessor

e PARASCOPE
 The relational model
¢ The Integration Platform

The Paradise Preprocessor extracts syntactic and semantic information from the distributed
program. This information is organized in the relational form and stored in the Integration
Platform. :

In addition, the Preprocessor automatically instruments the program. After an execution of a
distributed program, the instrumentation mechanism stores the information into the Integration
Platform.

Subsequently, PARASCOPE applies relations to both development-time information and run-time
information, displaying the execution of the program through flash views of the program text or of a
graphical representation of the program entity which generated the current event. Using this
approach , unlimited replay of a particular execution could be displayed and analyzed. This feature,
inherited from the PIE system, has been proven to be extremely useful.

1.6.3. Programmability and Flexibility

Paradise programmability and flexibility results from the extensive use of relational models and
relational query languages at all levels. This allows the user to ask high level questions and let the
system figure out the low level details regarding the means to answer the question. In addition, this
paradigm captures and stores the expertise required to instrument and to observe the system under
test. Ample practical experience with this model [Segall 83), [Segall 85], [Gregoretti 86] enables us
to be fairly optimistic on the usability and feasibility of the approach.
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1.6.4. Integration with the Honeywell Integration Platform

RADC has commissioned Honeywell to propose a tool integration strategy. The technical
approach proposed by Honeywell includes an object oriented data base to act as a repository of data
and programs, as well as an integration media among tools. Paradise fully subscribes to this
approach and plans to use the Integration Platform for the repository of the development time and
run-time information collected. In addition, depending on the performance of the Integration
Platform, Paradise may use it for communication among different parts of the system, such as the
Preprocessor and PARASCOPE.

Functionality/Model Dimensions
IDT PIE FIAT Para-Sight | Paradise
(Honeywell) | (CMU) (CMU) (Encore) (RADC)
monitoring hardware software | software software software
static static dynamic dynamic
policies NA multi-level | two-level NA multi-level
integration event- relational | ad hoc NA relational
action
presentation event- graphical | text NA graphical
action relational | relational relational
(graphical) -
Fault Injection |NA NA yes NA yes
Environment yes NA " |yes NA yes
Control
Time yes yes software NA TBD
, implementation
Automated NA yes NA NA yes
Instrumentation
Automated NA NA yes NA yes
Fault Injection
Experiment yes NA yes NA yes
Definition
Overall action relational | ad hoc ad hoc relational
Model event

Table 1-1: Comparison of Functionality/Model Dimensions
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Properties/User Support Dimensions

IDT PIE FIAT Para-Sight Paradise
(Honeywell | (CMU) | (CMU) (Encore) (RADC)
programmability | moderate |high moderate | high high
intrusiveness low moderate | moderate | moderate moderate
to
low
portability low high high moderate high
flexibility moderate | high moderate | high high
user moderate | high moderate | low high
support
experience low moderate | moderate | low NA
with
the system

Table 1-2: Comparison of Properties/User Support Dimensions
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