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1. Introduction and Summary

Network monitoring is necessary for debugging protocols. measuring network performance. determining
routes. and predicting network functionality. These tasks require data collection. Network Monitoring
systems must poll Low-Cost Packet Radios (LPRs) for specific types of data. then process it for an
operator. The Monitoring Data Packets (MDPs) specified in this document provide a flexible mechanism
for monitonng systems to collect this data from an LPR network. Specific SURAP network monitoring
applications that require MDPs are: Siting Aids for deploying the LPRs, NetMan for global network
management. and the NIU (Network Interface Unit) for local network information.

This document specifies the MDP formats for SURAPI and SURAP2. These formats (see Appendix
A) are the result of merging the packet radio PDP (Performance Data Packet) and the DIP (Device
Information Packet). The remainder of the data is derived from the CAP LROP and from information
which. in the CAP8 networks, has been available only from the PR itself using the XRAY tool.

1.1 NetMan Considerations

T'he following section is a brief overview of the SURAP NetMan. For a more detailed description of the
various services that the NetMan will provide, refer to SRNTN 26. For the technical design of NetMan.
refer to SRNTN 10.
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2. Monitoring Data and Its Uses

The data that we gather allows NetMan to provide the operator with the following four basic services:

. views of the current network state - visual depictions derived from the currently available network

Jata which has been reduced to a form more easily interpreted by the operator.

* alerts to critical network events - pointers to possible problems in network behavior to allow for
operator follow-up

* tools to load SURAP software

o tools to tune and debug the network.

To display the connectivity, traffic flows, and routes in a particular area. the Network Manager needs
to gather data in the following categories:

" component connectivity (PR. CH, SCH)

* component membership (PRs in a cluster, etc.)

" traffic on logical or physical links

" available services - network interface units, node trackers. etc.

" status of components
(up/down/flaky/saturated/re liable/...)

" fault reports.

The Network Manager reduces the large amount of data produced by the various reporting network

components into views which the operator can easily interpret and act upon.

3
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The Network Manager design paper. SRNTN 10. lists nine problems which arise in CAP8 and SURAP
radio networks. The Network Manager must be able to display the data it has gathered in a way that
allows the operator to notice itf one of these situations has occurred. The problems listed include:

. packet radioiclusterhead failure/malfunction

-. excessive traffic forwarding in a cluster

3 3. excessive control traffic in a cluster

4. labeling1clustering instability

5. failure to find a route

6. failure to find a device

. route/link failure/fluctuation

8. link4packct radio saturation

4. network resource hogging by a packet radio host.

3 Ongoing research and continued evolution of the Network Manager is uncovering additional areas in
which debugging aids can be provided. These areas include:

1. finding bugs and inefficiencies in network algorithms

2. verifying that these algorithms are correctly implemented

3 3. validating the algorithm designs

4. facilitating the control of network components

I 5. analyzing performance

6. supporting administrative needs

7. isolating faults.

The Network Manager must be able to display a spectrum of views ranging from coarse to ine, terse
to verbose. The operator can use these views to focus on the relevant data and to narrr , down the
possible causes of the problem. These views are intended to help the operator examine the three network
attributes mentioned earlier - connectivity, traffic flows, and routes .... and to allow the operator as
much flexibility as possible to aid the operator in debugging problems in the network and in testing
network reactions to various operations.

14
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3. THE MDP PROTOCOLI
3.1 Justification

I Because MDPs use SNAP as the transport protocol, which does not allow for multi-packet messages
and therefore allows for no message fragmentation or reconstruction), a simple MDP protocol has been

created. Other aspects of the MDP protocol deal with requesting MDPs from LPRs and with the LPRs
responses to these requests.

3.2 MDP Header

The MDP.header serves three functions. First. it allows a monitor to parse the text of the MDP. Second.
it timestamps the message. Third. it provides packet sequencing in a multi-packet MDP message.

The version number is used to differentiate between protocol versions. As new protocols are devel-
oped, the version numbers are incremented. When a monitor receives an MDP packet with the wrong
version number it can prevent itself from incorrectly parsing the packet.

The MDP (message) type field is used to determine which ot the packet text formats to use to parse
the MDP text. Up to 64 types are'currently allowed.3 The PR Timestamp field is a 32-bit segment of the LPR protocol clock's 48-bit number. The least
sigmicant eight bits and the most significant eight bits are masked off. Because the LPR's protocol clock
has units of 26 milliseconds, the units of the MDP timestamp are 6.656 milliseconds (26 milliseconds
256 [256 = 23]). Because the timestamp has 32 bits, it will not wrap around for over 330 days.

For message sequencing, two fields are used, pkt number and # of pkts. The first is the position
of this packet in the message, the second is the total number of packets in a message. A one-packet
message would have 1,1 respectively. Packet 2 of a five-packet message would have 2,5 respectively.

1 3.3 MDP Sessions

To start an LMDP session, a monitor transmits a Radio Command/Request Packet (RRCP - MDP Type #0)
to the LPR. This packet is used to request the non-event-driven MDPs 2 through 7, to make a one-time
request of MDP #1, or to request MDP #1 on an event-driver basis. It is also used to modify the triggers
for MDP #1 transmission, or to clear cumulative statistics, also known as CUMSTATs.

The RRCP header contains a version and command type. To request MDP message types 2 - 7, or
to make a one-time request of MDP #1, the monitor sets the sub type field to SEND_MDP and sets
the MDP type to the number corresponding to the packet type desired. The monitor should receive
one message in response to this request. However, if the LPR is currently servicing a request for some
other monitor, the MDP request will be dropped (but SNAP ACKed) and the monitor will receive Radio

I
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Command NAK Packet (RCNP - MDP Type #8) in response; the monitor must retransmit the request at
a later time.

To request MDP #1 on an event-driven basis, the monitor sets the subtype field to SENDMEMDPI.
Optionally, the monitor can set the minimum and maximum timers for the MDP #1 timeouts (within cer-
tain constraints). The minimum timer sets the minimum number of seconds which must elapse between
MDP #1 transmissions. However, the LPR will enforce a thirty-second minimum. The maximum timer
sets the maximum number of seconds between transmissions. The last SENDMEMDPI which spec-
ities the minimum/maximum timers will determine the value of these timers in the LPR. Values of zero
for either the minimum or maximum timers will result in the current timer values remaining unchanged.
The default value for the minimum timer is thirty seconds; for the maximum timer, the value is thirty
minutes (1800 seconds)

As the triggers occur in the LPR. the monitor will receive N4DP #1 packets. To request a certain
tngger. the monitor must set the bit corresponding to this trigger in the trigger mask field. If the LPR
acknowledges the request but an VIDP #1 packet has just been transmitted to some other monitor, the LPR
vill wait the minimum inter-transmission time before transmitting another MDP #1 packet. Otherwise.
if it acknowledges the request. it will transmit the MDP #1 packet immediately. If the LPR "NAK"s the
request. the monitor will receive an RCNP with the "NAK reason" set to CANT.SETMDP.DEST. and
the list of monrtors which are already monitoring the LPR.

To cancel event-driven MDP #1 packet transmissions, the monitor sends a CANCELMDPI request.
Successful transmission (i.e.. receiving the SNAP ACK) implicitly acknowledges this packet.

To clear the CUMSTATs. the monitor sets the sub type field to CLEAR_CUNISTAT and sets the
text to a 48-bit number corresponding to the time (in 6.656 millisecond units) at which the LPR should
clear the cumulative statistics. This 48-bit number is relative to the timestamp which the LPR has returned
in the MDP header. A value of zero indicates that the LPR must clear the cumulative statistics upon
receiving the packet.

3.4 Session Aborts

If a monitor has requested an MDP message and knows (since it has received the first packet of the
message) that the message is a multi-packet message, the monitor should abort if the next packet does
not amve promptly. However, since the LPR may miss some of the acknowledgements from the SNAP
transport and therefore retransmit. two SNAP timeout periods should be the minimum timeout: one for
the packet just received and one for the next packet in the sequence. This ensures that messages will not
be aborted needlessly.

3.5 LPR algorithms

The LPR must maintain a list of monitors and their corresponding trigger masks. In addition, the LPR
requmres minimum and maximum timers, a global trigger mask (in which to collect the outstanding
triggers), and a "snap-shot" buffer to maintain a copy of an MDP for either multi-destination or multi-
packet transmission. After SURAP protocol startup, the LPR will clear the monitoring list; it will transmit
no MDPs on an event-driven basis until it receives a request to do so.

6
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3 As the triggers occur in the LPR, they are collected in the global trigger mask until an MDP #1 packet
transmission is again allowed; the time between MDP #1 transmissions cannot be less than the minimum
inter-transmission time. Each time the maximum inter-transmission time elapses, the LPR will send an
MDP #1 packet to all monitors that have set the timeout bit in their trigger masks. At transmission time.
the LPR constructs an MDP #1 packet: the same packet will be sent to all the monitors. if a destination's
trigger mask and the global trigger mask have at least one bit in common (logical AND is unequal to
0). the LPR transmits the MDP #1 packet to that destination. The packet is transmitted to an attached
monitor first (if there is one). the order of transmissions to the other attached and remote monitors is

random.
If a request is received while the snap-shot buffer is already in use, the request is acknowledged by

SNAP. but the MDP request is dropped and an RCNP is sent to NACK the request. The monitor must
tune out and request the MDP again. No further action is taken by the LPR.

U7
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I ~Xppendix A. MDP Packet Formats

This AppendLx specifies the formats of MDP packet types 0 through 8. Every MDP packet is a sequence
of adjacent 8-bit bytes that are organized into fields. Each field is an integer number of bytes that have
special significance for higher-level protocols. We present a top-down view of all nine MDP oacket types
h v breaking each into its constituent rields and explaining the meaning and purpose of each.

I

I
I
I



I
3 Report No. 7165 BBN Systems and Technologies Corporation

I..1 -rhe MDP Packet Header

The MDP Packet Header consists of 48 bits. The most sigificant 16 bits give the version number. MDP
type. packet number, and the number of packets in the MDP (Figi: 1..

15 0I I I I I I I I I I

I I I I I I I I I I I

I I I I I I I I I
I I I I I I I I I I

I I I I I I I I I I

3 1 2 3 4

I. Header version tcurrently 0)

1 2. MDP type (0 - 8)

1 3. Packet sequence number

4. Number of packets in MDP

I Figure A. 1: MDP Packet Header. first 16 bits

The least signiticant 32 bits of the header is the MDP creation time (in units of 6.656 milliseconds'
.iven by bis 7 through 39 of LPR. current_-_ .me variable in the LPR (Figure 2.).

3 31 0
S I I I I I I I I I I I I

I I I I 1 I I I I . I I I I I I

I I I I I I I I I I I I I I

I I I I I I I I I I I I I I

I3Figure A.2: MDP Packet Header, last 32 bits

II

I

I
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3 \.1 IDP Type # 0 - Radio Requesti(iommand Packet

This packet is used to request that an LPR perform network-control tasks, e.g., send an MDP packet.3 clear its CUMSTATs. etc. This packet contains the two fields:

1. The header

15 0

Version Reserved sub-type

K Figure A.3: The MDP Type 0 Header Format

5 The allowable sub-type tield values are:

. a. . . . . . ' ..P

b) SEND-ME-mDP1

ic) ZLEAR-CUMSTAT5 id) CANCEL- MDPI

It

VesoIee, sbtp

I ) ANE10]

I
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I 2. Fhe 2-byte data fields

.-Uiter the packet header there are a variable number of 2-byte data fields.

,,.A) If the subtype field is set to SEND.-DP the 2-byte data fields have the following special
format:

3 15 0.. . . I I I I
t I I I I I I I I

S I I I I r I I 1 I I )

* I I I I I I

Reserved MOP type

b) 11 the suie feld is set to SEND.M .' the data field has the following format:

1 15 0
SI I I I I I I iI

. . . .... ~... .4
Reserved Trigger Mask

15 0
* I I I I I I I I I I I

S I I ! I I I I I I I I I I

I I I I I I I I I I I I I I

I I I I I I I I I I I I I : 1
3 Mininum Transmission Rate

15 0
IM axI I I I I I I I

I I II I

I I t I i I I F I

S I $ I I I I I I

Maximum Transmission Rt

!
I
I
i It

Ie
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3 .-=gzer YAa-k Trhese 12 bits indicate wtich conditions will rgger the transmission of

MDP #1. The conditions are codified as trigger values. (See Appendix B.)

Minimum Inter-transmission Time The minimum number of seconds between suc-
cessive MDP #1 transmissions. A value of zero means use the current value, or if it has

never been set by the Network Manager, use the default value of 30 seconds.

Maximum Inter-t ransmis sion Time The maximum number of seconds between suc-

cessive MDP #1 transmissions. A value of zero means use the current value, or if it has

never been set by the Network Manager. use the default value of 1800 seconds.

S(c) If the subtype field is set to CANCEL..DI1 the packet has no data field.

tdi If the s'b_' ce field is set to CLEARCUMSTAT the data field is 32-bits long. It specifies

a protocol time tin units of 6.656 milliseconds) when the LPR is to clear all its CUMSTAT.IThe value zero indicates causes the LPR to clear its CUMSTATs upon receipt of the packet.

I12
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\.2 NIDP F~pe #1 - (eneral Status

This packet contains LPR status information. It contains the following tields:

1. The header

i I i I I I I I II II I I I I I

i t I I I I I I
II I I I I I 1 I

S n I I I I I

a b C d e

I ia MDP version number

,b) ReservedSc) Number of monitors in the packets t 1, 2. or 3)

(d). Number of attached devices

3 ,e) Number of neighbor LPRs

13
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S. Trgnger masks and transmission timers.

15 0
1. II I I I I I I I

SI I II I I I I I

Number Trigger Mask

15 0
S I I I I I I I I I I I I

SI I r I I I I I I , I

15 Minimum Inter-transmission Time

Maximum Inter-transmission Time

Number The number of triggers that are set. This information is used in parsing the trigger counter

licited MDP #. It is zero for solicited (polled) MPD #1 packets. See Appendix B for a list

of triggers.
Minimum r'.:er-t ransmis sion Time The minimum number of seconds between succes-

sive NIDP #1 transmissions. A value of zero means use the current value. or if it has never

I

been set by the Network Manager. use the default value of 30 seconds.
M.Maximum Inter-transmission Time The maximum number of seconds between succes-

sive MDP #1 transmissions. A value of zero means use the current value, or if it has never
been set by the Network Manager, use the default value of 1800 seconds.

I1
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.The next three 32-bit fields contain LP.R,. :OP-4tnun. LPR. S-dist-njm, and c-R.'
respectively.

4. The next twelve consecutive 16-bit fields contain the following CUMSTATS in the indicated order:

(a) cumstat .RTX-1OO

(b) cuistat .RTX-400

fc) cumst at. RRX-GOOD-100

d) cumstat .RRX-GOODAOO0

e) =.st at . RX.BAD -10O

f) Rt~a PRX..BAD400

11) curn.stat. RRX-PROP

hi cumstat. .PTX2PROP

i i)dup.Li4cate oacket received counter

(j) ::l etr-ansmj--sJon counter

k) un.TXtt.

tI 1)* umst at . FP.Xt ot al.

Items (i' and (j) are the least significant 16 bits of the following CUMSTAT sums:

duplicate packet received counter
:umstat .RRX-.FW4D.DUP.RTXQ
:r:,- at.R.XFrD..UP2:LT-ER +

umstat .RRX-DDDUP.RTXQ
zums,-at .RR-D1D-DUPSI1LTER

c.umstat .RRXDID-DEV-DUP-JXQ +

..umstat .RRK-DID-LEV-DUP2FILTER

total retransmission counter
cumstat . RTX.NBR-OFF-TXCI +

curstat . RTX..NBR..OFF-TXC2 +

:umstat . RTX.NBR-OFF-TXC3+

:umstat. RTX..NBR-CFF..TXC4 +

cus t at . P.TX..NBR.OFF XC 5
cums tat . RTX..NON..OFF-TXC.'
..ums tat .RTX.NON..OFF .TXC 2 +

c.ums tat .RTX-NBR-TOS-T XC I
cumstat . RTX..NBR..TOS...TXC2
cumstat. RTX.NON-TOS-TXC1 4-

cumstat . RTX..NON-TOS-TXC2

5. The next 32-bit field is the time the protocol came up in units of 6.656 milliseconds. It is right-
shifted to be consistent with the timestamp, in the MDP header.

15
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15 0
I I I I I I I I I I

I I i I I I I

I i I I I I I I I I

I t I I I I I I I I

i i I i i I I i , I I

a b c d e f

(a) Time slot duration LPR. time.s lot-duration

(b) LPR. hdlc_dtedce. DTE = 1. DCE = 0

(c) :PR. remctecntrnntr, ON = 1. OFF = 0

(d) LPR. auto-restart, ON = 1. OFF = 0

(e) LPR. RF-power maximum transmitting power

(f) LPR. rf_freq LPR frequency setting

6. Two consecutive 16-bit fields: the smoothed average and deviation of the packet length (in words.
one word-equals two bytes) of all transmitted packets. See Appendix C for details.

7. A consecutive sequence of 16-bit field pairs. one pair for each monitor: the first field contains
the monitor's ID. the second contains the MDP transmission counter. The maximum number of
monitors is 3. The monitor ID is the MD of one of the monitors that requested the MDP #1:
.rcpltab.e .mon_,torZD. The MDP transmission counter is the number of 'DP messages
that have been sent to this monitor: mdpltab e. :DTX zun-er.

8. A consecutive sequence of 16-bit fields, one for each device. Each field contains the device ID.

16
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. consecutive sequence of 16-bit quintets, one for each neighbor. Each quintet has the following
rintormauon:

15 0
I I I I I I I I t I I I III I I

Reserved Neighbor LPR ID

15 0
I I iI I I
I r I I I

SI I I I I

, il I I I I

a bc de fgh

(a) nbr_.table .good-neighbor

(b) nbr-table. good_r:O00

(c) nbr-table good-rx_400

(d) nbr-tabIe., ood-tx_!CC

(e) nbrt able -ood-t:-400

If) Is this neighbor's frequency different from my frequency? 0 = false. 1 = true.

(g) Is this neighbor's time slot different from my time slot ? 0 = false. 1 = true.

(h) Is this neighbor in time sync with me? 0 = false, I = true.

(i) The link receive quality at 100 Kbps: nbr-table, rxQ.100

(j) The link receive quality at 400 Kbps: nbr.table, rxQ_400

17
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15 0

S I I I I I I I I I I I I II I I

I I I I I I II I I I

Transmit Counter to Nbr

15 0

LPR's AGO Nbr's AGO

N. B. The last four counters are the least-significant 16 bits of the respective CXJMSTATs:

* ne.ahbor.able .u.stat..net.tx

* neicahbor-table . cunistat-net-rx

e neighbortabie .?XAGC This is the AGC measurement for the last PROP from this
neighbor.

* neighbortable. measuredAGC This is the AGC measurement by the neighbor for the
last PROP it received from this LPR. then reported in last PROP from this neighbor.

10. Trigger reports
For each Trigger there is a 16-bit trigger-counter field that is the least-significant 16 bits of
:=umstatET. The counters are in the same order as the triggers in Appendix B.

It. Hotlist Information
There is a single sixteen-bit field that contains the number of hotlisted packet radios. For each
hotlisted packet radio there is a sixteen-bit field that gives its ID; its followed by the followingI sixteen-bit field.

18
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15 0

a bc

a) "I" if LPR was a neighbor when hotlist was received: "0" otherwise.

b)number of -Request for Authentication" packets received from hotlisted LPR

c) number of packets received from hotlisted LPR

Q NIDP Type # 2 - Routing Information

This packet contains the following fields:

1. The packet header

-ay Version Number

b) Reserved

tc) Number of LPR and Cluster entries in packet3 id) Reserved
e) Previous PCNI ID

f) HRT sequence number

Ig Current PCN ID
h) Reserved

i) Next PCN ID

2. The following 2-byte fields are included for each LPR and each Cluster

3(a) This bit is always set to ""

1 b) PCNn bitmask from the tier entry

'c) Cluster-LPR flag. 0 = PR, 1= Cluster

(d) Good-Bad Tier data flag. 0 = Good. I = Bad.

(e) Destination LPR or Cluster ID

(f) Distance in hops to the destination LPR
(g) Reporting LPR ID. (The least-significant 10 bits of the LD of the LPR through which to

forward packets.)

An additional 16-bit field contains the attached device ID for each device attached to this LPR.
(The number can range between zero and eight. inclusive.)

19



BBN Systems and Technologies Corporation Report No. 7165

15

a b

15 0

, i I I I I i I

I I I I I I I

I II

i I iI I I I I I

15 0

S I I I I I I I I I I I

i I I I :1 I I I

f

15 0

I I I i I I I I

SI I I I I I

h

A~.4 M1DP Type # 3 - CUM'STAT Values

This packet contains LPR CUMSTATs. It contains the following fields:

1. The packet header

(a) MDP #3 Header Version

(b) Reserved

(c) Number of oldest version that can interpret the current packet format. Later versions have
just appended new counters.)

(d) Version numbe of current ordering of CUMSTATs.

(e) Number of regular CUMSTATs

(f) Nuimber of Fault CUMSTATs

2. A 32-bit field giving the time since the CUMSTATs were last cleared. Tume is measured in units
of 6.656 nMlseconds.

20
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15 0
SI I I I I I I I

AI g f I e rS I II I I I I I I I I

I I I I I I I I I

I I I I I

a b c d S

15 0
i i I I I I I I I I

i I I I I I I I I I I I J
i I I II I I I I I

Cg

15 0
I, I I i i I i I I I I I

I iI I I I I I I I I I
S I I I I I I I I I i I I I I

I I I I I I I I I I I I I
S I I I I I I I I I I I I

a b

3. A 32-bit field for each regular CUMSTAT.

-4. A 32-bit field for each fault CUMSTAT.

15 0
I I I I I I I I I I I I I
S I I I I I I I • I I I I I

I I I I I I I I I I I I I I

I I I I I I I I I I I I

I I II I I I I I I I I

c d

21
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150

I I I I I I I

I I I I

e f

A.5 N4DP Type # 4 - Neighbor LPR Data

This packet contains LPR neighbor data. It has the following fields:

1. The packet header

15 0

a b C d e

(a) Version Number

b) Reserved

(c Number of MDP #1 Monitors

Sd) Reserved

Se) Number of Neighbors

2. A 32-bit field that gives the time since the CUMSTATs were last cleared. The units are 6.656
milliseconds.

22
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. sequence of tields, shown below, are repeated for each neighbor:

15 0
I I I I I I

I I I I I I i I 1 I

SI I I I I I i I
I I i I I i I I I

SI I I I I I I I I I I

a b c d e

31 0
I i I I I I I I I

I i i i I I i I I i I
i I I I I I I I i I i I I

II i I I I i I i I I I i

31 0

I t i I I i I ii I i i I

i I I I I I I i I

nbr-t able. cumst at net__ x
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U 15 0

.. .. . .. .I

I I I I I I I I I I I I
SI I I I I I I I I I I

I I I I I I I I I I I

I, I I I I I I I I I I I I

f g h

I

15 0

|I I... ... .. . .I
I I I I I I I I I I I I I

I * I I I I I I I I

I i ; I I I I I I I I III , I I I I I I I

15 0

! I I I I I I I I 9 I

S i ! t II I I I I I I I1

3 I I I I I I I I

U~ nbr.al 0 ea
15 0

I i i I i II I I I I I I I

SI II I I I I I I I

S I I I I I I I I I I I I I

np qarset u V
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The fields are defined as follows:

ka) Reserved

k b) Data rate on last PROP. I = 400 Kbps, 0 = 100 Kbps.

(c) Maximum power output by this neighbor. nbr-t able. RF-power

(d) FEC rate on last received PROP. (The appropriate bit is taken from nb r-: ab le . p r eamb Ie -,a: a.)

(e) Neighbor II)

f) AGC value measured by neighbor on last PROP received from this LPR. then reported i last
PROP from neigyhbor neiahbor-t able . measuredAGC.

v~ Reserved

h) Neighbor frequency nibr-table. frea;-chnl

i FEC error c ount -.b r -- abEC:.-e r ro r-coun t

jj Multipath br.:benutah

A) Noise rz~z~

1I) Signal + Noise Ratio from last received PROP nbr~t 7 e. s Janalp1 -z s 3e

inm) AGC value measured by LPR on last PROP received from neighbor rnbr: -e.

mn) Link quality at 100 Kbps nrable . rx 3l'

(o) Link quality at 400 Kbsp nbr-abe.r.Q4r

(p) nbr-table. gocid-eighbor

q) rb r--.able.qood-rx-10 C

(r) nbr-table . ood-rx-4 10

is) nbr-table. oodt x-.lO0

t t) -nb r-tablie . go o d-tx-4 0

(u) nbr-t able. single-ended-sync-calc

(v) nbr..table. last-time-slot

4. Two fields for each monitor: a 16-bit field that gives the monitor ED, and a 32-bit field that gives
-idr--, ablIe . cums r-at -MD Ps -X.
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\.O NIDP Tbpe # ; - LPR Mlodule %ersions

This packet contains LPR module versions. It has ihe following fields:

3 1. The packet header

15 0
* I I I I I

II I I I I 1 1

Version Reserved

I 2 A 32-bit field that eives the [OP distribution number

A 32-bit field that zives the OS distribution number

4. A 32-bit field that gives the SURAP distribution number

I 15 0
i I I I I I I I i I I

+i i I I I I I I I I I I I i

S i I I I I I I 1 I I I I

i I I I I I I I I I I I iI I _ _ _ __II I II
a b

U 15 0

.I I ioc I I I I Inc u i I

b I I i I I I I b ti
I I I I I i II I I I I I III____ _ I_ ___ ___ __ ______ __I ___ ______

c dlI
5. ta) Protocol string length in bytes (including ETh)

,c) IOP string length in bytes

(d) Reserved

6. A sequence of one-byte Protocol string character fields. The number of fields equals the protocol
length.

3 7. A sequence of one-byte OS string character fields. The number of fields equals the OS length.

8. A sequence of one-byte IOP string character fields. The number of fields equals the IOP length.

S26
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\.7 \IDP Type # 6 - LPR Fault Queue

This packet contains LPR fault Queue informaton. It has the following fields:

3 1. The packet header

Version Reserved Status

I 2. A 32-bit field that gives the time since the fault queue was last cleared. The units are 6.656
milliseconds.

I S. The following sequence which is repeated for each fault:

Sa)" A 16-bit field. The least significant eight bits give the number of occurrences: the most signifi-
cant eight bits give the fault number. (The least significant eight bits of -t.. . th.s _a.

b) A 32-bit field the gives the fault timestamp in units of 6.656 milliseconds.

Sc) A sequence of 16-bit fault data fields. The number of fields is equal to the fault length
(currently 3).

I
I
I
I
I
I

I

I
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\.S IDP Type # 7 - LPR Timer Values

This packet contains LPR timing values. It contains the following fields:

1. The packet header

15 0

Version Reserved Number of Entries

2. A 32-bit field that gives the time since the CUMSTATs were last cleared. The units are 6.656
milliseconds.

3. a 16-bit field. The least significant eight hits are the current version number: the most-significant
eight bits are the oldest useful version. The current version number is needed to determine the
order of the timers. The oldest useful version is the oldest version that can interpret this packet
format. tLater versions have just appended new timers.)

4. The following sequence which is repeated for each entry:

,a) A 16-bit field containing the minimum timer value

b) A 16-bit field containing the maximum timer value

(c) A 16-bit smoothed average timer value
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\.9 MDP Type # 8 - LPR Command NACK

This packet contains an LPR Command NACK. It contains the following fields:

1. The packet header

15 0
I I II II I I I I I I

I I II III I I I I I I

3 a bC

I ,a) Version

b) subtype of MDP #0 that cannot be transmitted. See Section 1.

31) NACK reason:

0 = MDP_1GNORED-SNAPSHOT The MDP request was ignored because the snapshot buffer
was in use. No Data included.

I = MDP_IGNORED2KTiN_USE The MDP request was ignored because the LPR has an
outstanding MDP m the network.

2 = CANTSETlDP..DEST Cannot satisfy the MDPX.._MZPl request. In this case three

16-bit fields will follow that contain the LPR's current monitor IDs.

2. Three 16-bit delds that contain data when the NACK reason is #2. otherwise these fields are not
included.

2I
I

I

I
1 2
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I
I

Appendix B. MDP TriggersI
This Appendix is a complete list of all MDP triggers.

= M-,-.MECUT Send an MDP #1 every thirty minutes.

= _ z .AUL Send an MDP #1 each time an internally detected LPR fault occurs.

S. =BRSTAT_7.HNG Send an MDP #1 each time a neighbor status change occurs. e.z.. %oud to bad.
bad to good. bad to erased.

I 3 = EV'_HNG Send an MDP #1 whenever the device list changes.

4=2 ARAMCHANGE Send an MDP #1 every time one of the following parameters changes:

3I. frequency

2. maximum transmission power used for all neighbors

3 3. time slot duration.

3
I
I
I

I

I
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I
'Xppendix C. Algorithms for Packet-Length Statistics

We use the following notation:

= 0, 1. 2.... The sequence of measurement indices.

4, = the current mean packet length.

P. = the current packet length measurement

= the current packet length mean deviation estimate.

The estimates are computed by the following formulas:

At, -At-,+ -P, -C-1)
8- I

.Vt -I +. Pt--+ AtC.2)

8 8
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