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R. M. Smuth? and K. S. Trivedi*

! Curriculum in Operations Research and Systems Analysis,
University of North Carolina, Chapel Hill, NC 27514, USA.
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Abstract

Fault-tolerant computer systems change thewr level of
performance (e.g., mode of operation or service rate) m response to
different events such as failure, degradation or repair. We present
a uatfied model for the analysis of job (task) completson ume and
the accumulated service (reward) until a given tume (also known
performability). In prior work, the evaluation of the distnbution
of performability was restricted t nonrepairable systems
(represented by acyclic Markov chuns). In this paper. we descnbe
an algorithm for the numencal evaluatcn of the distnbutions of
performability or job compietion time. m reparable fault-tcierant
systems (represented by cyclic Markov chans). We demoostrate
the feasibility of our techniques by means of numencal examples.

Keywords. Degradablie/Repairable Systems, Markov Reward
Processes, Numerical Methods, Performability Modelling, Task
Performance. Task-Oriented Reliability.

1. Introduction

The incressed reliabilicy requirements of present day systems
have caused fault-tolerant and degradabie sysiems to become more
important. For these sysiems, it » important to introduce
measures that reflect both performanee and rehiability of the
system. Several authors have developed models for the evaluation
of reliability, performability and program performance (e.g.. task
completron time measures). This paper 1s an attempt to wmly
these different models with & mngle model which 3 useful for
awmessing the behaviour of degradable/repairable computer
systems

As pointed out by Meyer (15, distributed and multiple
processor systems are generally characterized by three mam
features: concurrency, fault-tolerance aad degradable performance,
farthermore, resl-time systems must also possess the timeliness
proverty. Traditional system-onented rehability /availabilicy
models bave covered the fault-tolerance aspect i19; Job-onented
rehabiity models have catered to the (fault-toierance and
tumeiness  aspects  simultaneously  [2,11;.  System-onented
performability models have included both fault-tolerance and
degradable performance in system evaluauon 5.7,10,14: The
unifying aspect of thus paper is that {auli-tolerance. degradabie
performance and timeliness are addressed simultaneoasiy
Concurrency and timeliness issues are addressed elsewhere ‘18

In the model we develop, changes m the structural state of
the computer system caused by diferent events are descnbed by 2
stochastic process (referred to as the ‘structure-state’ process;
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Associated with esch structure state is a reward rate (e.g.. service
rate or throughput). It is particularly useful for our umfying
analysis to consider the execuuion of a particular job on the
system. In this case the reward rate represents the service rate
(e g. the number of instructions executed per umt ume) It s
obvious that the compietion time of the job is affected by the
preemptions and the possible variations in the service rate due o
changes in the structure state of the system. If the job servii s
always resumed after preemptions, then the completion tume of a
given job and the cumulative service (measure or reward) unul a
given time are dusl measures so that the distribution of one allows
us to compute the distribution of the other. This 18 2 key
observation because the analysis of the compietion tume yields the
distribution of the cumulstive measure (accumulated reward or
performability) which can be appropriately specialized to obtamn
different system-oriented measures as will be shown in Sectaon 2.

Howard {6 studied the expected accumulated reward until a
gfiven time in Markov and semi-Markov reward processes. Other
authors {5,7,14] have studied the distribution of the accumulated
reward in acyclic reward processes, under the assumption that
preemptions do not result in a loss of work. lver et al. ‘10
conmdered the evaluauon of the moments of the accumulatea
reward in cyeclic Markov reward processes In ,12.13 we have
conmdered the analysis of the job completion time in the presence
of different types of preemptions. with the possibility of loss of ail

* work (in which case the job has to bs repeated). In the present

paper, the distribution of the acvumulated reward i cyclic and
acyclic Markov reward processes is denved as a special case of the
more general analysis of job completion. We give an algorithm for
the numerical evaluation of the distributions of the job compieuon
time and performability measures in repawrable [ault-tolerant
systemms. The work presented in this paper s a2 sgmficant
contribution, since the earlier work was restnicted to nonrepairable
systems.

In Section 2, we introduce the mathematical model. some
definitions and notstions The transform solution of the completion
time and the cumulative measure 15 denved in Section 3 An
algonthm for the numernca! evaluation of these measures s
presented in Section 4 In Section 5. we give nontrivial numenical
examples to demonstrate the use of the solution rechnique and the
feasibility of the aigorithm developed.

2. The Basic Mode! and Definitions

Consider a particular job to be processed on 3 given
computer system The work requrement of the job s a random
vanable B. and 1s mesasured 1n work units (e g.. the number of
instructions to be executed) It hae the distribution function

G(z) = P{B < 1) and the LST (Laplace Sueltyes Translorm/’




G(s) = E(c™*®). Itis assumed that G (0+) = 0.

The stochastic process, {Z ().t > 0}, which describes the
behaviour of the system in time (the structure-state process) s a
ume-honogeneous continuous-time Markov chain (CTMC). Z(t)
1s the state of the system at time {. This stochastic process is
assumed to be independent of the work requirement of the job. At
any given time, the system can be in one of n states. In state ¢
the system serves the jobatarate r; 20,1 < ¢ < n. The set of
states 1,2,...,n is canoaically partitioned into & +1 sets; namely,
St.5¢1,5¢2-+Scy, such that Sy is a set of transent states and
Scv, 1 £ 1 <k, s a closed set of recurrent states. (If the system
enters a closed set of states, it st ys there forever.) A recurrent set
15 called a “failure” set if the reward rate is equal to sero 1n all 1ts
states, otherwise it is called a ‘‘monfailure’ set. If the system
enters a failure set, it stays there and offers no more sernice
(system [ailure). On the other hand, if the system enters a
nonfailure set, it stays there and the job will eventually complete.

Let g, 1<4d,5 €<=,{965, be the infinitesimal
transition rate {from state ‘ to state 7.
Q ={¢;;),1 <i,5 < =,isthe n by n generator matrix, where

=g -3 4 -
Pl
1
Note that row sums of Q are equal to sero (i.e., Q¢ == 0, where ¢
1s the n by 1 vector with all elements equai to one and Q is the =
by 1 zero vector).

Now let us introduce some important performance measures
that will be used throughout the paper.

Cumulative measure, Y(t), i the total reward gained in all
structure states unti] time ¢ (in this paper we also refer to it as
the u:‘cumulued reward or  performability), ..,

Y(t)= [ rz0dh . Y (-'b_:n: Y(¢)) is the cumulative

)
me -~ until system failure i1.20.. Y(t) can be specialized to
de ~ following job- and system-onented measures.

Job completion time, T(z), is the time needed to complete a job
whose work requirement is z units of work. T denotes the
completion time of & job that requires a random amount of work,
B. Since Y(t) represents the useful work dose on the job untl
time ¢, 1t is & nondecreasing function and has piecewise continuous
paths. It follows that T(z)=min{t > 0: Y({)=z} and
T =mn{t > 0: Y(t}=B}. The analysis of the job completscn
time has been considered for special cases in (2,6,16).

Probability of omisason fadure, #(z), is defined to be the
probability that the system fails before the completion of a job
that requires z umits of work. Thus
nz)= P(Y(t)< z,forell t > 0)== P(T(z)=cx)
If n denotes the probability that the system fails before the
completion of a job with random work requirement. then
n=P(Y(t)< B.forell t 20)=P(T = o0).

A related measure s the dynamic failure probability in real-ume
systems. For 2 hard deadline ¢. st 15 given by n =P (T > {).
and 1s readily obtained from the distnbution function of T .

*{" ) denotes the LST 1. the Laplace transform of & probabi'ity deamty
function. and £ {.) n the expestation operatar

System relisbdity, R(t): let X be the time until system failure.
i.e., the time until the structure-state process enters a failare set of
states If we set r, =] for all states : that are not contamned in any
failure set of states, then

R(t) = P(X > t)=Lim P(Y(r) > 1).

Totel "up” or “down’ time watd time ¢, U(t) or D(t): the
system is stid to be “up” if it is in a state § with r, >0, otherwisz
it is said to be “down”. U(t) (or D(t)) is defined to be the tokal
tims the system apends in “up” (or “down”) states until tume
min {¢t X}, where X is the system’s life time. Clearty if we set
all 7, >0 to 1, then

P(U(t)S z)=P(Y(t) < 2)
and, since
U(t)+ D(t) = min {t X},
it follows that
P(D(t) < £) = P(Y(t) 2 min {t X} - 1).

Interval evadlabiity, A;(1), is defined to be the fraction of time the
system spends in ‘‘up” states in the interval (0.¢). re..
Af{t)= U(t)/t . The distribution of the interval availabiiicy
bas been a subject of recent invesugations {8].

In Section 3, we derive double-transform equatioms for the
distributions of the job completion time and the cwmulatre
measure, and in Section ¢ we describe an algonthm for tne
numerical evaluation of these distributions. In the remamnder of
thus section we mtroduce some notations that will be used later.
Define the distribation functions

Fi(t,2)mP(T(z)<t|2(0)mi), 220 1<i<s.
Flta)=P(T(z)<t), z >0,

F(t)m=P(T <t|2(0)=i), 1<: <n.

F(t)=P(T <)
and the LST’s
Filaa)mE(e™T#) | Z(0)mi), 2 20, 1 <i < n (21,
From the independence of {Z(¢),t > 0} and B it foliows that
F (o.2) = E(e=TH)
=3 £ (e.2) P(Z(0p=i), = 20, .2

fel -

F (s) = E(e™T | Z(0)=)

= [F (4,2)dG(z), 1 <i <n, {22
[}

F'(s)mE(~T)= 3 F," (¢) P(2(0)=1). (2 4

ran}
The omission failure probability, n, follows from
ntP(T—ec)—l-f.ng(a). (
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3. The Transform Solution

We give the transform solution for the distnbution of the job
completion time in Theorem 3.1. In Theorem 3.2 we present a
useful dual relationship between the cumulative measure and the
completion time.

Let us first define the following transforms ¥

Y (e,t)= E(e™T0)), ¥ '(v,c)—}oc"‘ Y (x,0)dt,
. 0

F'(s,2) == E(c™T18)), F"(c,t)-?c"' F(s,2)ds .
o

The following notations will be used
E “(a,8)m[F "(s,8), Fy "(8,8).F0 T0,0)|7,
X .(' 8 ) - lyl. .(‘ o’ )'Yﬁ. .(' 8 ),...,Y.. ‘(' W )lf'

£ ={r,re...r|7 and R = digg[r ,ry.0ra],

where the superscript T denotes transpose.

Theorem 8.1:

The double transforms F;” {a,8), 1 €1 < n, satisfy the
following equations

Follow)m +é

c+q.+r, F) % ')(31)

T re +r,
: Ll

Since the matnx [/ + «R - Q] is invertible, Equations (3.1) can
be written in a matrix form as follows

E'(sw)=[el +eR -Q)' ¢ (3.12)
where  is the identity matrix. The proof is given 1o [12].

The following theorem presents a useful dual relationship
between the cumulative measure at a given time and the
completion time of a given job. As a result, knowng the
distnibution of T (z) allows us to determine the distnbution of
Y (t). Consequently, system-oriented measures such as system
rehiabiity, interval availabihty and others can be determined by
appropriately speciahising the reward rates in different structure
states (as discussed in Section 2).

Theorem 8.2:

The distribution function of the cumulative measure, Y{t),
is related to the distribution function of the completion time
T(z), as follows

P(Y(t)<z)m]1-P(T(z)<t) (3.2)
and the corresponding double transforms are related as follows

Y '(g,.)...:_u-.r"(.,.)]. (3.3)
Proof:

It is clear that

PIYl)<z)= P(T(z)> 1),

since these are the probabilities of two identical events, and
Equation (3.2) follows Muluplying both sides of Equation (3.2) by
¢~* and integrating with respect to z, we get

2 (®) denotes the Laplace transform of s fuaction

Y (e f)ml-w [e=* P(T(z)<t)dr.
0

Muluplying by ¢~ and integraung with respect to ¢ . Equauon

(3.3) follows. Q.E.D.

We can rewrite Equation (3.3) in a matrix form as follows
Y *(xg)wm[of + R - QI ¢ (3.3a)

where we made use of Equation (3.1a) and the relation Q¢ = Q
Equation (3.3a) was derived in {17] using a different approach.

4. An Algorithm for Numerical Computations

In this section we consider the evaluation of the distnibution
function of the cumulssive measure,

Yile )= P(Y(t) S5 [Z0)=i), 1<t <n
from Equation (3.3a).

Let A == (o] + xR - Q], then by Cramer's rule we have
Ni(s,0)
D(n,)'’
where D(u,2) is the determinant of A, and N, (x,s) is the
determinant of A with the {th column replaced by ¢ Clearly.
D{w.,0) and N;{(s,0} are polynomials in « and s. Therefore for
a fixed value of ¥, ¥;" “(x,s) is a rational function in s. say
N;(s)/D(s). Once the roots 4,(x),8%),....80(x) of the
polyzomul D(c_) are determined, we obtain the partial fraction
upmon of Y; ‘(s ,s) and then invert apslytically with respect

These roots are precisely the eigenvalues of {Q - R}, and
are dcurmined numerically using orthogonal t.nndormat.ions and

the QR algorithm {21]. Let D (s) be given by H(c - a5 ()™
where each of its distinct roots: namely, a,(t) l < ) < d. has

wultiplicity m;. Then we can write the partial fraction expansion
as follows

Y: (x,0)m== 1<i <n, (4.1)

= e Nl ¢ < »
Y, (-.0)-3%‘:7)--’2 E:. aa(e)(s —o(s)" (42)

We then choose = values of & that are not too close o any
4,(x), 1 € < d, and substitute 1n Equation (4.2). From the
resulting Tinear ¢ system ol equations, the » unknowns e, (x ) are
uniquely determined. Now we invert Y, {x.s) analyucally wnh
respect to 8, O get.

Ap(' N AE
z 1.);: P 1l e (4.3)

Once we have Y; (u,t), we invert numerirally with respect to u
as follows.

For potational mmplicity we let Y, (x.t) be V(x) and
Y,(z,t) be v(z). This will avoid the cocnfusion bLetween the
subscnpt ¢ and the radical §e=v=1 that we uced below. We
secure the inverse of V{x ) with the inversion formula

Yi.('v‘)

l &+5 00
t(:)=-=—— f * Vie)du . (4.4
n (Y-
Now let g(z) bz a periodic function whose period. 27 1s the
interval of interest, such that g(z)=¢"* v(r).0< 2 < 2r
The parameter ¢ 15 chosen so that ¢y2z) is a bounded function
An approach to approximating v (z ) over the interval 0 < z < 2r
is to obtain tlre Founer senes expansion of the function g(z)




o(z) m S [V(e) + ﬁl Re(V(a + k=1 /7)) cos{k 22 /7)

~Im(V{(a + kxi /1)) sin(kxz /1) ]]. (4.5)

The above senes 1s approximated by the first m terms. It has
charactenstically slow convergence, but 1t csn be sccelersted by
continued {raction methods such as Wynne's ¢ algoaithm, ot the
quottent-difference algonthm of Rutishauser with a remainder
estimate suggested by De Hoog [3]; we use the latter approach.

We now give the algorithmic structure for the computation
of Y, (z,t) for 2 system with = states.

A: for(m valuesof » )

determine 4; (¢ ) ( QR algorithm ) O (»¥)
B: for (= valuesof s v e; (e}, 1 <5 <¢)

determine N;(« ,4 ) ( Evaluate determinant ) O (2%)
determine &;5 (v ) ( Solve linear system ) O (n3)

C: for( p different valuesof ¢ )
{

D: for ( m valuesof » )
{ Evaluate (4.3) for & given tume ¢ } O(n)
E. for ( ¢ different valuesof z )

Evaluate finite approximation
to (4.5), for a given (z,t) pair O(m)

}

Since the number of repetitions of the inner loop Bis O(xn),
clearly the algonthm requires O (x'm) time to compute Y, (z.t)
for a given (z,t) pair. Because most of the computational effort
occurs before step C, addiuonal values of Y,(z.,!) can be
computed chesply. Y,(z,t) may be evaluated for ¢ additional
values of 2 at an increase of only O (¢m ) computation tme, since
just loop E must be recomputed for the new values of . To
obtain Y, (z,t) lor a different value of ¢ and ¢ different values of
z requres only that loop D be performed m times and loop £ be
performed ¢ times. The computational burden for the pew ¢
value is thus O(mn + mg). For example, if we wish o obtawn
the values of Y, (z,t) for p values of ¢ and ¢ values of z for each
value of ¢ (as on & rectangular grid) then the pg values could be
determined in O(n'm + mp (s + ¢)) time. It should be noted
that the storage requirement i independent of the rumber of
(z,t) pairs for which Y;(z,!) is evaluated. The matny cpersticns
in loop B require O (n®) storage. The a;3 (v ) evaluated for the
O(mn) values of s;(x) are needed to perform loop C, and m
vaiues of Y;(w,t) evaluated from (4.3) are requred n loop E.
Hence the total space requirement is O(n? 4 am) Accurate
resuits are readily obtained when 80 terms are used to rpproximate
{(4.5) (m == 80). In the next section we give two numencal
examples illustrating the feasibilicy of the above algorihm

5. Examples

Furst, we consider a fauli-tolerant multiprocesscr system with
finite buffer stages A similar two-processor system {without repaur)
was considered by Meyer [14,, and was extended ty lyer et al 10
to include repair In [10) they desembe a numencal algonthm to
compute the moments (rather than the dustnbution) of
performability In our example we use the numencal techaroue

5=

described above to obtain the distribution of performabihity. For
N processocs and § buffer stages, the system s modelled as an
M /M [N [N +}4 queueing system. Jobs arrive at rate A and are
lost when the buffer is full. The job service rate is ©. Processors
fail independently at rate A and are repared singly with rate u
Buffer stages {ail independently at rate 4 and zre repawred singly
with rate r. Processor failure causes a graceful degradation of the
system (the number of processors 1s decreased by ome). The system
is in a {ailed state when all processors have failed or any buffer
stage has failed. No additional processor failures are assumed to
occur when the system is in a failed state. The model is
represented by a CTMC with the state-transition diagram shown
in Figure 1. At any given time the state of the system 1s (1,3 )
where 0 < ¢ < N is the pumber of nonfailed processors, and ; s
tero if apy of the buffer stages is failed, otherwise 1t 1s one. An
appropriate reward rate in a given state is the steady-state
throughput of the system with the given number of nonfailed
procussors (the throughput formuls is a well known result {191).
The reward rate is sero in any system failure state.

We evaluate the distribution of performability, Y (¢), given
that the aystem started with sll its processors and buffers
operationa., for utilization penod of 10 bours. The nun ber of
proceimars 58 cight, each with a failure raze )\ == 0.01 per week and
a repair rate p == 0.1688 per bour. The individual buffer stage
failure rate -y == 0.22 per week and its repair rate r == 0.1666 per
hour. Jche arrive at rate A w= 170 per hour and the service rate for
a single processor is © == 20 jobs per hour. In Figure 2 we plot
the dissibauon of performability for different numbers of buffer
stagzs. We obseerve that fewer buffer stages provide a lower
maximum accumulated reward but a more favourable distribution
of Y(t) (ie., bower ~alues of P(Y(t) < z), for a given z less
than the maximum possible reward). The rer time of our
algorithm for this example (with an undertying Markov chain of 16
states) on & VAX/750 is 100 seconds. The distributoa of the “up”
time, U(t), can similarly be evaluated by setung the reward rates
in all noafailed states to one. The complementary distribution of
the interval svalability, A;(¢) { = U(¢), 1), 33 plocsed 1n Figure 3
for different numbers of buffer stages. The interval avadabilsty.
A(t), is lower for more buffer stages. this 1s due 1o the 1ncrease in
the total buffer failure rate (nowce that with more buffer stages the
interval availabilicty s zot affected by the increased reward rotes o
“up” states). The reliability of the system. R(¢), can be
determined by dissllowing repair from all system failure states and
evalusting the complementary distribution of the “up” time for
infinite utilization penod. This is plotted 1 Figure 4 for different
numbers of buffer stages.

Let ws now consider an example to compute the distribution
of the job completion time on a two-processor
(degradable/repairable) system. The system is sbject to total
failure (due to imperfect coversge (19,20} or exhaustion of
processars). The processor failure rate is 4 == 0.2. the processor
repair rate is 7 == 4.0 and the coverage [actor 15 ¢ = 0.99. The
CTMC represenung the system s shown in Figure 5. in which the
states IT.] and O represent a system with two one and no
operauonal processors. respectively. It is further amumed that the
job can be divided into parallel subtasks, so that if both procestors
are operational the service rate 1is increased by a factor r.
1 < r <2 Let the service rate 1n state [ be r. >= |, then the
service rate in siate [T 15 vy == r, We choose r == 1.6. Consider
the execuuoo of a Job with work requirement equal to z on the
system. In Figure 6 we compare the distnbuuoz of the job
completice time, when executed on different systems. namel;. a
single processor systein, a two-processor system wizn and without




. e

reparr In other words, we study the eflect of redundancy and
repur w (ault-tolerant systems The favourable effect of
redundancy 13 obvious, and the improvement resuiting from repair
B clearly mgnificant (this 19 reflected 1 s reduced job completion
tume and a higher probability of successful job compietion; the
laster » the asymptotic vaiue of the dwtnbution funcuon of the
completion ume}. In Figure 7 we show the efflect of the coverage
{actor in & two-processor system with and without repar. It s
iteresting  to remark that the probability of successful job
completion 13 more seamtive Lo vanaticas i the coverage factor 1
the presence of reparr than in the abeence of repar. The
[avourable effect of repar . again obvious.

6. Coaclusions

In this paper, we have presented a umfied modalling
approach to0 the combined evaluation of performance and
rehability of degradabie/repairsble fault-tolerant syctems. The
srecture-state procems of the system is modeiled as 3 CTMC,
which (Tansions occur m response o events such as falure, repar
or sysiem degradation. A reward rate (or performance measurs) 13
amociated with each structure state.

We give the traas{orm aolution for the distnbution of the job
completion ume, aad relate 1t to the transform solution of
perform wbility  Thas s a useful dual rel hip, sinee 1t enabl
w to dertve {rom the analyms of the completion time other
messures such a8 performability, system relisbility, up/down ume,
aad the dmtribution of witerval avalability

We Rhave developsd an algonthm for the numencal
evaluation of the distributicas of performability and the
completson time of a job from their corresponding transiorm
mistions This s s mguificant step towards the evaluation of
repmurable faxh-tolerant computer systams.
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