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Preface ‘

Preface

Alpha is an adaptable decentralized operating system for real-time applications, being
developed as a part of the Archons project’s on-going research into real-time distributed
systems. Alpha is the first systems effort of the Archons Project, and an initial version
(i.e., Release 1) has been created at Camegie-Mellon University directly on Sun work-
station hardware. It has been demonstrated with a real-time control application written
by its first industrial user, General Dynamics. A second version of Alpha (i.e., Release
2) is being produced at Concurrent Computer Corporation. Both versions of Alpha are
sponsored by the USAF Rome Air Developmient Center and are in the public domain for
U.S. Government use.

This report consists of four main parts—the first two of which are concerned with
Release 1 of Alpha, and the final two parts deal with Alpha Release 2. The first part of
this report provides a description of the programmer’s interface to the Release 1 kernei of
the Alpha operating system. Included in this description is an enumeration of all of the
points of entry into the kernel, and the units of kemel functionality provided to the ker-
nel’s clients in the form of objects.

The second part of this report describes the design and implementation of the kernel
layer of Release 1 of Alpha. The kernel is the lowest layer of functionality in Alpha and it
supports the fundamental abstractions of the Alpha programming model. This description
provides details on the design and implementation of the major facilities provided by the
kernel of Release 1 Alpha.

The third part of this report describes the application-visible interface to Release 2 of
the Alpha kemel. This interface includes the operations defined on the kernel objects,
kernel supported properties of application objects, object invocations, capabilities,
threads, and exceptions. This description does not explicitly deal with details of the
design, programming model or behavior of Alpha (all of which are described in other docu-
ments). The interface described here is specified in a language- and architecture-inde-
pendent fashion.

The fourth and final part of this report describes the function and design ¢ " the various
subsystems within Release 2 of the Alpha kemel. This description includes a discussion
of the design and current implementation of the Alpha kernel.
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Abstract

This report describes the programmer’s interface to the Release 1 kemel of Alpha.
Included in this description is an enumeration of all of the points of entry into the kemnel
(i.e., software generated traps and hardware generated interrupts). Also descnbed in
this document are the units of kemel functionality provided to the kemel’s clients in the
form of objects (known as system service objects).

In the design of the Alpha kernel an attempt was made to make the kernel interface be
simple and uniform. This document provides an illustration that these goals have been
accomplished. There are a minimum number of entry points into the kemnel, and most ser-
vices are provided by a small number of objects (each of which has an equally small num-
ber of operations).
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Introduction

This document describes the functional interface provided by the Release 1 kerel of
Alpha. A major objective in the functional design of the kemnel was to provide all system
services in a simple and uniform manner. This led to the decision to provide all kernel
functions in such a way as to appear to the client as though they are provided by a collec-
tion of kernel-defined objects. The functions that are traditionally accessed via traps in
more typical operating systems (commonly, one trap for each service), are accessed in
Alpha by the single trap that performs the operation invocation function.

A simplified description of the Alpha kemnel interface includes only the operation invoca-
don mechanism, but a more complete descripton includes the definition of all of the ser-
vices provided by the kernel in the form of objects, and all of the other points of kemel
sntry.

In this report an enumeration of the entry points into the kernel is given, followed by a
list of the services provided by the kernel in the form of objects. The kernel entry mecha-
nisms fwl into two categories—traps and interrupts—each of which provide a separate
means of entry into the kemel. The kernel services that are provided in the form of
objects, known as system service cbjects are accessed through the operation invocation
trap.

The bulk of the kernel’s interface is involved in providing support for the basic abstrac-
Hons—i.e., objects, operation invocation, and threads. The operation avocation mecha-
nism is provided to the client as a programming language construct [Shipman 88], and the
kernel support for objects and threads is provided by system service objects.

This report represents the actual implemented interface for Release 1 of the Alpha ker-
nel. A description of the intended functional behavior of the Alpha operating system is
provided in [Northcutt 88a), while [Northcutt 88b] contains a description of the program-
mung model that the Alpha kemel is intended to support, and [Shipman 88] gives a
description of the programming interface that is provided on top of the kernel interface
described in this document.

In the following chapters the kernel entry points (traps and interrupts) and systera ser-
vice objects are defined. In an appendix, an example of the manner in which the Alpha
object-language preprocessor makes use of the kernel interface mechanisms is presented.

System/Subsysiem Specification
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2

2.1

Kernel Entry Points

The only means of entering the Alpha kemnel is either by software trap or hardware
interrupt. Each of these entry points is described in this document—first the system
traps are discussed, followed by a discussion of the system interrupts.

The primary entry point into the kernel (and abstractly, the only one) is via the opera-
tion invocation facility. Fundamentally, the Alpha kemel interface consists of the object
invocation mechanism and a collection of kemel-defined objects. The operation invoca-
tion mechanism is made available by the kemel as the only system call (implemented by
way of a trap instruction), while the kernel-provided objects are kernel routines that pre-
sent the client with an object interface (and, as part of the kemel’s code, are available as
soon as the kernel starts up on a node).

In Release 1 of Alpha, all machine exceptions (e.g., divide by zero and unimplemented
instructions) are handled by the monitor, and so are not described as part of the kernel
interface.

Traps

In addition to the primary entry point provided by the operation invocation facility, two
other trap entry points are provided in Release 1. These are for exception block manage-
ment and event logging, and both are intended to be accessed through the operation invo-
cation facility, but were implemented as separate traps for development purposes and
will integrated with the operation invocation facility in a future release.

2.1.1 Operation Invocation

In Alpha, operatdon invocations are similar to traditional remote procedure calls
(RPCs), there is an entry into the kemel and then a return from the kernel to the invoker
when the operation is complete. Each thread has a collection of parameters that are
brought into a target object by a thread on the invocation of an operation and a set that
are returned from the object when the operation completes. Collectively, these parame-
ters are known as the “incoming” parameters of a thread within an object. In addition, a
thread that invokes an operation on an object uses a collection of parameters that contain
the values sent to, and subsequently returmed from, a target object. These parameters
are known as “outgoing” parameters. The parameters that pass into an object on an
operation invocation are known as request parameters, and those that are passed back
from the target object when the invocation is complete are known as reply parameters.
The detailed format of both the parameter blocks used in Release 1 of Alpha is shown in
Figure 1, with the request parameters shown in pzrt 1a, and reply parameters in part 1b.

All parameters are packed into the contiguous memory following the parameter block
header. The header portion of a parameter block contains all of the control information
needed from the client for an invocation, and the parameter portion contains both simple
parameters (i.e., arbitrary C data types), and capabilities (i.e., indexes into the invoking
object’s c-list). The invoker passes capabilities in the form of indexes into the invoking
object’s c-list. At the beginning of an invocation the kernel validates all passed capabiii-
ty indexes and translates them into object descriptors. Should any of these tests fail, the
invocation is not performed and an error indication is returned in the reply parameter biock

System/Subsysiem Specification
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Request Parameter Block

(" [Target Object Capability List Index
Target Operation List index
Number of Simple Parameters
Block Number of Capabilities
Header Alphabit ID of the invoking Thread
Alphabit ID of the Invoked Object

Alphabit ID of the Invoking Object

Packed Simple Parameters

P
> Paamoen

Packed Capability List Indices

a)

Reply Parameter Block

" Result of the Invocation
Invocation Return Status
Parameter Number of Simple Parameters
Block < Number of Capabiiities
Header Alphabit ID of the Invoking Thread
Alphabit 1D of the Invoked Object

Alphabit 1D of the Invoking Object

Packed Simple Parameters

Param~ rs

Packed Capability List Indices

J

b)
Figure 1: Invocation Parameter Block Formats
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When an invoked operation is complete, capability indexes that are to be retumed as
reply parameters to the invoker are similarly validated and translated by the kernel, and
any error indications are likewise returned with the invocation?.

The logical presentation of the operation invocation facility to the client involves the use
of a set traps, and a collection of parameter passing conventions. There are two different
system locations from which operation invocations can be performed—i.e., from client
objects, and from kernel objects. While operation invocations from each of these points is
made to appear the same to the user, for reasons of simplicity and efficiency, a different
trap entry point is used for each of these types of invocations. The following discussion
describes the behavior of the operation invocation facility in each of these cases.

2.1.1.1 Client Invocaticn

The most common form of operation invocation emanates from client objects and is
known as client invocanion. This type of invocation involves the movement of parame-
ters between object address spaces. To accomplish this efficiently, the invocation param-
eters are placed in separate pages so that the memory management hardware can be
used to map the parameters among objects (as opposed to copying)T.

To perform a client invocation, the appropriate values are loaded into the request part of
the outgoing parameter block page, and a trap instruction (i.e., trap #10) is executed. On
client invocations, the location of the parameter page is known implicitly by the kernel,
which accesses the appropriate parameter pages as it carries out invocation.

In a fashion very similar to that of client invocations, the kemel must be entered upon
the completion of an operation invoked on a client object. This requires that the target
(client) object marshal return parameters and execute a trap instruction (i.e., trap #11) to
return to the kemnel on its way back to the invoking object. An activity very similar to
that performed on the request side of the invocation is carried out as a part of this trap.

When the invoked operation is complete, return values are placed into the reply side of
the invoking thread’s outgoing parameter block, any passed capabilities are validated,
inserted into the invoking object’s c-list, and then translated into c-list indices. When
this has been done, the operation is allowed to complete and the invoking thread resumes
execution within the object from which the invocation was made.

2.1.1.2 Kernel Invocation

The invocation of operation on objects from within a kernel object is performed via a ker-
nel invocation. From the client programmer’s point of view this form of invocation pro-
vides a function identical to that of client invocations, except in that the parameter blocks
do not exist in a well-known location in virtual address space, and the invoking object is
already within the kemel’s address space. Thus, one difference between this form of
invocation and client invocation is that pointers to the invoking thread's outgoing, request
and reply parameter blocks are pushed onto the kemel stack prior to the execution of the
invocation trap (i.e., trap #9).

"This is an area where the functionality has been modified in Release 2.
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The only other difference is that there is no need to trap back to the kernel when an
operation invoked on a kemel object completes. In such a case, the invoking object is
already in the kemnel’s address space, so an RTE from the invoking trap is all that is need-
ed to return from an invocation on a kernel object.

2.1.2 Exception Blocks

The Alpha programming model includes a notion of exception blocks which are defined
as contiguous regions of code within an object that have special regions of code (known
as exceprion handlers) associated with them, that are executed when exceptions occur
while threads are executing within the exception blocks. The kernel provides mecha-
nisms to permit the programmer to define the beginning and end of exception blocks and
to define the associated exception handlers for these blocks.

While these exception block mechanisms would best be provided by invocations on the
thread executing within an exception block, the current implementation provides these
functions by an independent trap entry point. The exception block trap (i.e., trap #12) pro-
vides the mechanisms that define the start and end of an exception block, as well as the
beginning and end of each block’s exception handler.

The command types implemented in Release 1 are: begin/end a generic exception block,
begin/end a time constraint block, begin the system-defined exception handler, and end
an exception handler. The exception block begin and end commands can be executed at
any point within an object, the intent is that all begin commands have matching end com-
mands within the same object. This, however, is not a requirement—if more begin than
end operations are executed within an object, the kemnel automatically (effectively) per-
forms the necessary number of end operations when an operation completes. In addition,
exception blocks (of all varieties) can be nested within an object.

At the point in an object where an exception block command is to be performed, an iden-
tifier for the type of operation to be performed is pushed onto the stack (along with any
additional parameters needed by the given operation) and the trap instruction is execut-
ed. The same trap instruction is used to perform exception block operations from both
kernel and client objects. '

When a begin operation is executed, the kernel saves the state of the executing thread
(e.., stack frame pointer and processor register set) and returns a false condition. When
an end command is executed, the most recently saved thread state 1s discarded. Excep-
tion blocks manage thread state in a stack-oriented fashion, this is to say that begin oper-
ations pushes the thread’s state and end operations pop the saved thread state. Should
an exception occur while the thread is executing within an exception block, the kemel
returns the thread to each of the previously saved locations in turn, restores the thread’s
state to what it was when it executed each block’s begin command, and returns a true
condition. With these mechanisms the kemel’s clients can define a variety of different
excepton blocks and customized exception handling code.

The two types of exception handling blocks defined in Release 1 are known as generic
and ame constraint exception blocks. Generic exception blocks allow exception handling
code to be associated with arbitrary regions of code within an object. Time constraint
exception blocks are used to define time constraints on threads, and unlike all of the other
commands which only take the command type parameter, time constraint begin commands

System/Subsystem Specification
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include thread time constraint parameters. Time constraint parameters are specific to the
scheduling algorithm used and are pushed onto the stack following the exception block
type code. The exact parameters required for time constraint blocks in Release 1 are
defined in [Shipman 88].

2.1.3 Event Logging

An event logging facility was added to Alpha for both system and application program
performance monitoring. In Alpha, events are programmer-defined points in a program’s
execution stream. The kernel logs all (enabled) eveants in a buffer area that is set aside
for this purpose within the kernel’s address space.

The kernel’s debugging facility permits the interactive examination of event logs, and
the event logs can also be uploaded to a development host (via the monitor-provided
TFTP facility) and examined with a post-processing tool (described in [Northcutt 88d]).

The kemnel’s event logging mechanism requires that a parameter indicating the event
type (that is used as a index into a event print-string table), and an arbitrary user-
defined parameter (that is used to further disambiguate the event). These parameters
are pushed onto the stack and then the event trap is executed (i.e., trap #14), following
which, the kernel adds a timestamp and logs the event into the kernel’s event buffer.

This trap operation can be used from within both kernel and client objects, and it returns
promptly following the timestamping and logging of the event. -

2.2 Interrupts

In addition to traps, interrupts are used to gain entry to the kernel. The application pro-
cessor (the processing element within a node on which the kemnel proper executes) can
receive interrupts from a variety of sources, either from on-board devices or from devices
on the node's Multibus.

The general philosophy for the handling of interrupts in Alpha involves their conversion
into activities performed by threads, in as prompt a fashion as is possible. This suggests
that very few instructions are executed under interrupt—typically all that is performed by
an interrupt handler is the initiation of a thread. The reason for this approach is based on
the belief that the scheduler should manage all application processing cycles, and tradi-
tional interrupt processing subverts this process by asynchronously diverting processing
cycles to activities (under the direction of the interrupt handling hardware and not the
operating systemn’s scheduler). By converting the activities typically associated with
interrupt handlers into a form that the kemel’s scheduler can manage, allows all process-
ing cycles according to a globally consistent, time-driven application processor cycle man-
agement policy.

The application processor recognizes seven levels of hardware-vectored interrupts,
which (in the Alpha testbed) are assigned as follows:

* Level 7: Non-Maskable Interrupt (this interrupt is handled by the monitor)
* Level 6:  On-Board Dual USART

e Level S:  On-Board Timer

o Level 4: Inter-processor Communications

« Levels 3-1: Multibus Interrupts

System/Subsystem Specification




A8 Alpha Release | Kernel Interface

Each of the kernel's interrupt handling routines and their sources are described in the
following discussion.

2.2.1 On-Board DUSART

The on-board DUSART is used to provide basic serial communications for each node.
The application processors use the A port as the node’s console connection, and the B
port is used to communicate with the other processors in a node. The monitor uses port
A as its (default) console line, and (once loaded and running) the kernel also uses this
port for console communications.

The kernel provides a TTY object that encapsulates the serial communications unit and
provides basic LO functions to the Alpha system and its applications. The TTY object
takes characters in as parameters and sends them across the serial line, and also
accepts characters from the serial line and unblocks threads that are waiting for incoming
characters. In addition, the object provides functionality equivalent to the UNIX raw and
cooked I/O modes.

2.2.2 On-Board Timer

The application processor uses its on-board, programmable, counter/timer unit to gener-
ate a constantly running, “real-time” system clock for the kernel. Because the timer
runs constantly and is of finite length, the counter may “roll-over” during the lifetime of
the system. Therefore, the timer hardware is configured to generate interrupts on counter
overflows, so that the interrupt handler can increment the software portion of the system
clock value when an overflow occurs.

2.2.3 Inter-Processor Communications

The processors within an Alpha testbed node exchange messages via shared memory,
and interrupts are used to notify the destination processor of the arrival of a message.
Such messages are sent along uni-directional logical links (known as channels) among
the processors in a node. Inter-processor messages are buffered within channels until
they are removed by the destination subsystem.

The kemnel executing on the application processor receives interrupts from the various
kernel subsystem processors to indicate message arrivals. The application processor’s
inter-processor communication interrupt handler polls all of the incoming channels,
removing and acting on each message it finds, until all channels are empty. The only

action that is typically carried out in response to an incoming message is the unblocking
of a thread.

2.2.4 Spurious Interrupts

All other interrupts are not used by the Release 1 kernel, and therefore the kernel
always runs at minimum priority of three, so as to block out all other interrupts (i.e.,
Multibus interrupts such as Ethemet controllers, disk controllers, and interrupts directed
from the applications processor to the co-processors).

Just to be sure, the kernel installs a spurious interrupt handler for all unused interrupts.
This handler does nothing but print a console message and return.
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3  System Service Objects

The bulk of the kemel’s functionality is provided through services accessed through the
operation invocation facility. These services are organized into groups and made to
appear as objects, known as “system service objects.” These pseudo-objects provide
support for the Alpha basic abstractions, as well as a range of supporting facilities.

The following sections describe the interface and function of each of the system service
objects that the kemnel provides in support of the system’s programming model.

3.1 Manager Objects

The object programming paradigm used in Alpha suggests that all system activities be
performed by the invocation of operations. For example, all manipulation of objects
should be done by invoking operations on the object itself. However, there are a class of
operations that do not lend themselves well to this uniform, invocation-based
approach—e.g., it is not possible to invoke an operation on an object that does not yet
exist, and so this approach cannot be used for object creation. For this reason, the Alpha
kernel provides a collection of special manager objects to carry out the operations that are
not naturally performed by invoking operations on an entity directly.

Once an entity is created, it is possible to perform (almost) all subsequent operations
on it directly. Therefore, while it was not strictly necessary to do so, the DELETE opera-
tion has been included with the CREATE operations provided by manager objects (for rea-
sons of symmetry).

The manager system service objects for objects, threads, semaphores, and locks are
described in the following subsections.

3.1.1 Object Manager

In support of the Alpha object abstraction, the kernel provides a system service object
for the dynamic management of object instances. This is known as the ObjectManager
object, and has operations defined on it for the run-time creation and deletion of object
instances, the registraion of wellknown capabilities, and the creation of replicated
objects.

The replication-oriented operations are a temporary feature in Release 1 of Alpha, that
were added in support of some initial application work. These operations do not consu-
tute a proper set of mechanisms, but rather form a complete (if somewhat limited) replica-
tion facility. This replication facility includes specific object placement and replica man-
agement policies (i.e.,, a maximum of one replica per node, simple replica regeneration
algorithm, and a primary plus backup copy scheme). A different set of operations will be
provided in subsequent releases of Alpha; the object placement function belongs above
the kernel level, and an additional, higher-level facility is required for the complete man-
agement replicated objects.

The interface to the ObjectManager object is shown in Figure 2, and its operatons are
described in the following text.
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svs*reu OBJECT CbjsctMansger{ =~
reate(IN CAPA obingypev

Figure 2: Object Manager Object

Operation
Create( IN CAPA objectType,
OUT CAPA instance)

This operation is used to create a new instance of an object type from a given object
type specification. The ‘objectType’ parameter is a capability for the object type specifica-
tion for the type of object that is to be created by this operation, and ‘instance’ is a capabil-
ity for the newly created object instance, and is returned when the operation has complet-
ed. _

The object instance created by this operation is placed local to the node where the oper-
ation is performed. The full complement of rights are associated with the capability
returned for the new object. This operation will fail if the specified object type is unknown,
or if the node currently lacks the resources necessary to support another object.

QOperation
Delete(IN CAPA instance)

This operation is used to delete an existing object instance. The ‘instance’ parameter is
a capability for the object to be deleted.

If the passed capability is valid, this operation deletes the specified object and deallo-
cates the resources associated with it. The indicated object is deleted regardless of its
physical location in the system.

Operation
RegisterWelilknown(IN CAPA regularCapa,
IN CAPA wellknownCapa)
This operation creates an alias for a given capability. The ‘regularCapa’ parameter is a
capability that exists in the local dictionary, while the ‘weiknownCapa’' parameter is the
wellknown capability that is to be bound to the entity indicated by the previous parameter.
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Qperation
ReplicatedCreate(IN CAPA objectType,
IN u_long desiredReplicationFactor,
OUT CAPA instance,
OUT u_long actualReplicationFactor)

This operation performs a function similar to that of the CREATE operation defined
above, however it creates multiple instances of the new object. The ‘objectType’ parame-
ter is a capability for the object type specification, and the ‘instance’ parameter is the
returned capability for the newly instantiaied (replicated) object. Furthermore, the
‘desiredReplicationFactor’ parameter is an integer that defines the (maximum) number of
replicas that should be created, and the ‘actualReplicationFactor' parameter is returned to
indicated the actual number of replicas that were created.

This operation creates a replicated object instance, i.e., an object that consists of a
number of replicas and a primary copy. The returned capability refers to the primary copy
and does not change across the life of the replicated object (even when another replica
takes over as the primary copy).

There are several reasons that the number of replicas created may differ from the num-
ber requested—e.g., there may not be sufficient resources for the requested number of
replicas, and the replication policy dictates that there can be at most one replica per node.

QOperation
Anchor()

This operation causes a thread to block on a semaphore (and otherwise do nothing).
This operation is used in extending “lifeline” threads between objects to detect
node/communications failures. When an invocation of this operation returns, the node on
which this object exists can be considered to have failed.

3.1.2 Thread Manager

In support of threads, the kemnel provides an object for the dynamic management of
threads. This object is known as the ThreadManager object, and it provides functionali-
ty for threads that is analogous to what the previously defired ObjectManager object
prcvides for objects.

The interface to the ThreadManager object is shown in Figure 3, and its operations are
described in the following text.

Figure 3: Thread Manager Object
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Create(IN CAPA instance,
IN u_long initialOperation,
IN parmblk initialParameters,
OUT CAPA thread)

This operation is used to create threads. The parameters passed to this operation are
a capability for the object (i.e., 'instance’), the name of the operation (i.e., ‘initialOperation’)
that the newly created thread should begin execution within, and the initial parameters to
be passed into the initial object. This operation returns a capability for the newly created
thread (i.e., thread’), that contains all of the rights associated with threads. If the speci-
fied object does not currently exist on the node at which this operation is invoked, the
operation fails.

rati
Delete(IN CAPA thread)

This operation is used to delete a specified thread. A capability for a thread is given as
the thread’ parameter. Provided that the given capability is valid, this operation deletes
the specifica thread and deallocates the resources that are currently associated with it.
Furthermore, the thread specified by the given capability is deleted regardless of its cur-

rent location in the system. In addition, all of the thread’s outstanding exception blocks
are executed when a thread is deleted.

3.1.3 Semaphore Manager

The kemel provides the SemaphoreManager object in order to permit the dynamic cre-
ation and deletion of individual instances of Semaphore objects. In Release 1 of Alpha,
Semaphore objects are bound to their creating object—i.e., each newly created
Semaphore object can only be used by the object that created it, and likewise a
Semaphore object may only be deleted by its creator.

The interface to the SemaphoreManager object is shown in Figure 4, and its opera-
tons are described in the following text.

Figure 4: Semaphore Manager Object

Qperation
AllocSem(IN u_long count,
IN boolean pvUndo,
IN boolean afiocUndo,

QUT CAPA Semaphore semaphore)
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This operation instantiates an object of the kernel-defined type Semaphore. This oper-
ation takes in a parameter to indicate the inital value that the semaphore’s counter
should take on (i.e., the ‘count’ parameter). It also takes a pair of boolean parameters
that indicate whether the outstanding P and V operations should be undone on excep-
tions, and whether the allocation should be undone on exceptions (i.e., ‘pvUndo’ and
‘allocUndo’, respectively). These parameters are needed in order to permit the system's
default exception handling code to restore an object’s semaphores to their correct state
should an exception occur while a thread is executing within it.

Furthermore, this operation returns a capability for the newly created Semaphore
object to the invoking object in the ‘semaphore’ parameter. This capability has the
NO_TRANSFER and NO_COPY restrictions applied to it (this is to ensure that semaphores
and the objects that use them remain physically co-located with respect to each other).

Operation
DeallocSem(IN CAPA Semaphore semaphore)

This operation deletes the Semaphore object whose capability is passed as the
‘semaphore’ parameter to this operation. Because the NO_TRANSFER and NO_COPY
resaictions are associated with the capabilities given to the Semaphore object’s creator,
only the object that created a semaphore has the ability to perform this operation on it.

3.1.4 Lock Manager

The LockManager object is provided by the kernel as a means of creating and deleting
individual instances of Lock objects at run-time. In Release 1 of Alpha, locks are adviso-
ry—i.e., the underlying hardware does not enforce the desired synchronization regime.
rather programmers must adhere to the proper conventions in order for locks to be effec-
tive. Because locks in Release 1 of Alpha are associated with contiguous regions of
memory within an object, Lock objects, like Semaphore objects, remain local to the
object that created them. Furthermore, the data regions associated with allocated locks
are not permitted to overlap, therefore the LockManager returns a failure indication when
an attemnpt is made to allocate a lock that intersects with an existing lock’s data region.

The interface to the LockManager object is shown in Figure 5, and its operatons are
described in the following text.

- SYSTEM OBJECT

Figure 5: Lock Manager Object

Operation
AllocLock(IN vaddr start,
IN u_long size,
OUT CAPA Lock lock)

SystemySubsystem Specificanion




14 Alpha Release | Kernel Interface

This operation is used to instantiate and initialize a Lock object that is associated with
a data region within the object from which the operation is invoked. The data region that
the lock is to cover is defined by the starting virtual address given by the 'stat’ parame-
ter, and a byte count given by the 'size’ parameter. A capability for the newly allocated
Lock object is returned in the ‘lock’ parameter. As with Semaphore objects, the returned
capability to the Lock object ias the NO_TRANSFER and NO_COPY restrictions applied to
it (ensuring that a lock and the object it is bound to remain physically co-located with
respect to each other).

Operation
DeallocLock(IN CAPA Lock lock)

This operadon is used to delete a lock and return to the system any resources associat-
ed with the Lock object indicated by the ‘lock’ parameter. Any threads that are blocked
waiting to gain access to the deleted lock are unblocked.

.2 Support Objects

The kemel provides other system service objects to support the Alpha kernel’s
abstractdons. Included among these are objects of the system-defined object types for
thread synchronization—i.e., Semaphore and Lock objects. Instances of these types of
objects are generated by their respective manager objects (described in the preceding
section). In addition, the kernel supplies a system service object that provides real-time
clock services to the client. All of these objects are described in the following subsec-
tions.

2.1 Semaphore

Semaphore objects are instances of a kemel-defined object type, that are created and
deleted by the SemaphoreManager object Instances of Semaphore objects are used to
control the concurrent execution of threads within objects. A Semaphore object provides
functionality equivalent to the counting semaphore constructs found in many cther sys-
tems.

Concurrency control is achieved by blocking and unblocking threads with these
semaphores. In additon to providing the basic P and V operations, the Semaphore
object has an operation defined on it that permits all of the threads that are blocked on
the semaphore to be released. The latter operation is useful in a number of cases, includ-
ing exception handling. The interface to the Semaphore object is shown in Figure 6, and
its operations are described in the following text.

Figure 6: Semaphore Object
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QOperation
PSemy)

This operation performs a standard ‘P’ operation on a counting semaphore. Logically.
this operation can be considered to represent an attempt at obtaining a token that corre-
sponds to a resource that the Semaphore object manages. If a token is not available, the
thread that invokes this operation is blocked until one becomes available. Once a token
has been granted and the resource used, the thread then invokes a ‘V’ operation to, logi-
cally, return the synchronization token.

Operation
VSem()

This operation performs the standard ‘V’ operation on a counting semaphore. Logical-
ly, this operation represents the return of a previously granted token to the seinaphore’s
resource pool. If there are any threads blocked waiting on a token, one of the threads
that are blocked on the semaphore is granted the token and unblocked. The policy for
selecting which of a set of blocked threads to release is definable at system build time.
The policy currently in use is compatible with the best-effort scheduling policy used in
Alpha.

Operation
VAilSem()
This operation unblocks all threads which may be waiting on the Semaphore object,
and sets the semaphore’s count to zero. If there are no threads queued on the
semaphore when this operation is invoked, this operation has no effect.

3.2.2 Lock

Lock objects are instances of a kernel-defined object type that are created and deleted
by the LockManager object. Instances of Lock objects are used to control the concurrent
execution of threads within objects. Whereas Semaphore objects control the concurrent
execution of threads within regions of code, the Lock objects control the concurrent
access of threads to regions of memory within an object.

Lock objects are associated with specific data regions in an object, and threads execut-
ing within an object indicate their intentions to access the data covered by locks through
the invocation of LOCK operations on the them. When a thread’s manipulation of a
locked data item is complete, the UNLOCK operation is invoked to indicate this fact to the
kernel.

On LOCK operations, the permission to proceed with the desired operatiou on the
region of data associated with the lock is determined by the system’s locking policy (as
manifest in the kemel’s lock comparibility table). Threads are blocked until the lock can
be granted in the requested mode. The locking policy currently in use by Release | of
Alpha has the following modes: exclusive read, concurrent read, exclusive write, concur-
rent write, and exclusive read/write. The lock compatibility table for this policy is shown
in Table 1. Furthermore, the unblocking of multiple queued, compatible, requests is per-
formed in accordance with the system’s time-driven resource management policy.
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Table 1: Lock Compatibility Table

When a thread completes execution within an object, the system automatically releas-
es all of the locks that it holds (just as is done with semaphore’s). In addition, the
default exception handler restores the state of all locks held in write modes by a thread
that encounters an exception, it also releases all locks acquired by the thread within the
exception block.

The interface to the Lock object is shown in Figure 7, and its operations are described
in the following text.

SYSTEM OBJECT _ Lock{
OPERATION "'_L’odqm u m,mde)

.....

Figure 7: Lock Object

Operation
Lock(IN u_long mode)

This operation is used to acquire a lock—i.e., to announce to the kernel an intention on
the part of the invoking thread to access the region of data associated with the lock, in a
manner indicated by the ‘mode’ parameter. If the locking policy that is in place in the sys-
tem indicates that the requested mode is compatible with the mode that the lock is cur-
rently in, then the operation returns and the thread can proceed to manipulate the locked
data in the indicated manner. However, if the operation is determined to be incompatible
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with the current state of the lock, the invoking thread is blocked until a time when the
request becomes compatibie.

erati
Conditionall.ock(IN u_long mode,
OUT boolean result)

This operation is identical in function to the previously described operation, with the
exception that the thread that invokes this operation is never blocked. Rather, a boolean
flag is returned in the ‘result’ parameter, a logical TRUE indicates that the lock has been
successfully acquired, and FALSE indicates that the lock could not be acquired in the
requested mode.

Operation
UnLock()
This operation is used to release a previously acquired lock. If the invoking thread does
not hold the lock (in any mode) when this operation is invoked, the operation has no
effect.

Qperation

Convert(IN u_long newMode)

This operation allows a thread to change the mode in which a lock is held to the mode
indicated by the ‘newMode’ parameter. This operation behaves much the same as the
LOCK operation. If the lock is already being held by the thread, this operation does nct
require that the lock be released first and then reacquired in the new mode, instead it
makes these two operations appear as though. they were performed atomically. If the
lock is not being held at the time this operation is invoked, this acts exactly the same as
a LOCK operation.

QOperation
Cuery(QUT u_long curentMode)

This operation is used by a thread to obtain the state of a lock at the time that the oper-
ation is executed. The lock state is returned in the ‘currentMode’ parameter.

3.2.3 Time Services

This object offers time-related services to clients. Included in these services is a read-
ing of the value of the local node’s real-time clock, and an operation that can be used to
suspend the execution of a thread until (at least) a specified amoun{ of (real) ume has
passed. The interface to the TimeServices object is shown in Figure 8, and its opera-
tions are described in the following text.

SYSTEM OBJECT . TimeServices! =~
OPERATION _ GetTime{QUT u_long timevaly
OPERATION = Sleep(Nu_longdslay}

Figure 8: Time Services Object
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Operation
GetTime(QUT u_long timeval)
This operation reads the system clock, and returns an unsigned integer value which rep-
resents the current time (in units of 200 nanoseconds). The time value is returned in the
tlimeval' parameter.

Operation
Sleep(IN u_long delay)

This operation suspends the execution of the invoking thread for (at least) a period of
time indicated by the ‘delay’ parameter. In Release 1 of Alpha, the ‘delay’ parameter is an
unsigned integer that represents the amount of time the thread has to be delayed in
terms of milliseconds.

3.3 1O Objects

Release 1 of the Alpha kernel also provides a pair of system service objects that pro-
vide the client with the ability to perform /O with machines external to the testbed’s exe-
cution environment. See [Northcutt 88c] for a description of the overall testbed environ-
ment.

These LO system service objects provide the basic interfaces necessary for a node to
communicate over the application processor’s serial interface line, and the node’s net-
work connection. The following subsections provide a description of each of these objects
and their interfaces.

331 TTY

The TTY system service object provides a simple send/receive interface to a serial line
unit on a testbed node’s application processor. The object is capable of performing func-
tions equivalent to the “raw” and “cooked” modes of serial /O found in UNIX. This is to
say that the TTY object can be used to perform either direct (i.e., unbuffered, single-char-
acter) IO, or buffered /O with line editing (i.e., complete, carriage-return-terminated
strings are returned).

The mode that the TTY object operates in is defined by invoking an operation on the
object, and it can be changed at run-time. This object only provides the basic I/O func-
uons—functions such as reliable block transfers are intended to be implemented by high-
er-level objects that make use of this one.

The interface to the TTY object is shown in Figure 9, and its operations are described in
the following text.

SYSTEM OBJECT  TTY{
. OPERATION  Init(IN u_long mode
~ OPERATION - Send{IN char msg)

. OPERATION + Recaive{QUT char ms

}

Figure 9: TTY Object
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Operation
Init(IN u_long mode)
This operation initializes the object and defines the mode of operation based on the val-
ue of the ‘mode’ parameter. Encoded in this parameter is the desired baud rate, and the
mode (i.e., either raw or cooked).

QOperation
Send(IN char msg[])

This operation takes a character string (i.e., the ‘msg’ parameter), and sends it to the
serial port encapsulated by the TTY object. In raw mode this operation returns when the
characters have all been transmitted, while in cooked mode the operation returns once
the characters have been buffered for output.

Qperation
Receive(QUT char msg())

This operation waits for characters to arrive on the object’s encapsulated serial port,
and then retums them in the ‘msg’ parameter. In raw mode, a single character is
returned, while in cooked mode, the operation does not return until it has received a full
input line (i.e., a carriage-return-terminated string). In either case, the invoking thread
blocks until characiers are available.

3.3.2 Network /O

This system service object provides an extremely simple message transport interface
to the testbed’s communications interconnect (i.e., Ethemet). A simple (IP/UDP-based)
communications protocol is used to permit short (i.e., less than 256 byte) messages to be
exchanged, across the testbed network, with a UNIX process on a gateway machine.
This object provides basic, reliable block I/O functions, and higher-level functions can be
built on top of it.

The interface to the NetIO object is shown in Figure 10, and its operatons are
described in the following text.

Figure 10: Network /O Object
Qperation

Init()
This operation initializes the network IO object. Following the invocation of this oper-
ation a node is capable of sending and receiving messages from the gateway machine.
This operation need only be executed once (typically at node start-up).
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Operation
Send(IN extmsg msg)
This operation takes a message (in the ‘msg’ parameter), queues it for transmission,
and then returns to the invoker.

Operation
Receive(OUT extmsg msqg)
This operation attempts to dequeue a message and place it into the ‘msg’ parameter.

The invoking thread is blocked until a message arrives if there is not one immediately
available.

3.4 Miscellaneous Object

As a temporary measure in Release 1, a number of necessary kemel functions have
been grouped together into a “catch-all”, system service object. This is known as the
TempServices object, and provides clients with the ability to manage wellknown capabili-
ties, make a thread ready for execution, modif; the importance of a thread, and enable the
scheduler’s run-time statistics gathering facility.

Many of these operations will be subsumed into the thread and object standard opera-
tions set in Release 2.

The interface to the TempServices object is shown in Figure 11, and its operations are
described in the following text.

: NI OUTu longold lmponance)
: »OPERATION SchedStats({IN boolean switch)

Figure 11: Temporzary Services Object

Operation
AddWaellknown(IN CAPA instance,
IN CAPA wellknown)
This operation is used to add the wellknown capability given in the ‘weilknown' parame-
ter to the c-list of the object indicated by the ‘instance’ parameter.

Operation
MakeReady(IN CAPA thread)

This operation unblocks a newly created thread (indicated by the capability given by the
thread' parameter) and makes it ready to run. This operation must be invoked on a new-
ly created thread to start it executing. When a new thread is created it is blocked and
cannot begin execution until this operation is invoked.
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Qperation
SetThreadimportance(IN CAPA thread,
IN u_long newimportance,
OUT u_long oldimportance)

This operation is used to read and modify the importance value of an existing thread.
The thread to be modified is given by the capability in the thread’ parameter. the new
imporiance is an integer value given in the ‘newlmportance’ parameter, and the value of
the thread’s importance prior to this change is returned in the ‘oldimportance’ parameter.

Operation

SchedStats(IN boolean switch)

This operation enables and disables the scheduling subsystem’s statistics gathering
facility. The facility is enabled when the ‘switch’ parameter is TRUE, and is disabled when
it is FALSE.
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Abstract

This report describes the design and implementation of the kemel layer of Release | of
the Alpha operating system.

Alpha is an adaptable decentralized operating system for real-time applications, being
developed as a part of the Archons project’s on-going research into real-time distributed
systems. Alpha is unique in two particularly significant ways—first, it is decenrralized,
providing reliable resource management transparently across physically dispersed nodes.
so that a distributed application can be implemented and executed as though it were cen-
ralized; and second, it provides comprehensive, high technology support for real-time
applications, particularly supervisory control systems (e.g., industrial automation applica-
tions), which are characterized by predominately aperiodic activities executing under criti-
cal time constraints (such as deadlines). Alpha is extremely adaptable so as to be easily
optimized for 2 wide range of problem-specific functionality, performance, and cost.

Alpha has been designed to support real-time, reliable, distributed applications. Since
Alpha is, in fact, an example of just such an application, it has been designed in a layered
manner. The lowest layer, the kernel, supports the fundamental abstractions of the
Alpha programming model [Northcutt 88b]. The system layer of the operating system,
which is based on the kernel, can then utilize the power of this programming model, as
well as the user’s application program.

In this report, details are given concerning the design and implementation of the major
facilities provided by the Alpha kemel ‘This includes support for the object, thread and
invocation abstractions, as well as the facilities for inter-node communication manage-
ment, virtual memory management, application processor management, and secondary
storage management.
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Introduction

This report describes the design and implementation of the kernel layer of the Alpha
operating system. The kernel of Alpha provides support for the Alpha programming mod-
el (as defined in [Northcutt 88b]) by implementing the kernel interface (defined in
[Northcutt 88d]). The overall system context within which the kernel layer of Alpha
exists and the various functions provided at each layer are illustrated in Figure 1.

Command
Interpreter

Initialization

Placement

ynchronization

Replication
Management

Reconfiguration
Management

Figure 1: System Functional Design Structure

Alpha has been designed to support real-time, reliable, distributed applications. Since
Alpha is, in fact, an example of just such an application, it has been designed in a layered
manner. The lowest layer, the kernel, supports the fundamental abstractions of the
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Alpha programming model [Northcutt 88b]. The system layer of the operating system,
which is based on the kernel, can then utilize the power of this programming model, as
well as the user’s application program. '

The Alpha kernel layer is composed primarily of C language routines, with a few assem-
bly language routines. The kernel routines are divided into two groups: routines that pro-
vide kemnel services to clients by means of an object interface, and basic support routines,
that provide services needed for the kernel-level abstractions, but that are not visible to
the kemel’s clients. Kernel routines are grouped according to their logical function, corre-
sponding to kemnel facilinies. Each kemel facility is composed of one or more mechanisms
that perform a specific aspect of a facility’s functionality. The Alpha kernel facilities
include: object management, thread management, operation invocation, concurrency con-
trol, replication management, and transaction management. With the exception of the
operation invocation facility (whose function spans all of the nodes in the system), the
kernel mechanisms perform their functions locally—i.e., on the node at which they exist.
Each of these mechanisms provides its particular service to the kernel’s clients via an
object interface, and all access to kemel-provided functionality is achieved via the opera-
tion invocation facility. For the most part, the kemnel mechanisms are implemented as
(one or more) routines that make use of specific hardware components at a node. In sup-
port of the kemel mechanisms, a number of lower-level mechanisms are provided as rou-
tines that manage internal data structures, primary memory, inter-node communication,
secondary storage, and peripheral devices.

This report describes details of the design and implementation of the major facilities
provided by the Alpha kernel. This includes support for the object, thread and invocation
abstractions, as well as the facilities for inter-node communication management, virtual
memory management, application processor management, and secondary storage man-
agement. Because the kemnel is replicated at each node, this discussion centers on the
functions performed by a replica of the kernel on a single node. Furthermore, the struc-
ture of this report parallels that of the kernel itself—i.e., each of the kemel’s major struc-
tural components are discussed in a separate chapter. Figure 2 provides an illustration of
the internal structure of a replica of the kemel.

The following description of the kernel is given in the context of the hardware described
in {Northcutt 88c]. Machine dependencies exist in most operating system kernels, and
the Alpha kernel is no exception. However, although machine dependencies can be found
in the kernel, the techniques used for its construction are relatively machine-indepen-
dent. Furthermore, those machine dependencies that do exist within the Alpha kerel
are clearly marked and isolated from the rest of the code. As a result, Alpha could be
modified with relative ease to work with other loosely-coupled architectures, having pro-
cessors supporting either a linear, or a segmented, virtual address space and demand-
paged virtual memory.
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2 Kernel Structure

The logical structure of the Alpha Operating System ([Northcutt 87]) is illustrated in
Figure 3. Applications run on top of the Alpha Operating System, which intemally has
the following components:

1. Kernel — which supports the basic abstractions of objects, threads, and
invocations;

2. Executive and System — which offer higher-level operating system
functions and embody global resource management policies; both the
Executive and System are comprised of objects and threads, and the
distinction between them is unimportant for this discussion.

The Alpha Kemel executes on top of a small layer of software, called the Monitor, that
provides the lowest level hardware access, allowing the execution of primitive operations
and minimal debugging.

The internal structure of the Alpha Kemel, shown in Figure 3b, features two major
parts:
o the Kernel Proper and
» aset of Kernel Facilities.

Executive

Application

Monitor

Comm Facility [
Other B

(a) General Structure (b) Kernel Internal Structure
Figure 3: Logical Alpha System Structure

The Kemel Facilities provide important kemnel services and are particularly interesting
because their services may typically execute concurrently. Consequently, each of the
facilities is composed of two parts:

« one of which executes on the Applications Processor along with the Kernel Prop-
er, and

+ another which executes on a separate co-processor.
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» The part of a kernel facility that executes on a separate co-processor is called a
Kernel Subsystem. Every kemel facility has a corresponding Kemel Subsystem.
For example, in Figure 3b, the Communication Facility, which has been shown
in white, while the rest of the Kernel Proper and the other kemnel facilities have
been shaded, consists of two parts, one of which is labeled the Communication
Subsystem..

The Alpha Kemel structure provides actual concurrency for operating system tasks—
the Kemnel Proper and all of the Kernel Subsystems can operate simultaneously. For
instance, the Kemel Proper can perform a local invocation while the Communication Sub-
system processes a remote invocation and monitors the current health of all of the
threads rooted on the local node. At the same time, the Scheduling Subsystem can
revise the execution schedule, and the Storage Management Subsystem can locate and
acquire the initial load image for the creation of a new object instance.

The functional partitioning of the kemel into the Kemel Proper and a number of Kernel
Facilities that feature independent Kemnel Subsystems also facilitates the use of dedicat-
ed, special purpose hardware that may be selected and optimized to perform only those
functions that are required of a given subsystem, rather than a set of general purpose
tasks.

Each Kernel Subsystem communicates with the portion of its facility that resides on the
Application Processor with the Kernel Proper by means of a dedicated, two-way, commu-
nication channel, known as an /nterprocessor Message Interface (IMI) channel. (Some
subsystemns, such as the Communication Subsystem, also share a limited amount of
memory with the Kernel Proper.) The IMI channel, which is described in detail below,
permits one processor to send a message, containing a command or data, to another pro-
cessor. In addition, the sender may optionally interrupt the receiver to notify it of the
presence of a new message—thus providing an efficient delivery mechanism.

2.1 Alpha Hardware Architecture

Alpha is intended to execute on a set of nodes interconnected by one or more global
communication buses. (Currently, the Alpha Experimental Testbed uses an Ethernet as
its single global bus.) Since there are a number of operating system activities that can
benefit from genuine hardware concurrency—for instance, communication processing and
scheduling analysis, in addition to application execution—each testbed node contains
multiple processors. As shown in Figure 4, each node has an Application Processor
(AP), a Scheduling Co-Processor (SP), a Communication Co-Processor (CP), an Ether-
net Controller Board, and a pool of shared memory, all connected by a Multibus backplane.
In addition, other co-processors may optionally be added—for instance, to manage prima-
ry and secondary storage, a Storage Management Co-Processor (SMP) and one or more
Disk Controller Boards may be added. (For this purpose, Alpha currently supports Fujit-
su MK2284 168 Megabyte disk drives controlled by a Xylogics 450 disk controller.)

In the current version of the Alpha Experimental Testbed, the AP is a Sun Microsys-
tems Inc. (SMI) version 2.0 CPU board, while all of the co-processors are SMI version
1.5 CPUs. The Ethemet Controller Board, also from SMI, is used to access the Ethernet.
It is based on the Intel 82586 Local Area Network (LAN) Co-Processor and has 256
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Kilobytes of on-board memory for use by the 82586. In addidon, there are 256 Kilobytes
of Muitibus Shared Memory.

Memory ! Co-Procmor .

Local B
(Multibus)

Ethernet Communication
Controller Co-Processor

f Global Bus
(Etherne:
Key:
Communication Subsystem -
Other -

Figure 4: Alpha Experimental Testbed Node Architecture

While the testbed architecture provides a rich base for experimentation, it does impose
a set of requirements and constraints on Alpha. Specifically, an Ethemet must intercon-
nect the Alpha nodes, and this Ethemet must be controlled by the SMI Ethemet Controller
Board. Furthermore, only off-the-shelf hardware can be considered if any additional
hardware is required to provide the desired communication architecture.

As shown in Figure 4, the Communication Subsystem hardware consists of the CP, the
Ethernet Controller Board, and the Multibus Shared Memory. All of the other boards are
associated with other subsystems or the AP.

2.2 Kernel Proper

Ideally, the Application Processor(s) spends all of its time executing application code—
that is, code that is specific to the application at hand, not code that is devoted to main-
taining operating system data structures, performing operation invocations, scheduling
threads, managing virtual memory mappings, or controlling disks drives or other peripher-
als. In such an ideal situation, the operating system functions are provided by one or
more operating System processors.

Of course, this ideal system cannot be completely realized. At the very leasi, a rela-
tively small amount of code must reside on the Application Processor to allow it to
request operating system services from the operating system processors and to allow it
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to react to messages received from those processors. It may also be more efficient to
provide some operating system functions directly on the AP if the communication and
coordination overhead incurred in using multiple processors was too great.

Alpha aspires to provide an ideal system in the terms just described. However, due to
the hardware available when Alpha was begun and the immense technological leap to
provide an ideal system, a short-term compromise was reached. Currenty, while a2 num-
ber of important operating system functions are run on dedicated processors, many other
system functions are provided on the Application Processor. Although this might sug-
gest that the operating systemn has not teen completely separated from the application, it
can more appropriately be viewed as a reflection of the fact that the Alpha Experimental
Testbed has no Application Processor. To remedy that situation, one or more additional
processors, depending on the demands of the application, should be added to each
testbed node to act as true, dedicated Application Processors.

For Alpha Release 1, the Kemel Proper executes on the each node’s Applicadon Pro-
cessor, along with a portion of each kernel facility that is provided on that node.

Since a detailed description of the Kemel Proper is offered in the following chapter, a
brief example will serve to illustrate the division of function between the software resid-
ing on the AP and that residing on a co-processor (corresponding to one of the Kernel
Subsystems): the Communication Facility, which must meet the communication and dis-
tribution requirements outlined in Chapter S, is composed of software residing in both the
Application Processor and the Communication Co-Processor. T .:e functions performed by
the Communication Facility on the Application Processor include local invocation support
(that is, support for invocations whose target is on the same node as the invoker), memo-
ry mapping manipulations and thread control operations to initiate and complete remote
invocations, and exception handling for failed invocations on replicated objects. All of
these functions require the use of information maintained by the Kernel Proper and
unavailable to the Communication Subsystern directly. Consequently, they are performed
by the Communication Facility software on the Application Processor, which does have
access to this information.

2.3 Kernel Subsystems

Alpha currently has three subsystems:
+ the Scheduling Subsystem,
¢ the Communication Subsystem, and
+ the Storage Management Subsystem.

The standard Alpha node employs a Scheduling Co-Processor and a Communication
Co-Processor to support their respective subsystems. Optionally, any of the nodes may
also have a Storage Management Co-Processor. In principle, each node could contain a
single processor that executes both Alpha and the application.

Future versions of Alpha may support more subsystems than the current version. They
may also use more co-processors, possibly with specialized hardware support, to
umprove and expand on the services provided by the existing subsystems. For example,
the services provided by the Storage Management Subsystem may be refined and
enhanced so that the Storage Management Subsystem will be replaced by two subsys-
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tems—the Primary Storage Management Subsystem, which would manage primary mem-
ory, including services such as anticipating the primary memory needs of the local objects
and threads to improve performance, and the Secondary Storage Management Subsys-
tem, which would carry out disk management and reliability support functions.

The hardware used for the subsystems was described earlier in Section 2.1 and, in
greater depth, in the document, The Alpha Disiributed Computer Sysiem Testbed
([Northcutt 88¢]).

For the present, in order to contrast the type of function carried out by a co-processor
with that carried out by the Application Processor, consider once again the example of the
Communication Subsystem: the Communication Subsystem accepts high-level com-
mands from the Application Processor and performs them in parallel with the continued
execution of tiie Application Processor. The Communication Subsystem handles per-
packet interrupts and interrupts the Application Processor only to indicate the occurrence
of high-level communication evens (e.g., an incoming invocation arrival or an outgoing
invocation completion). The specific functions provided by the Communication Subsys-
tem include message disassembly and reassembly; participation in the intra- and inter-
node thread maintenance protocols, the atomic transaction refresh protocols, the atomic
transaction commit and abort protocols, and object replication protocols; and all of the
low-level acknowledgment generation and handling.

In the following chapters, both the structure of, and the functions provided by, each of
the subsystems will be described in detail.

2.4 IMI Facility

Processors in an Alpha node communicate by means of the Interprocessor Message
Interface (DMI) facility. The Application Processor (AP) is connected to each of its
node’s co-processors by an IMI channel. As illustrated by Figure 5, each IMI channel is
composed of a pair of unidirectional communication links, called streams. Fur each pro-
cessor, one stream is designated the owr siream and transfers IMI messages originated
by that processor, while the other stream is designated the in stream and receives mes-
sages from the other processor on that channel.

Each stream queues IMI messages. A small queue proved to be necessary for Alpha
Release 1 in order to avoid deadlock situations that occurred when one channel was used
to send multiple messages rapidly between a pair of processors. Despite the presence of
the queue, which relaxes the response time requirements that must be observed by a pro-
cessor to avoid deadlock, it is still desired that the co-processors respond as rapidly as
possible to IMI messages, which are typically commands, issued by the AP. Quick co-
processor response allows the AP to dedicate itself to application code as much as possi-
ble, rather than forcing the AP to spend (relatively) large amounts of its time waiting on
responses to IMI messages or waiting to send its next command to a co-processor,
because of a full IMI stream queue. Consequently, all of the co-processors have been
designed to respond rapidly to AP-originated IMI messages.

Interrupts are employed to provide good responsiveness to IMI message arrival with-
out imposing a high on-going system overhead. The originator of an IMI message may
use the artention line shown in Figure 5 to cause an interrupt to be sent to the mes-
sage’s receiver once the message has been placed in its out stream.
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Figure 5: Interprocessor Message Iaterface (IMI) Model

Multibus interrupt lines are employed to send these interrupts between processors. The
AP on each node has an /nterrupt Generator that can initiate an interrupt on any of four
Multibus interrupt lines under program control. An Interrupt Generator is mapped into the
Multibus address space for each node so that it may be accessed by any of the processors
on that node.

The AP uses a different dedicated Multibus interrupt line to command the attention each
of the co-processors, while all of the co-processors use a single Multibus interrupt line to
signal the AP. This means that the AP must examine all of the IMI channels when it
receives an interrupt in order to find the source of the interrupt, whereas each co-proces-
sor assumes that it is receiving an IMI message from the AP. (If there were more inter-
rupt lines available, dedicated lines would have been used to signal the AP as well.) The
hardware involved in providing this facility is described in [Northcutt 83c].

The IMI facility is intended to be general-purpose. It supports both synchronous and
asynchronous IMI messages, where a synchronous message is one for which the origina-
tor of the message “busy waits” until a response (typically, an “answer,” that is, a
response that includes some data, not just an “acknowledgment”) is received, while an
asynchronous message is one that is simply sent by the originator without any explicit
notion of a response. Following the transmission of an asynchronous message, the IMI
channel is once again available for other messages in either direction.
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The IMI facility also allows the originator of a message to decide whether or not an
interrupt should be sent to the message receiver for each message sent over the channel.

In practice, the full generality of the IMI facility has not been used. To date, interrupts
are always used, and synchronous messages are never used. However. this is not
because there are no messages that seem to be synchronous in nature. Rather, it has
proven to be difficult to use a single IMI channel to handle both synchronous and asyn-
chronous messages simultaneously. In general, the processor on one end of an IMI chan-
nel cannot know what the processor on the other end of the channel will next send over
the channel. As a result, when a synchronous message is sent over the channel, the orig-
inator cannot be sure that the next message received on the channel’s in stream will be
the response to the synchronous message. Instead, it may easily be an asynchronous
message that is unrelated to the synchronous message just sent.

Due to the high volume of data that is typically included in operation invocations, the
AP and CP interact by means of shared memory, as well as interprocessor interrupts. In
fact, the AP/CP interface is similar to the hardware-implemented mailbox schemes used
for interprocessor communication in various systems. The interface allows high-band-
width communication through the use of shared memory, while attaining low overhead
and high responsiveness through the use of interrupt-based signaling. This interface
also provides for increased communication performance, deriving from the ability of the
Application and Communication Processors to effectively move memory through the
manipulation of memory mapping tables, rather than performing the costly copying of
memory blocks that is normally associated with interprocessor communication activities.

The IMI interconnection architecture has influenced the interface presented by each of
the subsystems to the AP in at least two major ways. First, all of the IMI channels con-
nect the AP to some co-processor. There are no IMI channels that connect co-proces-
sors directly. As a result, the AP must occasionally act as an intermediary. For exam-
ple, when a remote operation invocation is performed, the AP queries the Scheduling Co-
Processor (SP) to acquire the current scheduling parameters for the invoking thread
before sending an IMI message to the Communication Co-Processor (CP) indicating that
it should perform the invocation. If the CP and SP were connected by an IMI channel, the
scheduling parameters could be acquired by the CP without the involvement of the AP.
Since off-loading non-application processing tasks from the AP is one of the goals of
Alpha, a richer interprocessor communication architecture would seem to be advanta-
geous.

The fact that the IMI channels act as mailboxes is the second factor that has affected
subsystem interfaces. In general, data is sent among processors through the IMI chan-
nels. While Alpha has attempted to use shared memory where possible to reduce the
amount of data that must be copied among processors, without a true multiprocessor
node architecture—where each processor can potentially access all of the memory on the
node—this effort cannot succeed completely. For instance, the Kemnel Proper on the AP
maintains a list of all of the objects and threads that are local to that node. The CP needs
to have an identical list to recognize those operation invocations that are broadcast over
the Ethemet to which it must respond. However, putting this information in the shared
Multibus memory would be impractical—it would take longer to access from the Kernel
Proper and it would be severely restricted in size. As a result, in the current implementa-
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uon two separate lists must be maintained. This increases the amount and type of infor-
mation that must be explicitly passed from the AP to the CP, thereby altering the inter-
face that would otherwise exist between the AP and CP. (Similar examples can be

offered for the AP/SP interface as well.)
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3  Kernel Proper

As defined in previous chapter, the Kernel Proper is the portion of the kemel layer of
the Alpha operating system that coexists on the Application Processors with both higher-
level-system- and user-defined code. The Kemel Proper is at the center of the operating
system, surrounded by the kernel subsystems which comprise the remainder of the ker-
nel layer.

The following sections describe the design and implementation of the major functions of
the Kernel Proper. First descriptions of the functions provided in support of the system'’s
programming model are given, followed by descriptions of the Kernel Proper’s major data
structures.

3.1 Support for the Major System Abstractions

This section describes the design and implementation of the portions of the Kernel
Proper that provide support for the programming model’s major abstractions. The intent
of the following discussion is to provide an understanding of the implementation tech-
niques used in Alpha. Throughout this chapter it is assumed that the reader is familiar
«ith the Alpha programming model (as defined in [Northcutt 88b]), and so only design
and implementation issues will be discussed.

Specific details relating to the object management, thread management, operation invo-
cation, concurrency control, and access control abstractions are presented here.

3.1.1 Objects

In accordance with the abstract definition of Alpha’s objects, objects are simply regions
of memory that contain code and data. The data portion of an object consists of several
different types of data, with the major division being between statically and dynamically
allocated data. An object is created with a unit of stat’ Jata that is global to all threads
that might be executing within the object at any point in time. The size of this data region
cannot be increased or decreased, and the static data region consists of both initialized
and uninitialized data. The dynamically allocated portion of an object’s data is known as
the object’s heap region and can be increased and decreased in size at run-time.

Objects are not permanently associated with any particular context, but rather “float”
around in the system’s memory until they have operations invoked on them by threads.
For this reason, an object has associated with it all of the virtual memory and secondary
storage structures necessary for the management of the object. While the data region of
an object may be read or written by any thread that has the object mapped into its con-
text, the code portion of an object’s memory space is protected in an execuze-only fashion.

When an invocation is made on an object, the memory that makes up that object is
mapped into the invoking thread’s context. This is done by manipulating the virtual mem-
ory management address maps associated with the invoking thread. The act of mapping
an object into a thread’s context can be viewed as a “partial context swap,” because a
portion of the executing thread’s context is replaced. However, this activity is consider-
ably simpler (and hence quicker) than a full context swap, because the executing thread
does not give up the processor and so the machine state does not have to be saved and
restored.
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An object can be simultaneously mapped into multiple threads’ address spaces on a
given node. This permits for concurrent execution of threads within (either the same or
different operations of) objects. All threads executing within an object share the object’s
common (execute-only) code section, as well as the different (read/write) parts of the
object’s data section. To help manage the synchronization of threads executing within
objects, object control blocks contain references to all of the threads that are currently
active within an object.

Furthermore, objects provide protected entry points into their code section by way of a
software version of hardware “gates™ (i.e., capabilities). This is done by way of a sim-
ple, hardware-protected indirection table known as an object entry point table, which is
generated by the object-language pre-processor [Shipman 88]. The object entry point
table contains a count of the number of entry points into the object, followed by a list of
addresses of the entry points. This is used by the operation invocation facility to validate
operation invocation indices and to locate entry points in the objects. Thus, an object con-
trol block also contains all of the permanent capabilities that telong to an object at a giv-
en point in time.

More detailed descriptions of the mernory management and protection aspects of
objects are given later in this chapter.

The preceding discussion focussed on the typical type of object found in Alpha—i.e., a
client object, an object that exists in the machine’s user space. There is another type of
object in Alpha that is implemented quite differently. These are known as kernel
objects—they are actually just kemel extensions appearing to the programmer as stan-
dard objects. Kemel objects exist within the Kemel Proper’s address space, and do not
make use of the system’s virtual memory features. While the programmer views the ker-
nel object optimization as just another compile-time-specified attribute of an object, the
implementation of kernel objects is quite different from that of client objects. Both kinds
of object type specificauons and definitions are written in the same manner, the only dif-
ference is that the KERNEL qualifier is used in the header to indicate that instances of
objects of this type are implemented as kernel objects.

Both client and kernel objects are composed of the same major logical components—
Le., code, data, and control information (i.e., virtual memory information, secondary stor-
age information, capability lists, etc.). With client objects the code and data components
exist in separate virtual memory extents, whereas with kernel objects, the code and data
of all kernel objects are all combined within the code and data portions of the kernel. Ker-
nel objects are an integral part of the kernel, and do not have separate virtual memory
structures or their own storage objects associated with them. For this reason, kemnel
object control blocks do not contain references to virtual memory management informa-
uon, or the thread context(s) the object is currently mapped into. The kernel object’s
contol block is a quite simple structure that consists mainly of a pointer to the object’s
entry point block in the kemel’s data region, the kernel object’s capability list, and its
synchronization data structures.

Just as with client objects, the object language pre-processor generates an entry point
table for each kemnel object However, entry point tables for client objects are placed at
the start of each object’s data region, while the entry point tables for kernel objects are
placed in various locations in the kernel’s data part.
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In addition, kernel objects are linked differently than client objects (i.e., kernel objects
are linked with the kemel, as opposed to being separate, stand-alone entities), and the
object language pre-processor generates different code for the operation invocations
made by kemnel objects. Since the kernel objects all execute in the kernel context and in
supervisor mode, the usual trap instruction used by client objects (executing in user
mode) to gain access into the kernel on invocations is not used. Instead, the pre-proces-
sor only generates the code to marshal the necessary parameters and then to make a call
to the kernel’s operation invocation routine.

3.1.2 Threads

There are two varieties of threads in Alpha—kerne! threads and client threads. Kernel
threads exist as both kernel optimizations and fundamental units out of which client
threads are constructed. In Alpha, a client thread is bound to its own virtual address
space, separate from all others. Kemel threads do not have their own virtual address
spaces, but rather execute entirely within the kernel; kernel threads are a simplified form
of a thread that exists within the kernel’s portion of a virtual address space.

A kernel thread is designed to contain all of the basic (non-virtual memory) information
necessary for managing a thread. Kemel threads keep the processor’s registers when a
thread is de-scheduled (i.e., unbound from the processor on which it is executing), along
with copies of the thread’s user and supervisor stack pointers. Furthermore, kernel
threads contain the state information known as the thread’s environmen:, that consists
of the information necessary for managing threads within nested atomic transactions, and
the information needed by the scheduling facility to perform the desired thread scheduling
functions. Kemel threads are implemented in a fashion very much like that of standard
processes in more traditional systems.

Each client thread in the system is constructed from a kemel thread—i.e., a client
thread consists of a kernel thread with additional information. Client threads differ from
kernel threads largely in as much as they include virtual memory information to support
the virtual address space that is associated with client threads. A client thread contains
all the necessary virtual memory information for the thread’s address space, and a refer-
ence to the currently mapped client object (i.e., the object in which the thread is currently
executing). When executing within the kernel, each client thread uses its own kernel
stack. This allows each thread to block on its own stack, saving any state necessary, pri-
or to activating another thread. This serves to simplify the kernel’s implementation since
otherwise, a communal stack would have to be shared among all threads.

Included in the information associated with a thread is an indication of its execution
state—i.e., the mode it is currently in with respect to the scheduling facility. Figure 6
provides the state/transition illustration of thread execution states in Alpha. In this fig-
ure, the various states that a thread can be in are represented by circles. The legal tran-
sitions between thread states are represented by arcs (which are labeled with the names
of the scheduling routines that are used to cause the indicated transitions to occur).
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Both types of threads may be involved in the invocation of operations on both types of
objects (i.e., kernel and client). Each of the four possible combinations have different
requirements and characteristics. If a kernel thread invokes an operation on a kerel
object, no virtual memory manipulations are required—this type of invocation is the sim-
plest and the most efficient of the four cases. If a client thread makes an invocation on a
kernel object, no virtual memory manipulations are required, the client thread just traps
from the client thread’s context into the kernel—this too is 2 simple and efficient activity.
If a client thread invokes an operation on a client object, the kernel is entered, virtual
memory mappings are manipulated to remove the current object from the thread’'s con-
text, the invoked object is mapped into the thread’s context, and the client thread’s con-
text is reentered—this is the normal case supported by the kemel, and is moderately
complex and moderately costly. If, however, a kernel thread invokes an operation on a
client object, a substantial amount of activity has to take place in order to provide the ker-
nel thread with the context necessary to perform the invocation. In order for a kemnel
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thread to invoke an operation on a client object, it must (temporarily) become a client
thread. This activity is straightforward in Alpha, because the design of threads is such
that each client thread begins with a kernel thread and assumes the necessary control
structures to become a client thread as part of its initialization.

To become a client thread, a kernel thread acquires and initializes a full set of virtual
memory management data structures, acquires and initializes a context to execute in,
maps into this context the destination object, then enters and begins execution just as if
it were a client thread’s invocation of a client object. Once the invoked operation on a
client object is complete, the client thread’s data structures and context are deallocated,
and the execution of the kernel thread continues. This type of invocation is the least com-
mon, as well as the most complex and costly, of all the types of invocations.

While each client thread is associated with its own separate virtual address space, it
does not occupy the full range of virtual addresses defined for its space. The kemel is
mapped into a thread’s address space, and space is reserved for objects to be mapped
into the thread’s address space on invocation. The portion of a thread’s virtual address
space that is occupied by the thread is made up of three major components—i.e., the ker-
nel stack, client stack, and invocation parameter portions. In the current implementation,
a thread must be bound to a hardware supported address space (i.e., context) in order for
the thread to execute. Furthermore, guard pages are placed between each of the major
portions of a thread in order to provide a measure of protection from errant pointers and
stack over-/underflows.

The thread switches to execute on its kernel stack when it enters the kemel, and the
remainder of the time, it executes on.its client stack. The thread’s client stack is used for
the return addresses and local variables associated with the routines that make up an
invoked object’s operations. The client stack is automatically extended and contracted
as the thread’s needs changed in the course of its execution.

In Alpha, both capabilities and (simple or structured) data is passed as parameters
between objects on operation invocations. In the current implementation, all invocation
parameters are placed in the invocation parameter portion of the thread’s address space.
The invocation parameter passing mechanism takes advantage of the testbed memory
management hardware’s ability to perform low-cost transfers of physical memory pages
among address spaces. The ability to quickly and easily remap physical pages between
contexts makes it possible to avoid the high overhead traditionally associated with the
copying of parameter blocks among separate address spaces. In addition to mapping
invoked objects in and out of the address space of the invoking thread on operation invo-
cation, the kernel must also move parameter blocks between the invoking and invoked
objects. In Release 1, a logical stack of invocation parameter pages is maintained within
the thread’s memory region, with the currently active operation invocation's parameters
always on top of the stack. This approach allows the parameter blocks for the currently
active invocation to be maintained at a fixed location in a thread’s part of an address
space, throughout whatever operations the thread may invoke.

The parameters passed into, and removed from, an object as a result of an operation
invocation are placed into data structures that exist within virtual memory page bound-
aries, known as invocation parameter pages. Invocation parameter pages are mapped
into different locations in a thread’s address space in order to effect the passing of param-

System/Subsystem Specification




B-18 Alpha Release | Kernel Internals

Out

Qut

eters among objects on operation invocations. Each thread has associated with it a pair
of active invocation parameter pages—i.c., an incoming page that is shared by the current
object and the object that invoked it, and an outgoing page that is shared (serially) by the
current object and any objects it invokes.

Each invocation parameter page is composed of two main parts—the request part that
contains the parameters to be passed into the invoked object, and the reply part that con-
tains the parameters that are to be passed back to the invoking object when the invoked
operation completes. Invocation parameter pages are managed in an overlapped window
fashion. When an operation is invoked, the incoming parameter page is mapped out of
the invoking thread’s context, the outgoing parameter page is mapped into the incoming
parameter page location for the invoked object, and a new page is allocated and mapped
into the invoked object’s outgoing parameter page location. When an invocation com-
pletes, this process is reversed. The outgoing parameter page is deallocated, the incom-
ing parameter page is mapped back into the outgoing parameter page’s location, and the
old incoming parameter page is restored. Figure 7 illustrates the behavior of the thread’s
invocation pages in the course of a (local) operation invocation.
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Figure 7. Parameter Page Manipulation on Invocation
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3.13 Operation Invocations

The operation invocation facility has been implemented to provide a uniform interface to
programmers both above and within the kernel. Operation invocations appear the same
regardless of the type of object (i.e., client or kernel) making the invocation and the type
of object being invoked—i.c., kemnel or client object or thread, system service object,
replicated object, local or remote.

The object language pre-processor generates the code needed to perform operation
invocations. An invocation begins with the marshaling of parameters, which is done by
packing all of the passed variables into the invoking object’s invocation parameter page,
followed by the indices for all of the passed capabilities. The object language pre-proces-
sor generates code, at both the source and destination of invocations, to pack and unpack
the parameters and capability indices.

Because the current Alpha testbed consists of a collection of homogeneous application
processors, there is no need for the transformation of the parameters. However, the
object language pre-processor does provide hooks to add such translation routines if the
need should arise in the future. If a real object programming language were to be devel-
oped for Alpha, the marshaling of parameters could be simplified considerably by allocat-
ing the allocating space directly in the parameter pages for the invocation parameters.

When the parameter pages have been loaded with the invocation parameters, the
thread traps into the kernel. This causes the application processing element to enter
supervisor mode and begin the invocation process. The first thing done by the operation
invocation trap handler is the determination of the invocation type, as indicated by infor-
mation encoded in the target object’s Alphabit identifier. There are three different invoca-
tion types, which depend on the object that is the destination of the invocation—i.e., sys-
tem service, local, or remote operation invocations. Figure 8 illustrates the logical struc-
ture of a node’s operation invocation facility, showing the major components of (and
paths through) the facility.

At this point in the operation invocation process, an internal operation invocation inter-
face is used. This interface is provided by the kernel for use both by objects, and the ker-
nel itself, to perform location-independent invocation of operations on a variety of kemnel
entities (i.e., anything represented by control blocks). This routine takes a pointer to an
operation invocation parameter page (in a standard format) and continues with the opera-
ton invocation, and is used by all operation invocations from client objects, kemel
objects, or functions of the kernel itself. The internal operation invocation routine begins
by determining whether the destination of the invocation is a local system service object.

System service operation invocations are used to obtain the services that are provided
by the system to the programmer in the form of system-defined objects. For system ser-
vice invocations, the normal capability translation and validation steps are simplified.
This invocation path represents one of a series of "short-circuit'-style optimizations that
are provided to compensate for the performance costs of unifying the system’s interface
by way of the operation invocation facility.

If the destination of an invocation is not a local system service object, a lookup opera-
tion is performed on the local Dictionary (see Subsection 3.3.2) to determine if the desti-
nation entity is local to this node. If the destination entity’; identifier is found in the local
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node’s Dictionary, the routine that handles invocations on local entites is called. If the
destination entity is not found locally, the routine that interacts with the Communication
Subsystem (described in Chapter 5) is called to issue a remote invocation. (An excep-
tion to this procedure is made in the case of inclusively replicated entities, where the
remote invocation is done regardless of whether the destination entity exists locally.)

Thread, Object; Objectj

s —

System
Service
Object

Figure 8: Operation Invocation Facility

In the case of both local and remote operation invocations, the invocation procedure con-
tinues with the translation and validation of any capabilities passed as parameters. The
use of capabilities is described in detail in Subsection 3.1.4, but briefly, this involves
applying the passed capability indices to the invoking object’s c-list to obtain the desired
capability descriptors, and examining them to determine if there are any restrictions
applied to the capabilities that would make their desired use illegal. In each invocation
there is at least one capability that must be translated and validated—i.e., the capability
used to indicate the object that is the destination of the invocation. If a passed capability
is invalid (1.e., it 1s pon-exustent or its usage is restricted), the invocation is terminated
and a failure indication is returned. When all of the capabilities in an invocation are suc-

cessfully translated, the invocation proceeds by calling the kemel’s internal invocation
routine.
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The code that handles local invocations determines the type of entty on which the oper-
ation is to be performed and calls the appropriate routine for each of the potential destina-
tion entities. This routine is invoked either as a result of a locally-initiated operation
invocation, or as a result of an incoming remote operation invocation (in which case it is
initiated by a signal from the Communication Subsystem). Among the routines that han-
dle the local invocations are routines that provide the standard operations on threads and
secondary storage objects, in addition to the two main routines that handle invocations
on kemel objects and client objects.

The part of the kernel that performs the invncation of operations on kemel objects
begins by adding any passed capabilities to the invoked object’s c-list, and replacing the
capabilities in the invoked object’s operation invocation parameter page with their indices
relative to the object’s c-list. Following this, the entry point of the desired operation is
obtained by locating the object’s entry point block (as referenced by the object’s KOCB),
determining if the operation index is within legal bounds, and then indexing into the entry
point block to get the address of the operation entry point. Once the invoked operation’s
entry point has been obtained, the invoked object is entered and execution begun at the
start of the desired operation. Note that regardless of the context from which the invoca-
tion originated, all operations o:. kernel objects are performed within the kemel.

The code that is responsible for performing operation invocations on client objects func-
tions similarly to the one that handles kernel object invocations. However, a number of
additional activities must be performed in order to initiate an operation on a client object.
The kemel routine must first determine whether the operation invocation has a client con-
text associated with it. If not (e.g., if the operation invocation came from a kernel thread
in a kemnel object), a context must be created before the invocation can be made on the
client object; only when the kernel has allocated and initialized a client context, can the
invocation precede. When it has ensured that a client context exists, the client object
invocation routine locates the virtual memory structures associated with the destination
client object, switches to the invoking thread’s context, maps the invoking client object
out of the invoking thread’s context (if there was one), maps the invoked client object
into the context, locates and validates the operation’s entry point, and begins execution
within the invoked object’s context. This is done by creating a dummy stack frame, and
executing a return from exception instruction to begin execution (in user mode) of the giv-
en operation, in the invoked object.

If the destination entity’s Alphabit identifier is not found in the local PCictionary, a rou-
tine is called that creates a message, puts it in the Communication Subsystem’s mailbox,
and signals the Communication Co-Processor. This message contains an opcode indicat-
ing that this is to be a remote invocation, a pointer to the passed the invocation parame-
ter page, the identifiers of the invoking object and thread, and the invoking thread’s exe-
cution environment. Once the remote invocation routine passes its request to the Com-
munication Subsystem, the kernel blocks the invoking thread, and continues with the
execution of another thread. When the remote invocation completes (successfully or oth-
erwise), the Communication Subsystem places the reply information in shared memory, a
response command block is placed in the application processing element’s maiibox, and
the Communication Subsystem interrupts the application processing element. When the
kernel rsceives such a message from the Communication Subsystem, it locates the invo-
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cation reply information, makes the necessary changes to the invoking thread’s environ-
ment, composes an operation invocation response (to appear as though it came from a
local object), and then unblocks the invoking thread. When the invoking thread runs
again, the invocation completes in the normal fashion.

Remote invocations create surrogate kernel threads at the destination node, that are
obtained from a pool of preallocated resources (as described in Subsection 3.2.1). A sur-
rogate thread inherits the invoking thread’s environment and then invokes the operation
on the object specified in the incoming parameter page provided by the Communication
Subsystem. From that point on, the incoming remote invocation is handled just as if it
had originated from a local kernel object and kernel thread. The surrogate thread is added
to the remote node’s scheduling mix and is scheduled based on its inherited environment
information. Once a remote operation invocation completes, the Communication Subsys-
tem is given the results, along with any changes to the thread’s environment. This infor-
mation is passed back to the invoking object, and the surrogate thread is deactivated.

In all of the cases outlined above, once an invoked operation completes, the sequence of
steps taken is retraced to return to the invoking object, passing back any results from the
invocation. The return parameters are passed back in the reply portion of the paramester
block page, and all manipulations of virtual memory are reversed. Figure 9 illustrates the
different paths that can be taken through the operation invocation facility.
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Figure 9: Types of Operation Invocation
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3.1.4 Access Control

In some systems (e.g., [Wulf 81] and [Jones 79]), capabilities have a set of righes that
define the types of operations associated with each capability. In Alpha, the converse is
true in that restrictions accompany a capability—if a capability is held by an object, that
object may perform any operation that is not specifically prohibited by the restrictions
associated with the capability.

The manifestations of capabilities local to an object are mapped by the kemel into their
internal representations known as capability descriptors. A capability descriptor is com-
posed of two components: an object’s identifier and the set of restrictions placed on the
capability’s use. The restrictions associated with a capability are represented by a
restriction vector containing the per-operation restriction specifications.

An object’s capability list (c-list) consists of an array of capability descriptors, located
in each object’s control block, that are managed as a random access list. Since the c-list
is part of the object control block, it can be accessed only by the kemel (executing in
supervisor mode in the kemel context). Objects do not directly manipulate capabilities,
but rather, access their capabilities by way of indices relative to their c-lists. Currently,
c-list indices are assigned in sequential, ascending order, although some type of encoding
scheme may be employed in the future to reduce the probability of errantly using 4 valid c-
list index.

On operation invocation, capability validation and translation is performed as soon as
possible; the destination object capability is checked first, following that, any other capa-
biliies in the parameter list are checked. On return, only the capabilities in the return
parameter list must be checked.

To pass a capability as an operation invocation parameter, the kernel wakes the c-list
index for the destination object and any of the indices of capabilities passed as parame-
ters, and then traps into the kernel. Once in the kernel, the operation invocation facility
translates capability indices into their corresponding capability descriptors by looking
them up =. the client object’s c-list. Each capability index is checked for validity during
the transiation process—i.e., it points to a valid entry in the c-list. Next, the restrictions
portion of the capability descriptor is checked to verify that the invoking object has the
right to use the capability in the requested manner (i.e., invoke an operation on the dest:-
nation object, copy the capability, transfer the capability, etc.). Should the validation pro-
cess fail on any capability, the whole invocation (or invocation return) fails, and a failure
indication is passed back to the invoking object. When an invocation fails due to the use
of invalid capabilities, the invocation facility does not pass any parameters other than the
error indication.

In the course of capability validation, it is determined whether the capability descriptor
should be modified. If the capability may only be used once, cr if it is being transferred
without keeping a copy, the capability is removed after it is validated and ranslated. If a
capability descriptor has had restrictions applied to it to the point of making it unusable,
the entire capability is removed from the object’s c-list.

When an object is created, a capability is given to the creating object that has only
those restrictions which are specified in the object type specificati - While capabilities
cannot be amplified (i.e., restrictions cannot be removed), restricions may be added to a
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capabilities when they are passed as parameters in operation invocations. This is done
by applying the RESTRICT language construct to capabilities in an invocation parameter
list. This construct allows the specification of the restrictions that should be added to a
particular capability. For each usage of the RESTRICT construct, the object language pre-
processor generates a mask that is passed with the parameters to the operation invoca-
tion facility and is used in the translation process to modify the restrictions vector of a
capability descriptor before passin 3 it to the destination object.

3.1.5 Thread Synchronization

The Alpha kernel provides a set of kemel-defined objects that support the kernel’s con-
currency control mechanisms—i.e., semaphore objects and lock objects. Each of these
mechanisms are described in tumn in the following text.

3.1.5.1 Semaphore Mechanism

The creation of an instance of a Semaphore object involves the allocation and initializa-
tion of a semaphore data structure. Semaphore data structures consist of a v.riable con-
taining the semaphore’s current state, and the list of threads that are currently blocked
waiting on the semaphore. The kernel takes advantage of the fact that capabilities for
semaphores cannot be passed to place the semaphore data structures within an object’s
control block. It similarly takes advantage of the small size of semaphore data struc-
tures, and statically allocates a fixed number of semaphore data structures for each object.

When a new instance of a semaphore is created, an unused semaphore data structure
is located, initialized with the count value given as a parameter to the create operation,
and then a capability is returned to the invoking object. A create operation on the
SemaphoreManager object returns a failure indication if a semaphore data structure can-
not be allocated.

Because Semaphore objects are permanently bound to the object that created them,
not only can the semaphore data structures be associated with the object’s control block,
but a special type of capability can be used. To the client, the capabilities for semaphores
appear the same as any other ones (i.e., a c-list index), but the capability descriptor does
not contain the usual unique identifier and restrictions vector. Rather, it contains an indi-
cation of the special nature of the capability and an index into the object’s semaphore
array for the desired semaphore.

A semaphore data structure contains a count field (that is manipulated by the opera-
tions defined on semaphores), a list of the threads that are blocked on the semaphore
(waiting for the count to become greater than zero), and a list of the threads that are cur-
rently using the semaphore (i.e., threads that have issued P operations on the semaphore
and have not yet issued matching V operations).

A P operation decrements the semaphore’s count, and should the count become non-
positive, the invoking thread is blocked and added to the semaphore’s list of blocked
threads. A V operation increments the semaphore’s count, and should any threads be
blocked on the semaphore at this time, a thread from the semaphore’s “waiting thread”
list is unblocked. The C_P operanon first tests if decrementing the semaphore’s count
would cause it to become nonpositive. If so, the operation returns a parameter indicating
this, otherwise the cneration is performed as though it were a normal P operation.
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Currently, the kemel manages the list of threads blocked on a semaphore in a FIFO
fashion. However, semaphores were designed to operate in concert with the Scheduling
Subsystem. This was done to allow the selection of appropriate thread to be unblocked
to be performed according to the policy used in scheduling the application processor.
Work is underway to extend the scheduling subsystem to include the management of
blocked threads as part of its functionality.

The kemel maintains, for each semaphore, references to the threads that have P opera-
tions outstanding on the semaphore. This is because the kernel must keep track of which
threads have outstanding P operations on semaphores, in order to issue matching V oper-
ations should a thread encounter an exception (e.g., an aborted atomic transaction, a
missed hard-deadline, or as part of the thread repair function) while holding a
semaphore. In the course of cleaning up objects following thread exceptions, the kernel
checks the list of threads associated with each of the affected objects’ semaphores, and
for each occurrence of the thread being aborted in a semaphore’s list, the kemel may
choose to issue a V operation on that semaphore (or not, depending on the mode in which
the semaphore is to be used).

3.1.5.2 Lock Mechanism

Lock objects are similar to Semaphore objects in their implementation, and instances
of Lock system service objects are created and accessed in the same manner as
Semaphore objects. However, each instance of a Lock object is associated with a region
of data in an object, and each lock has a matching sized area of kermnel memory that is
used as a write:ahead-log, and is allocated from the kemel’s heap region when the lock
is instantiated. A collection of data structures similar to the ones used for Semaphore
objects are associated with the object’s control block.

The Lock object data structure consists of a field that indicates the mode that the lock
is currently in (if it is currently held), a pointer to its log area, and a pointer to the list of
threads blocked while waiting to acquire the lock along with an indication of the mode
each thread is attempting to acquire the lock in.

When a compatible request is made, the lock is granted the requester, the memory area
associated with the lock is copied into its log area, the mode of the lock is changed, and
the thread is permitted to proceed. If an incompatible lock request is made, the invoking
thread’s KTCB is linked into the waiting thread list in the lock’s data structure and the
lock’s request mode is registered with it When a thread issues an UNLOCK operation
on a Lock object, the lock mode is restored to its previous state and the blocked thread
list is examined.

Like semaphore data structures, those of locks include a list of the threads that current-
ly hold the lock (in any mode) in order to allow the kernel to release all locks heid by an
aborted thread. The thread to be unblocked when an UNLOCK operation is invoked is
chosen from the set of threads in the lock’s block list. Currently the kemnel selects the
first thread with a compatible, outstanding request. However, as with semaphores, the
kermmel was designed to have the Scheduling Subsystem choose which of the threads
waiting in a lock’s blocked list should be unblocked.
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3.2 Ancillary System Functions

In addition to providing support for the basic abstractions in Alpha, the kernel provides
a collections of other services that are needed to round out the functionality of this layer
of the system. Included among these functions are features to manage the preallocation
of critical system resources, the handling of run-time exceptions, and the initialization or
the individual nodes within the system. Each of these functions are defined in the follow-
ing subsections.

3.2.1 Critical Resource Preallocation

In Alpha, a daemon is defined to be a kemel thread and kernel object pair that is provid-
ed by the system to perform a system function, independent of any higher-level (system
or application) activities. As part of the kernel of Alpha, therc are a number of kernel
threads and kernel objects that serve to assist in the management of various critical, sys-
tem resources. The resources managed by daemons include physical memory pages and
both client and kemel, thread and object control blocks. Most of the daemons in Alpha
serve the same function—i.e., to ensurec the supply of a set of preallocated resources in
an attemnpt to speed the expected time for their dynamic allocation and deallocation—and
most of the daemons perform their function in a similar fashion.

For each critical resource within the kernel there are a set of routines (generically
known as create and delete routines) that are used for the allocation and deallocation of
the desired resources. The create routines perform the necessary initialization opera-
tions for the desired resource and use routines (known as ger routines) to acquire the
partially initialized, preallocated resources from a pool. Each type of critical resource also
has a routine to return these partially initialized resources to their associated pool (these
are known as pus routines).

Should attempts be made to obtain a resource when its associated pool is empty, the
requesting object does not wait until the daemon can run and repienish the pool. Instead,
whenever pools are exhausted. resources are dynamically allocated via routines that con-
struct them from their basic memory components (known as alloc routines). Also, these
resources are not completely deallocated (i.e., returned to the kemnel’s dynamic storage
allocator) when they are returned to their pools, but rather the daemons eliminate excess
resources when there are too many in a pool. This is done with routines (known as deal-
loc routines), that returr the resources to their elemental forms.

32.1.1 Physical Memory Management Daemon

The page daemon attempts to keep a sma" number of free pages of physical memory in
the free page pool at all times. This daemon deals with pages of physical memory, and
interacts with the Storage Management Subsystem to perform its functions. Whenever
the page daemon is activated, it executes the given victim selection algorithm to deter-
mine which page(s) should be writtzn out to memory in order to replenish the pool.

The victim selection algorithm used in the current implementation is a simple FIFO-
like replacement algorithm. To this end, the kernel maintains a circular list of currently
allocated memory pages in order of their allocation. To select a victim, the page daemon
begins the searching at the top of the allocated page list (i.e., starting with the page allo-
cated the longest time in the past). The page daemon searches this list in order until it
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finds a page that does not have to be written out before being reused (e.g., one that is
read-only or has not been modified), or until the search has progressed through N pages
in the list. When one of these search termination conditions is met the page pointed to is
chosen as a victim, and is ther given to the Storage Management Subsystem that is
responsible for copying the victim page to backing store. The page daemon continues to
select physical pages until enough pages have been selected to bring the free page pool
up to its nominal level. The page daemon then blocks until the Storage Management Sub-
system indicates that the selected pages have been written to secondary storage, at
which point the page daemon adds the pages to the free page pool and blocks again.

The page daemon contains the page replacement policy, and can be easily modified to
take the characteristics of the threads that own a page into account when selecting a vic-
tim page. In this way, the victim selection algorithm'’s preference for pages that do not
have to be written back to secondary storage could be augmented to also prefer pages of
threads with less value to the application. The page replacement algorithm can be based
on the same thread environment information (e.g., urgency, importance, or accumulated
computation time) used by the Scheduling Facility.

The upper limit associated with the free page pool is not meaningful, as the number of
pages in it can never be too large. Thus, the page daemon is unblocked only when the
pool’s lower limit is crossed. Furthermore, the Storage Managermnent Subsystem is
responsible for performing any of the optimizations that might be used to increase paging
performance (e.g., caching, managing the physical layout of the disks, or reordering the
execution of access requests).

3.2.1.2 Object and Thread Management Daemons

There are four daemons dedicated to managing the pools of preallocated data structures
for kemel and client, threads and objects. The resources contained in the pools are
known as skeletons, and consist of generic control blocks and their associated data struc-
tures. Skeletons are initialized with the generic information for each of the types of data
structures. When a skeleton is removed from a pool and put into use, the specific infor-
mation relating to the individual instances of the use of a skeleton is added to it.

These skeletons consist primarily of control blocks, and in the case of client threads or
objects, virtual memory information. The major savings in using the preallocated
resources derive from not having to dynamically allocate the physical memory space for
all of the data structures and from not having to fill in the various fields of the control
blocks. In the case of client threads or objects, the saving is somewhat greater in that
virtual memory structures need not be obtained and initialized.

3.2.2 Exception Handling

Any system with an application requirements similar to Alpha’s demands some form of
exception handling facility. These features (i.e., distribution, real-time, and transactions)
result in exceptions that are best manifest in the form of asynchronous diversion of the
point of program execution control. In Alpha, this means that a mechanism is needed that
will allow the programmer to deal with the exceptions which are a fundamental aspect of
the system’s nature, in a manner that is compatible with the other aspects of the pro-
gramming model.
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Alpha provides an exception handling facility that handles, in a unified fashion, all of the
different types of exceptions that may occur. The Alpha exception handling facility is
based on the concept of exceprion blocks—i.c., regions of code marked by begin/end oper-
ation invocations. The system automatically places an exception block around each oper-
ation, time constraint region, and atomic transaction that a programmer generates. In
addition, the programmer may explicitly specify exception blocks that consist of arbitrary
regions of code.

Each time an exception block is entered, the kernel saves the machine state and bumps
the exception block nesting depth counter (both of which are stored in the thread’s con-
trol block). When an exception block is exited (normally or otherwise), the kernel dis-
cards the thread state that was saved at the beginning of the block. The general intent is
that when an exception block is entered, the thread’s execution state is saved so that
should an exception occur, the thread can be vectored back to the start of the block and
shunted off to exception handling code. This mechanism behaves much in the same way
as the UNIX “longjump” function—the thread is returned to a given point in the code,
with the its complete data and execution state intact.

The thread’s excention block state is managed in a stack-oriented fashion due to the
fact that exception blocks are entered and exited in a strictly nested manner. Should an
exception occur while a thread is executing within an exception block, the kernel signals
the exception, and a depth indication is given with it to indicated how far the thread is to
roll back through its exception stack. As a thread rolls back, the previous exception state
is discarded, and the new state is used to vector the thread to the desired exception han-
dler code. In addition, a thread’s scheduling parameters are popped as necessary while it
rolls back through its exception blocks. The thread encountering an exception continues
unrolling untl its head is positioned to begin executing its normal-flow code at the
desired exception level.

Threads include their exception nesting depths as part of their environment—it is
passed around with the t. :ad as it moves among nodes, and surrogate threads inherit
the exception stack depth (but only maintains its own portion of the exception stack).

In Release 1 of Alpha, exceptions are signalled to threads by jamming an exception
returm frame onto the thread’s kemel stack. This is done so that when the thread
attempts to resume its execution, it is not allowed to continue, but is instead forced to
execute the kemnel’s exception handling facility code. In effect, this mechanism inserts
the kemnel’s exception code in-line with the target thread’s execution, regardless of
where or what state the object is executing in when an exception occurs (e.g., executing
within an object, performing a software trap, or handling a hardware interrupt).

In order to jam exception frames onto threads’ kernel stacks, it is necessary to know
where the top of a stack is when the thread enters the kernel. This is easy to determine
in the case of client threads because they execute on their client stack until they trap into
the kernel. It 1s more difficult in the case of kernel threads because they have to execute
on therr kemel stack at all umes. To deal with both of these cases, the system was
designed so that a thread’s kernel stack frame is marked the first time that it enters the
kernel—whether via a trap, interrupt, or procedure call—and it is cleared when the thread
leaves the kermel. This is accomplished by using an atomic test and set imstruction on
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each entry into the kernel in order to determine if it marks an initial transition into the ker-
nel, and if so the thread’s kernel stack frame is marked, otherwise nothing is done.

This exception signalling mechanism is idempotent in its effects, and it can therefore be
used to repeatedly (e.g., as a result of multiple, “simultaneous™ exceptions), and the ker-
nel’s exception facility will ensure that the thread will roll back through its excepton
blocks until it reaches the proper exception level. Furthermore, an exception can be gen-
erated at any node, and all affected thread segments will be notified. The exception facili-
ties on separate nodes precede with their operations simultaneously, with the communi-
cation subsystem providing the synchronization necessary to ensure that all segment
cleanup is complete before the new head of the thread continues its execution.

3.2.3 Initialization

On power-up, all processing elements in a node initialize their hardware resources, per-
form self-test operations, and then await a load module to begin executing. Typically,
each node receives a load module that contains the code and data needed to bring up a
replica of the Alpha kernel.. ‘

A node’s load module is created by the programming language support tools defined in
(Shipman 88], and take the form of the example load module shown in Figure i0. The
same load module can be used for each node in the system, with per-node differentiation
being based on the unique node identifiers and occurring following the initialization of the
generic kernel on a node. It is also possible to create node-specific load modules that are
tailored to individual nodes (or sets of nodes).

As shown in Figure 10, the canonical Alpha load module consists of a load module
header (that contains a first-level loader program and a description of the sub-modules
that follow the header), and a set of load sub-modules destined for the node’s processing
elements. Each of the sub-modules contains the code and data for the various compo-
nents of the kernel (i.e., the Kemnel Proper, the Scheduling Subsystem, the Communica-
tion Subsystem, and the Storage Management Subsystem).

As part of the monitor’s power-up sequence, the low-core region of the Application
Processor’s memory is initialized. This region of memory contains the processor’s
exception vector table, the monitor’s data, and an initial stack page for the kernel. The
Alpha load modulz is loaded into the Application Processor’s local primary memory
above the defined low-core region, and execution begins in the loader program supplied
within the load module. The default first-level loader program distributes all of the sub-
modules to their intended co-processing element, and relocates the Kemel Proper, and
begins execution of the Kernel Proper.

Once the sub-modules are distributed to the co-processors, the initialization of the
Kemnel Proper begins. The loader relocates the Kemnel Proper so that it starts at the sec-
ond memory segment, and manipulates the memory mapping hardware so that it appears
at this location in all contexts. The code and data regions of the Kernel Proper are fol-
lowed in memory by all of the “wired” (i.c., memory-resident) kernel objects.

The Kernel Proper’s initialization begins by modifying the hardware memory translation
tables to construct the desired virtual address mappings for the kernel. The kemnel’s vir-
tual memory initialization function sets aside the physical pages for low-core and the
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Kernel Proper’s code. These pages are locked in memory (i.e., not available for being
paged out) and consist of a contiguous portion of memory at the bottom of the physical
memory space that does not participate in virtual memory paging activities. This
approach reduces the initial fragmentation of the physical memory space. The remainder
of the physical memory is linked together into the free page list, from which pages of
physical memory can be allocated on demand.

Once this low-level initialization is complete, the Kernel Proper’s facilities are initial-
ized and the initialization object is instantiated and the initializaton thread begins execu-
tion within it It is up to the initialization thread to instantiate the threads and objects
that are to run on the node, based on the information contained in the initialization object.

The co-processing elements in a node follow a power-up initialization sequence similar
to that of the Application Processor, and then await the distribution of their sub-load-
modules from the Application Processor. The loading of co-processor load modules is
accomplished by way of the interprocessor communication facility and the node’s shared
memory. Each co-processor then begins the execution of the loader program supplied
with their load sub-module. In this manner, an entire node is brought up and made ready
to begin the execution of application code.
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Figure 10: Application Processor Load Module

3.3 Key Data Structures

A large portion of the kernel's data space, as well as a significant portion of the ker-
nel’s functionality, is dedicated to the management of a set of internal data structures.
These data structures are used in the management of the system’s physical resources
and in support of the kemel’s programming abstractions. These data structures repre-
sent the essence of the resources that the kernel manages, and form the nucleus around
which the Alpha kernel is implemented.

The fundamental programming entities in Alpha are represented within the kernel by
control blocks, all of which are given globally unique identifiers and collected into a direc-
tory data structure to allow individual ones to be located by their identificr~ The purpose
and contents of each of these data structures are described in the following subsection.
In addition to these, a significant portion of the kemel’s data structures have to do with
virtual memory management. These structures are also described within this section.
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3.3.1 Control Blocks

The kemel provides its clients with an object-oriented programming model to enhance
the organization and modularity of applications, and the operation invocation facility pro-
vides physical location independent access to objects in the distributed system. The ben-
efits that the client derives from these features of the kernel are equally useful for pro-
grammers within the kernel. It is frequently the case within the kernel that references
are made to entities that exist at remote nodes (e.g., secondary storage images—see
Section 6.2). For this reason, the support for distribution provided by the kernel’s opera-
tion invocation facility is made directly available to the kemel itself by representing all
entities as entities for which remote access is required or may be desirable.

To this end, the kernel maintains a variety of control blocks for each such internal,
object-like entity in the system. These data structures are known as control blocks—i.e.,
kernel data structures that exist on the same node with the entities they represent. Each
kemnel-level entity in the system (e.g., a thread or an object) has a comresponding control
block maintained by the system. Any entity represented in the kernel with a control
block may be accessed uniformly from any node via the kernel’s operation invocation facil-
ity. This is true whether the entity is stored locally or remotely, and whether the refer-
ence originated from within a client object or the kernel itself.

All Alpha control blocks consist of a common header, followed by fields that are specific
to the particular entity that is being represented. The control blocks’ common header con-
tains: a globally unique identifier used to access the data structure, an indication of the
type of entity being represented, a time-stamp that indicates the time at which this struc-
ture was last accessed (to be used by the swapping function in selecting entities to be
deactivated), and a pointer to another control block (that is used for chaining them togeth-
er within a common hash table entry).

Each control block has a globally unique, non-reusable identifier in its header known as
an Alphabit idenrifier. In the current implementation of Alpha, an Alphabit identifier 1s
constructed using a simple distributed name generation scheme [Lampson 81]. An
Alphabit identifier is formed by concatenation of the following four fields:

« an indication of the kind of entity this is (e.g., individual, inclusively replicated,
exclusively replicated object, or system service),

* a unique node identfier (provided by the hardware),

* 3 count that is stored in permanent storage and incremented each time the node
crashes (or when explicitly rolled over),

 and a count that is stored within the kernel’s primary memory and incremented
each ume a new identfier is to be generated.

This structure is not visible outside of the kernel, instead they appear to the client as
unique, uninterpreted bit strings. The size of Alphabit identifiers was chosen to be large
enough to accommodate the number of requests expected during the lifetime of a single
execution of the application. An Alphabit identifier size of 48 bits was chosen because 1t
appears to be large enough to perform realistic experiments with, and yet small enough to
be used directly as logical addresses on the Ethernet. Also, the non-volatile portion of
the Alphabit identifier is provided by a battery backed-up time-of-day clock on the Appli-
cauon Processor board.
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The following paragraphs provide a description of each of the different types of control
blocks defined in the current release of the Alpha kernel.

3.3.1.1 Kernel Control Block (KCB)

This data structure represents the portions of the kernel that use the virtual memory
facility. This control block is used in order to make the kernel appear similar to client
objects with respect to its interactions with the virtual memory and secondary storage
facilities. Those portions of the kernel required to support virtual memory are permanent-
ly kept in primary memory (i.e., the pages are “wired”). The pageable portion of the ker-
nel consists of two memory extents—one for the kernel's heap and another for the ker-
nel’s virtual page heap. These regions constitute the great majority of the kernel’s mem-
ory requirements, making most of the kernel pageable. More detail on the kernel’s
virtual memory data structures is provided in Subsection 3.3.3.

3.3.1.2 Client Object Type Control Block (COTCB)

This data structure contains the kemnel’s representation of an object type definition.
This structure contains a standard control block header, a print string name for the type
description, a flag that indicates if the type is elaborated (i.c., whether an image of it cur-
rently exists in primary memory), a file control identifier, and a c-list for all of the well-
known capabilities for this type of object.

3.3.1.3 Client Object Control Block (COCB)

This data structure maintains all of the control and status information for a client object.
It includes the standard control block header, all of the object’s virtual memory informa-
tion, the identifiers of those threads that are currently active within the object, the capa-
bilities currently in the possession of the object, and the synchronization information for
the semaphores and locks associated with the object.

3.3.1.4 Client Thread Control Block (CTCB)

This data structure represents a client thread and includes all of the virtual memory
information for the thread, a pointer to the thread’s client stack, a pointer to the control
block for the object in which this thread is currently active, and a pointer to the control
block for the kernel thread associated with this client thread.

Each CTCB has an associated Kemel Thread Control Block (KTCB) which contains the
bulk of the information about the thread. All threads begin as kernel threads, and are rep-
resented with by KTCBs. When a thread (dynamically) transitions from being a kernel
thread to being a client thread, a CTCB is created and attached to the original KTCB.
Likewise, if a client thread returns to being a kernel thread, its CTCB is removed and dis-
carded.

3.3.1.§ Kernel Object Control Block (KOCB)

This data structure maintains all of the control and status information for a kemnel
object. It includes the standard control biock header, a pointer to the kernel object’s loca-
tion in the kemnel’s virtual address space, the current list of the capabilities associated
with the kernel object, and the data structures needed for the object’s associated
semaphores and locks.
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33.1.6 Kernel Thread Control Block (KTCB)

This data structure provides the internal representation of a kernel thread. In addition
to the common header, this control block consists of the thread’s identifier, a pointer to
its kernel stack, the thread’s exception stack, a (mutually exclusive) pair of pointers to
either a client thread control tlock or a kernel object control block, and the thread’s envi-
ronmenq.

In the current implementation, a thread's environment consists of: the current invoca-
tion depth of the thread, the thread’s current atomic transaction depth, the current state
of the thread (e.g., BLOCKED, STOPPED, or RUNNING), the thread’s current state
with respect to preemption (i.e., whether it is deferred or not), the current number of invo-
catons to roll-back on abort, the thread’s global importance, the thread’s current time
constraint, the shape of the current time constraint’s time-value curve, the expected
amount of computation time required for the current time constraint block, the amount of
time that has elapsed since the start of the current time constraint block, and the amount
of processing time that has been accumulated by the computation in its current time con-
straint.

3.3.1.7 Storage Object Control Block (SOCB)

This data stucture maintains all of the control and status information for secondary
storage entities (i.e., inszance and rype objects). It supports an operation invocation
interface between the virtual memory facility and the Secondary Storage Subsystem.
These control blocks provide the information necessary to associate an entity that
resides in primary memory (e.g., an object or thread), with a secondary storage entity
(1.e., a type or instance object).

This control block contains an indication of the kind of entity being represented (e.g.,
type or instance), the attributes of this entity (e.g., permanent, or atomically-updated),
the current state of the entity, and the device-specific addressing information needed to
access the entity represented by this control block within secondary storage.

Only those nodes with secondary storage devices will have this type of control block.
However, secondary storage objects appear to reside in primary memory, because opera-
tons can be invoked on them like any other object.

As a part of the function of the virtual memory facility, pages that exist in primary mem-
ory may be moved to their instance objects in secondary storage (and returned on
demand). Furthermore, when objects or threads have not been accessed for some period
of time, they may be swapped out to their instance objects, leaving behind only a vest-
gial control block. This is known as deacrivaring an object and is intended mainly for
client objects, which can be swapped out to disk and then reconstructed when referenced
again. The deactivation function also permits the migration of objects and threads among
nodes in the system (by reactivating them on different nodes).

3.3.2 The Dictionary

The Dictionary is a global data structure that contains pointers to all of the control
blocks 1n the system at any point in time. The Dictionary is implemented as a part-
toned, distributed database, where each node has a partition that contains references to
its local control blocks. A local partition of the Dictionary is implemented as a hash table
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of pointers to local control blocks, and accessed by Alphabit identifier. As control blocks
are instantiated, pointers to them are entered in the local Dictionaries. Once a control
block has been found in the Dictionary, a pointer to the desired data structure is returned
so that the associated data structures can be manipulated at will.

In support of the form of logical network addressing used in the current release of
Alpha, the Communications Subsystem has shared (read-only) access to the Dictionary.

Figure 11 illustrates a local portion of the kernel’s Dictionary with instance of various

types of control blocks entered into it, and being indexed into by an Alphabit identifier.
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Figure 11: Alpha Dictionary and Control Blocks

3.33 Virtual Memory Structures

This Subsection describes the data structures used to support virtual memory in the
Alpha kernel. Some of the data structures are provided by the kemel itself, while others
are dictated by the underlying hardware. For purposes of modularity and hardware-inde-
pendence, an effort was made to separate these components in the implementation of
Alpha.

This subsection only describes the data structures associated with the system’s virtual
memory management. The functionality of the virtual memory facility is described in
Chapter 7. '
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Before the virtual memory data structures can be described, it is necessary to be famil-
iar with the memory management hardware found in the Alpha testbed. Following a
description of the structures associated with the current testbed’s memory management
hardware, a description of the additional data structures used to manage entire virtual
address spaces (i.c., conrexts) is given. Finally, the data structures used in the manage-
ment of individual units of primary memory (i.c., memory pages) are described.

1.3.3.1 Memory Management Hardware

Details concerning the Alpha testbed hardware are given in [Northcutt 88c], however
the most significant aspects of the Application Processor’s memory management struc-
tures are summarized here.

The Sun-2 processor board used as the Application Processor in Release 1 of Alpha
consists of a M68010 CPU that issues 24 bit virtual addresses, along with a custom
designed Memory Management Unit (MMU) that translates virtual addresses into 24 bit
physical addresses and provides a form of access protection.

The structure of the Sun Microsystems version 2.0 MMU is shown in Figure 12. Con-
ceptually, this MMU consists of a two level of indirection look-up table, while at the next
level of dctail down it consists of:

» a Context Register that contains an index into the first of the two translation
tables. This index indicates the current address space (i.e., context) that the
processor is executing within by referring to a contiguous set of memory seg-
ment descriptors.

* a Segment Map Cache (SMC) that contains a set of descriptors for a set of mem-
ory segmenis—i.e., contiguous sets of memory pages. Each segment descriptor
contains an index into the ne ‘-level translation table.

* a Page Map Cache (PMC) tnat contains a set of descriptors for a set of memory
pages—i.c., fixed-length, contiguous spans of memory addresses. Each page
descriptor contains statistics for the memory page, an indication of the type of
page it is, protection information for the page, and an index into the physical
memory, pointing to the page of physical memory to which this descriptor refers.

This MMU hardware was designed to provide simple, high-performance virtual address
translation, and can be managed in such a fashion as to perform like an address transla-
uon cache. Switching between contexts that are loaded in the MMU is an extremely effi-
cient operation fi.e., :imply writing to the context register), however only a fixed number
of contexts car ' . loaded into the MMU at a time. Therefore, groups of entries in the
MMU tables m st be multiplexed among the set of contexts (i.e., threads, in Alpha) that
are currently active in the system. Furthermore, all memory protection is concentrated at
the page level, and so entries in the SMC do not include any information beyord an index
into the PMC. Therefore, a group of entries in the PMC must be reserved for reference by
invalid segments (1.¢., segments with no pages associated with them).
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Figure 12: Memory Management Hardware

It should be noted that the Sun-2 MMU provides support for standard, process-orient-
ed programming models (and UNIX in particular), and does not provide any special sup-
port for the thread/object model of Alpha. The Alpha programming model might be better
supported by an MMU structure similar to that found in the Digital Equipment Corpora-
tion’s VAX processor line. The VAX MMU manages the caching of translation tables in
hardware (via a Translation Lookaside Buffer), and supports a form of partial context
swapping (via the SYS, PO, and P1 divisions of contexts) that is compatible with the
implementation of operation invocations in Alpha.

3.3.3.2 Context Management Structures

In Alpha, the canonical virtual memory context contains the Kemel Proper, a clien:
thread and a client object. Each of the entities that appear in a context are represented
by control blocks within the kemel—i.e., the kemnel control block (K¢ 141, a client thread
control block (CTCB), and a client object control block (COCB). Euch of these control
blocks contains a field known as the segmenr map image, that contains the segment
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descriptors for the portion of a context that the associated entity occupies. Each segment
descriptor contains the current state of the segment (e.g., “invalid” or “loaded in this
context”), and the PMC index of the segment’s page descriptors (if it is currently load- F
ed). When necessary, the SMC is loaded from the segment map image fields of the

appropriate entities. Also, when changes are made to segment descriptors in the SMC,
they are also made in the segment map image fields in the affected control blocks.

In additon to the segment map images, these control blocks contain a collection of
pointers to the darta structures that represent the functionally related collections of memo-
ry segments (i.e., Exrzents) that make up an address space. These data structures are
known as Extent Descriptors, and consist of:

+ a pointer to the control block to which the described Extent belongs (this is part H
of the pointer chain needed to permit the page fault handler to identify the owner
of a given page)

« the identifier of the secondary storage control block associated with the Extent,
« the starting and ending virtual addresses of this Extent, relative to its context,

+ a pointer to the next Extent belonging to the given control block (i.e., the next
contiguous Extent in ascending order of virtual addresses),

» and a pointer to a list of data structures that represent each of the segments
that make up the Extent.

Memory Extents and their use in Alpha is discussed further in Chapter 7, while Figure
13 lustrates how they are used in conjunction with other virtual memeory data structures.

Sets of linkage pointers assist in the sharing of Extents by objects, and for dealing with
the multiple mappings of Extents that occur as the result of threads executng concurrent-
ly within a single object. Also, all control blocks referring to a particular Extent are
chained together, and a reference count is maintained to determine the number of control
blocks that are currently making use of the Extent. The Extent Descniptor also serves to
link together the virtual memory data structures of a control block (i.e., the control block
itself, its Extent Descriptors, and their segment-level data structures) and the secondary
storage images associated with its Extents.

3.3.3.3 Page Management Structures

The data structure that represents individual segments of virtual memory 1s known as a
PMAP, and contains: a pointer to the Extent Descriptor of which this segment 1s a part,
an array that contains the page map descriptors for this segment, another array that con-
tains the state of each page (e.g., RESIDENT, PAGED_OUT, or IN_TRANSIT), and a pointer
to the next PMAP in the Extent.

Just as the segment map image fields of the control blocks contain the segment descrip-
tors for the SMC, the page map image fields of the PMAP’s contain the page descrinrors
for the PMC. Similarly, the page map descniptors contained in the PMAP must be * uded
into the PMC for any of the pages in that segment to be accessed.
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3.3.3.4 Auxiliary Memory Management Structures

Along with the previously described hardware virtual memory structures, the Alpha
kernel provides a parallel set of data structures. These kemel-provided awxiliary data
structures are used to provide additional information for the kemel’s virtual memory facili-
ty. A decision was made here to trade space for speed, and so additional data structures
are provided beyond those logically required, in order to expedite the virtual memory func-
tions of the kemel. The physical structures that have these auxiliary structures associat-
ed with them are physical memory pages, the SMC, and the PMC. The segment map
table is a data structure that parallels the SMC, having an entry for each context’s set of
segment descriptors. Each segment map table entry contains pointers to the client
thread control block and the client object control block currently bound to the context.
These pointers provide linkages between a context slot in the SMC and the thread and
object that are cuwrrently loaded in the slot. In addition, each segment map table entry
contains an index to another context slot that is used to link the slots together into free
and in-use context lists. The information maintained in the segment map table entries is
used in multiplexing the SMC among all of the client threads that are active at a node.

Similarly, a data structure known as the page map table is provided to augment the
PMC. Each page map table entry corresponds to a segment’s worth of page descriptors
in the PMC, and contains a pointer to the PMAP for the segment currently loaded. Each
page map table entry also contains an index to permit the free and in-use entries to be
linked together by the kemel’s virtual memory facility.

A data structure known as the page state table parallels the physical memory pages.
For each of the application processor’s physical memory pages, there exists an enty in
the page state table that contains a pointer to the PMAP to which the physical page
belongs, and the page’s index within the PMAP’s page map image. When a physical
page is to be manipulated (e.g., for page-out, page-in operations, or on page faults), the
page state table provides the information necessary to access the page’s virtual memory
structures. Additionally, each page state table entry contains an index that is used to
link physical pages together for such purposes as maintaining the free page list or the list
of pages to be written out to secondary storage.

Figure 13 provides an illustration of each of the virtual memory data structures used in
Alpha.
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Figure 13. Virtual Memory Data Structures
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4

4.1

Scheduling Subsystem

The Scheduling Subsystem is one of the principle components of the Alpha kernel, and
is related to the other components of Alpha in the manner shown in Figure 2. In the ini-
tial release of Alpha, the Scheduling Facility consists of two parts—one that resides in
the Kernel Proper and executes on the Application Processor, and another which is
known as the Scheduling Subsystem and executes on the Scheduling Co-Processor.
These two components execute concurrently and interact via the Interprocessor Message
Interface (IMI). The Scheduling Subsystem is different from traditional scheduling facili-
ties in a number of ways—e.g., the Alpha Scheduling Subsystem:

* 15 cleanly and completely partitioned from the remainder of the kernel by way of
a well-defined scheduler interface (enhancing both its potential for parallelism
and its modularity),

« is able to operate i