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1 Introduction

The confidentiality of information in multi-level secure systems is maintained by
sanitising requests for information according to the requester's clearance. However,
information can flow indirectly through subtle modulations of shared resources - so-
called 'signalling channels'. These channels can be avoided in specifying secure
systems, but as a system specification is progressively refined in the design process,
extraneous behaviours can easily be introduced, opening up more and more signalling
channels. The process of constructing a system which is free from signalling
channels is therefore too-fold: firstly, show that the system specification is free from
threatening signalling channels, by demonstrating its correspondence to a security
policy model; secondly, prove that successive design specifications do not introduce
additional signalling channels, i e. they are 'secure refinements' of the system
specification.

This paper identifies 'behavioural equivalence' as a mathematical notion of secure
refinement for SMITE-based systems, and proposes suitable proof obligations It has
been suggested that a SMITE implementation is secure if its specification is Terry-
Wiseman secure [Terry891, and its safety-refined implementation is isomorphic to the
specification. Given that implementations are protected by an information hiding
mechanism [%Viseman90, it would seem that isomorphic implementations would be too
restrictive - they are certainly artificially complex.

The requisite mathematical notions are recalled in section 2 A discussion of secure
refinement in section 3 motivates the choice of "behavioural equivalence" as a useful
definition The definition is investigated in terms of irodel-onented Z specifications
(Spivey89) in section 4, and a proof obligation for behavioural equivalence is posited,
behavioural equivalence is difficult to characterise for non-deterministic systems,
and the limitations are sketched In section 5, behavioural equivalence is formally
defined as a means to proving the validity of the proof obligation

2 Signatures, Algebras and Morphisms

Z specifications describe algebras, but the algebraic concepts underlying notions of
correctness are best understood in the context of algebraic specifications The marin
definitions are recalled in this section.

Informally, a signature $is a set of sort names, together with a set of operator names
each of which has a declared syntactic structure (cf. type) formed from x and -. For
example, the signature of a cut-down algebra of number sets, called Bunch, might be
written.

s=zi bunch, bool, not
s= empty : bunch

insert, bunch x nat - bunch
ism : bunch x not - bool

A LAlgebra is a signature, Z, together with an assignment mapping each sort to a set of
values, called its carrier, and each operator to a total function, called an operationi

ln practre, the operations would not be defined directly in this manner Rather, the operations
would he defined indiretly by equations on the operators The algebra whch assgs total functions
and carrier sets to each operator and sort is then chosen from the set of all algebras sansfyng the
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The carrier of sort s in algebra A is written I A, 1. For example, let the carriers of a
Bunch-algebra A be the familiar mathematical sets of numbers and binary logic
values, thus-

I Ab I = (0, 1)

The operations are the familiar ones from set theory.

Ai..(bn) 0 bu(n)
A,.I,(bn) 2 if n c b, 0 otherwise

This readily accords with our expectations, and could be offered as a specification of a
system of bunches The Bunch-algebra B, on the ether hand, chooses unordered
sequences to represent bunch. thus

wi~th the operations

Biiin(b,n) 0ifn IrTan b, 0 otherwise

NowiA is the speciatiaon,, is a correct implementation
9 

This is precisely the safety
refinement problem B IS a Sofety refinement of A if B is homomorphic to A lJones86]

A hoooomorphism between two s-algebras is a total sorjection between the carrier sets of
the two algebras which preserves the semantics of the operations To show that an
slgebra B is homomorphic to algebra A entails

1. constructing on interpretation of the corriers of B (wrt the carriers of A)
e. a total surjectioo from each carrier set of B to its corresponding

carrier set of A lcf retrieve functions lJonos86l))

2 for each operation, sod each input- proving that B's definition interprets
to A's definition

In the example, suitable interpretations of the carriers of Bin terms sf the carriers of A
is

ibunch n ), bseq N -ran b

ibeoo = (1-1,0-0)
mnat = idli

To prove the inr operation, for example, we must show for any bunch b and ony

equations, depending on loss the equations are imtrpreted (aeg 'terso algebra (Goguen78]) The
algebras are explicitly defined in this aectons purely to otiovate the algebraic notoes underlying
refinement
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number n,

ibunch(B-,0 (bn)) = A_,(ibunch(b), mat(n))

which is expanded successively using the definitions of B_1uer and A,.,i, then ibunch
and inat, as follows:

=> ibunch(b-en) = (bunchb)u~inatn)
=> ran(b^(n>) = (ranb)u(n)

which is a property of the range of a catenated sequence. It is easy to show that the other
operations preserve the interpretation, and thus B is homomorphic to A

Two algebras are isomorphic if they are homomorpbic as above, and the interpretation
is a total bijection. In the example, the only algebra (with I Bbh I = seq IV ) which fits
this property uses ordered injective sequences For example, the set 11,3,5) must be
represented by the sequence <1,3,5>, and cannot be represented by <1,5,3> for instance.
Also excluded are representations which include 'junk' - e g <1,3,3,3,5> A more
telling example involving junk is a sequence and pointer, for instance:

<1,3,5,9>

The fourth element of this sequence is junk, but its presence renders the representation
non.isomorphic. The representation could be made isomorphic by insisting that the
number of junk elements is constant, and that all junk is the same value (e g 0) Such
a compromise can be a nuisance when scaled up (e g. field padding in database)

3 Secure Implemntations

Algebra B above is not isomorphic to A, because the ordering and duplicaton of
elements within a sequence is not unique One might argue that B is an insecure
implementation of A, given the knowledge that elements are catenated successively by
insert However, by hiding the carrier set of bunch from every user of the algebra B,
any information subtly encoded within the stored sequence cannot be decoded -
information can be transmitted, but never receivedi. Thiz is the purpose of data hiding
in SMITE. Under this interpretation, we have shown a non-isomorphic, secure
implementation

Other non-isomorphic implementations might not be secure, however For example,
suppose the signature in the above example had another sort, called display, and an
operation

show bunch - display

which shows the user which elements are in the bunch Suppose the algebra A defines
the new carrier and operation as

I Ad,ipi.y I R tN
Aho(b) 9 b

but suppose B defines it as

'Other than by observing modulations in response tine
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The problem is that the user of B can now observe nodulat,ons in the use of the bunch by
performing Show. B is not isomorphic to A Clearly, *hiding" display would contradict
its purpose, so we must reject B as an inseure implementtion of A. Even )f the display
was always presented in the same order, duplicat elements would constitute a
signaling medim Therefore, suppose algebra C is the same as B except that it does

not store duplicate elements (the stored sequences are injective), and C~ho displays the
stored sequence in a fixed order, thus:

I Ctoj I = iseqlN
I Cdplly I = iseqV

Caw(b) 9 orderb

where the function order re.orders any sequence of numbers in non-decreasing order
(eg order <3,5,1> - <1,3,5>) C is a secure implementation, but it is still not
isomorphic to A. because any set of numbers corresponds to possibly many distinct re.
orderings of the stored sequence

What then is a secure )mplementation7 The answer is one which behaves the same as
the specification with respect to the non hidden sorts Hence Behavioural Equivalence
[Sannella83l The following definition of b e is given in [Sannella84l

"Two algebras are behaviourally equivalent with respect
to a set of observable sorts if and only if they give
corresponding answers to e ery computation taking
inputs of observable sorts and yielding a result of
observable sort"

In the equational specifications expounded in [Sannella83,84, Goguen78], this property
can be shown by checking the definitions of observable operations against the
equations on observable sorts Their only problem is finding an algebra w hich
corresponds to a sufficiently loose interpretation of the equations (e g 'initial' algebra
[Goguen78])

Z specifications are usually not described exclusively by equations Instead we define
pairs of models, one ofwhich is the specification, the other the implementation, and , e
don't have equations to test for behavioural equivalence Also, Z specifications are
non-deterministic in general, so they describe sets of algebras We need to show that
representative algebras of each specification are behaviourally equivalent, without
reference to any equations This might be achieved by showing a one.to-one
correspondence between output variables in operation schemas This is investigated
informally in the next section

4 Behavioural Equivalencein Z

4.1 Z Specifications and Refinements

The Bunch example from above is re specified in Z Then a p-oof obligation for
behavioural equivalence is posited and investigated

Toe carrier set of the bunch in algebra A above is represented by a state schema in Z, as

iAlthough the mterpretaton for display is bijective
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follows:

Bunch a [b Pi I

The operations are also defined using schemas in the usual manner, one schema per
operator of Runch.

Empty A I Bunch' b= 0

Insert A (Bunch; Bunch'; i?:IN I b=bu (i?) I
display = IN
Show 0 (Bunch, d' display I d! = b I

The (insecure) bunch representation (algebra B above) is represented by the following
schemas:

Binch5  5 1bt:seqVl]
Emptyt C 1 (Bunch1 ' I b, = <> I

Insert, A I Buncht; Bunch', i?.H I bL = bt >
display, seql
Show t  a (Buncht; dt' display t I d1' = bi I

The relationship between the states of these two specifications is described by the
following abstraction schema:

Abs I Bunch; Bunch, I b = ran b ]

This schema corresponds to the homomorphic mapping ibunch above

The (secure) implementation algebra C, differs in the treatment of injective sequences
in the state and the ordenng of the display

Bunchl t  a [bt:iseqt)
Insertli a [ Bunch t , Buncht', i? : N I

a5 ranb 5 ., b5  <?>
iloranbs.,b1 =bI]

displayl t  (s iseqV I stranorder)
Showl t  I [ Bunch,; dt!display I d

i = 
order b I

In the example, neither of the implementations is isomorphic, because many distinct
re-orderings of the sequences correspond to the same set of numbers (many-to one) In

order to make the lost implementation isomorphic, we would need to store the sequence
in sorted order, rather than ensuring that only ordered sequences ore output This
seems convenient enough in this simple example, but it might not be so convenient in a
more complex system On the other hand, some systems can only be implemented
efficiently with unique stored representations. The point is that the implementer
should be free to choose the most convenient representation, without unnecessary
algebraic constraints

This leads us to consider a weaker notion of secure refinement, which is independent
of the algebraic relationship between specifications (morphisms) A refinement is
secure if it is correct, and it does not introduce new observable behavours. Therefore,
we only need to check that corresponding operations behave equivalently up to their
outputs



4.2 Proving Behavioural Equivalence

The notion of 'behavioural equivalence' has been proposed for some years as a
semantics for abstract data types (Sannella84l, where a data type description
encapsulates its private state within a fixed set of operations. The operations are
permitted to manipulate the state, but otherwise. the operations must be used to effect the
state indirectly. The operations make observations on the state by proxy, but east those
observations in terms of other, user-visible data types Once an abstract data type has
been specified, it does not matter how the implementation works internally, as long as
it offers the same observable behaviour promised by the specification.

The attraction of behavioural equivalence in the interpretation of abstract data types is
that it more closely reflects the 'black box' view of an abstract data type. Morphisms, on
the other hand, deal with the internal structure of the data types - more akin to a 'white
box' view The data hiding mechanism in SMITE is based on the black box approach.
Black-box interpretation is a weaker notion of'correctness' in the following sense, for
any algebra, the set of behaviourally equivalent algebras is larger that the set of
'morphous algebras In software engineering terms, the implementer is less
constrained. The treatment of behavioural equivalence in abstra- data types has
focussed on algebraic specifications, but Z specifications are model-based A definition
of behavioural equivalence in terms of Z specifications follows

In general, two systems are 'behaviourally equivalent' if there is a one-to-one
correspondence between the results of 'executing' corresponding sequences of
operations Inductively, this is the case if corresponding operations have a one-ta one
(actually 'bijective') output correspondence Consider state spaces S and Si, related by
the abstraction Abs, along with the operation OP and its implementation OPI, as
follows.

Abs 0 ( S, S, I
OP 2 [ S; S',.l .o' 0 1 1
Opt [ S,; S'; 1, o'O I..

(Assume that inputs are not refined)

For corresponding operations OP and OPI , the output correspondence is the following
relation

out= (OP, OP; Abs; Abs • (ot', ))

We must show that the output correspondence is a total bilectioni
, 
thus

i- out, O,-.O

The obvious way of proying this property is to construct the output correspondence
relation from the operation definitions and the abstraction, and show it is bijective
Indeed, such an output correspondence relation is required in order to prove the
'correctness' of the operation

2 
In the case of the Show operation in the first (insecure)

refinement above, the relationship is as follows

(Show, Showt; Abs, Ab' (os'. o))

'In prace, the output correspondence will often be an identity function
"Although the published refinement methods usually gnore this
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Which can eauly be =Vtni td frm the SE=o Cnd SEcor epraam uee /=cee

b-uttheasadonAbsqanZesb=rx ba.s no teu CccrendtCMerdacost-

Nbseoqttbi?4 - (bs)rab))

whid, although fudx4is cleaily =a hiective. since *=me &sxizd tt OqCcl Bare

the same range (eg. rar <Z3> - rap <32A) -Ihe refizemont is thefe--re Mcut see.
The correspondence for: - second (secure) mdefi ont- is

absoutS = IShco;Sho.et-:Abs-.Abo - (oCc,!o)

sshich, since ot! = order bi. ad 0! = b in the dedfnitics (fSkoor and Shore),. is as
follows:

but again the abstraction reduces the output correspocidence to

fbtiseqrtb:ET4 - (order b5.ran bL)
i.e.

" btdisplaylt - ranb

sshich is a total bijection because each set of num.bers has a unique order.,.The second
refinement. %ith its non-duplicate, unordered sequence is therefore secure.

4.3 Non-determinism

Behavioural equivalence is only valid for deterministic specifications'. where the
outputs of operations are uniquely determ ined. Oth~erwise, non-determinisin renders
the output correspondence non-functional For example. suppose the bunch
specification provided an operation to select an arbitrary number. thus

Select 20 Bunch; nflI beD n' cb

The number of possible outcomes from Select is Sb. Suppose its implementation alsa) s
0i e deterministically) selects the minimum number, i e.

Selectt Buncht. nti11 I bo = nL! = I ad(order bs) I

Now the output correspondence is os follows

(bs-seqiltn-ranb, - head(orderb,).n)l

which is a (one-to-many) relation since, for example if b,= <7.2>, the Correspondence
is

(2-7,2.-21

iThe austroris grteful to Professor C B Jones for poveog tis wLi

9



Athocgb the rc=-X= is raised by :u-te-omsp Scavous 2: ix the systems
-Eid mcas: he determisi_ in coer -- us the a ecationxu may be loose. pos

semre roflnomntis based Co --rptis of the speditk5M =a systo= as s=ch. s we
one ft-od to zssanme tbat the spetifmiic is its&~ doer--nbc (with res-Pect to
c::;xts1 Mchsaisa pthrupeccV!XMc f-_ the ciperaiocs.

Thbe roastcou to dO trmoniati sPeCifiratoos dors not: preclude looseness' an the
&fi=m cf constas l;CVnoySM For ezzampe. om, selectio peration coulSd choeits
waken is a fixed CiLe. fznctional) maune-. b--- the basis of the choice a= be left
cmspE- thus:

choose :FlX-f
Select ; B(_; luhnIbs. - =tcoseblI

The above impleentation spifiction, Select', is only correct if the choice of the
iumstored number is in one-to-one correspondence with cloose. and it is

con istimt with hr.

The a ecficatios of state variables can be no -etermiistic. as long as the non-
detrminismn is resol-ed by the specification of output variables. In an abstract
speification. Le. without redundancy tc.. non-determ.inisai i-s the state is likely to

giv rsetono eutnin n heouputs lopeeton specificatioS. on theother hand, introduce genuine redundancy, so non-determoinistic state
transformations are more likely to be concealed- In the bunch eample. the secure
implemtntation determined the order of the bunch sequence from the order of
insertions. This was sorted for outpurt. Homerei. the implementation specification for
Insert could have made a nonm-deterministic choice for the position of the new number
in t state, thus-

lnsertl1 ^ [ Bunh 5;Bunch ;P i? I
iran mranWb= ran bsuli'i

i?crznbt,~bk )

This even allows existing numbers to be re-ordered The important point is that the
system never outputs any clues concerning the stored order. Notwithstanding non-
determinism in the specification of state transform ations, it will often be more
convenient and efficiert to factor output filtering to the state itself. In terms of the
examiple, the bunch would be stored in number order. This makes the implementation
isomorphic to the specifimation, purely assa matter of convenience. In practice, other
redundant information in the state would make it quite difficult to force
representations to be one-to-one, %hich is the very reason we propose the more relaxed
notion of behavioural equivalence.

The usual criteria for correctness of representations corresponds mathematically to
homomorphism Our definition of secure refinement uses the machinery of
homomorphism in constructing a proof of behavioural equ.valence. ltipkowi6l
suggesto a generalisation of horwomorphism called 'simulation* which accommodates
non-determinism in observ-ationally eqsavalent specifications This could be a
fruitful line of research for secure refinement, if the restriction to non-deterministic
specifications proves to be Impractical

In the next section. behavioural equivalence is formally defined as a means to
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5 Formal Treatment

5.1 Systa

I* this setscm. Ubhsan F;r!ece is (minally dtfdbed. and thepro bgta
dte7re-o:=s section iss!:a- tos zduwL.har±t & ltae iuc-. -€on.

A stae transE6io relation =n a oo-e--;y set efgsatesS, a oon-em:9ty set ciamtslZa
0on-mpty Wseo 0=:cp=t 0. and a nsao-empt set of operation nemes OPS defines for
eali operacin. inpot. and- state. possube state. cep-- catoms 14t the set Of a2H
c _e:e=is OPS. the se-t cll mpctal. . sb t dtcl possible states S and onpts Obe
fixed.

lOPS. LS.0

The set of all state trantion relations is detn-ed as fllos:

TR (0pS 1. S) -(S 0)

A s ste is modelled by a nn-tpty set of states Z a non-erpty set of outputs 0. an
initial state n. and a state transition relation r.- on these sets. The set of all systeMs is
defined as follows:

r- Syste
Z: F'0

n0. TR

next. (0PS=lI -t ~f
domnext = (OPS x In

The initial state is a state of the system. the state transition relation is restncted to the

states and outputs of the system, and the transition relation is total.

5.2 Behaviour

A system scenario, is a sequence of operations invoked with their inputs, and the
corresponding output "behaviour- is a sequence of states and outputs The set of all
possible input scenarios is called Scene, and the set of all possible output behaviours is
called Behaviour.

Scene == seq (OPS . I)

Behaviour == seq (S 0 0)

The behaviour of a system with respect to a gisen .ital state is described by the
following iterator. which determiner for any trans:.ion relation ir. a function of any
starting state si - giving the relationship betueen scenanos and possible behaviours.

IIt



CY scnu I S.<
Wts SOWb~ =flibtr- ep (ti (sp)(tls

iter = t(Thtad A) sz-Ila A) At )D

5.3 Outpu.Deieanin siSystem

We onl coS-der dteiii syStms it. July StenaiD gives. rise to a unique output
behavior. The output behsaviour corespeirdin to a behavior sequence b.Sehcniour is
biond. This observation is generallised for the iterated state transition relation by the
specal operator sd. su=6 that rron fpiod a is a relation betwreen input scenarios
and output behaviours.

[- AB.CI
_seqfe~B C) - (A.-seq(C))

ssnd = (ir(IA. seq(BxC)) - r;snds)
Ichor

sods z= (is seqIB~C) - s;srnd)

The Set of -output d~termsnmistic s) stems. Dsystein. is defined as the set of systems uith
functional input-output behaviours.

r- Dsystem.

Isten,

[-.. ;sd .c - (Scene- seq )

This property enables us to write the ternm nea t ('pared a s to refer unambiguously to the

output behaviour of a deterministic system started in its initial state a, executing the
input scenarios

Lemma Ll. An output deterministic state transition function, iterated on an empty
scenario, yields an empty output behaviour

Doystem i,. (nextk;ssnd) a <> = <

5.4 Behavioual Equvalence

Tao systems, A and B, with the same input set I and operation names OPS are
behaviourally equivalent, witten A be B, if and only if both systems Produce
equivalent behaviours for any cznceivable scenario a, up to a bijective interpretation of
outputs infeeg

12



abebs
(2 - b) ( DsyrAto DiysU=&a I

Cei.:fc(OFs~.)- D,, Yascue.
I~; s ~= (S z ((eo;oad eop))I

uoere thie cp#= e*ineis two eq-.al leagh se,-encts in a porntuise fzabic. tb=a

M&E)
F-j(seq(A) . seq)) - se-(AB)

I %a-seq(Wb,-eq(B) I fzs*o a - (ai. smz

Le==m 1-0: The pointsdse combination of the empty smesne is the empty seipienw.

5.5 Proof Obligations

The set of all possible outputs from a gis en operation op. %Tiaen o op tr is defined as
follows

o: OPS -TR - FO

0 = xopO0PS -xtr.TR -ran(ran((lopl.S)4tr)

Proposition Tiso output deterninistic systems, A and B. are (ma.bc) behaviourally
equivalent Wsith respect to an abstraction relation cba if each operation induces a total
bijectian on the outputs of the corresponding state transition fuinctions, thus

inabc, (S .- S) - (systemn - Dsysteni)

an~e abs S.- S
J Doystem,. Dsystenii I

abso t A -. qA O) c abs.

VOpO0PS .
outabs, c (o op nestB)i- (n op OOxtA)

wlher
outabs= lI 1, c a4 0 [h.-i S A c abs

(nextA;snd (op, i, qA). nextB;Snd (OP, i, t05))

This io not an alternative definition of behavioural equivalence, but is a sufricient
condition on the operations of a s) stem to guarantee it

13



5.6 Vaidty

ilefinement can be =unnadased by the fallosing collective proof obligations: the
specifications, must be outputf decenoirisic: One specification coast, efy-refire the
other - this proems yields an, asractisn relation and a prodf that all operations are

xanor ic .i respect to this; and finally a Proof that coresponding operations from
the two specifications oach have a bijective output correspondence. These proof
obligations are specified in the follosing schema:

S
D* -1.m: Dyse-

ORaAbs b

OPS~iGZ.:o c;
0

5 aA' abs .

j abs nets;fi=opj.c;B)l fi ncxtA;fs4iuop.icaA))[ Olsystem . BDstm 3)0 c (ma~be abs)

The validity of maybe as a profobligation is stated as folloiss.

Proofoblig

ODs~stem, be tMsystem

5.7 ValidityProfOutline

An outline proof of validity for the proof obligation folloiss Examining the definition
of he, iso show for eveiy pair of deterministic systems, the existence of a bijectivo
interpretation function wohich translates all outputs from one system to the
corresponding outputs of the other There are four main steps:

1. Generalisation prose validity for any tsso systems A and B
2 Existence posit an assignment for interp
3 Bijectivity: prove that inferp is bijective
4 Induction prove that interp translates oll output sequences from B as

corresponding output sequences from A.

Step 1 simply involves dropping the universal quantifier, reducing the argument to
any tisa systems Dsysteni and Dsyatem, Step 2 constructs the following assignment
for irifeep, based on obsoat in the definition ofmo3be-

interp = U ( op OPS

(op, nentA;snd (op), i. (o4)), neotB;snd (op, i, ooB) I

Step 3 shows that interp is bijectise.

14



The antedentcftse proif obligation establishes for each operation op that Lie function
abot. Le.

is a total bijection on the inputs and cetputs of the ccrespcsiding: operaition. Our
assignment to irterp is the union of all of these bijections, ezch labelled with its op.
This labelling partitions the bijectiono, so the union is Aso bijective. The u=icn is
total, since each component bijetion is total. and there is ote component for every
operation.

The:nain proof step (4) is requires us to prove that inierp actually translates the outputs
of systemn B to the outputs of system A. ie.

V s:Scene - (nextA*;suod) aa s (s;fst z ((nec6*;ssnd) a,* s);interp)

ishich is proven by induction o the sequence a.

The base of the induction, with s<> is as follows:

(next,*'f;ssnd) is <> = (e>;fot X ((next%4i;ssnd) c o>);uterp)

Applying lemsma LI to the left and right of the base case, reduces it as follows

= (e;fstX co);interp

which is discharged by lemma L2. since the composition of on empty sequence with a
function is the empty sequoe

The induction step is as folloos Assum'ing 'he property holds for a non-empty
scenario 1, 1 e

(next.4k;ssnd) is t = (t;fst X ((nexAl4;ssnd) a. 0 ;interp)

prove it holds for the scenario f extended with the operation op had input i , *

aS- '<(oP'il>, as follows.

(next,4+;ssnd) ai, lt-(opjik)=

This is the case if the output behaviours of A and B correspond ove- the initial scenario
f, as %ell as the additional operation, op with inputsi (which amounts to distributing the
iterated transition functions over sequence catenation, snd further distributing inlcrp
through sequence catenation). The Corresponding subgoals are

Wi (nestA l;ssnd) cu, t = (t;fst X ((nexs*;ssnd) ci t);iterp

(ii) V ci sndllaslnext4r ci, tB; ar-sndflaslnexta* ao tH l
nextA;Snd (opi, or, ) = inter(op. nexts;snd (opi, 0w))

The first subgoal Wi is the induction hypothesis The second subgoal (Di) requires u, to
show for the extra input, that the interpreted output from B is identical to the output from
A, for each possible state a., after executing A over t, and each corresponding state a.
after executing B over i The proof step is valid because the systems are deterministic.
and the states r, and as, see guaranteed to be 'equivalent up to abs (safety refinement)

15



In other words, both systems make the extra state-transition from the same starting
point, The proof of subgoal (ii) follow s by generalisation on c,. and cr, and expanding
the definition of inter

This outline proof has been mechanically checked using the B-tool IBP1I. The only
additional simplification made was to exclude "type-checking from the proof
lemmas. It would be valuable to fully elaborate the formal proof, and to remove
simplifying assumptions such as unique initial states. Also, the relationship with
other refinement activities should be investigated, perhaps integrating the process of
constructing output abstractions into the safety refinement process

6 Conclusions

As the specification of a multi-level secure system is refined, extraneous behaviours
introduce signalling channels Isomorphic refinements do not expose any more
signalling channels than are already present in the specification, but our experience
shows that eliminating implementation tricks such as redundancy and unreachable
states, increases the mathematical complexity of refinement. Using a looser notion of
secure refinement based on behavioural equivalence, in concert with a data hiding
mechanism, the implementer is afforded greater freedom without any loss of
information flow security We have shown that it is eas) to prove behavioural
equivalence of deterministic systems For non-deterministic systems, it might be
possible to define an analogous notion based on 'simulation'.

We have attempted to characterise secure refinement as liberally as possible, and
proposed suitable proof obhgations. but as our definition is independent of the security
policy, it is slightly over-cautious, although not as over-cautious as isomorphism
However. the process of dischargiog the new proof obligation is preferable to re-
addressing the comples security pohc3 correspondence at each refinement step
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