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1 Introduction

The confidentiality of information in mulu-leul secure systems is maintained by

samhsmg requests for mformahon g to the 'S However,
tion can flow indirectly th h subtle modulations of shared resources — so-

called “signalling ch 15~ These ch s can be ided in specifying secure
systems, but as 2 system speciﬁcaﬁen is progressively refined in the design process,
extraneous behaviours can easily be introduced, opening up more and more signalling
channels. The process of constructing a system which is free from signalling
channels is therefore h\o-fold fi rslly, show that the system specxf cation is free from
threatening signalling ¢h s, by d ing its corresp to a security
policy model; secondly, prove that successive desxgn specifications do not introduce
additional signalling channels, ie. they are ‘secure refinements’ of the system
specification.

This paper identifies "behavioural quivalence™ as a mathematical notion of secure
refinement for SMITE-based sy , and p ble proof obhgati It has
been suggested that a S\HTE xmplememanon is secure 1if its specnﬁcahon is Terry-
Wiseman secure [Terry89), and its safety-refined implementation is isomorphic to the
specification. Given that implementations are protected by an information hiding
mechanism [Wiseman90], it would seem thaf. 1somorphxc implementations would be too
restrictive - they are certainly artifi

The requisite mathematical notions are recalled 1n section 2 A discussion of secure

refinement in section 3 motivates the choice of ‘behavioural equivalence’ as a useful

defimtion The definition 1s investigated in terms of model-onented Z specifications

[Spwey89] in secuon 4, and 3 proof bl for beh quival 15 posited,
1s d It to charactense for deterministic syst

and the hmltahons are sketched In section 5, behavioural equivalence 1s formally

defined as a means to proving the vahdity of the proof obligation

2 Signatures, Algebras and Morphisms

Z spearfications describe algebras, but the algebrai pts underlying notions of
correctness are best understood in the context of algebraic speaifications The mamn
definitions are recalled in this section.

Informally, a signature Zis a set of sort names, together with a set of operator names
each of which has a declared syntactic structure (cf. type) formed from x and -, For

example, the signature of a cut-down algebra of number sets, called Bunck, might be
wniten,

sorts  bunch, bool, nat

opns  empty : bunch
insert: bunch x nat — bunch
isin : bunch x nat ~s bool

A TAlgebra is a signature, Z, together wath an g each sort to a set of
values, called its carrier, and eath operator to a total funchion, called an operation?

n practice, the opuauons would not be defined directly 1n this manner Rather, the operations
would be defined indirectly by on the op The a'gebra which assigns total functions
and carner sets to each operator and sort 15 then chosen from the set of all algebras satisfying the




The carrier of sort s in algebra A is wnitten 1 4, 1. For example, let the carriers of a
Bunch-algebra A be the famihar mathematical sets of numbers and binary logic
values, thus

Ao | = BR
1A | = {0,1)
1! =N

The operations are the familiar ones from set theory.

Acxpty ¢ {)
Agsenbn) £ bu{n}
Auin(bn) @ ifn cb, Ootherwise

This readily accords with our expectahons. and could be offered as a speaification of 2

system of bunches The B g B, on the other hand, chooses unordered
sequences to represent bunch, thus

I Byonch ! = seqN

| Byoar | = (0,1)

1By! =N

wath the operations

Bempey <>
Biasen®n) & b ™<n>
Biun(b,n) € ifn cranb, 0otherwise

Now if A 1s the specification, 1s £ a correct implementation? This 1s preaisely the safety
refinement problem B 1s a safety refinement of A xf B 1s homomorphic to A [Jones86)

A homomorphism between two E-algebras 1s a total surjection between the carner sets of
the two algebras which preserves the semantics of the operations To show that an
algebra B 1s homomorphic to algebra A entails

1. constructing an nterpretation of the carners of B (wrt the carmers of A)
1¢. a total surjection from each carner set of B to its corresponding
carnier set of A (cf retrieve functions {Jones86}),

2 for each operation, and each input: proving that B's defimtion interprets
to A's defimtion

In the example, suitable interpretations of the carners of B in terms of the carners of A
18

tbunch = abseqN.ranb
sbool = (1+1,0~0)
inat = N

To prove the tnsert operation, for example, we must show for any bunch b and any

g on how the eq are interpreted (¢ g ‘term algebra [Goguen78)) The
algebras are exphc‘.tly defined 11y this section purely to naotivate the algebraic notions underiying
refinement
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number n,

1bunch(Bypsent®,n)) = A,peeribunch(d), mnat(n))

dod

which is exp ly using the defi of Bypgere and A,ngers, then tbunch

and inat, as follows:
=>  ibunch® “¢n?) = (bunchb)u(inatn}
=> ran(b "¢<n?) = (ranblu{n)

which is a property of the range of a catenated sequence. It is easy to show that the other
operations preserve the interpretation, and thus B is homomorphic to A

Two algebras are isomorphic if they are homomorphic as above, and the interpretation
is a total bijection. In the le, the only algebra (with § Byunca t = seq &Y ) which fits
this property uses ordered injective sequences For example, the set {1,3,5) must be
represented by the sequence <1,3,5>, and cannot be represented by <1,5,3> for instance.
Also excluded are representations which include junk' - eg <1,3,3,3,6> A more
teling ple involving junk is a seq and pointer, for instance:

<1,3,5,9>
)

The fourth element of this sequence is yunk, but 1ts presence renders the represeniation
phic. The rep t could be made 1somorphic by msisting that the
of junk el 15 t, and that all junk 1s the same value (e g 0) Such

a compromise can be a nuisance when scaled up (e g. field padding 1n database)

8 Secure Implemantations

Algebra B above 1s not isomorphic to A, because the ordenng and duplhcation of
elements within a sequence 15 not umque One might argue that B 1s an ansecure
smplementation of A, given the knowledge that el ts are catenated ly by
wnsert However, by hiding the carner set of bunch from every user of the algebra B,
any information subtly encoded within the stored sequence cannot be decoded -
information can be transmitted, but never recesved!. This is the purpose of data hading
i SMITE. Under this interpretation, we have shown a non-isomorphic, secure
implementation

Other i phic smp! tations mght not be secure, however For example,
suppose the signature 1n the above example had another sort, called display, and an
operation

show * bunch — display

which shows the user which elements are in the bunch Suppose the algebra A defines
the new carrier and operation as

[ Aduphy [ [

Apow®) & b

but suppose B defines it as

10ther than by observing modulations 1n response time




| Busplay ! =
Bpowt) &b

The problem is that the user of B can now observe modulations mn the use of the bunch by
performing Show. B 1s not isomorphic to A Clearly, "hiding’ display would contradict
\ts purpose, so we must reject B as an insecure implementation of A, Even if the display
was always presented in the same order, dupiicate elements would constitute a

ignall d Therefore, supp Igebra C is the same as B except that it does
not store duphicate el ts (the stored seq are injectave), and Coroy displays the
stored sequence in a fixed order, thus:

IChynan! = iseqN
I Capray | = 15eq B
Cahow(b) & orderb

where the function order ders any seq of bers in d g order
(eg order <3,5,1> & <1,3,55) C is a secure implementation, but it is stail not
isomorphic to Ah because any set of numbers corresponds to possibly many distinet re-
orderings of the stored sequence

What then 1s a secure ymplementation? The answer 15 one which behaves the same as
the speafication with respect to the non hidden sorts Hence Behavioural Equivalence
{Sannella83) The following defimition of be 1s gven in [Sannella84)

“Two algebras are behaviourally equivalent with respect
to a set of observable sorts »f and only if they give
corresponding  answers to every computation taking
wnputs of observable sorts and yielding a result of
observable sort "

In the equational specifications expounded in [SanneNa83,84, Goguen78], this property
can be shown by checking the defimtions of observable operations agamnst the
equations on observable sorts Their only problem 1s finding an algebra which
corresponds to a sufficiently loose anterpretation of the equations (e g imtial' algebra
[Goguen78))

Z speaifications are usually not described exclusively by equations Instead we define
pairs of models, one of which is the specification, the other the ymplementation, and *re
don't have equations to test for behavioural equivalence Also, Z specifications are
non-determimistic 1n general, so they describe sets of algebras We need to show that
representative algebras of each speafication are behaviourally equivalent, without
reference to any equations This might be achieved by showing a one-to-one
correspondence between output variables in operation sch This 15 investigated
wnformally 1 the next section

4 Behavioural EquivalenceinZ
4,1 ZSpecifications and Refinements

The Bunch example from above 15 re specified :n Z Then a proof obligation for
behavioural equivalence 1s posited and mvestigated

The carner set of the bunch n algebra A above 1s represented by a state schemain Z, as

Although the interpretation for display 15 byective




follows:

Bunch & (b PN)
The op are also defined using sch in the usual manner, one schema per
operator of Bunch.

Empty # [Bunch' ib'=(}

Insert &  [Bunch;Bunchii?2:RIb=bu (7}

display == PN

Show ¢ [ Bunch, d' display 1 d!=b )
The (i ) bunch rep: t (algebra B above) 1s represented by the following
schemas: .

Banchy &  {IyiseqN)

Emptyy, & {Bunch'ib'=<>)

Inserty @ [ Bunch;Bunch(,? . Hib'=h ™ <« ]
display; == seqN

Showy @ [ Bunchydy display, d'=by )

The relationship between the states of these two specifications 1s desersbed by the
following abstraction schema:

Abs = {Bunth; Bunch; | baranby]
This schema corresponds to the homomorphic mapping tbunck above

The (secure) ymplementation algebra C, differs in the treatment of injective sequences
in the state and the ordenng of the display

Bunchl, @ [by:iseqN)

Insertl; & [ Bunchy, Bunchy',s?: N |
eranb ab=b T o v
Weranbyab'zh 1

displayly == {sseqN1scranorder}

Show}, @ [ Bunchy;di"display, | d,'= orderby }

In the example, neither of the mmplementations is isomorphic, because many distinct
re-orderings of the sequences correspond to the same set of numbers (many-to one) In
order to make the last implementation 1somorphic, we would need to store the sequence
n sorted order, rather than ensuring that only ordered sequences are output This
seems convement enough in this simple example, but it might not be so convement in a
more complex system On the other hund, some systems can only be implemented
efficiently with umique stored representations. The point 1s that the implementer
should be free to choose the most convement representation, without unnecessary
algebraic constrants

This leads us to consider a weaker notion of secure refi which 1s independent
of the algeb relationship bet pecaifications (morph ) A refi t 18
secure 1f 1t 15 correct, and 1t does not introduce new observable behaviours. Therefore,
we only need to check that corresponding operations behave equivalently up to their
outputs

N b b - e e e o - = e s e
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4.2 Proving Behavioural Equivalence

The notion of 'behavioural equivalence’ has been proposed for some years as a
semantics for abstract data types [Sannella84), where a data type description
encapsulates its private state within a fixed set of operations. The operations are
permitted to manipulate the state, but otherwase, the operations must be used to effect the
state indirectly. The operations make observations on the state by proxy, but cast those
observations in terms of other, user-visible data types Once an abstract data type has
been speafied, 1t does not matter how the impl. jon works int ily, as long as
it offers the same observable behaviour promised by the specification,

The attraction of behavioura) equivalence in the interpretation of abstract data typesis
that st more closely reflects the black box' view of an abstract data type, Morphisms, on
the other hand, deal with the internal structure of the data types - more skin to a ‘white
box' view The data hiding mechanism in SMITE is based on the black box approach.
Black-box interpretation is a weaker notion of ‘correctness' in the following sense. for
any algebra, the set of behaviourally equivalent algebras is larger that the set of
‘morphous algebras In software engineering terms, the implementer 1s less
constramed. The treatment of behavioural equivalence in abstraw. data types has
£ d on algeb peafications, but Z speaifications are model-based A defimtion
of behavioural equivalence 1n terms of Z speafications follows

In general, two systems are ‘behaviourally equivalent’ if there 15 a one-to-one
correspondence between the results of ‘executing' corresponding sequences of
operations Inductively, this 1s the case »f corresponding operations have a one-to one
(actually ‘hijective’) output correspondence Consider state spaces § and Sy, related by
the abstraction Abs, along with the operation OP and 1ts implementation OP,, as
follows,

Abs & [ §,§1..1
OP ¢ [ §Sa%,001 )
OP, & [ Su&'i?Lo'Ol. )

{Assume that inputs are not refined)

For corresponding operations OP and OP,, the output correspondence 1s the following
relation

out == { OP, OPy; Abs; Abs' - (0, oY)}

We must show that the output correspond is a total byjection?, thus
+oute OO

The obvious way of proving this property is to construct the cutput correspondence
relation from the operation definstions and the abstraction, and show 1t 15 bijective
Indeed, such an output correspondence relation 1s requiréd n order to prove the
‘corr ess' of the operation? In the case of the Show operation in the first (insecure)
refinoment above, the relationship 1s as follows

{ Show, Show; Abs, Abs' + (o, o)}

1In practice, the output correspondence will often be an identity function
2Although the published refinement methods usually ignore this




which c2n e25ily be construeted from the SEorr 223 Skocry cperazicns whese off = arder
by, 22305 b, thus:

OusqlLEftl - GLb)
but the ebstraction Als eguates b= ren &y, 50 the cotpet correspendence redsces to
Duseqltbe - O, r2a b))
which, elthorgh fencticnal, is dleasly noe Eective, ms::eéimc:u;mm
the same range (e.g ron <2.3> = ror <3,.25). The refizemint is therefore oot seczre.
The correspondence for & > seoond (secure) refinement is
2bsoutl = {Show; Showl Abs: Abs" - (oY)}

which, since 0f = order by, 223 of = b in the definiticns of Skowr 222 Skowrly, is 25
follows:

BydseqILBEN - (erdery, b))

but 2gzin the 2b > duces the output d to

{oyseqRibEN - (crderby, ren b))
Abydisplayly - ranby

\\h)ch is a total bijection bc:a\.se each sﬂ. of numbers has a vnigue erder. The second
t, with its - is therefore secure.

43 Non-determinism

Behavioural equivalence is only valid for deterministic specifications!, where the

puts of jons are uniquely determined. Otherwaise, non-determinism renders
the output correspondencc non-functionzl For example, suppose the bunch
P 7 d an operation to select 2n arbitrary number, thus

Select 2 [ Bunch;n'311 bz An'cb )

The number of possible sutcomes from Select 15 #5. Suppose its implementation always
(1¢ deterministically) selects the minimum number, i e.

Seleety & [ Bunchy, n/I{ 1§ biz{} ~ n! =1 2ad(orderby) )
Now the output correspondence 1s a5 follows
[briseqi M nranb, - (headlorder by), m))
which 15 2 (one-to-many) relation since, for example if b= <7,2>, the correspondence

18
{27,22)

The author 1s grateful to Professor C B Jones for posnting this out.
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K the ol oo i 2o 2 Saistie, the cotpot perd is 3 ==y

to-masy relatiin,

Axhecgh the prekless is raised by - 3523 ! 2 is the sy

wkich roose be Setermmizistic, £ cther words the speciSeaticn may be Teose, provided
& Sxiseic fxterp X SpeciGezticn zve intended Omr defmitica of

sezere refimement i Based co propesties of the spesification, et 2 system 28 sech, 5o we

2re forzed to sssmm=e th2t the spectiication i el deterministic (with respect to

octpets). This s2ises 2 fomiher pracd cbiEpation for the cperaticss.

'&mb&ur::mxmémmrwb’ 'bnmss’::be
defizizien of {Spévey 5L Fer o= el Seese s
vzbenzfudﬁ;f::ﬁ:m!).m—.bz the basis of the cheice c2a be 1Rt
enspecfed, thes:

Socse:Pli R
2 { Boochiof i1 bel anf= cixeseb ]

’l'.e zhove implementaticn specification, Selecty, xsuﬂy cervect if the choice of the
stcred ber is in 2 P with chocse, 2nd 3t is
eonsistent with chonse.

The specificaticn ¢f state varizbles can be -] inistic, 2s Jooz 2s the non-
determinisss is resolved by the spesification of cutput varizbles. In 2n abstract
specificaticn, ie. withcut red: ete, inism in the state is likely to
give rise to determizism in the cutp Iespl 3 specxf i on the
other hand, introduce 3 dund, erministic state

transformations 2re dore likely to be concealed h the bunch example, the secure
implementaticn determined the order of the bunch sequence frem the order of
jnsertions. This was sorted for output Howerer, the implementation specificaticn for
Irsert could have made a non-deterministic choice for the pesition of the new number
ia the state, thus:

Insert]y & [ Bunchy; Buach;i?:H1
iNqraabyaranb’=ranbuli%

Pcraab Ab’=h )

This even allons existi bers to be dered The important point is that the
system never outputs any clues concerning the stored order. Notwithstanding non-
determinism in the specification of state transformations, it will often be more
convenient and efficiert to factor output filtering to the state itself. In terms of the
example, the bunch would be stored in number order. This makes the implementation
isomorphic to the specification, purely as a matter cf convenience. In practice, other
redundant information in the state would make it quite difficult to force

ions to be to-one, which is the very reason we propose the more relaxed
nobon of behavioural equnalence

The usual cmcna for cor of rep tations cor d th jeally to

phism Our definition of secure refinement uses the machmery of
homomorphism in constructing a proof of behavioural equ.valence. [Nipkow86)
suggests a g lisation of h phism called “simulation” which d
non-determinism 1n observationally equivalent speaifications This could be a
fruitful hine of r. h for secure refi t, 3f the restnction to non-deterministic
specifications proves to be impractical

In the next section, behavioural equivalence 1s formally defined 25 a means to

10
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ovestigiting the scandaess of the procf cb¥zziin shows i this sectien.

5 FormalTreatment
5.1 Systems

In this secten, Behaviosral Yezce is formally defined, 223 the proef cblizaticn
d&mmsmu&uﬁmm‘umm

A st2te trzasition relztion o a non-empiy set of st2tes S, 2 oon-empty set of inpets 1,2
W;:ymd‘x:;:‘.so 223 3 neo-empty st of cperation nases OPS deSnes for

e2ch operation, inpxt, and state, possible si2te, cotpnt ecteommes. Let the set of all
c;ﬁ'zbe:sd OFS, theseﬁdz!l::p::sl the 522 of 2] possible states S and cztpts O be
fixed.

[075,15.0)
The set of 21l stzte transiticn relatizns is defined 25 follows:

TR=(OPS xI xS}~ (Sx0)

A system is modelled by a non-emply set of states X a non-emply set of cutputs £, an
initiz] state ¢, and 2 state transition relation nex! oo these sets. The set of 21l systems is
defined 25 follows:

—m System
S
Q: P,0
a:$
next TR

act
next ¢ (OPS x1x D1 oo (Ex Y
domnext = (OPSxIx D

The initial state is a state of the system, the state transition relation is restncted to the
states and outputs of the system, and the transition relation is total.

52 Behaviour

A system scenario, 15 2 seq of op ked with their inputs, and the
corresponding output “beh “15 2 of states and outputs The set of all
possible mpul scenarios 1s called Scene, and the set of all possible output behaviours is

called Behaviour.

Scene == seg(OPS x I)
Behaviour == s¢q (S x Q)

The behaviour of a system with respect to a gnen vmbial state 15 described by the

following sterator, which determines for any trans:tion relation tr, a function of any
starting state s - gving the relationship between scenanos and possible behavours.

11
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(=% s2){lofi=lo) ~
(VsScezelszso -
(=% sO5D = fpisters - <~ F {p)Usir
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faters == tf{{fskd 5), sadRd s), st D)

53 Output-Deferministic Systems

We exly der & Snise ie. a0y scenzrio gives rise to 2 taigue cutput
behavi: The cotpet behavi: (=4 ding to 2 behavi bBekori ¥
b3snd. This cbservaticn is generalised for the iterated state transiticn relaticn by the
special cperater ssnd, such that nest#Jssnd a s a rel bet inpot 3
and cutput behavicurs.

preeee [4,8,C)
338 2 (A 56g(BxC)) — (AesegiC))

ssad = (Ar{A—seq(BxC)) - r3sads)
where
snds == (as seg!BxC) - s3snd)

The set of ‘output determmmstic’ systems, Dsystem, is defined as the set of systems with
funchional input-cutput behaviours

—— Dsystem
System

next=#3ssnd « (£ — (Scene—e seq )

This property enables us to write the term next #3ssnd as to refer unambiguously to the

output behaviour of a deterministic system started in its imtial state a, executing the
mput scenario s

Lemma L1. An output deterministic state transition function, iterated on an empty
scenario, yields an empty output behaviour

Dsystem r (next¥3ssnd) a <> = <>

54 Behavioural Equivalence

Two systems, A and B, with the same input set / and operation names OPS are
behaviourally equivalent, wnitten A be B, »f and only if both systems produce
equivalent behaviours for any cencesvable scenanc s, up to a byective interpretation of
outputs inferp




i s e A——

De_:Dsysies o Dsyste=

Y 2bDsysten -
abeben
(2 b) ¢ { Dsystema Dsystenny |
Citep:(OPSx Q) 0, - ¥ sSceze -
(ext,T3ssad) o, 5= (3152 7 ((Dexty®3s50d) g sinterp)}

where the cperator ¥ combines two equal length in a peintwise fashion, thes:

s [AE]}
X 2 (se{A) x sefB)) = secfAxB) -

_X _=2z2seqfA)biseq(B) | #2220 - aidema - (25, bF)

Lemma L2: The pointwise combination cf the empty seguence is the emnpty sequence:

o=

55 Proof Obligations

The set of all possible outputs from 2 ginen operztion op, Written o op tr1s defined as
follows-

| o:0PsS—TR—¥O

| 0= 20pOPS - Atr. TR - ran(ran{(lop)xIxS)dtr)

Proposition Two output determimistic systems, A 2nd B, are (maybde) behaviourally
equivalent with respect to an abstraction relation cbs »f each operation induces a total
bijection on the outputs of the corresponding state ition funetions, thus

maybe (S «s S) — (Dsystem « Dsystem)

maybe=aabs Se S -
{ Dsystem,, Dsystem, 1
abscXp s Ep aloprs ox) c2bs A
Y opOPS -
outabs ¢ {0 0p nextp) >+ (0 0p Nexty)
where
outabs == {11,6, 5,: 05T O G« 2bs .
(nexta3snd (op, 3, 6a), nextp3snd (op, 3, op)))

This 15 not an alternative defimition of behavioural equivalence, but 15 a sufficient
¢ondition on the operations of a system to guarantee st

ROV —‘ﬂ
.




56 Validity

Refi: t c2n be ised by the Dllowing collective procf obligations: the
specifications must be ousput ddem:rrmxc' One specxﬁmon must scfety-refine the
cther - this p yiekls an ab ' ico 25 aprocfthztallepefzmsare
menstonic with Tespect to this; 22d fin 'wlly a prosf that comresponding operations frem
the two specifications each have 2 jve output cor a These proof
cbkgations sre specified in the folla:-nz schema:
— Procf_eblip

ehsSesS

Dsystem,; Dsystem,

s dgesy

(cpreoy)c2bs

VopOPS; i1 0,5, 0sTp | GpreGpc 2bs -
absnextpsfsifilepiop)i B S nexty3fstti(op,ioN ¥
(6Dsystem,, 6Dsystem,) ¢ (maybe abs)

The validity cf maybe as a proof obligaticn is stated as follows.

Froof_cblig
r

6Dsystem, be 6Dsystemy

5.7 Validity Proof Qutline

An outhne proof of vahdity for the proof oblig follows E g the defimtion
of be, we show for cvery pair of determnistic systems, the existence of a bijective
interpreiation function which translates all outputs from one system to the
corresponding outputs of the other There are four main steps:

Generalisation prove validity for any two systems A and B

Existence posit an assignment for interp

Bijectivity: prove that inferp is bijective

Induction prove that inferp translates all output sequences from B as
cor ding output from A.

N -

Step 1 simply mvolves dropping the umiversal quantifier, reducing the argument to
any two systems Dsystem, and Dsystem, Step 2 constructs the following assignment
for interp, based on absout in the defimtion of maybe-

nterp= U {op OPS .
{i50,%,:05Tg | Op-s0pcabs -
{op, nexta3snd (0p, 1, 0a)), nextggsnd (op, 1, op) )}

Step 3 shows that interp 1s byectine,i e

snterp ¢ (OPS x Q) >~ 0,




e s e g,

The 2ntecedent of the proct cbligation estzblishes for each cperation op that the functicn
cbrout, ie.

{iX;0,E: 05T, op s Ca ¢ 2be - (nextpjand (op, §, 0x), nextpjsnd (op, i cp) )
is a total bijection on the inpuls and cutputs of the correspending operatien. Our
assignment to irterp is the union of all of these bijections, eath labelled with its op.
This labeliing partitions the bijestions, so the union is also bijective. The vaien is
total, since each component biiection is totzl, 2nd there is one compenent fer every
operation.

The main proof step (4) is requires us to prove that inferp 2ctuzliy translates the outputs
of system B to the outpets of system A, fe.

Y s:Scene - (nextX3ssnd) a,s=(s3fsty ((nexty#3ssnd) oy s)3interp)
which 1s proven by induction on the sequence s.
The base of the induction, with s=<> js as follows:

(next,F3ssnd) @, <> = (3t 1 ((nextglryssnd) op <>)ginterp)
Applying lemma L1 to the left and right of the base c2se, reduces st 25 foliows

< = (o3fsty <)jinterp

which is discharged by lemma L2, since the compesition of an empiy sequence with 2
function 1s the empty sequence

The nduction step 1s as follows Assuming the property holds for a non.empty
scenario £, 1€

(next,&3ssnd) ayt = (t3fst x ((nexty¥3ssnd) opt)ginterp)

prove it holds for the scenario t extended with the operation op and input s, e
s=t “<(op,1)>, as follows.

(next,k3ssnd) o, (0™ <(opa)>) =
(L™ <lopa)>)3fst x ((nextp&issnd) ap (L™ <(op,1)>Ninterp)

This 1s the case 1f the output behaviours of A and B correspond ove~ the :mtsal scenano
1, as wel) as the addstional operation, op wath input : (which amounts to distnbuting the
iterated funct over tenation, and further distributing interp

through sequence catenation). The corresponding subgoals are

(1) (next¥%3ssnd) q, t=(t3fsty ((nexty%jssnd) oy t)pnterp

(i) Y o, sndBastfnext, & a, t}; oysndflastinextyt apth -
next,3snd (op,), 0, ) = inter{op, nexta3snd (op,3, o5 )

The first subgoal () 1s the induction hypothesis The second subgoal (n) requires u, 0
show for the extra input, that the interpreted output from Bisidentical to the output from

A, for each possible state o, afler executing A over ¢, and each corresponding state 0
after executing B over ¢ The proof step 1s valid b the syst are deter

and the states 0, and o, are guaranteed to be 'equivalent’ up to abs (safety refinement)
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In other words, both systems make the extra state-transition from the same starting
point, The proof of subgoa) Gi) follows by generalisztion on 0, 2nd ¢, and expanding
the definition of inter

This outline procof has been mechanically checked using the B-tool {BP1). The only
additional simplification made was to exclude “type-checking” from the proof
lemmas. It would be valuable to fully elaberate the formal proof, and to remove
simplifying assumptions such as unique mmal slates Also the relauonshxp with
other refinement activities should be # 3 g the p of
constructing output 2bstracticns into the safety refinement. p'ocess

6 Conclusions

As the specification of a multi-level secure system is refined, extraneous behaviours
introduce signalhing channels Jsomorphic refinements do not expose any more
signalling channels than are already present in the specification, but our experience
shows that ebminating mplemenlahon tricks such as redend and habl
states, mncreases the math ) of refi Using a looser notion of
secure refinement based on behavioural equivalence, in concert with a data hiding

h the ! er s afforded greater freedom without any loss of
information flow secunty We have shown lhat n. is easy to prove behavioural
equivalence of determimistic sy For 1c syst it might be
possible to define an analogous notion based on "simulation’.

We have attempied 1o charactenise secure refinement as hberally as possible, and
proposed suitable proof obligations, but as our defimtion 1s independent of the security
pohicy, 1t 1s shghtly over-cautious, although not as over-cautious as isomorphism
However, the process of discharging the new proof obhgauon I preferable to re-
addressing the comples secunty policy cor at each r t step
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