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ABSTRACT

This thesis examines the planned implementation of the DMS
and its impact on the Department of Defense (DoD), the Navy
~ and, specifically, naval .surface ships. The DMS "phase&"
planning will be evaluated, with a concentration on sevéral
key technological developménts that will support the
nodernizatiqh of the DoD messaging systen. - '

The primary link to the DMS will pe provided b? the Base
Information Transfer System (BITS) which is the Navy's plan
for baga-ievol communication system mo&ernization. The BITS
will network all units attached to the base and include a
éicrside interface for ships. An overview of tha BfTS system
will be érésénted with én emphasis on the shipboard interface.

Several autonaéed shipboard messaging systems will be
reviewed with the primary attention toward their ability to
meet future telecommunications rgquiréﬁents in térms of degree
' of §utonation, bandwidth constraihts, . security, ﬁanning,

training and design.
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I. INTRODUCTION

| The Defense MEésage System (DMS) is a boid attempt to
bring the Department of Defense (boD) and its communications
and message distribution systems into the twenty-first
century. This communications evoiution will rely heavily on
‘teghnologies'being developed in industry which prbmise to
revolutionize both the computer and telecommunications fields
(i.e., Integrated Services Digital Network (ISDN), fiber optic
commﬁnications, Open Systems'Interconhection (0SI), etc.).
The DMS is mérely én aggressive "phased" plan'of action
which will overhaul and combine aging DoD communicatiohs
systems that have suffered in the past from labcr-iﬂtensive
procedures, antiquated éguipment and the inability to meet
the tremendous demands that ére being placedronlthem.- This
much needed renovation will be achieved by the éoﬁplete
redesigning of a worldwide telecommunications network to
replace the DoD's aging Automated Digital Network (AUTODIN);
. The AUTODIN is often overtaxed as it is limited in its
:capacity to expand due to its reliance on outdﬁted, inflexible
technolégies.' CMS will“be based on highly efficient and
inexpenéive computerized communications netﬁbrks that provide

sufficient capacities to meet future DoD messagiﬁg demands.




A. BCOPE

This thesis will examine, from the messaging system user's
perspective, the basis of the DMS program as it'perﬁains to
thé DoD in general and the kavy specifically. A closely

integrated DMS development program requires the evolvement of

all che components of the DoD, from the highest levels in the .

Pentagon down to the "radio shack" on Navy surface ships, to

circumveﬁtl the potentiéi' "pitfalls" of | technological
renovation on this scale.

As DoD-wide telecommunication innovations are set in
motion, it is anticipated that there will be tremendous cost
savings as a result of reductions in the manual processing

that has plagued the current méssaging system. . Along with the

promise of cost savings is the unfortunate potential for cost

growth. This cost additive condition might occur as a resﬁlt
of needs fo provide duplicété communication sYstems, as the
technological ﬁdvances " of the "newhageﬁ - in digital
communications findlthemselvés”heévily dependent on other,
simultanepusly;wwdeveloping .techﬁolbgiés ~ (i.e., . ISDN,
X.400/x.560, etc.). These "other teéhnologies" will be
defined in-tgrﬁs of their réle‘in the DMS development and
‘thai;'potential to either'révalutiqnize DoD~£elec§mmunicatiohs

or hopelessly entangle it due to program delays.

B. ' THESIS OUTLINE | |
To lay the foundation for the total revamping of the DoD
messaging system,.the-DMs aetablishes»a startiﬂq-pqint as it
v N 2 . '
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maps ‘its way toward an intended target architecture by the
year 2008. Chapter II will outline the justifications and
objectives 'of the DMS program as it passes through each phase
of its metamorphosis.

Chapter III examines a vital link to the DMS evolution,
that estaklishes the groundwork for a user-fleval connection to
the worldwide messaging network. This vital 1link, as it
pertaine  specifically to the Navy, is the Base Information
Transfer System" (BITS). BITS is a Navy specific, base
communication modernization plan, that will pruwvids the vital
shore~based interface to the DMs network. |

As DMS planners approach the waterfront, the system design
becomes complicated by the fact that‘most Navy ships go to sea
periddically and, therefora, require special consideration.
| 'i'he‘ established ship-bacsed ship-to-éhore message system
currently requires two systems, one for in port periods and '
another whilé at sea. Recent develoéments in shipboard
,telecomﬁunications will be presented in Chapter IV in an
attempt to close the gap between sho're-based'messaging and the
special requi;ements for at-sea uSeréi -

Chapter v presents a novel twist to the nus evolutionary
process as it concludes the thesis by examining the
ramifications of a ;apidly - shrinking gap Dbetween
communicationé and computers in the DeD while reshaping
shipboard messaging as "The Impact of the Defense Message'
| System on the United States Surface Navy' beeoaes significant.




IX. AN OVERVIEW OF THE DEFENSE MESSAGE SYSTEM

The Detense Message System (DMS) is a Department of
Cefense (DoD) evolﬁtionary implementation plan that is
intended to provide an integrated massagirg system based on
the concept of standardization and interoperability, whilé
remaining flexibie erough to be responsive to individuél
organizational needs [Ref.l:p 1-4].' The startin§ point of the
bMS will be the DoD messaging system as it existed in
September 1989, and will pass through three major phases
before it arrives at its expectéd'targat architecture in the
year 2008. This final architecture will establish a direct
link between the writer of the message and its intended reader
in an attempt to speed—up the messace communication process:
while reducing costs Ly taking advahtage of modern computer

and communications systems.

'A. CONDITIONS FGR CHANGE

The problems and costs of the'currentlmessaging system
were compougdeQ'by the lack of standardiiatiqn and the heavy
reliance on manpower-inﬁeﬁsive precedures. - This 51owland
expensivé 'system suffered from the absence of a Déb-wide
communications archite¢tu:e, as each in&ividual‘ service
- struggled to meet operational requirements with a mixed baé of
antiquated networks, computers, protocbls and pProcedures.
Adding to the aréument for mddernization'wa§ the fact tﬁat aér

4




the computing speed and available transmission ‘bahdwidth i

increased in the marketplace, the costs associated with these
advancements were decreasing rapidly.

Ir 5anuary‘1988, as budgetary consfraints became evérfmére'
prevalent and the existing messaging systems began to reéch_
their operating limits, the Assistant Secretary of De¢fense for
Command, Control, cOmmﬁhications and Intelligence (ASD/C%U
brought together a working gréup to establish a stréteéy for
the development of a DoD-wide system. Thi; working group was
a joint’DoD»effoft, and by February 1989 they had devélope@
and validated a comprehensive planning document known as the
Multi-command Required'Operational Capability for the Defense
Méssage System (DMS MROC 3-88). [Ref.l:p. 1-1]

To date, the DM5 has been driven by MROC 3-88 tasking, and
DoD working groups have since produced several iterations of
very extengive'pianning documents. The remainder of this
chapter will bé dedicated to thé examination bf the piénﬁed;
phases of the DMS, development criteria and key evolutionary

‘considerations.

B. THE SCOPE OF DMS

‘The focus of the DMS will concentrate on all hardware,
software, procedﬁres, standatds; faciliﬁiés and personnel that
are currently invc:vgd_in any aspect of the existing DbD

strategic messaging system, to include both tactical and

://
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allied interfaces [Ref. 1:pp. 1-1 - 1-2]. The primary DMS
development efforts will concentrate on a rather extensive set
of objectives that have 5een mandated by MROC 3~88 [Ref. 1:
pPp. 1-5 - 1-8]:

* Connectivity/Interoperability

* Guaranteed Delivery/Accountakility

* Timely Delivery ,

* Confidentiality/Security

* Sender Authentication

* Integrity

* Survivability

* Availability/Reliability’

- Ease of Use

* Message Preparation Support

Each DMS objective has been mea ured against the service
'quality.of the existing system (Baseline system) to ensure
that there ds true progress during the‘evolutionary process,
with the underiying goal being to iedhce'cost and staffin§
requirements [Ref. l:p. 1-7].

' The DMS will gather' under one umbrel’a all tormS» of
-narrative messaging systems currently employed in the DoD..
The tern "narrative message" is defined in allied.

ccmmunication publications as "any thought or 1dea expressed

briefly in plain or secret languaqe, prepared in a form




suitable for transmission b any means . for communications.®
Within the scope of the DMS, of "means of communications" will
be limited to electronic methods. Under "electronic means®,
there are currently twec primary classes of message in use and
those are: |

o Organizational - These are commonly known as

“Commanding Officer-to-Commanding Officer" messages.

Becausa of their official nature, these messages

impose critical operational requirements on the

communicaticn system [Ref. 1l:p. 1-3].

* Individval - This class of message has found an
- electronic foothold with the advent of computer
networks. It is often in the form of “working"
communications between DoD personnel and of an

administrative rature [Ref. 2:pp. 10 - 12].

The mission of the DMS will be to handle every message
with an appropriate level of service quality with respect to
its classification, content and precedencé. Currently,
electronic messages are being handled by the fo;lowing
components:

1. AUTODIN

AUTODIN is the primary of the current messajing
system, and will increasingly be tequired to interface with
Local Area Networks K (LANs) and Office Automation Systiems
(OASs) as DMS evolves. It is for this veason that DoD |has

selected tha'x.ioo Message Handiing System protocol (MHS) as

the DME standard. Like the current AUTODIN system, X.400 uses

the stofaéand-torward mebsage transfer system. The AUTZDIN

systam is of 1960s vintage and is comprised of many outdated,

7




iabor-intensive elements, which are the prime target of the
DMS automation.

The following is a listing of the major components of
AUTODIN [Ref. 2:pp. 12-14]:

* AUTODIN Switching Centers (ASCs;. The 15 ASCs are
distributed around the world and provide the primary
store-and-forward message switching, message
validation, format conversion and routing functions
[Ref. 1l:p. 2-1]. :

* Automated Message Processing Exchanges (AMPEs). There
are over 100 AMPEs and despite the fact that they all
perform roughly the same mission they have different
equipment, procedures and names (i.e., Army's

. Automated Multi-wmedia Exchange (AMME), Navy's Local "
Digital Message Exchange (LDMX) and the Air Force's
Air Force Automated Message Processing Exchange
(AFAMPE)) [Ref. 3:p. 59].

* Telecommunications Centers (TCCs). There arevover
1000 TCCs and they are the primary input and output
points of the current AUTODIN messaging system. It is
these TCCs that are targeted by DMS planners for
limited messaging system automation, but eventually
they will be phased out. _

2. E-Mail
Currently, the Defense Data Network (DDN) is providing
the backbone for the transportation of the bulk of the data
being transmitted in the DoD '[Ref. 4]. 'In.the near futnre,'
the DDN' will be acting as the primary transportation medium
.for the DMs as the message traffic currently transmitted via

the AUTODIN network will be migrated to the DDN backbone (Ref.

S.p, 76]).




The exiSting DDN backbone system includes [Ref; 2:p.
13]: _ '
* Host computers that support E-Mail
* On-line directories
* User terminal access for Perzonal Computers (PC)
*+ DoD Classified Internet:

- DSNET 1. Defense Secure Network 1 for classified
General Service (GENSER) Messages.

- DSNET 2. Worldwide Command and Control System
" (WWMCCS/Classified Messages).

- DSNET 3. Sensitive Compartmented Information
(SCI/Classified Messages).

* DoD Unclassified Internet
- MILNET |
- ARPANET |
Each equipment that operates on DDN serves a double
function: first as a general purpose Automatic Data Processing
(ADP) machine, and secondly as an E-Mail handler, which adds
to the diversity of the system. [(Ref. 2:p. 13]

C. THE PHASES OF DS |
The.phasdd implementation, as designed b§ DMS planners, is
intended to dcliVo; the message directly :x&- the writer to
the reader byvqradually”pushinq the so-called AUTODIN "line-
oz-dmrciubn-, currently located at local TCCa, directly
into each éonnand.  This evolutionary transition will span
nearly 20 years, beginning with the Baseline system of 1989,

9




and culminatir’ng with the Target Architecture by the year 2008.
Figure 1 summarlzes the more signlflcant elements of the DMS

phased evolution [Ref 5: p. 9]

DMS Phased Evolution

Bhase 1 (1989-1994) eaa;e_umss_maz Bhase 3 (2001-2008)

Automate TCC Integtated X.400 DMS ISON-based
lunctions . o eme!gcu local and
. long-haul
Extend messaging BITS implemented networks
services {0 users Implemented.

Central X.500
Add AUTODIN to DON Directory available
Interface (ADI) ,
. . . Base-/evel TCCs
Improve directory evolve lo X. 400 MTA

services o and X.600 DSA
Migrate DON E-Mail to SONS MSP Integrated
X.400 protocols in user wqualulon&
?rale AUTODIN Phase out of TCCs .
a ;auem trallic starls VI19.0ete tntormetion Transier Bystem

VA -Otrentery Syviem Agend
ASCs are phased OU 190% - 1nteereted Servives DIeINIt Wetmert
MIA-Moeonege Irgnster Agont
. MeP-Messege Deourity Pretocet
0% -Segere Dote Notweorh fystem
1CT- telogosimunicsilons Qontor {Benolovet)

rigure 1. summary qt DMS Phases

1. 'x'ho Baseline (sl‘nl Sy-tus nph:z_;ln)

, l'igure 2 illustrht‘es the Baseline Architecture tor the

" DMS which " has two maip elements, the AUTODIN for

organizati :hal nessages, ‘and the DDN é-naii survice fcr

individual ncssaginq (Ref. 1:p. 2-2]. Naval organizational

messaging is supportod by the linking of a TCC to the Naval
10




Communications Processing and Routing System (NAVCOMPARS),
which liouses the Navy-operated ASCs and provides directory
services based on ﬁhe»Message Addfess Directory (MAD).

Processing a Naval message through the AUTODIN system
is Qery laborious and often requires additional proucessing at
local TCCs on either an LDMX, a Regional Information Exchange
Terminal (RIXT), or if all else fails, by‘hand. Oncé these
messages arrive at this "line-of-demarkation", the user part
of the baseline messaging system ends, and,additionai manual
processing and routing must occur before the message reaches
its intended destination.

Individual messaging (£-Mail) i; provided via the DDN,
with directory services'ﬁroyided by the Network Information
Centef (NIC). The Navy currently bas no applicable policy or
standards established to cover E-Mail carried over the DDN.
(Ref. 5:p. 12])

2. Phase I (1989 - 1994) |

The first phase emphasizes the automation of TCCs in
an attempt to reduce mgnning,lwhile starting the push to
extend the messaging system to the‘useys [Ref; 1l:p. 4-1]. To
aid in this automation, théIDoD plans on deploying additional
transiticonal coﬁponents into ﬁhe fi.ld, such as AUTODIN
&ifoctory improvements, AUTODIN to DDN Intafface (ADI)
capability, and the transition of DDN E-Mail from the Simple
'Mail Transfer Protocol (SMTP) to X.400 (MHS) . [Ref. 6].
a1 | | |
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' Finally, during this period, AUTODIN data traffic will begin
to migrdte to the DDN for transport purposes [Ref. 5:p. 32].

TCC automation promises significant cost savings as the
DoD will ke able to plan cn reducing certain manning
requirements of TCC which is characterized by labor inteﬁsive
procedures and the "hard copy message" denerations to provide
0ver-the-Counter‘(oiC) services. Currently, -there are PC-
based systems available that will allow users to deliver Qnd
receive messagés via diskette media. (The HfF Editor, a PC-
based messaging systems, will be covered in Chapter IV.) This
state of the art computerized automation is the first true
step toward the intended writer-to-reader relationship that
DMS. planners envisioned.

Figure 3 depicts the proposed DMS Phase 1 architecture
which, for the first time, shows an AUTODIN-to-DDN linkage
[Ref. 7]. of speéia; notewo;thiness is the AUTODIN-DDN
Interface (ADI) gateway that is outlined in Figure‘a by a
dotted-line. This gateway has signitic#nt security problems
' because it will link, for the first time, the AUTODIN, a
multi-level secure system, to DDN which does not currently
:ncct Dpfanée Communications Agencf (DCA) message security
requirements [(Ref. 6). At the end of this phaso,'AUTODiN and
. DDN E~-Mail will continue to act as lopatate yet 1ntnroperable

systexs [Ref. 5: p. 33]

13
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3.

Phase II (1995 - 2000)

Figure 4 represents the Phase II architecture which is

scheduled for completion by the year 2000 [Ref. 7]. During

this period, tremendous modifications are planned that will

overhaul DoD messaging such as [Ref.l:p. 4-3]:

*

*

Accelerated phaseout of TCCs.

Combining DSNET and MILNET for tne purpose of
inter-base connectivity, which will form the Secure

Data Network System (SDNS), with data securlty provided

by Message Security Protocol (MSP).

Base level deployment of the Installation Information
Transfer sSystems (IITS). IITS is oiie of tie first key
elemerts of the plarned Base Information Transfer
System (BITS) and will lead to the ccmplete phaseout
of TCCs (BITS planning will be examlned in Chapter
I1I1). ‘

Installation of the Organizatiural User Agents (OUA)
and User Agent (UA) as defined by the X.400 protocol

will shift message transmission and  receipt
responsibilities closer to the user. '

An integrated X.400 Messagé Transfer Agent (MTA) and
X.500 directory services shall be completed.

Phaseout AMPEs and ASCs.

The use of international standards and protocols such

as Government Open Systems Interconnection Profile (GOSIP)

" owill alloﬁ tne DoD to take hdvantagefof systems and softwares

developed by industry, as 'opposed to ' having " everything

customized to meet "militarized"” specifigations'(GOSIP and

X.400 will be discussed in Chapter IV). This new computer and

communication “systems" develbphent mindset goes hand-in-hand

with current DoD purchasing mandates such as‘COmmeréial Off~

15




the-Shelf (COTS) buying, Non-Developmantal Items (NDI) and

Commodity Purchasing (CP).

DMS PHASE 2 ARCHITECTURE

DMS
Gateway
ase
BITS Diractory
Backbone Mossage
Transfer Agent
Toical - Message

| tR . User Agent

. Pigure 4. DMS Phase 2 (1995 - 2000)
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' By the completion of Phase II the foundations of

Integrated Digital Network Services (IQDN) shall be laid at

the base level (BITS). 1ISDN technology, which sports a

relatively large bandwidth and high data transmission rates,
will allow the ultimate integration of voice, data, video and
narrative messaging via one transmission media. However the
Navy.still has ships th;t deplov and are not able to téke
. advantage of the larger ISDN bandﬁidth using present

transmission capabilities. It is for this reason that special

' accommodations for fleet interfaces are being planned that

~ will modify the large "overhead® required to transmit X.400

' meséages so that "at-sea" messaging will not ba all that much
different from that being.perforhed in port.

4. Phase III: The Target Architecture (2001 -~ 2008)

~ The third and final phase of the DMS, as depicted in

Figure 5, actually begins when tine last AUTODIN ASC is finally

phased out [Ref. 7]. During this phase, the local and long-

’haul,backbone‘netwofks will be fully integrated to form the

? Defense Information System (DIS). The DIS will be an ISDM-

'based global network, of ﬁhiéhrthe DMS segment will continue

" to be ths SDNS. Although the devélbpnent of EIfs local loops

are hot actuaily part of the DMS, their maturity along with

other DMS components is essential for the successful
, conpletion of the Department of the Navy's (DON) portion »f
the overall system [Ref. 5:pp. 132-134]}.
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Transition from AUTODIN message text §Ormat, known as
U.S. Message Text Format (USMTF),-to the X.400-compatible
Common Message Format (CMF) will put Qn end to the different
styles and procedures currently used to generate individual
and organizational méssageS'[Ref. 1:pp. 4-3 - 4-4],

As more advanced #igﬁaling techniques become
implemented on ships‘for at-sea users, transmission speéds
great enough to support X.400 will allow complete DMS
messaging availability to all DoD coﬁponents. (At-sea
mess#ging will be covered in Chapter 1IV.) Communications
planners anticipate . that by the year 2008, the Dus} as it is
intended today, will be a fully operational messaging system

for the DoD. [Ref. 6]

D. CONCLUSION

The¢: underlying drive to implement the DMS is the
reqpiremént to increase the productivity of the DoD messaging
system while trimming a considerable amount of its operating
expense., Cost savings and service imptovements are alwéys
noble goals for any managemen* project. A'quick review of the
paase implementation planning of the DMS reveals that ﬁhile
the| objectives. ére gggressive,v the"use of international .
stapdards and commercially developed automation communicaticn
systems and cémponents will go a long way in meeting these

goals.
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The only foreseeable drawback to the DMS planning is that
each phase is closely tied to one another, with multiple and

overlapping systems, which may create delays. The division

between phases is blurred by the requirement to be able to

link the new with the old at all times. The DoD's track
record for holding 6nt§ and extending the service life of
equipment may beqome a stumbling block to DMS planners.
Finally, by placing a heavy rel?ance on technological
<advancehehts and "other” indepeﬁdent yet interoperable
systens' concurrent development (i.e., BITS, ISDN and Fleet
interfaces), the intended Target Architecture completion by

the year 2008 may be a difficult mark to hit.
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III. DMS NETWORK LINKAGE TO BABB-LI!VBLI USERS: BITS

In ﬁhe previous chapter, network jargon was used to
explain the implementation planning of the DMs.system, i.e.,
ISDN, GOSIP, X.400 and X.500. The scientific définitions
behind this network terminoiogy are beyond the scope of this
tﬁesis. However, a fundamental undersﬁa_nding of concepts
surrounding these key te1econmunication/compnter'teghnoioqies
are important to the DMS/BITS user. Therefore, a brief
overview of several significgnt netwbrk concepts will be
presented in ihe following pages. Thése cdncepts'will serve

as fhe building blocks to explain the linkage between DMS and

' the Base Information Transfer System (BITS).

A. BITS8/DMS NETWORK TERMINOLOGY: AN OVERVIEW
The key to the succéssful implementation of the DMS system
is to provide a computer~-based (digital), high-speed and

inexpensive trancmission medium to transmit large volumes of

data (messages).r In communications, the méasgre of

tfansmission capacity is cupheniétically known as "the size of

the pipe". In the past, the DoD had been shackled to a very

. narrow “pipe" in the form cf copper wire-line and radio

(Microwave Line-of-sight (LOS), satcllitc cOﬁnunicitiqns
(SATCOMM) or High Frequency (HF)) for its long-haul hos;aging
syscrns, all of which are based on slow and costly analog -

methods for trananission.
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With the advent of high speed, inexpensive_éomputing,
coupled with tremendous improvcménts'in digital transmission
methods and rapidly decreasing prices in fiber optic
technologies, we now have access to netwcrks that can handle
transmission rates in the millions of bits per second (MBPS).
The rub lies in the fact that currently there are smaller
Local Area Networks (LANs) that can operate at‘rates around
100 MBPS, and when they and other cpmﬁunication services
(voice, image, data and video) demand integration, the

netwdrks'will require'trenendous transmission capacity which

- is not currently available. This is where technologies based

on Integrated Services Digital Network (ISDN) and the Open
System Integration Reference Model (OSIRM) begin to bridge the

gap between the long-haul networks and LANs, or the DMS and

-the BITS.

1. 1I8DM

The BITS architecture will be built around the

'\installation of ISDN technologies at the base-level. ISDN is

4 set of telecomrunications rules and standards, set by an

international communications organization known as CCITT. . The

CCITT defines ISDN as [Ref. 8]}:

"An ISDN is a network, . cvolved from th- tclephony,
Integrated Digital Network, that provides an end-to-end
digital . connoctivity, basod on CCITT recommendations,
supporting a wide spectrum of’ user needs 1nc1uding voice
and non-voice serviccs.

End-to-end diqitallconncctivity simply means that if
you pick up the phone in your office and make a call, the
22




person on the receiving end will be the recipient bf a totally
digital transmission, .all the way down to the wire that
connects the phone to the wall. This DoD-wide digital
connectivity is what BITS and the DMS are bénking on ‘to
prbvide a rapidly mituring worldwide communications backbbne.
ISDN goes well beyond mere voice communications as the CCITT
definition implies. Ultimately, ISDN will pfovide digital
transmission services including data, text, graphics, music,
video and voice, all of which will be integrated throuéh one
wpipe." The benefits of ISDN.are in the following three'areas
[Ref. 9:p. 743]5

* International standardized services for world-wide
compatibility.

* User-to-network interface standardization to bring down
the price of terminal equipment and network equipment,
while increasing their capabilities.

* Improved network-to-network comnuhication, to increase
the throughput of data from end-to-end.

“As ISDN technologies take root around the wofld; there
are industry experts that claim that the channel architgcture
currently being developed is too restrictive and will quickly
become inadequate to handle the data rates required for such
things as High Definition Talovision'(HDTQEﬁ;;;h;BO MBPS L#NS.
To rhspbnd to these éritiques, ISDN is looking at its second
generation, known as Broadband ISDN (B-ISDN), which wiil

provide a very large "pipe". [Ref.10]
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2. 081

Computer and communication technology has evolved
éuickly over the last few decades, and recently the boundaries
bei:ween them have Secome blurred. Most recently, computer
based networks, from. the prevalent PCs' to the powerful
mainframes, have become the communicator's fare. This rapid
growth suffered from unregulated growin§ pains, as different
netwo:;ks found it difficult to communicate with each other.
This untenable situation prompted the Intetnetional Standards
Organizetion (IS0) to develop an architecture, known as the
Open System Interconnection (OSI) Reference Model. This model
defines data lcommunicati‘ons standards that will allow
different networks to interconnect. ;Ref. 11:pp. 3-9 - 3-106])

The OSI Reference Model is a seven-layer architectural
" structure, with each layer havin§ a distinct function. Table
I is an illustration of the layered structure, with each
layer's specific functions defined. The ceneept of the
layering can be confﬁsinq, but_.tne premise behind it is simply
to provide industry manufacturers with a frame of reference by
whic"x they can build their systems independently, with certain
proprietary bells and whistles, while confoming to 0SI
| standards to provide intercmmection capabilities with other
systens. [Ref. 9: pp. 15 - 18)
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A ' TABLE I.
08I Refersnce Model: BEVEN LAYERS AND FUNCTIONS

LAYERS FUNCTIONS
APPLICATIONS P soastoma b
PTOOGRLSS.
PRES SITATION PFermating and displaying
of deasa.
' B ABK ‘or;l . Cooedinaston and

adondmicwesion of
proeses data.
TRANSFORTATION Reliable ead-40-and
wranafar of daas.

NETWORKX Routing and swiwiiag
of data pacissts.
. DATA LIONK Reliable dase paclie
tranefer.
PHYSICAL. Bic-elreasn rassmission
3. GOs8sIiI?

" The f'ederal Information Processing Standard (FIPS) 146
is more commonly know as the Government OSI ?rofile (GOSIP).
II; was established to provide vendors with a common set of
" data cémnunication protocols so that 1ndapendent1y-developed
systems, produced under GOSIP, can interconnect. As of August
1990, GOSIP was designated as the official network reference

model for all US‘govefnnent agencies. It is felt that by
establishing GOSIP as ﬁho ‘ntandarﬂ protoéol suite, the

gévcrnment, and DoD spccirically,'vill lead the way'in pushing |
tolcconmunications towvard intyrn;tional network
intcrconﬁectivity, with an added dividend of fair‘ihd open
' competition between vendors (Ref. li:p. 3-1]. This DoD-wide
push for industrf qéccbtanco was given a "shotlin the arm"

'when, late in 1990, the Navy issued a Requést‘tor Proposal
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(RFP) to the tune of $75 million for the first GOSIP products
and scrvices [Ref. 12:pp. 2 and 6].

‘The oarliest versions of GOSIP will be dealing with
the many and varied network architectures currently fielded,
by the use of a "gateway" between nétworks. A gateway is a
networking term used to describe a device (or merely software)
that is used to link dissimilar or heterogeneous networks at
the "network layer®” of the OSI Reference Model. 1Its next
najor‘dbjoctivc, as relevant to fho DMS, is the transiﬁion

| from the Simple Mail Transfer Protocol (SMTP), curiently being
used on the DDN,'to the X.400-based Message Handling System
(MHS) . [Ref. 13:pp. C-11 - C-13 and C-B-30].
4. X.400/X.500 Protocols

CCITT has defined the x;400'protocol primarily as a
Message Handling System (MHS). A MHS is used for tranénitfing
electronic messages through comunication systems, end-to-end,
from the originator to the reader. The HHS is comprised of
Usar Agents (UA;} and Hcisago Transtqr Agents (MTAs). A UA
will compose a message at the originating end of thc'notéork,
and anothor UA at thi receiving end ﬁill accept it. Between
these UAs will be one or more MTAs that will»be_rcsppnsible 1

 :or the transfer of the ndsség. troh one UA to the other.
,-'7within fhn DMs - :truhturc, this UA (originaﬁor) to UA

| (rocoiﬁor} rclationlhip will push the nessage delivery

function past the 'lino ot donarkation' currontly in place in

the 'basclino“ AUTODIN system. [R.t. 13 p. ¢C-D-8]
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The CCITT X.500 standard defines a direétory service
which will provide a user-friendly naming and name-to-address
mapping functionality ([Ref. 12:p. C;D—QJ. Simplistically,
this means that if a DMS system user would like to sernd a
'nesﬁage to their college professors, Dr. Suh and Dr. Boger,
" the originating'UA merely accesses the X.500 dirccto;y and
addresses this §a1utation *T0: Dr. Suh and Dr. Boger", the
directory will then fill in the actual network address and
send it on its way.

TLis MHS promises to provide data security, message
store-and-forward functions, access to worldwide directories
of users,vig the X.500 directory icrviccs, and intcrnational
network connectivit} under the auspices of the GOSIP pfotocols
[(Ref. 14: pp 48, 60 and 63). These protocols are not without
their faults ai they reguirq a'vcry large "pipe'lwith fast
data rates to push a message, yrapped in. an X.400 envelope,
through the system. This tremendous amount of data “overhead"
is currently one of the majér restrigting factors to the full
implcnontaﬁion of thelnus to all users, namely the ﬁaval'at-
séa subscribars (Ref.6]. | -

_B. BITS ARCHITECTURE
' The DHS reéuifenent for base-level cbnnectivity compelled
each branch of the DoD to develop ISDN/GOSIP upgrades for all
their facilities. For the Department of the Navy (DON), ther

rospcnsibility'was'dgleqated to the Commander, Ngvai Computers
| and Tolecommuﬂicatioés cOmmand‘(NCTC) for systems c&n@ept
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development, testing and ihstallatiqn [Ref. 5:p. 110]}. From
the initial planning came the BITS progran, under the aegis of
the Telephone Modernization Plan (TMP). The TMP was a key
element of the Navy Data Communications COAtrol Architecture
(NDCCA) which, in 1988, separated Naval data communications
into three sub-architectures, of which the base-level (BITS)
was one [Ref. 1l1l:pp. 3-7 - 3-§]. The underlyinq aotivation
for NDCCA was that, although most basc-levcl telephone systens'
were adequate, they lacked standardizaticn and were prone to
costly failures. The goal was to both modernize and institute
international standards in these new BITS systems, thereby
takxing advantage of ISDN inno#aﬁions and necﬁing pdDbdirected
GOSIP requirements.

1. BITS Objective |

The principlo objéctive of the BITS architcctﬁrd wag

to provide bgse-lbvcl - integrated network nahagenant with
worldwide intoropergbility and conngctivityQ The BITS systen
quickly becane lockéd into the phased imblénentation planning
of the DMS architecture since DMS is one of the services:
available “through ISDN nqdernization. Other BITS objectives '
included: | o '

+ Service availability upon demand.

* Network integrity -- as measured by the system's ability
to cend and receive without introducinq errors above an
acceptable level. . _

# System reliabjility -- by the use of rédundant'and

modular systems. This reliability will also be’
facilitated by the inplementation of GOSIP standards.
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* Serviceability -- also provided through modular and
redundant design.

The successful fulfillment of the BITS objectives will allow
each base-level DMS/BITS user access to a standardized( and
transparent network that meets all DoD GOSIP requiremenfsl,’
while providing ISDN services integrating voice, messaging,
data, inaging and vildeol. [Ref. 13:pp. C=-27 - C-30]

2. Planning Phases '

In December 1986, the Chief of Naval Operations (CNO)
direc..ed the Naval Data Automation COn_mand (NAVDAC) to develop
a procedure that could be used as a standard throughout the
Navy for BITS implementation. This éNO tasking resulted in the
BITS R.cquirenents Identification and Planning Program. This
central planning effort was instituted to provide for
standardization and projected cost savings by yirtue of their
market buying leverage. [Ref. 13:p. C~=3} '

Under NAVDAC's guidance, each base would develop a
custonized Base Communications Plan (BCI;) which would identify
a'm; account for interbuilding and interactivity
communications, all the way down to the waterfront. Once
conploted, the BCP' will then be turned over to ‘the : Nc'rc‘
comorcial buying facility which 'willl then design a BITS
ilolclcrni,zation Plan. This nodorhization plan will then be
devoloped 1n£o a Request For i’roposali (RFPs) to solicit
contract bids tron the ptivat- uctor. .'rho overall BITS
planninq and development proceu will pass through the’
follcwing phases: {Raf. 13:pp. C~4 = C=-6]
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* Phase I (baseline): Each base identifies a BITS point

. of contact who coordinates all efforts in the
development of the initial Life Cycle Management (LCM)
documents. This is the first step in any major DoD
acquisition program.

* Phase II: Each base develops a BCP with the assistance
of NAVDAC under the direction of the base commanding
officer.

* Phase III: Technical specifications are drawn to meet

~all DoD requirements with guidance from OPNAVINST
2800.3.

* Phase IV: The contracting officer releases the RFP and
the contract is awarded.. \

~ * Phase V: BITS is lnstalled and tested.
It is forecasted that the majority of the Naval bases
vill have completed the initial BITS installation sometime
after 1996 which will meet DMS phase I mandates, however, it
is not expected that this will mean total ISDN conversion.
. ISDN technologies will be implemented as they become available
and will be used as the basis for intrakase data transport
among DMS processimg equipment and ADP equipment, and:will
provide interbase (off base) connectivity. As ISDN matures,
the Navy plans on its implementation to meet the.needs,ef
DMS's Phase III high data rate requirements by the year 2008.
[Ref. 13: p. C-66) |
Although BITS is a Navy program, it is aleo required
to,interface with DoD programs such as the DMS, SDNS and'
finelly the DIN. The DMS. program requires joint DeD programs
.to monitor its‘.éofldwide progress and to 1nsmre total

inferopetability, ‘There must be close t:=s batween the DoN~-
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level BITS and the DoD-level DMS; especially when deaiingrvith
the X.400 MHS and X.500 Directory Service phase—in.~
3. Network Security

As networks have evolved over the past ten years; so
have their security problems. Nowhere is the problem of
network security more critical than in a DoD communication
system. The protection of military messages t(data),
classified or unciassified, is of the utmost conoern-for both
the DMS and BITS designers. The protection.of'a network goes
well beyond mere data security as tne physical integrity of
the cabling and equipment loom at the forefrontfof any DoD
security officer's planning. |

As a culmination of the combined efforts of private
industry, academia and the DoD, the National Computer Security
Center (NCSC) has established a specific set of computer
system security evaluation criteria in a publication known as
"the orange "book", so named for the color of its cover. The
criteria were‘intended to be used as an assessment ool for

the evaluation of security attributes of any computer/

. communication system, and has recently become the standard byi

which security requirements and accreditation have “been .

" dictated. As Table II illustrates, the NSCS security criteria

are organized into four divisions ranqinq from A to D, with A
being the most secure division [Ref. 15:pp. 260 - 263]. Each
division is further segmented into classes, and it is by these

class categories that mest systems are evaluated.
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. TABLE II.
NB8CS8 Y“ORANGE BOOK" SECURITY CLASSIFICATIONS

Division D: wminimal Protootion
Class Dt Minimal Protection

Division C: visocretionary “rotection
Clase C1: Dliscreticrary Security
Class CR: Ccoairolied Access

Divisior: £5: mandatory Protsctuon
Clase B1: Labeled Sscurity

Claas B2: Structured Protection
Class B3: Seocurity Domalins

E)ﬁvlcﬂ¢>nl1\. Verifted Protection
Class A1: Verified Design

Guided by the NS:S evaluation criteria, DoN has drawn up

specific security requirements for all their new computer and

communications systems [Ref. 13:p. C=51]:

*

*

Protection of unclassified yet sensitive information.

Data aggregation and inference control, and protectlon
of ship movement information. , .

Changes in operatlonal environment/scenarlo.
Separation of classified and unclass1f1ed data.

Sufficient networkycontrols to meet NSCS
accreditation.

All unclassified networks will meet at least Nscs class ,

‘cz level requirements.
YA11 classified networks will meet at least NSCS C1ass

B2 level requirements.

All gateways will meet at least the NSCS c1ass B3
level requirements.
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The target security architecture for the BITS systenm
is s1milar in design to the National Security Agency's (NSA)
proposed SDNS. SDNS is the DoD messaging network scheduied to
replace DDN.

The SDNS will use NSA-provided, high-grade cryptographlc
algorithm= for data encryption and traffic key generation
to assure confidentiality of communications. State-of-
the-art key management techniques will be used to mirimize
the burden associated with generation, distribution,
accounting, and control of classified key 'in physical
form. [Ref. 13:p. C=55)
The BITS network will be. designed around cryptographic
protection via concepts known as end-to-end encryption (Es)
and BLACKER. For example, E security is similar to the
- enc’-yption methods that protect currenc messages being
transmitted 'from ship-to-shore. If the encrypted message was
intercepted 'by some unauthorizéd source it would ke verf
difficult to decipher in a time;y fashion. The BLACKEZR
prograh is being &e&e;oped to support multilevel security
systéms, specifically'for networks such as DMS and BITSl (Ref.
13:pp. C=51 ~ C-56] |
| 4. BITS Arcﬁitacture ‘

The foundation of the BITS architecture is based on
, several'componencs such as‘an Isnn—compatible backbone cable
plant,lan ISDN . switching complex and network gateﬁays. These -
" will be used as a Navy-wide standard upgrade to 2fnlow a
'uniform migration toward the BITS Target Architecture by 1994.

The BITS Target Architecture, as illustrated in Ficure

6, will be- configured in such a vay. that all base algments,,
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inciudirg ships that are pier-side, will be interconnected to

an ISDN switching compléx and cable plant [Ref. 13:p. £=-30].
From the switching complex, the BITS network wiil interface
vith the DoD inng-haul communications system (currently DDN
and AUTCVON). The switching, monitoring and billing of the
entire system will be controlled by a Network Management
Center (NMC) which will soon be replacing Tcﬁs'as the primary
communications element at each base. |

The base switch complex will be *the kev to the éITs
transition due to the mix of private switcﬁes'and equipment:
currently in use on many bases. This switching center will be
the location on base where all services will be integrated and
distributed for either intrabase (on base) ér interbase (off
base) connectivity. To date, fhe‘technplogy critical to
achieving a low-cost, efficient‘integrated switch is limited'
and, therefore, remains as a. stumbling’fhlock for BITS

planners. [Ref. 13:p. C-34)
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OMS Access:
OUA - Orgonizotional User Aqent
UA = User Agent '

Figure 6. BIT8 Architecture

The transmission media options ' that are being
considered to provide the base backbone cable plang are the
cﬁrrentlyvinstalled,copper twisted-pair wifing, a total base

W;_gﬂf;, . retrofit'with fiber-optic cablianOt a qombination'ot the two.
These 'mgdia will be required t6 meet international VISDQ
standards and will be connected to Ql; users,to'ptovide the

'bise-wida " and DoD-wide network services. |
| Pier-side 1r;tcrconnection between a shére-baled system

and a ship at the pier is unique, in that currently telephone
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service is proyidéd by_ the- base system wixile messaging (data)
is not handled via an intrabase exchange; The fact that ships
at sea w111 be using their own means for the transmission of
both voice and meésag_e‘s further complicates the situation, as
one communication Asystem is required for ships in port to
interface w.it'h‘_B‘I'r'S and another is iequired for those at sea.
The difference in baﬁdvidth reqﬁirements alone is critical to
both the DMS and éITS implementation. In the interim, current
Naval messa_gihg’ systems will retain most of the responsibility

for messag_ev delivery to ships either at sea or in poft. The

. target for a fuliy operational ISDN pier-side connection will

be to provide connectivity to'.the DMS via the BITS with
sufficient bandwidth for both voice and data services by the
year 2001 (bMS Phase III). [Ref. 13:p.' C-31} ‘

The Network Man‘agement Center (NMC) will be the center
of the BITS system as it attempts to meet the needs of a
diverse group of base usars. The ;nt,crtace of the base
network to the piér-sidc »lone s like providihq flexible

service capacity to several floating cities whose operating

 schedules make their arrival and departure totally

unpredictable. This large t#a:tic ‘variitioﬁ‘v‘il_.l be managed
through the NMC automated 'i:an'a.gcmn.t resources and automated

communications switches.

C. CONCLUBION

As intogrhtod services becone available through BITS

implementation,. the control and management of thesc services
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within each bkase will become more and more complex.‘ The
requiremeﬁt for the maintenance of the base's portion of the
DMS X.400 MHS and X.500 directory, combined with a full range
of BITS support functions, will require a fully-sﬁaffed and
automated NMC. Cu:rently, | there is no NMC-equivalent on most
bases, with the only facilities even closé in functionality
being the Naval Telecommunication Centers (NTCCs) which
provide AUTODIN connectivity to the base subscribers. Phone
servi‘ces are provided by a. "mixed—baq'; of Private Branch
Exchange (PBX) equipment and -wlvire-line services,' which are
normally managed and _maiﬁtained by local telephone companies
or telecommunications equipment vendors. It seems that the
cost savings derived from the reduction of manning and
'ant‘iquat-ed equipment St base NTéCs, as ell'xvisioned by DMS
planners, will be partially labsorbed by the BITS requiremgnts
for NMC stéffing and network equipment.
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IV. AUTOMATED SHIPBOARD MESSAGING: AN EVOLUTION

'In' the previous chaptér, it was explained that one of the
most difficult aspects concerning"both the DMS and BITS
| planners was the shipboard interface. While in port, ships
might be able to link directly into the intended base network
(BITS) . But, when they get ‘underway, there remains a
.transmissibn capacity .problem that cannot quickly be
dismissed. This chapter will concentrate on the var'ious
systems that are currently being developed to bridge the‘ gap
between the manually-intensive shipboard messaging systems
currently in use and the systems meeting the degree of

automation required to satisfy DMS architectural demands.

'A. CURRENT SHIPBOARD MESSAGING SYSTEMS

At present, there are several Qethods used to process
messages onﬁoardt shiﬁs, ranging from pen-and-ink message
- drafting to conpﬁ er-assisted processing and ro@ting systens.
Most ships are using two procedﬁres for messaging: a slow and
labor-intensive system while in port and a rudimentary
conpﬁteriz;d'sys er while at. sea. The dctcriihat;on as to
whether a sh;p is| to have an olaborato computerized nhnsaging'
‘system is based on mission :equirenents'and cost. With the
advent of inexpensive and ﬁighly-otticiont PCs and "user
triondlyf word processing software, the q&p between the
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"have's" and “have not's" in automated message processing has
narroved.
1. In Port Messaging _ _
The vast majority of the fleet still uses pen-and-ink
message drafting while in port. Thega drafts" are routed
through | the ship's chain-of-command until they reach the
+ person with iessage releasing authority, who is usually the
| commanding officer. By the time the message has b?en passed
throughlthis gauntlet, known as “the c’hop-chain",the draft ié
' nearly unintelligible due to the line-outs and rewrites that
clutter the page.
| A releasalle message will now be pasked 'to the ship's _
Radioian, who will rctypolit on a standardized DoD form kﬁown
as a "DD-173",'vith a special Optical Character Readable (ocia)
type satting. Special processing codes will be assigned, and
the message 911; be routed for final release. This labor-
intensive process usually goes through several }.’ccrationa due
to typing or". formatting errors bq'fc;:rc the message leaves the
gbip. Unfortunately, the message is not "yet in the
communication sy"s'ltu’ because it iust now be 'hand-doliviréd to -
‘the locai communication center (NTCC). It is at the NTCC that
the message will be input into the messaging sfstcn via an
| optical scanner. Usually there are errors introduced into
the syiton during the scanning process, and th'ose',"if. not
caught ihitially,l will slow the '-yct‘en‘ dowﬁstrean, 4as an

opcrator' will have to manually reprocess the _nusage before it
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reaches its destination. Once it arrives at the destination
NTCC, it will be processed and hand-carried to its inteﬁded,
addressee. . | |

As desktop computers begﬁn to appear in the fleet
duriﬁg the mid-to-late 808, the Marine Corps began developmerit
of message génératibn software known as Message Text fornat'.
(MTF) Efiitor. The MTF Editor is an easy-to-use nessaga'
preparation software package.that allows a message drafter to
. create, format and transmit United States Hesp#gg Text Format
(USMTF) fornaéted massages. The MTF Editor is designed to run
on an IBM compatible PC. With special devices such as a paper
fapc punch or an. OCR “daisy-wheel"® printer,' it can
significantly reduce the degree of manual prccessing that vas
| required by the old system. [Ref. 5:p. 47]

The most recent releago of MTF Editor includes a
*floppy" diskette ;cad-and-write capability. . This function
was dovolopcd to meet the DMS Phase I requirenenﬁ for diskette
message delivery and. receipt at local NTCCs. 'By delivering .
messages to the N'rcc via a diskatte, ctror-prone optical
scanners will quickly decome a thing of the past. This
message automation capability is vory cost cfficicnt because
it does not roquirc a dedicated conputor system to run it.

" An interesting linkage has developad bctwgcn,tho BITS
and DMS systems as a result of the MTF Editor's "next
generation®” vhich.il planning a modem or gateway interface

that will allow meesages to be sent to and rpciivgd from the
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NTCC electronically, and thércby eliminating the hand-
delivery required in the present system ([Ref. 16]. Ttis
electronic delivery of'nessages:is'an added bonus and was not
_in.tpc original DMS or BITS plenning.
2. lt-sonllo:saqing

Ships at sea are connected to the AUTODIN via several
Navy-operated congunications utat;ons, known as:NAVCAHs (see
Chapter II). This connection is established by the Naval
Computer Processing 'and Routing sthen "~ (NAVCOMPARS) .
NAVCOMPARS routes nessaqesl betwdqn the shore-based AUTODIN and
at-sea -ubscribors‘cquippod vith the Naval Hoduiar Automated
Coununicgtions Subsystem (NAVMACS) via HF message broadcas;q
(known as a Full Period 'r.rlinat_ion) and Fleet sSatellite |
Broadcast (FSB) (sateiiito message transmission for ship at
sea). The'NAVCOHPARS has automated several funétionslthat
allow ctticiént delivery and receipt of fleet messages. Among
the automated functions are: (Ref. 17:pp. 66 - 67)

* Maintaining a real tinc lecator of fleet users.

* Formatting, screeninq, and distributing messages for
both local and rexote subscribers. ,

# ' Providing termination (rcceipt) of ship-to-shore
nessaging circuit-. :

* Housing the prinary interface with the NAVMACS atlbat .
gatellite messaging system, known as the Common User
Digital Information Exchange System (CUDIX).

- The satellite-based linkage for the ship-to-shore
nessaginq is providad by NAVMACS/CUDIXS systens. This

conputorizcd comunications oqui,mcnt was d.velopcd in 1975 to
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take advantage of the first flcet communication satellites in
orbit. The CUDIXS receives its input from the NAVCOMPARS and
rekeys (retransmits) 211 nessagés addressed to the fleet at-
sea users. The NAVMACS is a tanily of shipboard systems
ranging from the antiquated V(1) variant to the relatively
powerful V(5A). Today, over 90% of the fleet has NAVMACS
installed, with the goal of Navy-wide coverage by the end of
1992.

NAVMACS was designed to automate at-sea shipboard
' messaging, and to its credit, 'most communicators cannct
imagine beir‘:g‘ without it. However, NAVMACS is slow and
expensive compared to today's modern computers. NAVMACS
planners have been upgrading as many ships as possible with
later variants as they become available; unfortunately, these
will hot meet the fleet automation nocdsl according to the DMS

. requirements.

The latest NAVMACS variant, V(5A), is a shipboard.

ne,gﬁorked néssaging sys’tem, with its computerized foundation
' being , two UNISYS-built AN/UYK-44 (nicknamed “YUK-44")
‘computers. The AN/UY_K-“ ‘is bas)ed on 1975 Yconputcr tcdhnol&jf
and, due to its highprice, is limited to such high-value ships
as aircrat:t carriers and lai:go amphibious nfx:l.'ps.
Untort.unatﬁly, onlf the NAV&AC:S V(SA) ii opcr’ati'onal during
normal inport periods (the other NAVMACS variants oniy operate
" in port for a short period l:.ntorc‘ and after getting underway)

and must operate with all of its radic transmission and
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',roéciv:lng equipment. This procedure is very cost intensive
due to the extra mnnihg requii'enentn, and env}ironnantally
questionable because of the electromagnetic radiation that is
‘inherent in radio transmission. Radiomen manning the "Radio-

- Shack™ on these ships would be more willing to power-down

their communications gear if there were a system that could

- more efficiently handle their . message requirements.
Unfortunatelf, the V(5A) is not designed for a pier-side
network interface as required by the BITS architacture, but.
under the Copernicus aréhitqcture ‘(discussed later in this

chapter) there is help coming. [Ref. 18]

B. HOW DO WE GET THERE FROM HERE?

Desiqn‘erls for céntemporary shipboard communication system
are 'wcrking on LANs and the new generations of communication
- guites to meet the de,mands of messaging subscribers at-sea,
and to assure interqperability with the DMS syéten.
| 1. Shipboard LAN: SAFENET II

.One of *“he major progfams that the Navy has been
working on to integrate shipboard comunication services is
the SAPENE'I‘ IX cystem. 'rhe SAFENET II is the second in’ the
-’, ‘series of shipbogrd network technologies using fiber ‘optiés-.

In an attempt to save time and money by the use of industry- .

deinloped‘technologieé, its design is based on the American

National Standard Institute (ANSI) standard known as Fiber

 Distributed Data Interface (FDDI).
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The FDDI network standafd was chosen because of its
transmission bandyidth capacity, reliability and Icost of
technology. It is also the standard of choice by BITS network
designers because FDDI prgvides redundancy, via dual fiber
optic :ings, and security, since it is not easy to tap into a
tibér opfic cable without éisrupting the transmission bit-
streu.[Raf. 19:p. 189]. ' ' |

Without getting into an overly A complex study of
network technolc;gies, the following will provide aa overview
of the basic concept behind FDDI. An FDDI-based network uses
a token-paésing. dual ring architecture. The token is a unique
series of bits circulating around the network. A noda (usef)
wishing tp transmit on the network must wait until it captures
the token before transmitting. Once 'fhe token is captured,
the x‘lode can s,tarf transmitting the message. 'fhe token is
released back at the end of the transmission. The message
travels around the network until it returns back to tho
originating node. As the messagevtravels'a:ound the ring, the
“intended addressee of the message will receive it and pass it
on its way. This 'a,cvcompli\sh‘e's two things: first,. the fact
that the ;tok'cn returned to the o'riginator 'énsures that the
ring is intact, and secon‘dly, it provides acknowledgemént to
the origihator. . The dual-ring architecture, as depicted in
Figure 7, provides the redundancy required in any vitai
shipboard communication systém [(Ref. 2b:p.. 16]}. if a node in
the ring were to'go off-line or the' ring were to be sevefed,
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the backup rihg would allow the rerouting of the message. All
of these features are transparent to the network user. The
FDDI system is designed to operate at transmission speeds of
100 MBPS. [Ref. 19:pp. 187-193)

Specifically; SAFENET II is ideally suited for ﬁhe

DMS/BITS in-port ship-to-pier, and at-sea ship-to-shore

communication Vinterfaces, because it conforms to the 0SsI

standards and avoids the ad hoc retrqfitting prevalent in many
messaging systems. Along with the benetits associated with
the 0SI (or GOSIP) protocols, come the detriments. That is,
not all GOSIP standards have been clearly defined; and, though
private industry ie gearing up to pfovide OSIﬂproducts, there
is very little "oh the shelf" at this time.
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To date, oniy' a prototype of SAFENET' exists, as
developers at the Naval Oceans System Command (NOSC) attempt
to work out the "bugs" and design a simple and cost effective
method to install it in the fleet. The present plan of action
is to tty to sell the Navy on wiring SAFENET directly into new
construction shipé and merely retfofitting a selected number
of newer ships. This plan is prudent insofaras DMS planning
documehts are not calling for a true shipbbard interface until
the year 2001. [Ref. 20:p. 15]

2. The Future: Copernicus '

In 1543; Copernicus put'forth that the sun, and not
earth; was the center of tﬁe.uniVerse. His visionlinspired
the Navy to christen its new communication architecture in his
name. .The essence of the cOpegnicus architecture, - as it
applies to the shipboard environmeht, is to briﬁg multiple
'communication services together ints‘one system. [Ref. 21]°

‘currently, there is tremendous competition fér the
limited space in the shiﬁ's Radio Shack which is a result of
the independent equipment that supports a score of tactical
and strategic communications systems. Copernicus will strive
‘ tS elimiane the need for custo;ized pieces of equipment, the
only mission of which is to control but one or two circuits.
To acébmplish-this, the Navy must abandon the wagfit has
developed communications systems in the past, which 'hasﬂ

resulted in delays from f;va to fifteen yea.s (e.g., NAVMACS).
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The rate of change in technology is already accelerating
before our eyes. The downside is programmatic; the
generation length for a microcoumputer is now less than *he
average tour length of Navy men and women anc ~“he-third
the length of the average acquisition cycle. - [Ref.
21:p. 86] . _

In the spring of 1990,_the'CNO authorized the

ﬁigration of NAVMACS fuactionality from the current AN/UYK

'series computer systems to commercialiy-available PCs under

the Copernicus architecture [Ref. 22]; This decision was
based on the fact that the NAVMACS prbgram, thdugh adequate
for the present fime, . xcked the flexibility to expand to meet
futurg'shipboard communic;tion needé.v |

Table III outlines projeéted cost savings resulting

from the replacement of NAVMACS systems with the Navy standard

|Desktop'Tactical Computer 2 (DTC-2). It is assﬁmed that all
. ships including those not currently having the latest variant

.of the AN/UYK computer are to be upgraded [(Refs. 18 and 22].

The DTC-2 used in this comparison is a SUN 4/110 workstation

equipped with a 300MB hard disk, color monitor, Tempest

_certified highéspeed printe:,'system software and Motorola

88000 processor [Ref. 22].

The po;ential for cost savingé‘is obvious,~but wh&t is
eveﬁ more significant is that; witr +he use of the'continuéily
evolﬁing PC in the system, NAVMAGS can(duicklj'exteﬁq itself

to facilitate both a“-sea and in port messaging. An added

~benefit derived from the use of PCa is the fact that they are

modﬁlar and easy to upgrade. The main criticism is that the

standard "garden variety" PC may not be rugged enough for
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.TABLE III :
NAVMACS MIGRATION COMPARISON

NMAVMACS SH1P UYK-44 UPGRADE DT-2 CONVERSION
VARIANY NUMBERS ($)Million {$)Million
V1 93 17.67 3.72
v2 32za 61.56 12.96
vi 1 14.06 2.96
v5 35 N/A 1.4
V5A 47 N/A ©1.88

SUBTOTAL 99.29 . 22.92

D1FFERENCE ' § 76,370,000.00
Desk Top 2 (DT-2) Mod. version @ § 40,000. ea.
AN/UYK-44 . @ $ 190,000, ea.

full-time message processing. Therefore certain components
must be hardened so as not to break down under heavy use. For
the most part, these critiques have been answered by the mere
fact tha£ PCs have been at sea for over ten years and have
performed adequately thus far. |

Over the past few years, designers .at the Space and
.Naval Warfare Systems (SPAQARS) Command have been working on
ways to integrate PC# onto ships; Thesa'etto;ts were p;ovided
Qith extra enphasiﬁ-recently because of the omeréent DMsS
réquirement#. In pn attempt to develop emuiation scttwafe
that would allow the curfenf NAVMACS nyatem‘to act like a PC
and limﬁltanéously link into a'SAFENEf-like LAN, . SPAWARS has
unwittingly laid fhe géhndatién for Copbrnicua‘communication
afchitecture.' This new system.hﬁh]torﬁed its name as an
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amalgamation of the English alphaklst, and will be known, at
least for the interim, as MN”:P or the Modernized Naval Front
End frocessor. [Ref. 23] ‘

The KNFEP program is the epiton; of the Copernicus
vision, as itlvill consolidate and subsume all of the special
tactical circuits that each ship must ngnitor (i.e., OTCIXS,
TADIXCS, JOTS, FSB, etc.). The circuit that is most important
(at least to this thesis) is the FSB (Fleet Satellite
*message" Broadcast).vléurrently, the FSB is transmitted by
CUDIXS on shore and received Sy NAVMACS at sea. Now MNFEP
will perform all functions prgviously accomplished by NAVMACS
and more [Ref. 23]. The front end of this systemvwill recgive
from the various pieces of communications equipment each
tactical circuit which will, in turn, be processed by two’DTC~
2 computers. The processing will direct each tactical circuit
ﬁcward its appropriate location via the ship's LAN (SAFENET II
interface). [Ref. 24)

Each circuit had previously réquired.its'pwn system of -
.equipment to support it, but now only the software within the
MNFEP will define the previcus qgg;gg!ﬁand NAVMACS is mo
different. Within MNFEP will exist what will be known as
NAVMACS 11 and, instead of having over 30 pieces of NAVMACS
specific components, it will sh;r; lesi than 15 with.qll the
other factiqal circuits. Of these modern componcnté;'thern -

will be two DTC-2 coxmputers, an optical as well as a magnetic
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disk storage device, two high-speed shielded printers and a
LAN transceiver [Ref. 24].

The designing concept behind MNFEP is tnat softwaro '
must be modular and evolutionary, in that, as each new version
beconmes available, it need only be input into'thé computer as
opposed to the old way of redesigning the entire system. The :

modularity ground rule also applies to the system as a whole

- as designers must keep in mind the lessons learned from the

old, rigid NAVMACS system which was difflcult to expand and_-
oonforn to changing requirements.

Untortnnately, MNFEP and NAVMACS II are in their -
infancy,.and nost information reqording specific capabilities
is not yet available. The‘ one thing that is apparent,
however, is that this program is being pushed through the
acquisition system, and a orototype is being planned for late

1991, with the first battle group installation and Operational

'Test and Evaluation (OPT&E) to be conducted in mid-1992 [Ref;

24).

One of the major pluses for this Copernicus-sponsored .

| projcot is the fact that the nain'component'ot the MNFEP is

‘the DTC-2 computer vhicn is being 1nstallod on every deploying

ship sinco the boqinninq ot the Poroian Gu;t crisis in lato
1990. By late 1996, it is expected that the entire fleet will

hsvo an MNFEP systen installed. [Ref. 23]




C. CORCLUEYON .

Mentionedi carlier in this chapter was the fact that there
is a transmission capacity problem that must be overcome
before the X.400-based DMS system can be extended to shipboard
at-sea users. The problem remains as funding in the area of
satgllite transmissions in the range of Extremély High
Frequency (EHF) has slowed tq a trickle. It is felt that
recent events in the Middle East have shown how vital high-
capacity transmission capability is, and that this reality
will provide the impetus to the search for a larger "pipe" for
‘at-sea users. The 6nsla§ght of computer technology has
created tremendous opportunity for ;he fleet. In vital areas
such as communications, where previous procedures havé_left us

with much to be desired, automation wiil soon be the rule and

not the exception.




Ve CONCLUSION: FUTURE EFFECTS OF DMS ON THE NAVY

As the DoD, and thevNavy'specifically, rushes toﬁafd a
potential panacea of perfornénce boosting and gost savings
‘through the embrace of message system automation via the DMS
and BITS programs, it is important to stop and‘réflect on what
the potential collateral effects might be.

A. BU!VIVlﬁILIT!

Being - able to achieve high system survivability from
 severe damage, whether it be caused by battle at sea or
natural disaster ashore, is a critiéal requirement for. any
DoD-wide cthunication system. For the Navy, the past has
proven that the militarized AN/UYK-44 computer has performed
"admirably with an outstanding record for maintainability. A
SPAWARS designer once quipped that a ship could take a hnit
ffom a 16-inch round and keep communicating. But at what
cost? | | | |

In the paét, the prefgrred~y$y of designing communication
vsystems wasltp deve;op each piece ot equipment from the ground
up, componenthy-componenﬁ, and build it tq meet militarized f
'speciticatiohsvto ensure high-reliability. BQt, would that
preﬁcnt_battle damage or hroVidc'broteétion from fire or
flooding? No, probably not; The next designing plan was to
physically.scparatalvital ;nd redundant components (that were

"~ highly militarized, of course!) in different compartments
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which would ensure survivability by the sheer numbers of back-
ups. Again, at what cost? [Ref. 25:pp 226-237] .

A Navy example of the service-wide costs that have been
incurred are manifested when the NAVMACS program is examined.
The bottom-line result is a sloﬁ and laborious acquisition
cycle that takes yeafs to field a communications system. This
has resulted in a system that is so heavily platform-specific
in its design that it is neither transplantable nor easily
reconfigured to meet changing requiremehts. The fact remains
that computér and network technologies have become"so
powerful, so reliable, so fast, and éo inexpensive that the
suryivability eonsidera£ions spelled out above ‘are easily

achieved at relatively low costs and in record time..

B. LOGISTICS CONBIDBRATIdﬂB .

In Dob acquisition cycies, one of the potential downfalls
for any maﬁor program can occur in the area known as
Integréted Logistical Support (ILS). This is euphemistically
known as the "catch-ail" in program management. ILS tends to
colléct leftover odds-and-ends, systenm docunientétiorj, training
guidelines, manning requirements and ééare-parts. ~ These
‘ proqraﬁ‘elements, thougﬁ vital,‘are'nofnally consideréd to be
low priority items until thé programs are about toc be tiglded..'
ﬁntortunately, by then, much ét the dquloﬁment money is gone
or has been taken away. | -
| The result of this kind of progfam management is that the
6§stom users often receive equipment they have no 1dea what to
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do with. This worst-case situation is exemplified by the
recent flood of computing devices that suddenly arrived in the
fleet' during the mid-80s. |

When the Desk Top Tactical Computer (ch-l) first hit the

fleet, the happy recipients were overjoyed to get these great

computing machines. Trouble began later when there were no

standard operating procedures, training programs, spare par;s
or "deck-plate" level expertise to ease these PCs into the
daily tunctionvs" of the command. hny man-hours were wasted as
data files were lost due to operator errors cr system crashes.
The only plausible answer fér this disaster is that the Navy
was not prepared to purchasé these systeins- and instail thenm in
the fleet in such a éhort period of time. '

Now, standard operating procedures have been established,

training is available and, most importantly, ' security -

requirements are»being addressed at all levels throughout the

Navy. The ‘question now ist ’ls it epough?" as the DoD embarks

on a wholesale automation of systems that was previodsly o

performed at such rudi,mentary: levels as pen-and-ink message
dfaftinga | | |
1. Manning _

In mid-1990, Vice Admitgl J.0. Tuttle, Director, Space
and }Electronic‘: Warfare, the CNO's man in cha;.'gé of all naira;
¢ development, ldirected ~ that the first of many
interdisciplinary mergers would take piace between the Naval
Data ' Automation . (cOmma'nd (NAVDAC) and  the Naval
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Telecommunications Command (NAVTELCOMM). This new entity is
now known as the Naval Computers and Telecommunications
Command (NCTC) and was established to ensure that required
modernization in Naval telecomnunications' was
institutionalized from the top to the bottom. vathe cost
savings conceived by DMS and BITS planners were to be
realized, not only did the Navy have to update its equipment
but also its personnel. chc, by its position at the top of
both the Naval communications and computers disciplines, was
the perfecﬁ position to organize this transformation. Since
that first merger, several Iower level commands have followed
'suit, which has'resulted in a little confusion as well as
tremendous Naval communicaticns opportunities. [Ref. 26:p. 2]

The implications of the NCTC merger were felt
throughout the Navy, from Washington, DC to the Naval
Postgraduate School in Monterey, California. This merging
policy decision turned out to be a logistical support program
of massive proportions as service school tralning commands
gear-up to cross-train’ Radioman (RM) as Data Processing
Technicians (DP) and vice versa. on the other end of the
}personnel spectrum, two officers' education programs blended
into the new sub-specialty defined as Information Systems
:Specialist, which was born from the | previous
Telecommunications ‘and Computer Systems Management fields.

' [Ref. 26:pp. 58-60 and 82)
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Navy's path toward a complete merger of computers and
communication has just begun and there remain many questions
to be answered. Of the most siénificant impediments to a
complete functional merger is the fact that there are varying
degrees of professional pride and colicquial prejudices within
each group, which could creaté resistance to this mandated
chanée. Adding to the confusidn is the fact that not all of
the Navy will require these interdisciplinary skills right
away. The reality of ;ﬁe situation is that ships at sea will
continue to need different telecommunication skills than will
the communicators ashore, and as long #s sailors rotate from
ship-to-shore periodically, their functional skill base must
coritinue to remain Qery broad.
2. Training

To bridge the gap among formal service school
training, sub-specialty graduate education and the rest of the
fleet, a Navy-wide computer training and awareness progr;m

must be iﬁstituted. The underpinnings of any sqccéssful'-

- change 'is acceptance, and that can be' fostered when the stigma

of computerized "black magic" and "mystery" is dispelled by
bottom-to-top training.

| Forma;ltrainihq is requiféd for all éoﬁputer users as
dictated by Navy regulation. As more and more people bepome‘
aware of théirvusefulness,vcomputers will become commonplace
in the Navy;‘ The kinds of professional'tra;ning that will be |

réquired transcendé anythind that has gone before it, as the
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Navy .and the DoD) is now attempting ndt.only;to march to the
forefront of telecommunications technology but also to
actually lead it. .' _ -

The skills required to meet future techhiéal ﬁeeds
will take a considerable amount of sophisticated training, anda
to be truly'effective,'will require a cadre of intelligent
individuals to form a foundation. Until then(,thbse that are
receiving the initial professional training must guard agéinst
the pitfalls of computer ignorance and' 'misuse,- as novice
coméuter users "hack" their way through oﬁgratihg systems and

datalfiles, destroying hard work and equipment along the way.

C. BSECURITY
Securitf( awareness is the thread that binds mannj.ng an&
training requirements with respect to ILS programs. As
computer usage con;ihues to increase, it will become an
unstoppable part of bMS subscriber's lives. In’the future
both 'physical and inforuational security ﬁ;;l.l become all that
more iﬁportant. As iiscussed earlier in thisbtheéis, the DoD
is spe’iling out exact;ly' what is expected from industry in
terms of built-in or trusted cbmputer security "systems-._.-
"Unfortunately, theseﬁtypeé of hardware and softwafe seéufity
restraints are in their iﬁfancy,a'nd both BITS and thg DMS are
 heavily dependent on the rapid maturity. As a result of the
lack of t;ransparent or involuntafy .secu:itf réstric:tions, we
muét fely on Aeelt-im‘posed protection to pre\?ent the
. possibility of accidental or planned 1nsecurities. This leyel-
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of security can be accumplished by the linking of properly
skilled, able-bodied personnel and relentless vigilance.

D. ' LOOSE ENDS

In conclusion, it is obvious that thére is a lot of work

ahead for everyone, from the‘DMs planners, attémpting to
maintain funding levels and a unity of vision among services,
to Naval Radioman personne}, wﬁo will be seeing not only lthe,ir
rating §i}erhau1ed but also must face the brunt of the moméntmn
that has built up behind the demand for automation in the
Navy. |
Thisvevolutionary tglecommunication process has quickly
become time critical ,' and any glowdown by the key programs
(i.e., DMS backbone, BITS pier-side intarface, an effective
ship-shore transmission capébility, etc.) will result in
_considerable costs to the systém as a whole. This slowdown
will require redundant communications systems that are capable
of providing services at both "lev'els of techno,logyl, old anud

new.

' Protocol changeovers such as X.400,- 'ISDN and GOSIP will

. reéuire inﬁ;reased. capabilities in computing sophistication,
c_ritical technology maturity and transmission bandwidth usage;
These key areas will be the deciding factor as to whether "The
]I:mpact' of the Defe‘nse Mesgagé 8ystem on the United States
Surl'tace Navy" is a meré bump in the night or a ccll.isioxla at
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