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SUMMARY 

A description of the Signaling System No 7 Signaling Connection Control Part Protocol is 
given. A scenario where a connection can be released by an off-line not belonging to the - - 
connection is demonstrated. Finally, an improvement of- the protocol for eliminating this 
particular flaw is proposed. 
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Sending of a R e l e a s e  C o m p l e t e  message is onl,y required if the destination node 
D has not previously initiated the release of the connection section before the 
arrival of the Released  message. 

Figure 15: Receiving Released ,at a Destination Node 

tions. Note that even through the node's dest mation local reference numbers for the 
incoming connection section and for the outgoing connection section may be the same 4,  

the node's source local reference numbers for the two connection sections must be dif- 
ferent because of the way they are selected by the node. Hence, the numbers in the 
source and destination (if it exists) local reference components match its destination and 
source local reference numbers for at most one connection section. Furthermore, if the 
destination local reference component does not exist, then it cannot be a valid Released 
message coming from the outgoing connection section. 

Suppose that they match the node's destination and source local reference numbers for 
one connection section. The message is therefore a Released message coming from the 
node at the other end of the connection section. If the node itself has not initiated a 
release on the connection section, then it has also not initiated a release on the associ- 
ated connection section. It firstly replies to the Released message by sending a Release 
Comple te  message containing its source and destination local reference numbers of the 
connection section before the resources associa1,ed with the connection section are re- 
leased. Secondly, the node is required to consi,ruct a Released message containing its 
source and destination local reference numbers for the associated connection section. 
Subsequently, the message is sent on the associated connection section. 

For the remaining possibility: the node has already initiated a release on the connec- 
tion section, it follows that it has also initiated a release on the associated connection 

4They are respectively generated independently by the node at the other end of its incoming connec- 
tion section and the node at the other end of its outgoing connection section. 





















In the first possibility, B is in an idle state. It therefore cannot be in the same connection 
section that C is currently in. In the second possibility, B has a source local reference 
number, N say, for it outgoing connection section. Both s (B )  and N are selected by the 
node B itself for its outgoing connection section, and the same number is not selected 
twice either consecutively or within a short space of time. Consequently, B and C 
are simultaneously belonging to the same connection section if and only if s (B)  and N 
are identical. However, since B has in fact released all the resources of the outgoing 
connection section that C is in by our assumption, N must be different from s(B).  As 
a result, the maintenance function is able to inform C about the disconnection more 
efficiently. 

8.1 Proposed Alternative to the SCCP Connection-Oriented 
Protocol 

From the comparison of the behaviour between an intermediate node (Figure 13 and Sec- 
tion 7.3) and an originating node (Observation 8) when both of their outgoing connection 
establishment timers expire, it follows that the intermediate node may be able to release 
a connection, to which it does not belong, but not the originating node. 

Furthermore, Observation 8.2 shows how the node at the other end of the outgoing 
connection section of the originating node releases the resources of the connection section. 
The same should also be possible if an intermediate node also releases all the resources 
of the outgoing connection section rather than sending a Released message and waiting 
for a reply when its connection establishment tirner expires. 

We are therefore proposing that releasing all tlie resources of the connection section, 
where the connection establishment expires, shou.ld be followed by intermediate nodes as 
well as originating nodes. In other words, we simply ignore Figure 13. As a consequence, 
there will be no sending of Released message during a connection establishment phase. 
There will not be any valid Released message wlnich has only the source local reference 
component but not the destination local reference component. All valid Released messages 
include the two components ( i . e .  they are truly mandatory) and there are used only after 
connections have been established. 

Finally, we mention that the overall performance would not suffer when the proposed 
alternative is preferred. The reason is simply due to the fact that if the behaviour of the 
nodes and their SCCP users is allowed in the alternative protocol, then it is also possible 
in the original SCCP protocol. 
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