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1.0 Introduction

Variable Hold Time (VHT) [1] is a relatively obscure potential soft error failure
mechanism in Dynamic Random Access Memory (DRAM) microcircuits. The objective
of this report is to describe new device characterization techniques and to provide data
needed to assess the significance of the VHT problem for at least a few real world devices.
Such data is needed in order to decide whether VHT is a widespread reliability concern in
fielded commercial DRAMs, and whether special screening tests for VHT should or should
not be required in military specifications for DRAM devices. This work was carried out
in-house in the Reliability Physics Branch, Microelectronics Reliability Division, at
the Air Force Systems Command's Rome Laboratory, Griffiss AFB NY.

The remainder of this section discusses the Variable Hold Time (VHT) phenomenon, and
the only other reference to VHT work we know of, that of Yaney, et. al. [1]. We also
review references on refresh time measurement, and Random Telegraph Noise (RTN) in
small area devices, a phenomenon probably closely related to VHT. A signiticant amount
of effort went into developing the hardware and software to enable practical, efficient,
pit-by-bit refresh time measurements, and into analyzing the massive amount of data
which resulted. Sections 2 and 3 of this report discuss this hardware and software,
hopefully in enough detail to make it possible for anyone interested in duplicating or
extending this work to save considerable time. Typical measurements are also shown in
Section 3, and the data analysis procedures we used to extract various parameters are
explained. Additional measurement results are shown in Section 4, and Section 5
discusses physical models proposed to explain VHT behavior. Section 6 concerns physical
analysis of bit locations which were found to have unstable refresh times. Finally,
Appendix A discusses device logical to physical bit mapping, and an optical technique we
have developed and used for the first time in our lab for physical bit map verification,
an important aspect of producing bit mapped images of refresh time and other
parameters considered in this study, and for locating bits on the device for physical
analysis.

1.1 Background

DRAM refresh time is generally thought of as a fixed, stable number, however, there is
actually a fairly wide distribution of individual bit refresh times in any given part.
Further, most bits exhibit continual, discrete 'hops’ up or down in refresh time. These
hops occur randomly, separated by seconds or hours, and can be a significant fraction
(typically on the order of 15%) of the mean bit refresh time. Refresh time
specifications must take into account the magnitude of this hopping, especially at high
temperatures (where refresh time is lowest), or soft errors may result. At this
writing, we believe that there are no electrical tests or screens specified in the MIL-
STD slash sheets or on commercial device data sheets which would reliably identify
devices with severe VHT bits.

Although static memories find more use in military systems, dynamic memories are
being used in important systems. At this writing, little (if anything) has been published
regarging VHT in commercially available devices, and discussions with manufacturers
have so far indicated a lack of available data. This work was undertaken because we
thought that it would be of benefit to not oniy military, but industrial and commercial
DRAM users, and DRAM manufacturers to determine whether VHT is a real threat to
reliable performance in critical systems.




A significant difficulty exists in generating VHT data. Measurements to characterize this
potential soft error failure mechanism are troublesome, requiring that high
temperature refresh time measurements for large numbers of individual bits be
repeated and analyzed continually in tests spanning many hours or even days.
Commercial memory testers do not appear to provide workable solutions to the problem
of tracking the refresh time of very large numbers of individual bits over long periods
of time. Conventional ATE could not be used because of the huge amount of continuous
test time required. We have found that a generic personal computer (PC) provides a
practical, low cost approach to VHT characlerization testing. This report describes a
unique DRAM VHT testing system we developed to make the required refresh time
measurements. A simple hardware modification and appropriate software enables a PC to
test individual bit refresh times in DRAMSs residing in its own memory space.

We then tested samples of several DRAM types, monitoring bit refresh times and
characterizing hopping activity over long periods of time. We found significant VHT
activity in all of the samples we tested. Our tests showed that the magnitude of VHT
instability was significant compared to the mean of refresh times for all of the devices
tested, however, minimum bit refresh times were still large compared to specified
limits. At higher temperature one device tested would be marginal, in the sense that the
actual refresh time distribution was disturbingly close to the device specification.

We conclude that VHT does not pose a significant threat to data integrity for the devices
tested, but we also emphasize that a very limited number of device types, samples, and
date codes were tested. Since VHT is present in all devices, we recommend some form of
device characterization and monitoring to assure that production devices are free from
VHT problems. |If it is determined that VHT is unpredictable from lot to lot or wafer to
wafer, steps should be taken to identify the processing steps which effect VHT, to
understand its causes, and to reduce its incidence. We expect that VHT will continue to be
a concern in DRAMs, and in dynamic circuitry in general, especially if cell critical
charge decreases in future devices; if low temperature systems are built which attempt
to use relaxed DRAM refreshing requirements; and if the current surging interest in
semiconductor artificial neural networks spawns high precision analog DRAM storage
cells.

Further analysis of data from our testing also leads us to conclude that VHT is caused by a
mechanism similar to that proposed to explain small drain current fluctuations {or
random telegraph noise - RTN) observed in small area MOS transistors [3,4,5,11].

1.2 Review of References

This Section reviews papers in the literature which seemed relevant to VHT. Although
the first reference is the only one we are aware of which treats VHT in DRAMSs directly,
the waveforms of Tref we measure are strikingly similar to waveforms of fluctuating
drain current in small area MOSFETs thought to be caused by trapping at one or a few
localized sites.

1.2.1 AT&T VHT Paper (IEDM 87)

Yaney, et al (1] first described VHT in DRAMSs, and proposed that it was the spatially-
resolved manifestation of burst noise commonly observed in larger junctions. They
observed cell leakage current changes up to 10 pa. They monitored VHT in 64K, 256K
and 1M DRAMs with planar, Hi-C cells, using a DRAM tester modified to continually
retest the refresh time of a single bit, and found that VHT bit refresh times exhibited
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activation energies of about 0.2ev compared to 0.6ev or higher for normal bits. They
also measured transition, or hop rates at different temperatures, and found their
activation energies to be about 1ev. They observed that a thermal "bump” of 150C for
30 minutes made VHT easier to detect, and that VHT was worse ior more negative
substrate biases. They reported physical analysis which correlated VHT to oxidation
induced stacking faults, edge dislocation, epi stacking faults (on epi) and very small
defects observable only by TEM. They observed that many bit locations had these types of
defects but did not exhibit VHT. They proposed a physical model which invoived
moduiation of (junction) leakage current through a major defect or multiplication
center by the change in occupancy of a minor flaw located nearby. Finally, they called
VHT a serious problem, requiring monitoring of process induced silicon microdefects,
and they called for use of error correction in systems.

1.2.2 DRAM Cell Leakage Current Mechanisms

DRAM cell teakage current mechanisms have been studied [7], and can be distinguished
to some degree by determining their activation energies (Ea). They inciude bulk
thermal generation (Ea=1.12ev), generation in the depletion region (avg Ea=0.56ev),
interface state induced leakage (Ea depends on surface state Ea's, but may be about
0.36ev ), defect and impurity induced states (Ea=?) and band to band tunneling
mechanisms in the Si (very high Ea, temperature independent). Different leakage
mechanisms may be dominant in the storage cell area, at the cell periphery and edge of
the thin storage celi gate, and in the access transistor gate area and edges. Finally, sub-
threshold leakage through the access transistor may contribute. It would seem that
tunneling at defects in the overlaying storage gate dielectric would also be a possible
contributor.

Reference {2] indicates that when one mechanism predominates,

Tref = A(T,V)e*(Ea/kT) (Eq. 1-1)
where V = capacitor voltage
T = temperature (K)
k = Boltzman's constant
Tref = refresh time (inverse of leakage current)
A(V,T) = a slightly temperature and voltage dependent factor
fa = activation energy

They observed Ea values 0.56 ev for thermally generated carriers in the bulk Si near
the storage cell depletion region, 0.36 ev for surface state induced leakage current, and
much higher values of Ea at very low temperature, where tunneling mechanisms
predominate. In the case of thermal generation in the bulk Si they used A(V.,T)=T*2.0
[2], and 1.5 in another reference. Reference [8] points out that bulk and surface state
related leakage currents exhibit different dependencies on substrate doping as well.

1.2.3 Alpha Particle Irradiation

It would seem that aipha strikes which produce less than the critical amount of charge
required 1o cause a bit error would mimic VHT. However, the most significant VHT
behavior is confined to a subset of bits which exhibit temporarily lower or higher
refresh times repeatedly. This is not consistent with single event, random location alpha
hits. The devices we tested had alpha protection die overcoats.




It is interesting to note that reference (9] points out that DRAM refresh time may be
degraded by alpha particle hits [10], however, the rate of degradation is extremely low.
They indicate that tor a cell with a pre-irradiation leakage current of 4.2E-5 pa/um*2
the average value of increase in leakage current is 8.89E-5 pavalpha. The cell leakage
current for the devices tested at 85C in our study can be estimated from

q = O
or i‘t = O/
i= CVit
where @ = charge
i = current
C = capacitance (e.g., 50e-15f)
V = voltage(e.g., 5 V)

t time(e.g., 1 sec)

or i 50e-15f*(5v)/1s
2.5E-1 pa
250 fa

W nu

A typical hop may decrease the refresh time from 1 sec to 0.8 sec, corresponding to a
leakage current change from 250 fa to 312 fa. The change is 62 fa, several orders of
magnitude larger than that expected from an alpha induced degradation.

1.2.4 Random Telegraph Noise (RTN)

Several recent references [3,4,5,11] have concerned “random teiegraph noise” (RTN)
which we believe is related to VHT. Very small variations or fluctuations in small area
MOSFET drain current are thought to be caused by single traps or groups of traps
populating and depopulating. They indicate that for a small area channei (< about 1 sq
umy} it is possible to have only a single oxide trap in the vicinity of the surface Fermi
potential over the entire channel area, and that capture and emission of a channel
carrier by the trap results in a modulation of drain current. This represents a noise
source for very small transistors or for any size transistor which relies on very small
off state leakage currents (as does a DRAM storage cell). These references are generally
trying to sort out the place and nature of the traps, whether they are in the silicon, at
the interface or in the oxide, and whether they act together in groups. The
characteristics of RTN drain current waveforms are similar to VHT Tref waveforms.

We see statistics of high and low refresh time which are similar to those reported for
low and high drain current in RTN. We also realized that our measurements are not
always fast enough to resolve every hop. At times we had a minimum hop duration
resolution of as long as 700s (operating with floppy drives only). This was due to about
1 second of data analysis overhead at each of the 100 steps in refresh time, plus drive
accessing to store and retrieve three 64K files. Operating with a hard drive holding the
large files decreased the overhead time somewhat, but we undoubtedly were not
recording good data on frequently hopping bits. Running the test program with only one
step, or a just few steps, lowered the time resolution to only a few seconds. A limited
amount of testing was done under those conditions (see Section 4). In those cases one can
observe only bits which happen to hop back and forth across one of the few step
boundaries. In principle, it should be possible to reduce the test time further by storing
the data in memory most of the time rather than on disk. This would eliminate disk
accesses and speed up testing greatly. Our system has only 128K of RAM.




1.2.5 Berkeley RTN Paper (IEEE Trans on ED June 1989)

Hung, et. al. [6] described an automated system for making direct measurements of low
level leakage current in smail channel area transistors. Drain current fluctuations of
up to 1% were observed. They showed that the probability distribution of the high and
low level drain current level durations is fit by an exponential distribution indicating
random trap capture and emission processes. The distribution was of the form

P(ton,toff) = 1/(<ton,toff>)e*(-ton,toff/<ton,toff>) (Eq.1-2)
where ton and toff are high and low drain current state durations
P(ton,toff) is the probability of high or low state durations

<ton> is the average on state duration

<toff> is the average off state duration.

They observe that RTN can be completely described by <ton>, <toff>, and the magnitude of
the transitions (at a given temperature). The first two parameters are extracted from
the above plots, and the last is determined from a plot of probability of drain current
levels. They also showed that there was Gaussian noise overlaid on the latter piot.

1.2.6 Physical Model Paper

Reference [11] presents a comprehensive mode! for the generation of RTS waveforms in
semiconductor devices. They point to previous work which suggests that RTS currents in
MOSFETs are attributed to charge state transitions at traps in the oxide very close to the
silicon surface. They report measuring RTS current magnitudes at room temperature of
0.5fa to 100pa in reverse biased diodes and gates of JFETs. They observe that in
MOSFETs at low drain voitages, RTS amplitudes are a fixed fraction of mean current as
bias and temperature are varied. They have measured characteristic times from 0.1
seconds to 20 hours, and say that these times depend strongly on both temperature and
bias, and that the distribution of times is thought to extend down to microseconds. Their
measurements showed about 10-25% standard deviations of average transition times,
under well controlled experimental conditions. They find that in MOSFETs operating in
subthreshold conduction with fixed drain voltages, changes in gate voltage cause
characteristic high and low level durations to change in opposite directions, while
changes in temperature with fixed voltages cause them to change in the same direction.
They say that charge capture by a trap is dominated by a tunneling mechanism, and its
characteristic time depends inversely on carrier concentration. Also, they say that
charge emission from a trap is temperature dependent. For the case of a conducting
channel, traps nearer to the Si/SiO2 interface and in higher field and mobility areas
(e.g., . at the drain) have the largest effects. Also, traps in areas of low carrier density
(10E7/cm3 to 10E11/cm3) are more likely to have capture and emission times large
enough to detect (1s to 100us). In subthreshold conduction, areas close to the
metallurgical source-substrate junction, the drain junction, and near the Si/SiO2
interface will have the largest effects.

The authors observe that in MOSFETs in weak inversion, characteristic times do NOT
change in the same direction for changes in gate and source-drain bias. This they say




points to capture processes, at traps accessible by tunneling, as the dominant events.
We will return to this discussion in Section 5, and try to understand how it applies in
the context of a DRAM cell.

1.3 Plan for Experimental Work

As a result of Yaney's paper [1], we decided to do testing on several commercial DRAMs
to assess the need for VHT screens in typical devices. We had already been measuring
refresh times of large populations of bits in DRAMS for another purpose (lo evaluate
refresh time as a screen for thin oxide defects).

We obtained samples of typical 64K DRAMs by changing out devices from the
motherboards of several PCs, and from contract residue devices being tested for another
purpose. We decided to make measurements of VHT behavior at two temperatures for
several devices, and see if VHT really did or did not represent a soft error risk,
especially at higher temperature. We also planned to do physical analysis (eg.,
delayering and visual/SEM inspection of hopper bits).

2.0 Alternatives for Making Tref Measurements for
DRAM Bits

In this section we briefly discuss hardware alternatives we considered for making
refresh time measuarements for large numbers of DRAM bits. We also discuss
development of the approach we chose, which was based on a generic personal computer.
Finally, we discuss temperature control of the DUT, since it was necessary to maintain
the DUTs at elevated temperature in order to decrease Trefs and shorten overall test
times.

2.1 Hardware Alternatives and PC System Development.

We did not have a dedicated memory tester, and we could not afford the required test time
on our automatic microcircuit test equipment. We developed a unique system for making
the measurements which uses a personal computer (PC). We thought that it would be
particularly attractive to be able to do these measurements in a PC system, with the DUT
residing in system memory space, with easy access by software. A quite different DRAM
Tref measurement approach using a PC has since been reported in reference {2]. It uses
port bits to supply control signals to the DRAM device, which significantly limits the
speed of testing (and difficulty of test programming) because several output instructions
are required to read or write a bit, rather single MOV instructions.

We found that with very sinple hardware modifications, and appropriate software, it
was indeed possible to make Tref measurements on DRAMSs in a PC's main memory space.
We plugged the DUT into a modified, piggybacked socket which was in turn plugged into a
DRAM socket on the memory area on the PC's motherboard. Our initial attempt at
implementing the ~ref measurement involved gating off the active low ROW ADDRESS
STROBE (RAS") to the DUT, but only when the system presented a specific row address to
the device. This required sequential testing of each row at several Trefs to establish the
Trefs of all bits in the device. The gating signal and the row address to be tested were
supplied by output port bits to a word comparator and gating circuit. Actually, rows
would be tested in pairs, since refreshing a bit on row 0 really also refreshes ail bits
on rows 0 and 128, etc. in the DRAMs we tested. The software for controlling this




testing, and for analyzing the measurement data included an assembly language test
routine linked to a compiled basic program.

The main complication with this first approach was that our PC system had very limited
memory (128K). The Tref testing would render the memory segment containing the
DUT unusable during testing times. Although the assembiler, linker, and loader could be
controlled to produce a code which did not load into the segment of memory where the
DUT resided, we could not find adequate ways to control the basic language's use of
memory for variable and string space well enough to keep the system from using the
DUT. We did not need the DUT space for performing the measurements or keeping data
(since only two rows of bits were being tested at once, but the system unpredictably used
the DUT, and when it happened, the system crashed. A workable solution was found,
which involved pre-storing and restoring the two rows of bits which were to be tested.
Since the addresses of the 512 bits which were going to be lost during testing were
known, they were read and stored temporarily in a safe buffer away from the DUT. After
testing was complete, the lost bits were restored from the buffer to the DUT, before
returning to the BASIC portion which needed this data. The core of the test algorithm and
the temporary buffer was located at specific absolute memory locations out of the DUT.

Our first DRAM bit Tref measurements were actually done in this way. However, the
test time for testing hundreds of rows at several Tref trial values to obtain reasonable
precision was impossibly long.  To be practical, all rows in the DUT had to be tested at
the same time. Some evaluation of time saving row-by-row algorithms was done. The
most obvious and easiest to program algorithm is a simple series of evenly spaced Tref
trial tests over a fixed range of Trefs, during which those bits which fail first at each
step are noted. We did simulations of other binary search algorithms that would isolate
several unknown Trefs in multiple variable ranges. None of these gave drastic
improvements over the stepped trial method. Some of these problems actually could
have been solved by using a machine with much more memory installed. But a much
more straight-forward soiution in any case would be to adopt a software implementation
running totally in assembly language.

In our second approach we coded all the test control and preliminary data analysis and
data storage in assembly language rather than linked assembly and BASIC. A new
approach was also incorporated which allowed testing all bits at once. This did away with
the address port and comparator. The hardware for this approach is shown in Figure 2-
1. The RAS' gating used only one two-input OR gate. We also lifted two pins on ICs in the
PC's DRAM Controller Refresh Address Counter and connected them to I/O port bits. The
operation of this circuit is as follows.

Figure 2-1. Hardware for Tref Measurement System Using PC

RAS’
OUT DR2M

Segment 2 RAS’

Y

Port Bit BO ]

Port Bit BO = 1 to disable DUT RAS’

i

. DRAM System Refresh Address Counter
Port Bit B1 — Reset L |

Port Bit B2 = Reset H

Port Bits B1 and B2 = 1 forces address O




The DUT DRAM RAS' signal is OR'ed with a port bit. When the port bit is at logic O the
DUT can be written and read by MOV commands in software running on the PC system.
When the port bit is at logic 1, RAS' is held from the DUT. This allows pausing for
controlled periods of time without refreshing the data in the DUT in order to test refresh
time. We found that the Tref measurements obtained with only this RAS' gating control
sometimes contained partial rows of higher values. We might not have realized this,
except that we were also looking at physically bit mapped displays oi the data. We were
seeing several rows with groups of closely spaced high Tref values, and they were not
always in the same rows. Possibly when the device was read out after a long pause with
no refresh, the data readout circuits or address input buffers and decoders would not
begin functioning correctly until a few bits had been read out. The addresses of the first
few rows refreshed when coming out of the pause varied because the system refresh
address counter was always running and could be anywhere.

To cure this problem, we added control of the refresh address counter by connecting
programmable port bits to its reset pins. As an added precaution, we tried to keep the
DRAMSs internal circuitrv ‘alive’ during testing, by doing a ‘sneak read' of one bit (row
0, col 0) every 4 milliseconds during the refresh pause. This actually refreshed all the
bits on rows 0 and 128, so all data on those .ows would be lost. Actually, it is possible
to do the sneak read on any bit, and lose data on some other two rows. We chose to just
ignore the data for the two refreshed rows, rather than doubling the test time to pick up
measurements for bits on the refreshed rows.

To do the sneak read, RAS’ to the DUT must be enabled for just a few microseconds. We
suspected that occasionally the DRAM system refresh controller might do a row pair
refresh event during this time. This could not be prevented, but the potential problem
(refresh of rows other that 0 and 128 in the DUT) was avoided by resetting the refresh
controller address counter to address 0 and holding it during the sneak read. This was
accomplished by connecling two port bits to the DRAM system refresh address counter
reset pins. When they are high, the system refresh address counter is forced to address
0, and held, even if there is a clock pulse to the counter. We also added 8 pump reads of
bit 0 before testing the memory after the pause.

[n addition, the software must also disable system interrupts during the entire testing
process, since interrupts could conceivably lead to unpredictabie attempts to use the
DUT, or portions of memory we were using to store and process data. A flow chart of
the final test procedure is shown in Figure 2-2.

The sneak read of one bit with the system refresh address counter forced to address 0
alters the PC's normal DRAM refresh action sequence for the entire PC memory,
including the memory segment where the test program is stored and where the
measurement data is stored. Effectively, every 4 ms the normal refresh sequence is
stopped with the address counter at some unknown address, held up for a few
microseconds, and then restarted at address 0. Thus, some rows skip one normal refresh
event, and must survive until the next one occurs, never longer than an additional 2ms.
Therefore, some portion of the memory experiences at worse a 4ms refresh interval. We
found that this had no ill effects in our PC.




“

Figure 2.2 Tref Testing Procedure Flow Chart.

r disable interrupts and parity
setup tref min, max, increment
write DUT with empty potential well pattern

¥
delay 1ms

has 4dms elapsed

force refresh address counter to 0
enable DUT RAS’
r- .ease refresh address counter

done with total pause timgé
|

‘ force refresh address counter to 0

enable DUT RAS’

8 pump reads of row 0, col 0
guick loop read col 0 on all rows
releas refresn address counter
check for bit failures

1l refresh times teste

rewrite part, enable parity and interrupts
dump data to disk
repeat above for next test

Once this hardware was working, and we were taking data, we quickly found that the
average bit refresh times of aimost ail the devices we tested were on the order of 1 to
1000 seconds at room temperature. Making several sequential Tref tests, and then
repeating it several times would lead to impossibly long test times, even using the
second approach described above, which tests all bits at once at each traii Tref. For
example, if the range minimum is zero, we can calculate the time required to take 100
sets of measurements, with 100 Tref trail steps, at two temperatures, across a trial
range, assuming 2 seconds of test and analysis overhead at each trial, to be
approximately (2 temps)*(1C0 sets/temp)*(100 steps/set)*(2sec+ranges/2). Table
2-1 shows total test times for various range~. The times increase if range minimum is
raised from 0.

Table 2-1 Estimated Total Test Times
Tref Range Test Time
1000 sec 116 days
100 sec 12 days
10 sec 1.6 days /

1 sec 13 hours
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We decided to heat the parts during the measurements to reduce the refresh times to
between 1 to 10 sec. This really is undesirable, because we don’'t have any assurance
that the activation energy of the stable and unstable components of leakage current are
similar. Therefore, increasing temperature could result in swamping a relatively small
unstable component of leakage current with a large stable component. This could force
the use of higher resolution steps, which in turn would mean more test time. Another
problem is that some of the memories we tested were 70C parts, and actually do not
work much above that temperature. Fortunately, it was always possible to find a range
of temperatures between about 65C and 90C where refresh times were generally in the
range of 0.1 to 10 seconds and where the device still worked.

2.2 Device Temperature Control

To control the device temperature, the socket was enclosed on the top and sides with
cardboard backed foam. This shielded it from room air currents and the draft of the
cooling fan in the PC cabinet. A heater resistor was placed beneath the socket, between
the pins, and a thermocouple wire was placed in a slot in the top of the DUT socket, with
thermal grease, in contact with the bottom of the DUT package. The resistor current was
controlled by a closed loop temperature controiler using the thermocouple sensor. Based
on readings of the temperature controller, we believe that our temperature control was
much better than 1C, and based on the following discussion, we think that was adequate to
study VHT in these memory devices.

Temperature control is very important in Tref measurements. Activation energies of
the leakage current components which determine Tref are expected to be in the range of
0.3-1.12 ev. We needed to choose a step size which was small enough to resolve
significant Tref hops, but large erough to avoid measuring too much temperature noise.
We had no idea what magnitude of VHT instability to expect, or how much temperature
noise there was in the DUTs, so we did some testing. We chose a step size to give us 100
steps, or 1% Tref resolution across the range tested. For example, one test used
Tmin=4000 ms and Tmax=15000 ms, and 100 steps of 110 ms each. This resulted in a
well centered and covered Tref distribution, and about 2-3% absolute Tref measurement
accuracy. An example of the resuits is shown in the histogram in Figure 2-3.
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Figure 2-3. Histogram of Bit Trefs
All Bits, File 1 of Test 94
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Figure 2-4. Tref Avg vs Test #
Test 94, #327, All Bits

0 Tref (step) Tref (sec)
49 + T 14.0
48 +
47 + T 120
T
5L +10.0
44T 1 8.0
43 +
42 + + 8.0
41 1 .
40 + t f f ; t } f f 4.0

0 10 20 30 40 50 80 70 80 90 100

Test #

N



This data resulied from a series of 100 Trel les! rials, beginning at 4C00 ms and
stepping in 100 steps of 110 ms 1o 15000 ms. This test was repeated 92 times, and the
mean of the distribution was calculated each time, assuming a normal distribution.
Figure 2-4 shows that the mean was stable to within about +/-1 step stability, except
{or one point at +2 steps.

If we pick two sequential sets of the 92 tests, and calculate the hit-by-bit differences in
Tref between the two sels of measurements, we see that there is quite a bit of instability,
or what we call 'hopping'. Figure 2-5 shows a histogram of the bit-by-bit differences
between two such tests. Each count in the bins represents a bit which exhibiled a Tref
hop of the X axis magnitude from one test to the next test.

Figure 2-5. Distribution of Hop Values
All Bits, File 12 of Test 94
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The distribution of 'hop' magnitudes for sequential tests Iis continuous, at least for
smaller hop magnitudes, and decreasing. Most of the bits are not ‘rock stable’. We would
like to know how much of the hopping is due to temperature fluctuations, and how much
Is due to the VHT phenomena. We can make some observations, however.

The first Is that it was typical for several thousands of bits to exhibit no Tref step
change at all between tests (the middle bin in Figure 2-5). However, we can't prove
that these same rock stable bits remained so test afier test, because even though we
binned and saved this distribution for every set of tests, we only saved the bit addresses
of the largest hops (typically those greater than about 10-15 steps). We had chosen to
ignore any hops below 13 steps because there were so many that recording them would
resuit in oo much data.

A second observation is that the bits which did exhibit large hops, and were recorded,

hopped between Tref levels which were themselves quite stable. An example of this
behavior is shown In Figure 2-6.
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Figure 2-6, Tref ve Test #
Test 94, #3268, 80C, Row 134, Col 134
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Figure 2-8. Tref V8 Test #
Test 08, #3285, 858C, Row 134, Col 134
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Figure 2-9. LOG10(Tref) V8 1000/TEMP
Tests 94/98, #3286, Row 134, Col 134
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The Tref level measurements shown there track one bit throughout 92 sets of tests done
at 80C. This hopping could not possibly be temperature induced, since we find that such
active bits are not concentrated together, and their physically adjacent bits are often
quite stable.

Another observation about the overall temperature stability of the DUT is based on
Figure 2-7, which shows a histogram of high and low Tref ievels in Figure 2-6. The
middle part of the distribution (X=-12 to +12) is truncated out because hops of
magnitude less than 13 were not recorded. Even so, it is clear that the distributions are
decreasing toward the middle. This behavior is expected, and has been observed in some
of the RTN studies referenced, for example, as shown in Figure 4 of reference [6].
Here it suggests that the variation of Tref measurement accuracy due to all causes is on
the order of +/- 2 steps.

It is interesting to consider what magnitude of local temperature variation would be
needed to cause Tref changes equal to what we are calling significant hops, in this case
13 steps of .11 sec. Figure 2-8 is the Tref waveform for the same bit as Figure 2-6,
but measured at 85C. The arithmetic mean of the waveform in Figure 2-6 (9.07 sec)
averages out instability due to both temperature and hopping. The arithmetic mean of
the waveform at 85C, in Figure 2-8 is 6.45 sec, and Figure 2-9 shows the log of the
arithmetic means plotted against reciprocal temperature. Using Equation 1, we can
calculate that the dominant temperature dependent leakage current component has an
activation energy of about 0.68 ev, and this was typical for bits in this device. Looking
at the data for this plot, we determine that for a Trefavg to decrease from 9.07 sec by
our minimum hop value, 13 steps of 110 ms, to 7.6 sec., the temperature would have to
increase from 80C to 82.5C, or by 2.5C. Further, the largest hops observed were
roughly twice as large, and these could only be expiained by a temperature increase 1o
85.5C, or by 5.5C. We think that focal temperature differences of this magnitude
between adjacent bits are not probable.

To this point, we have discussed temperature noise with respect to two tests done
relatively closely spaced in time (about 10 minutes). We took an added precaution
against long term minor temperature drift during long sequences of many tesis by
calculating the hop magnitude as the difference between the current and the last Tref
measurements, rather than the current and the first Tref measuremcins. We thought
this would desensitize the measurements to any large gradual changes in ambient
temperature which might effect the DUT temperature, such as weekend building air
conditioning cycles.

We strongly suspect that the bits in middle bins of Figure 2-5 are actually exhibiting
small hops, and that there is only one or two steps of temperature noise in the
measurements between two consecutive sets of tests. We believe that the continuous and
decreasing siobability of hops of increasing magnitudes is real, and due to a continuous
and decreasing probability of defects of increasing severity or location in the device.

We note here that using a 64K memory chip as a test vehicle is a very efficient way to
study noise effects of traps in the manner of the RTN references. It is possible to quickly
generate a relatively huge amount of data on the distribution of hop magnitudes, duration
parameters, and activation energies of Tref and the duration parameters for thousands of
trap sites. RTN studies up to this point have been carried out as long tests of individual
test samples using sensitive, low-bandwidth current ampiifiers. The DRAM approach
would probably be most useful in studying very long time constant trapping Sehavior.
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3.0 Tref Testing and Data Analysis Software

This section reviews the software required to run the hardware Tref tests which were
described in Section 2. This section also gives a general overview of data analysis, using
examples of measurements. Copies of the testing and analysis software can be obtained
from RL by completing and mailing in the software request form found on Page 22 of
this report. The 8086/8088 assembly language testing programs were run on a Zenith
Z-100 computer. The first step of data analysis was done on any MSDOS PC in BASIC.
Data archiving and further data analysis was done in FORTRAN on a VAX mainframe.

3.1 General Refresh Time Measurement Sequence

In order to determine all individual bit refresh times, a set of tests is run. The DUT is
written with a pattern which results in all empty potential wells. This pattern is
computed from data sheet information, and was verified by test. RAS' to the DUT memory
is then gated off for a timed interval, and is then restored. The DUT is read out, and
failing bits are noted.  This test is then repeated, with a slightly longer timed interval.
The length of the timed interval is varied over a specified range, using a fixed step size.

The refresh time measurement of each bit in the DUT is represented by a byte in
memory. They are initialized to a certain value, and then during testing they are written
with the value of the first step number at which each bit fails 1o hold data. Once tests at
all steps across the refresh time test range are completed, the data set is stored, and
compared with the previous set. The addresses of only those bits which have changed by
a threshold amount from the previous to the current measurement set are noted in a
‘hopper' file, and another set is started.

An example of a histogram of a raw Tref data set is shown in Figure 3.1-1. An example
of part of a hopper file listing is shown in Table 3.1-1. An example of the histogram of
hop magnitudes is shown in Figure 3.1-2a. Figure 3.1-2b. shows the same data on a log
Y scale. After some large number of sets has been completed, the temperature is changed
and another run is made.




Figure 3.1-1. Bit Refresh Times
#127, 80C, TEST 90, 99 FILES
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Figure 3.1-2.a. Hop Magnitude Histogram
#127, 80C, Test 90, File 2.
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Figure 3.1-2.b. Hop Magnitude Histogram
#127, 80C, Test 90, File 2.
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Table 3.

1-1. Example Hopper File Listing.
(Translated version of binary file).

FILE NAME:H00002.DAT

VHTTHR: 13 TEST NUMBER: 2 # BITS OVER THRESHOLD: 312
TMIN: 1500 TMAX: 5000 # STEPS: 100
MEAN: 51 STD DEV: 10
DATE: 9- 25-90 TIME: 13: 28: 8

{partial listing of recorded hops...)

COL ROW PRE CUR DIF COL ROW PRE CUR DIF COL ROW PRE CUR
0 135 65 52 -13 0 137 51 64 13 2 152 69 56
2 198 54 67 13 3 135 65 52 -13 5 183 68 55
6 152 69 56 -13 6 183 68 55 -13 7 229 61 47
8 204 52 65 13 8 229 61 47 -14 9 141 42 55
9 229 61 47 -14 10 60 51 64 13 11 133 42 55

11 141 42 56 14 12 135 65 52 -13 12 142 69 56

13 141 42 57 15 13 229 61 47 -14 14 165 69 56

15 133 42 55 13 16 137 51 64 13 17 204 52 65

+ BINNED DIFFERENCE MAGNITUDES (EXCLUDING ROWS 0 AND 128)

0: 4666 5611 6317 4683 5103 4764 3943 3509 2104 1
10: 617 273 75 143 24 13 0 0 0
20: 0 0 0 0 0 0 0 0 0
30: 0 0 0 0 0 0 0 0 0
40: 0 0 0 0 0 0 0 0 0
50: 0 0 0 0 0 0 0 0 0
60: 0 0 0 0 0 0 0 0 0
70: 0 0 0 0 0 0 0 0 0
80: 0 0 0 0 0 0 0 0 0
90: 0 0 0 0 0 0 0 0 0

100: 0 0

- BINNED DIFFERENCE MAGNITUDES (EXCLUDING RO AND R128)

0: 4666 5065 2848 2629 1746 1721 904 609 330
10: 194 165 90 40 1 0 1 0 0
20: 0 0 0 0 0 0 0 0 0
30: 0 0 0 0 0 0 0 0 0
40: 0 0 0 0 0 0 0 0 0
50: 0 0 0 0 0 0 0 0 0
60: 0 0 0 0 0 0 0 0 0
70: 0 0 0 0 0 0 0 0 0
80: 0 0 0 0 0 0 0 0 0
90: 0 0 0 0 0 0 0 0 0

100: 0 0
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Table 3.1-2 lists the software used for testing. The main testing task is controlled by
setup information edited into a disk file. This file specifies the min and max of the Tref
range to be tested. the number of steps across the range, the threshold to define a
‘hopper' (in number of steps), a flag to request a file dump of the current set of Tref
measurements, and a flag to indicate the device type.

Initially, we estimate the min and max refresh times and run a few sets of tests. We
stop the tests and inspect the Tref histogram to check whether the Tref distribution is
bracketed by the range minimum and maximum. If needed, the min and max times are
adjusted so that the main part of the Tref distribution is spread across steps 20 through
80 of the histogram.

At this time we also inspect the number of hopper bits recorded, and adjust the hopper
threshold so that a reasonably small number of bits qualify (typ:cally less than 500
bits, or about half of the maximum size buffer size of 1200 bits). The data from a
series of 100 tests at one temperature typically fits on one 5 1/4 inch floppy. We note
that the first set of measurements is saved to a permanent disk file, but for subsequent
tests, the set of current measurements is stored to another temporary file, which is
over-written after each test. This file serves as the baseline for calculating hops when
the next test is completed. This reduces the storage space requirements typically by two
orders of magnitude or more, but throws most of the raw data away.

Once a run of many tests at one temperature has been completed, the resuiting hopper
files are collected into one large file. That file is then sorted by col, row, and test
number, and transferred to a VAX for analysis. If the large file is too big to be sorted by
MSDOS on the PC, it is transferred to the vax, and sorted there. A small portion of such
a collected and sorted file is shown in Table 3.1-3. Note there that the bit at col 0, row
135 hopped by at least the threshold amount at test numbers 2, 3, 6, etc. This file is
then further analyzed to extract overall population characteristics and to identify
individual bits for further analysis.




Table 3.1-2 Tref Test Software

Bracketing the tref ranges:

PARAMS.DAT - specifies testing parameters
VHT.EXE - makes measurements

VHTL.EXE - translate Tref distribution
DI2.EXE - inspect Tref distribution
Main testing:

PARAMS .DAT - specifies testing parameters
VHT - makes measurements

Preparing test results for analysis:
VHT1.EXE - collects results for several tests
SORT.EXE - sorts hops by row,col,test for analysis

TABLE 3.1-3 FORMAT OF COLLECTED AND SORTED HOP FILE
CcOoL

|
] | CURRENT TEST #

| | } PREVIOUS TREF MEASUREMENT (IN STEPS)
| | | | CURRENT TREF MEASURMENT (IN STEPS)
| | | | J CHANGE IN TREF (IN STEPS)
I i ! | J J

0 7 26 69 56 -13

0 10 58 61 48 -13

0 11 19 46 60 14

0 22 48 56 41 -15

0 22 69 43 56 13

0 25 58 45 59 14

0 33 79 60 47 ~13

0 43 68 54 69 15

0 46 45 48 61 13

0 52 58 45 58 13

0 129 36 63 50 -13

0 135 2 65 52 -13

0 135 3 52 66 14

0 135 6 65 52 -13

0 135 7 2 66 14

0 135 14 50 65 15

0 135 54 63 50 -13

0 135 74 69 54 -15

0 135 83 50 63 13

0 135 92 51 64 13

0 135 93 64 51 -13

0 135 94 51 65 14

0 136 9 59 43 -16

0 136 10 43 57 14

0 137 2 51 64 13

0 147 3 56 69 13

0 147 9 67 53 -14

0 147 84 69 55 -14
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MAILED TO: RL/ERDR (D. Burns)
Griffiss AFB NY 13441-5700

STATEMENT OF TERMS AND CONDITICNS RELEASE (OF AIR FORCE-OMNED (P CEVELOPED
COMPUTER SOFTWARE PACKAGES

Date

l. Release of the following US Air Force software package (camputer programs, systans descriptions,
and documentation) is requested: VHT Software

2. The recuested software package will be used for the following purpose:

Such use is projected to eccrie benefit to the govertment as follows:

3. I/We will be responsible for assuring that %' ° sctware package received will not be used for
any purpose other than shown in paragr-on 2 soove; also, it will not be released to anyone without
prior approval of the Air Force. Ffurther, the release of the requested software package will rot
result in campetition with other software packages offered by comercial firms,

1. [/«e guarantee that the provided software package, or ay modified version thereof, ~ill mot 5e
published for profit or in any manner offered for sale to the goverrment; it will not Se soid cr
given to any other ativity or firm, without the prior written approval of the Air Force. [f this
software is modified or enhanced using govertment funds, the govermment owns the results, whether
the software is the basis of, or incidental to a contract. The govervment may mot pay 3 second “ime
for this software or the ennanced or mdified version thereof. The package may be useg 'n contrc:
with the goverrment but no charge may be made for its use.

. The IS Air Force is neither liable nor responsible for maintenance, updating or corractirg iy
errers in tne software prov ided.

5. [/We understand that no material subject to naticnal defense security classificstion or
proprietary rights was intended to be released to us. [/We will report promptly the discovery of
any material with such restrictions to the Air Force approving authority. [/We will follow al)
instructions concerning the use or return of such material in accordance with regulatiors applying
to classified material, and will make no further study, use, or copy such material subject to
security or proprietary rights marking.

7. [/We understand that the software package received is intended for damestic use only. It wil]
not be made avarlable to foreign goverrments nor used in any contract with a foreign goverrment.

>ignature of Requestor Signature of Air force
Approving Authority

Name of Requestor

Nane/Title ot Awr Force
Approving Authority
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3.2 Data Analysis During and After Testing

The mean and standard deviation of the current Tref measurements is calculated and
stored at the end of each individual test set. Also, the bit-by-bit Tref measurements are
binned in histogram style and this data is saved. Finally, bit-by-bit hop magnitudes are
calculated and histogrammed for all hops which exceed the specified threshold. This data
analysis is very quickly done in assembly [anguage, and is used to generate a quick
summary report of hopping activity as a first step in post-test data analysis.

Table 3.2-1 shows the main post-lest data analysis and display software elements, and
will be used along with examples of their outputs as an outline to explain the data

analysis that is done.

Table 3.2-1 Post-Test data analysis and display software

Analyzing the data
analall.com
scriptl.com
script2.com
anal.com
file.for
anal bdat.for
transbp.for
physloc.for
tea.com
bit tea.com
minmax tea.com
join tea.for
tutds2.com
tutdsl.com
join tutd. for
poke. com
script3.com

Displaying Data

control of several sets of cold,hot
control of cne set of cold,hot

control of one temp

do analysis of one temp

make tnh,min, btnh,bmin ,anal.dat files
select bits for individual analysis

get selected bit tavg, physical x,y

make physical map of selected bits

Ea of average bit refresh time

Ea’s of delected hit avg refresh time
Ea’s of min and max trefs of selected bits
join Ea plots into 1

fit all tutd plots

select bits for tutd parameter Ea anal.
join 3 tutd par. Ea plots for sel. bits
put data in subdirectory

find and bin Ea’s of all hopper bit Trefs

DI2.bas DUR tref histograms, summaries
CN.bas Images,Tavg

shohis.for show various histograms

cn.for physical images of bit parameters
graph. for waveforms

mapper.for logical to physical bit mapping
Harvard graphics used for various charts

Once the collected and sorted data file is available, a series of batch files whirh form and
execute these analysis programs is run.




The analysis software was written to analyze data archived for several devices in one
run. Therefore there are layers of control ‘scripts’, which specify a device and
temperature for analysis, built around the actual programs which do the analysis.

For each device, at each temperature, a set of histograms and plots can be produced
which characterize the Tref times and hopping activity of all the bits in the DUT taken as
a population, or of single bits. Figure 3.2-1 through Figure 3.2-9 show examples of
these histograms for all the bits in the DUT taken as a population. The remaining figures
in this section will show examples of the information extracted from the raw data,
including individuai bit hop magnitude distributions, average Trefs, Trefavg activation
energies, high and low Tref level duration distributions and the activation energies of
parameters which characterize them.

Figure 3.2-1. # HOPS VS TEST #
TEST 90, #127, 80C, Files 1-59
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Figure 3.2-1 shows the number of bits which exceeded the hop threshold during the
first 60 of 99 sets of measurements in what we called test sequence S0 (DUT #127, test
femperature 80C). In this plot, one test set took 1221 sec, and 60 tests took about 20
hours. It appears that there may be a slight 3-4 hour periodicity in this data. We could
find no apparent reason for this, although we considered that building air conditioning or
power line nuise might conceivably have been a factor. The DUT was enclosed, well
shielded from air currents, and thought to be controlled to better than 1C with a
thermocouple and temperature controller. The PC had its own requlated power supply,
which supplied the DUT. Noise in that Supply coming through from the building power
or ground might account for some part of the Tref measurement noise. but we would
expect it to be random, not periodic.
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Figure 3.2-2 shows a histogram of hop durations for a sequence of tests, taking all hops
and all hopper bits as a population. There are many hops which lasted only one test
duration These were initially thought to be more likely to be caused by system noise
than hops which persisted for more than one test, so we made provisions and generaily
did exclude these from data analysis, even though they were recorded in the data files.

The shape of the plot of Figure 3.2-3 was typical, always showing an indirect relation
between the number of bits and the number of hops. Many bits had few hops, and few
bits had many hops. Note that there are four outlier bits which exhibited significantly
more hops than would be predicted by fitting the distribution.

Figure 3.2-4 plots the frequency of occurrence of hops of various magnitudes, for only
those hops above the threshold amount, which was 13 bins in this case. There is some
question about whether the distribution really is peaked in the middle, or is coming down
toward the middle, because we did not record the data on small hops because of our disk
size limitation. We suspect that it really is coming down, and this is consistent with the
observations of fluctuating drain currents by others. Figure 3.1-2a earlier showed that
there is a peak in the middle of the distribution of hop sizes measured between a pair of
tests, looking at all bits, not just the active hoppers. We saw many cases where the
distribution for one bit was clearly double peaked and not peaked in the middle, and other
cases where there were peaks around two positive and negative values. This has aiso
been observed in drain current fluctuation studies, and is thought to indicate the
presence of two trapping sites or configurations. Figure 3.2-4 also shows that the high
and low values are not really unique metastable values, but form what may be a normal
distribution. .

To identify bits which assumed the lowest and highest absolute Tref values during test
sequences, we extracted the plots shown in Figures 3.2-5, -6. Figure 3.2-7 is taken
from Figure 3.1-1, the initial distribution of all Trefs for this part, but plotted with
the same Y scale as in Figures 3.2-5 and 3.2-6 for comparison. Comparing Figure 3.2-
5 with Figure 3.2-7, we can see that the initial distribution has more bits at low values
than the active hopper low value distribution. This leads to the conclusion that the
lowest Tref bits in the initial distribution are not due to severe hoppirg activity, i.e.,
they are bits with low values which are relatively stable, rather than active hoppers in
their low value state. However, comparing Figure 3.2-6 with Figure 3.2-7, we can
see that the initial distribution has fewer bits with high values. This leads to the
opposite conclusion that the highest values of Tref in the initial distribution are due to
hopping activity, i.e.,. they are active hoppers in their high value state, rather than bits
with high values which are relatively stable. Taken together, the data seems to suggest
that some factor which decreases Tref value may also decrease the likelihood of hopping.
Or, stated another way, some factor which increases Tref may also increase the
likelihood of hopping.

Fa~ters which increase Tref, and therefore which could be causing hopping activity,
include those which cause higher cell capacitance or charge storage, such as thinner
oxide, larger cell area, higher substrate doping densily, larger surface state density,
wider or shorter transfer gate, and possibly increased surface roughness. On the other
hand, there may be no real cause and effect relationship. For example, it could be that
regardless of what causes higher ceil capacitance or charge storage, the increased
density of carriers in a cell with high Tref increases the hopping activity due to some
uniformly distributed feature.




Figure 3.2-8 shows a histogram of the ranges of the Tref values of hopper bits for the
same bits shown in the previous figures.

We chose certain bits for further analysis, including some which had many hops, large
hops, lowest and highest Trefs, and large Tref ranges. Typically, about 20 individual
bits were identitied which were the high and low outliers of each those five
distributions. Figure 3.2-9 shows a physical location plot which shows where the
selected outlier bits were located on the chip. There is some tendency for the active
hoppers (TNH-total number of hops) to cluster in the middie of the chip, where the
maximum hop values (MHM) also cluster. Maximum hop values, minimum values and
high range values are further away from the center, and are more scattered.

Figure 3.2-2. Histogram of Hop Durations
TEST 90, #127, 80C, Files 1-59
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Figure 3.2-3. TOTAL NUMBER OF HOPS
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Figure 3.2-4. MAXIMUM HOP MAGNITUDES
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Figure 3.2-5. MINIMUM BIT REFRESH TIMES
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Figure 3.2-6. MAXIMUM BIT REFRESH TIMES
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Figure 3.2-7. Bit Refresh Times
#127, 80C, TEST 90, 99 FILES
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Figure 3.2-8. RANGE OF BIT REFRESH TIMES
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Figure 3.2-9. LOCATIONS OF OUTLIER BITS
TEST 90, #127, 80C, 99 TESTS
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From our raw data. waveforms of Tref can be extracted for a single bit, as shown in
Figure 3.2-10a. The diagonal line segments indicate that there were two or more hops
below the set threshold which must have occurred to transition between the Tref levels.
They were not recorded, so we don't know the Tref values vs time there. If a particular
bit was recorded as a hopper at both test temperatures, the activation energy (Ea) of the
dominant leakage current component can be determined. Figure 3.2-10b shows such a
case. The average value of the waveform was calculated at both temperatures, and fit
with Equation 1-1. The Ea was 1.16 electron volts (ev), and the plot is shown in Figure
3.2-10c. It is interesting to note that if an Ea is calculated for this bit using the low
level at 80C and the high level at 85C, the result is 0.82 ev. Also, if an Ea is calculated
for this bit using the high level at 80C and the low level at 85C, the result is 1.4 ev.
Also, it both the high levels, or both the low levels are used, the results are 1.13 and
1.12, respectively. With larger hopping, the error in activation energy is larger, and
this effect may account for the discrepant Ea's for hopper bits reported in {1}].

Figure 3.2-10a. Bit Trefavg Waveform
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Figure 3.2-10b. Bit Trefavg Waveform
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Figure 3.2-10c. Ea of Trefavg
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Another observation we can make at this point is that the difference between the high and
low levels at 80C is 0.560 sec., and at 85C it is 0.288 sec.

The ratios of these deitas to the Trefavg's are 560/3.901=0.143 and
288/2226=0.129. The simple Ea of these ratios is 0.22ev (the simple Ea is calculated
in a manner similar to Equations 1-1, but without the pre-exponential A temperature
correction factor).

This means that a Tref Ea screen test based on one Tref measurement at two
temperatures wouid not be effective. A proper screen must identify both hop levels at
both temperatures. This would probably require much more test time than a simpie one
shot Tref test. If this were not done, however, it is quite likely that active and severe
hopper bits could be missed entirely because they were measured at their high levels or
at their low levels at both temperatures.

We found it quite typical for different hopper bits to have similar Trefavg Ea's, which
were in turn very similar to the Ea of the average of all bit Trefs in the device
{including hoppers and non-hoppers). Figure 3.2-11a. shows Ea plots of 5 hopper bits
and the device average Tref. For this manufacturer's device, they are all about 1.1-1.2
ev, which suggests that the dominant ieakage current mechanism is thermal generation
in the bulk silicon, which should have an Ea of 1.12 ev.

We could also calculate the average Tref of all hopper bits at both temperatures, as
shown in Figures 3.2-11b (80C) and 3.2-11c (85C) and the Ea of all unique bits
which occur in each set, as shown in Figure 3.2-11d. This figure shows that the Ea of
average Tref for the hopper bits forms a normal distribution peaked right in the
neighborhood of 1.12 ev. Previous workers reported that hopper bits exhibited grossly
fower Ea (1], and could be screened on that basis, but we do not sge that in our data on
this manufacturer's device.

Figure 3.2-11a. Trefavg Ea Plots
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Figure 3.2-11b. Tretavg of Hopper Bite
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In a manner similar to [6] and others, we produced histogram plots showing the
probability of Tref levels occurring (Figures 3.2-12a and 3.2-12b). While these
usually contained distributions about one high level and one low level, is was not
uncommon to find distributions at two high levels and low levels. That behavior suggests
the presence of two trapping sites in a bit. We also saw various cases of Tref waveforms
with three distinct levels, which can be explained by trapping at one site modulating
trapping activity at second site.

Figure 3.2-12a. Hop Magnitudes
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Figure 3.2-12b. Hop Magnitudes
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Figure 3.2-13a. Hop Duration Magnitudes
Test 94 #326 80C Col 27 Row 16

# Hope
10 = T

g1 t + + t + + + + t
00 20 40 60 60 100 120 KO0 WO 80 200
Hop Duration (sec)

Tu (moas) * Td(meas) —— Tulesls) —°— Td (omio)

Figure 3.2-13b. Hop Duration Magnitudes
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Table

col

27
62
80
128
142
149
195
197

Finally, we extracted histograms of high and low Tref level durations, as in [6]. We had
some difficulty finding bits with well behaved Tu and Td plots at two temperatures,
probably because strong temperature dependence could cause a trap which fluctuates at
one temperature to be filled or empty all the time at another temperature. Figure 3.2-
13a and 3.2-13b show examples of Tu and Td plots for what we think is the same trap
in the same bit at two temperatures. These figures contain measured Tup and Tdown
durations, as well as data calculated after fitting with Equation 1-2.  Note that these
plots are for a bit in device #325, made by a different manufacturer than device #127,
the source of data for the previous figures in this section. In both of these cases the
high Tref durations are longer than the low Tref durations, indicating that the low
leakage current level predominates over the high leakage current level.

From the Tu and Td parameters derived from the curve fitting at two temperatures, the
Ea of Tu, Td, and the ratio Tu/Td can be calculated, as shown in Figure 3.2-13c. For this
particular bit, the Tu and Td distributions are fairly believable, thai is, there are
several points for each. The Ea of the ratio of Tuw/Td is 1.9 ev, which happens to be
about the same as the Ea of Trefavg for .his bit, which is also shown in this figure. This
was not always the case, however. It was more often the case that the Ea's of Tu/Td were
not similar to the Ea of Trefavg, as shtown for the 10 bits in Table 3.2-2. However,
inspection of the data showed that several of these bits had few hops, or many at the
shorter durations, which indicates that the Tu and Td parameter fitting was
questionable. This point should be studied further, with longer tests which would
accumulate more hops and support more accurate parameter extractions.

3.2-2. Tu, Td, Tu/Td and Tr=f avg Ea’s (in ev) for 10 bits.
{tests 94&95)

row #hc #hh EaTu EaTd EaTu/Td EaTrefavg

103 11 18 5.4 3.1 2.2 0.72
248 26 25 -3.5 1.6 -5.1 0.72

16 36 21 0.2 -0.7 0.9 0.71

30 45 27 -1.1 -2.6 1.5 0.71
246 24 17 -3.2 -0.3 -2.9 0.79
201 48 28 -1.0 -1.0 0.0 0.75
132 27 19 0.4 -0.9 1.3 0.72
255 40 19 -0.6 -4.4 3.8 0.67
107 38 19 -2.6 -2.2 -0.4 0.68
212 26 21 0.1 2.0 -1.9 0.71

Finally, Figures 3.2-14a through ¢ show photographs of Tref images produced on a PC
for devices # 127, 325, and 7. Each pixel represents the initial measured Tref, with
values of 0-100 mapped onto an 8 level intensity grey scc'e. The images are corrected
for true physical layout, with columns running horizomally and rows vertically,
oriented with pin 1 in the upper right hand corner. For Figire 3.2-14a (DUT #127,
Test 90) and Figure 3.2-14b (DUT #325, Test 94) the Tref distribution was centered
in the range tested, but the parts are manufactured by different companies. For Figure
3.2-14c (DUT #7, Test 40), the range was intentionally adjusted so that only the
highest Tref bits were measured. The manufacturer is the same as for Figure 3.2-14a,
but effectively, the 8 leval greyscale is spread across the very highest Tref bits, and all
others appear as dark. This Figure was included to illustrate that using this sofiware
display tool, it was quite easy to locate the physical locations of bits which had high or
low Trefs by modifying the Tref value to grey scale mapping. We could also produce
images directly from hopper data filcs, and plot these to locate hopper bits.
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Test 90

Tref Image of DUT %127,

Figure 3.2-14a.
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4.0 Test Results and Discussion

This section will show and discuss test results. Table 4.0-1 sl.ows test conditions used
to study five 64K DRAM devices. Devices #7, #325 and #457 were from one yendor.
and devices #127 and #129 were from another vendor. Device #7 was from a dafferent
lot than #325 and #457. Each device was tested at two temperatures, and each series of
tests was assigned a test number for reference. For all tests except 40 and 41 the Tref
trails were chosen to span the Tref range indicated in the table by the TMIN and TMAX
columns, in the number of evenly spaced intervals shown in the STEPS column. In tests
40 and 41 the Tref trials spanned just the top tail of the Tref distribution in just 8
steps, in an attempt to minimize test time and resolve faster hopping pits. A smaller
difference in test temperature was also used to try to insure measuring the same

trapping centers.

Table 4.0-1 Test conditions used for several tests.
# Tref Hop # BFA vVax TEST
Test Part TEMP TMIN TMAX STEPS Avg Thr TESTS VTH, # FILE DATE ('90)
40 Device #7 80C 7950 9600 8 1.0 1 1-350 1,2 BFA40 DONTKNOW
41 " 82C 6700 7800 8 1.0 1 1-350 1,2 BFA4l DONTXNOW
90 Device 4127 80C 1500 5000 100 49.7 13 2-99 13,1 BFA90 Sept 26
91 " 85C 1000 2600 100 57.0 16 1-74 16,1 BFA91 Sept 27
32 Device %129 80C 1700 4600 100 53.4 14 1-109 14,1 BFA92 Nov 09
33 " 85C 1000 2800 100 57.3 14 1-70 14,2 BFA93 Nov 13
24 Device #325 80C 4000 15000 100 46.4 13 2-92 13,1 BFA94 Nov 14-20
95 " 85C 2800 10500 100 46.2 12 1-52 12,1 BFA9S Nov 20-21
36 Device %457 80C 4000 15000 100 47.9 2 1-107 13,1 BFA96 Nov 23-16
g7 " 85C 2800 10500 100 53.1 12 1-59 12,1 BFAS7 Nov 21-23
HOP THR/ # HOP TREF TREF MTEST HOP STEP LARGEST LARGEST MIN HOP
TREF AVG BITS AVG AVG TIME THR SIZE HOP VAL HOP RNG TREF
RATIO(%) CN,7 Ea S (MS) (MS) (MS) (MS) tMS)
50 - 57 nvsa n/a 180 206 206 -825 1031 8156
.1 - 953 nsa 0.86 180 137 137 687 962 6837
20 14.1 3948 3229 nsa 1221 455 35 700 875 2530
31 13.3 2010 1912 1.09 1000 256 16 ~-400 416 1512
32 12.5 4758 3248 n/a 1199 406 29 -638 754 2483
i3 12.4 8688 2031 0.96 (1000) 252 18 -450 468 1234
3q 15.7 460 9099 n/a 1981 1430 110 -3630 3630 3430
33 14.8 314 6356 90.73 1601 924 77 -2156 2310 3801
35 14.2 390 9269 nva 1979 1320 110 3080 3300 5200
37 13.7 675 6889 0.59 1585 924 77 2310 2695 4802
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The Tref Avg column in Table 4.0-1 lists the bin number of the average of all bit Tref
bins, measured at time zero. Bin 1 corresponds to TMIN and bin 100 corresponds to
TMAX. The VTH column shows the number of bins chosen as the threshold amount a bit
would have to hop by in sequential tests 1o be recorded. This threshold was chosen 1o
result in @ managable number of hops per test. The next column shows the number of
tests done in the sequence, that is the number of times all bits were measured. The
column labeled BFA THR MIiN# has two numbers. The first is the threshold number of
bins to define a hopper which was re-applied in post-test data analysis (this could be
bigger than the treshold used during testing), and the second is the minimum number of
hops required 1o cause a bit to be included in the files used for data analysis. This
allowed disregarding bits which hopped infrequently in parameter extractions.

The lower portion of Table 4.0-1 shows various numbers extracted from the results,
including; the number of bits which hopped, the value of the Tref distribution avg in
millisconds, the Tref Ea, measured test time for one set of Tref measurements (based on
data file time stamp), the magnitude of the minimum Tref change called a hop and
recorded, the magnitude of Tref corresponding to one bin of Tref (Tret measurement
precision), the largest hop observed, largest hop range observed, and minimum Tref
value assumed by a hopper bit during testing. By dividing Trefavg by the HOP THR , we
see that the percentage change which defined a hopper varied between about 12 and 15
percent. This tends to explain why many more hops were recorded in tests 92&93 than
in tests 90&91 (same manufacturer), but does not explain why there were so many
more hops recorded in  tests 90-93 than in 94-97 (different manufacturers).

Sections 4.1 through 4.10 discuss characteristics of overall hopper bit populations for
the ten tests. Nine figures are shown to characterize the hopping behavior of the overall
bit popuiation for the COLD or lower temperature tests. These same nine, as well as two
additional figures are shown for the HOT or higher temperature tests. These plots will
be explained here, and highlights for each device and bit will be pointed out in the
following sections.

The nine plots shown for both the COLD and HOT tests including histograms of

. all Trefs taken at time zero

. all hop durations recorded during the test

. # bits vs total # of hops

. # bits vs maximum hop magnitude which occurred during testing

. # bits vs minimum Tref which occurred during testing

. # bits vs maximum Tref which occurred during testing

. # bits vs range of Tref which occurred during testing

. # bits vs average Tref value only for hopper bits, and

a physical location plot of the 20 furthest outliers of histograms 3-7.

OOONOWN WD

The additional two figures shown for the HOT tests are

10. a histogram of the activation energies of those bits which hopped by at least the
threshold amount at ieast five times during testing

11. a plot of log10(Tref) vs inverse test temperature of the mean of the initial Tref
distribution (plot 1. above) and five typical hopper bits.

Sections 4.11 through 4.13 discuss characteristics of individual hopper bits selected
from tests 40841, 30&91, and 96&97. The information includes a table showing all
bits which i.cnped more than 5 times at both temperatures, their Tref, Tu and Td

=~
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parameters and their activation energies. Also, this data is shown in the following
histograms,

1. Tret avg activation energies (Ea's)

2. Tu " "
3.Td " "
4. Tu/Td" "
5 Tu'Td" "

and the following scatter plots,

6. Tu Ea's vs Tref Ea's
7.Td Ea's vs Tref Ea's
8. Tu/Td Ea's vs Tref Ea's
9. Tu*'Td Ea's vs Tref Ea's.

Finally, six individual bits were picked from each DUT which had high numbers of hops
at each temperature (to support parameter extraction), and plots were produced of

10. Tref vs test time (COLD)

11. Tref vs test time (HOT)

12. a histogram of hop values (COLD)

13. a histogram of hop values (HOT)

14. probability plot of Up and Down hop level durations (COLD)
15. probability plot of Up and Down hop level durations (HOT).

The following sections include comments about the test resuits for each DUT. It might be
useful for the reader to review the results of one of the DUTs other than #7 first, to get
a better idea of what typical results looked like, since special test conditions were used
for #7.
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4.1 Test 40: Device #7, 80C

This DUT was tested with a restricted Tref range, with few steps, in order to reduce test
time and measure hopping behavior with better time resolution. Note in Figure 4.1-2
(top right) that several hops occurred after very long stable periods, for instance five
hours. Note in Figure 4.1-3 (middle left) that there were bits which hopped about 70
and about 110 times during the 350 tests, but most of the bits hopped less than about 20
times. This suggests that the Tref waveforms measured are real. 8y comparing Figures
4.1-1 and 4.1-6 (lower right), it can be seen that bits hop up after time zero testing to
become the highest outliers. The worst hoppers covered a Tref range of just over one
second. The minimum Tref of all hopper bit measurements was about 8.1 seconds. Many
of the outlier bits were on the perimeter of the chip.
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Figures 4.1-1 to 4.1-6
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Figures 4.1-7 to 4.1-9 Test 40 #7
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4.2 Test 41: Device #7, 82C

The largest range of Tref hopping was about 0.96 seconds. The minimum Tref for a
hopper bit was about 6.8 seconds. Figure 4.2-11 shows that the activation energy (Ea)
of the mean of the Tref distribution measured at the beginning of the test was 0.83ev.
The distribution of hopper bit avearge Tref Ea's is shown in Figure 4.2-10, and was
spread between 0.76ev and about 1.05ev. It is interesting to note that in the distribution
of total number of hops, the cumulative line shows three areas with different siopes.
This was much more apparent in this test, possibly because the number of tests is
higher.




Figures 4.2-1 to 4.2-6
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Figures 4.2-7 to 4.2-11
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4.3 Test 90: Device #127, 80C

This test covered about 34 hours, during which 99 sets of tests were done. The initial
Tref distribution was multi-modal, and the distribution of hop durations is fairly flat
out to long times. Again by comparing the bit refresh time distribution (Figure 4.3-1)
and the minimum and maximum Tref distributions (Figures 4.3-5 and -6), it can be
seen that the highest outliers are hoppers, whereas the lowest outliers are apparently
relatively stable. Figure 4.3-8 shows that the hopper bils are restricted to the upper
part of the Tref distribution. The largest Tref hopping range was about 0.875 ms. The
minimum Tref for a hopper bit was about 2.5 seconds. Outliers of the distributions were
scattered rather than confined to the chip edges.
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Figures 4.3-1 to 4.3-6
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Figures 4.3-7 to 4.3-9 Test 90 #127
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4.4 Test 91: Device #127, 85C

The results were similar to the colder temperature, with low Tref bits not due to
hopping. The largest range of Tref hopping was about 0.41 seconds. It is interesting to
note in the range plot that the number of hopper bits exhibiting smaller and smaller
ranges does not increase. Even though no ranges would have been recorded which were
less than 256ms (the HOP THR for this test), it is apparent that the distribution peaks
at about 300ms and decreases. This value represents about .35/2.0s"100% or 15% of
the average Tref value. This was also observed for other tests.

The minimum Tref for a hopper bit was about 1.5 seconds. Hopper bit average Tref Ea's
ranged between about 1.0ev and 1.2ev, and the Ea of the mean of the initiai Tref
distribution was about 1.09ev.




Figures 4.4-1 to 4.4-6 Test 91
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Figures 4.4-7 to

RANGE OF BIT REFRESH TIMES
TEST 91, #127, 85C, 74 TESTS
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4.5 Test 92: Device #129, 80C

Again the Tref distribution was somewhat multi-modal, with bits below about 2.5
seconds stable rather than hopping. The largest range of Tref hopping was about 0.75
seconds. The minimum Tref for a hopper bit was about 2.5 seconds. The overall Tref
distribution and other graphs are very similar to that of DUT #127 at 80C.
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Figures 4.5-1 to 4.5-6
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Figures 4.5-7 to 4.5-9 Test 92 #129
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4.6 Test 93: Device #129, 85C

Here there were a couple of hopper bits which were in the low end of the Tref
distribution. The largest range of Tref hopping was about 0.47 seconds. The minimum
Tref for a hopper bit was about 1.2 seconds. The Ea of the mean of the initial Tref
distribution was about 0.96ev, and the range of hopper bit average Tref Ea's was from
about 0.8ev to 1.12ev. These Ea's are a little lower than DUT #127. This might be
explained by a difference in the thermal characteristics of the socketing and
thermocoupling of the two parts.
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Figures 4.6-1 to 4.6-6 Test
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Figures 4.6-7 to 4.6-11
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4.7 Test 94: Device #325, 80C

This DUT was from a different manufacturer than #'s 127 and 129. The Tref's were
significantly higher, the Ea's are significantly lower and the Tref distribution is
somewhat smoother. Again it appears that the low Tref bits are not hoppers. The largest

range of Tref hopping was about 3.6 seconds. The minimum Tref for a hopper bit was
about 5.4 seconds.
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Figures 4.7-1 to 4.7-6
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Figures 4.7-7 to 4.7-9 Test 94 #325
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4.8 Test 95: Device #325, 85C

At this slightly higher temperature the Tref distribution was somewhat multi-modal.
The largest range of Tref hopping was about 2.3 seconds. The minimum Tref for a hopper
bit was about 3.8 seconds. Again the lowest Tref bits were not hoppers. The Ea of the
mean of the initial Tref distribution was about 0.73ev, and the range of the hopper bit
average Tref's was from about 0.5ev to 0.9ev. The phy ical locations of the outliers
were scattered.
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Figures 4.8-1 to 4.8-6
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Figures 4.8-7 to 4.
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4.9 Test 96: Device #457, 80C

Again the lowest bits were not hoppers. The initial Tref was smooth and not multi-
modal, although the tail is more extended to the higher values. The largest range of Tref
hopping was about 3.3 seconds. The minimum Tref for a hopper bit was about 6.2
seconds.
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Figures 4.9-1 to 4.9~
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Figures 4.9-7 to 4.9-9 Test 96 #457 80C
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4.10 Test 97: Device #457, 85C

The Tref distribution was muiti-modal at this temperature, and in this case the lowest
Tref bits were hoppers. The largest range of Tret hopping was about 2.7 seconds. The
minimum Tref for a hopper bit was about 4.8 seconds. The Ea of the mean of the initial
Tref distribution was about 0.59ev, and the Ea's of hopper bit average Trefs was
comparable, ranging between 0.4ev and 0.8ev.

The following sections concern the Tref, Tu and Td parameter activation energy analysis
of hopper bits and the overall populations of hopper bits. These parameters were
extracted as explained in Section 3.2.




Figures 4.10-1 to 4.1
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Figures 4.10-7 to 4.10-11
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4.11 Individual Bit Characteristics - Test 40 and Test 41: DUT #7

Table 4.11-1 shows a summary of the average Tref values, Tu and Td parameter vaiues
and their activation energies for all the individual bits which hopped by at least the
minimum threshold amount, at least 5 times, at both temperatures (for Tests 40&41).
The two test temperatures were chosen to be very close together in an attempt to
measure the activity of the same trap(s). The column labels mean logical column,
logical row, # of hops (cold), # hops (hot), Tref average (cold), Tref average (hot), Ea
of Tref average, extracted Tu parameter value (cold), extracted Tu parameter value
(hot), Ea of Tu parameter, extracted Td parameter value (cold), extracted Td parameter
value (hot), Ea of Td parameter, Ea of Tu/Td, and Ea of Tu*Td. The Trefavg Ea's were
calculated as before, with the pre-expenential A(V,T) term, and the Tu and Td Ea's are
simple activation energies, without a temperature dependent pre-exponentiai factor.

Figures 4.11-1 through 4.11-5 are a histograms of the Ea's listed in Table 4.11-1
(Tref average, Tu, Td, Tu/Td, and Tu*Td). Note that the Ea's were binned to bins 2ev
wide, so those lower than 2ev are shown as 2ev. The Ea of Tu and Td, are very large.
Figures 4.11-6 through 4.11-9 are scatter plots of the Ea's of Tu, Td, Tu/Td and Tu‘td
vs Ea of Tref, respectively. There is no clear pattern of correlation.

Six individual bits were selected which had a fair number of hops at each temperature.
For these bits, we made a plot of Tref vs test time, a histogram of hop magnitudes, and a
histogram of Tu and Td durations (from which the Tu and Td parameters were extracted).
This gives insight into how reliable the parameter extractions probably were. Figure
4.11-10 shows the Tref vs time waveforms for the first three selected bits at two
temperatures. Figure 4.11-11 shows the plots for the other three. The diagonal lines
represent times during which the Tref must have changed between the two fevels in
multiple hops which were smaller than the threshold chosen to trigger recording as a
hop.

Most of the bits {1-4) apparently had more than one trapping center actively populating
and unpopulating, especially at the higher temperature. The Tu and Td parameter
extractions are valid only if there is one trapping center active. Bits 5 and 6
(col,row=142,153 and 181,200, respectively) are probably the closest to being
dominated by one trap. Bit 5 was mostly low, with short hops up, and its Ea of Tu was
0.8ev. Bit 6 was mostly high, with short hops down, and its Ea of Td was 1.3ev.

Figures 4.11-12 and 4.11-13 show histograms of the hop magnitudes extracted from
the Tref waveforms. The fact that there are two centers hopping is not always apparent
in these histograms, although it is quite clear in some of them.

Finally, Figures 4.11-14 and 4.11-15 show the histograms of Tu and Td durations. The
least squares fits from which the Tu and Td parameters were extracted are also shown.
Very flat and low curves have few hops at each temperature, and the parameter
extractions are less meaningful. Muitiple trapping centers cannot always be easily
recognized in these plots either, unless they happen to have different duration
parameters. In that case there would be two regions in the curves with different slopes.
From these curves, it would appear that the data is best for bits 3 and 5.




Table 4.11-1
Test 4041 Hopper Bit Tref, Tu, Td Values and Activation Energies

delected bit # Ea Ea
J col row #hc #hh Trc Trh EaTr Tu ¢ Td ¢ Ea Tu Td ¢ Td h Ea Td Tu*Td Tu,/Td
0 3 29 165 8.6 7.2 0.91 180.0 9.7 15.5 13.3 3.8 6.7 8.8 22.2

0 127 13 187 9.1 7.6 0.94 180.0 4.3 19.9 59.0 5.0 13.1 6.8 33.0

2 174 25 169 9.4 7.7 0.96 129.8 1.2 25.0 135.6 10.1 13.8 11.2 38.9

9 143 14 176 8.6 7.2 0.87 140.3 6.4 15.5 105.7 6.3 15.0 1.4 31.5

11 40 18 174 8.7 7.3 0.92 80.3 2.3 19.0 106.7 5.8 15.5 3.6 34.5

(G 29 224 32 194 8.5 7.2 0.79 48.5 5.6 11.5 171.6 4.9 19.0 -7.5 30.5
41 191 24 200 9.1 7.6 0.89 123.8 2.3 21.3 98.5 9.6 12.4 8.9 33.7

46 255 18 197 8.9 7.4 0.95 120.6 3.2 19.3 105.9 2.6 19.7 -0.4 38.9

48 255 14 147 9.2 7.7 0.91 180.0 12.9 14.0 103.9 1.1 24.3 -10.2 38.3
49 221 8 176 8.7 7.4 0.81 180.0 6.4 17.8 180.0 2.2 23.5 -=-5.8 41.3
GQ 64 254 33 1%6 9.0 7.6 0.87 100.9 2.9 19.0 91.9 10.2 11.7 7.3 30.7
66 229 13 208 8.6 7.1 0.99 180.0 3.8 20.5 196.3 0.9 28.6 -8.0 49.1

71 175 11 169 8.6 7.2 0.91 119.6 11.9 12.3 180.0 6.5 17.7 -5.4 30.0

72 239 7 185 8.6 7.1 0.97 180.0 5.8 18.3 125.9 4.5 17.8 0.6 36.1

74 255 21 163 8.6 7.1 0.92 102.2 6.5 14.7 69.2 8.8 11.0 3.7 25.7
1,92 255 28 211 8.8 7.6 0.77 96.2 1.3 22.8 158.4 2.6 21.9 1.0 44.7
96 159 11 122 8.6 7.2 0.90 180.0 30.3 9.5 63.6 21.7 5.7 3.7 15.2
103 231 20 215 9.1 7.5 0.98 146.9 2.8 21.1 118.6 1.6 23.0 -1.9 44.2
105 157 10 170 9.2 7.6 0.94 180.0 21.9 11.2 117.3 3.8 18.3 -7.1 29.5
121 246 6 151 8.6 7.0 1.00 180.0 16.4 12.8 125.9 0.4 30.3 -17.6 43.1
122 223 37 210 8.8 7.4 0.84 9.3 2.9 6.3 139.6 3.9 19.1 -12.8 25.4
131 255 S 196 8.6 7.1 0.93 180.0 7.2 17.1 125.9 5.5 16.7 0.4 33.9
133 136 17 165 8.8 7.4 0.87 72.8 5.0 14.2 180.0 3.9 20.4 -6.1 34.6
~. 133 247 8 215 8.6 7.1 0.95 180.0 2.2 23.3 180.0 1.3 26.2 -2.8 49.5
S 142 153 99 136 8.6 7.0 1.02 24.4 21.0 0.8 25.9 0.4 21.7 =-20.9 22.5
145 127 17 186 8.6 7.2 0.85 88.0 3.7 16.9 180.0 4.2 20.0 -3.1 36.9
147 26 6 88 8.6 7.0 1.01 180.0 2.8 22.1 125.9 13.6 11.9 10.2 34.0
149 167 11 168 8.7 7.4 0.87 180.0 7.6 16.9 180.0 9.9 15.4 1.4 32.3
161 136 10 165 8.8 7.3 0.96 180.0 5.8 18.3 180.0 18.5 12.1 6.2 30.4
167 181 11 170 8.8 7.4 0.87 125.9 13.6 11.8 180.0 5.5 18.6 -6.7 30.4
69172 144 69 214 8.8 7.5 0.79 22.° 4.5 8.7 55.4 0.6 23.7 -15.0 32.5
172 176 13 138 8.8 7.3 0.89 56.0 17.2 6.3 180.0 24.0 10.7 -=-4.4 17.0
174 192 10 29 8.6 7.0 1.02 180.0 91.6 3.6 113.4 14.4 11.0 -7.4 14.6
(\181 160 8 166 8.8 7.4 0.87 91.6 7.1 13.6 14.4 2.2 10.0 3.6 23.6
@181 200 20 46 9.3 7.8 0.90 122.9 1.3 24.0 153.2 118.9 1.3 22.7 25.4
183 239 16 189 8.7 ,.2 0.93 84.9 8.7 12.1 103.9 2.3 20.2 -8.1 32.4
191 229 13 169 8.6 7.2 0.88 63.6 7.8 11.2 180.0 11.9 14.5 -=-3.3 25.7
191 234 6 173 8.6 7.2 0.91 180.0 10.3 15.3 180.0 9.2 15.8 -0.5 31.1
195 184 13 154 9.0 7.4 0.98 180.0 1.6 25.2 88.0 8.6 12.4 12.8 37.%
217 191 14 162 8.6 7.1 0.94 118.7 9.6 13.4 71.3 2.3 18.3 -4.9 31.7
218 63 8 179 8.6 7.1 0.94 180.0 7.1 17.2 103.9 1.8 21.6 -4.4 38.8
220 215 11 168 8.7 7.3 0.84 125.9 2.4 21.1 180.0 11.5 14.6 6.4 35.7
228 208 9 153 8.8 7.3 0.91 125.9 3.7 18.8 180.0 7.8 16.8 2.0 35.5
237 164 12 157 8.7 7.3 0.94 180.0 11.2 14.8 96.3 5.9 14.9 0.0 29.7
245 146 8 188 8.6 7.1 0.94 180.0 3.2 21.4 180.0 1.8 24.6 =-3.1 46.0
253 158 8 144 9.2 7.5 0.94 180.0 13.5 13.8 125.9 7.3 15.2 -1.4 28.9%
255 159 9 161 8.8 7.4 0.88 180.0 13.2 13.9 180.0 7.0 17.3 -3.3 31.2
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Figures 4.11-1 to 4.11-5
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Figures 4.11-6 to 4.11-9 Tu,

Td,

(DUT %7, All Hopper Bits with >=5 hops)
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Figures 4.11-10a to 4.11-10f
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Figures 4.11-1la to 4.11-11f

Tref vs Test Time Waveforms

(DUT #7, selected “its 4-6, each at two temperatures)
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Figures 4.11-12a to 4. 1
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11-13a to 4.11-13Ff
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Figures 4.11-15a to 4.11-15¢f

Tu and Td Duration Histograms

(DUT #7, selected bits 4-6, each at two temperatures)
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4.12 Test 90 and Test 91: DUT #127

The Tref, Tu and Td parameter extraction and activation energy calculations for DUT
#127 are shown in this section, is the same format as the previous section. Table 4.12-
1 shows a list of the Tref, Tu and Td parameter values and activation energies. Figure
4.12-1 shows that the distribution of hopper bit Tref averages is well behaved. Because
there were few hops for several bits, some values of the Tu and Td became 180, and
their Ea’'s became Q. There was a mixture ot positive and negative Ea's for Tu and Td. It
is possible that different traps were active in the <zld and hot tests, and this could
explain the negative activation energies. Scatter plots are shown in Figures 4.12-6 to
4.12-9 of these Ea's vs Tref Ea for the hopper bits.

Tref waveforms for the six selected individual bits at both temperatures are show in
Figures 4.12-10 and 4.12-11. The hot test ended just after 74000 sec. The second bit
shown actually did not hop before more than 60000 sec. In this device, the Tu and Td
plots (Figures 4.14 and 4.15) show inadequate data to reliably extract the parameters
and their activation energies in almost all cases. Of those shown, bit 3 is probably the
best.
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Figures 4.12-1 to 4.12-5 Tref, Tu and i i
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Figures 4.12-6 to 4.12-9
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Figures 4.12-10a to
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Tref vs Test Time
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Figures 4.12-1la to 4.12-11°%

(DUT #127, selected bits 4-6,

Tref vs Test Time
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Figures 4.12-12a to 4.12-12f
(DUT #127, selected bits 1-3,
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Figures 4.12-13a to 4.12-13f
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Figures 4.12-14a to 4.12-14f
(DUT #127, selected bits
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Figures 4.12-15a to 4.12-15f Tu and Td Duration Histograms
(DUT #127, selected bits 4-6, each at two temperatures)
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4.13 Test 96 and Test 97: DUT #457

The results for this device are shown in Table 4.13-1 and Figures 4.13-1 to 4.13-15.
This device also had a mix of positive and negative Ea's for the Tu and Td parameters.
Again, this may be due to different traps being active at the two temperatures.

Most of the six bits selected and shown in Figure 4.13 appear to only have one trap

active, and exhibited several hops at each duration. Therefore, the Tu and Td parameters
and the Ea's are probably more reliable.
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Table 4.13-1
Test 96,97 Hopper Bit Tref, Tu, Td Values and Activation Energies

Selected bit % Ea
Jcol row #hc 4hh Trc Trh EaTr Tu ¢ Td ¢ Ea Tu Td ¢ Td h Ea Td Tu*Td
6 45 12 15 10.3 7.7 0.57 132.9 90.0 0.8 136.8 183.6 -~0.6 1.8
6 78 10 18 9.1 6.9 0.55 78.7 3.7 6.6 180.0 94.7 1.4 5.2

12 16 17 1% 11.6 8.6 0.59 131.0 187.3 -0.8 59.7 14.4 3.1 -3.8

16 173 6 14 10.9 8.3 0.56 180.0 55.4 2.5 180.0 55.7 2.5 0.0

17 198 10 8 10.3 7.8 0.57 180.0 180.0 0.0 79.6 90.0 -~0.3 0.3

20 180 8 5 11.8 9.0 0.55 180.0 180.0 0.0 180.0 1890.0 0.0 0.0

21 110 21 12 13.5 9.9 0.63 85.1 129.9 -0.9 109.2 112.7 -~0.1 -0.8

25 116 6 10 11.6 8.6 0.59 180.0 180.0 0.0 103.9 79.6 0.6 ~=0.6
(:)29 194 30 32 8.6 6.6 0.50 90.0 32.1 2.2 19.4 9.5 1.5 0.7
34 47 6 11 12.3 9.0 0.62 180.0 180.0 0.0 180.0 103.9 1.2 -1.2

34 216 19 16 9.3 7.5 0.43 60.0 59.7 0.0 120.8 122.1 0.0 0.0

35 232 8 7 11.2 8.4 0.56 88.0 103.9 -0.4 180.0 180.0 0.0 -0.4

36 237 13 16 9.1 7.0 0.53 86.9 171.7 -1.5 27.5 25.5 0.2 -=1.6

37 184 5 S 9.2 6.8 0.59 180.0 125.9 0.8 125.9 183.0 -~0.8 1.8

38 57 S 6 10.4 7.8 0.57 180.0 45.0 3.0 180.0 180.0 0.0 3.0

44 62 12 6 8.7 6.6 0.%56 70.5 103.9 -0.8 38.8 180.0 -3.3 2.5
C) 46 127 35 22 10.6 7.9 0.58 4.3 9.6 -1.7 60.3 71.1 -0.4 -1.4
48 160 13 6 11.2 8.6 0.52 180.0 45.0 3.0 98.5 180.0 -1.3 4.3

53 92 S 9 10.1 7.6 0.55 45.0 180.0 -3.0 180.0 20.0 4.7 =7.7

55 S5 34 11 10.2 7.6 0.60 28.3 180.0 -4.0 29.8 103.9 <-2.7 =1.3

s6 79 13 6 13.5 9.2 0.78 26.1 125.9 -3.4 180.0 180.0 0.0 -=-3.4

5S¢ 111 10 21 12.7 9.5 0.57 20.0 39.5 -1.5 180.0 82.9 1.7 =3.1

56 141 1S 17 8.7 6.6 0.54 134.3 165.1 -0.4 14.4 59.7 =-=-3.1 2.6

63 195 8 7 9.6 7.2 0.57 72.5 180.0 -2.0 180.0 180.0 0.0 =2.0

67 38 12 12 9.2 7.0 0.55 180.0 180.0 0.0 180.0 70.5 2.0 =2.0

68 56 10 9 12.4 9.2 0.60 208.4 183.4 2.0 180.0 180.0 0.0 2.0

69 218 9 S 9.7 7.3 0.57 88.0 125.9 -0.8 605.4 180.0 2.6 -=-3.4

72 67 37 9 11.1 8.0 0.66 5.9 45.6 -4.4 60.6 73.8 -0.4 -4.0

72 247 9 6 7.8 6.1 0.48 103.9 103.9 0.0 180.0 180.0 0.0 0.0

73 160 28 212.8 9.5 0.58 66.2 11.2 3.8 13.3 111.7 -4.6 8.4

73 227 10 10 8.7 6.7 0.51 °S7.4 103.9 -1.3 180.0 180.0 0.0 -1.3

74 154 31 12 11.0 8.1 0.62 74.0 180.0 -1.9 5.3 22.5 =3.1 1.2

76 106 12 7 10.8 8.0 0.60 180.0 180.0 0.0 88.0 103.9 -0.4 0.4
C) 79 132 S8 26 11.2 8.5 0.%6 15.2 6.7 1.8 1.9 78.4 -8.0 9.7
GB 82 246 45 20 10.3 7.8 0.55 27.9 17.9 1.0 16.3 116.3 =4.2 5.2
86 253 15 5 10.3 7.8 0.56 180.C 125.9 0.8 180.0 180.0 0.0 0.8

87 44 6 26 10.2 7.7 0.55 125.9 1.2 9.9 180.0 71.7 2.0 7.9

88 78 7 11 9.8 7.4 0.56 180.0 126.5 0.8 28.3 180.0 -4.0 4.7

88 178 6 8 9.4 7.0 0.57 180.0 103.9 1.2 1R0.0 18¢0.0 0.0 1.2

88 232 6 9 7.7 5.9 0.54 103.9 88.0 0.4 180.0 180.0 0.0 0.4

94 71 12 7 9.3 7.2 0.50 41.8 103.9 -2.0 180.0 125.9 0.8 =2.7

95 9 24 10 10.5 7.9 0.57 1.5 79.6 -8.5 125.5 180.0 -0.8 -7.8

95 191 8 6 12.0 8.6 0.68 180.0 18¢0.0 0.0 180.0 180.0 0.0 0.0

98 13 31 16 10.7 8.1 0.56 44.2 21.6 1.5 74.5 155.5 -1.6 3.1
110 210 19 10 11.1 8.8 0.46 134.8 180.0 -0.6 110.0 142.9 -0.6 =-0.1
113 63 19 14 9.6 7.2 0.57 10.0 14.4 -0.8 106.3 184.7 -1.2 0.4
C) 114 21 43 26 12.5 9.4 0.57 18.4 29.2 =1.0 43.86 25.8 1.1 -2.1
115 20 10 6 10.2 7.8 0.54 41.6 103.9 -2.0 180.0 180.0 0.0 =2.0
Q@ 118 165 38 23 8.4 6.4 0.53 16.8 31.2 -1.3 23.7 39.%9 -1.1 -0.2
120 192 12 9 9.2 6.9 0.58 85.9 180.0 -1.6 45.6 103.9 -1.8 0."
120 228 27 16 10.4 7.9 0.55 12.9 9.7 0.6 52.1 101.7 -1.4 2.9
122 4 5 7 10.4 7.9 0.55 180.0 180.0 0.0 180.0 180.0 0.0 c.0
129 45 10 5 8.9 6.7 0.57 71.4 180.0 -2.0 180.0 180.0 0.0 =2.0
133 95 27 20 9.4 7.0 0.58 40.8 20.8 1.4 119.1 84.9% 0.7 0.7
fg 135 105 49 24 11.9 8.9 0.59 21.6 25.7 =-0.4 43.9 35.9 0.4 -0.8
137 47 39 19 11.0 8.3 0.58 32.9 77.1 -1.8 19.5 68.3 -1.7 0.9
137 235 16 7 9.3 7.1 0.54 56.7 360.0 -4.0 119.9 180.0 -3.9 =3.1
140 27 12 18 9.8 7.3 0.60 180.0 57.3 2.5 180.0 141.9 0.5 1.9
143 221 28 23 9.8 7.5 0.53 1l16.3 82.8 0.7 650.8 25.2 1.5 -0.8
145 172 7 S 10.4 7.8 0.586 82.8 180.0 -1.7 2S5.2 180.0 -4.2 2.6
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Figures 4.13-1 to 4.13-5

Tref, Tu, and Td Parameter Activation Energies

(DUT #457, All Hopper Bits with >=5 hops)
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Figures 4.13-6 to 4.13-9

TUTD Parameter Eas vs Tref Ea
Test 97, #4857, 84 bits
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Figures 4.13-10a to 4.13-10f

Tref vs Test Time Waveforms

(DUT #457, selected bits 1-3, each at two temperatures)
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Figures 4.13-11la to 4.13-11f
(DUT $#457, selected bits 4-6,

Tret vs Test Time
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Tref (Bin #) Tret (sec)

0 15.0
00 4+ T 14.0
80+ F 1.0
704 + 120

d J + 10.0
59 'L 1+9.0
407 00
30 + +70
20 ¢4 + 6.0
10+ T6o

0 —t + + + 4.0

[} 50 0Q o 200 280

Test Time (x1000 sec)

Tret vs Test Time
Test 96, #457, 80C, Col 46, Row 127

Tret (Bin #) Tret (aec)

0 16.
90 + 14.0
a0 + 130
70 ’ +120

N TI11.0

ST T 1o
50 { 00
40 +80
a0 '| 1 70
20 + 8.0
ol lea

0 +—- + + +— + 40

° 50 00 %0 200 260
Test Time (x1000 sec)
Tref vs Test Time
Tesat 86, #457, 80C, Col 114, Row 21
Tret (Bin #) Tret (aec)

100 15.0
%0 T + 140
80 --{Mﬂ i JW + 130
70 T+ \ | L ! T 120
so+ T11.0

+ 10,0
50+ leo
40T +e0

T +70
20—+ 160
10+ 6.0

0 + + — + 40

0 [ 00 %0 200 280

Test Time (x1000 sec)

Tref vs Test Time Waveforms
each at two temperatures)

Tref vs Test Time
Test 97, #4857, 85C, Col 82, Row 246

0 Tref (Bin #) Thousands
90 1 +98
a0+ 1
10 -
+748
eo 1!
50 ] +e8
40T +68
a0+
148
20+
10+ +38
(4 - t + + 28
0 50 00 %0 200 280

Test Time (x1000 sec)

Tref vs Test Time
Test 97, #457, 88C, Col 46, Row 127

0 Tref (Bin #) Thousands
s+ +9.8
80T +e8

178
s+
&0+ ‘L (%]
40T +58
ao -,
148
20
10+ T 3.8
-] - + + + ~28
0 80 00 160 200 260

Test Time (x1000 sec)

Tref vs Test Time
Test 87, #457, 85C, Col 114, Row 21

100 Tref (Bin #) Thousands
vo+ mﬂmﬂ o8
00+ ; lee
10+
oot +78
50+ 168
47T 168
30+
204 440
10+ - 3.8
0 $ $ + ¢ 28
0 60 00 %0 200 260

Test Time (x1000 sec)

101




Figures 4.13-12a to 4.13-12f Hop Value Histograms
(DUT #457, selected bits 1-3, each at two temperatures)

BIT HOP VALUES BIT HOP VALUES
TEST 96, #4587, 80C, Cal 231, Row 22 TEST 87, #457, 856C, Col 231, Row 22
# HOPS CUM # HOPS # HOPS CUM # HOPS
0 0 7 a0
L 6 - L
o 26 26
20 & 20
LR 44
s F 18
4 { 37
10 2 10
24 & 1 ]
0 v . * v —rm - 0 0 — T # v ~—r v r o
-3 -2 - [ 1 2 3 -3 -2 -1 0 1 2 3
HOP VALUES (SEC) HOP VALUES (SEC)
—— HISTOGRAM  —— INTEGRAL ~—— HISTOGRAM —— INTEGRAL
BIT HOP VALUES BIT HOP VALUES
TEST 96, #4567, 80C, Col 135, Row 105 TEST 87, #4867, 85C, Col 135 Row 105
, # HOPS CUM # HOPS 6o . # HOPS CUM # HOPS )
10 A I 50 5 20
8 - 40 4 {
R
6 ( a0 3
- 10
4 L 20 2
2 L 1o 11 \ ré
1 r T ; + : — T [ ° —— T — ' T —~ y [}
-3 -2 -1 ] 1 2 3 -3 -2 -1 0 1 2 3
HOP VALUES (SEC) HOP VALUES (SEC)
~— HISTOGRAM —— INTEGRAL —— HISTOGRANM  —— INTEGRAL
BIT HOP VALUES BIT HOP VALUES
TEST 96, #4857, 80C, Col 29, Row 194 TEST 87, #467, 85C, Col 28, Row 184
# HOPS CUM # HOPS # HOPS CUM # HOPS
4 a5 10 s
122 J - 30 o 4 L 30
10 4 r 26 r— 25
8 - 20 bl - 20
8 16 p 16
e - 10 F 10
z -

2 Fé F&
) v s t ~r— + T T [} [} T T — T T T T I -]
-3 -2 - ] 1 2 3 -3 -2 -1 0 1 2 3
HOP VALUES (SEC) HOP VALUES (SEC)

—— HISTOGRAM  —— INTEGRAL —— HISTOQRAM  —— INTEGRAL
102




Figures 4.13-13a to 4.13-13f
(DUT #457, selected bits 4-
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Hop Value Histograms

6, each at two temperatures)
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Figures 4.13-14a to 4.13-14f

Tu and Td Duration Histograms

(DUT #457, selected bits 1-3, each at two temperatures)
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Figures 4.13-15a to 4.13-15f

Tu and Td Duration Histograms

(DUT #457, selected bits 4-6, each at two temperatures)
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5.0 Discussion:

Section 5.1 will review the operation of the basic DRAM cell, and relate observations in
the references on Random Telegraph Noise to that operation. In Section 5.2 we will
compare our results to those of AT&T's in {1]. In Section 5.3 we will make further
comments about our results, and in Section 5.4 we will discuss possible new physical
models.

5.1 Operation of a DRAM Cell and Relation To Random Telegraph Noise
(RTN).

In a typical DRAM storage cell, the storage gate is connected to a positive voltage (eg.
2.5v or 5v) , and the substrate to some small negative voltage (eg. -2v). A potential
well is created in the silicon surface below the storage gate.  When the cell is written,
the bitline supplies a positive voltage through the access transistor, removing minority
carrier electrons from the potential well.  Carrier generation mechanisms in the bulk
Si, at the surface, and at nearby junctions supplies free carriers to the vicinity of the
potential well.  Electrons tend to be swept into the potential weil, and holes away from
it. The maximum refresh time is a measure of how long it takes for the well to fill to the
critical amount of charge which the sense amp regards as opposite the written logic
level. A higher rate of electron generation and collection tends to decrease refresh time.
Electrons would also tend to tunnel from the silicon surface to the positively biased
storage gate electrode. This would tend to increase Tref as electrons are lost from the
potential well. Before the cell is read out, the bitline to the cell and the bitline to a
dummy cell (written with an empty potential well) are precharged to some positive
voltage. Then the cells are simuitaneously connected to the bitiines, and to a differential
amplifier.  The bitlines dip (lower for a full potential well than for an emply potential
well), and the sens amp responds to the difference in the dips of the two cells to
determine the stored data.

In the devices tested, all rows on a column share a sense amp and dummy cell. Therefore,
if the dummy cell was written with an empty potential well, unstable leakage current in
the dummy cell would affect Tref for multiple rows. This was not observed in these
devices, indicating that the instabilities were in the memory cells, not in the dummy
cells and sense amplifiers.

We now return to the discussion of Section 1.2.6, and the relation to RTN. It would be of
interest to know the location and origin of the traps which cause VHT in the DRAM cell.

In [11] experiments with varying temperature and bias led to the conclusion that the
traps responsible for RTN components of drain currents in most Si devices were in the
Si or near the Si-SiO2 interface. Various types of traps may hold a positive or negative
charge, though one type may dominate. For traps in the Si, capture time depends
inversely on carrier concentration. Emission time depends inversely on trap energy, and
exponentially on temperature. For traps in the SiO2 near the Si surface, capture time
depends on tunneling of carriers from the silicon, and is inversely dependent on carrier
concentration there.

Traps in areas of high carrier concentration will have very high occupance rates, short
unpopulated times, and may be undetectible (eg. an electron trap in the inverted silicon
channei area of an n-channel MOSFET). Traps in areas of fow carrier concentration wiil
experience infrequent captures, but alternating emissions of different types can result
in high and low drain current levei duration times that are similar, and therefore these

106




traps may be detectable. Also, for a MOSFET in weak inversion, the most imponant
traps are those at the source end of the channel. For example, a populated hole trap in
the oxide near the source end of an access transistor which is biased off is mirrored by
some portion of a negative charge in the channel, increasing subthreshold drain leakage
current. A populated electron trap in the substrate facing the source junction would
behave similarly. The fractional change depends on the location and extent of the
influence of the charge in relation to the channel width.

Considering depletion regions at the edges of the inversion layer associated with the
potential well in a DRAM storage cell, when a trap in the oxide near a generation-
recombination center is in the negative state, the field in the depleted p-type silicon
below it is locally lower, and field dependent leakage current should be less. The field in
the silicon above it is locally higher, and field dependent leakage current there should be
more. When such a trap is in the positive state, the field in the silicon below it is
locally higher, and field dependent leakage current should be higher. The field in the
silicon above it is locally lower, and field dependent leakage current there should be
less.

It was observed in [11] that for MOSFETs in weak inversion (low drain voltage and
currents), RTS amplitude was a fixed fraction of mean current, on the order of 1-2%
for their samples (a 1NJ5 with a gate width of nominally 1.5um). it was found to be
independent of bias and temperature over wide ranges. However, the fraction varied
from .01% to 100% for other anomalous JFET samples.

We see similar behavior for VHT. For example, on page 33 of this report we noted ratios
of hop magnitude to Trefavg of 14.3% and 12.9% at 80C and 85C for DUT #127, col
266, row 136. The ratios for DUT #457, col 231, row 22 (see Figure 4.13-10)
were 15.4% and 13.6%. The fractions are much higher than those for the INJS, which
suggests that subthreshold conductance modulation by traps at the source end of the
access transistor is not the primary leakage mechanism. They also observed a 0.6ev
aclivation energy for the square root of the product Tu*Td, deriving from the
temperature dependence of the square of ni (the intrinsic carrier concentration). We
did calculate the Ea of Tu*Td, but we saw a wide variation, probably due to few data
points in some of the curves.

Now consider the effects of changes in trap occupancy on tunneling current from the Si
into the SiO2. In the oxide close to the Si’/SiO2 interface anywhere beneath the storage
gate, capture of a hole, or emission of an electron from a trap would increase the field
below. This would cause higher electron tunneling current into the oxide. Loss of
electrons by tunneling into the oxide would increase the time required to fill the well
with electrons, which would increase refresh time. Emission of a hole or capture of an
electron would decrease the field below, and the tunneling electron current, and decrease
refresh time.

It would be interesting to observe hopping behavior as a function of the amount of charge
in the well during filling. If the hop magnitudes were small, and the time constant much
smaller than Tref, it might be possible to see a difference in hop rate as the well fills. If
the silicon surface potential could be measured, it would slope down in a staircase due to
VHT, rather than in a smooth ramp. The free carrier concentration is low everywhere
below the cell plate and in the channel of the access transistor during early filling, when
the potential well is empty. Considering an electron trap in the silicon near the surface,
as the potential well fills with electrons the probability of the trap being filled
increases and the hopping rate should decrease. Considering an electron trap in the
oxide near the surface, as the well filis the potential at the silicon surface rises, and the
field across the oxide increases. The probablity of an electron tunneling into the SiO2
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increases, and with it the probability of an electron trap in the oxide being populated.
This should also decrease the hopping rate. Considering a hole trap in the silicon, since
the concentration of holes is very low everywhere below the storage gate early in the
filling process (and even lower later), there should be little change in the hopping rate
due to a hole trap filling. Again, as the well fills and the surface potential drops, the
field in the oxide increases, and the probability of electrons tunneling into the oxide
increases. A hole trap in the oxide would be unaffected by this, and hopping rate should
remain the same.

1t would also be interesting to characterize hopping as the potential on the storage gate
was increased, as in [12] where leakage current was studied. {f hopping rates
increased, it might mean that the traps were associated with the cell periphery rather
than beneath the storage gate.

5.2 Comments with regard to RL vs AT&T Results

In [1] the Ea of Tref of hoppers was observed to be anomalously low. We did not observe
that in our tests. This may be because we calculated the Ea using the average of the high
and low levels at each temperature, or because of a difference in the devices. As noted
previously, anomalously low Ea's do result it the low level is used at the low
temperature and the high fevel is used at the high temperature. A Tref Ea screen test
based on one Tref measurement at two temperatures would not be effective. In cases
where hopper bits are distinguished by low Ea of Tref, a proper screen must identify
both nop levels at both temperatures. This would require much more test time than a
simple one shot Tref test. We note that in our tests time constants as long as tens of
hours were observed. [f this were not done, however, it is quite likely that active and
severe hopper bits could be missed entirely. We must agree with the observation in [1]
that present DRAM screens may not catch severe VHT. (t would seem that Tref tests
during burn-in could be done, in a manner similar to our testing. They did observe an
increase in hopping activity at higher Vdd, and attributed it to increased field effects in
the well. However, it would seem that perphery affects could also explain this behavior.
At higher voltages, the periphery of the cell becomes larger, and encompasses more of
the bird's beak where the thin storage cell oxide transitions o the thicker field oxide. If
it were richer in unstable traps, the hopping behavior would worsen.

5.3 Other Comments

High temperature Tref specs should be large enough to accommodate VHT. Since a Tref
distribution measured at any given time includes some bits in the low Tref range in the
low state, it could serve as a guide in setting Tref specs. It should be measured at the
highest temperature, since Tref is lowest there. Even so, there is risk of missing
severe, infrequent hopper bits, unless the Tref distribution is monitored continually
over tens of hours. Also, there is some risk of there being large, infrequent, short
duration hops, which would be difficuit to catch.

At very low temperatures, there is the possibility of drastically increasing the refresh
interval due to much lower leakage currents [2]. However, VHT characteristics at low
temperature have not been studied.

Analog DRAM cells have been considered for storage of synapse weights in artificial

neural network chips. VHT at the 15% level we observed here would appear to limit the
precision of weight storage to about 1/.15 or about 6 bits. Although there have been
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studies ¢! the effect of small amounts of noise injected on some weights during training,
(to increase fault tolerance), the effect of 15% noise on a random set of many weights
during training and subsequent performance has not been investigated.

As long as Tref specs are conservative with respect to VHT, it is not :ikely that these
devices will exhibit soft errors due to VHT, however, we did not develop enough data in
this effort to predict the frequency of occurrence of very large hops. We did test devices
in addition to those reported here, and there was one case where the Tref spec was quite
close to the Trefavg of all bits at high temperature.

Another observation we made is that hopper bits are more likely to have higher Trefs.
This may suggest that some factor which increases Tref also increases the likelihood of
VHT. Factors which would increase cell capacitance and Tref include thinner oxide,
larger cell area, higher substrate doping, larger surface state density, wider or shorter
transfer gate, and increased storage plate roughness. There also could be some refation
to a factor which decreases leakage current into the cell, such as better local gettering

or fewer generation centers.

5.4 Possible New Physical Model

in RTN of small MOS transistors the evidence points to trapping and detrapping of charge
at a location within the gate oxide, close enough to the oxide-silicon interface for a single
charge to produce an observable effect on the charge flowing in the channel, but far
enough to trap and detrap only rarely. That is, the field from the trapped charge must be
significant at the channel, but there must be only a small overlap of the trap structure
with the wave function of the carriers in the channel. In that modei a single charge
slightly modulates an existing current. That is possible because the current is
restricted to a very small region in close proximity to the trapped charge.

In contrast, the current involved in causing loss of information from a DRAM capacitor
is mostly produced by thermal generation of carriers within a relatively large volume.
It is clear that in cases where the hold time assumes only two values that the
phenomenon must be caused by effects from the charging and discharging of a single trap,
but the relatively large modulation is not consistent with the direct modulation of the
thermally generated current since a single charge affects only a smali region in its
immediate vicinity. Two possibilities present themselves.

The first is the presence of a trap near a bounding surface of and within the depletion
region where a tunneling barrier can be modulated--both in height and width-- by a
charged state of the trap. For this case one would expect the frequency of hopping from
one hold time to another to be temperature dependent, but the size of the leakage current
to be independent of temperature. An important part of this modei is the difference in
dimensionality between the trap and the surface nearby which is affected by the field of
the trapped charge. The latter might be linear in an interface surface or two
dimensional otherwise. In either case the excess tunneling current will have a
relatively small cross section for further interaction directly with the trapped charge.
permitting thermal effects to play the major role in trapping and detrapping.

The second possibility is the presence of an oxide inclusion left over from the surface
denuding process. If this is large enough to trap a charge then the generation process at
the surface of the inclusion might be substantial, enough to account for ten or twenty
percent of the thermally generated current. When charged it would have a substantially
reduced probability of emitting a hole-electron pair as a consequence of the interaction
with one member of the pair, and its interaction with the other member. The emissions
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would tend to be virtual rather than real. In this case it might be expected that the
amplitude of the modulation would track the temperature dependence of the average hold
time (phonon population). It would be expected that such an inclusion would be of the
order of two nanometers in radius, comparable to the trapping depth observed near MOS
channels.

Although the measurement of the "excess” current observed in the case of a stable two-
level "hopper” is not very precise, it appears that the second case best describes our
data. Absolute comparisons from one temperature to another are subject to variations of
hold time both from actual variations in the leakage current and from variations in the
triggering level of the sense amplifiers. We did not characterize this effect in the
devices we tested.
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6.0 Physical Analysis

This section discusses physical analysis done in an attempt to identify anomalies which
correlate with unstable Tref measurements. After testing, we delayered the devices and
inspected several bit locations with optical and scanning electron microscopes. We
looked at both 'hopper' bits which exhibited unstable Trefs, and surrounding 'good' bits
which had stable Trefs. This section shows typical results selected after analyzing about
five hopper bits in each of two devices from two manufacturers (four devices total). Not
much could be seen with the optical microscope at 500X, but it was useful to judge when
oxide or polysilicon layers were removed. A frame store was used to grab the SEM
images. We found it useful to integrate several images and sometimes use the sharpening
filters, and the contrast and brightness stretching capabilities of the "Crystal" image
processor to highlight otherwise very subtle features. We were bothered by rather poor
initial image quality, which we think was due to a combination of sample charging and
floor vibration.

The bits chosen for inspection were picked from lists of the outliers of the distributions
mentioned in Section 3, i.e. those which exhibited the largest numbers of hops, the
largest ranges of Tref values, etc. Generally, five to ten bits which were easy to
physically locate were chosen from a list of the ‘worst' one hundred. Finding these bit
locations on the devices required familiarity with the DUT layouts. We computled
physical address maps from data sheet information, and verified them using the optical
analysis techniques described in Appendix A. We learned to identify the rows, columns,
transfer gates, and storage cell structures in each device. We located a bit location by
counting to specific row and column locations while moving the device under a fixed
marker on the SEM screen, while scanning at high magnification with a fast frame rate.

Memory cell physical layouts for the two device types we anaiyzed are shown in Figure
6.1a, for reference to the SEM micrographs later in this section. Bit lines run
vertically and word lines run horizontally, as they do in all of the figures which follow.
Figure 6.1b shows a drawing of a cell cross section (produced by tracing a photo of a
mechanically lapped cross section (which was stopped just outside of the transfer gate
area). Figure 6.1c. shows an electrical schematic diagram of a cell. We would look in
particular for physical anomalies in the polysilicon, oxide, and silicon associated with
the transfer gate of the access transistor, the storage gate area of the memory cell, and
along the perimeter of those areas. As noted in Section 1, others have observed
disturbances in the bulk silicon which correlated to hopping activity [1].

6.1  Delayering

We obtained delayering procedures written by the device manufacturers. Our results
were probably somewhat different, however, because we used different plasma etching
equipment, we substituted some eiches which we were more familiar with, and because
we had a limited number of samples to practice on. The most bothersome problem was
lack of etch selectivity, e.g., the plasma etch step intended lo remove the nitride
passivation would attack any poly2 which was exposed. Similarly, plasma etching or
chemica! etching aimed at poly2 would also etch exposed poly1, and also any part of the
exposed silicon surface. This sometimes occurred if there was over-etching during an
previous step. When the delayering recipe is right, and one is practiced, these shouid
not be problems. However, we did notice that it was typical to have quite different total
etching results in two corners of a chip, even though we covered the entire device
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surtace with etchant. We do not know it the etching techniques or the devices caused this
effect.

The first step in the delayering sequence was removal of the organic alpha-protection
overcoat with fuming red nitric acid at 70C. We used a 10-1 ratioc CF4-O2 plasma etch,
in a smali 75 watt barrel reactor, to remove nitride passivation. We used Siloxide (a
commercial butfered HF etch) to remove any remaining oxide overcoat, and interlevel
passivations. An aluminum etch consisting of a 1-nitric,1-acetic, 2-water, and 16-
phosphoric acid was used to remove the Al metal conductors. The polysilicon etch we
used contained 1 part 49% hydrofluoric acid, 40 parts 70% nitric acid, 20 parts
distilled water, and 2 parts glacial acetic acid. A 10-1 stain (nitric-hydroflouric) was
used as a substrate etch. The results of this etching and inspection is given below.

6.2 Device #129

Figures 6.2a-d and 6.3a-d show SEM micrographs of active hopper bits at logical
colrow addresses 127,189 and 242,134 at four steps in the delayering process.
First, the alpha coating was removed by seven minutes in fuming red nitric at 70C.
Passivated metal row lines were seen at this point, but no storage cell layout detail could
be seen. To remove the nitride overcoat passivation, the part was plasma etched in
intervals of less than about 5 minutes, for a total time of about 17 minutes. The metal
bit lines were removed with a 3 minute B-etch, and the interlevel oxide was removed by
a 5 second HF etch. This was supposed to expose the transfer gate and storage gate
polysilicon (Figure 6.2a and 6.3a).

Then the polysilicon storage gate was removed with a 45 sec chemical poly to reveal the
storage gate dielectric, as shown in Figures 6.2b and 6.3b. it is apparent that some of
the N+ S/D areas which were not under poly 1 had also been opened by the HF etch
before the poly etch. Therefore, the poly etch had also etched the access transistor
source/drain areas quite deeply. After this poly etch, the gate dielectric in the storage
gate was bare, although thicker oxide isiands remain in areas which had been under
poly2. The gate dielectric was then removed by a short HF etch. Figure 6.2¢ and 6.3¢
show that there were some anomalies (indicated by the arrows). At this point we found
it difficult to distinguish between extraneous particles introduced by the etches and
washing, and features really associated with the device. It is entirely possible that the
anomalies noted here were extraneous. However, the next step was a light substrate
etch, and this often highlighted suspicious features, e.g., those indicated by arrows in
Figure 6.2d, which may very well be crystal fauits in the silicon substrate.

We did not always see such anomalies associated with hopper bits, however. There were
several hopper bits which had very clear and uniform storage gate areas after the
substrate etch. We generally did not continue with further substrate etching. We also
saw artifacts in other bits which we had not selected to inspect. We did not expend time
counting out those locations to see if they were also bits which hopped.

We do not know what the small white particulates are in the final photos in Figures 6.2d
and 6.3d. We were relatively unfamiliar with these devices, and we are not sure
whether they are real device features. If they are simply "sticky” particulate
contamination, they must have been introduced by the poly etch, since we used the same
washing procedures after the etch. |If they are real features in the device, we do not
know what could cause such a high and variable density. They are submicron in size, and
they are found in all areas of the device. It is conceivable that they were related to
implant damage of some sort, although they do not seem to be confined to S/D areas.
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6.3 Device #325

The manufacturer of this device was ditferent from that of device #129. This device was
etched to remove the alpha coat, nitride passivation, and metal runs, as discussed above.
Figures 6.4a and 6.5a show that poly2 is aimost bare, although the thickness of the
remaining oxide appears to be ditferent for the two bits. There is also thicker oxide in
areas which had been under Al metal runs. Further oxide efching with HF cleared the
poly surfaces, as shown ir Figures 6.4b and 6.5b. Then the poly was removed with poly
etch. We expected that Figures 6.4c and 6.5¢c would show the remaining gate dielectric,
but apparently, there was not complete removal of the oxide over polyl. The poly etch
went through holes in the oxide to only partially etch poly1. A relatively long poly etch
was then done to remove the rest of the poly1, but this also attacked the Si surface, as
shown in Figures 6.4d and 6.5d. About the only features of interest at this point are pits
in the cell plate areas which indicate uneven etching, but they were not unique to the
hopper bit. This device also had some submicron features which appear as small white
spots similar to those seen on the other manufacturer's devices, but at a very much
iower densities by comparison.

6.4 Conclusions Based on Physical Analysis

Oniy one of the four bit locations shown here had a clearly observable substrate anomaly.
It was our impression by looking at several hopper bits and the good bits that surrounded
them that all hopper bits do not have clearly observable substrate anomalies. We do not
know how likely it is that we might have missed defects because of lack of etching
experience, but that is possible. However, similar substrate anomalies were observed
in nearby bits presumed to be stable. No other obvious flaws in the oxides, poly,
dielectric, or metal layers were found which correlated to hopping behavior.  Finally,
variable densities of submicron features were found which we could not identify. These,
too, were not confined to hopper bits. This evidence really is inconclusive, but it leads
us to suspect that hopping may not be totally explained by the presence of gross
substrate defects alone. Indeed, the references we have reviewed suggest that in theory,
single trapping sites may give rise to the observed fluctuations, and we would not expect
to be able to observe single isolated trapping sites by SEM inspection. We think that it
would be interesting to observe the gate dielectric and silicon surfaces of hopping and
stable bit locations at higher resolution, e.g., with a scanning atomic force microscope.
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7.0 Conclusions and Recommendations

This study has shown that for the devices tested, VHT is a real phenomena, and that it
accounts for about a 15% instability in Tref. Few devices were tested, however, and we
can say little about the variability of VHT across production lots.

We also show that a proper screen for VHT based on Tref activation energy must identify
the high and low Tref states of a bit at two temperatures in order to avoid mistakes in
calculating the activation energy of Tref. Using this method, we see no trend in the Ea of
Tref for hopper bits when compared to the overail population, and therefore no
motivation for a screen based on Tref Ea. What is needed is a long (tens of hours)
monitored test in which Tref is continually monitored for alt bits in a device. Such tests
can be implemented using techniques described in this report.

The mechanism causing VHT is uncertain, and is characterized by inconsistent behavior
from bit to bit with temperature. This is probably partially due to insufficient data, and
uncertainty about whether the same trapping center was being observed at two
temperatures in some of our tests. It may also be due to the wide variety of effects
which a change in trap occupancy will cause, depending on the trap's polarity and
location.

This work has suggested experiments with test structures which might give more
information about the traps.

We recommend that vendors characterize their parts for the VHT instability, and
investigate the variability of this mechanism over production lots. If warranted,
experiments involving variations in production process steps should be done to
determine correlations with VHT behavior, and possible fixes.
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Appendix A.

Logical to Physical Address Map Verification Using Die
IHlumination

This appendix describes how we implemented and verified software for producing bit
mapped displays of refresh time (or other parameters). The only practical way to
produce these images on a PC is by assembly language programs using table look-up
software. These must be supplied with a table for translating logical row and column
addresses to screen coordinates.

Memory device data sheets generally give information which enables users to calculate
the logical addresses of specific physical bit locations, so that topologically correct data
patterns can be used in testing. This information is usually in the form of a table and a
circuit diagram which show the logical weight of physical address bits, and a map of the
physical address layout. Also, the data polarity dependence of physical address is shown,
that is, whether a 0 is stored as a full potential well or an empty well. Figure A-1 and
A-2 show the data sheet information for the two main devices tested in this study.

In these variable hold time studies, we were only interested in failure mechanisms
causing an empty potential well to fill. Therefore, the testing programs had to determine
which data polarity to write for an empty potential well. This detail is explained on the
device data sheet, and amounted to writing one data value in the upper physical array
(rows 128-255) and the other data value in the lower physical array (rows 0-127),
as shown in Figures A-1 and A-2,

We used the data sheet information to write a program which generates a map file which
specifies the logical to physical address mapping, as well as the reverse physical to
logical address mapping. The map file generation program flow chart is shown in Figure
A-3. This file also contains a list of display screen X and Y coordinates, which is
corrected for physical address layout, for each logical row (for both even and odd
columns), and for each logical column (for both even and odd rows). Actually, the lists
apply to the lower half of the array (rows 0-127), and the programs using the table
make a simple correction for rows in the upper half array (rows 128-255). Tables
TA-1 and TA-2 show the map files generated for the two devices corresponding to
Figures A-1 and A-2. These tables can be used in several ways:

for logical row [, look up physical row PR

for logical col I, look up physical col PC

for physical row |, look up logical row LR

for physical col |, look up logical col LC

for logical row [, for even PC, look up screen Y SRE

for logical row I, for odd PC, look up screen Y SRO

for logical col |, for even PR, for PR<128, look up screen X SCE
for logical col |, for odd PR, for PR<128, look up screen X SCO
for logical col |, for even PR, for PR>127, look up screen X SCO
for logical col |, for odd PR, for PR>127, look up screen X SCE
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Figure A~1. Vendor 1 Data Sheet Information
for Address Mapping and Data Polarity
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Figure A-Z.
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Vendor 2 Data Sheet Information
for Address Mapping and Data Polarity
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Figure A-3. Flow Chart of Logical to Physical Address
Map File Generation Program
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The programs which use the map file to create bit mapped images accommodate screen
offset and scaling. The using program must only decide whether the logical column is
even or odd, whether the row is even or odd, and and whether the row address is greater
than or less than 128, and then look up the screen coordinates.

A2. Address Map Verification

Bit mapping sofiware should be verified. The first step was to verify that the software
actually bit mapped the logical addresses to the physical locations according to the
information supplied on the device data sheets. It also served to verify that the computer
hardware we ran it on did not scramble addresses and interfere with writing all empty
potential wells. The technical manual schematics indicated that it did not, but we wanted
to verify it, as well. The second step was to verify that the decoding actually
implemented on the device matched that shown on the data sheet.

To accomplish the first step, we used the software 10 display 16 simulated refresh time
data files. The first eight files had ail zeroes except for high values in all bits on
columns 1,2,4,8,16,32,64, and 128, respectively. The next eight files had all zeroes
except for high values in all bits on rows 1,2,4,8,16,32,64, and 128, respectively.
These were displayed, and were all correct. This verified the weighting of the physical
addresses, and the correction of physicai layout of the physical addresses.

To accomplish the second step, to verify that the decoding actually implemented on the
device matched that shown on the data sheet, one approach is to reverse engineer the
address decoder circuits. Instead, we first tried Scanning Electron Microscope Voltage
Contrast. We were able to verify word line decoding because the metal word line
potentials could be read easily. We were not able to verify bit line decoding because we
could not resolve potentials on the diffused bit lines.

Then we developed a simple optical technique. Light projected on the chip while it is
tested will cause refresh time to be very low in illuminated areas. We projected a
diagonal line of light made by a shaped aperture onto a de-lidded device, and ran a single
set of refresh time tests. Then we displayed the bit mapped image of refresh time. The
image should show very low refresh time in illuminated areas, gradually transitioning
to high refresh time in dark areas. This pattern makes it possible to spot both row and
column decoding errors as poor definition of the edge. Figures A-4a and A-5a show these
patterns for two of the device types studied. They appeared to be correct, but we checked
further to determine whether incorrect mappings couid actually be detected.

We did this by displaying the patterns with intentionally incorrect map files. Figures A-
4b and A-5b show the patterns with least significant two physical row address bit
weights swapped. This is the most subtle row mapping error, swapping the middle two
rows in each group of four, and is not very recognizable. Figures A-d4c and A-5¢ show
the patterns with least significant two physical column address bit weights swapped.
This is the most subtle column mapping error, swapping the middle two columns in each
group of four, and is somewhat recognizable for one device. Finally, Figures A-6a and
A-7a show the patterns with the physical row and column address bits weighted 2 and 4
swapped, and Figures A-6b and A-7b show the patterns with the physical row and
column address bits weighted 4 and 8 swapped. These errors are recognizable, as are ail
mapping errors involving higher weighted bits. We concluded that the mapping software
was working correctly.
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Figure A-8 shows the first of four screens of a typical bit mapped display of refresh
time produced by the PC system. The orientation of the physical rows and column names
on the devices are also shown in this figure.




Figure a-4.
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Figure A-5. Optical Map Verification
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Figure A-6. Optical Map Verification

Technique Displays - Vendor 1

L0881, DAT PHYS ADR FILE: RlC AP CDLOP TGBLE B

Figure A-7. Optical Map Verification

Technique Displays - Vendor 2

L80881.0RT PHYS RDR FILE: TI.NAP (OLGR TRELE: &

S MAPPEL ON DATA RANGE 8 , 108 ) (F ¢ % RORANGE © 8 , 188 2 OF {1, 188
03 3t WIGH TREF P COLS: 152 TO 258 i HlG4 TREF - PAYS DOLS: 13 T
3
a. Weights of physical row bits g a. Weights of physical row bitsg
Bl and B2 swapped. Bl and B2 swapped.
4
|
L88081.0AT PHYS HDR FILES MIC.nAp COLOR TﬂBLE:
PEG ON DATR RANGE ¢ 8, 108 ) OF (1,180 ;
HIGK TREF  PHYSICOLS: 192 T0 255
b. Weights of physical col bits b. Weights of physical col bits
B2 and B3 swapped. B2 and B3 swapped.
128




1590TAD OM]Y 84l 103
juaisjiTp 91 ATTea1 GGZ pue ( Smoy 3JO SUOTIEDOT @yl
-310de1 sty3l JO -y pue T-§ sainbrg urt

punoj sie 913y MOYys SaWTI} ysai1jai jo sweibolsty
‘areoss Keab aeauty 31q £ e bursn Texid

yoea ojuo paddew Ajrsusijur ST SwWT} ysaijay

t§ 930N
17 830N

:T 930N

£9 10> sdyd

7 10puUaA

0 102 sAud €9 10D sAud

GGz moy siAyd v

1 UTd

- 0 mod sAud

e

0 102 siud

. . O L T S T IS T

1 1opuanp

0 moy sAud

5927 mou sdyd

(§'7'T $930N 99S) sebewr awrl ysaijsy paddew 31g Teo1dAL pue

S80TABQ UO STOD pue smo¥d Teo1sAyd JO uOT3IRIUBTIQ 8-V dinbig




ACKNOWLEDGEMENTS

This work was done in-house in the Mizraelectionics Reliability Division at Rome
Laboratory (RLWERDR). Dan Burns contributed to background research, measurement
hardware and software development, device testing, data analysis, SEM inspection,
reporting, and illustrations. Wiilmar Sifre contributed greatly to device testing, data
analysis, device delayering, and SEM inspection. Fred Robenski provided valuable
contributions to device delayering and SEM inspection. Dr. Mark Levi provided
background research, the physical model discussion in Section 5.4, and continuous
streams of ideas and encouragement throughout the project. Ed Doyle technically
reviewed this report, and Marie St.Thomas and Lee Lazicki produced the manuscript.
The samples were provided by the device manufacturers, via Doug Younkin, McDonnell
Douglas Corp., St. Louis MO, who also provided independent verification of the Tref
measurement technique as a sub-task to a follow-on DRAM screening contract. The
authors also wish to thank Al Tamburrino, Joe Brauer, and Jack Bart for patiently
supporting this internally funded in-house project, and at least two unnamed and
unlucky summer engineering aide and cooperative education students involved in the
early measurement work.

130




MISSION

OF
ROME LABORATORY

Rome Laboratory plans and executes an interdisciplinary program i{n re-
search, development, test, and technolugy transition in support of Air
Force Command, Control, Communications and Intelligence (CsI) activities
for all Air Force platforms. It also executes selected acquisition programs
in several areas of expertise. Technical and engineering support within
areas of competence is provided to ESD Program Offices (POs) and other
ESD elements to perform effective acquisition of C3I systems. In addition,
Rome Laboratory's technology supports other AFSC Product Divisions, the
Air Force user community, and other DOD and non-DOD agencies. Rome
Laboratory maintains technical competence and research programs in areas
including, but not limited to, communications, command and control, battle
management, intelligence information processing, computational sciences
and software producibility, wide area surveillance/sensors, signal proces-
sing, solid state sciences, photonics, electromagnetic technology, super-

conductivity, and electronic reliability/maintainability and testability.




