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ABSTRACT~

Metapolicies, or "policies about policies", may become a
powerful concept for developing the large, complex, and
interrelated trusted systems that military, commercial and
non-profit organizations need today. Metapolicies provide a
framework for clarifying policies and for successfully
coordinating security policies and subpolicies.

When there is only one security policy, metapolicies tend to
be implicit, embedded, and fixed. When more than one
security policy is involved, as in a multipolicy system,
metapolicies must become explicit and flexible.

This paper illustrates metapolicies implicit in simple
security policies, demonstrates how metapolicies can
coordinate multiple security policies, and provides a
foundation for future study of metapolicies.
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EXECUTIVE SUNMARY

Definition

Metapol!cies are policies about policies. They make the
rules and assumptions about policies explicit rather than
implicit gnd coordinate the interaction of multiple
policie..4

Functions

Metapolicies:
Describe policy structure and interrelationships;
Control policy additions or modifications.
Coordinate policies and subpolicies;
Establish policy precedence;
Resolve ambiguities;
Resolve policy conflicts;

This paper specifically identifies example metapolicies
which accomplish each of the above functions. There are
other functions as well. Dobson and McDermid, for example,
identified a need for metapolicies which optimize, establish
degrees of trust, and manage privileges and roles, as well
as make policy assumptions explicit, and coordinate multiple
policies.

Benefits

Metapolicies:

.Clarify security policies, including underlying
assumptions, interactions and integration;

-Increase policy flexibility;

,.Allow multiple policies in a system;

o Create a framework for complex security policies;

oPermit diverse and rich security policies;

o Permit tailored policy systems to match the legal
and organizational policies of diverse clients.

Drawbacks

-The concept is unproven;

*They may add complexity to already complex systems;

o Secure systems may take even more time and money
to design, develop and evaluate.
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INTRODUCTION

OVERVIEW

Metapolicies, or "policies about policies", may become a
powerful concept for developing the large, complex, and
interrelated trusted systems that military, commercial and
non-profit organizations need today. Hetapolicies provide a
framework for clarifying policies and for successfully
coordinating security policies and subpolicies.

This paper develops the metapolicy concept first introduced
in "Integrating Security Policies"' and expanded in "The
Multipolicy Machine: A New Paradigm For Multilevel Secure
Systems"12 . As a prerequisite to tackling the problem of
fitting multiple policies together with metapolicies, this
paper explores the different kinds of metapolicies and
defines their characteristics. It makes implicit
metapolicies explicit, and demonstrates how metapolicies can
be used to coordinate multiple security policies.

PRELIMINARY DEFINITIONS

Hoff it and Sloman define policies as "the plans of an
organization to meet its goals"'. Subpolicies are policies
which contribute to a broader policy. Security policies are
the plans of an organization to meet its security goals,
often generalized as confidentiality, integrity, and
availability. Those portions of the organization security
policies which are implemented on the computer are called
automated security policies'. Automated security policies
traditionally comprise identification and authentication
(I&A) policies, access control policies, audit policies, and
backup and recovery policies, among others.

Although the U.S.A. Department of Defense Trusted Computer
System Evaluation Criteria (TCSEC)s calls for a single
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system security policy, multiple security policies may be
necessary if:

1) there is more than one security goal (for example,
confidentiality and integrity);

2) the system serves diverse constituents each with its
own goals and plans (for example, the multinational
systems of the European Community will serve 12 or more
sovereign nations);

3) the system is composed of separately evaluated
pieces each with its own policy.

An information system which enforces multiple security
policies is a multipolicy system.

THE NEED FOR NULTIPOLICY SYSTEMS

The world needs the ability to enforce multiple and diverse
security policies in trusted computer systems. For example:

Hospitals must meet state, national and local integrity
and privacy regulations as well as enforce professional
rules and their own policies.

Multinational corporations must enforce the
confidentiality rules and regulations of many nations
and cultures as well as those of their own
organization.

Multinational armed forces, such as those amassed in
the Persian Gulf for Desert Storm, must work and
communicate classified information across international
and interservice security policy borders.

Software development environments must enforce three
security policies, one for product development, another
for product evaluation, and a third for product use.6

Banks must enforce multiple access control policies,
including role-based policies7 and Chinese Wall
policies$.
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Current systems based on the TCSEC integrate multiple
security policies poorly. The information security officer
is expected to manually integrate multiple, possibly
contradictory policies into a coherent system security
policy. This is a difficult process, since each policy has
its own source or owner, its own enforcement authorities,
and its own evolutionary time frame.

A multipolicy machine which would enable a single computer
to implement many security policies, even contradictory
ones, was proposed in earlier work.' 10. Metapolicies, a
critical component of the multipolicy machine, are the focus
of this paper.

NETAPOLICIES

METAPOLICIES DEFINED

A metapolicy is a policy about policies. It may be either:

1) a set of rules about a single policy, specifying,
for example, what kind of policy it is, the universe or
domain to which the policy applies, who has the
authority to change the policy, the procedure for
changing policies, and the relationships to
subpolicies;

or

2) a set of rules for coordinating the enforcement of
multiple policies, specifying, for example, the order
in which multiple policies are enforced, and which
results have precedence if a conflict in policies
occurs.

Metapolicies make the rules about policy explicit rather
than implicit.

Explicit metapolicies are not a new concept. For example,
social clubs and other organizations often have a set of
rules for the club and a separate set of by-laws which
describes how the club rules are established and changed.
The club rules are the club's policy, and the by-laws are
the club's metapolicy.
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However, security metapolicies are usually implicit and
built into both hardware and software. For example, in the
LOCK system, to get access to an object a user must meet the
combined access control requirements of three separate
policies: a standard MAC policy, a type enforcement policy,
and an integrity policy". A Boolean AND operation built
into the hardware combines the results of the user's request
to access the object under each of the three policies. This
built-in metapolicy can't be changed to some other
combination policy, such as OR or XOR. This immutability
provides assurance that the metapolicy won't be changed, but
at the cost of flexibility.

Most security metapolicies today are as invisible and
immutable as the LOCK example. In the next section we
explore how to make them explicit.

POLICY

METAPOLICY 1 METAPOLICY 2

METAPOLICY 3 METAPOLICY 4 METAPOLICY 5

METAPOLICY 6

Figure 1

IMPLICIT METAPOLICIES

Metapolicies are inherent in existing security policies. To
illustrate, Figure 2 on the next page is an adaptation of
Bell and LaPadula's Simple Security Property. The author
found six different metapolicies implicit in the Simple
Security Property. These are illustrated on the following
pages.

(Note that partial order and some other details have been
deliberately omitted from this version of the Simple
Security Property in order to focus on metapolicies.)
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ADAPTATION OF SIMPLE SECURITY PROPERTY

POLICY NAME: No Read Up
POLICY TYPE: Access Control Subpolicy
AUTHORITY: Secretary of Defense
CHANGE PROCESS: Consultation with Armed Services

APPLICATION DOMAIN
This policy applies to all computer systems
containing USA military classified data.

INFORMAL STATEMENT OF POLICY
No user or process representing a user may
read data at a higher classification level
than the user's login clearance level.

EXCEPTIONS
Users or processes with downgrade privilege
are excepted.

RELATED AUDIT POLICIES
Security-relevant events must be auditable.
Attempted violations must be auditable.
Any violation must be audited and alarmed.
Every use of downgrade privilege must be

audited.
OTHER RELATED POLICIES

Users must identify themselves and be
authenticated at login.

PRECEDENCE RULES
This policy has priority over any other
access control policy.

FORMAL STATEMENT OF POLICY
S Subject: User, process, active entity
O Object: File, passive entity
CR CleaRance
CL CLassification

MayRead (S, 0)
Begin

If CR(S) >= CL(O) \check simple security\
then May-Read = YES

Else
If Downgrade(S)= YES \downgrade privilege?\

then May-Read = YES.
If Audit (May-Read) = YES

then write audit record
End

Figure 2
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In Figure 2, the implicit metapolicy components are:

1. A Policy Description Metapolicy

The names of the elements, the structure of the
presentation, and the conventions of the policy description
(such as both informal and formal policy statements)
constitute a metapolicy framework that gives meaning to the
elements of the policy much the way that data description
metadata gives meaning to raw data elements in the database
world.

2. A Policy Constraint Metapolicy

This metapolicy specifies the constraints put on the policy.
These could include the application domain or time
limitations on the policy due to expiration date, phased
processing, or different day and nighttime policies. Other
constraints might exempt certain users or roles from the
policy, or require the policy to be executed in combination
with another policy, for example.

3. A Subpolicy Interaction Metapolicy.

The policy portion in Figure 2 explicitly operates in
concert with other policy portions, such as login, audit,
downgrade, label interpretation, and application-specific
access control policies. There is a hierarchy, implicit or
explicit, implied with each of these, and many possible
interactions which need to be defined.

SUBPOLICY STRUCTURE

SecurityI
Confidentiality

I I I I. I
I & A Downgrade AccessControl Audit Other

I I
No_Read_Up Interpret_Label

Figure 3

4. The Organization Control Metapolicy.

This metapolicy describes who owns the policy, who created
the policy when, when the policy expires, whether the policy
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can be renewed or modified, and what the processes are for
distribution, renewal and modification. It may also include
the legal status of the policy, the source of the policy
(eg. Executive Order 12356) and in what documents the policy
appears. The organization control metapolicy is critical in
the real world, especially for policy conflict resolution,
and an example policy is included in Figure 4.

5. Automated Information System Hetapolicy.

This metapolicy is needed to control or describe the
implementation of the policy in an automated information
system. When general policy statements are turned into a
site-specific policy instantiation, this metapolicy is the
receiving area for items like constraints on implementation
mechanisms (eg. MAC, DAC, encryption devices, or other) and
requirements for configuration management and audit.

6. Multipolicy Coordination Metapolicy.

In a multipolicy machine, a security policy must interact
with one or more security policies which may all claim
precedence. This metapolicy coordinates all of the security
policies as needed. This is a complex metapolicy, with many
levels, domains, and implementation forms. An example is
provided in Figure 6.

In summary, the Simple Security Property has several
implicit metapolicies:

Policy Description Metapolicy
Policy Constraint Metapolicy
Subpolicy Interaction Metapolicy
Organization Control Metapolicy
Automated Information System Metapolicy
Multipolicy Coordination Metapolicy.

John Dobson and John McDermid, in their studies of security
policies for software development environments'2 , uncovered
needs for several other metapolicies, although they didn't
call them that. They identified needs for:

1) An Optimization metapolicy to resolve conflicting
organization objectives, like producing high quality at
low cost.

2) A Trust metapolicy to set up a framework permitting
different levels and degrees of trust in different
contexts.
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ORGANIZATION CONTROL METAPOLICY EXAMPLE

UNDERLYING POLICY
Policy Name: No Read Up
Legal Status of policy: Mandated by federal law
Source of policy: Executive Order 123456

POLICY ORIGINS
Owners: DoD
Creator: Defense AIS Security Policy Center
Date Created: 1962
Expiration Date: 1992
Authors: John Smith, Sarah Jones
Reviewers: MITRE, Aerospace

APPROVAL PROCESS
Final Authority: President of the USA
Approving Organizations: US Department of Defense

Army, Navy, Marines, Air Force, Coast Guard,
Defense Intelligence Agency, DARPA, Joint
Chiefs of Staff

Approval Sequence: Approving organizations give
their approval in parallel, then it goes to
the President

DISTRIBUTION: (Unlimited/Limited/Controlled)
Unlimited

POLICY USED IN:
Government Documents: DOD 654321, AF 802-456
Commercial Hardware: all MLS products
Commercial Software: all MLS products

RENEWAL
Renewal authorization: President of USA
Renewal terms: 3 to 10 years
Renewal Process: Service and JCS approval

MODIFICATION
Authorization for modification: President of USA
Policy modifier: US AIS Security Policy Center
Process for modification: Review by all services
Last Date Modified: 1985

PUBLICATION DATA:
Publisher: DoD Publications Center
Document: Military AIS Security Policy

Figure 4
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3) A Privilege metapolicy for tracking each software
development tool's security properties.

4) A Role metapolicy to define the rules of role-based
policies.

5) An Assumptions metapolicy to clarify the assumptions
underlying the policies.

Dobson and McDermid also encountered the need for a
framework which would coordinate multiple policies
encountered in a software development tool system.

COORDINATING MULTIPLE POLICIES

INTRODUCTION

"Multipolicies are the norm, not the exception" says Eric
Leighninger, a Senior Computer Scientist at Dynamics
Resource Corporation, speaking of his years of experience
with military systems. Many computer security scientists
have wrestled with the problems of how to coordinate
multuple security policies. This paper does not review all
the approaches taken, but focuses on a few archtypes.

SEPARATION

One way to coordinate multiple policies is to keep them
physically separate, operating in completely distinct
domains without communication. John Rushby's Separation
Machine, implemented by Amdahl13, provides a way for one
machine to run seven separate security policies in parallel.

The National Computer Security Center's Trusted Database
Interpretation of the Trusted Computer System Evaluation
Criteria (TDI) describes the principles of TCB subsets, in
which multiple policies such as mandatory access control
(MAC) and disretionary access control (DAC), operate
independently by operating on different logical objects. 14

The TDI proposes logical rather than physical sejaration.

If policies come into conflict with one another, such as
confidentiality and integrity or MAC and DAC, there must be
strategies for resolving the conflicts. The most popular
are precedence (MAC has priority over DAC), parallel
resolution with precedence, and setting defaults.
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PRECEDENCE

Several different metapolicy frameworks are possible for
coordinating multiple policies. Moffet and Sloman" favor
precedence ordering, appropriate when:

a) policies conflict
eg. One policy requires something, the other

forbids it.
eg. One policy invalidates actions done under

another policy

b) two actions are incompatible

c) there is competition for scarce resources.

Traditionally, precedence is hard-coded or hard-wired. It
is built into most systems, for example, that MAC has
priority over DAC. This has the advantage of security at
the price of flexibility.

Precedence can be implemented in other ways. It can be
computed. For example, policies can assigned priority
levels which indicate which policy prevails when any two or
more conflict. Or precedence can be looked up. For
example, tables can be provided listing precedence for every
possible pair of policies. LaPadula uses tables to
establish precedence in his rule-based multiple policy
model 6. (To improve performance, these tables should be
cached in high-speed memory when implemented.)

PARALLEL WITH PRECEDENCE

To resolve multiple conflicts quickly and systematically,
parallel processing of separate policies is promising.
Figure 5 adapts Marshall Abrams and Michael Joyce's
unpublished proposal to extend the International Standards
Organization (ISO) Access Control Framework to include
parallel policy processing and metapolicies.

The conflict resolution process in Figure 5 works as
follows:

1) The 'Subject' wants to operate on the 'Object', but the
request must be mediated by the 'Policy Enforcer'.
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2) The Policy Enforcer turns the request over to the
'Policy Decider', which consists of multiple Policy
Decision-Makers, one for each policy implemented by the
system. Each Policy Decision-Maker consists of rules and
decision data, and they operate in parallel.

3) Using rules and decision data to determine whether the
request is acceptable under its policy, each policy
decision-maker sends a 'Yes' or 'No' or 'Undecided' vote to
the metapolicy.

4) The votes of all the individual policies (Vote 1 and
Vote 2 in this example) are then combined by the Metapolicy
facility according to its rules and data.

5) The resulting 'Yes' or No 'vote' is sent back to the
Policy Enforcer which permits or denies the requested
operation.

The conflict resolution process is simple and elegant, no
matter how many different policies are included.

SELECTING DEFAULTS

In other situations of conflict, ambiguity makes a simple
precedence order impossible. Holden, in his work on
management policy17 , describes multiple causes for policy
ambiguity. These include:

a) multiple sources of policy;

b) under-specification of policy;

c) inadequate information to resolve policy references.

Metapolicies become critical in these ambiguous cases. In
particular, metapolicies permit user specification of a
default option.

For example, if an access request policy conflict is
undecidable, there are three choices:

(1) Reject the request (the conservative approach
traditionally preferred by the military and the
intelligence community);

(2) Permit access (the liberal approach traditionally
preferred by the academic); or
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(3) Defer the decision until it is decidable (the safe
approach preferred by the bureaucrat).

Fortunately, the process of defining the policy interactions
and the desired metapolicy will reduce the amount of
ambiguity.
If the system vendor chooses the default for the remaining
ambiguous cases, the conservative approach will most likely
be taken.

Since even a conscientious vendor can't always anticipate
which default will be preferable to every customer, it is
critical that the end-user have the flexibility to choose
what to do in ambiguous situations. The users' rules could
be specified at system generation time, at start-up, or even
during operations if changing circumstances require it.
Providing end-user flexibility is critical to the metapolicy
concept and a major motivator for using it.

CHARACTERISTICS OF NETAPOLICIES

Generalizations

From the single policy and multiple policy examples given
above, it is possible to generalize about the
characteristics of metapolicies.

1. Their primary objective seems to be providing control,
for the organization, for the AIS, and for the security
subsystem. The importance of this control function is
confirmed by the work of McDermid and Hocking's who identify
three pages of control objectives for security policies.

2. Metapolicies may contain data or rules and may vary in
complexity from a single value to an elaborate modular and
layered data structure.

3. There appear to be multiple metapolicies for every
security policy.

4. Implicit metapolicies aren't obvious, and there seems to
be an art to making the implicit explicit.

5. User flexibility is needed. The privilege of
establishing some metapolicy rules and data must belong to
the user security officer as well as the trusted system
vendor.
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More Generalizations

In addition to the examples above, the author studied five
applications, including a multinational bank (commercial), a
hospital (non-profit), a DoD network (military), a
multinational alliance (military), the Chinese Wall Policy
(research)19 and LaPadula's formal GFAC model (research)
which incorporates five security policies.

Several additional metapolicy characteristics were uncovered
in the applications.

6. Metapolicies are layered, corresponding to the layers of
the organization, the layers of the computer system and the
layers of security policies. Network metapolicies, node
metapolicies, and application-specific metapolicies are a
few examples. In a federated system, metapolicies would be
required at federal, local, and intermediate levels.

7. There are general rules which hold for all situations,
and there are sets of rules which apply to certain
situations, but not others. There are bilateral agreements
which apply only to two parties. Metapolicies must be able
to handle all these possibilities: general rules, group or
subset rules, and individual rules.

8. Like any security policy, all metapolicies must be
protected from tampering or interference. Changes or
additions must be audited. If stored on hardware or
firmware, validation of the correct operation of the
hardware or firmware must be provided. In short, all the
requirements that apply to any Trusted Computing Base (TCB),
apply to metapolicies, since those portions which are
implemented in a computer system become a component of the
TCB.

9. Metapolicies are most critical at security policy domain
interfaces. For example, if data labelled for one policy
domain must be transferred to another policy domain, there
will be a policy about policies, or metapolicy, describing
the rules for this transfer.

10. Security policies can change over time. Metapolicies,
by providing control data like that in Figure 3, provide a
foundation for conscious and careful evolution.
Metapolicies provide support for the variety of security
policy forms and control for their evolution.
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A list of metapolicy functions was extracted from the
applications studied and the characteristics uncovered. This
list of metapolicy functions is explained below.

METAPOLICY FUNCTIONS

Sequence

One of the key metapolicy functions is to specify the
sequence in which security policies will be enforced. In a
hospital serving patients from multiple states, the system
administrator must decide which state's laws come first when
more than one state is involved. Some strategies might be:
"Most restrictive states first", or "Hospital's state, then
patient's state, then other involved states in alphabetical
order". In a hierarchical structure, the policy might be
"top-level first, then succeeding levels as long as each
meets the criteria".

Managing Contradictions

When there is more than one policy, contradictions among
policies are inevitable. The metapolicy must describe how
to handle these contradictions. Sometimes the metapolicy
will simply specify which policy predominates, like the
words on government papers which read, "In case of
contradiction, this document prevails." In a hierarchical
system, the dominant policy would prevail unless exceptions
were specified. The ability to specify predominance may
handle Leslie Chalmers' concern that government systems
emphasize confidentiality while commercial systems emphasize
integrity". Other times, there may be special conditions,
such as a threat alert, which determine which policy
predominates.

Multiple Policy Organizations

The metapolicy must be able to handle hierarchy, network,
parallel and other organizations of policies. In the DoD,
for example, the metapolicy will specify that the DoD policy
is enforced first, then the Air Force (AF) policy, then the
Air Force Base (AFB) policy. If any higher-level policy is
not satisfied, the policy-check fails and there is no need
to check the subordinate policies. However, the rules are
different for the Defense Intelligence Agency (DIA) which is
not subordinate to the DoD policy.
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Flexibility

It is clear that there are many different administratively-
imposed policies. Some are legally-mandated, others
organizationally-required, some derived from standards, some
driven by computer norms. It is very important that there
be flexibility to incorporate all these different policies.
Currently, one only gets the policy which comes with the
system and the ability to modify a policy lattice defining
levels and categories. It is very difficult to include the
specific needs of an organization in such an inflexible
structure.

In addition to including a variety of administrative
policies, it is important that these policies be modifiable
by the appropriate authorities or their representatives, and
only by them. The system security officer may implement the
policy changes on the system, but the policies themselves
must be modified by the responsible authorities.

Enforcement

Like access control policies, metapolicies can be specified
and enforced globally and locally. A metapolicy indicator
could be attached to each object along with the other
security policy indicators to be referenced whenever the
object is referenced. A metapolicy might be employed at the
node level, so that objects entering the node are required
to take on a particular node security policy as well as
their own security policies. Finally, many metapolicy rules
should be applied at the global level, such as when security
policies may be updated and by whom.

Adding and changing policies

Metapolicies would specify whether policies may be added,
deleted, or modified and by whom. Policies may accumulate
as objects enter multiple policy domains, and the problems
of sequence, dominance, etc. must be resolved. One
metapolicy rule might be that security policies can be added
to objects, but not removed from objects except by the
security policy originator. site security administrators
would normally be responsible for making modifications to
security policies, but changing security policy is so
critical, there may be a requirement that two security
officers make any changes jointly.

Layers of Netapolicies

There needs to be some differentiation between metapolicies
of vastly different scope and significance. There will be
metapolicies about metapolicies, for example, as well as
metepolicies about policies. Metapolicies must be well-

is



structured so that it is easy to see what prevails over
what.

Protection from Tampering

Like the rest of the TCB, metapolicies are critical to the
functioning of the security system and must be protected
from tampering.

Operate at Interface Boundaries

Metapolicies are critical at the boundaries between systems.
These interface metapolicies will determine if data can
cross the boundary between systems based upon a complete set
of rules for determining if this is possible. If necessary,
the metapolicy will map from one security policy to another.
This is a major topic and is left to future work.

Risks When Sharing

It is clearly risky to share policies and metapolicies with
other systems. An enemy might find flaws which could be
exploited or make malicious modifications. Yet, sharing
with other systems is what makes it possible for each system
to enforce multiple policies.

Audit and Inspections

Changes to metapolicy are security-relevant events, just
like changes to policy. They should be implemented only by
the system security officer or a representative. Major
changes might require the two-man rule. All changes to
metapolicy should be audited. In systems that share
policies, there should be a periodic (but surprise)
configuration audits to verify that there have been no
unauthorized changes to the shared policy.

Knowing what the functions of metapolicies are, how does one
go about developing metapolicies and implementing them?

FUTURE WORK

Policies are a major topic of study, as the substantial work
devoted to this subject at management and organizational
conferences shows. However, work on multiple policies and
metapolicies is only just beginning. Metapolicy is a new
concept to computer security, and this paper, the first one
devoted entirely to the topic, only scratches the surface.
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Both multiple policies and metapolicies need to be studied
in more depth. Currently, most security researchers mean
MAC/DAC or confidentiality/integrity when they think of
multiple policies. Their horizons need to be expanded to
incorporate many other kinds of policies, including
application policies.

More work needs to be done on integrating security policies
together. The author outlined some of the problems in
"Integrating Security Policies" and plans to devote a future
paper to fitting multiple policies together with
metapolicies.

Researchers must find ways to permit the end-user security
officer to shape system policy to meet his/her needs. This
paper mentioned installing policy at sysgen or start-up
time. Currently, DAC is the vehicle for enforcing end-
user's policies,.but the individual discretion inherent in
DAC mechanisms makes them inappropriate for site
administratively-controlled policies. A previous paper,
"The Multipolicy Machine: A New Paradigm For Multilevel
Secure Systems", suggested a model of multiple interacting
policies where the user site policies would complement but
not interfere with the sytem policies. More work is needed
here.

Theory development

Metapolicy theory needs expansion and development.
Metapolicies need to be explored in more detail and
specified in a formal specification language like BNF or
ASLAN. Metapolicies need to be modelled and prototyped, and
a taxonomy of metapolicy types needs to be developed.
Finally, the term metapolicy needs a precise and formal
definition.

There are so many possible combinations of policy rules,
strategies must be developed to group policies and
metapolicies. To determine what should be in the
metapolicies, several techniques can be used:

Policy inspection is a useful first step because it
provides intuitive ideas about what is needed.

Abstraction and generalization make it possible to
solve a problem once rather than many times. For
example, it may be possible to generalize a limited set
of formats for descriptive, control, and other types of
metapolicies.
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Graphic techniques, such as entity-relationship
diagrams22 and trees, can help visualize the metapolicy
relationships, groupings and interactions. For
example, in their paper on formalizing policy
managment, Sibley, Michael and Wexelblat use data flow
diagrams, structural diagrams, activity-role chartsn
and Petri nets2' to visualize policy interactions25.
Backus Naur Forms (BNF structures )1, a higher-order
description method used to specify Algol and other
programming languages, could be useful in specifying
policies and metapolicies as well.

Knowledge-engineering strategies from expert systems
will be useful in making the implicit explicit and in
defining policy and metapolicy rules.

Formal modeling provides a rigorous analysis and
clarification of implicit policies and interactions.
LaPadula's GFAC model is an example of this"7 .

Implementation

Metapolicies must be implemented at multiple levels. There
are global rules, domain rules, and rules associated only
with one or a few policies.

Hetapolicies can be implemented in several ways:

Databases are excellent at preserving data and
relationships. An active policy/metapolicy database,
such as the active data dictionaries, would enforce as
well as store policy. Sibley, Michael, and Wexelblat
analyze the feasibility of three variations of an
active data dictionary for policy: Procedure Enforced
Policy, State Condition Enforced Policy, and Procedure-

2Chen, Peter.'M atheEdy-Itelatlomhip Approac to LoI bae flae Desiga, Q.E. lafamatim Systems I=c Weflelery. MA
1977.

23 Hat, AW. Ramsey H. it and Grimma J..CTordinatio Symem Technoloa a the Bas forA Protasessin Efft..
Electcal Comuiatdion, VoL 57, No, 4, 1911

24 Muts.e T. 'Petri Newe Properd=6n Aasfnii sad App1ca1Ixm Proorediell of the IEEE 77. 54 1 -3K

2Sibley. Edga, Jams Michael, ad Richard Wetelesl, 'An Approach to Pormaiig Policy Managemaet. CECOIA2-
Proceedlop of the 2nd latersatioali Conferance amEcosamics ad Anftlla latalece. Persamon Preow Oxford. Ratiao.
1991.

26Jay, CbW. 'A 11111 Compiler Par Prof%1 (Bakun Naiw Form daeriptles of proa atlng Iselaui). Al Rxpert Val V66 )as
1991

2Lapadula, LI.. Taral Modeftn is a genilnad Frasnatork for Accos Costra. Proanedine of the Composer Securily
Pooodaui Workhop fitI )ane 199a
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Restriction-and-Checking Enforced Policy2S. Their
strategies could apply to metapolicy as well.

In a different approach to using databases, Moffet and
Sloman's work on the "Representation of Policies as
Systems Objects"2' is a promising technique which can
be applied to metapolicies as well as policies. It
makes inheritance, the ability to query, and other
features of the object-oriented database model
available to the policy/metapolicy model.

Rule-based systems like those advocated by John Page3O,
Jody Heaney, Marshall Abrams31 , Leonard LaPadula and
others, are an excellent choice. Figure 5 shows how
metapolicies fit into a rule-based system, and that the
metapolicies can be stored in a rule-base as well.

Finally, metapolicies can be physically implemented in all
the ways that other policies are implemented. If there is
sufficient standardization, metapolicies can be coded on ROM
chips or installed on co-processors. It makes sense to
employ parallel processors so that the metapolicies can be
processed along with the policies.

CONCLUSION

security policies are much more sophisticated than
originally thought when the DOD security policy model
dominated the field. Many researchers have looked for a
framework which would help develop and manage these
sophisticated policies. Multipolicy machines with
metapolicies promise a conceptually elegant framework for
managing sophisticated security policies. However, there is
much research and development to be done before the promise
becomes a reality.

This paper provided an introduction to and an overview of
the Metapolicy concept. It illustrated that metapolicies
can clarify underlying policy assumptions and relationships
and facilitate expression of the variety, richness, and

23W .Edge. InARe & Michael afid Rticard Wezlag 'AS Affroah to Poeaf Poic7 mmwsnap . cECO(A2.
Proceediep of the 2nd WenuatoWa Confereace on Ecoun and ArdcWa latef.ace, peqaaaa Frew. Oxord. Ent"ad
1991.

2
9 Moffett Jonathan a. ad More I S M Slrna. be Reprenatadc 0 oPaIn Syutm ObJncrn. Aroledw offfor

Coufw na guW_Wbd Corn p m en" (COCS W1) Adaata G~eao 5-8 Novabr 1991.

P0age. Job. Jody leaey. Meet AddWa aad Gary Dahan 1vabados of Secarit Modal Rale Bane. Proceah oft I 121h
NatdonalCoftPae SecerltyConfereace, 10-13 October 1919,

31M.0 Abrama. LW. lRoan LL. U Padv1a md LM Obh,' Aesadlad Prnamwork for AmneCma As nfnrunl
Oncrodn. PVMWN 13,h NWANWr Comnpmw Seor" Conrvo Wasit. D. Omtber 1998
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multiplicity of security policies. It illustrated how
metapolicies might permit the controlled interaction of
policies and subpolicies, making complex policy systems
possible.

Metapolicies, or 'policies about policies', may become a
powerful concept for coordinating the multiple, complex, and
interrelated security policies that military, commercial,
and non-profit organizations need today.
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