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Dempster-Shafer evidential reasoning (D-§) has been apphied o tusion of dentits aitnbute

data by Filippidis and Schapel. Their exampie involved deciding, from a given hist, which

radar emitter was producing the frequency and pulse rate measured by an ESM receiver.

The D-S method was used 10 reach conclusions under uncerainty.  Here an alternative

approach using fuszy regsoning s compared to their resulis. It s seen that the same

conclusions are reached with a considerable reduction in computaton.  The ability 10

consider new data after a conclusien s reached is scen to he an additonal reason for

favouring the use of fuzzy reasoning for dawa fusion of this typc. A discussinn on the

relasonship between the approaches is provided.
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I INTRODUCTIONMN

Recemtly  Filippidis and Schapel {1 have described an applicition of Dempster-Shaler §20 30 3
evidential reasaning (1-S) 1o the problem o tusing identity attribute data tor g detence application
The purpose ¢t using =-S5 wax o gccount for uncertainiy in the measuremeris ol twa 1ypes of
narameters from an Electronic: Support Measures (5ESM) receiver. By using this method, an
identitication of a radar emitter (airerall or ship) can he determined. Thus an example of duta
fusion was eiven.

The purpase of this paper 15 o indicate that the processes ol D-S are more computationally
intensive and not necessarily more informatve than an aiternative approach using tuz/y reasoning
[6, 7). In this demonstration parts ot the above paper | 1] are reproduced here in a revised form.
Fuszy reasoning is then applicd 1o the sume prohlem. 1t is inferred from these results that the
application ol fuzzy reasoning in data tusion problems is more uselul.

W hile compurisons hetween Rempster-Shafer reasoning and tuzzy reasoning e been made many
unies hetore (ce |30 100 12)). un additional purpese of this puper is 1o hring these methods o the
attention of DSTO stalf not currentty involved with the preblems of dealing with unceriinty in
NYSICHIN,

2 THE IDENTITY ATTRIBUTE PROBLEM

fhe idenuty attribuic problem [1] is concerned with un £25M receiver being used o micasure the
carrier trequency (rf) ond pulse widih (pw) of pulsed radar signalss From these two measurements
an idenbiicaiion of the radur emiters w requited. It Known g prioni thay five possible coniters can
he iavolved.  These ure lubelled as types b1 B2 B30 B4 aud ES. whoere the of and pw
churacteristics ot each type are known. Thus, 1 principle. it would appear that any received signal
can he used o deterinine which emitter is involved.

However, the measurements themselves are subject to uncertainly, or ermors, because tie signal 1o
noise ratio mey he low, Therctore the data may have charactenisiics in common with several of
e alernative emitiers. The apphication of D-S and fussy reasoning is used o resolve the
uncertainty about the choice of emitter type.

The churacteristics of cach of the possible five emitiers are shown in Figure 1 for the carrier
frequency and Figa e 2 for the pulse width. These are represented by probahility ot cach emitter
having a specitic rf and pw value. (Note these figures are only schematies.)

The range of signals received by the ESM receiver are shown by the vertical lines on cach of the
figures.  The measurement errors for of and pw arce such that an uncenainty of 0.3 and 0.2 are
assigned o them, respectively.

UNCLASSIFIED |

ot an

— o —w

SNV
4




SREL-0094-TM UNCLASSIFIED

3 DEMPSTER-SHAFER EVIDENTIAL REASONING

The Tolfowing discossion on 1N is essentially @ revision of that given in reference (1] Blackman
51 oves wdescription of this metbod 1or radar applications and his annotatios is followed here.

The process of datd tusion tor D=5 consists of tinding the intersection of two -+ wsor propositions ie
the AND operation. However, sinee ot @l propositions are 100% iikely, then the disjunction or
wnon e the OR operadon) ol the propesiions must be assigaed (o the uncertainty of  the
intersection, I this case, the il and paw o mcasurement ranges are Waken as propositions about o
possible emitter.

Dempsier-Shater evidentia: reasoning uses the concept of probability mass which for our purposes
is the arca under cacn of the emitter curves. For the ESM data of Figures 1 and 2, the masses that
oceur i the indicated bounds are shaded for each of the emitters. (Note they overlap cach other in
the figuies.) These masses are then normalised so that their total mass is unity. They provide the
probability for cach emiitet being the one making the signals that we bheing reeeived. The
unvertdiniy of the receiver 1s accounted for by multiplying cach rf and pw mass by 0.7 and 0.3,
respectively . The ol mass ol cach proposivon, including the uncertainty, is thercfore unity.

In cencral. Shater’™s hasic probubility assignment, m. is the functicn on the pawer sct ol X (P(X))

m: PeXy — o] such tha
) =0 and LomeA) = 10 tor ull sets A in X

The probability. masses tound tor the current examiple, and schematically shown in Fieures 1 oand 2,
are represented here by the mass vectors

meo= M= B D E2) s (B3B3 mAaES)m (9)) = (0.13,0.22,0.35,0,0,0.3)
my = M
= (k] ).nl;m(lll).nlw(E.?).mim(il-t).m‘,,“(F.S).mw((-))) = (101.26,0.08,0.17,0.03,00.260.2)

where m (B m (ES) are the pw o mass assignments for cech enitter and o1 (©) is the
uncertainty factor for pw.  As the uncertainty fuctor is a mass assignment 1o all the propositions
then

m,(€) = m (Bl or E2 or E3 or B4 or ES)

In D-S_ the likelihood of a4 proposition "a” is represented by the subinierval [Spla),Pl(a)j of the unit
interval [0,1]. Sp(a) represents the suppaort Yor the proposition while Pl(a) represent the plausibility
ol 1. They represent the minimum and maximum likelihiood of the proposition.  They are related
by Pla) = 1 - Sp(not a), where Splnot a) is the support for all proposiiions that arc not "a”. The
degice of uncertainty ahout the probahility value for a proposition is represcnted by the width of
the subinterval, ic Owz) = Pl(w) - Spa). For example a(0.25,0.85) gives the probability of "a* as
being between 0.25 aad 0.85, with an uncertainty ©=0.6. Thc support for a proposition is the sum
ol all masses assigred directly o it {S] ¢

Sp(a) = Z {m{h) | b ¢ a}.

The plausibility is the sum of all the masses associated with the proposition and all the
disjunctions, including ©, with it,ic

(3]
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Pley = Z fmiy b ovag G

The wm here is (o ind the combined mass, wm, = '\1,, « by usme Dempster’s rule of combination.

This is un oxtension of Baves ule (20 3 An alterngtive method ol COMDITNG MUss assizaments

is viven by Baldwin js]. who ahso decounts for tuzzy deseriptions ol uncertainty.

The Dempster combination rutes e |5

I

The product of miass assignments o o propositons that e consistent eads o another
proposition contiained witlunn the original ic mecaDanaal) = maal).

Multiplying the mass assignment o uncertainty by the mass assigument (o any other
proposition leads o g contiibuiion 1o that proposition ic m-(Qj.nia2) = mu).
Muluplving  uncertainty - by uncertainty leads 10 4 now assignoment o uneertainty e

m(Q)m(0) = md.

Wlhen inconsistency accurs between knowledge sources assign g measure ol inconsistencs
denoted K7 to their products e meal)m(a) = k.

The matiix tepresenting the combination of the mass assignments is given by the tollowing table.
Note that as the rt s assignments are zero tfor B4 and ES| no cojumns are used.

Tabic 1. Combining myass vectors my, and m, using Dempster’s combination rules

m.(0)=.2 Q=10 Fi=.026 E2=04 E3=.07
m\(EH)=.26 Ei1=07x 1 1=0133% k=.0372 k=(91
m.(E2)=.0% F2= 024 k=014 E2=0176 k=.02%8
m.(E3)=.17 E3=0351 k=.022] k=0374 E3=.0595
m.(Ed)=.03 | Ed4=((0 k=139 k=.0066 k=.0105
m.(ES)=26 I E5=07x k=.033% k=.0572 k=M1
Irn (@)=3 m(1)=.13 m,(E2)=22 ni,(E3)=33

The inconsisiency is the sum ol all the "K" terms ie k=0.4491. Tiic new mass vector (my) of the
comhined proposition, is computed by summing all the cortespending entries in the matrix and
normalising hy the consistency (1-k). Thus

my0) = V.06/0.5509 = 0,109

myEl

= ((.026 + 0078 + 0LO33KY 5509 = ().250

myE2) = (.044 + 0024 -+ 0.0176)0.55(9 = (5.155
m(E3) = (0.07 + Q051 + 0.0595)/0.5509 = (1.32%
my(E4) = (009/0.5509 = 0.0163

mAES) = (0.07%)/).5509 = (1.1416

UNCILASSIFIED 3




SRE-O094- 1M UNCEASSIFIED

and theretore A= e = LIS 0135 03280010620 13 16,0.1(09),

Note thae s the sum ol the mr and s masses e boeth unity then it toltows that the suns of al the
cross terms on the Gthle e also umity, As the nortaliser for the compated non-"K" 1nass cross
ferms is cquinalent o -k then the computation load could be reduced by not caleulating the "K”
CLOSS Leris ab it

Plausibibity is calculated, tor example. by PED = mqE1) 2 m@) = 0.25 + 0109 = (L359.

Nele that bere all the plausibilities are just a constant shitt rom the support.

The mass vector saegests it emitter BE3O3280437) is preferred over BT0.25,0.359) However,
wo could discern this conclusion by examination ol the table entrics, that is ihe consisteney scaling
did noi improve our knowledge. The value ot scaling comes when applying these new masses in
turtiwer propositions.

Filippidis and Schapelp 1] then combhine this resule with new imlormation such as
Moo= mL = (70.00.0,00.3)

.....

which indicates a high likelihood of encountering an E1 cmitter. This can be used with the above
cothhination rules to deduce @ new s veclor,

Table 2. Combining mass vectors me and m; using Dempster’s combination rules

=¥
MA= 1n l} O= (1327 E1=.0763

m (B =28 1 =075 El=175

1
m (E)=.155 “ E2= (163 k=105

1y (BE3)=32% E3=0981 k=229

. (E5)=.0163 Ed= 0049 k=.0114

m(E3=.14i6 ES=.(425 k=.(9ul

m,(Q)=3 my(kh=7

Thus K=1.34458

mJyO) = 0.0327/0.552 = LL5Y

mJED = (0.0763 4+ 0075 + 0.173)/0.552 = 0.591}

mJE2) = (L.0465)/0.552 = (0.0%4

m(E3) = (0.0984)40.552 = (.178

m(E4) = (0.0049)/0.552 = (.008

mJ(ES = (0.0425)/0.552 = 0.077

and theretore M e = Mg = (0.591,0.084,0.178,0,008,0.077,0.059).

Again the highest mass is used 1o choose the new conclusion that El is the likcly emitter, with an
uncertainty of 0.06. The support and plausihility for E1 is the interval [0.591,0.650).
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1 is ohvious that o fot ol calcalation s involved imreachimg o conchusian, The alicrnative method
I8 alse has the same eltect. I another possible enntter was o he constdered. due o other
received intormtion, then the above procedure with all the scaling ctiects would need o he
repeated agan.

Examinming e caleulations abosve, an observation about them can he made. The inersection
between the propositions has the elteet o keeping simualtanzoushy Luge miissey rom cach
proposiion while teducinge the sest ot the masses. I this manner only the enotiei thit bas hich
nunsses 1 all the propositions is supported. 1 the molipiication of two masses is aeplaced by the
mininnn ot then. the fellowing table is found

Tahle 2 Combining mass vectors my and m. using the nnnimun insicad ot the product

m.()=.2 El=12 E2=2 13=2
mkE1=.20 E1=13 k=22 k=20 !
m{LE)= .08 k=18 [2=.08 h= 0O
mbk3)=17 k=13 k=17 b3=17 ,
m-h=03 k=03 k=03 =03 '
i
m.(3)=26 k13 k=22 k=20 ;
S ;
“ m,(@=73 mplih=13 m(L2)=22 m,(1:3)=235 N
Detining i
mye) =02 :
mabl) = ming.26, 013, 013 = 013 :
ml2) = mint0.2, G.OK, 0.0%) = .08 !
mtdH = min0 2,017, 017 ) = 017
my(Edh) = nuin0.0.03) = O
mES) = min(0.0.26) = 0.
Normghsing leads 0 M, = n = (0.2240.138,0.293,00.0.345), which is similar to the Dempsier
resull, exeept that the uncertainty mass has increased.
Once again that E3 is preferred over B, without all the compuration. Using this same mass
assignmene mcihed tor the second stage, the following table is found.
1
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Table 4 Cominny arass vectoss e and g using the mininum instead o1 the produdat

mae)) = 343 Wl Q= b= 345
mi =224 II bF1=221 F=204
i) 13N ‘fl-ﬁ:.l\h R
mabd -, '“)K jl [23=203 K. 293
Iirnu(())— mybn =7

m) =03

mabl) = nan.223,00343) = (.2
mobE2) = ming 13%) = 0
k¥ = oung0.293) = 0
mabh =0

malts) =0

Theretore atter nonnadising

Moo= me = 040000068 This tells us dat B s the eminter,

Clearls . morcwcling o deaiston shout which emitter is bhely, the maluplication: method ot
Dempster s not obvioudy supetior o the minunam method suggested heree However. the
uncertainty caleulation is unsatistactory due o the ad hoe nature ot this approach,

he muvimn entena shown here o choose the ap oprite emitier has been used clsewhere in
studnons of both certinty and uncertamy where wolunle criterin are used i deciston mahing (Y|
b hias also been shown {97 o be asimilar torm o fuzzy set theory,

4 FUZZY REASONING

The concept of fuzzy teasoning is 1o use rules combining tuzzy variables. Fuszy vanables are
based apoir fuzzy set theory of Zadeh (6, 77 which is uscd to represent uncertsinty.  Thus it the
field ot discourse X has o variabld x ina fuzzy set A, then x has a membership tunction L (x) in
the unit interval [O10 0 A crisp. or standard. set has membership values that are either O or 1.
Uncertainty 1s represented by this membership value which varies between O and 1.

Operations on fuzzy sets corresponding w the logical AND, OR and NOT ure detfined by

AAND B = A B = { oomin(u (x},(x)) }.
AORB =AUB = { (x;max(p(xX).u,(x))) } and
A= G- (x) ).

Mure generally, it has heen proposed that conjunction (AND) and disjunction (OR) can bhe replaced
by the trigngular (T) norm and the Tconerny operations, respectively [10]. Note that the D-§
method uses the T-norm (1,0 * (X)) whose T-conorm is (Ua(X)+H(X)-H, (X (X)), Various T
norms can be defined {10] and are ranked with min{p,q) = p*q = max(0,p + g -1) = T, (p.g).

6 UNCLASSIFIED
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These conrespond (o the Toeical product thest case ol posiiinve eotrelanont. il abeebiare pioduac
ondependent data o no correlation), the bugnded product cvorst case of negabine conelations and
the digstie product. Thus the DES method uses the assumpiion o) mdependence of s ovidence
when combrinny them

The tuzziness of o fuzzy seb i given by the tuzzy cnttopy ot at As cntropn measuies e
uncertaniy o aosastent o messige, then the tuzzy cniopy sepresents the uncertonty ol the tuzzy
st Kosko fHT] has shown that the enttopy s given by

oA = MeA M AV ATV w A

swhere MeA; s the tuzzy count (= X v Thus BGA)Y varies berween cotnty ¢.0) and
maniim uncertaimy (=1).

The same probability carves seen i Bigare T can be used 1o represent the mcembesship function (ot
cach cmitter an the tields o1 discourse of 1t and pwo A discussion on the relaioiship ot
prebabilitics and fuzzimess is also given by Kosko (T who shows that probabihinn sepresenis o
spectal case of Juzziness e jugzy theory extends probabitity theory! Thus it i entiely reasonahle
that the membenstip tunctons tor eontter BT and Elgpaw, are set o be the cunves Lahelled
1 hath lgwies (similanly tor the other emitters),

The tuzzy variable af_range can be delined to have membesshin ot Blats onven by the wiea of the
wenthership tunction oyver the bounds indicated in Freure T Thus the probabiliny s values can
o be used 101 fuzzy reasomng. The need oo seale the masses o umty s aot there bar can e
aceepied without aliering the reasoning process. Mulaplication ot the masses by the cenainty ot
the ESM mewsurement s soll required and represents the "weipht™ of

For the ESM example, the Tuzzy “rulen™ can be stuwed by

It _range s Eoch and pw _range is Engpw) then the emitier i En.
where Enurhy, Engpw) and Eng n=10.8 represenis the membership tunctions lor cach of the emiders,
A standard A cAmifcial Intelligenee) tole would be simibar except that the ansaers o the 7is”
prapositions can oy be 0 o 1 (False or True) and theretore the emiuer is cither Eaoor not iin,
Far cach tuzzy rule. B bas o value range between, and including, O and 1.

Theretore applying to the identity altribate data fusion example,

Torange = | (EL013), (£2,0.22), (E3,0.35), (E4.0). (ES.0) } and
pw_tange = | (E1,0.26), (E2,0.08), (E3,0.17), (E4,0.03), (E5,0.20) }.

The enttopies of cach tuzzy proposition are E(ef_range) = 019 and E(pw_range) = 019,

Using the fuszy rule,

cnitter = ri_range N pw_range = { (E1,0.13), (E2,0.08), (E3,0.17), (E4,0), (ES,0) }.

The crisp value is the maximum 1 so E3 is the chosen emitter with an entropy Eqemitter) of

0.04. This entropy compares well « ah the D-S uncertainty mass of 0.1,

INCLASSIFIED 7
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Using the pror knowledee we have
chitler = th_tange A pw _range A prior = {ELOT3)0 0 1E2.0)0 (123.0), (B40). (ES.0)

with the cosp vadue givang B as the chosen enirtter with an entropy of 00260 Again the entiopy
compaies well with the -8 uncertgingy mass of 0.06.

The computation tequirements are clearly less yet the idenuty (11D) has been successtully atiributed
(o the saune cnitiers as betore. The entropy. or uncertainty, ol the conclusion has wlso been shown
o reduee 1 Consisleni mannet,

Lor the case of anothier cmitter that may nced 1o he considered, provided the original masses were
not rermalised as here, the new result can be found quickly.  Note the multiplicution by the
cetnny tor weight) s still required. Thus the new 1D can be Tound by using

CONUCTICTISY = 1an (t_range N pw_range N EOG!) m E6(pw )

vhere Eotrhy and E6tpw) are the unnommalised weighted miembership values for emiter E6 with
fospect o rt and pw, respectively. By contrast, the D-S method would reguire a recalcubiion of
all the bles oanclude the new emitier.

5 DISCUSSION

Zadeh’s abjection [13] 10 the D-§ mcthad ix the use oi the normalisation 1o remove mass
assigned (o the nofl set. He shows that tor

nLG) = domeb) = 01 myw) = 09 and m(a) = 0.9, myth) = 0.1, e =0
the combined result s mya) = O, mgb) = 1, myu) = O,

This desult is not consistent with the low mass assigned 10 proposition "h™ in hoth
probubility  assignments;  the normabisttion has concealed  the  dissonance  (or  the
comradi tory aspect) of the two sets of evidenes. Shafer’s counter example {10, 12]
slightlhy niodifies mib and m2 so that

m @l = w0h ) = 00, () = 089 and mL(a) = URY, my(h) = 0.1, my ) = 001
with the new combined result of m(a) = 0.32, m(h) = (.36, m,'(¢) = 0.32.

The lesson 1o he learnt from these examples is that, in some cascs, there is @, . gerin
assigninent of zero or very low values 1o a probability duc o the normalisat” - - ~dure,

5.2 Combining additional evidence

When combining information about a particular hypothesis, it is obvious that the fuzzy
reasoning AND will represent it hy the one low value despite the existence of n-1 larger
values.  imilarly, the D-S method has a problem when, for example, a proposition of
mass ol 0.9 repeated n times causing in the worst case assignment of 0.9°, whichi can be
quite small, when different sets are evidence are combined.

8 UNCILASSIFIED
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5.3 Level sets and mass assignment

A criticism ol the approach 1n scction 4, with respect 1o the D-S method, is thw 1) no
minimum and maximum likelihood value tor the fuzzy result wes provided and 2) no clear
relationship between the two methods was shown, Recent work has addeessed this issue
by developing support pairs] 16], generalisations of the Dempstci-Shater spproach 1o fuzz
e 197 and fuzzy anterval analys<is]18]0 The development follows from Zadelh's
possibility theory[20]. Some features of this work follows.

A fuszy set can be icpresented in terms ol its crisp ¢-level sets| 18,21,

A, = { x1u(x) 2 o} such that
(X)) =supl ae [0} xe A, L

Thus a tuzzy sctis @ nested family of level sets. When the fumily of a normalised fussy
set (ie there s an ¥ so that p(x) = 1) is finitely discrete then o = 1 > a0 > . > .
Detining
MA) = « - O, (with «_. = U by canvention),
the mass of the o-level set s the same as the Shafer’s basic probability assignment. ~ce
section 3,
Hatx) =2 m(A ) txe A, ]
which i calted the contour function by Shuter und is related [15] to the plausibility by
Ha(x) = Pi{x}).
Figures 3 and 4 show the relationship of the fuzzy set A to its cisp a-level sets.

Thus 4 tuszy sct can be defined from the mass assignments but will not necessarily he
normalised.

Yo alsa true [19]) that
A=y, dA,,
where oA, is a fuzzy subset whose membership function is o (x).

These representations based on level scis are used to make the connection between fuzzy
set theory and the D-S theory evidential reasoning.

fFor lhcAcxumplc of this paper, taking the ESM 1f data as sct A then
HAED) = ¥ m(En) | El € En } = mdEl) = 0.13, etc. This is the assignment given 1n
section 4 where A=rf_rangc.
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5.4 Possibility Theory

In possibility theory, the possibility  distribution function. 1., associgted  with A s
numerically cqual o gyt v x) = 0, 0x). This theory introduces the equivaient measures
o support (also referred o as a hedicr tuncoon Bel{ 18] und a credihiity funcuon Cil 10])
and plausibility which are certainty (Cen) (also relerred o as necessity (Nee) (10,17]) and
possibility (Poss) given by [19,20]

Poss|A/Bj = Sup {|(X) A g.(x) }. A= min, and
Cert] A/B] = | -Poss|AY/B).

Note thut PossfA/B] is the possihility of A given B, both being subsets of X.

Poss|A/Bl = 1 iT AN B3 @ and
CertlA/Bl =1 (if BC Al =0 G B @ A).

Thus | 19

Sptay = X Ccn[A/A)l * A
PliAy = I Poss|A/A ] 7 muA).

Therefore we can see that fursy reasoning is not in contradiction o D-S recasoning but
rather 4 another method for dealing with uncertainty.

However, it is heyond the scope ot this paper o review all aspects of these relationships
covered here. An extensive review is eiven by Dubois and Prade }22.2 4]

5.5 Related applications

The exumple presented here is not the first application of  these methods to the
wdentification probicm, see for example |3, 14, 15] for a4 more comprehensive case
mvolving 1FE data. Hickman|24] hax looked at the problent in another ESM problem and
had similar concern with independence of cvidence, reassignment of mass away {rom the
null set (normalisation), the combtpatorial explosion and the lack of decision procedures.

6 CONCLUSION

Thc pumpose of these notes was to show that, while Dempsier-Shafer cvidential reasoning can reuch
a usclul conclusion for the identity attribute problem, it gets there with apparently unaecessarily
tedious computation when compared with fuzzy reasoning.  For consideration of additiona! emiticrs
after the initial calculations, fuszy reasoning can handle the sitvation using the previous
calculations, which is not the case for D-S reasoning.  As no apparent advantage is secn to be
found from this computaiion, it is claimed that fuzzy reasoning is to he preferred when speed and
simplicity is required for data fusion problems with uncertainty.

A discussion on the relationship of the Demps.er-Shafer evidertial reasoning method, based upon

probability, to fuzzy sct theory, via possibility theory, is presented to bring these methods to the
attention of those readers requiring details.
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