__ AD-A269 211 o
IHIMIMAVANN  rarion Pace

Fovan Appirovesd
OME N Q700 016

i Mm' n-p«n\uvu e for e, ¢ ol tion of mlutln.llum [EXR .|u|\ |lml o .wn-mqn I l\nnv PHOLes POt 1 bt e G o e \./u\.‘ 8 nm By e b exebing Tl Sontces gathieneg ar
autntaming the data needed, snd completing and  eviewang the collestion obinformation Sead comments ceqatdmg thes harden e loraite arany other asprec tol the collecion ot etarnaiion o ludeg
suggestions far redacmg m‘n. bunden, 1 Wirtungton tHeadquaiters Semces, Directanne toc informanon Opetations and Hepodes 1005 dettersan Davis Pighway, Santes 12040 Athospon, VA
22202 41302, and o Iha Oftice of Managemeat and Budget, Papeiwork Reduction Project (0704 0188), Washimgton, DU 05008

2 REPORT DAL

June 1993

1AGENCY UNE ONUY ({Eoave hlik) JOREPORT YRR AND DATE L COVERED

Professional Paper

4. TITLE AND SURBTITLE 5 FUNDING NUMBERS

PIR: CDHBS
Pi: 0602234N
Wil: DN309119

METHODS FOR ASSESSING TACTICAL DECISIONMAKING IN BATTLE

6. AVTHOR(S)
\ £
B. Feher
7. PERFORMING ORGANIZATION NAME(S) AND ADDHY S5(ES)

8 PLHEFORMING OHGANIZATION
RUPORT NUMBER

10 o[‘ONgO INGNONITORING
ENCY T
0" )

ﬂEt‘Z']"F
obP 101933

¥

A RIGUTION cﬂ\&
1]

W

Approved {or public release; distribution is unlimited ”

Naval Command, “ontrol and Ocean Surveillance Center (NCCOS()
RDTE&FE Division
San Diego, CA 92152-5001

9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES)

Office of Naval Technology
Office of Chief of Naval Research
Arlington, VA 22217

11. SUPPLEMENTARY NOTES

12a. DISTRIBUTION/AVAILABILITY STATEMENT

13. ABSTRACT (Maximum 200 words)

This paper describes a method of assessing military command decisionmaking using simulation experiments and dynamic
moedeling, along with some typical results. Our simulation studies have been carried out since 1988 in the Research,
Engincering, and Systems Analysis (RESA) facility at the Naval Qcean Systems Center (now Naval Command, Control and

" Ocean Surveillance Center) under contract with Pacific Science and Enginnering, Inc. and Sonalysts, Inc. RESA is a facility for
presenting large-scale, event-driven battle sunulatmns with realistic scenarios. High fidelity simulation is available for multiple
platforms, sensors, and weapons under a broad range of tactical and environmental sitaations. The RESA facility has been used
primarily for training naval battle force staffs and for studies of advanced sensor and weapons concepts. Our interest was to use
the RESA facility for man-in-the-loop studies to determine the cognitive and decision processes of warfare commanders during
battle. Our simulation experiments measured the overall effectiveness of the C3I system with the performance of the
commanders as its principal determining factor.

The aim of the research program is to improve the design of future C31 systems by identifying and ameliorating hurnan
information processing and decisionmaking problems associated with critical battle decisions. Initial work has been in the
anti-nir warfare (AAW) area. Of particular concern are:

- Identification of critical information used for battle decisions; -
. Specification of the time sensitivities for that critical infoimation;
. Determination of the effects of information characteristics, such as density, consistency, ambiguity, conflict, delay, and

degradation on the decision process; and

. Assessment of the role of individual characteristics and cognitive mechanisms, such as initial expectations, and
tactical decisionmaking style, in producing variability in decision behavior.

14 SUBJLCT TER

Man-Machine Interface and ASW
Decision Support, Decisionmaking, Decision Aids
Operator Functions

15 NUMBER OF PAGLS

Teleoperation
Supervisory Control

Controls & Displays, Command & Control

16, PRICE GODL

17. SECURITY CLASSIFICATION 18. GECURITY CLASSIFICATION
OF Bt PORT OF THIS PAGLE.

UNCLASSIFIED UNCLASSIFIED

19 SECURITY (,LA)JH( SANON 20 LIMITATION OF ABSTRACT ’ 1
OF ABGTRAC

UNCLASSIFILLD SAME AS REPORT

NSN ™ 40 01-2B0 5500

Standard form 249t (FRONIY

e e W L



et D

218 NAME OF HESPONSIBLL INDIVIDUAL

B. Fehér

UL TEUE PHONE 1 bade Aree coden YN0 OFTICE SYMBOL

((')]9).")5).‘% ‘l.,.),( Code 442

Acu« " For
| Accesion For _--;j e
NH“ L,“-.&!

DR A ]

U, uutn, et ]

. o Loudusufication

BY
Diztribution I

N --

B

p‘\rdl}ul. ity Codes

, C Ave! a':;é;o.'
Dist Special

Al

DTIC QUALITY 1IN SPECTED )

21018
93 9 ¢¢ €34 \\\\\\\\l\l\\\\‘\\\\\\\\l\\\\\l\\\“\\I\\\l\‘

NSN 7540-01-280-5500

Standard form 298 (BACK
UNCLASSIFIED




SITUATION DESCRIPTION

Overview of the Rescarch Program. This paper de-
scribes a method of assessing military command decision-
making using simulation experimenis and dynamic model-
ling, along with some typical results. QOur simulation
studies have been carried out since 1988 in the Rescarch,
Engincering, and Systems Analysis (RESA) facility at the
Naval Qccan Systems Cenier (now Naval Couimand,
Control and Ocean Surveillance Center) under contract
with Pacific Science and Engincering, Inc. and Sonalysts,
Inc. RESA is a facility for presenting large-scale, cvent-
driven battle simulations with realistic sccnarios. High
fidelity simulation is available for multiple platforms,
sensors, and weapons under a broad range of tactical and
cnvironmental situations. The RESA facility has been
used primarily for training naval battle force staffs and for
studies of advanced sensor and weapons concepts. Qur
interest was to use the RESA facility for man-in-the-loop
studics to determine the cognitive and decision processes of
warfare commanders during battle. Gur simulation
experiments measured the overall effectiveness of the C31
systemn with the performance of the commanders as< its
principal determining factor.

The aim of the rescarch program is Lo improve the design
of future C31 systems by identifying and amcliorating
human information processing and decisionmaking
problems associated with critical battle decisions. Initial
work lias been in the anti-air warfare (AAW) arca. Of
particular concern are:

- ldentification of critical information uscd for batile
decisions;

= Specification of the time sensitivities for that critical
information;

»  Determination of the cffects of information charac-
teristics, such as density, consistency, ambiguity,
conflict, delay, and degradation on the decision
process; and

+  Assessment of the role of individual characteristics and
cognitive mechanisms, such as initial expectations,
and tactical decisionmaking style, in producing
variability in decision behavior.

The Simulation Experimental Method. The tactical
scenario under siudy involved the air defense of a carrier
battle force against a large raid of encmy bombers carrying
air-lo-surface missiles. The battle force included Acgis
cruisers, destroyers, and combat support ships. The princi-
pal weapon employed was the F-14D fighter-interceptor
armed with modern air-to-air missiles. A hot war situation
was assumed throughout. The simulation runs consisted of
two hours of operational time compressed into 50 minutes
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of real time. Variations of the scenarios were constructed
to test differing levels of the experimental variables.
Detailed intelligence and instructions were provided o the
commanders. Research assistants interacted with the com-
puter system so that the commander was not required o
learn simulation language or procedures. In order to
standardize the scenario for the purpose of comparing the
performance of different commandecrs, cnemy actinns were
cntirely prescripted for all simulation runs.

The Command Information-Decision-Action Pro-
cess During AAW. The anti-air warfare (AAW) com-
mander’s decision environment is a complex, high tempo
world based on a strecam of raw and processed data inputs
from a wide variety of sensors and intelligence sources,
with supporting analytic and communication systems. He
is assisted by a tuam of subordinates who carry out various
complex processing tasks that refing and cleanse the data
and help interpret it. The commander must integrate key
information to formulate and update his tactical picture,
relate this picture to anticipated events and planned
responses, and make a series of decisions regarding the
appropriate actions to respond to the threat. This process is
a dynamic one, continually requiring adjustments as ihe
combat scenario unfolds.

Command dccisions during battle are made within a
mission and crganizational context of command relation-
ships, responsibilities, and interdependencics. Decisions
are often short-fused. Each decision is bounded by a limited
time period for response (or decision window) during
which action must be taken in order to be effective. Earlier
or later action compromises effcctiveness, putting the
commander under great pressure to act in a timely fashion.
However, timely decisions may require acting on
incomplcie or ambiguous information. The decision to act
initiates a complex, often time-consuming implementa-
tion process involving the coordinated actions of many
other actors and associated man-machine systems. As his
decisions arc implemented, the commander must continue
io monitor the unfolding situation and assess the effective-
ness of his actions in order to decide on follow-up or cor-
rective actions.

The decision process and the decision environment arc
frequently less than optimal. The mformation flow inay be
sporadic or delayed. Critical data sought by the commander
may not be available when he needs it. Varying amounts
of spurious, ambiguious, or conflicting data may be
delivered. On the other hand, his information environment
way be extremely dense due to the high tempo of threat
actions and processing quirks during battle. It is a chal-
lenging task for him to selectively scan, process, integrate,
and mterpret incoming data in relation o the Batile Force
plans and mission. Naval officers bring to the battle




unigue combinations of kowledge, skills, and decision
abiies, so that vanabthty among individuals performimg,
the command decision rele is inevitable, Commanders’
expectations during the s1uaton assessment process may
facihitate or distort their assessments. Even among equally
expericnced warfare commanders, the mterpretation of the
data stream can result in different tactical pictures, confid-
ence levels, and interpretations. Information characteristics,
such as density, consistency, ambiguity, and delay may
inflnence a commander’s decisions in subtle ways,

METHODS FOR ASSESSING DECISION PROCESSES

Simulation Experiments. Simulation experiments are a
combination of simulation technology with the experi-
mental method. Simulation technolegy uses the computer
o piescnt complex, dynamically unfolding stimnli in a
manner which is hghly appropriate and realistic in
mimicking the shipboard Combat Information Center
environment. This simulation cvokes the decisionmaker’s
“natural” information processing and decisionmaking
behaviors while allowing the rescarchers to control a large
number of theoretically or empirically less relevant factors.
The decisicnmaker’s behavior is turther elicited by the
apparently normal response of the simulation to his
actions, Application of an experimental perspective leads
to creation uf variations of the standard scenario, to manip-
ulate hypothesized causal factors determining or impinging
on the decisionmaker’s behavior. The standardized scenar-
ios may be used to expose a sufficient number of qualified
decisionmakers to statistically test the influence of the
factors under examinaticn. Since we have found minimal
learning effects in our battle simulations, decisionmakers
may be cxposed to a systematically programmed scquence
of scenarios to obtain repeated measures and bolster the
number of data points.

The simulation technology enables us to measure a num-
ber of process as well as outcome variables. In RESA we
aie able to collect on-line data on the decision process and
its consequences, such as orders, object positions, and
engagements. In addition, we can make audio recordings of
participants as they -ommunicate their thought processes
or conduct official communications. Research personnel
also record situation assessment reports and post-trial
debriefings. These verbalizations can be subjected 1o exten-
sive protocol analysis prior to statistical cvaluation. We
can obtain outcome measures (e.g., kills) by playing out
the simulation until all the weapons are released and
engagements are completed. We have devised and examined
vartous measures of performance and eff ~tivencss, encom-
passing the individual cominander and the baule force.

Simulation experiments provide a considerable degree of
control over salient vanables during simulated battle
decisionmaking by warfarc commanders. However, the
himited number of quahfied subjects (warfare arca experts)
requires himiting each study 10 a few variabies which can
be systematically manipulated while obtaining adequate
cell sizes for statistical analyses. Analysis of a larger num-
ber of vanables (and lovels within variables) requires that a

NMethods for Assessmg Tactcal Deasionniakimg iy Batth

citelully planned sequence of studies be pertormed. s
research program has so far tocused on selected mforma
tion degradation conditions aad their celfects on the deci-
sionmaking process. A posstble future focus is testing
system design concepts to ameliorate problenis identified
in our studies.

We have used the simulation cxperimental technology to
study both the case of a single decision maker and multiple
interacting warfare commanders. Studies of multiple
commanders entail additional cost in data collection and
analysis effort, but they extend the range of questions and
issues which can be addressed. For example, such studics
allow cxamination of 1sstes 1 information exchange,
mecthods for dealing with discrepancies in data interpreta-
tion among commanders, mechanising for coordination,
and influence patterns among commanders.

Dynamic Modelling. Based on empirical data collected
during simulation experiments, a modei of warfare com-
mander decision processes is being nsed to test the key
decisions, associated variables in the decision process, their
causal and quantitative relationships to cach other, and
their relationships to system (battle force) outcomes. The
model has two levels of analysis encompassing
hypothetical constructs from relevant theory:

e  The macro levcl, in which the interacting decision-
maker carries out his mission responsibilities within
the context of the multi-person, highly structured,
hizrarchical organizaton of the naval battle group; and

« The micro level, in which the warfare commander
functions as the decisionmaker responsible for pro-
cessing information and solving problems iit order to
arnive at action decisions in his warfare arca.

The model uses quantitative data from the simulation
experiments, fleet excrcise evaluations, and other empirical
studies to precisely define the relationships ameng key
factors operative in the command decisionmaking process.
The model helps us understand hovs data flows, time
phasing, interpretation mechanisms, problem solving
processes, cognitive factors, and interpersonal factors
affecting the decision processes of warfare commanders.
The empirically defined relationships among factors in the
model provide an unambiguous framcwork for deriving
testable research questions, hypotheses, design principles,
and guidelines for improving C31 support for the decision
process. A sclect few of these derivations will be further
tested in man-in-the-loop studies. Thus, use of the model
helps puide studies of the decision process.

TYPES OF RESULTS

Use of the simulation expernmental method and dynamic
modelling has produced several insights into the command
decision process.

Process Analysis. By performing protocol anaiysis ol the
commanders’” concurrent verbalizations about their decision
processes during the simulation experiments, we have been




able 1o traci then use of battle miormaton in makiong,
launch decisions. A clear pattern ain information usage
emerges when the baule is divided into phases detined by
scenario events, as shown in Figure 1, Considering only
threat information, Raid Count was used most across afl
battle phases, peaking in the Late phase. Use of Intelli-
gence Reports and Track Localization infermation varied
most across battle phascs, both showing a patter of ini-
tally high usage that decreased steeply as the batile
progressed. Electronic Support Mcasures (ESM) and Track
Speed information were used least often, with ESM being
most frequently used early in the battle and Track Speed
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Figure 1. Use of threat information across battle phases

late in the battle. From the standpoint of optimal decision
making, the observed pattem of information usage drasti-
cally undercmphasizes intelligence information early in the
battle, ESM throughout the battle, and track information
in the middle and end phases of the battle. It appears that
graphically-prescnted data is overemphasized and abstract
alphanumeric data is underemphasized or poorly integrated
into the tactical picture. Our analysis suggests the possi-
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bility that improved presentation of relevant tactical data
could be used to change the warfare commander’s patiern of
usage o achicve unprove battle outcomes,

General Factors. Oue focus has been on measuring the
influence of factors that exert strong general effects on the
decision process of the typical commander. We have found
that short interruptions in the flow of tactical information
have highly consequential disruptive effects on launch deci-
sions, although commanders have little awareness of the
alteration in their behavior or its ultimate impact on sys-
tem performance. (See Figure 2.) In examining decisions
to launch intereeptors, interrupts during the early phase of
the battde (before the main body of the enemy was detected)
were found to significantly aifect outcomes (i.c., kills).
Since commanders were waiting for positive indications of
the location of the main raid, greater interruption causced
them to delay their decisions to launch the bulk of their
assets until definite raid indications were seen. Those
delays were critical to system outcomcs, because they
reduced the possibility of successful completion of the
intercepts. Although the number of launches were equiv-
alent in the middle and Jate phases, the effects of the delays
in the early phase were not able to be offset by later
launches duc to the geometries and time requirements.

Individual Factors. Initial studics suggested apparent
stylistic differcnces in decisionm:king that we have defined
as sponiancous vs. deliberative. Spontaneous commanders
rely morc on the emerging graphical tactical picture, with
less anticipatory behavior and using fewer kinds of supple-
mentary information, such as ESM, in making launch
decisions. Their launch decisions result in relatively delay-
ed resource commitment and more assets left unused on
deck. Deliberative commanders use more kinds of infor-
mation and display a more anticipatory orientation, com-
mitting their resources earlier and employing more of their
available resrurces against the threat. (Sce Figure 3.)
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Figure 2. Anti-air warfarc commander lag in early resource commitment under tactical data interrupt
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Figure 3. Influence of decision style on launch profile
CONCLUSIONS

Command decisionmaking is an extremely challenging set
of phenomena to study. In its natural setting, decision-
making is 2 complex, one-time event, It is performed by
relatively few people whose extensive cxperience and
knowledge are bases for rarc expertise. It is largely an
internal process whose most important mechanisms arc
probably not appreciated by those who do it best. It is
likely influenced by factors from many domains, ranging
from task and information characteristics to organizational
structures and cognitive processing mechanisms. To make
these phenomena tractable requires a method that can
enable quantification in the laboratory without losing its
essential nature,

A critical aspect of the nature of command decisionmaking
is the dynamic information environment. To attcnuaie the
information flows would fundamentally change the nature
of any decisionmaking. To eliminate or minimize the
experience and knowledge brought to the task by its practi-
toners would alter the phenomena in unknown ways. To
reduce the stress or tempo or ambiguity or uncertainty
would call into question the validity and geacralizability of
any findings. The simulation method is essential to main-
taintng these critical aspects of decisionmaking
phenomena.

Systematic analysis requires carcful manipulation of fac-
tors hypothesized to have an influential role. The com-
plexity and subtlety of the impacts and intcractions among
these factors dictate a high degrec of control, using simula-
tion experimental designs that hold most factors constant
while varying a few. The most important factors can be
explored using dynamic modelling to test additional levels
and combinations. Again, the simulation technology atlied
with an experimental paradigin and modelling tools
provides a workable approach.

Any research method imposes constraints on the concep-
tual understanding of the behavior under study. Previous
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static approaches fed toa conceptuahzation of decision

making as occurring at a sigle powt i tme, The s

ulation expernnmental method allows a fundamentally dit

ferent picture of tactical dectsionmaking o emerpe than
has been understood previously. Tactical command dec

stonmaking should ne longer be viewed as a momentary
calculation of expectancies or comparison of options.
Rather it should be understood as beginning with the lacti-
cal planning process, when anticipated events are defined
and response strategics evaluated and laid out along a time-
line in coordination with other interdependent members of
the command team. A later phase of the same decision
process is the assessment of the unfolding situation in
relation to the previously formulaied plans. This assess-
ment may require weighing the appropriateness of execut-
ing planned responses as opposcd to moditying the plan-
ned responses to suit circumstances which deviate from
those anticipated during planaing. The decision process
continucs beyond the “decision point,” into the exccution
process, when feedback may dictate decisions to take cor-
rective or additional actions. In essence, the entire defini-
tion of decisionmaking should be shified from a moment-
ary cvent to a process over time. This opens new vistas {or
understanding the influential factors and mechamsms and
how such factors can be controlled or brought into the
service of improved decisionraking.

Command decisionmaking is an intcgral component of
weapon systems performance. That decisionmaking is
based on C3I systems that provide supporting information
and assistance in processing it. There is a growing realiza-
tion among military systems designers that a critical
amount of the performance anticipated during design fails
to occur when systems are fielded due to inadequate consid-
eration of the users’ needs and capabilities. Our findings
show that commanders do reasonab'y well using a portion
of the available data (primarily radar), but other data (i.c.,
rack speed, ESM) is not integrated and used effectively.
The causes of this distortion in information use may he
organizationa! as well as cognitive and must be further
investigated. Modern thinking recognizes the human user
as an integral component of the system and a key determi-
nant of s perfermance. Efforts to improve the design of
future C31 systems requirc better understandiag of the
systemic causes of vartability and degraded human decision
performance. The simulation experimental methodology
and dynamic modelling tools provide a much needed
capability to measure complex decision behavior relevant
in military onperational settings. The NCCOSC rescarch
program s plying these methods as tools for producing
insights and iesting solutions that can be used to improve
decision effectivencss in critical operational situations.

I Presented at the 9th Annual Decision Aids Working
Group Conference, Monterey, CA,| 8-9 June 1992,

2 ‘This work was supported by Office of Naval Techno-
logy in the Human Factors Block Prograin




