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ASD(C)

Department of Defense Directive

SUBJECT Alternate Joint Communications Center Protection
Program

References: (a) DoD Directive 5200.25, "Alternatc Joint Com--
: munications Center Counterintelligence Pro-
: gram,'" October 16, 1969 (hereby canceled)
ELECTE ; (b) DoD Directive 3020.26, "Continuity of Opera-
NGV 101993 ¥ tions Policies and Planning," July 3, 1974
¥ (c) through (i), see enclosure 1

‘A. PURPOSE

This Directive establishes the Alternate Joint Communica-
tions Center Security Program; assigns responsibilities, and
prescribes procedures to ensure that constant security at the
Alternate Joint Communications Center (AJCC) is maintained.

B. APPLICABILITY

1. The provisions of this Directive apply to:

. a. The Office of the Secretary of Defense, the Military
n Departments, the Organization of the Joint Chiefs of Staff, and
the Defense Agencies (referred to as "DoD Components') that have
| elements of their activities located at the AJCC; and

b. Activities of other Executive Departments and
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a Ty f Agencies located at the AJCC by agreement.
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~;«% 2. For the purpose of this Directive, the activities in a.

4 and b., above, are identified as “tenant units."
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14 5;, It is the policy of the Department of Defense that maximum

[ hSa security protection be ensured for the AJCC so that there can be

53555 a continuation of operations in the event of a national emer-
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1. The Assistant Secretary of Defense (Comptroller), or a
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designee, shall provide overall security policy guidance, and shall:
a. Resolve any policy conflicts pertaining to the program.

b. Monitor actions taken to correct security deficiencies at
the AJCC.

c. Coordinate with the Deputy Under Secretary of Defense
(Policy) security matters that raise substantial policy issues.

2. The Chairman, Joint Chiefs of Staff, or a designee, shall
monitor the overall operational capability of the AJCC so as to be
reasonably sure that the AJCC, particularly Site R/RT, would in fact
be available when operationally required under emergency continuity ,
of operations procedures (see DoD Directives 3020.26, S-5100.44, and
5100.30, references (b), (c), and (d), respectively.)

3. The Secretary of the Army, as Executive Manager of the AJCC
(including Site R/RT), shall establish and manage an effective pro-
tection program for the AJCC and all tenant units, and shall:

a. Develop and implement a security plan, including physical
security requirements, that provides a high degree of assurance for
the continued operational availability of Site R/RT when needed under
emergency or wartime conditions.

b. Provide for external and, in cooperation with tenant
units, internal security,

c. Effect necessary programing, budgeting, and accounting
actions to ensure fulfillment of the AJCC protection program.

d. Process requirements for specialized security equipment .
in accordance with the provisions of DoD Directive 3224.3 (refer-
ence (e)).

e. Assign qualified security personnel from the Department
of the Army military and civilian personnel authorizations to the
AJCC security program.

f. Coordinate, with tenants, changes in security require-
ments applicable to tenant units prior to initiating such changes.

g. Execute host-tenant agreements which set forth tenant
security responsibilities to ensure effectiveness of the program.

h. Report immediately to the Assistant Secretary of Defense
(Comptroller) and to the Chairman, Joint Chiefs of Staff, significant
developments affecting security at the AJCC. In addition, all secu-
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rity hazards and violations shall be reported to tenant units
concernred.

i. Conduct an annual operations security (OPSEC) survey,
report the survey results and an evaluation of the security posture
of the AJCC to the ASD(C), with an information copy to the Chairman,
Joint Chiefs of Staff.

4. Tenant units of the AJCC shall cooperate with and assist the
Department of the Army is carrying out the program, and shall:

a. Conform to AJCC security requirements.

b. Conform to their parent agencies' internal security require-
ments within their assigned areas. For DoD Components the requirements
are contained in DoD 5200.1-R and DIAM 50-3, as applicable (references
(f) and (g)).

c. Inform their parent agency, with an information copy to
the Secretary of the Army, or designee, of all security hazards or
violations in their unit areas and of related corrective actions.

d. Allow the Secretary of the Army, or a designee, to make
reasonable security checks of the unoccupied tenant areas during
nonoperational hours to ensure uniform compliance with security policy
objectives,

e. Establish security requirements for automated data process-
ing in accordance with DoD Directive 5200.28 and DoD Manual 5200.28-M
(references (h) and (i)).

E. EFFECTIVE DATE AND IMPLEMENTATION

This Directive is effective immediately. Forward two copies of
implementing documents and any subsequent amendments to the Assistant
Secretary of Defense (Comptroller) within 120 days. Mark one copy
to indicate the implemented sections, subsections, paragraphs, and
subparagraphs of this Directive.
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C. W. Duncan, Jr. ;o

Deputy Secretary of Defense

Enclosures - 1
References




h

Nov 6, 78
5210.64 (Encl 1)

REFERENCES

(c) DoD Directive S-5100.44, '"Master Plan for the National Military
Command System (U)," June 9, 1964

(d) DoD Directive 5100.30, "World-Wide Military Command and Control
System (WWMCCS)," December 2, 1971

(e) DoD Directive 3224.3, "Physical Security Equipment: Assignment of
Responsibility for Research, Engineering, Procurement, Installation,
and Maintenance," December 1, 1976

(f) DoD 5200.1-R, "Information Security Program Regulation," November
1973, authorized by DoD Directive 5200.1, June 1, 1972

(g) DIAM 50-3, "Physical Security Standards for Sensitive Compartmented
Information Facilities (U)," July 31, 1974

(h) DoD Directive 5200.28, "Security Requirements for Automatic Data
Processing (ADP) Systems," December 18, 1972

(1) DoD Manual 5200.28-M, "ADP Security Manual," January 1973

Accesion For ";>' i

NTIS  CRAg,;

Availatiiity Coces
AVE o i or
Special

Dist




SUPPLEMENTARY

INFORMATION




—

DEPARTMENT OF DEFENSE
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DIRECTIVES SYSTEM TRANSMITTAL

NUMBER DATE DISTRIBUTION
See Pen Changes Below November 16, 1994 5000 series
ATTACHMENTS
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INSTRUCTIONS FOR RECIPIENTS

Pen changes to the following DoD Issuances are authorized:

DoD Issuance Number and Date

DoD Directive 5000.4, November 24, 1992
Section E.

Heading. Delete “AND IMPLEMENTATION"

Lines 1 through 5. Delete “Implementing documents shall
be kept to a minimum as deemed appropriate by the DoD
Component Acquisition Executive. Forward one copy of
implementing documents to the Assistant Secretary of
Defense (Program Analysis and Evaluation) within 120 days.”

DoD Directive 5010.10, August 9, 1972
Section IX.

Heading. Delete “AND IMPLEMENTATION"”

Lines 2 through 7. Delete “ DoD components will revise
their regulations and instructions as necessary to implement
this Directive and forward two copies of implementing‘;
instructions to the Assistant Secretary of Defense (Intelligence)
and to the Assistant Secretary of Defense (Manpower and
Reserve Affairs) within 90 days.”

DoD Instruction 5010.34, Auqust 4, 1975
Section VILI.

Heading. Delete “AND IMPLEMENTATION"

Lines 1 through 5. Delete “and will be promptly implemented
in conjunction with DoD Directive 5010.31 (reference (a)). DoD
Components shall forward four copies of their implementing
documents to the Assistant Secretary of Defense (Installations and
Logistics) within 90 days.”

Change Number
Change 1

Change 1

Change 1

WHEN PRESCRIBED ACTION HAS BEEN TAKEN, THIS TRANSMITTAL SHOULD BE FILED WITH THE BASIC DOCUMENT

SD Form 106-1, MAR 84 PREVIGUS EDITIONS ARE OBSOLETE
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NUMBER DATE DEPARTMENT OF DEFENSE 9l
See Below Pen Changes | November 16, 1994 DIRECTIVES SYSTEM TRANSMITTAL .
INSTRUCTIONS FOR RECIPIENTS (continued) ) "
DoD Issuance Number and Date Change Number
DoD Instruction 5010.39, November 16, 1984 Change 1
Section H.

Heading. Delete “AND IMPLEMENTATION"

Lines 1 through 3. Delete “Forward one copy of
implementing documents to the Assistant Secretary of Defense
(Manpower, Installations, and Logistics) within 120 days.”

DoD Directive 5120.39, April 24, 1980 Change 1
Section G.

Heading. Delete “AND IMPLEMENTATION"

Lines 1through 3. Delete “Forward two copies of implementing
Instructions to the Assistant Secretary of Defense (Manpower,
Reserve Affairs, and Logistics) within 120 days.”

DoD Directive 5120.42, May 19, 1977 Change 1
Section |.
Heading. Delete “AND IMPLEMENTATION"
Lines 1 through 3. Delete “Forward two copies of the
implementing instructions to the Assistant Secretary of Defense
(Manpower, Reserve Affairs, and Logistics) within 90 days.”

DoD Directive 51323, March 10, 1981 Change 1
Section G.
Heading. Delete “AND IMPLEMENTATION"
Lines 1 through 3. Delete “Forward two copies of the
implementing documents to the Assistant Secretary of Defense
(International Security Affairs) within 120 days.”

DoD Directive 5154.11, September 12, 1988 Change 1
Section F.
Heading. Delete “AND IMPLEMENTATION"
Lines 1 through 3. Delete “Forward two copies of the
implementing documents to the Assistant Secretary of Defense
(Health Affairs) within 60 days.”

DoD Directive 5210.2, January 12, 1978 Change 3
Section G.
Heading. Delete “AND IMPLEMENTATION”
Lines 1 through 5. Delete “Forward two copies of the
implementing documents, and any subsequent amendments, to
the Deputy Under Secretary of Detense for Policy within 90 days.
One copy shall be marked to indicate implemented sections,
subsections, paragraphs, and subparagraphs of this Directive.”

SD Form 106-1C, MAR 84 15.10¢
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INUMBER DATE DEPARTMENT OF DEFENSE

See Below Pen Changes November 16, 1994 DIRECTIVES SYSTEM TRANSMITTAL
INSTRUCTIONS FOR RECIPIENTS (continued)

DoD Issuance Number and Date Change Number

DoD Instruction 5210.25, May 12, 1983 Change 1
Section G.
Heading. Delete “AND IMPLEMENTATION"
Lines 1through 3. Delete “Forward two copies of the
implementing documents to Deputy Under Secretary of Defense
for Policy within 120 days.” °

DoD Directive 5210.64, November 6, 1978 Change 1
Section E.
Heading. Delete “AND IMPLEMENTATION"
Lines 1 through 5. Delete “Forward two copies of the
implementing documents and any subsequent amendments,
to the Assistant Secretary of Defense (Comptroller) within
120 days. Mark one copy to indicate implemented sections,
subsections, paragraphs, and subparagraphs of this Directive.”

DoD Instruction 5210.74, June 26, 1985 Change 1
Section H.
Heading. Delete “AND IMPLEMENTATION"
Lines 1through 4. Delete “Forward three copies of the
implementing documents to the Assistant Secretary of Defense
for Command, Control, Communcations, and intelligence within
120 days of receipt of this instruction and the applicable Federal
Acquisition Regulation.”

DoD Directive 5210.83, November 15, 1991 Change 1
Section H.
Heading. Delete “AND IMPLEMENTATION"
Lines 1 through 5. Delete “Forward one copy of the implementing
documents to the Assistant Secretary of Defense for Command,
Control, Communcations, and intelligence within 120 days; forward
one copy of changes to implementing documents within 90 days of
publication.”

DoD Directive 5215.1, October 25, 1982 Change 1
Section G.
Heading. Delete “AND IMPLEMENTATION"
Lines 1 through 3. Delete “Forward two copies of the implementing
document to the Under Secretary of Defense for Research and
Engineering within 120 days.”

DoD Directive 5500.19, December 6, 1985 Change 1
Section G.
Heading. Delete “AND IMPLEMENTATION”
Lines 1 and 2. Delete “Forward two copies of the implementing
dzom:jments to the General Counsel, Department of Defense, within
120 days.”

SD Form 106-1C, MAR 84 1304
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INuMBER DATE ) DEPARTMENT OF DEFENSE
See BelowPen Changes | November 16, 1994 DIRECTIVES SYSTEM TRANSMITTAL

INSTRUCTIONS FOR RECIPIENTS (continued)

DoD issuance Number and Date Change Number

- DoD Directive 5535.4, August 31, 1984 Change 1
Section F.
Heading. Delete “AND IMPLEMENTATION”
Lines 1 through 5. Delete “Component implementation shall
be submitted for approval of the General Counsel, Department
of Defense, within 90 days of the effective date of this Directive.
All component implementing regulations and changes require the
approval of the General Counsel.”

EFFECTIVE DATE

The above pen changes are effective immédiately. Althouc?h the pen changes remove the

requirement for DoD Components to issue implementing documents, the DoD issuances are

directly applicable to all elements with the Components and the Heads of the DoD Components
AMES L. ELMER

are responsible for carrying out the DoD guidance.
Director

Correspondence and Directives

SD Form 106-1C, MAR 84

15,104




